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e OnIuneS 1967 theLnberty,ash:poftheNavnlSemntyGrmp foundnselfmﬂmmxddleofthel%7
Arab-lIsraeli Six-Day War. Cruising 25 miles off the Gaza coast, it was attlckedbylsmeh fighm and
torpedo boats ar2 o’clock 6n a clear and sunny afternoon. ‘There was no apparent provocation, and the
reason for the attack has never begn fully resolved, although Israel described it as fin identification esror
andsentmsumuonforthedamweandlossofhfe TheU.S. govemmentnooepthheexphmonofthe

- Israeli government concerhing the identification érror: The loss of thirty-four men was thé largest loss of

"i_.hfemasmgleeventhmenunUYPtologwmsmy Itoccurred,:romcauy dm;mgamrmwhlchthe
“United Stateswasnotaparhmpsm.
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5y as‘necess

'A:'unquists and,

g UAR—Inraeli ccrastal area, {he !ast dnur lnq ‘o Aerauo s to posltlons e i
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pautical: les from Cyprus.

| yed 6 psSses are known Losses of classiﬂed cryptologlc |
ma e;iaia and pe pments will’ not be known \mtﬂ an mventory is
m;.zd » matyyia e aining nboaxdthe LIBERTY

g rep . wnl demonstrate on the basls of evldence '

he posmon of the USS LIBERTY was

existing iastruckionss
.opeiationa_uy and technica Ny pro e: from__av SI}GIN_'I‘..s_tandpoin:_e'xgept .

*in the hindsight of the
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SIGINT POSTURE IN TEE MIDDLE EAST

outbreak of hostilitles in the Middle East, Signals

2 (SIGINT) c.ovqraqe ‘of the area was beling éccoaip.uahod

_ X0 use Laqd—hsaad intercept positions at U.S 3
o \ [60_111;1135. ‘rm;Q facitios wers taskad - . .
’ h.%% y/wné'a@;i&és which had the greatest _imgmganc; T '_

Bacause of théi: unl_qdﬁ :

capabillty, cartald : 67\ assigned VHF/UHF torgets

ia the genaral'ibcauon of thr hy. Line of sight 1imitations,

dge 1o coastel and other

ndetwd . ‘Additionally, it

‘ould te lgst in

iag of diplomatic

rélathms with cortaln Arab couatries. J quant ey#nts, did, In

fact, couvse thi s loss to occour.
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I'he major VH}‘/UHF conecuon effort was asslgned to e.i.rbomo(%f\\*
2.6 ™Y ('Jw

sisting of daﬂy C~130 nlghts out of Athans. supple-

BC-lZ! conaﬂtion. The time on statlon umitauons

qa (l.e.. 5 hours on a'hlt) togeme: wlzh incmaslnq '

lnatlon that a ship platlorm. properly posi-—

> a sign cant contrlbuﬁOn 1n conecung VH}'/ UEP .

siqnals on a cpntl ous ba S. 'I‘o detennine the most approprlata '

general operaging arei) " vaptopngauon a‘\alysis was conducted .

agal'nst kné'vm':and suspygies argets. A sumnary of the resu.lts ol
‘thls enalyszs and & floto

are contained in T A. “

l‘he SIGINT taskin of the

sults ona map of the target atea e

LIBBRTY vas di.rected at coverega

of co_mmunicatlons ral_atec_l't,o Up i D Ropubuc (UAR) Mr Mnnary e T

and Naval Pd'ces actlvlty. The td & 'nmuuicatlona oI theae

eatities are mrmany found inne 20-5%, S0-70, 100-150 and 300-400

‘-MCS frequency ranqes. The UARAS kno ofﬁ?;a Sovtet—prov!ded '

' equlpme'\t ln these rangea and lo urrowered\lFP mmuniqatlons "~

transmlttets as wen (TAB B) In addixtby’ to sfecifid\ known
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(b)(3)-50°USC 49
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(b)(3)-50
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‘L- - alonﬁoﬂenwaﬁong éntitlas above 1D XS éménatjnq from those
’ :

The location, capl
- "available at the thne of the LagNEht are Kontained 1a TABC, i .

s i e ey -
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‘> E BYPLOYMENT OF THE TEGENICIL RESENRCH = OUREN

JrAR HIP, US5 LIBERTY (USN-BaSl - N o
h%«uamm (GTR-5) 12 2 eonvertad Victeey Shlp L o

| sly o a5 the STMMONS VICIORY. (I2BD) .

20 aﬁ'hcm‘crechm'cal Rémh.smp) w;s\ *

‘ ‘e Iron and <tee1 W ﬁcs, Po.rtland '

BR‘XY was commlssioned on 30 December 1964 .

NS AN e

.cs of the shlp are as fOII.OWg- . - . « 3
i 4550 - o.

~ - Full Load Draft D 24r -0
" (eatimated)

i Displacement 7 .190'_(6:’13‘ )

'10.'680 tons
H.Maximum Speed ) 18knots . .
Personnel :

General S e:vice )
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ection and reporting effort"assigngd to the
as directed px"lmarﬂy against UAR tacucal B
gh frequency, very high irequency and ultra

'\ges. ‘rhe normal personnel complemﬂmt i

-_{-‘.The'ptopéaif oK A5 USS Lmsarym.:hsi

_e result of consmer

C Mludle East Crisls. Rece

btz /‘\'—3,4‘\\1*\7\‘5 _
A\ :.{";'\'.!‘\'JV :
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corrobfrate

Im_ tha lnm:cc:pt. of n1§ht—uine VHF commun!ca;.iom
requirements could have Salm_fully

with a ;eahoz:ne Iplatform posiubned off

ed pm;ioltlaly; wwé'promgaﬁon l-t_l.:dlﬂ

hils asspssment,

0 USC 798
USC 403
- 86-36

he LIBERTY viould have

in operation area 3 for lnitial opera

the following factorss ~ .. .\~ ’
_ ~ The major requiroment was for Coverage, gi-UAR

> -,
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" atps  wokidT for the eollecuon of tho qreatast number

._'. the slﬂp'wa_s ot 5

‘ USS LIBERIY to opera : are : _‘ Thls would have allOWed
- the ship to collect tactical coma

o related to the tactical sltu ton.

1341 collecuonsxlccess. - Tis P e
ptopaqatlon analysls lndlcoted that operauonal

ntra\ted with the other speciﬂc. appmved

v ,ufa v onsldered tha: tba Gaza strlp area

-

- ‘area until the _mérnmg o 8 Jun e. and as the military actlvlty

L UIPbearec‘l: fo be movi fro East West lt was recommended

o to ICS/TRC that app val ven o authorize diversion of the -

———_—‘_'—_"/

. s speclﬂcally

" 'Communlcatlons known to bb used\by thé Uss LIBERTY are

2 mgh I‘requency Morse cir s

Printa

circuits

stgniﬁcant mllltaty actlon becauso .

arrive at this pnrticular operatlng.
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S | e 0 A SR CUPS LIS | B e s
«) : 1 segure Moon Relay system, one charmel capability,
\ 100 words per minute :
s\secure\High Frequency circuits plus two spares
koL of 3 full duplex and 3 kaif duplex} \
c:ypuon/docryptlcn devices. “,- -
© within on boarg
The LIBERTY w3
" summaries to other collegtc .. and N‘SA I’hese smnmades \vould
- I 5 g, ' proyide tha latest tegh nformution for use bY Othﬂ' -

collectors and would o NS4 a means of stayiqg. ah:faaf;t 3

3 e - i T

~ of the LIBERTY"s 81GI

Nt e — e
»

e ‘.ﬁ!l'blamtcxt 'intefﬁéﬂona’l s 50 ) vltvwas to Be .

‘ Upon comp!eucm of thc de or o ship was requestad

to provide all on boord collecu_ Ji#! : 'ocossed

tapes, to NS

E oy
© (b)3)-P.L 8636
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-QPERA"IONAL AND TE‘.CHNICAL RESPONSIBILITIBS .

Ronmuhapd and control of a eea'bome S!GNT collection

@ cised in mnitary command channels. Con!.rol o

g summanzed as iollows-

. : The Introductlon ——— .S 's'lcm'r

F . .'mea'\s by wl-lch the Dlreckn', exd cise v ’ aglonal .

- and technloal control of the Nationa BIGYNT eifo In

-

| accordance with the nut‘xority and prov)eisng )Sﬁﬁnal

-Secuity Counc.u Intelugence Dlrcctiv (NSCIY ) 6).2f4 o
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plementing DOD Dl:ect.(ves (33115 2 and S3u5. 4). This

deume cribes oparaung inst:ructions (OPINS) as "Orders
/and dlr asslgnmg missians, tasks or funcuous =T '
' MT org . (TABE) Ly : ,

fe des the apeciﬁc opemf.lng :
instr IGINT componen: aboard :bo 'rechnical

: Reseﬁm ‘ % I.IB ﬂ‘ (AGTR-SL I outlines the

componenz. {TAB F) : , L ” |
=¥ K JCS Memora Gum X 4 Ma) 1966 outlined the

. ' responslbillties of SA a mm

to tba speciflc procedy es for

d etments wl;_h regard
¢ planning and dp'prcval i

. of Technical Research Ship sche)

dfes. NSA employs this =
' docu:nent ag the basis Iot iohs for TRS
platforms, —(TAB Q)

9%, phovidgsfhe NSA and

AJCS Mossage cf 6 Iune
' command responsibilitles for the Lia IBER wh.t e ope.rating in the
USCINCEUR area of responstbmty, /H

On' 5 November 1365, the JCS outlined dpn .c_;enc:}-r

rlanning for TRS operatlon_é 10 be used in*Gen e al plonning.




(B)(1) -

(b)(3)-P L 86-36...

SYGINT upport of contingency opernf!ons. This

Zr S sy yward a result of correspondence relevant to
mmand/c 1 of SIGINT platforms,. -Althbugﬁ the
ge L ' ecliically related to procedurea employed -

by NSA, &t 132 JCS\ptatement of command and control

. respopaibl . AT I) 'Ampllﬂcauiiﬁ ol_t'mg statement :
s provied balope UL T L e T TR
"l T hsa vesult gb-eerien !

tavolving tha Technfcal | -

Research Ship (TRS) USY BELMONT, DIRNSA determined

pppropriate commenders of the ph

of IT2S opnrai.!ons qinéa thy USS O

*Operational and techaical coritrol

on board the OXFORD 15 exercised B

(TABS T and K )

P s e
VLS R R A
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: @ 1a on 7 June ucs zoas-ss 0714042 Iune 1955.} o o _
X This T

messago lu.bsumted tha statem&nt, .

iﬁﬁejéstédgui.da "Operatlonal and technical ,‘: ; &

. control of tk @ :
D A\

.axefcisad by

'1es on boa.rd th.e oxronn is.

B, DIRNSA jm'_camﬁanting on

"these a&tivitléé ﬁiciuﬁe

p‘rocessing and TFepolting o oolloction. _ (’I‘A‘B M)
‘Onl Septcmber 19655 ' hat JCS oouszder 4
E .' -Aissu.mg gane;al gu.ldanc_:e“' BS—E& 07140—12 Iune 1955 R
[ _ to inform the other unLﬂed dpprARa .qf_.;a purposfe, nature anq .
| —eonceptof’mSopmﬁons. {1 e N
‘} | ‘_ o " In accordanca with the NSA ré quest ot Se;_)-te'ar 1365, t‘ha‘ ’ 2

JCS iasued ;h& guldan_qe on‘TRS-o b aﬂ g on

This message was sent to all unifled ¢

The message outlined the purpose, nati
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.through the NAve cayip nd mt commandarto a spaciﬂc ﬂeet "r ’

“a

7. or force commander ., . AR sla s coliection area assiqnments wie

" operationrequired b

(tAB 1)

atlo Al commamiars thut :he "R
Q@ :

omp uhla with the aaiety o{

- . the ship,*

/‘f

= r;‘_"&:_z,u. \a!:u
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-

The situatton xn the Middle Baat resulte:l m NSA
adnq a SIGIN'r Readlness BRAVO. _ In order to
& nt coverage in the area, NSA requested JCS/IRC to B )

apthorize dlverslon of the USS I.IBERTY from Abldjan, '

- Ivoky Coast to Rota Spain, ln prepaxat!on for deployment

| @ ; Meduenanean (ma o (DIPNSA anr/zz4—s7 et

sxrce tbe LIBERIY poseessed an excellent _g} R

' éafzab / forco ect!on, processing and renomng ot L
: sidered a superxor platform to the

. USNS VALD“ whlch was scl*eduled to retum to New York. -

l : S 25 May ",ﬁ"l‘he !o owiy actio \was mtuated. T i s
\“. e - jlon LIB b’! of addxtlonal llnguist capnbm:.y

' in Arav inclu ng h'ea hSA clviuans- .

~.- Tasking for both the ’M . ;2

' the period whua on-station wis deyetoped, coordinated ’

ting area.and | e

L (me'». nz/sss 292201 .

and suppued to USN 855 (Tvf

. DIRNSA Ki12/606 0223333 m/ull 223352) _
' o _ 'T/\f:':/‘\\’"\"[]
o T NS el

' =t r—."—""'\"'\ "-'_:-'1‘2-__ o

¥ A L
— S ‘ ™ - i
T @
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- UUF’ ‘éﬁ’é‘;\_:\ wem L.\t s

r:m and requested that CINCLANT change OPCON

(o

JCS approved the NSA requast for diva_rsloﬁ_ot the

the LIBERTY from CINCLANT to CINCEUR upon the
L4

xidpig arrival at Rota, Spain, oa or about 3! Maf. o

B2 ition lly, ICS infarmed CINCEUR to maka the- necessary

atioas Ior extended employment ol the LIBERTY to

witern ) edlterraneqn.-(‘rAB“Q.UCS 6493 291.‘.‘-022).' :

casted ICS apﬁovai of the operaud'n.a'l'
e \LIBRRTY and propossd Araa 3 (IAB A) as
the initial srda s ject to ndjust‘nam as necesaa.ry for ~ .

Rasoas.” (TAB R)(DIRNSA ADF/342767

to Mgeria, Libya, am‘l the
he t;ansu. Upon u-rlval
y stipulated by JCS

AR and 5.5 nautical
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\ Tha LIBERTY deployed from Rota, Spain, at 4212367

qugh the Straits of Gibralter following a coastal route

‘ ON change _

messa’gé'to the LIBERTY (ma 1T 8622 492) N

"

—-——’@-—ﬂr"ﬁ.—-;y— ’x' T .|_‘
::l—./_\p S :‘&91—‘\_:1 Y 4oL
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R R Qe Crpaear s [—j:‘ T 1= Ny B

s TN sy TN s a2 e e e .-

C , » A L S e . .|un~:\g‘_=’=.l"‘."ﬂc).%-
e \ © Since the VAR targst enuuas were movlng westerly,

\ISA requestad IC'S for lmmediate action to change the -

ruung araa of the LIBERTY tro'n Area 3 to Area 2 in order

“of proL W 33~3oz) approumately 63 nauucal mnes
" noXtheas<t §\Pgi-Satd. ugoa errival inArea3 ms w
(uss Lx_fsaa-r ) ' |

There was concéyn witd r@: s{

ce the LIBERTY - was

350-400 miles from¢khs chosestSixth Fleet umpa. Tha
. NSA re_present_euva S\ JRC lay dthe, concern echressed

by a member of ]'x\C tha e 1a tjfe cm mlght have

"an adverse effect on the (58 \SIGINT mlkston. The NSA

i‘ tasking repres_entauves pou ed o\t $haf the effect of any
a -7 ' : .« /9 _ TN T s

! : ‘ ‘ ' —

L . _— w-jr" s

3 _ — ,-\,F-—jff_-qr—\r"‘ = ==

3 i @L." = )\g\\ﬁlf\u_..: I U U_\*“"\""J -
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hange in the Hae of sight capabnlty was a Mth’ematlcéi

...‘ putation whlch could be readily derived. however. they

PO A%lng of tha LIBZRTY since chanqes in the cr

a onal or safety Teasons were consldered a

apként on h‘ pm could be lnterpreted as a dolense

2.5 mﬁe CPA. :
\ Pric 2
uve at JRC spy-2 essaqe arlginated by ICS/}RC ordexug

oA change [0 the L!BER 3 CPA to 20 nauﬂcal mﬁes to ths

- Co ‘ ) CH-A-NG-ING' o
UAR and {5 Q milgs to Israel ond 1K the uam'ry'

A_OP arca to “aa 2, \os equasted by DIRNSA on 5 )une

However, the messgoe as‘ tradsmitted by I‘tC tl’AB X) -
' ' -;;nt
. The JRC .;,;mb;; cog { 5t " 4 that he had decided to
“do. (‘)nelt‘hlng at A tim 4
4 overtaken by evem.s in ng Vtha‘ Of atea.

Later In tbe evoning t : sentative at JRC

, feceived a call from JRC re concurrence tna.

gl ned to make any statement regarding a'xy specmc T

cmmand declslon . and thay felt that auy s;»ecmc )

lntne lntter change.‘ ST

fed out thet IRC was >~’. o

b buamess 7Iuna tho 'SA representa- FEE
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__ . _’ & wensugs changing the CPA to 100 nautical mtles.
N i he reasons for the chanqe weres expressed as bei.ng, at

tset prlmarﬂy polldc.al in origln: Smce the Unlted

Sintea bassador to the Unlted Nauona had stated to that

ere were no U. S. Navy shlpn wlthln 350-400 :
es of the UAR/Israel area ICS and Navy felt

must !end suppcrt to that. posmon. Duﬂng the

-:nlqht--"’ .ssage as received by ICS Irom the Comma nder. :
- St \(f "Y) COMSDcrH?L:r 0715032) staung mat

*no operationg, e.ither sur‘ace of air, were perm.ltted wmun

,-,,..,..._., ..

100 miles offfs

of operauonal co trol to\ LT was e(‘ected at

i o 0700012 The status feport was »pat‘_entlyvp‘rompted by-

the megmon ki the 3ps, it the that the U, S. and .
the Bfmsh had pamcipat g e Israe) air stdkes . s
Egaiaat the U.:l\-};._ ]CS reg . se 2 gmessage to - .. R

| 3 the r.aui'ica—xi mile':

CINCEUR, Info LIBERTY, can

L'\“\_\‘_h =

SR

/_\ .._,_1 r—-—.—\v--. w-ﬂ .

=2
; ]
o~ T
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mﬂes to Cyprus.

C“ABZ) ocs 7347 oaonoz). e

(b)(1) o
(b)(3)-P.L. 86-36 -
(b )(3) 60 UG 403

. Amessagef

usr.-:-lt

' (USM -4 oualzz){

_‘WLF Q_Jl:a\.,h \\I: M C id ds wasime \:i:

e -
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Analysis of Propagation Studies Related to

UAR Communications’ Networks

TAB A

Due to the complexity of the intercept problem (VHE/UHF
systems and low~HF networks) it was determined that the

best overall coverage would be poésible by a ship positioned

in proximity to the general area of the target activity. This

determination was based on the computed values of VHF

path loss which serve as good indlcators of what signals-

could be intercepted successfully and continuocusly. Becauha .

. loss increases with the log of distance, more rellable

intercept would be expected close in to the emitters. The

computed values of path loss along the 13 mile track Indicate

* values that are completely reasonable for the NSA intercept

equipment and that which was installed aboard USS LIBERTY,

.The values at the 100 mile track are beyond the scope of

intercept equipment employed for general field use. ».In

addition, the low HF frequencies employed by the military

-networks would be expecfed to be successfully intercepted

via ground wave modes only. Analysis of far field sky

wave modes for the low HF area indicate little, if any,
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probability of successful intercept at any distance, while
the close in points along the recommended track indicates
a high probability of support. This technical theory is
best illustrated on a chart of the approved operating
area which depicts the signal path and DB loss along

tracks of 12.5, 100 and 200 nautical miles from the target

- activity.

(b)(1) |
(b)(3)-50 USC 403
(b)(3)-P.L. 86-36
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8ince 1360, the UAR has relied primarily on Soviet military

radio equipment and cohtlnubs to negotiate for it. Most of these

equpﬁlents are in the R-series and are del!vei’ed with alrcraft,
. tanks and radars; or separately as tactical equipments. The in.fantry .
and qrtnlefy -Iuae AM and FM radios opérated on frequencies from 1
to 4, 2t0 5 and 20 to 50 me; -armoved personnel, carriers and tanks,: ‘
equipped witﬁ AM/FM radios, ﬁse frequancles from 1 through 4 mg;
‘alrcraft gfound—tOfair service is on frequéncies from 100 through 150
me. (For @itm air éommunlcations. it .has_ been proposed to

gradually phase out use of the 100~ to 150-mc band and to hse the

! 225~ to 393.9-me band.)

T ey
(b)(3)-18 USC 708

(b)(3)-50 USC 403

(b)({3)-P.L. 86-36



—-18 USC' 798
-50 USC 403
-P.L. 86-36

)
)
)
)

1
3
3
3

)
)
o)

)

b
b
b
b
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~
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o
A
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18 UscC 798

50 UsSC 403
P.L. 8636

tb) (1
pocIib: 3958111 . ... . .=
(b) (3

(1)
(3)
(3]
(3)
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C» Promlgate policy and doctrine governing SIGINT operations
~within the NSE.

4. Provide i.nformation to SIGINT activities not under the con-
. trol of the Director, National Security Agemcy, with a view to facilitating
. stendardization and the exchange of technical support '

- 'I'his m'mommon to the Manual prescribes procedures for the e
preparation, review, publication, disaemination and control of MUSS0
documents within t.he NSE.

AR

l?or purposes of this document, the tollwing dei'initiom apply.

. a. COMINT - Communicetions Intelligence. “J.'eehnical ‘and intelli-'
gence information derived from foreign commmicetions by other then the
intended recipients. COMINT activities shall be construed to mean those
activities which produce COMINT by the interception and processing of"
foreign commmications pessed by radio, wire or other electromagnetic :
meens, with specific exceptions stated below, and the ‘processing -of roreisn .
encrypted commucicetions, however transmitted. - Interception comprises .
search, intercept, and direction finding. Processing camprises range )

» estimation, tranamittﬂr/operator identiﬁcation, signal analysis, ‘traffic
“anelysis, cryptenalysis, decryption, study of plain text, the msion of
these ‘processes, end the reporting of reaulta._

NOTE: COMINT and COMINT activities as defined herein shall
not include (a) any intercept end processing of unencrypted
written communicatioms, press and propaganda, or (b) censor- -.

ship. _ g - l

b. ELIRT - Electronics Intelligence. 'i'echnical and intelligence
information product of ELINT activities. ELINT activities are defined as- - =
the collection (observation and recording), end the technical processing . ' ,
for subsequent intelligence purposes, of information derived from foreign,
non-communicetions, electromagnetic radiations emanatins from other than T
nuclear detonation or radiocactive sources. o , o |

: ' ¢. BICHNT = Bignals Intelligénce. 'i'he generic tem uued to
apply to both COMINT end ELINT as those terms are defined above, includ-
ing the. speciried limitationa of those definitions. '

N _ d._ NSE - Netional SIGINT Effort. The SIGINT intercept end o ~

") processing activities of the U.S. Amy Security Agency, the Naval Security ) I
A Group, the U.S. Air Force Security Service, and the National Security Agency.

1
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- SECTION III - NATURE OF DOCUMENTS

. 1. MUSSO comprises certain unnumbered publications,. and four g
punmbered series.’ The unmumbered series includes this INTRODUCTION, a
Letter of Promulgation, a basic Statement of General Operating Policy
{SGOP}, en Index of MUSSO Publications (BOXSCORE), and such other docu~
ments as may be decmed appropriate i.n the mture. The ‘four numbered series
and their definitions are: P .

. @ “OFIOC - Operating Doctrine. Eounciation of the princ.iples
governing the assignment of miuinnu md tuks end the utilization of
SIGM resources. %

B. OPINS - Qperating Instructmna., Qrders or directivaa auign-

ing uumnu, tasks or functions to SIGINT Organizatiom.

e. munmc Technical Doctrine. Enmciation of the principlen
governing the determination of techniques, methods, nm! pzocedurea for
Mﬂll:lng asgigned tasks. )

d. TECHINS - Technical Instructiom Orders or directives

i preaérlbing techniques, net.hodu .or proceduren to be used in the rulﬂllncnt.

of uaisned tasks.

" The numbered series are t.hus dimrentiated nccoraing to their
concern with operating (OP...) or technical (TECH...) matters and further
differentiated according to whether they are instructional (, +v,INS) or
doctrinal (....I0C). A good index of the difference between opereting
doctrine or instructions and technical doctrine or instructions is that
the former category is.concerned with the question, "Who does \mat?“ ' the
latter with the question, “How is it properly done‘l" '

3. Instructions (...INS) are tantamount to or&ers of a detailed na,t.\ul'g

" which muat be carried cut to the fullest possible extent to satiafy the

particular requirements on vhich they are based. Doctrine {...D0C) serves
es guidance, embodying the consensus of the best judgment as to the way in
which operations should be conducted. It is expected that all SIGINT .
ectivities will be governed by such doctrine and, in thi- respect, doc-

. trine is tentamount to ordero of general uccpe

k. The NSA Circular is used to promulgste philosophy, wlicb objec- -
tives, program and technical guidance, and other matters in the fields of

. Tesearch, development, test and evaluation (RDTSE) end of scientific,

technical, production engineering and logistice :Lnformntion management .
The MUSSO, therefore, will not be used for these purposes. MUSSO will be’
used, however, for issuing research and development operational and tech-
nical instructions to cryptologic field ectivities in those areas of WSA
responsibility vhich are directly related to COWINT and ELINT intércept
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and proceasing activities vhich are under the operational and technical

control of the Director, NSA.

SECTION IV - PREPARATTON, REVIFW AND PUBLICATION '

1. The preparation, review and publication of ‘ell MUSSO- documents .
shall reflect the policy and spirit of the Letter of Promulgation and the -
general principles of the Statement of General Operating Policy (SGOP). -

The following MUSSO preparation and publication responsibilities and proce- -

dures provide guidance and information for akl dements of the NSE:

a. Thé unnumbered publications referred to in Section III,
paragreph 1., will be prepered and published by the Naticnal Security
Agency. These documents excepting the BOXSCORE) will be coordinated -
vith the Service Cryptologic Agency Hea.dquartere for eppropriete addi-
tions, corrections and/or comments.

Operating and Technical Doctrine normally vill be prepared

and pu'blished by the Faticnal Security. Agency; however, SCA Headquarters .- -

may initiste operating doctrine by forwarding drafts of proposed OPDOCs
to NSA for publication. NSA will undertske all necessery pre-publication .
coordination with the other SCAs for coments ‘and/or concurrence.

¢. Operating Instructicns and Production Plans for the Service =
Crytologic Agencies and the National Security Agency Production Organi-
gation will be prepared and issued by the National Securlty Agency with
active participation of the organizntions eoneerned. These Operating
Instructions include:

(1) OPINS No. 1, 2 and 3. Task Chiei‘s of the Service _
Cryptologic Agencles of the Army, Navy end Air Force, with their respective
SIGINT missions. OPINS No. 1, 2 and 3 are used also to delegete opera-
tional control of specified COMINT end ELINT facilities and resources for
such periods and such tasks as are determined by ‘ohe Director, NSA,

. (2) opms No. k. Tasks the National Security Agency Pro-
duction Organization with specific SIGINT responsibilities,  analytic,
reporting and support functions, aad/or other matters as appropriate.’

(3) OPINS No. 1¢, 2, 3¢ and 4g. Levy SIGINT collection,
processing, production and machine processing requirements upon the Army, "

B Navy end Air Force SCAs and the NSA Production Organization, respectively.

4. The Service Cryptologlc Agency Headquarters, or Iﬁtemediate d

‘SCA Hesdquarters as de;;gnated by their ¢pe.rent service, will prepare and

publieh OPINS in the 1 2¢¢d end 3¢PP series, tasking individual SCA .
units with specific SIGINT collection, processing and production functions
and whetever additional instructions as are necessary or desirable to the
successful accomplishment of assigned missions. In certain situations
vhere Joint activities are to be conducted under provisions of OFDOC

18 or by other special arrangements, and vhere NSA resources, per se,

4 . -

nmom:ﬂron - S u¥ L Maren 1966 .

D
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Lo o (b))
are not involved, an OPINS wi.ll 'be prepared Joinf.ly by the SCAs involved = L < (b)(3)-P.L. 86-36

_and published under a double OPINS number (e.g., OPINS 1799/3799). These
documents normally will be subject to pre-publication rev:lew and. approval
- by the Nationel Secu.r:l.ty Agency. )

" @ OPINS in the 4@ and 5¢FF series will be prepa.red end isaued

‘by B8, 8 required, to task NSA Production Organization elements, RSA .~ - -

L ' I Appropriete SCA coordina- . -
: : ¥Ion wII1 be accompliched whenever SCA resources or major diviaions of :
responsibility within the NSE are involved. g

: ' f. Technical Instructions (n:cms) To 1nsure necessary uni-‘
formity within the NSE, TECHINS normally will be prepared- -and published by .
the National Security Agency with the active' participet:lon of the SCAs. '
SCA Headquarters (and SCA Field Heedquarters or fleld inits vhen authorized
by parent SCA Hqs) and Joint Proceasing Centers may prepare basic TECHINS
and supplements or Intra-Service variations to NSA TFI:H]I{S, according to

" the follow.lng procedures:

: (1) In normal (non-eme'gency) situations, when necessary

- instructions sre non-existent, or when previously published instructions
are inedequate, drafts of proposed TECHINS will be submitted through normal
channels to the National Security Agency for review and, 1! eppropriate,

. ’ publication.

: ; {(2) In emergency situaticns, 'I‘ECH]I(S may be prepared end

i published witbout prior coordinstion with the National Security Agency. ;

4_ Such instructions will be limited to unique situations wherein eppropriate

' " imstructions from NSA and/or SCA Headquarters are lacking, and the time

- factor is such that normal pre-publication coordination would seriously _
bamper or delay fulfillment of a local operating requirement. " Implemen~ = = -
tation of such instructions will be on a provisional basis and TECHINS ’
thus published will be given post-publication review by NSA, in con,junc-
tion with the SCAs ag in normal situations. - The originator will ‘be noti-
fied of the results of the review and recommended disposition (e.g., con-
version to NSA TECHINS with wider applicability; distribution eas = Service
_TECEINS subject to any necessa.ry amendmenta, releiuioxr, etc.). o

 (3) Supplements cr Intra-Service va.rietions may be required
to amplify instructions contained in a basic TECHINS in order to meet some .
specific Service purpose, ares nead, or.local field requirements, aver B
end above what is required by the basic Tmms. . : i

) {a) ScCA Headguarters and Joint Processing Centers may
repa.re and publish supplements or Intra-Service variations to NSA TECHINS,
&g required, without pre-puhlication coordinstion with the National
~ Becurity Ageney. .




DOCID:

3958111

: (b) B8CA Pield Hesdquarters or field units, ‘when authorized
by BCA Headquarters, may prepare and publish supplements to NSA end SCA

be conducted, if time permits, with the NSA Field Activity or sub-~office.

e

DwRODWCTION - T .1 March 1966 D)

' Hesdquarters TECAINS. At a minirnm, pre-publication coordination shculd

(Fie)d unit pre-publication coordination with intermediete Field Headquarters

vill be as directed by the SCA Hesdquarters.) Supplements thus published
w:u.l be 31ven post-qulication revievs by NSA end SCA Headq;uartera. ¥

{¢} Supplements will not reiterate or duplicnte, alter

cr cheange the baslc text of the puhlication they. m:lanent. 3

* (4) - Supplements or varisticns are binding ca subordinate
mts of the Issuing organizeticn but in no way obviate the requirementa

expressed in a higher authority supplement a.nd/or basic THJHJ]IS.

(e) Hhen a basle ‘TECHINS is reviaed, aupplunents to thn ,
pra'rious versicn vill be reviewed by the issuing organization for con-
formity end applicability te the ney version. Such Bupplements ‘will be
up-dated and reissued or cancelled. '

‘2. To achieve unifomity 1n the system, pre-publication eoordina.tion

of MUSSO documents, whenever required or a-pproprinte, Vﬂl be lccmplished, . T

between and among elenents of the NSE as rollm -
a. Al NSA drafted MUSSO documents and, changes thereto noma.uy '

prior to publication. Formal referral normally will be sccomplished by
providing coples (in the mmber desired) of draft MUSSO documents to' SCA'

. will be referred formelly to the Service Cryptologic Agencies for coments-__‘

Representatives at Fort Meade for their respéctive Headquarters end/or SCA™

headquarters. Deadline dates for the receipt of cosments (normally 3¢-45
calendar days from date of receipt by the SCA) will be established, when
appropriate. Nm-receipt. of comments by dates indicated will be construed

&tions, NSA draft TECHINS may be iassued directly to SCA field units as
interim instructions pending complet:l.on of formal coordination.  Such.

‘1ssuance will be effected in coordinntion ‘with SCA RePresen‘cu‘ti?eﬂ a.t

Ft. Meede.-

.a8 "no comments" and publication will normally follow. In emergency situ-

3 Activitiesl ' — I":"'

w11l be provided vith a copy of the initial draft .

of an NSA~orlginated MUSS0 document and subsequent drafts, where appropri-
".ete, for review and comment, Deadlines for receipt of comments be -
to those’ ‘for internal WSA comments. NSA Fleld Activities
ts may be forvarded electricelly, if practicable, in order
Q received for consideration during internal NSA coordinetion, or at

o

(b)(3) P.L. 86-36
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leut prior to foml presentation of the draft MUSSQ document to the SCAa.
8CA Representativea at Fort Meade may be provided copies of initial drafts

,for lnforml review, as eppropriate.

. Bequests for ex-t:ensioﬂs of deediines established by NSA for -

' .receipt of SCA Headquarters comments will be honored; where posaible; how-

ever, requests for extensions to permit recelpt of comments from subordinate -
field units will not normally be approved. Commenta rrcm such organizations

- can be coungidered ror amendmertas or changes.

a. To permit pmpt review-of ail Service-originated MIISSO docu- .

' ments, & mintmm of 3¢ copies of draft OPINS and 20 coples of draft TECHINS -
. are required by NSA for pre-publication revisw., Normal deadlines of not
.. less.thar 3p days from date of receipt by NSA may be established by the SCA

. Repreaentatives for receipt of NSA commeats. s

3. Meesage changes or other operatiocnel or techniecal instructions

promulgated by electricel or mall message will be coordinated with SCA Repre- .-

sentatlives at Fort Meade and will be confirmed in hard-copy MUSSO format
vithin 3¢ days of transmittal, except wtere the changes are. periodically:
(quarterly or more often) recapittu.ated Chenges or instructions not con- )
firmed in bard copy form, except aa above, x'ithin 9b days willl be considered-
o lonser valid. . . '

b, Pre-publication coordinztion and post-publi"ation reviev of all '

) WBSO documents at all levels should bave the foliowing obdectives.

8. To insure applicability or adaptabi_ity, ag app*opriate, to
the world-wide Natiornal SIGINT Effort.

. - b. To eliminate dupli\.ution a::.d/or 1nconsistency with other
WSSO publications. N .

¢. To insure ccmple.enens, nccuncy, ve_'l.idity and appropriate-
ness of instructions. “

'S5, Comments or suggestions reaarding draft MUSSO publications or
regarding suggested amendments to existing MG3S0 documents will include a’ _

- rationale:

8. To insure that facts mlu‘“ive to the commt or suggestion.

_ lre reAdily aprarent.

RATIONALE: Facts concemins a 3u33estiotn'that‘are eagily
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understood cen be collated repidly to other factors (sometimes unknown

: or not considered by the suggestor) which may or nay not support its ‘adop-~.
-tion or partinl adoption. . :

N

b. To insure thet the purpoae or obdective mtended by the

eoment or suggestion is not misunderstood.

RATIONALE: The precise point(a) that motivated a coment
or suggestion should be made so as not to be overlooked duz-:Lng the
dec:lsion to accept or reJeot e suggestion.

6. Comments of en editorisl nature or comenta vhich ere self-
explanntory need not include e rationale.

(b)(3)-P.L. 86-36
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1. Nomally en OPDOC or TECHDOC wvill apply to only one subject. A

‘separate TECHINS will be prepared for each individuel subject. Each OFDOC,
-TECHDOC; or TECHINS will heve as many sections as necessary, and each - .
- section will be given a brief descriptive title. A PURPOSE section should

slveys be included. . : ) » -

O {(b)(3)-P.L. 86-36
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2, OPBG also w:ul have aa :aany sections as necessazy and appropriate
to the document except that OPINS KO, 19, 29 g and 4 will adhere to the -
format preacribed separately in TECHINS MO )

3. An OPFINS in tne 1468, 2¢¢9, or 39515:5 series vill bé prepired Lo
each individusl SIGINT unit having a SIGINT .unit designetor (TECHINS MO, .

' ﬁs refers) and 1isted in OPINS NO. 16/26/3f, und mumbered according to

procedures cutlined in foregoing sections. | An OPINS in the 4fff or -
5¢¢¢ series may be prépared for NSA Production elements end for Joint or

' Bpeciel Units, respectively, as appropriate or desired. OPINS are not .

required for sub-elements or detachments of major units providing the .
SIGINT activities of such elements oOr detachments are adequately covered
by the OPIRS of the parent unit.” In addition, OPINS for SIGINT units

"(e.g., ERU's, STRAC Support, etc.) not under the operstional control of '

DIRNSA should be prepamd only at the dincration of the parent SCA.

- 4. Implementation of an OPINS st .action units (the tasked erlement
es stated in the OPINS) will be effective upon receipt. OPINS will be .
implemented separately only when Lt is specifically stated in the OFINS
that mplementation will be e.frected at a later date. )

© 5. Under no cicumstances vi].l a TECB.INB contain en "implementation”
statement. A TECHINS is "effective" upon issue, but implementation of &'
TECHINS at action units is nccumpltnhed geparetely as deemed sppropriate’
by NSA at the time of issuance in consulation \d.th tha BCA Representntives
at Fort Meade. Under normal p:oceduren' -

a. ASA snd N3G rield units vm autcmatically mplunent a ‘
TECHINS upon receipt, es applicable to thelr mission, unless otherwvise
notified by higher beadqwtars. Homally, n;)plzcnble' TECHINS are reflcc-‘f
ted in the unit OPINS, ' ' _ Co

b. AFSS implements TECHIHS by message to mtemadiate f1e1d
headquuters, information to DIRNSA. Intermediatz field headquarters -
will implement TECHINS by message %o subordiaatc ‘upits and reflect such
implementation in its quarterly TECHINS Wm.mou m:onn (u15!+ ‘
Beport) or Annex A to the unit OPINS.

‘ 6. On occasion, to assure slmlltanfem implementation of a TECHINS
at all affected stations, a specific implementation date will be desired.
In such cases, eppropriate correspondence to the SCA Headquarters, inror-
mation to the affected stations, as appropriate, will request implemen-
tation on the desired date. This corrsspondence will be releaged prior
to Aistribution of the document and/or receipt of the document in the
field to permit the pormal mm.ﬂmntution praced\n:eu above. ;

.mmr
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. ' 7. Preparation oi‘ MUSSO dcc\ments will be in accordance with Annex ~'-_ :

A end, within NSA, the MUSSO Typing Instructions. A suggested Unit OPINS
format and instructions for completing it are attached as appendix to .

" Annex A. Because of fundamental differences in service organization struc--
“ture, service operational traditions, snd general modus operandi, flexi-
* bility has been provided for by msking many elements of the format optional.
While its use 1s not mandatory, the i’omet iJ.lustre.tes the preferred order
of eections and paragraphs. ' : - -

SECTION vII - WaUMS v

-

1. SICGINT material considered for .menuel-t\rpe presentation must
qualify as technicel support materisl under the prorvision of TECHINS

: " HO. TPJL, or be selected as zuita
. within the Nationael s;;m'r Effort

2. Material which is ccnsidered euite'ble for. issuance as ccm'bined S
instructions may, after appropriate coordination, be produced as & manual . -
"and promulgated by ell agencies concerned in the publication series used .
by each agency. For U. S. units,; manuals so produced will be pramulgeted  (b)(3)-P.L. 86-36
es a MUSSO document. (e.g., the TEXTA Manual, TECHINS NO. 2¢2¢) Ad- S (b))
i : ditionally, material, which would normelly be issued s combined instruc—_. A )
: tions but is precluded from such treetment| |

w
L'beproducedasemual for the NSE end promul héatedesamm_l

(e.g., the SIGINT Publication Manual TEZHING

[}

‘ 3. For convenience of reference, assoclated OPINS, OFDOCS; TECHINS = -
'ECHD)CS, end technical suppori maiterial mey be compiled by recipients o
thereof into & single binder to form & comprehensive "Manuel” on a given

subject, Cross raferencing from one MUSSO publication to another in .
eesociated subject areas will facilitate such compﬂation. e o

o o " SECTION VIII - DISTRIBUTION . ;

1. Distribution of MUSSO docmnents, or portions thereot or chenges
thareto, will be made directly to elements of the SIGINT producing come=
mmity end will be as broad as is consistent with need-to-knov, security,
and ueeﬁﬂ..ness of the document to the recipient. ’ )

- 2. A pumber of MUSSO documents have been ‘edited or senitized to .
pernit lesg rastrictive handlins of the docmnent than required by the con-
tents of the ‘basic document. - a

.

8. A sanitized version pua].lels a basic MUSSO docment on the
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i same subject, normally carries the same number and publication date as the
basic document but is identified by a letter suffix in parentheses. The .
following letter suffixes will be used to identify sanitized MUSSO documents:

(b)(1)
(b)(3)-P.L. 86-36

3. Non-SIGINT producing orgenizations will not routinely receive
MUSSO documents or portions thereof or changes thereto. To rermit distribn-
tion outside the cryptologic comunity in those circumstances where it is
necessary to provide pertinent "need-to-know" information to consumers end
certain non-cryptologic activities and organizations, the follow:tng excep-
@ tions to this Agency policy apply: = ° - }

e. Technical information may be provided to non-cry:ptologic
organizations, where a valid need-to-know is established and Justified, in
the form of en INFOCON (Information for Consuxers). ' An INFOCOK is the ap-
proved vehicle to provide the information contained in a MUSSO 'document
required. by a consumer in order to understand the am product he meives
by virtue of the basic MUSSO docment.

(1) INFOCONs must be prepered in & menner. vhich will avoid: .
(&) being instructional in nature; and (v) any rererence to SIGINT techniques
or."in-house" analytic procedures.: s

(2) Numbering of INFOCONs will conform ‘ingofar as possible -
to the numbering-of the related MUSSO document (e.g., INFOCON NO. 4A@ and.
INFOCON NO. 43§l equate to TECHDOC NO. 4fff and TECHINS NO. 4361, respec- -
tively). Titles of INFOCONs may be revised where necessary to exclude e
non-essentials relating to technicel preparations and therefore may not ’
always equete to the title of the MUSSO document. )

(3) INFOCONs will be prepared in tbe_ same formet prescri‘bed
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for MUSS0 docu:nents excspt that INFOCONs will not be issued under a MUSSO . ‘>
ooversheet (see Amex a).

(h) All INFOCONs will be prepared and published at NSA for-

- release by the Director, National Security Agency, in order to maintain .

centralized: accounta‘bility.

b. A copy or neproduction of a TBGHINS, per se, may be provided i
to nom-cryptologic or non-SIGINT producing organizations where such instruce.
tions are an integral part of an Operations Order, an Operatione. Flen, or '
& SIGINT Suppord Plan, which is accorded security protection at 1east com-
mensurate vith the classification of the TECHINS.' : . :

&, A1 requests received from non-cryptolosic or non-SIGINT producing
organizations for MUSSO documeats, other than those qualifying under pro-
visions of paragraph.3.b. above, and those covered by existing INFOOONs :
appropriate to the intended purpose, must be submitted 'to the Director,
Rational Security Agency, for decision on an individuel basis. 'All avail-
able information end eppropriate comments attendant to such req_uests :

_lhduld be provided to DIRNSA.

5. - Standard dist*ibution of NSA originated MUSSO documents, senitized

MUSS0 documents, end INFOCONs, will be as i.ndicated in Annex B and Appendices

thersto.

6. Reproduction of NSA originated MUSSO documents by NeA field
Activities, SCA Field Headquarters or subordinate units is authorized to-

-meet local requirements, except vhere speciﬁcal.ly prohibited in the docu-

" ment. This authorizatior does not extend fo reproduction of documents
- for issue to non-cryptologic organizations except as provided in pare-

graph 3.b., above.

“T. Supplements, Intra-Service variations, or. original OFINS or _
TECHINS iasued by SCA Headquarters or field elements will be distributed .
in accordance with the parent SCA Headquarters directives. Distribution.
vill alweys include: cne (1) copy each for area NSA Field Activities and
sub-offices and forty-five (45) copies for NSA. -

8. " Requests for additional or replacement coples of MBS0 documents.
or requests for changes to standard diatribution will be addressed to the”
originator of the document(s). Requests from SCA units will be rorwarded
through their appropriate SCA Headquarters.

9. Chang-s or amendments or rescission notices to all MUSSO docu-
ments will receive the game distribution vie the same channels as the
basic document. -
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. : o - 'BECTION IX - OTHER REMARKS "

Suggestions for edditions and amendments to the Manual of U.S,
SIGINT Operations will be welcome from any member of the SIGINT community.
" Fleld elemeants of the Service. Crntologic Agencies originating such sug-
gestione will forward them through prescrihed channel- via SCA Headquarten ‘

to the D:Lrector, Haticnal Security Agency, : POh.
. o " MARSBALL S, CARTER
" I.ieutemnt General, U. 3. Ay %
5 Director . .
QFFICIAL;

aLra ces

2 Ipols: ’
C' .. 1. ANNEX A - mmonmummmormssomcmm
2. ANKEX B - NSA DISTRIBIFTION OF MUSSO IDCUHEFI‘S

DISTRIBUTIC

WSSO "A" Except mmnu_tm._mmn (12} ]

Plus :

T -
3)-18 USC 798
3)-50 USC 403
3)-P.L. 86-36
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"., - -+ PREPARATION AND MAINTENANCE OF MUSSO DOCUMENTS -
1.» General Instrucfions )

" a. MUSSO documents will be typed on letter size paper (8" 'x 10}"),
prepunched to permit insertion in standard three-ring, loose-leaf binders. .-
Typing within paragraphs will be single spaced. ‘(Draft versions should be = °
double-spaced to facilitate reviews.) Both sides of the paper will be used
in head-to-head printing, unless operational reasgons Juatiry single-side
printing only. Other single-side printing exceptions will be. pointed up. .
in applicsble paragraphs to follow. (The term "MUSSO documents” as used
herein refers to all documents except OPINS NO.- 1¢, 2g, 3¢ and 4g). i |

, b. Cover Sheets. Front and back cover sheets on MUSSO documents
not only serve to identify the MUSSO series publications but help to pre- -
.serve and protect them. Numbersd NSA—originated MUSSO documents will be

. 4ssued under two-color (blue and black on white) covers.’ They will be used
only on & bes‘c mumbered document. They will not be used on the unnumbered
MUSSO documents, changes to documents, Memorandum to Holders, or oversize
(8" x 13") attachments, nor will they be used on INFOCONs: Changes to .
basic documents, oversize attachments, and Memorandum to Holders will be
issued with a special MUSSO first page format similar {0 that used on this
INTRODUCTION. Other issuing authorities may use cover. sheets if prac-
ticable and desired. If not used, however, continued use of the’ special

O MUSSO first page format is enemged. ; -

2. Arrggement. S ‘._"_,:

- a. MUSSO documents will be prepared in a standard format for the
sake of uniformity. The issuing headquarters, effective period, the short -
title (1.e., OFDOC, OFINS, TECHDOC or TECHINS as appliceble) and mumber, -
plus the date, full title end table of contents by necticm will be indi-

" cated on the first page of the document. " &

(1) The classification of the title, as detérmined by the

originator is entered one space after the lest word of the title in brief
form, in parentheses, as follows:.(U) - Unclassified; (C) - Confidential;
c-coog - Confidential, Handle Via Comint Channels Only; (S) - Secret; _
8-CCO) - Secret, Handle Via Comint Channels Only; (SC) - Becret, Codeword;
TS) - Top Becret; (TS-CCO) - Top Secret, Handle vu Com.tnt Chennels Only;
TSC) - 'rap Secret, Codeword.

. {2) RCS mmber, where upplin.able A is enterAd inc].osed in’
parentheses :l.mnediately under the title. : . ] .
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(3) A superseseion statement, ir applicable, will 'be entered .
.:lmediately following the table or canteata. .

. b. Yages :tonowing the title page will carry the short title E
and date as the first line of printing below the top margin.\. Two spaces
vill separate the various elements of each document:(i.e., between the
title and the Table of Contents, between the Table of Contents and the :
supersession statement (if sppliceble) or Section I, between each Section =~ .
title end the first paragraph of the section, and between paragraphs.) T

¢. Sections. Sections will be numbered conaecutively with R
capital ROMAN numerals throughout the publication._ Sect;._on_jtitlas will v
be 1n capital letters, centered and underlined. - - O

d. _P_am Parsgraphs,’ when more than one, will be
numbered consecutively within each section with Arabic numbers. Paragraphs
will be indented five spaces and subparagraphs will ‘be further mdented four
spaces. Single paragraphs will not be numbered. Paragraphs and subparas-
graphs throughout all MUSSO documents and attachments \r.lll appear as 1n e
) thia Annex and Appendices. :

; e. Pg_gination. All pages within each MUSSO document will be )
pumberéd at the bottom center of the page. in Arabic numerals, beginning .
vith page two. The first page will not be numbered. Each page of an
atta.clment will be numbered indepeudenthr, also starting w.lth page tvo

4 f. Authentication. MUSSO documents m1 be mthenticated in
‘ccordance with the procedures of the issuing organization.

8. Inclosure Notations. -The inclosure notation (iz applicabla)
will eppear on the signatures page of the besic document, tvo spaces fol-
lowing the last line of the authentication block., . .

(1) When there is only one inclosure, type the notation as
follows: ‘o S . : N S

"Incl‘ . et
© AMMEX - INSTALLATION PLANS" .

(@) When there 1s more then one mclcsura, mnnber each and
type the notation as follows: . .

"3 Inelr o
1. AXNEX A.- PROCEDURES
2. ANNEX B - REPORTING
3. ANNEX C - FORMS"

ARNEX A 70
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h. Attachments. Attachments to MUSSO documents will be annexes,
lettered consecutively if there are more than one.' A single ennex normally
will not be lettered. Each snnex will be identified as ANNEX at the top
of the first page, with a letter, 1f appropriate, and will bear a title.

It will elso be identified as an annex to the dasic document at the lower
left corner of even-numbered pages and lower right cormer of. odd-numbered

_ pages except where a TOP SECRET control block is éntered. Inithe latter

case, the annex identification will be placed in the opposite corners. Ap-

' pendices will be used for attachments to Annexes, Tabs as attachments to

Appendices, Inclosures as sttachments to Tebs.

(1) Format for an Attachment. - 'rhe attachment letter or
number, as appropriate, should appear at the top, center of the first’ pase
The title of the attachment, underlined, shculd be centered on the page ..
below the attachment letter or mumber,: yith a Table of Contents, 1f used,
centered below the title line. Instructions for: the -remainder of the =
first pege, second and succeeding pages of en attachment are the seme as
for a baaic MUSSO doc\nnent. ,

(2) Attachment Notation, Identiry esch attachment' wvith the
proper notation in the lower right cormer of cdd-numbered pages and lower
left corner of even numbered pages. __Emmples. .

ANNEXA.N ANNEX A TO . APPENDIX 3 TO TAB A TO

TECHINS 4yl  TECHINS 1955 AMNEX ATO  _  APPENDIX 1 TO

DID 1 JAN 68  DID 1 JAN 68 ~ TECHINS ugeg ~ ANNEXBTO

; © (C1-JuN TL) DID L JAN 57 2999
s . mlsmﬂf

i. Distribution. Each MUSSO document will show a distribution

- notetion. The word "DISTRIBUTION" will follow two spaces below the last

attaechment listed, at the left mergin, followed by a distribution 1list or
symbol indented two spaces. If no attachments are listed, the distribution
will follow the authentication block. ' If space is limited, the list may
be included as the next page of the document, in which case the words, -

. "List Attached," will be included in the available space., . If the docu-

ment carries a special distribution and is attached to the document, type -

- the words, "Special-Attached,” If the document carries a speclal distri- -

bution but is not attached to the document, type only the word "Special."

-The distribution represented by symbols appearing on NSA-issued MUSSO Lt

documents is listed in Annex B.

L S S T L ANEXATO
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‘ g Excﬂticns. Exceptions to the foregoing procedures P spe- .
e:’.ﬁcally with respect to control and pagination of Aunexes, may be made
- vhere split routing 1s required or where the Annexes-are distributed at
variance from the basic document. In’'such cases, atfected portions will

'bear unique control numbers and pagination.

e 3 Clagsification and Control. . I ‘|'_

in'.' MUSSO doc\ments vill be classiﬁed according to content.

(1) Por purposes of classification marking, all MUSSO docu-
.ments, except Menuals, will be comsidered unbound documents.. For TOP =
., SECRET Control. purposes & document that i1s bound by staples or fasteners o
.7/ 18 consldered an: unbound publication. The appropriate classification will .-
.be plainly end conspicuously marked or printed in the top and bottom - . .
" margins on all pages. Front and back cover pages, title pages (when used) =
and the first pege will bear the over-all classification of the document.. =
Other pages may be marked according to the classiﬁcation of- ‘their own -
omtent. A ecver will be marked on its outer surface.’ When both sides

of a page are used, both sides will bear the sppropriate classification.

(2) When a basic document contains no codeword material
but one or more of the snnexee contain codeword, the basic will bear the
" classification of the highest classified infommation contained in the
attachments thereto. The attachments will be classified according to’
.content. The basic will be marked "APFENTED Docum'r(s) comm(s)
. CODEWOHD MA!EERI!‘L," on the first page only.

' (3) A codeword 1s not & classiﬁcation, but signifies a
category and requires special handling. Documents that bear a codeword
are automaticelly placed in COMINT chennels. Documents containing infor-

mation relsted to COMINT or COMDW activities, elthough not codeword infor.

mation, will be marked with the caveat "HANDLE VIA COMINT CHANNELS ONLY."

This cavest will be placed conspicuously on the cover (if used) end- at “at the

bottom of each page, normally at the left margin. Placement of this ~

notation on the page 1s not critical. If necessary, it maycbe .stamped or
2 typed at different places at the bottom of the ‘page to allow room for no=-
- 8 tations that teke precedence. . . _

: (b) Whben a basic document containing SECKET Codeword infor-
mation is classified TOP SECRET because it or attachments to it contain’
TOP SECEET information, it will be classified TOP SECRET CODEWORD. '

(5) Classified MUSSO documents vhich do not carry a code-
word, codeword warning, downgrading statement s or the HVCCO caveat, must
carry en appropriate. "Automatic Downgrading or Declassirication" statanent

AREX ATO AT
INTRODUCTION ) ; i, s . -
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? ~; . es prescribed in DOD Directive SQM l¢ This atatement need only appear on
< ) the cover. o

: (6) Classification and categorization of MUSSO documents will
"be in accordance with appropriete TECE[NS.

b. Fev MUSSO documents will be TOP SECRET Contro]led. Top. Secret
documents bearing & codeword or the BEVCCO notation are exempt from TS Con-
trol. Documents that are classified TOP SECRET with no COMINT indicator.
are controlled, When required, the TS Control blocks will appear at the
lower right cormer of the MUSSO Cover and each odd-numbered page (face -
page). Each sheet of an unbound Top Secret document is controlled and

not necessarily each page. Annexes will bear the seme ‘control number -. e g

as the basic document and be considered a part of the document: The . . "
page numbering in the TOP SECRET control. block vill be consecutive from '
cover to cover, disregarding any internal page numbering. .

‘ (1) Non-Reproduction Statement. This statement 1s required
on the cover of all TOP SECRET documents. It is not required on the i
cover of documents which contain codeword material or are merked with
the HVCCO notation or contain a downgrading. or regrading notation except
wvhere sensitivity warrants. This statement, as’ appropriate,’ is placed at
the left margin as shown below:

L : "Reproduction of this document
| (’ © . - .. 1in whole or in part 1s pro- oy
_ . . -hiblted except with the per- .
' ’ " . mission of the issuing office
_or higher authority.”

¥Reproduction of paragraph(s) ___

~of this document .is prohibited o

_ except with the permission of the &
iasuing ofi‘ice or higher au- - o
thority. :

¢. Reports Control. MUSSO documents requiring submisaion of
reports will normally bvear a Reports Control Symbol (RCS). The RCS
_mumber should appeer under the title of the document on the first tex-
tural page. If it is determined that a Raports Control Symbol is not
required, an exemption clause will be included stating that the report
In question 15 exempt from assigrment ‘of ‘a Reports Cortrol Symbol.

ANNEX A TO
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k. ' Preparation of INFOCONs. As pointed cut in Section VIII, pare-

graph 3, of this INTRODUCTION, MUSSO documents will not.be released,.per -
se, to non-cryptologic organizations. Ths replacement:documents, comtein- =~
ing only that information which has been determined to be required by non-

eryptologic organizations, titled "DTFOCONB, are mutually exclusive of

~“the MUSSO system. INFOCONs will be prepared in exactly the same manner

coversheet .

" meet mandatory implementation dates. Messages should include a statement o

. with Ko. 1. Message changes may be numbered for accounting end reference
purposes but will not be intermingled anﬂ.n\mbered cons_e_cutively with hard
copy changes due to their temporary nature. The number of changes to any .

83 prescribed for MUSSO documents but will not be iesued unde,r a MUSSO

. 5. Meintenarce of Documents. N . SN _ ______
‘a. 'zhere ‘are two methods used to chenge MUS&J publications~

(1) Ferd Copy Changes. A printed pege or pagea conteining

amendments to a basic punlication, published in the same size and rormat _'

as the publication. :

(@) Messag_e_ Changes. Used: only in extreme situations vhere .
priority reproduction and distribution of a printed change will not insure -

recelipt of the information by activities conéerned in sufficient time to

that the instructions will be confirmed by & hard copy.change: to: “follow,:
The hard copy change should be submitted for publication and distribution
within 30 days of the date of the message and should contain a. stetement
1ist1.ng the message change or changes it confirms or supersedee. {e.g.y :
“This hard copy change confirms electrical. change 1, DTG ° “' "This -
berd copy change supersedes €lectrical changes 1, 2, and 3, DIG_____"). =
‘Bxceptions ere permitted cnly when the document is under constant cha change
and 1s periodically revised (e-g., TECHINS 1643 - Forwarding Directive)

b. Hard copy changes will be numbered consecutively beginning

one publication should be kept to a minimim. ‘Upon revision of a MUSSO
document, change numbers will revert to "l" ; Changes to HUSSO documents
¥ill be of the following types, _ gL

: (1) Pen-and-Ink Changes. Used to make minor changes of not
more than a few words, phrases, sentences, or short pa.mgraphs which can

- be easily inserted by hand. ILengthy paragreph changes should teke ad-

ones. Normally, a page change is used in lieu of pen-and-ink changes when

(2) M_. Used to replace existing peges with new

ARNNEX A TO
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E . uge of the latter would involve extensive write-in. Pages which replace E

. © | complete pages in a document will carry the same date and page number as . .
the superseded page and are further Mentified 'by the change notation typed
at the bottom of each xevised pege.

(3) Additionsl Paregraphs. Chanées ard edditions may require _. 

;raph(s) » 1f not at the end of & section, can be accomplished' in two weys. .

j

!

| the insertion of new paragraphs in the text. Insertion of a new pare-
1. # :

|

' » In sections composed of only a few paragraphs, all paragraphs. following

i the inserted new paragreph can be renumbered accordingly. Or, in the.

. second method, by using the decimal eystem t» number the inserted pare-
graph(s). (Examples: "Insert following new paragraph 2 and renumber ex-.
isting pardgraphs 2, 3, and L, as peragrephs 3, 4, end 5, respective'ly.
"Insert hew paregraph 2.1, between numbered paragraphs 2 end 3. ).

(k) Mditional Pagea. When changed material requires ad-_
daitional pages, use the number of the original page plus alphabetical
" suffixes, such as pege 2a, 2b, 2¢, etcetere. ',‘- : .

(5) - Removal of Paragraphs and P ﬁagg_. Hhen necessary, para-’
graphs may be deleted on a changed page without losing the numerical
sequence .of the parsgraph numbers by placing a perenthetical statement
noting the removal of these peragraphs. For example, if a pege contains
paragraphs 6 through 12, and paragraphs 9, '1f and 11 are to be deleted,
type the statement, "(PARAGBAPHS' 9, 14 end 11 NOT USED)" in the space be- o

. tween paragraph 8 and paragraph 12, . Pages may be removed by using the same

. metuod.” For example, 1f pages 6, T, end 8 of a document are to be removed,
& single blank page would be 1nserted between pages 5 and 9, with the
statement "(PAGES 6, 7 AWD 8 NOT USED)", typed in the center of the page.

? €. Printing of Changss. Charges which 1nvolve insertion of re- N
: vised sentences, paregraphs or portions of pages will be printed single-
side to allow addressees to scissor such changes for lnsertion into the ;-
-original document. Changes which wiil replace complete pages of a docu-
‘ment will be printed head-tc=head. or sinsle-side depenéing on the format
of the original publication. .

d. Changes to TOP SECRET Dosuments. When reviaed pages are
to be inserted into TOP SEARET Lontroliied MUSSO documents, the change
sheet and the revised pages which it is transmitting will contain the
same new TOP SECRET Control number. Type the contrel block on each face -
pege and number the pages with the control block in sequence. The page
punber on the revised pages should agree ‘with. the pages they replace in
t.he original document. :

ANEX ATO -
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e. Distribution of Changes. Instructions which change MUSSO S e
ocumenta will be published as numbered changes to the pertinent publi- LT e D
ation and will recelve the same distribution as the originel document.” L '

This does not include distribution of chenges to MUSSO documents which are

‘split~routed or where attachments are distributed at variance f'rcm the ‘nasic et
"document - (see paragraph é.b). -

- : I
6. In no case will a "MRMORANDUM TO IDLDERS" be used to promul=-
gate ‘changes of any kind except as mdicated below. A MEMORARDUM TO
mm?.ns of a MUSSO document may be uged for ‘the following purposes'

a. To rescind, cancel or revoke e pnb:_Lication, i.e. » a com-
plete document. Recission or cam:ellation of an attachmcnt is considered

‘to be a ch.ange to the documant.

b. To transmit certain attachments of a MUSSO pu'blication or.

: changes theréto to speciﬁc units when there 15 a split distribution of the

document .

7. T6 insure uniform:lty in the mintenance ot the Manual, use of ‘the
fo.uowing prescr:l.‘bed correction procedures is encouraged-

... 8. Gemeral Rules for Posting. ~ T
(1) Exercise care to insure accura.cy and 1egib111ty.

.' ' (2) In pen and ink chenges, .drav a single line through
chans

ed material, rather than oblitereting or blanking it out.

(3) Line out old material consisting of three or more
lines of text by drawing single, straight lines through the first and 1ast_

lines and connecting these lines from top right to bottom left, making a

®Z" shaped figure.

(1) Indicate the authority for changinga basie ;m.blication ' N %
in the outside margin of the affected portion (away ﬁ'om the b:lnding) 3 S

(5) PFlace a check mark (v/) by each item of a cha_nge as 1t

o g T

b. Procedures for Making Minor Additions zmd Cmectiona.

(1) Iine cut the deleted portion and u space on the 'basic :
publication permits, enter the added portion into the proper place on the
text and add the authority "((:1)" (1.e. s .Change l) in the outside margin.

ANNEX A TO
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(2) If the space on the basic publication does not permit,

* enter "(woans ADDED/C1)" or "(SENTENCE ADDED/CY)”, as the case may be

into the proper place on the text or in the edjacent msrgin. . Enter the
added material at the bottom of the pege, eppropriately :ldentiﬁed by the
change suthority "(Cl)". Arrows showing the exact location of an added '
portion may be used 1if necessary for clarity. .

' “(3) Wien numercus additions and deletions cccur within a
limited space in the basic publication, or when added material cannot be

either inserted in its proper place or éntered at the bottom of the page, '

1t may be more practical to "Z" out the congested portion (provided the
printed change restates that portion in its entirety).and the reader
referred t0 the hard copy change :Ltself, by noting in the outside margin .
"(SEE/C1)". 'This action will oﬁ:en prevent "patchwork" entries which
ccmf‘use the reader. . :

: , _ (h) If a paragraph or subparasraph 18 to be added, and
space does not allow entry in its proper place or elsevhere on the page

in the basic document, enter the new paragraph or subparagraph number in -

its proper mumerical sequence in the basic text follwed by the words
" ( ADDED/SEE C1)." B o g

Ce Procedu:es for Rescission and Suspeneion Changes.

(1) Rescission. Line or "2" cut the rescinded part and

~enter the notation "tmsc?c 1)", in the outside margin.

(2) Sugpension. Place brackets around the affected por- -
tion and enter the notation "(SUSP/CL)" in the outside margin. :

8. Upen completion of the posting required by a change, enter
"FOSTED", the date, and poster's initials in a conspicuous position on
the first pege of change. Copies of hard copy changes should be re-

tained with the original publication.
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. . ' . SGGESTED UNIT OPINS FORMAT . ¢ - -
| GPINS (Munber) o
- GPERATING INSTRUCTIONS FOR (Station Desimsbor) (Classiﬁcation Symbol )

| R o ' SECTION

Mm- e e o @ vo.. . 'o: : I ‘
MISSION . &« o o o o ‘e .0 ','.' . s e II
-MNDREIATIONSMSO e o o e ‘o8- ITIL

SIGINRT CONTROL. « o « e ".l.'_ L _.0\.- _. Iv

ASBIGNED ERTITIES « » . ' ; 1._ ‘e 7 |

SIGINT PRODUCTION FUNCTIONS .« .. o o VL ..

Imson ‘e [ ) ] o’ @ @ ..l Q . 0 m .
MMCATIONS - o. ° ‘e . o’~. ® VIII

*(ameraesaion statement, as applicable)
SECTION I = TASK ELEMENT

(station designator andfor short-title edministrative designator,
administrative designator, locgtion,clgssiﬁegtion, Lfl,_'_an;y,_or location.)

. L SECTION IT - MISSION

" 1. Provide and operate intercept facilities allocated for the .
collection of designated foreign ccmmmd.cations and non-comxnica.tions
emissions, and conduct such processing as mey. be ired and suthorized
herein, or otherwise directed by the Director, NSA DIRNSA), in g«me-u
support of the Natioml SIGINT Effort.. - : .

2. Provide direct SIGINT service to thea.ter U.s. mﬂita.w coma.nds, . s
within cepability, in response to the SIGINT requirements of those ccomands.

#3, When authorized, provide direct SIGINT support to. (specific
command or commands) in sccordence with NSA SIGINT Support Flans or other
hstmctions or directives from DIRNSA. .

%, Provide for opera.tion of (name of o'oerstion, €8s = J’DA, J'NACC,
_ SHIPWRECK(C), ete.) in accordance with pert..nent directives. '

#Items so marked may be omitted if not applicable. ' ©ow s
- T . £ APPENDIX 1 TO
© - ANNEX A TO
. INTRODUCTION
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.. SECTION IIT - COMMAND RELATIONSHIPS -

?1._ ﬁxbordmta SIGINT units of. (station des:l.g:ator) are:
(to be listed by appropriate 5CA an) 1 Te RSN -

2. (adaiticnsl paregrephs to be ingerted by SCA Eqs, 12 desuea, o
relative to administration, logistics, military Justice, coma.nd :
subordinetion, eic.)

BBO'I'ION IV - SIGINI' OOMOL

1. tperational control of assigned SIGINT co]lecfbion and proauction

. resources and fecilitles will be exercised by Director, NSA, in a.ccordance B

with MUSSO procecures and other apprav-ed operationa ordm or pla.ns
(se= Appendix 3, Paragreph 3)

: 2. Technical .cortrol of essigned SIGINT collection and product:l.on
resources and facilities will be exercised by the Dimtor, NSA, in
accordance with MUSSsO proeedures.

3. Management of designated col.lection poaitions will ‘be exercisea.

. by the sppropriate Collection Manegement Authority (QMA) in eccordance

: . with TECHINS 1¢56 and/or special pwrpose plans or directives trom the
Director, NSA (e.g., NSA SIGINT Support Plans,. ete.) 5 S

EBCTION V - ASSIGNED ENTTTIES

(Lm entities from OPINS 1@/20/3 assigned for collection e.na/or )
, proceasing by the unit end its subordinates, where applicsble, or list .-
separetely in an Annex, thereby mi.nimizing the need ror trequent cha.nses
to the basic CFINS.) . i

SECTIOK VI - SIGI'RT PRODUCTION FUNCIIONS

o1 Collection. _ ' ‘ B
a.‘b Interce:rt, record, and rorward emissions rron assigned

*Tteis mey be omitted 1f not e,ppucable. '

APPENDIX 1 TO
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; QPINS (nm:ber) _ _
terget entities T, with pertinent MUSSO directives.’

Collection will be accompliched -in accordance with :COLL GRP listings
mﬂ_.ected in the current RSA Collection Group requirement publi.ce.tion.

T w%b. Apply special ident iﬁcation techniques , &8 milable, to
ueisned target entities in a.cccrdnnce with. pertinent HUSSO directives.

_ #c. Develop and issue TEXTA, 1n eccordance with TECHINS 2bop. .

‘a4, Meintain Tm a.nd issue TEXIN, TEMPO, and ‘TEXSIG, ae
req;uired by ".!ECHINS 2020 and in support of intercept effort.

¥#e, - Maintain ELTEX and other reeords, &5 appropmte,

# lugport of essigned ELIRT effort.

2. Processing,

8. Traffic Analysis., Perform traffic an&lysis, including data
reduction, within capabllities, on assigned entities in support’of
collection, cryptanalytic, and reporting eﬁ‘orts 1n a.ccoraance vith
pertinent TECHINS and/or Annexes to this OPINS.

(1) Meintain local traffic ml:,-sis records es requi.ed in -
support of collection efforts.

~#(2) Provide Special Identifica.tion Techniques (SI‘I‘) etfort :
with timely analytical and technical support es required.. .

*(3) Integrate SIT reenlts vith ana.‘l.ytical p-ocessing a.nd

1nto analytical reporting media.

#*b. Cryptanslysis.. Perform c-yptana.lysis and decryption vithin
capebilities, on low and medium grade cryptosystm on mtities a.s L

‘indicated in Annexes to this OPINS.

%(1) Perform cryptanalyais, vithm capebility, on high-grade

.eryptosystems on entities mdicated in Annex (or Annexes) to this

OPINS. _
(2) Maintain cry;pta.na.lytic records as requi.red in supporf.

of the local’ crypta.nalytic effort.

#*Items may be omitted if not epplicable. = . ' ANNEX A TO

nta 1Mar66
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| .zzm  (mgber) L
L %. Simals Analysis. Perfarm signals analysis of intercepted o

ELINT sigrals, within capability, to the extent neceasary to. determine
1dent1ﬁcat1un, signal chmcteristics, and ni@iﬁcmce of cmiuim.

.o, Iinguistics. Perform uca.n.ning transcription, trnnelation, SRR Y 4
as appropriate, of plain lenguage and docryptcd texts on agsigned Al
entities in support of collection, malytic, and reporting tanke.

*e. Machine Processing. Utilize authorized machinc peracnnul o=
end equipment resources to perform data processing on ‘assigned entities
in support of local collection, analytic, and reporting tasks and in
support of releted SIGINT activities at higher/lower or lateral echelcns;
‘in’ accordence with' pertinent dircctives and Annexeu to this ovms

"#(1) Prepere and forward machine p@rscnnel and equipmnt
utnization report in accordance vith pertinent directivea. -

'(2) Unite requiring data proccu:lng uupport vill so advise
h.igher hea.dquarters. ¢ . : R

3. Mt-z
. (1) Issue tcchnical raports required by paragraphs 1 and
2_.a‘b6ve. } ' ' )
' (2) Tasue technical reports mdicated on usisned entities o
_1n Annex (or Annma) to this OPINS. . - . . .. . (o
: v (3) Issue technicel supplements to SIGINT pzroduct, u ._ o _' L
- required, and in accordance with pertinent ‘I‘D‘JBDG ' T

{(3) ZIssue other techn.tcal reports required or dec:med : L
uppropria.te, vithin capability, in accordance with pcrtincnt directives. ~

(5) (For Units assigned an ELINT niuion.) Ism sm .
mdﬂEARreportninnccodancevithTEHIﬂSl o

: b. SIGINT Product. In accordence vith appropriatc TECH]IS,
ya.'epa.re and iuue the follmr.lng reports. o .

(1) CRITIC Reports S :
_ I'Itenswbe cmitted 12 not :pplica.‘ble _ E A

. ANEXATO e s e LR - o
.Dtd 1 Mar 66 o e D




DOCID:

3958111

QP8 (Number

@) SICINT Reediness Reporte. o
'(3)8potnepm-tammm1m" ‘ ,
*(h) 'J:mnsla.tiona, cum, or extracts. from plein text and’

decmted nesuses. 1 S

:

- #(5) Bumnry xeporte required on mt:[tien as mdica.ted in
Lnnexee to th:l.l CPINS.

‘(5) ‘Other product reportc required in Annexes to this OPINS. S
(T} (For Units assigned an ELINT siasicn.) Tasue m o

md/or EIQ reporte in accordence withTECHINS h3¢

B, Iraintng - SRR
T as c'ouduct, on & contimuing 'bu.is, a pJ.e.nmd and’ nupcrvieed ap~- .

“prenticeship training program designed to qualify enlisted personnel %o

the lcvel of proficiency reqilred to perform operationel dutes. “ '
b. Define end state requirements rcrr Specielized Operetionel . W

Training (S0T) for peramnel mrcute to eesigmc.nrt ‘to the wndt id accordance .

with TECHINS orgh, - : o ; ;

5. Evaluation. Conduct SIGINT collection and reporting evalustion

progrm in accordance with pertinent directives. )

6. Yorvarding snd Disteftutfom. . .0 o

a. Porvard rew traffic end technical material 1a’ scoordance .
nwm1&m1ﬂ3mmmmcm L8, % g

b. Distribute SIGINT product .m anco-dme vith m:ms Lég3
mdotherpmmentmms ¥ . : .

7." Zechntcel Support. o

- 8. FProvide technical support to nnd exchange of infomaticn
with subordinate units and other units engaged in slmilar or related

- BYGINT tasks in accm:dunce with pcrtinent direct:lvel or as authorized

- hevein. |
C a o  AFTENDIX 1 TO
*Items may be omitted if not applicahle. - - . ARNEX A TO -
e Dtd 1 Mar 66°
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'I'opms Nwber) . . o el D
g ’ b. State mquimmente Lor technicaluupportthm@appropriate* ‘ "
channels {n accordance vith pertinmt directives. - '

BH:T]DN’VII LIATSON

1. Conduct 1iaison end technicel exchange _with ot.her u.8. smm
‘units in accordance with pertinent directives.

- p))
© (b)(3)-P.L. 86-36

#), Conduct liaison with local U.s. military Lntelligence repre-
-sentatives for the purpose of obtaining collateral support. The area e
¥N8A Fiéld Activity end area Chief, SCA Field Headqtmrters, \rul be kept Lo

. informed of the nature and scope of such liaiam. - _ R

(o)1)
. (b)(3)-P.L. 86-36

SECTION VIII = COMMUNICATIONS '

1. Maintain and operate, on a continuous basis, a SIGIRT conmni-”.
catins facility to provide for the timely trensmission of Criticel and .
Signal Intelligence in support.of the National SIGM Errort and desig~- .
nated .U,S, Military Commends. . L .

*Ttems may be cmitted {f not appl:lca‘ble. R _’
Arpmnnlm iR, R
Dtd 1 Mer 66 ' = S
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u . . OPINS (Kumber)
. T ) ‘. 2. Commmnications formats and procedures vill be {n accordance L
with can‘Icom Operating Instructions (COI). ‘
L w3, Provide and operete commmicetions fac:l.litice as tesked, in

of DF net contirol flashing and tip-oﬁ’ activities, in accordance
t vith pcrtincnt directives.

(stguature)

@

o : - _ : .. . APPENDIX 1 TO
#Items may be omitted if not applicable. . ANNEX A TO .
Dtd 1 Mar 66
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o 'sumsmmxm FOR ANNEX 70 UNIT GPTNS

ARNEX

. o TASK » .0 o« o o_ s o I.
’ . : FUNCTIONS: o« o o K o -II

' SECTION I - TASK

' e (Administrative designator, SIGINT desigmtor in parentheses) is
tasked with the current exploitetion and reporting of (entity/mtitiea)

SECTION II =~ FUN(.‘I'IONS

Collection.
" &. The panagement or 1ntercept facilities will be in accoz'danee
. with TECKINS 1¢56. _ )
._. ' " b. Uilization of Special Identiﬁca.tion mecnmques (SIT) on'

assigned entities will be in sccordance with instructions contained 1n o
TECHINS Fo. 1¢25 and 1¢26; results thereof will be forwarded in
eccordance with TECHINS No. l¢h3. ALl assigments will be in u:cordance

© with the SIT priority list as eatablished by the taskins authority in
accordance with TECHINS 1¢56. :

2. Trutnc Axmlvsin.

_ a. In sddition to the requi.ements speciﬁ.ed in the besic OPINS,
d.evelop and maintain as amin:lmmtherolloving records .f.or, andas a-
result of, traffic analysis: -

(B)I|P.L. 86-36

R L5 R .A .® * “ R X WS '
“EANDLE-YTA-COMENT—CHANNELS ONLY
. . : ANNEX A TO
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." ' 'b. - In uccordance vith TECBIHB ld’l3 romzﬂ, L= '71 s e g D 5
“appropriate channels, results of traffic analyses to DIRNSA, u.nn o’ - (b))

a.mr otber U.3. SIGINT ﬁ.eld unit known to have & need for the results. : {b)(3)-50 USC 403
. . (b)(3)-18 USC 798
B I.ong-tem reseerch and ana.lyqig iu nuthorized vwhen it can o (b)(s").-P.L. 86-36

“be u:cum;plinhed without detriment to the ‘basic current umlysia and
reportingmiﬂsions. FE .“"' _

- ‘Mru. o ] -"‘j‘.

s. Conduct crypta.na.lyuia, perfom code. and key racc\reriea and
decryption, snd mafntain necessary records on low. - and mediumegrade . .
graphic systems, and on undug;uosed systems unlesu a detemi.nation T .
18 mede by DIRNSA that such systems are high- a:mde. ) . i R i
b." Develop and maintain as a minimm the. tollwing cry_ptaua.lytic
recorﬂs for, and ag a result of, cryptmlyais. =

(1) System identification. inromntion o _"_ R
{(2) Decrypted message file. AT s
- (3) Ihdacrypted message file. ) e LA R

¢. In accordance with TECHINS No. J.éh3 rorm'd,lt N
appropriste channels, results of cryptanalysis to:DIRNSA, asd to |
‘-‘U otner U.S. SIGINT fleld units known to hﬂve 8 need for the resulte. w

(b)(1)

- Be Technical. In addition ta the retp.iremntu apccified. 1:1 the {b)(3)-50 USC 403
basic CPINS, issue tha fOllOYing Do Py ) o (b}(3)-18 usc 798

(1) Situation SAT ONE and sam mo ngporu., in ucome UA@IRIL. 038
with TECHINS Fo. 2¢1f. _ .

ARNEX A T0 PR S R A e LT Lt e ,
CINIRODUCTION =~ & oo 7 E o Ve ' . ot
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k. S (2) MIAR, inaecordance withTECBINSNo. 1¢19

" (3) Technical reports, as required (e 8., mzcsm, MATSUM,
mus), in accord.ance with pertinent TECHINS, . '

- (b) Informal Technical Notes (T/A a.nd C/A), 1’.n accordance -
- with 'mca:ms o. Y.

A ‘ ( ) Temporary Recosnition Data (TRD) , in a.ccorda.nce with
m No. 3 l.

_ (6) Cz'yptologie Information Publica.tion (cn'),
'accorda.ncewithTECH'mSNo.Ml. _ o .

(1) COONT Technteal ‘leporta (c'm) S R
(8) Working Alds .-\-' ' '

b, BIGINT Product. In addition to reports required by the .
basic OPINS, and utilizing materials from all sources available, prepare
and issue SIGINL‘ Product on the a.bove desi@ated entities as followa:

' ' (1) BIGINT Resdinese Reports, in accordance with TECHINS

no. hm’ . . 3 i 4 w ‘

(. B (2) Other reports in response to specific theater consumer
requirements, including those in accordance with TECHINS No. fl1, which
can be undertaken without det=iment to the besic timely reporting mission. )
DIRKSA will be promptly not:l.fied, through- appropriate chennels, of
requirements originated by field consumars and of the e.ction ta.ken or
proposed in mlrulment of such remxiremen i i

: S8ECTTON ITT - LIAISON

_b)(1)
" -(b)(3)-P.L. 86-36

; 2., Other liaison will be condncted 1:1 accordance with Section VII
of basic CPDB . ;

'OPINS

" APPENDIX 2 TO
ANNEX A TO
* INTRODUCTION

' | ‘ . . 3 i _ | | __m.mz; "
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 IRSTRUCTTONS FOR COMPLETIRG SUGGESTED * f e MR
 BTANDARD UNIT OPINS FORMAT g B PR

; 1. Itm indicated by dsterisk’ (*) maar e mitted it. not
lp:plicable.

2_. Itm in pa.rentheses to be cmpletad by drai‘ting Eq_s. ‘

3. Pungra.ph 1 of SECTION IV will noma]_‘l.y re&d as indicated
in the suggested Uhit OPINS format; “hovever, operational comtrol ovar
specific facllities end resources for & specific period of time’ may be
deleguted by Director, ESA, to Chiefs of the SCA's.  Such delepticn
of operational control '-rlll be documented in OPINS l, 2, or 3, as "
sppropriste. Operational control may be re-delegated by the SCA: C'hier
to a subordinete SCA element’ citing the authority granted fn OPINS 1; 2
or 3." Vhen operational control has been delegated or re-delegated, per
above, paregraph 1 of SECTION IV should sontain one of the following
additional statments to reflect such delegat on or re-delegation.

e. When delegated f.o SCA Chier, but not re-delegn.ted -
", except that ope:-stional control over SIGINT resources and
facilities sllocated to the sntity (or entities) hes been delegated
by DIRNSA to and vill be exercised 'by {Chief of the SCA) "

b. When re-delegated to an 8CA Fleld Eeadquo.rtera or’ nu‘oordmate

' ' axcept that aperational control over SIGIM' reaources, L
l.nd fecilities allocated to the - entity (or entities) has been Ty
-delegu ed by DIRNSA to (Chief of E‘c‘a) and under authority of OPINS (1, 2,

herewith redelegated by (Chief of the SCA) to and will be exerclsed

(Cnief SCA Fleld Eq_s or CO of subordinate umt). ‘

or 3
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L. At the option of SCA Hqe, whére "in accordance with pertinent’
directives” or "in accordsnce with pertinent TECHINS," etc., 1s stated
in the OPINS; these terms may be replaced by . cit:l.ng ectual applicable

- TECHINS or sppliceble TECHING mey be listed in an Annex to the OPINS
and referenced by footnote where. appro;riata. Aﬂditionally vhere o
training and/or evalustion functions are of such scope to warrant,

these functions may be' treated in Annexes or’ as additionsl Sections t.o A ' % o

the baai.c TECHINS m adﬁiticm to paragrapha o:t' SEE.‘IION VI.

Se Amexes may be prepared on entitics vhenu:u.t i- engaged :Ln a

'major effort (i.e., othex than colléction, T/A in support of collection . *

snd’ CRITIC/READENESS or Spot Reporting) sgeinst those entities: ,‘Annama
should genersily be confined to groups of -like entities (e.g., all Soviat,
or all Satellits, etc.) of wo lower than trigraphic breskdown (Cowntry/.
Bervice Area). Ho Annex would be req;uirad ir al) mttera concernod. .can,
becavared'bystandardwrdingmbaucomﬂ B . g BB P g e

; 6. The following paragraph ahnuld be' mclurled in eny Annex g
: concminsm 7 : & .
. . 'hﬂrorment Information. m unit vill dmlo:p and meintein
a5 ¢ mintmm, the folloving .mfomtim on anon-commmicatim aisnal
envi.rmnt.- . . .
‘ v, Baaring orlocation or uitter.
. oL .y l‘requanny. B
Cae o R *e. Ty'pqemj.tter.
ANNEX Y
OPIRS~_
. Dtd
- . APPEDIX 3 O
S tL Dtd 1 Mar 66
o 5 g o ot 2 o o T VR
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| ‘ ANNEX B -
. .7 . .+ " STANDARD MUSSO DISTRIBUTION FOR USE ON .~
- : - NBA-ORITTNATED MUS50 DOCUMENTS ARD FOR INTERNAL ~

NEA DISTRIBUTION OF SCA- ORIGINATED DOCUMENTS

1EGEKD: _ A - NSA-ORTGINATED DOCUMENTS (None-controlled)
B - SAME AS "A" 1LESS UNITS WITH CAT II CEILING.
- SPECIAL (e.g. ~ OPDOC/TECHDOC) (Rorne- controlled)
SAME AS "C" LESS UNITS WITH CAT II CETLING. ..
SCA-ORICINATED UNIT OPINS. :

OPINS 18, 28, 38. .:{_“ . 35 'f“':ﬂ';'
. SCA-ORIGINATED TECKINS. S e
o - SPECTAL (ELINT or ELINT Related). -

Hmommuo
(I T I

- MUsSso BRAF'I‘S FOR PRE-PUBLICATION COORDINATION

ORGANIZATION
Internal

‘B G - D E r;. G

>
=

‘m
D2 .
D31
D32
‘D33
D3k
D4

&
2
‘P#211
Pok
F1
- P2
P21
P22
- P22132
AP2
Agh
Al |
. A2
A3
NOTE; Exceptions, additions, deletions to standard distributions for individual
: documents will be specified in the distribution block on the document.
Permanent changes to standard distributions sbove or specified in the
- distribution block will be referred to DIRNSA' (ATTN: I2141.apd P@4)..
Ron-permanent requests for additional or replacement copies may be made dir et
‘to DIRNSA (ATTN: P22132) by elements receiving initial dia"ribution of *

'—l

4
R R L T T T I

Nomw‘mmngwéwékwéfwe;
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marked Ag2; A3-3)

(4 copies o
- 1 copy of all to A2 plus 1 copy of Aunex A and B to OPINS 28

" A23, 1 copy of Annex A to QPINS 24 to A22, 1 copy of Annex A.

- except Annex C

X
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(b)(1)

(b)(3)-50 USC 403
(b)(3)-18 USC 798
(b)(3)-P.L. 86-36

b)Y . -

(b)(3)-P.L. 86-36

.': . i &2 ‘ ‘

© ORGANIZATION A~ B ¢ b E F g E 1
1;5"
%
3
1%
g
1%

¢

ARG RBRRERRBA BN RWHERDREPE -

VOB REGERDE 8 G B SRR SR ® % S Wt
B L N o T R T O R YUY T
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B R N R R P P | P I ey IR ERR o L
R S L LI

B L Y N L e L IV -

asman
mEP
anaww

Hoaas@Wm
Hasun
nREMm|m
coanamn’

o ¢

* - as appropriate from NSA.

~ # - "A" plus sign (+) vhen appearing as suffix to the standard distribution.
"~ symbol (e.g., "A+1") or SPECIAL distribution indicator (e.g., "SPECIAL

ANNEX B TO

mmRoDUCTION . |

Digal Mar 66 e T R ; :

{ oct 66) - AE R RSO T T P RARE G ONEE =
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'f‘il E S aeEMX1
‘ . 7 Iss0 "J" DISTRIBUTION

(Ome copy unless othet-w:lse 1nd1cated)

' ‘(b)(1)

| (b)(3):50 USC 403
(b)(3):18 USC 798"
(b)(3) PL 86- 36

(] o ER

# - Internal write-in on internal distribution on message form CAG ZIRAV.
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APPENDIX 2

- - — - —

* MUSSO K" DISTRIBUTION
- (One copy pemlama—athameioa indicated)
—(B)(1)
{b)(3)-50 USC 403
-(b)(3)-18 USC 798
< (b)(3)-P.L. 86-36
: ﬁse
frak
KBl (3)
3)
_ Kh
A 2;
FAL (2
_ 2)
4 (2)
#45 (6)
a6 )
- A7 (2) ’
g (2)
gs-m
922132 - "STOCK’ (58)
fchah
12
s
£82
~ G
. . A9 ’ ’ C )
# - Internal vrite-in on internal distribution on message form on CAG ZIRAX. ,
' APPENDIX 2 TC
BANDLE-VEA—COMENT-CHANNELS—ONTY— " ANNEX B TO-
E . o 2. INTRODUCTION
-, (c2 - Oct 66)
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D1
o2
Pék
Pl
P2 (2)
P3
A (2)

- A (2
Al (6)
A2 8]
Al (5
Ab 7}

6
2)
2)

- e

APPENDIX 3
NUSSO "P"* DISTRIBUTION

(One copy unless otherwise indicated)

BDACC :
- Pe2132 (srock} (59)
chpl
. chia3
chépg2
D32
2 D5 i
12
. Ehp2

., agh
Gl5
a3 (3
a5 (2
o6 (3

. ar

- a7l

- Q72
GT3
oTh:

NOTE: # - For use FSA-P Supplemente to TECHING.

Kok (3)
K (7).
K2 (L)

L21

L21b1
21
12222
12222

'_m%d::

2 i

“uﬁsa/mmc
3 S

APPENDIX 3 TO
ANNEX B TO

- Ab)(1)

(b)(3)-18 USC 798
(b)(3)-50 USC 403
(0)(3)-P.L. 86-36

IRTROINCTION .
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55)
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AQ3 ‘
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Ap6
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< A2 (19)

A3 (14)

4 (7)
A5 (8)

P22132 STOCK (75) '

MUSSO BOK SCORE DISTRIBUTION

APPENDIX b

. (One copy unlees otherwiue 1nd1cated)
- Eh o

A6(6)
5).

A9 3)
(2

B
B2 (5)

B2 .
B51 (2)
B6
B61
BE2
B63. .
36],_. .
B71
B8

381

. chel (2)
ch

ch2
ch3
oulp
ch6

ElU12

G
a3 (3)
G# .

5
G63
G7

c71
G72

~GT3
a7k
-Keb (2)

k@6
Ko7

K1 (8) -

K2 (6)
K3 (5)

- Kb (7)
m

B2 (3)
Ebs

'.L21
12144

122
123

R
R3
RS -

s1¢1
T -

NATIONAL IHDICATIONS cmm (NIC)
NEA REP cmcsm:cx:s

)
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(b
(b

. APFENDIX &k TO

ANNEX B TO

.. INTRODUCTION
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. (One copy unless othervise indicated)-_ o

150 USC 403 '"
18 USC 798,
-P.L 8636

-50 USC 403
-18 USC 798
-P.L. 86-36

¥ - Internsl write-in on internal distribution on message form on CAG IZNAD.
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' DEPARTMENT OF THE NAVY .
* +7. " NAVAL SZCURITY GROUP
' WASHINGTON 35, D. .

EH'IC’I'IVE Uﬂ'ﬂb RESCINDBD OR SIJPRSEDED

—~

£°
MENUAL OF U.S. suem'r OPERATIONS

OPINS No. 2855 N T T 12 March 1965
© - USN 855 OPERATING INSTRUCTIONS . _' s
TASK ELEMENT .. 00euvoaanasivnnronnan I-

COMMAND RELATIONSHIP.....ewwseceoas . - IL
mss:ou.‘...'...............‘.........’ c
LIAISON. oo i cnisnimaninononssadie, »
comummrous.....................- .
SPECIAL msmucnons........'.......-

'Es<:ﬁ

SECTION 1 - TASK ELEMENT

u. S. Naval Security Group compounent (USN 855), abonrd .
the technical resegrch uhip USS LIBERTY (AGTR-S) LB

SECTION 11 - COMMAND REIATTONSHIP . .. -

1. Naval Command and'COnErol-Relationahips follow:

2. The Chief of Naval Operations will exercise operation-
al control of the USS LIBERTY (AGTR-S) through normal naval.
command channels. ‘The ship's .operations will be based on
tasks expressed by the Director, National Security Agency
(DIRNSA) to the Director Naval Secur1ty Gtoup (DIRNAVSECGRU).

b, The Raval Security Group .component aboard the USS ..
LIBERTY (AGTR-5) will be organized within the Operations
Department with & separately authorized personnel allowance. ’
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. OPINS No. 2855 - .. . 7 .
. ' Management control of this component . will be exercised by DIRNAVSECGRU. .
Military command will be exerclsed by the COmmandtng Officer, uss |

LIBERTY (AGIR-S).

2: SIGINT control relationships follow' (1)

S Operctional and technical control of the SIGINT uission will be .‘
. . ‘exerciged by DIRNSA tn accordance with appropriate HUSSO directtves.-

. : sncnon rn - mssrou . e e
Conduct SIGINT operations as directcd in general support ‘of the
-national SIGINT effort and, as authorized, in dlrect support of
designnted T. S. Hilitary Cmnnanders.v- . .

SECTION IV - FUNCTIONS

1. Collection.

8, Intercept, record, transcribe and scan foreign communica:ionu
- and non-communications rldtations and forward -ag dlrected (27’

F b. Conduct general and directed uccrch fur tlrget ctgna!u ‘as
'. ) dtrected and/or requtrcd (3) : } i . :
€ Utilizc DF capability as requtred in perfornance of mission..
- K Plrticipate'in Intercept Covcrage Annlysis as directed. )

e. Maintain current TEXTA, TEMPO and TEXIN as requlred to .
support 1ntercept of nsligned cases. (S) .

£.. Prepare and issue TEMPO/TEXIN as authorized. (5

“(b)(1)
(b)(3)-50 USC 403
" (b)(3)-P.L. 86-36

2. Processing.

a. Perform traffic anllyais on interccpted materinl in ordcr to:
(1) Support {ntercept effort. ',. T . _ -

» (2) Provide assistance to other SIGINT units ongaged in the
W . 1ntcrcept of similar or related targets.

c o - : (3) Prepare required techntc&l and SIGINT product reports, as
P ’npecified ia’ paragraph 3 below
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b. Perform processing of designated cipher and plein lauguage
material in order to:. )

1) Support trlffic anulyeis functions. I . . A

(2) Prepare required technical and SIGINT product reports as.
lpecified in paragraph 3 below. . . .

. ¢, Perform signal analysis and evnluation in uupport ot inrercept
and reporting tasks as directed and/or required -

3{ Regorting.. ' _ _
" .?. Perform routine and special SIGINT reporting as directed )y
" bi Perform routine end specinl technicnl reporting as directed. .(7)
er Participate iu the SIGINT Rendinesa Progrem. (8) _ .
T d, Participate in the reporting of‘Critical Intelligence (CRITIC) (é)m ’
4. Diltribution. ‘ .

Distribution of technical and SIGINT product reports will be '
accomplished in accordance with pertinent TECHINS and curreat {astructions. (10)

5. Technical Support.

4., Conduct, as necessary and appropriate, a cdntinuing and_direct
exchange of technical information (lacluding raw traffic, certain

SIGINT prrduet_renn:ts._etg_J_nith_all_elemen:a_nf_ihe_natinnnl_SInINT _ I

community s - . (b)(1)

engaged in the intercept of similar or related targeta, ir --~cordance (b)(3)-18 USC 798

vith established procedures. (11) ’ . B - (b)(3)-50 USC 403
- (b)(3)-P.L. 86-36

b. Continuing technical support will be provided by Director, ‘

. National Security Agency and on occaaion by Director, ‘Naval Security

Group. .

6, Research and Develqpment (R&D).

. Participate in nntional SIGINT R&D effort by conductins Systems
Engineering, Signals Research and apecial research’ asoignments as
directed.
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. - SECTION V - LIAISON

1. Effect liaigon with other U. S. SIGINT units as way be required

for the successful accomplishmeant of the assigned mission. Raw.
traffic and/or technical fnformation may be furnished or way be
exchanged with such units in accordcnce th pertinent directives., (11}

-18 USC 798
-50 USC 403
)-P.L. 86-36

SECTION VI - - COMMUNICATIONS

1. Hninta'l.n and operate SIGINT comunications facilittu 1n order Lo r e

. to provide timely SIGINT support to designnted SIGINT consumers.. .

2. Conduct SIGINT communicntions operattont to nccordance with
eatablished procedures.

.

.3. Use on-1ine cryptogrtphic i:oumunicltiom 'circuits when.pouible,

and appropriate using circuits prescribed in communicetions” plana :

: prep&red by the Directcr Naval Seeuttty Gx:oup.

_attention of the Director, National Security Agency and/or Dtrector,

SBL'I‘ION VII - SPECIAL INSTRUC’I‘IONS

- Conduct SIGINT oper_ntion's {n accordance wlth_opernttoul and
technical directives provided. Such directives include pertinent
MUSSO Documents, NSA Circulars,. OPNAV Instructions, DNC Instructions,
NAVSECGRU Iastructions, sud Standing Operating Procedures.' Conflict- -
ing instructions or directives will be immediately brought to the S

- Naval Security Group.

.Euclosure'

.Appendtx - Refe:ences _

Distribution: . . - i e e .
DIRNSA (45) - ' o P S 3 . _
-CNO (0p-94G) (10) . S e e

DIRNAVSECGRULANT. (2) - - =0 i+ .

DIRNAVSECGRUPAC (2) et e R BT T P -
DIRNAVSECGRUELR (2) _ N P .
ASSTDIRNAVSECGRU (2) R ; |
USN 855 (2) AP
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: opms Fo. 2855 )
. s . vt Lt Arpmrx to OPINS Ho. 2355
| = ﬁ' o mzuczs
(1) Statement of Ganeral 0perut1ng Policy..*_

(2) TECHINS ¥o. 1001 1002, 1003 1005 1024 10ﬁ2 10&3 1056
: 1302. 9021, - :

(3) Statement of General Operating Policy, TEGHINS Wo. 1007 1012. g o B
1013, 1014, 1015, 1018 9021 | “““ ianits e o 2 T

|:‘:| ; - — = (b){(3)50 USC 403
La - , (b}(3)-P.L. 86-36

(4) TECHINS No. 1019, 1'046_, 2003. .

(5) TECHINS No, 2020, '
'(6) TECHINS No. 4001, 4010, 4014, 4016, 4301, 9021, 'mcmoc aoo.-
(7) TEGHINS Fo. 1302, 1350, 3002, 9021 ’ '
(8) TEGRINS.No. 4002, 4003,
. (9) THCHINS No. 4019, _ |
. (10) TECHINS No. 1042, 1043, 4001, 4003, GO1S. ?

(11) TECHINS No. 1043, 7001, 7005, 7006, 7009,

Note: Refarences have beeu provided to easure fhniliarity with
documents of particular concern,
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_THE JOINT CHIEFS OF STAFF
* « 'WASHINGICN, D.C. 20301

- MEMORANDUM FOR: Director, National Security Agency
: . Attention: P212- B 5y, L
s Commander, Military Sea Transport Service :
Yot g e Attention: M-35 o wh
_ Commander in Chief, Pacific ﬁj;; s
. Attention: J382 B it
Commander in Chief, Atlantic S
. Attention: JRC 5
Assistant for Jcs Matters, OPSOBl

' Subject: - Recommended Actions Resulting from the
. . Technical Research Ship Conference’ (U)

1. (U) A conference was held by the Joint Chiefs of Staff_

é' : (Joint Reconnaissance Center) on 28 April 1966 to discuss
. . 8cheduling and operational control of Technical Research '
Ships. ; . .

. . .

2. (U) As a result of the discussions the conferees re- '+
commended that certain actions be taken which are summarized
in the attachment. ) :

3. (U) In the interest of improving Technicel Research .=~
" Ship operations, addees are. encouraged to carry out the. re- .
commendations of the conferees. -

| '
B L en 0 ' R I Coe T ] ety ot ,
oL S S . SEERET * | automaticatyy dectassi



Copy to:

" 'R, ™) This memorandum end .attachment is classified
- SECRET because it assoclates the National Security Agency -

with seaborne SIGINT platforms.

e e i R

"Attachmentf . ff “* 73 E
Bihn = /a,;.@ {é’:,/A?

" N > RALPH D STEAKLEY
+. - Colonel, USAF
' ‘-;.‘" Deputy Director
or Reconnaissance
Operatlons Dlrectorate

CNO (OP-333Dl- o
COMSTSLANT 36), Mr. Kyle-
COMSERVRON 8 (Cdr Jordan)
CINCLANTFLT (LCdr Olson)
NAVSECGRU HQS (Lt Bragoner)
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. RECOMMENDED PROCEDURES FOR PLANNING AND
APEROVAL OF TECHNICAL RESEARCH SHIP SCHEDULES

1. IS\? USNS ships (VAIDEZ and MULLER) operating in
OINCLA s area of responsib 11ty- o

4 lz The following procedures should be . used in the
pla.rming and approvel of routine schedules- e lsm o
FROM L M Lm0

DIRNSA : 7*»states requirements L cINCLAN‘I' )

'CINCIANT " Passes for planning action , ",'c'mCLANTFLT
CINCIANTFLT ~ Passes for planning action . COMSTSLANT

COMSTSIANT Prepares plan to fulfill re- - CINCLANTFLT

quirement including dates/

. areas of operations, CPA's .

’ o ~©  in trensit and pesses for LT e
- . a.pproval e T e

- CINCIANTFLT Requests approva.l S _-_'_QINCIANT
- CINCLANT 'Requests approval - - - JCS/JRC

- JCS/JRC ‘Obtains CNO concurrence  ~ CINCLANT
S and approves proposal R £ 4 .

CINCIANT ' Directs action " - CINCLANTFLT
CINCIANTFLT . Passes for action -_"-' .. ¥ . COMSTSLANT.
- COMSTSLANT . Issues sailing orders . - USNS ships’

. b. The following procedures should ‘be’ used in ma.king
: cha.nges to a.pproved schedules~‘

: . SRS o g . - Attachuent




' DIRNSA -~ - States requirement - fJCS/JRC-
JCS/JRC - - Obtains CNO concurrence, -  CINCLANT
. : " approves change and re- L T B
- quests action , -
_ CINCIANT | Directs action . -~ -~ . : CINCLANTFLT
- CINCIANTFLT =~ Passes for action - COMSTSIANT
COMSTSIANTT ~ -Issues sailihé”orderé o USNS Ships-

,  ¢. The following commands.shouldibe'addeéS-oh all -~ .
messages pertaining to. schedules. or‘schedule changes: . -

~.JCS/JIRC

cNo IR
. | COMSTS o
. o CINCLANTFLT

. COMSTSLANT

DIRNSA

DIRNAVSECGRU

ADIRNAVSECGRU

DIRNAVSECGRULANT : )
NOTE: The ship 1nvolved is'not aﬁ addee on these messageé'

; d. COMSTSLANT reserves the sole right to 1ssue move-
v ment/sailing orders to the ship. .. e _ e

. -+ 2. {s) Uss ships operating in CINCLANT‘S area of respon—
\ sibility

L B ' a. The following procedures should be used, in the
\ . planning and approval of routine schedules: :

. ‘S FORET
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@ mw - s - 1m0
DIRNSA ~ States requirement © °  CINCIANT'
COMSERVRON  Prepares plan to fulfill . COMSERVIANT
- 8 - requirement including I UL

dates/areas of operations, - '
CPA's in transit and passes
_ for epproval '
COMSERVEANT  Requests approval .~ . CINCLANTFLT.
CINCLANTFLT ~ Requests approval -~ : - CINCLANT '
. CINCLANT = Requests epproval . . JCS/IRC
JCS/JRC | ) Obtains CNO gconcurrence '“- _,cINcLANT.7
) ’ - and epproves proposal .~ . . . ..o
" CINCIANT ~ Directs action . - . CINCLANTFLT
CINCIANTFLT  Passes for action .. .. COMSERVLANT
. COMSERVLANT Passes for action =~ COMSERVRON 8
. _ COMSE:RVRON : Iseues:sa;iling'ordefs . ,USS ships

. b, The rollowing procedures should be used 1n
making changes to approved schedules: _

FROM . . REMARKS' ' Y

DIRNSA States requirement - . JCS/JRC
JCS/JRC Obtains CNO concurrence, ~ -  CINCLANT

: . approves change and re- T

_ quests action R |

CINCIANT = ° Directs action . - ' % -~ CINCLANTFLT
CINCIANTFLT ~ Passes for action .1" ,;'CQMSERVLANT
COMSERVIANT  Passes for action ) COMSERVRON 8
COMSgRVRON ~ Issues salling orders -  USS ships
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'¢. The fbllo;ing c&ﬁmands.shoﬁld be aﬁdee# on #il
messages pertalning to schedules or sgpedule changes:
Jes/IRC L 11
oo D
- CINGLANT
 * CINCLANTFLT S
Ccosmviawr o
DIRNSA R
DIRNAVSECGRU '
. ADIRNAVSECGRU e T ‘
. * DIRNAVSECGRULANT _
KOTE: The ship involved is not an addee on these messages.

3. (8} The Director, National Security Agenny should state

'requirements a minimum of 60 days prior to ship sailing.

4, . (U) The Joint Reconnaissance Center, Joint Chiefs of

Staff requires that schedules be received on or before

the 20th day of the month preceeding the month ror which the

- schedule 1is submitted for approval.

5. (V) Ships operating in CINCPAC's area of responsibility._,
w1ll continue to be scheduled using procedures in effect.

L _——— e A = = e e T = e — = e
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’ © ' APPROVAL PROCEDURES FOR USS ‘SEIPS IN ATLANTIC

. T3 T64-66 DD b MAY 66

DIRKSA N
. State requirement -
o | CINCIANT

" |Request apﬁi'oval of action

’ T R ) ' . |Request appmvnl.o;'a.ction~

CINGLANT

Obtnina CNO .concufréncé
Airproves‘ :
CINCLART

i)irects action
. |Pass for action
[ CORSERVIANT]

Pass for action

_ { COMSERVRON B I--)Sailing or'a"ez-_._ |
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© “APPROVAL PROCEDURES FOR ATLANTIC

JIM T6L-66 U MAY 66
ROUTINE SCHEDULES '(mnsz/mn_mz)'

- pu

State Requirement

. (et

Obtains CNO concurrence
Approves proposal

- [Directs action

For action

~7Sailing Orders




poCIP”

395833 %

©

3

" CHANGES TO APPROVED SCHEDULE

IM T6L-66 o
- DYD. 4 MAY 66 .

DIRNBA

77|

P State Requirement
. ]wes ' .

Obtain CHO concm"x"encc

. _Pus-‘ for-sotion

cmcum{
’ Direéta action

@m,

Pasa for action -

. [CHsTIaNT} 480t 1ing orders ..
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" CHANGE TO APPROVED SCEEDULE
" J3M 764 - 66
DTD L MAY 66

_[jﬁﬁg

Btate requirement

Obtain concurrence and cpprovnl

T Directs action
. Pass for action Lo
) LOOMSERVRON 8| -3Issue sailing 'o‘!‘.'der.ai

_;{ , ‘ ;;'i f';‘ 
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‘ _ ol JCS TO CINCEUR (JCS 062050Z JUNE)
| DIRNSA| -
~ State ruquirement

. Including recomznded ports of call

' [cticusnaveur)

Review a.‘nd.pa.so_u o :
' ]:nch.@

Roque st approval

‘JCSZ JRC

Obtai.n coord
Notify a.pprova.l/modirications

'MODIFICATION GF APPROVED SCHEDULE (JCS 0620502) .
DIRNSA e, ,
l Requ.iremznt.
JCS/IRG |
Obtain coord/notify of modification -
‘mimeER] ' |
. _ Pass for action . - : - s .
R e P
- Promeomms] .
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_ ", 'MODIFICATION LESS THAN b8 HOURS FOR
: ' ; . OPERATIONAL REASONS (JCS §62950Z) -

MODIFICATION MORE THAN 48 HOURS

. B CUSNAVEUR
' Proposal
N T

For approval

[__3cs/re ]

- S .. |Approval
' - (USCINCEUR ]
Pass for a.ctionl

INCUSNAVEUR
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e K"s’."..'.'.”JL"u’fopf.’Ja;‘"" il . . SECURITY CLASSIFICATION oo
ACTIONR PRECEDENCE INFO PRECEDENCE IPECIAL HANDLING ]
PRIORITY ROUT INE NOME
’ . ; ) UTION
.F_M: JCS DATE:T JUN 67 ACT: K1
INFO4 G-
Ta% USCINCEUR  /// SUSP DATE: @9 JUN 67 /// G
DIRNSA /17 A c Y SNOO /// &
Ty - DV CP 6T
- INFO: CNO | . Q NSAEUR K? :
- CINCLANT B NSAEUR OFF GER Pge
"GINCLANTFLT -~~~ DIRNAVSECGRU Poy
- CINCUSNAVEUR . ADIRNAVSECRGU - p2
COMS IXTHFLT ' - ¥ "DIRNAVSECGRULANT ADP
CTF 64" = DIRNAVSECGRUEUR DIR
USS LIBERTY , ADNSG
. . - SUSP
B S A o
- JCS T2@6.  J-3 SENDS.
'SUBJ: USS LIBERTY (W) e e

REFS: A, JCS 6724 011545Z JUN 67
B. JCS 5838/052235Z NOV 65 (NOTAL)

. l. (S) REQUEST PROCEDURES OUTLINED HEREIN BE
. FOLLOWED IN DEVELOPING SCHEDULES FOR LIBERTY WHILE
OPERAT ING IN USCINCEUR®S AREA OF RESPONSIBILITY.

a. F’LANNING-APPROVAL OF ROUTINE MONTHLY SKED:

(1) DIRNSA STATE REQUIREMENTS TO CINCUSNAVEUR ,

INCLUD ING RECOMMENDED PORT OF CALL.

) (2) CINCUSNAVEUR PREPARE SKED TO EULFILL '

REQUIREMENTS INCLUDING DATES/AREAS OF OPS,.-"-CPA"S,--PORTS

'OF CALL FOR LOGISTICS AND PASS PLAN TO USCINEEUR.-,

(3> USCINCEUR REVIEW AND PASS SXED .TO JCS(JRC)

RELEAIING OFFICER RELZASZO AT (ZULD)
&
DOCUMENT MARKING YTy FAGES
! p 9 : 1o 3
’ .'“ TO MESSASE SKCURITY CLASSIFICATION AGLMA; .
. 2 ZZ , 41957

AGO

CAGL .

. T8

juetener . V. . _ - — - — -

AGO NR.

" géosspr
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ORM 82298 REY SEP €8
(lnp«.odu N228& REV AUG 65

10 be waed unti) depleted) | . SECURITY CLASSIFICATION

. —SEERET— | __{xx ;“..._

ACYION PRECEDENCE INFO PRECEDENCE

PRIORITY : ROUT INE

SPECI AL HANDLING
NONE .

‘JR APPROVAL. PROPOSED SKEDS ARE REQUIRED BY JCS NLT
20TH OF THE MONTH PRECEEDiNG IHE_MONIH FOR WHICH THE
SKED IS SUBMITTED. | ' “

| <4> JCSCJRC) OBTAIN NECESSARY COORDINATTON
AND NOTIFY USCINCEURTOF APPROVAL OR MODIFICATIONS, '
. (5) USCICCEUR PASS FOR ACTION.
(6> CINCUSNAVEWR ISSUE. SAILING: ORDERS.’ |
B, MODIFICATION OF APPROVED SKED DUE TO CHANGES
IN TECHNICAL TASKING: oo “-','?" .
(1> DIRNSA STATE REQUIREMENf TO JCSWRC),
@) JCSCJRC) OBTAIN NECESSARY COORDINATION
AND NOTIFY' USCINCELR OF MODIFICAT ION,
. (3) USCINCEUR PASS:FOR ACTION.
._' (4) CINCUSANAVEUR ISSUE SAIL ING ORDERS
; C. MODIFICATION OF APPROVED SKED INVOLVING A

<

CHANGE OF 48 HOURS OR LE‘SS .FOR OPSRATIONAL REASONS:.
(1> CINCUSNAVELR ISSUS SAILING ORDERS AND
_ INFORM JCS(JRC) AND USCINCEUR OF REASON FOR THE CHANGE-
D, MODIFICATION OF APPROVED SKED INVOLVING A CHANGE
OF MORE THAN 48 HOURS FOR OPERATIONAL REASONSt
(1) CINGUSNAVELR PASS PROPOSED MODIFICATION
TO USCINCER, -

pra—

' .(2) USCINCEUR REVIEW. AND PASS TO JCS (JRC) FOR

OIETRIBUTION

ORAFTER RELEASING OFFICER

RELEASED AT (ZULUY)
) L

DOCUMENT MARKING

o,
MAGES

aewNeR*eEe—**—+e—¥E*R—+NTﬁRv#ts7—NGT—wUTon#TTcnttv-nee:&§?‘ 5

oF 3
AG) NR,

Hy ERS TO MESSAGE
R
- -

. RGO . ) . - -

SECURITY CLASSIFICATION

Ao

oTG
SUSPFNEF

41957

B ISTYLE

ove

I sgednaz.
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(Supersedes N2263 REV AUG 4§

o Comer e X 5 R A

10 be used until depleted) v o Ey . SECURITY CL ASBIFICATION

ACTION PRECEDENCE INFO PRECEDENCE SPECIAL HANDLING - -

PRIORITY ' ROUTINE NONE

llPR OvVaAL,

(3> JCS (JRC) OBTAIN NECESSARY COORDINATION ANF

NOT IFY USCINCEUR OF APPROVAL.,
(4> USCINCEUR PASS FOR ACTION, |
'(5) CINCUSNAVELR ISSUE SAILING ORDERS.
2. (W) REF A IS THE EXISITING APPROVSD SKED FOR
.;um-: 967, .~ _
3. TBLTHE FOLLOUING SHOULD BE ADDRESSEES ON ALL
MESSAGES PERTAINING TO SKSDS OR SKED CHANGES"
JCS (RO
CNO
USCINCE LR
. CINCUSNAVEUR
" DIRNSA o
DRNAVSECRU
HANSAEUR | I
D IRNAVSE CGRUELR __
NSAEUR OFF FRANKFURT GERMANY o
AD IRNAVSE CGRU |

NOTE: USS LIBERTY IS NOT AN ADDEE ON THESE NSGS.

4, (1 REF B PROVIDES. GUIDANCE ON CONTINGENCY
PLANNING FOR TRS OPS,

* 5, (U) FOR NSA s REQUEST ’lOU PROVIDE CINCUSNAVEUR
YDUR RECOMMENDED JULY SKED ASAP

Cr——

TOBTAIBUTION

tly* di gl S ,f.,;»_‘_-v.v.‘,d,,. A O I
- La23 NOTE: REF A 18 AGI h¢571
SRARTER NELEASING OFFICENR RELEASED AT (ZULU)
; z

h DOCUMENT MARKING — PacE PAGES

) ey x : _ oF '

| ‘." TemmmaRar - .~ SECURITY CLASSIFICATION AGENR, :
N T S, 41957

-AGO AGO NA.

-AGH

s -jore

ora :

AL adeda_ .
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g e | FOP-SEERET ’ e
: o - )~ - AREURITY CLAASNACA 110N ~ . :
' Ac'rmwn:cwmcz D PRECEDENCE - [srECiAL HANDL L
© POUTINE -~ | ROUTINE ]  NONE - 0 z
‘ .M Jcs . _-n)ue. @6 NOV 65  INFO: 24
vh CINCPAC B
- CINCLANT . :
INFO:  CNO , Y3z
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