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TEQHNICAL CONFEHENUE

FOR THE IMPLEMENTATION OF THR U,S. -~ BRITISH

oamrmm_

15th — 26th July, 1948

INTRODUCT ION

1; The followling arrangements governing the ocollaboration hetween the
U.8, and British Oomint Agenoies have bsen agresd between USOIFB and ISIB
in implementation of and as Appandioea to the U,S. =~ British Comint )
Agreement of 5th March, 1946,

2, None of these arvengements shall be construed as contrevening any
alauses of that agreement but shall teke effect wilthin the scope and
limita.tiona established thereby

3. '.Ehe objeoct of these arrangements is to ensure that meximim advan-
tage is obtained from the ocombiped available personnel and facilities of
both parties.

4. In accordance with these arrangements, each party willl oontinue to
make availeble to the othor, continuously, ourrently, and without request,
all rew traffic, Comint items and teohnlcal matisr aoqulred or produved,
avd all pertinent informabion concerning its activities, priorities and’
feollities, both present and planned, subjeot only to the prowiso con-
teined in paragrapha 3(b) and l..(b) of the U.S. - Britiah Comint Agreemnt.

5. In addition, each party will oontinue to maintain 1iaison personnel
at the sgency or agenaies of the other party.

6. The two parties will comtlinue to effect suoh standardisation =,
e.g. of teohnical terminology, layout, procedure and organlsation = es
mAy be possible,

7. By the close collaboration thus established, and by means of suggest-
ion, agreement, and arrangement as to changes to be made, the two parties
will ocontlnue to effeat elimination of unnecessary duplication in ordexr to
ensure the maximum exploitation of foreign communications, However, the
aotivitieas underteken by cach party must be basleally suited to 1te own

needs and therefore neither 1s in a position to accept any formal and fixed
ocampitments for the allooatlion of speoifio tasks to their respective agenaies.
Such an allocation would prevent the shifting of emphasis to tasks which
those agenoles may themsleves wish to undertake or whioh they may be required
to undertake by the consumers of thelr product. But it is agresed that an
informal and flexible allocation of tasks, subjeot to alteration by either
party at need and sometimes wlithout prior notiflcetion, is posaible and
desirable; that where one party accepts the informal amlloocation of a
specific task it will, as a matter of highest priority, wake aveilable to

the other party the end—prod.uots of that teak: that, if the party which
acocepts an informal allocation is oompelled to relinqu.iah it, it will

inform the other party as scon as possible; and that, in the event of
either party giving up a tesk to the other, every rm‘doavour will be made by
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the surrendering party to maintain 1ts intercopt coveraze on ths
task surrcpdered if that party hos been obtaining uniqus matoriel.

8. Bach party may ©all upon the othor for assistanco whcn necossary
end such requests will be met vhenever practienble.

9. Although progreces hag boen made in the provislon of adesquato
Camint telecommunication facilitios, 1t is agrocd that cach party will
contimio to kecop wder roview this, and the asscciated problom of

safe hand routes for the passage of Comint material of all kinda,

and wlll teke all rcoscnablce stcps wowvards further improvement.

10. The two partics have forescen tho noed for Jolnt emorgency
plans, roady to be put into operation at or bofare ap outbreak of
hogtilitics with a third party. .

11, Each party willl provido thc other with twe or more coplos of all
raports mentioned in tho folloving appemdices and of such-like doouments.

12, All errangomants arec nubjoot to rovicw and to modification by
agroomant,

13. These arrangements will become offcctivoe on approval by USCIB '
and ISIB, in sccordance with paragraph 12 of the U,d, = British
Comint Agroemont,

1 In Armex A to this Introduction are listod those items which
for amy rcason have not boon rceaolved and on vhich a Purthor oxchange
of ddoas is considorod dosirabla. -

15, Annex B to this Introduction shows how tho Appendices to .
the U.8, = British Commmmication Intolligoncce Agreomcent, as produded
at ths U,S8. ~ British Tochnical Conforenco of Marah, 1946, have been
ratified or supcrscded by the Appordioos ngreed at tho 1948 Technioal
Conforence, end vhich of the latier ara new, ‘
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INTRODOCTIION
ANNEX A
1. Tho following 1s a list of items vhich for any rossons have

not been resolved at the 1948 U.8, - British Teohnleal Comint Conferonce
ard on vhilch same furthor esxchango of ideass between tho two parties
might be fruitful,

2, Stendardisation of raw material format.

{a) Tho oxact detail of tho Dxhibits to be insluded with
. :

(b) A satisfictory method of cxchanging raw traffic where an
exact bapd~for-hond reproduction ovor e oontinuous rn
is required.

(¢) Tho elimination of commmication difficultios in exchanging
traffio in non-standard codes. :

B Rovision of T/A notations and cxohange of T/A information,

(2) The final form of the olement to be used to designate
servico or funrction in an ITA oaso-mmber,

(b) The oxmot position in an ITA case-mmbor of the lcrbter
denoting cmlssion +ype.

(¢) The usc of the 3 and 2-digit parts of en ITA case~mmber,

(d) The use of terms or symbols to indicabe the validity of
T/A inferencc and rocopstruction,

) (e) "o use of stondardised namos to describe T/A olemerts such
as emlssion-systems, callsign-systems, prooedure acdes
ctcetors,

by eoiflc nomomclature for treffic typos.
vision of Status Reports vith specific objectives,
Divialon of present Intorim Report series.

Ttems H, I and J, tabled by ISIC for discussion at the Conferenoce -
btut the proposals of which the representatives of the TU.S. Comint Agencies
had no suthordty to agros without reference beok o thelr Agancies,:

5 Exshange of end-products by redlo.

Item I, tabled by LSIC for discussion at the Conference but
withdrawn from thc Agenda after a statament of the Britieh proposals,
with the intention that if should be handled direet between the Coordinator
of Joint Opcrations, U.S. Agoncles, and thc Director, LSIC,
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6. Stardardisation of technicel rodio nomcnolaturo,

Puture plens for inborception ond treining of operators,
Miaon in THM and RAM flelds,
Roviow of agroed "style and layout" with partioular mfcrenca

to uso of velidity-pgredings. ‘
Cloaser co=cperation in egquivalcnts and abbreviations.

Ttems D, G(3), H, 0 and P, tebled by ISIC but not ascepted by
USCIB for discussion at the Conferonce,
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ANMEX B -

The following tabulations shcw how the .ippendices to the U.8.=
British Comint /greemsnt, as produced at the U.S,~British Teohnical
Oonference of 1946, have baen ratified or superceded by the Appendices
agreed at ths 1948 Technioal Conference, and which of the latter are
new:

Table I

1946 Appendices

a Unchanged.
(Texms to be used)

B Revised in 1948 ippendix B.
(Principles of Security
and Dissemination)

4) Paragraphs 1-3 (Bxchange of information on
(Colleotion and Exshange interoeption faoilities) superceded by 1948
of Raw Material) Appendix L.
Paragraphs 4-13 (Division of interception
tasks and of mearch programmes, exchange of
reports etoetera) revised and transferred
to 1948 ..ppendix D.

oGA Paragraphs 14~19 (Designation of intercept
EO 1.4. (c) targets) revised in 19,48 Appendix C.

EO 1.4.(d) ' Paragraphs 20-33 (Exohange of raw traffio
L and stendardisation of raw materlal format)
superceded by 1948 ippendix M.

D Revised in 1948 uppendix D.
(0o~ordination of and

Exphange of inf on
on T/4, D/F and

E Revlsed in 1948 .ppendix E.
(Oo-ordinatlon of and
exchange of information

on oryptanalysis) -

P Hevised in 1948 .ppendix F.
(Exohange of Comint and
oo=prdination in trans-

lation)
G Unohanged.
(Bxohange of oollateral
material)
H Revised in 1948 .Lppendix H.

(Comint oomminioations)
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I
(Lialson and channels
of exohenge)

J
(Interpretation of
gertain provisiona of
—~greament)

Teble II

1948 Jppendices

‘K

{Oolleboration in

| | plain
taxt fleld)

I
(Exchenge of informa-
tion on intervept
equipmont fanilities
etoetera)

M
(Exohange of raw
material and standar-
disation of raw
meterial format)

N

(Interim Epargenny
Flan)

2ith July, 1948,

INTRODUCT ION

Armmex B

Revilaed in 1948 ippendix I.

Unnhanged.

Subjeot matter wot covered by 1946
Appandicoes.

Raviaion of paragraphs le3 of 1046
appsndix J.

Revision of paragraphs 20-33 of 1946
Appenﬂix Ce

SubJeot mattsr mot covered by 1946
appendices,
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CHANNEL: A wmit cr aub=division of a circult will be known as g channel,

CIRCUIT: A telecommmicatioms system between two pointa will be known as
a aircult,

COMINT ITEM: Any item of Speoial Intelligence or of Traffloc Intelllgence
Whioh 1s distributed or releassd by a COMINT egency will be known es a
COMINT Item,

COMONTSUM: A summary of, commentary based an related COMINT ltems, which
ey interpret those items in the light of one another or of information
from other aources, will be known se 2 COMTNTSUM,

OCMMENT: Information appended to COMINT items either in emendation or
aluoidation, or in expansion of the information contalned therein, will be
Inowr as a camment.

DECRYPT: A foreign oommmication which has pesped through the stages of

oryptanalysis and deaxyption ond is in its orlginal language prior to
translation will be known as a deerypt.

DIGRAPE: A two character group wlll be known as a digraph,

EXTRACT: A translation in part arly of a deorypt or plain text will be
as an extraot,

GIST: A statement of ths sssentie]l substance of a deorypt or plain text
or an abridged version of a tranalaoted text ar extract will be known
es a pist,

NGt Commmication inatructlions for the delivery of a foreign
commmication, such as oall-signa; serlal numbers, externel addresses,
delivery instructions, indications of priority, group counts, date/tims
of origin, etoetera, will be known as & heoading,

LANGUAGE : A word or phraso and 1lts proposed or agreed
rendering g %ﬁnh as fourd in a Bupplemental Glossary will be known as
a Langusge Equivalent.

% TEXT; An unenorypted forelgn commmication will be known as a pledin

POSITION: The total assemblago of equipment used as & unit for an inter—
ception or transoriptlon purpose will be known as a_positiorn,

SCANNING: The process of examining deorypta or plain texts to determine
if they shall be issued and, if 0, in what form and with what priority,
will be known as gcamning,

SUPPLEMENTAL, GLOSSARY: A 1ist preparcd by a COMINT agency comtalning the
proposed or agreed renderings in English of worda or phrases which, though
appesring in Standard Dictionarics, have additionsl mpanings not given in
thoae diotlchardes, end of words or phreses of which the meanings are not

to be found in a Standard Diotlonary, will be known as a Supplemental Glossgary.
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16, TRANSLATED TEXT: A translotion of a decrypt or ploin text will be
a8 a translatod toxt.

17e

. TRANSLATOR'S NOTE:

A romerk or remarks added to o translotod text,
extract or glat by the translater, in expansion, clarification or

armotation of his rendoring of the toxt, will be knomm as n trans-—
ator!s note.

It differs from a "Comment' in that 1t should not bear upon the
Intelligence implioations of tho text),




FRINCTIPLES OF U,S, — BRITTSH COMMUNICATION

INTELLIGENCE JECURTTY AND DISSEMINATION
INTRODUOTTON
Lo These prineiples shall be the basis of all regulations for the

sgourity snd dissemination of Commmiocatlon Intelligence jsewed by or
under the authority of USCIB or LSIB and other appropriate officlels of
the Governmants of the two parties., The soope and phrasing of such regu~
lations may very In acocordance with the requirements of the Parties,
Agenoies, Departments and Minlstrdes to whom they are designed to apply,
but all shall be in accord with these basig prinoiples in every respeot,
To ensure wmiform interprotation of what constitutes suoh accord, each
party shall forward all such regulations to the other for information,

It is recognised that, while the following principles are in

| gemeral of universal application, cortain of those primarily applicable

| %o peanetime must be modified in time of waor or cmergenscy, fto ensure that

. the meximm operaticnal boneflt consistent with sccurity is derived from the
igource, Provision i1s rninde hereunder for the necessary nodifications, In

“time of war or emergoncy, or excoptionally as agreed by USCIB and LSIB,
Emergency Regulations embodying tlio emorgency principlos contained herein
shall be brought into force by tho rcspective parties.

DEFINITIONS AND CATEGORTES

3 Commmication Intelligonco (OGMINT) is the nomo glven to products
derived fram the work of agenoles, the oporations of which are oco—ordi~
nated by USCIB and LSIB and which atudy radio transmissions and othor
commmicetions not originntod by Unitod States or British euthoxrdtiaes,

The' terns Oommumicetion Intelligence (COMINT) end Signal Intelligence
(SIGINT) ere synomymous, Comamication Intolligence is ddlvided into two
oategories, as follows:-

a) Special Intolligence,
D) Tyaffio Intelligenco,

La Special Intelligence 1s
(a) that Oommmication Intelligence whilch rosults from:=—

(1) the deoryption of toxts in whole or in part (except as
provided in para. 5(b) bolow}
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(iv) the interception of certain types of trensmission as may
be speclfied by USCIE erd 1SIB;

(v) plain toxts am provided in para, 6 below;
(b) that Traffic Intolligonce Whichi—
(1) clearly reflocts the use of Speoial Intelligence or
(11) 1s, in the oaso of individusl itams, speoifically upgraded

to Spooial Intelligence by elther party if it is considered
that 1ts content is such as to warrant this aotionm,

Se Traffic Intelligemos is that Commmicetion Intelligence whioh
results from;— -

(o} the study of procedure signals, oall signs, message. b.aadings,
/P bonrings and other extormals of oonmmica.'bicms (except as
provided in para. 4{a)(i3i)} abowve);

(b) the decryptlan of the wholo or parts of commminntions in
codes or cyphers of auch low ssourdty grading that they are
speolfioally classed as Traffic Inbolligornce by USCGIB and
LSIB; or .

Traffioc Intelld gence shall he designated by 8 gaparate codsword a.greed
en from $ime to time by USCIB and Lm.

&, Cemmmication Intalldgonee dnrived fron plain Earts (inoluding
R/m) may be olamaed hy USCIB ard L8TB as oither Spoolal Intelligenco o
Traffio Intelligenco acocording to ‘the noeds of either and proforably
after agreement betweun them, exocept thas, in time of emergemoy,

texts derived from ‘ta.a‘!:idal Amed Foraes olrouita shall bo treated
as Traffio Intelligonce, S

e

OGA
EO 1.4.{¢c)
EO 1.4.(d) *




AFPENDIX B

7. In time of war or emsrgenay, or exceptionally as agreed by USCIE
and ISIB, the Treffio Intelligence ocategory as defined in paragraph 5
above shall be extendsd to imolude the products of certain field and
medlum-grade oyphers whioh shall Be downgraded from Spescial Intelligenae;
and, 1f required, Traffio Intelligence may then be subdivided into
separate oategories in order to permit toaoctical Cammunioation Intelli=-
genoce (the compromise of whioh would not endanger the more important
sources) to be disseminated to special agenoies and lower echslons of
the Armed Foroes, In order to prepare for this ocontingenay, mutually
agreed lists shell be prepared and mainteined in ourrent atatus by USCIB
and LSIB to indiocate whioh field and medium~grede cyphers fall within
the provislons of this poragraph. In the evont that it is found necessary
to subdivide Traffic Intelligence as contemplated above, it may be
neceasary to lnstitute an additional Traffic Intelligence codeword to
permit differentiation in the dissemiuntlon of the produots of medium~
and low-grede oyphers.

GENERAL, “RINCIPLES OF SECURITY LND DISSEMIN..TION

8. The value of Communication Intelligence in war and in peecs cannot
be over-estimated; oonservetion of the source is of supreme importence.
It is essentlal, therefore, that the dissemination acovordsd to all
related or resultant lnformation be atrlotly cortrolled and limited.

The physiocal security of reloted documents is not alone sufficlont; it
ls esaential that all reference to its existence either direot or in-
direot be avoided excépt among those to whor the knowledge is neceasary
for the proper performance of their dutiea, Ths time limlt for the safe-~
guarding of Communioationh Intelligenoe never expires.

9. BEBvery effort shell be made to enzure thaf, unless apeaial authority
is glven:=-

(2) In time of peace, no person who is a aurrent reoipient of
Special Intelligence or who 1s engaged in its production shnll
be amssigned to or bo engeged in aoctivities which might reeson=-
ably be expeocted to place him in o position where he might be
foroed to submit to questioning by a third party;

(b) In time of war or in a state of emergenay, no person who is
a ourrent reoiplent of Speoial Intelligence or who la engaged
in its production shall be ocommitted to a hamardous under-
teking whioh might subject him to ocapturs by the enemy or a

third party.

It 1s considered, on o basis of preseunt communioations teochnlques,
that e person who has ceased to be a reclpient or producer of Commun-
loation Intelligence should not be so assighed or commltted before the
elapse of B period of ono year in the oase of Specinl Intelligence, or
of three months in the onse of Trafflc Intelligencse, '
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10, It is of the utmost importance that camplete and absolute silence
on all Communiocation Intelligence matters be maintained by those who have
ever bean commeoted with the Cormumication Intelligonce organisaticom,

and by all individual recipients of Commmication Intelligence, whethsr
past or present, unleas they are freed fram this obligation by urmistake-
eble and oategorical order of propor authority as ashall be designated by
the respootive parties, If at any time indiscreet mattor referring to
Commmmnication Intelligence is broadcast or published, even by prominent psople,
this does not free those othor persons who are, or have ever been, producers
or recipients of Commmicetion Intelligenoe from maintslning absolute
gilence, and special precautions mey have to be taken,

11, In time of war, the full value of Cammmnilcation Intelligence
cannot be realised unless operntionel use is made of it., Howevor, befors
the deolsion is made to take action based on Commmication Intelligence,
studied effort shall be mnde to ensure thnt such aotion cearmot be aettri-
buted to this source alone, In every case, unless complstely impracti-
cable, astion against a specific targot revealed by Cammmication
Intelligencs ahall be preceded by eppropriate reconmnaisssnce or other
suitable cover to which the eneriy can reasonably be expeoted to attribute
the aotlon, Any aotlon teken in the ebsence of suoh safeguards must be
oconsidered in the light of the possibility of compromising the source,
The extent of militery advantage to be gained must bo weighed cerefully
against the risk of losing the particular scurce and related Cammuniocae-—
tion Intelligence sources and against the effect of such a loss on

other Commands end on future operations. Only after it hns been decided
that the overall milltary advantage to be gaincd clearly outweighs the
irretrievable loss which would probably result from a compromise of the source
should action be tsken in the absence of suitable cover,

12, When ection as contemplated in pera, 11 above is finally ordered,
particulsr care shall be teken on all oocasions to ensure that persormel
who mny become engaged with the enemy in the course of such action are
given only the minirmm information, with no unnacessary detail,

13, In times of peace the principle that tho conservation of Commi-
nicatlon Intelligence sources is a paramount consideration affecting any
action tekon in the light of Commmiocation Intelligence shall be

rigidly upheld,

kU7 The principle of dissemdneticon 1s based on "+ho need to know',
Eaoh ltem of Camnmmication Intelligonce shnll therefore be mnde knowm.

to thoss individunls who requive it in the porformance of their
duties and who have been appropriately indootrinated, Every effort
shall be made to restrict the mmber of irdoctrinated yersans to an
absolute minirmm,
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15 4ny Intelligence including in whole or in part items from
Oommunication Intelligence aourdes is to be handled in accordance with o
these regulations.: | |

16. No national of one party shall be permitted access to the other
party's Comint agencies or to the products, or lmowledge oft the exis-
tenge thereof, unless he be approved by hls perent agenoy or Board and
be properly indootrinated.

17. It 18 reocognised that both partiss will produce Special Intelli=-
gence whioch by virtue of its souroce or content will require exveptional
safeguards and whioch should therefore be limited strictly in dissemi-
nation. Such Speocial Intelligence will fall into two ocategorles:-

(a) Individual Ltems which must be restricted in dissemination
to the higheat level only. The procedure in such casea
will be as presoribed in para. 22 below.
(b) Partiouler olasses of Camint which it is neoessery to
- reatriot to limlted ocategories of personnsl. Such a olass -
may with the consent of USCIB or LSIB as appropriate, be
indicated by an ngreed subszidiary codsword.
It 48 for the originating party to requesat that the other pa.rty ahould
afford similarly restrioted distribution to sush individuel ltems or
olasses of Communication Intelligence.

18. Exvept in categories and individual ocasea agreed upon from S
time to time by USCIB and L8IB, personnel to be indooctrinated aa 5
reoiplenta of Communioation Intelligense or assigned to Communioation -
Intelligence duties shall be the subjects of speolal seourity enquiries. :
However, in time of war or smergenoy, sxmeptlional ocogoasions may arise
when it Ls considered essential for an individual to take up his duties
before the speslal securlty enquiries can be complsteds In suash oeses,

- the person comsermed may be suitably indootrinated on the authority
of suoh senlor officers or officlals as are designated by the reaspeo-
tive parties. In all such cases, ateps shall be token to ensure that
speoial security enquiries are oompleted a8 soon as possible eftex
indootrination.

19. UBCIB and LSIB shall maintain oomplets lists of perszonas . .
owrrently indootrinated for Speolal Intelligence in thelr respeotive
Goverrmenta.
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a L 20 USCIB and LSIB shall kesp each other fully informed of the
* Departments, Ministries, uagencies, Offices, Hsadquarters and Commands
' regeiving Special Intelligence and of the approximats nuwaber of indoa-
“trinated psrsons in each.

21, Canmmunioation Intelligence shall never under any oirroumstampes
or in any form be diaseminated to any Miniatry, Department, .genoy,
Orgenisation, Office, or 1ndividual frof which or from whom 1% might
reagonably be expeoted to find its way, offioially or extra-offiocially,
into ‘the posgsession of any person or group who oould use 1t for
oormeroial compstition or comrsroial gain or advantage.

OLuSSIFECLTIONS ND PROCEDURES

22, Special Intelligenss. Speoial Intelligence is classifired TOP
SECRET: The words TOP SEORET and the appropriate oodeword shall appear
on every sheet of paper whlch oontalns, or disoloses the existence of,
this class of Commumication Intellipense. This rule applies to maps and
. oharts on whiogh are plotted data and information derived from Special
it Intelligenoe,

| Ln order to indicate that the
specially limitsd dissemination referred to in para. 17(a) above has
been applied, eirther party will prefix the Speoial Intelligence oodaword
#ith the word "Speoiall.

23. Trafflio Intellipenoe. Traffio Intelligence is olassified SECRET.

The word SECRET and the Tralfio Intelligence oodeword shall appear on
[oley CITTI every shset of paper whioh oontains or discloses the exratence of thie
BO 1.4.(c) ''olass,of Communication Intellizence, unless TOP SECRET and the approp-
BO 1.4.(d) riate Spedrel Intelligence ocodowor’ appear on the ssme sheet. This rule

applies to maps and EHthsmonpplchlazn_nlnttaﬂ_ﬁatn_anﬁ_LnntnndnJuL______
derived from Traffic Intelligcndés

2. Codewords. The Speoial Intsllipence and Traffio Intelligence
oodewords uged as such bear the TOP SECHET and SPORET classifiocation
regpectively. These codewords and their wnplicetions shall not be
made known to non-indootrinated perasons, nor shall these oodswords
be used 1n therr oodeword sense 1n the pressnoc of non-indootrinoted
pﬁrsonﬂ.

25, Technical Matter. Teohnic-l matter appertaining to the pro-

duotion of Speoial Intelligence 18 nomunlly olassified TOP SHCREL and
designated by the appropriate codeword. Teohnioal matter eppertaining

to the production of Traffio Intelligence i1s normslly olassified

SACHRET and deeignoted by the Traffio Intelligenoe oodeword. The

appropriate olessificatlon and codeword shall appeor on avery gheet .
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of paper vhich conteins or dilaclosos the cxistonco of such technicel
matter, The approprinto codeword shall be cnerypted intho text of
evory cnerypbed deaspatoh (signal) convoyins such technicel matter and
shall appear in plain language nt the heed of the dcorypbtoed version,

26, Raw Traffio, Raw traffic (i.c. intercopted trafPic showing no
evidenoe of processing for Commmication Inmtelligenoe purposca) i
normally clossifiod CONFILENTIAL, cxccpt —hcro o highor clo.ssn.fico.tior:.
is matunlly agrood upon,

27, Technicol succoss, Commmioations among cognieant offioials

of tho British and U,8. Govermmonts thioh roveecl nectunl sucocss, progress
or mroocessos in the productien of Spocial Intelligonoc or Traffic Inbelli-
gence in specific instances or ficlds shall bear the appropriate oodeword
designntions oven though they do not themsclvoe reveal Commmisation
Intelligence as such,

28, Doocumonta, Exc as implicitly involved in the operation of
peragraphs 15 above and 29(n) below, documents containing Communication
Intoelligence and technical matter sh.all remnin cxolusively in the custody
of persons who hovo been appropriately indootrinatod, socure from exami-
nation by non-indoctrinotoed persans,

29, Specinl Intolligonoe end TOP SECRET tochnleal metter shall not
bo tranamittod in plain lsngusge (uncneryptod) oxsept as follows:-

(a) sealced, by safc-lwrd ohonncls over routes specifiocally
approved by USOIB or LSIB, Such approvel will be the
exooption vhere such routos imvolvo alr or land tranaport
ovor tho territory of o third party;

(b) via complotcly protooted locel communication systoms
oxclusively intermal to Agencios or Offiocs producing ar
utilising Commmication Intclligonoe of the approprieto
ontogorics;

(c) via completcly protected extornolflardlines only as
apooifically epproved by USCIB or LSIB in cach instance.

30, Traffde Intolligenco and SECRET techrdenl matter shall not be
transmitod in plain languago (umencrypted) exnopt as follows:w

(a) as provided in parngraph 29 above;

(b) by protecctoed postal channels over routes aporoved by
USCIB or LSIB.

31, Raw Traffio classificd CONFITEANTIAL and CONFIDENTIAL technical
motter shall not be tronamitted wmencrypted exoept as follows:-

(n) as provided in parcgraphs 29 ond 30 above;

(b) vila extermal landlines only as specifically approved by
USCIB or ISIB in oach instance;

(o) 1n the oasc of raw traffic clnssified CONFIIENTTAL only,
the reatrictions on the convaoyance of CONFIDFNTIAL materdial
i . over the torritory of a third porty may be relaxed at tho
(e} e ddperotlon of USCIB or ISIB to permit sueh transport by
(dy ™ -.. olr or land,. |




OGA
EO :1.4. (¢)
EO 1.4. (d) APEENDIX B,

32. Exoei)t\_in oiroumstonoee oontemplatad in parograph 15 ebove:= —

(&) Speoial Intellligenne anfi TOP SBORET tsohnloal matter trans-
mitted iln enorypted form shall be encrypted in speolal )
oryptographlo channels or oiphars expresasly provided for

. these subjeots.
¢ (b) Traffio Intelll_ence nnd SECREP technlonl matter tz'a.nmi'b'ted
in enorypted fom shell Le c¢norypisd in speolal oryptographio
channals or olphars expressly provided for theme subJecta,
those listed in pora. 32(5) nbove, or in the M hest grade L
olpher availabls. —

(o) However, in ths oase of or Bimil.u‘ly seoure clphers,
the transmpission of Commnlication Intelligence, TOP SECRET
and SEORET technioal patters and raw troffioc over the zams
channel le authorlzed, provided that suoh ohannels are
regerved for theso asubjeots exnlualvely.

EXCEFT TONS

33, The gulding prinoiplc of tho expression "ths meed to know!
sghall be rigldly upheld in all olroumstanpes. However, certalin limited
exoeptions from othar provizions of these prinoiples shall be reocognlsed:

(a) With the approval of USCIB or LSIB dissemination need not
be oonfinsd to infooctrinated persons, and the appliomble
oodeword will oot be employed in oommsotion with ths

exvhange use and dlssemlnation contemplated in the )
Pollowing Linatanoes:= . v

Elg Oartain D/F fimaa ard bearinas gradad COITFIDERTIAL.
2 n taxt

- Whioh st be groded at least CONFIDENTL.L. )
('b) o Centre engagsd in the produstion of Commmunication Intelli-
-gence may, at ths dleorsetion of the Senlor Officer T
< ooncermngd, after full conalderation of ths rleks involved
[ " to the souwroce, omit tho olaasifloation ani the approprlate
oodeword from its worlshsets and similer doouments ussd
within the Centre, or used between the Osntre and ita
Interveption and D/F atations in its technloal operations.

OGA
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ANMEX A

CLASSTFICATION OF' PIAIN TEXTS

With rofercnce to paragrapvh 6 of Apperdix B to the U,S. -
British Commmication Intellipgenoco Agrooment as rovisqd at the 1948
Technicel Conforonce it 1ls mutunlly agroed that thoe prescnt peacstime
practice with rogerd to the grading of plain texts, including R/T, in
disscmination to Intclligenmce rceipients is as follows: =

(a) al1 |arc treated as Special
Intelligence by both partica.

‘ (b) /all other plein toxts arc normally treated as Traffic
/ Imtolligence hy LSIB and as Specinl Intelligonoo by
USCIB. On oxchango, 1t is opon to cithor party to
alter the grading to conform with 1ts. own practioc,

2GA
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HANDLING OF COMMONTOATION TV ELLIGENCE DISSPMTNATED .
TO TNTERCEPT STATIONS —

3s A1l such itams of Troffic Intelligonco dissominated to Imtor=
ocept statlons will thoroforo bear tinc appropriato codoword amd 1l bo
passod In this form orly to indivicduels epproprintaly indoctrinated,

Ly Within tho stations, howover, such itcoms moy bo further die-

Bewinpgtod with tho acldomord cmittod to interocpt porsormel not so -
indoetrinoted, This is aublcot to the wnderstanding that the proviaions

of parograph 18 of Appendix B regoiding spceclal sequrity ongquirics

apply equally to intarcopt opcrators ns to other members of tho Come

mmlestion Intolligense family, and that all unindootrimnted opcrators

shall be sultably bricfed as to tho sceyrity aspoot of thelxr work.

5e All othor Communiocation Intolligemvo itema dlssaminated to
Inteornopt atations shall bear the epproprinte olsssifisation and ocodo- .
‘vrord and ghall bo handled in the marmor proacribed for normal Intolli-

gonoo roolpiomts,
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CO~ORDINATION COF TRAFTIC ANATYSTS AND EXCHANGE
OF TRAFFIC ANAIYSIS YATERTAL

1, It will be the Jolnt objecotive of tho parties to ensure that
the required field of tralffic analysis problems is covered as thoroughly
ad possible but genoral rules cannot bo laid dowvm for the div:.s:.on of
T/A responsibility between the two portics,

24 With this obJeotive in viow, mxpmoductivc duplicetion of
dotailed wrk will bo climinatod and it is rcoogniscd that the bost

mothod of furthoring this procesa of olimination is to exchange informotion

wherover posasible in the form of partly or fully proccesscd mtcrml.

Je Publishcd reports on Traffic Analysis will always be made
avallable to the other party.

4y Where the exchango of published rcports is inadequato the
requirements for e more detailed oxchongo will be stated, These
requirements will be satisfied as far as possible from the material
being currently produced - e.g. work shcets, log dipgests, daily d1agra.ma
and other predigested mterisl - but both parties will endcavour to
meet any additional requirements by modifying 'l:he fom or conterrb of

these pe.rtly—prooossed reports.

5« Where in any spec:l_f.‘io case tho exchange of material provided
for In paras. 3 and 4 above is inndequate either:party may request copies
of the unprocessed loge or chetter shoots, Such requests will be
satisfied wilthin the limits of the resourcos aveilable.

By The method of exchange in all cases ¥11 be by radio or by
bag according to tho maturs ond urgoncy of the.meterial,

7» In arder to faciliteto the exciange of mnterial a degree of
standardisation will be aimed ot in the use of names or abbreviations |
to degcribe T/A features, c.f., transmiasion-systema, ecll-sign sys’cems,
procedure codes, traffic types ote, )

8. Tho nothods used to indisato volidity siould e exhended from |
their present limited eppliocetion to all suiteble T/A mterisl, so

that tho woight of cvidcnce attachod to the compornient olcmonis of any
T/A conclusion moybe asscssed on a comnon basis,

CO~ORDITTATION O INTERCERPT CONTROL :

% The objective of both partles will bo to cnsurc that the
total intercept resources availcblo arce used ao as to give as
efficient cover as is possible to “he vhole field of intcroept tasks
roquired by them both., There will be co-ordinction betweon the pa.z*ties
to climinate any aveldablo duplicetion by contimuous sugzestion as to,
changes and by mitual agroemant. Some duplicetion of cover may remain
neoeasary to securc completo and accurcto intersoption, or for.training
purposcs, or vherc the arrangemont Tor the oxchange of T/A information
and raw matorial cannot moct both parties' requirements.
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10, The basis for the continmunsug co-ordinatian involved wlll be
an exchange of reports conslating of:-

(1) reports on intercept reau.l'bs (monthly, or more frequently
as 18 required),

(11) 1ists of tasks allotted to atatioms (on a mnth]y or
weekly basis as is required),

(1144) information on major changes in the_ cover eituation
(oxchanged by signal).

CO~ORDINATICN OF EFFORT ON D/F

1, In genoral the div‘:.sion of work must fal_l naturally ecoording
to the locations of D/F and intorcent atations, and the intercept tasks
and searoch programmes undertalen by cach party, )

12, Collabaration betweon the parties in the ficld of D/F ahall
ba inthaformof‘

(i) roqm.oats from any agoncy direct to any other Por 'ben:ringa
ard fixpn an spooifiod torwobs aml .

(u.) tho exnhanpe of resulis.

OGA
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CO-ORDIN.TION OF, ..ND EXCH.\NGE OF INFOHRM..TION .
ON CRYPT.NLLYSIS »ND .SSOCL.TED TECHNIOUES

+LLOCATION OF TASKS

1. Lllooation of major tasks, oonferrinz a one-sided reaponsibility,

is undesirable and imprecticable. LAs a main prinoiple, however, in

order that the widest possible sover of foreign oyphser communications

be achieved, parties should exshange proposals for the elimination of -
-dupliocation in cases where certain portions of a taask or related tasks

are not being worked In addition colleboration between the parties

will take the form of suggestions and mutual arrangements as to the

undertaking of new tasks and ohanges of status in old. ~
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L2, Soanning, translating and exohange of the material in the

EXCH.NGE OF COMI{UNICATION INTELLIGENCE

“ND CO-ORDINLTION IN TR.NSL.TION e

L. Deoryptas of foreign communiocations will not he exchanged _ o
between the U.S. and British Communlcation Intellizence Jdgencles,
exoept as provided in paragraph 6 of Appendix E or as may be arranged .
for oryptanalytic or other technloal reasons, but any deorypt or series .-
of deorypts will be made available on specifisc request by one Centre

to the other, i{f not prohibitively inoonvenient.

| field is covered in sppendix K. In other flelds, as

.
~

the Centres will probably be unable to translate all decrypts, -plain
texts or R/T intercepts in full or even in extract, eash will ocarry

out a process of scanning such as to meet {ts own Communication Intelli-
genoce raquirements. The liaison offiocera will therefore be frez to ¥
scan thls material to ensure that any partioculer interssts of their own
party are being served.

3 ’Irans.l.a.tions will be assumed to be in full unless la'belled Rylst" )
or "extraot®. .
4. If either party considere that decrypts, or plain texts asarve
1ts iptelligence needs without translation, suoh deorypts, or plain
texts, will be regarded by the other aa Lf they wers translated texta
and thelr oxchange between the .gencles will be preolsely ths seme as
that of translated texts and extracts (see paragraph 6 below). It ism’
the intention of each party to limit guoh cases to the minimum.

Be Comnents will bs olearly diﬁtinguiahable as suoh and will be .
prefaced by the word "comment".

6. Unless excepted in Appendix K, all translated texts, extracts,
glsts (unless exoepted by paragraph 7 below), Litems of Traffio Tntel-
ligenoe and comments appended thereto, will be exphanged between the
U.S. and British Commnication Intelligence igenoles ocontinuously,
ourrently and without request unless otherwlss arranged in apecifio ’ -
instances. Such exchange, ocomplete or partial, will bs effeoted DLy ’
radio when speolfiocally requested Ly the partiea and in aldition a
oomplete exchange will be effeoted wlth the least possible delay
through the regular lialson channels.
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' Gists which arc madc by an agency for its own usc but not g

issucd will not be cxchanged but will be at the disposal of thc liaismon
officers who may ask for such docrypts or plain texts as moy be
required.

8. A1l Comintsums will be cxohanged between the producing
Agencios in Washington end Iondon, whoncver thay are issued end vwithout
request.

9 ISIC i1l be the channel tihrourh vhich all Camrmmication Imtelligeme
itooo producol by the othor British Occriommeclth Lgausics (uoept Otbewm),
wlll bo formwarded to the U.S, Communication Intolligenco Agencios and

through vhich the semc materdals produced by the U.S. Comwunication
Intelligenoe Agencies will Be forwarded, vhenover appropriate, to other
British Commomicalth rccipients, (cmoept Ceanandian).

J10, The U.S. Commmication Invelligence Agencdiocs vwill be the
channel through which all Commmication Intelligence items produced

by British Comaonwealth Ageneclcs vid 11 bo formarded, vhenover aporopriate,
to U.8. reclplenta.

DIVISION OF IABOUR TN TRANSIATION.

11, Bach Agency will undertake such scarming ard translation taasks
an are sultod to ita own rogquircrmcnts and those of its rocipionts,
Any cxceptlon vill be by prior agrcomont bottreen the Agencies.

12, The comtimuous coxchango botwoen the Agencios of their transiated
material will allow either party to eliminate ummnted duplication in
translation. .

STANDARDISATION OF TRAWSIATIONN ZFORM,

13, To avoid ambiguity end to promoie case of rosfing, referenoe
and recording, it wlll be the eim of the U.S. and British Agonciocs ta
adopt a stardard style and layout for hcadinzs, translated texts,
glsts, extraocts, comments and translators’ notcs.

STANDARDISATTON OF TRANSLATION COITTENT.

g, Bach Agency will furnish to tho othor, contirmously, cmcntly -
and without reguest, copics of 211 Supplemontal Glossarios emd other ,
compilations vhich it proparcs a8 a result of 'and for use in its trona-
lation proocsses, The materials thus cxchanged <7ll be the basis for
continuous discuasion betweon tho Agenoiocs with a view to incrcasing
standardisation.

15. In order to dovelop & common stendard of validilty-greding in
language equivalents, caah Agongy w111l inform the other of the signifio-
ance of such gradings as it currently uscs in its Supplomental Glossaries.
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EXOAANGE (0 GOLLATERAL MATERIAL

DEFINITION

1. Paragraph 2 of the British - U.S. Comnuniocation Imbelligence
Agrecment speoifies that the .greement goverms the relntions of the
coniracting parties "in Comuniontion Intelligonee matters only'.

2, In the mome perogroph it is agreed thot the exohange of such
colloteral raterial ca ls npplicoble for teohnical purposes and is
not prejudioinl to netional interesta will, howover, bo effected
between the CCINT Agenoles in both countries.

I, In acoordance with this poragroph, colloteral mateydnl is defined

as that owateriel from any souroce othor than COMINT which, though of
assistonce to the COMINT Agenoles (i.e. "opplicable Ffor technioal
purposes"), is not directly a Comunicrtion Intelligenos motter,

b, Consequehtly, matorial listed in peragropb 3(a) (2) and (6) of
the Agreement, though obiained from acurges other than GCommunioatlon
Intelligence, 1s not ocolloternl materinl beocuse it is direotly a
Communiocotion Intelligence metter, Tho exchanpe of suoh materisnl will
be unrestricted, except am provided in pnrograph 3(b) of the Agreement

5. Similorly, informotion concerning COMINT methode and techniquea,
whioh ore developed by the COMINT .gonolem under U.S8., or Britlsh
patent, ia not oollaterol matorinl, and lte exchangs is governed by
paragraph 4 of the sgreenent.

EXCHANGE

6, Collateral naterinl aveiloble for teohnical purposes to o COHMINT |

Agenoy of one porty will be made évoileble (through the machinery of
liaison) to the other, unlees prealuded by paragraph 2 o® tho basio
Agreeomont or unleas there is objeotlon by the Minlatry, Departnent,
aganoy, Offioco or »erson whioch »nriginalily nade the aolloternl naterinl
ovallnble or whioch bears the responaibility for the control thereof,




COMINT COMMUNICATIONS.

1, TELECOMMUNTCATIONS ORGANISATION REQUIRED

Exclusive and readily extansible telecommmications between
Centres, and between Centres and their outlying stetions will be maintained
in order to make possible the ruapid flow of all types of raw traffic from the
points of interception to the several Centres; the rapld exchangs of T
all types of raw traffio, teohnicel matter and Commumication Intelli-
gemoo between the Centres; and the efficlent control of interception
acverage, ’

2, INSTALLATTON, MATNTENANCE AND OPERATION OF TEEMINATS

The terminals of oirauits or chammels intended exolusively to carry
Comint traffic between the British Commormealth and the United States
will be instelled, maintalned and oporated as arrenged by the eppropriate
Comint Authorities of the oowmtries concerned and, although normally
such texrminals will be instelled, maintained end operated by the )
appropriate U,8, or British Commomwealth authorlty on whose territory
the terminals are situated this will not be obligatory,

3.  TELFCOMMUNICATTONS FACTITTIES : e

a) The United Kingdem authorities in comjumction with the
Canedian authorities willl mks the Pollowing radlo teletype
channels avallable exclusively for Comint traffic

. betwaen the United Kingdom ond the North American continent,

1) Prom the Foreign Offine U,K./Oensda olrvoult — 2 channels,
i1) From the R.A¥./R.C.A.F. U.K./Canade oircult — 2 chavmels,

D) The United States authordties will be responsible for providing
land line fooilities between Canada on the one hand and the

United States Agencies end the London Sigint Liaison Undt in the -
U.S.A. on the other, : o B

c) The Cenedian authorities will be asked to take responai-~
bility for providing tho following:-

"1)  Faocilities for switching the Foreign 0ffice U,K./Canada
oircult to the United States land line netwoxri,

11) TFacilitiea for switching the R.A.F./R,C.A.F, U.K,/Canada
olroult to the Canadion Sigint Centre.

[Continued overleaf]
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111) Emergenay facilities for switching the Foreign Offioce
U.K./Canadsn oirauit to the Canedian 3igint Centre and the
R.A.7./R.C.A.F. U.X./Conoda olrcuit to the United Stotes
land line network, to provide comnunication in ‘the event
of breakdown of one or other of the radio channels,

d) In oddition to the faoilities provided by 3(a) above, a minimum
of two ohannels of the Londonderry/Washington oirocuit will be
alloocated exolusively to Cooint traffis. Thias oirouit will be
operated, in acoordence with perograph 2 above, by the United
Statea a.nd/or British ns ooy be ert:ually arranged. -

e) Both parties reoormend thet,in those arens which are potentially
operational, fooillltics bo established for the direot trons-
mission of row materinl from the intoroept stations opernted by
one purty to o denignated ocentre or station of the other party.

On the speocifio reguest of one party the other party agrees %o
rneke aevery eandeavour to provide these foollities whioh, 4f and
when provided, will be brought into operational use as mutually
sgreed,

£) On demond "quiack exchcnge" oormuniocation faocilities will be
provided between the United Kingdon and Veshington os may be
mutually arranged.

4., PROCEDURE AND CPERATING SIGNAL3

Procedure and operating signcls appropriate to a pertioular oir-
oui‘l: will be used,

5. COMION CRYPTOGRAPHAIC AIDS

. Common oryptographio aids will be used for Combined Oomint Commune
ioations, The matter of cryptographio aids will be kept ocontinuously under
reviuw with the objeot of naintdining cuod inorensing seourlty and of feoil-
itating ocomuunioations,

6. OCMMUNIOATIONS LIATISON .

A represgentative of  thoe Director of L.S.I.C, and a representative
of the Co—ordinntor of Joint Operations, U.S, Agenoles will be .given the
speoifio duty of keeping under review Comint communicetions problems amd of
ralsing and advising on such problems cs they caour,

7. PROVISTON OF EQUIPHENT

The provision of equipment will be by mutual nssistsance where
necessoxry and practiooble end ns ogreed ln each specific case,

8. USE Of UNIEASED CAELES

Unleosed commercial cobles will not be used for the tronsmission
of unencrypted raw matorial except us & comuniocotions emergenay mensure.
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9.. BAG ROUTES

Bag routes will be kept wnder reviow with the objeot of teking
full edvantage of improved sea ond nlr services,

10, USE OF MICROFTIXM

All ocentres will be oqulpned to handle mdorofilm so that it
mny be avellsble for use when 1t is not mracticable to send the originnl
material, ‘
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LIATSON AMD

ITATSON PERSONNEL

Le Eaah party shall meintoin, in tho country of the othsr, a
senior llaison offinor anccredited to tho othor, Such officoers shall
be respansible cach in the country to vhich he is socredited for all
HMaigon matters,

2. Upon agreoment botween USCIB and ISTB, additionel liaison

personml may be accreditod, and working groups may bo assigned, to

agensies of oithor party by the othor, All such additional liaiscn

personnel shall be wrler the control and direcotion of the sonior B
lielson officar.

3e Suitablo, offico faciliticas will be made avallable as

necessary by tho party to vhom the liaison officers are e.cnrad.:‘l.tod

by’ Idaison offiscers of one mrty shell mormally havo unre~

atrioted mcoess to those parts of tho other's agonciss vhich are

angagod @irsctly in the production of Comint, oxoopt such parts N
theroof shich contain wmoxchongoable information, Tho points of T
conteot of lialson officers within egencics for requests ond inquirdea

shal]l bo as determincd, ostablished and dolimited by tho mrty to

whioh they ere accredited.

S5 In eddition to the above regularly assigned perscrmol,
visita by solsoted porsomnel for short periods of time to deal with =
spooial problema will be oncouregod, ==

METHODS OF EXCHANGE

6 Roquests by one party for information or motorial ashall be

made by that party via its semior liaison officer who shall aot

through yrescribed llaison chammels. The sendor linisen offioner of

ths reguasting perty shall forvard thatevor irformation or material )
s made avallablo to him normally by means of facilitioa under the _
control of his ovm country. Normally tho senior liaison officer of , —|
the providing perty shall be lcpt Informed.

7a When the request by ono party is for information or matorial
to be supplied as a matter of routine proocdurc, the supply, sfter
the injtiel request, may be dirsct botwweon the partics by means of
faclilities aveilable to the senlor lisimson officer of the requesting
party. Tho senlor lianison officors of both parties shaoll be kept fully
informed of 2ll such routine cxchangss. Thoe recelving party shall
give the ganior liasison offiscer of tho providing party vhatever share
in the distribution and utilization of such informatior or material

as moy be agreed loocally.

-
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8. Exceptionally, toohmiczl oxchenges between the pertiss may bo T

cffected directly over "on demond" quick cxohango ccmmunication channcls
Jointly anmd exolusively mointoined for that purpose, But the twe of
thess direct chennels will be keot to the minimm and in eocch case tho
senior liaison officars of thc tro pexbics will bo kept informed,

% No provision®o paragrophs 6 and 7 above shall de construed :
ns preventing elther porty from ccoomwodating the other hy tronsporting S
or communloating material for thoe othor pcrty.

10 Eooh party shall normally cssist the othor's semior 1inison
officer by meking avnilable td him fuoilitios for peoknging and preparing
moterial for troamsportation. Ecoh oerty shell, 4o the oxtent of -
feoailitics operated by or cvnilnble to ib, nssisy the othor's semior e
1listaon officer with safe~hand n.nd. other 'hrc.ns'oorba.-bim sithin 4ts own -

ocountry,
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INTER'SETATION OF e R
CERTALY PROVISIONS OF THE B ; I
U.3, =~ BRITISH COMUNICATION LNTELIJIGENCE AGREEENT

INTRODUCTION

Conscqucnt on mwetinga held in December 1947 betwoan USCIB e
and the Director LSIC represonting tho London Signal Intelligeonce Board,
the following interprotations to certain paragraphs of the British =,

U,S. Commnioetion Intelligoncc Agroament, datod Merch, 1946 and of tho =
apperdioccs theroto are herchy agreed to by USCIB and LSIB and will — .
bocone Appendix J 4o the aforcnentioncd Agrocment, - T

INTERPRETATIONS

1. It is undorstood tnat the LSTB will not indtiate or pursue o
any contact with any mtion of the British Cormonwealth on Sigint PR
matters other than with the Doninions of Canada, Australie and New .
Zealand (with oach of which agrcomnte alrcady cxist) without first . -
obtaining the views of USCIB, (It is noted that at the present time

ISIB does not envisage any collaboration with Cornonwoalth Hations

othor than the abovo, )

2, It is notod that tiw :lclbourne Sigint Contre (MSIC) is,

in ocontrast to tho Oommmunications Tranch at Ottawe, not a purcly

natlonal Contro. It is and vill cantimue %o be o joint U.K. =

Australisn = Now Zoaland orgenisation, manried by an intogratod staff, y

34 It is noted that o pro-rcquisite for collabaration by

Canada, Australia and New Zoalend +wAth U,K, wns an unequivocal acceptanct . .
of the provisions of the "Explanatory Imctructions and Regulations -
concerning the Handling of Signal Intelligenco (IRSIG)" which has alroady

been given by the Sigint Governming Bodios of tho.Nations conccrned and
that continued collaboration is doverdernt upon their adherenco to” oo e
these regulations.

L, It is the intention of LSIE to obtein from the Sigint authoritics -
of the oollaborating Dominioms fornal assurance that they will abide -
by the torms of paragraphs 5, 8 axd 9 of the Britiah - U,S, Commmnication . _._
Intolligenoe Agrcoment ond of paragroph 5 of Appendix E to that agrecement, . -
Such assurannoc will be transalited to USCIB from ISIE,

5e ISTE will notify USCIR of the present ogsignoont of "
cryptanalytic tasks for MSIC ard will notify USCIB in advance beforo
suthorising any new or altercd cryptannlytic tasks for that Centre,
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6. Both USCIB and ISIB will:

()

(®)

[ 4 i
Not pems to any of thc colleboretiing Doninions
Centres COANT jitoms orilginnted by agencics of
the other party srithout tuz consont of that party,
except as laid down in peregraphs 7(c) end (4)
below or as may be fram time to time mutuslly
G.Sreﬂdo

Pasas Yo the colleborauing Dondnions via ths
agreed channols only such tcchnical matter and.
portions of thc Status reports as are decmed
by tho origimating ageoncy to- be relevant to tho
agreed tesks upon vhioh cach Dominion is engagad,

I USCIB takes noto that, es regards LSIB's policy towards
the intograted Cantre at ioelbournc, LSIB intends in future:

(a)

(b)

(e)

(a)

To glve cvery enccuragqncnt ard aasistenco to
pursuq ag tho mpin orypbanalytio tosk of
the Centre toge'bhor with minor tasks of local
irterest,

1

To employ l{clﬁcmnc-contmllcd. inte'rcopticm
gtations (some of nh:.c.h are U,X, marred) on
tasks fto which they are best auited by reason

of their location, -a‘u.ch. inevitably include

To pass to MSIC (in order that MSIC may carr_y
out {a) above), the techmical ard background
matter rclevours to these tesla, vhether it be
obtained from U.8. or British sourcos, exmept
matter of U.8. ordgin dosignated 'by U 8.
puthorities as for U,K, use only,

To pass to M3IC for its :mtorml use on
(and to enable that Centre to carry out (b
above) the necessary technicel motber recuired

" for such imterception control, vhethor cbtained

from British or U.S. traffic analysis or
oryptanalytic gources, sxcopt metter of U,S.
origin designated by U,.S. authoritios og for
UK. uso only, .
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EXCHANGE O TNFCORMATIOIN O1Y INTERCEPT EQUIEE ENT,

FACTILITTIES , PRODUCTION, PESEARCH AND DEVELORIEIT

1. Intocroept Bquipmont Faollitics and Production

A oomprehonsive report (to be lnowm as the Armmnl Technicsl Report)
concerning .

I. All intercoption facilitics instolled end oveilablc for uso at -
interocpt and stations, vhether or not such facilitios arc in use T
IT. Dotalls of tho mmbers, types ermd descriptions of intcrecept
cquipment urder o ontract and/or in production, togcthor with _ _
probable delivery datoes, CT
* . )
will be exchenged anmunlly., Roports arc to show the position o at lat
July in cach ycar, ard should normlly be cxchenged by lst August. '

2 Seotion I of thc Report will bo arranged to provide information to
cover the items sotout in porngrnph3 for cach Intercept amd D/F Station,
Types, Iakes ond mmbers (ard vhore applicable, normal snd mexivm spoeds)
of cqulpaments should be included, 1o attorpt bas boon made to lay down
an cxaot farmet for the Report, cs such o farmat might soon beoocne out of
dete, ond might prevent f£lexipility. ) ’ C

3¢ A, HAND SPEED MORSE FQUIHENTD

1) Single Positions (/™
i1) Singlc Positions (I/F :
i31) Single Positions (All-vmve) .
iv) Double Positions (H/F or All~wave) ' n ==
v) Which of tho obove (i) to (iv) ore capebls of doublo or | S
triple diversity worlding?
(vt) Which of the above (i) to (iv) arc fitted with wire, tape
or wax reccordors? ’ —

B, HIGH SPEED MORSE EQUIPLENTS -

1) Single Positions H/"'.'-‘g

ii) Single Poaitions :

441) Single Positions (All-wave) -

iv)  Doublo Positiona (H/F or All~wave) . -

v) Vhich.of the abovo (1) to (iv) ore oopoble of ddublo or -
triple diversity working?

svﬁ.) Types of recording (i.¢. undulatar) apparatus fitted.

vii) Types of reooxrding bridge fitted, amd vhether capable of _ cT
accepting frequenay ehift transmissions, ) - =

(viii) Any other High Speed equipment. )

C. TELEGRAPHIC PRINDING EQUIRIENTS ‘ -

1) S8ingle Chammel Radio .Teleprimter E ternatioral )

1i) Single Channel Radio Teleprinter' (National)

iid) Multi~chamel or Multiplex T/P (Intormatioml) —

iv) 3~channel T/P (Nationnl) - '

v) 2-channel Baudot ‘ .

vi) 6 and 9~charmel Baudot . o

vii) (1) to (vi) above rofer to 5 unit systoms, Equipments fitted
for any other systems (6, 7-unit ete, ) e



QG " AR Y- ND RSB I-AND Y —HE VRO RNV
EO 1.4. (c) R S
EO 1.4.(d) :
- APPENDIX L
-2 -

D, V.B/F AND U.H/F EQUIRENTS
E, FACSDIIE OR PICTURE EQUIT:ENTS

¥, EELLSCHARTEER EQUIFMENTS
G. DIRECTION PINIING BQUITLENTS . e

Whether fixed or mobile.

H. TRANSIITTER IDENTIFICATION EQUIEMENES

I. FEEQUENCY :FASURTNG EQUIRMENTS

J. AERIALS

Inforration to includo mmbor, types, whothor used in diversity,
frequency to which cut, dircetivity, sasoclated emplification

equipment,
AERTAT, EXCHANGES ) T

&

L, CONTROL EQUITMENT

Detalls and usc of cquiprent fitted for control of intcrcoption
wlthin a station,

M, SPECTALISED TEST FQUIEIENT Lot to inelode standard maintonanco
. equiprernt for goneral uso,

N, AUDIQ FREQUENCY RECORDING FQUIRMENT

P, ANY UTHER SPECIAL EQUIFHMENT

Q. SHORTCOMINGS EXFERTENCED ON OrPEPATIONAL EQUIPEENT

R. SPECTIAYT MATNTINANCE PROBIFLIS, TF ANY : . .3 -
Noten:

(1) A Single Position nay consist of 2 or more rceeivers,
vaod in dlvoraity, or in order to inorcasc the frequency

Tango,

(4i1) A Double Position is one at vhich a singlo operator can . o
cover two cnds of & duplex circuit, vherc thile is posaible, ) -
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4e Interccpt Equipment Rescarch ard Developoent

(a)

Intercept Equinment koports will bo oxchanged twice yearly on

lst March ard 1st Novarber., These Reports will be in two sectlons,

s

. 11,

(v)

Fquipment uwnder developent. This to inclio details of all
rrojoots on which developient is being conmducted together with
a statcment of the objoct to be. attained,

Research and Developnant trends. This to include a statement

of all outstanding probleie together with an indication of trends
in resoarch and development eined at their solution, In the
event that no work iz contemplated on cortain spooific mrobloms,
these problerms should nevortholcess be listed amongst thosze
curront. )

Technical Notes will bc cxchanged as and when necessary on

speoifio subjects, Theso notes to bo doaigred primarily for
the information of porsomncl actually engaged on enginoering
and rcecarch and devclopront work an intarcception equipmont,
Theso notes elso to include data on signal analysias, froquenay
liats, ard other materisl assoclated with intercopt problems,
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Noto by Confercnz;o Secrotarics

Tho Exhiblts for attoachment to Appondix M carmot be
satisfactorily roproduced during ths Conforence, They will bo
produced and mndp availoble in their finally u.grood form as socon
as possiblo aftor tho Conf'orance.
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EXCHANGH OF RAW MATERIAL |
LND QTAMDISLTION OF BRAW MATERTAT, w

| EXOHANGE OF RAN MATERIAL

1la Exoept o8 otherwise agreod in Appendix X each party will firnish
to the other ss promptly es practiocchle without request and as a matter of
routine, one copy of every ltem of rew traffic colleoted by its cperating
sgencles, regordless of source. Elther party mey requeat speoielly rapid
delivery, ar edditional coplea, of specifio oategories of raw traffle, and
each shall endeavour to meet thoe needs of the other in thia respect.

2, In ao fer a8 procticsbls row traffic exchanged will be in the
formas contelned In poragrephs 4 - 9 below.

3. The lnclusion of & opse-number in an item of rew trofflc will
not bo decmsd to show evidence of processing for Cammmloetion Intelligemcs
purposes, and tharefare the mobterial may satlll be olossified "OConfidential".
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