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. 
Tams to be used, 

Principles of u.s.-British Conmunioation Intollt .. 
genoe Security and Dissemination. 

Designation of Interoept Targets. 

Co-ordination of Tro.tfio :a..na.'lJPsie and Exchange of 
Tra.ffio A.na.lysia Ma.ter1tl. 

Co-ordination of and E::mha.nge of Information on 
C~i.s and .1..ssooi.a.ted Teobnlquea, 

Exohange ~f Corm:mnioa.t1.on Intelligence a.nd Co­
ord1na.tion in TrB.DBlat1on. 

Exchange of Collateral llatertal. 

Oomint Cammunioa.t1ons. 

L!..e.uon and Cha.en.els of Exchange. 

Interpretation of Certain Provis1ons cf the U.S .... 
Brl t1sh Canint ..lgreement. 

Ai;rroement fgr u. r·-Bri tieh oolla:boration in the 
.·I _plain text field. 

Exchange of Intoma.tion on Int.eroept .Equ1IJD8nt, 
FaoUlt1es, Produot1on, Reeearoh and Devel.opnent, 

I 

Exchange of' Raw Material a.nd Btanda.rd1sa.tion of 
Raw Mn.ter1.nl Format. 

Interim Corn.int Emergency Plan. 
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15th - 26tb. J Lll,y, 1948 

1. The :following &.IT8.tlg8ments governing the aolla.boration be~n 'the 
U. 8, and British Oanint Agenoies have been agreed between usom and LSIB 
in bnplementa.tiol:l ot and as Appendioee to tbfl u. s. - British Can.int · 
Agreement ot 5th Karch, 1946. 

2. None of theso arrangements shs.11 be oonstru.ed as oontre.vening e.riy 
ala.uses of that agreement but aba.11 take effaot within the eoope and 
limitations established thereby 

3. The objeot of these arrangements is to enauro that m.u:1mum advan­
tage is obtained from hbe oanbined. available personnel 8.Dd taoilit:Les ot 
both pe.rt;ies. 

4. In aooordanoe with tbese arrangements, eaah party will oontinue to 
make available to the otbor, oontinuoualy, currently, and without request, 
all. rfl.'i! traff'io,· Canint 1teme and teobnioal matter a.oqu.ired or prodLUJed1 
and e.l.'l. pertinent inf'orma.tion oonoerning its aotiv1tiee 1 . priorities and 
f'a.oilities, both present a.na planned, subject only ta the proviso oon .. 
tained 1n pe.ragra.1pbs 3(b) s.M 4(b) of' the U.S ... l3ritiah Comit:lt Agreement. 

5. In addition, ea.oh party liill oontinue to maintain lia.isoll personoel 
at tb.e aget:iey or a.genoies of the other party. 

6. The two parties will oootinue to ef'fect such standardisation .. . 
e.g. of teoruuoaJ. tenn:i.nology, la.yout, prooedure and orge.nieation .. a.a 
ma, 'be possible. 

7. By the oloae oollaboration thus established, and by means ot suagest-
ioc, agreement, and e.rr8JJ8emetit a.s to ob.anges to be made, the two parties 
will oont1c.u.e "to ef'feot elimination of unneaeesary duplication in ord.er to 
ensure the maxim.um exploitation of foreign oolmllU.Oioa.tions, However, the 
aot1v1t1es undertaken by each party must be ba.aioa.lly suited to its own 
needs o.nd thereto.re nei th.er is in e. poe 1 ti on to a.ooept any f'ormal. and fixed 
oamnitmetrts for the allooa.tion of apeoifio tasks to their respective ageaaiee. 
Bu.ch an allooa.tion would prevent the shifting of emphasis to tasks llhioh 
tholSe agencies 'may thBmsleves wish to undertake or llhiah they may be required 
to undertake by the oonsamers of their product. But it iB agreed t~t a.n 
illf'ormal and flexible allocation of ta.ales, subject to alteration by either 
party at neod and sometimes withou.t prior notifioation, iB poaaibl~ and 
desiro.ble; that where one party aooepte the inf'o.mal. e.llooation of a, 
apeoifio task it rtll, as a JI18.tter of highest priorityJ uake available to 
the other party the end-produote of that taalc· thatJ if tbe party 'lfhioh 
8.Claepts an inf'ortllal allocation is oompelled to relinquiah it 1 it will 
inform tba other party as soon as possible; at:ld that, in the ewnt of 
ei th.er party gi vi cg up a. task: to the other, fSVery endeavour will be made by . 
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the surrendorins party to maintain its intcroopt oovcra.ec on the 
task surr<mderOO. if that party hna bocn obtaining mU.que ma.tori.al. 

a. Each party may ea.11 upon the othor for assiata..nco \lhcn nccosea.ry 
an:! euoh rcquosta trill be r.ct uh.cn.cvcr :pra.ctioo.blc. 

9. Although procrcss b.a.a been na.dc :iJ1. the :pro~ian ot e.dsqu.a.to 
Com.int tclccammuniootion fncilitios, it ie a gl"Ocd that each party '7il1 
contimlo to k~op under rovicm this, nJ'1d tha Elasocia tcd problom of 
saf'e hand routos for the pe.ssngc of' Comint ma.tcrio.l of ll.11 ld..nds, 
and TI'ill take all rco.sonablc stcpa t.crun.rd.s further improvcrncmt. 

10. Tho tno parties ha.vo foreseen '.;ho nocd 'for joint emorgency 
pl..a.N, raney to bo put mto opcro.tion Q. t or bofarc ap. outbron.k: of_ 
ho et ill tic a m th a. th:ixd pe.rty. 

::U.. Ea.ah party Tdll provid.o the other ":tlth tno or more oopias of a.ll 
reports znentioncd in tho follm~ D.J>!'Ciidices D.ld of euoh-1.iko doaumtmts. 

' 12. All arrangOt11an te a.ro 'D ubjoot to ravim:T and to modifi~ ti on by 
&gr00lJ1Q?1.'t. • . 

]J, Those ~~ts rill bccCX!lC c.f':"octivo on 8.pprova.l by USCIB 
and lSIB, in a.ccordnncc "ili.th ~o.ph l2 of tha U. s. - British . 
Comint Agroemont. 

14. In Annex A to thie- !l:rtroducti.Dn arc li..etod those items 11hioh 
for e.n:y reason ha.vc not boon resolved and on l1hich o. rurthor o~hengo 
of 1doa.s is conai.dorod dosire.bla. -

l5. Annex B to t:b.is Introduction shmra bm tho Appcrdiacs to 
the U.S ... British Cor.munication Intolligonoo .A.3roamcnt, e.s produbod 
at th.a U,S. - British Tochnical Cozl:f'oronco of lie.rah, 1946, M.vo bocm 
ratified. or supcreod.cd by tho J..ppond.iooa n.grood a.t t~o 1948 TcchniOl>.l 
Conforcmoo, a.rd much of tho btt~r aro ncv • 

.... 
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INTR~ION 

ANNE .. -X: A 

1.. Tho follom:ng ia a liet of itruns uhich for 8l'\Y reasons ha.V'e 
nDt been roaolv~ e..t the 1948 U.S. - British Teahnioal Com.int Coni'~ronce 
anl on \"lh.ioh acme f'urthor .ex.cha.:ngo of ideas be"Wecn the ~ pu-tics. 
might bo f'::rui t:f'ul, 

.2.. Stand.a.rdieation of ra,-, ma tcrl.al format. 

(e.) Tho oxnct detail of tho Bxhibits to be in.olud.ed. mth 
A~. 

(b) A sa.tisfh.ctory iIICtil.Od of cx.c~ing rav trQ.:f'f'io Tihere an 
exact bani .... for-b.c.nd. reproduction over a. oontinuou& run 
is required. 

( c) ~ elimina:tion of ool1JllU1).ice. tion diffiaultioa in exolla.nsfns 
tra.:Ni.c in non-s ta.nda.rd ood.c s. 

3. Ravllion of T/A notations and oxoha.ngo of T/A infcnnation.. -
(a.) 

(b) 

(o) 

(d) 

(e) 

Tho i'inaJ. i'onn of' the ol~t to be used to d.ca:tgna.te 
service or function in an ITA oaso-numbar, 

The axaot position in an Ill oa.se~mmibor cf tho latter 
denoting omission typo. 

Tho uea al terms or symbols to indicate the validity of 
T/A inferonc c a.nl reconstruction, 

'tcto uae o:£ stonia.rd:ised nnmoa to doscribe T/A ol~e suoh 
a.a cmiasion-eyatcme, calleign-syatcms, proooo:ure aocies 
otcetCU'a, 

~ooif'ic nomenclature for traf'fic typos. . 
Vision of Status Rqporto· ID.th apeoif'ic objectives, 

Di.viaion of present Intorim Report sarlos. 

Items H, I e..nd J, ta~olcd by LSIC for d.i.scu.ssion e..t the Conferenoa · 
but the prapos.e.ls of 'Which th~ rcyrcsontQ.tivce of th.e U.S. Comint Agencies 
had no a.uthor:lty to ~oe rlthout rei'cre:nc~ ba.ak to· their Agencies. ' 

5. ~ of ond--;>z:OOucts by- radio. 

Item L, tabled by LSIC for discus a ion a. t the Conference but 
"R'ithd.ra-gn from the Agenda a.:f'tcr a statar:nent of the British proposals, 
ID.th the intention that it should be handl.00. direot bot.men the Ooord.iliator 
of ~oint Opore.tione, U, s. Agoncics, an:l the Director, LSJ:C. 



• .. 2 .. 

6. stand.ardisation of' toclmica.l rndio nomcnola.turo. 
Mure pliiiS for intoroaption Ql':d tre..inin;; o£ operaton!. 
lliiBon in IJ3M nnd Rill 'f ic ld.s. 
R.C1vicm of agreed "atylo Md.-J.ayout 11 '\rl. tb partU!ular ref'cr~e 
to uso of va.lidity--grniiinga. ~ ' 
Closer co-onora.tion in eguivo..lcnte and a.bbrcv:iAtiona. 

Items D, C.(3), U, 0 and P, ta.bled by I.SIC but; not a.ooeiitod by 
USCIB for discussion at the Oon:f'cronce • 

• 
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The f'ollDRing tabulations shew how the .i1ppendioes to the U.B.­
Br1t1sh Oomint J.gree.ment, as produced at the U.S. -British Teohn1cal 
Oont'erenoe of 19~, have been ratified or superoeded by th.a .i.ppend1oes 
agreed o.t the 1948 Teohnioal Con:t'ei~noe, and whioh of the latter are 
new: 

Table I 

A 

(~azma to be used) 

B 
(Pr1.1¥J 1..ples of Seouri cy 
and Dissemination) 

a 
(Oolleotion and .lhnhange 
Of :Raw Jlaterial) 

D ......... _ 

(Oo-orditiAt~on of and 
Emhat'lg6 of inf'~on 
on T/A, D/P andL._J 

E 
(Oo-ord1nat1on of and 
e:mhange ot WD2'mB..tion 
on oryptana.J.ys 1s) 

F 

G 

(.Emhange of Can1nt and 
oo-ord1na.t1.on 1n tra.ns­
la t1on) 

(Exohacge o£ oolla.teral 
material) 

H 
'(Camint onrmnnnloa.tions) 

Revised in l94B ,Uppend1x B. 

Paragraphs l-3 (lhxlhange of 1nt'omat1on on 
interoept1on faoilities) superoeded by 1948 
Jippend1x L. 
Paragraphs 4-1.3 (D1viston of 1nteroept1on 
tasks and of see..roh prograJI1DSs1 e.nJhe.nge of 
reports etoetera.) revised am transferred 
to 1948 .. ..ppend1x D. 
Parag:ral1ha l.lv-19 (Des16Jl&t1on of intercept 
targets) revised 1n 194.8 J.i.ppendt.x. c. 
Paragraphs 2D-33 (Exchal'Jge of raw tx'af'fio 
ana etan.d11rdisation of raw material fo:nnat) 
superoeded by 194.8 .dppondix K. 

Revised in 194.8 i.ppendi.% D. 

.Revised in 194.8 ~pendi.x E. 

:Hevieeu 1n 194.8 ~pen.di% "II. 

Uachanged. 

Revised in l94B ..:..ppendix R. 
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I 
(Lta1son an.a oha.nnele 
of a:xobange) 

J 
(Intarpl'etation o~ 
oert&in provisions of 
.....gre8Jllent) · 

Table n 

l~ @pend1oes 

K 
Oolla:borat1oti. 1c. 

~---:---..,.........,~..-~~ plain 
tozt t1eld 

L 
(E:mhanae of itlfoma­
tion on intercept 
equtpmant fao111ties 
etcetera.) 

M' 
(Exoba~e of rml 

mA terial and B tanda.r-­
d iaa t!on 0:£ raw 
material fol:1nat) 

N 
(Interim l!biargeooy 
Plan) 

OO'RODID.rION 

- 2 ..,, 

Revised in 1948 ~pendll: I. 

Unohe.nged. 

Suhjeot matter not covered by 1946 
l.ppo M f.o OB• 

Rsvtsioh of par~hs 1~3 of 1946 
~panai% o. 

RBvision of paragrapha a:>-33 of 1946 
Appendix Ge 

Subjeot .mattC3r not oovered by 194-6 
.i..ppeD£11.oes, 

11~o~Pt-----4SHEHC~R~ETT---'9 
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a. 

9. 
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CBANNEL: A unit c..r eulHlivieion of a oiroui t rill be known aa e. channel. 

CrnctJIT: A teleocmmmicatiams ayetem between two po1nte will be known as 
a oirouit. 

CQMIM ITBX: A:ey item of Speoia.l Intelligeuoe or of Traffio Intelligence 
wh!Oli !e Cliatrlbut 00. or released. by a OOMnfl' aeell.CJY will be lmCWl:l. as a 
OOMINT It.em. 

COKINTstl!: A BUJI1I1Ary at, c~tary based an rela. ted COMINT items• whioh 
may interpret those items in the light of one anotMr or of ~o:rma.tion 
tran otbe:r aouroes , will be known as a. OOMIN'rSml. 

CCllMENT: Infonnation appended to COMINT items either in emendation or 
&l'UQidation, ot- 1n expansion of the izltorma:tion contained therein, will be 
known e.s a. ocmment. 

:J::XOOR?Pr ~ A foreign ommnm-l oa tion which has passed through tbB ate.gee of 
~is and. daaxyptian and is in its origiDal language prior to 
trans lA ti.an will be lcn.awn. aa a dc.lcrypt. 

:OIGRA.m.: A two ahara.cter g;roup \7111 be k:ncmn e.a a. dimph. 

EX'IRAOT: A translation in part ar.J.y of o.. decrn;>t or plain te:xt will be 
li:Dmm as an art re.ot. 

~: A. statement of the eeeential substance of a. deorypt or plain text 
elt' an a.bridged version of e. trnnsla~d text ar ext:raot m.11 be known 
a..s a siat, 

:tpiA.DING 1 Coomu:nioa.ticm instrUDtions for the deli very of a foreign 
OOJ1Jmm1cn.tion• such as oe.ll-si.goe 1 aerial numbers, external ad.dresses, 
dell:ve:cy ins truotrl.ona, ind.ioa tions of priority• group oounte • d.a. te/ time 
r-t orig:1J:l1 etoetera, l'lill be known as a. ho&.d:1.AS• 

LANGUAGE ~~: A word or phraso and 1 ts proposed. or agreed 
re?ldering en a.s found in a Supplemental Glossai:y will bo kn.awn M 

a Languye Egui valent. 

~ TEX!r 1 An unen.or.ypted foreign oommmioation. will be known e.s a. pJ.p.n 

-
J:OSITION: The total assembl.a.go of equip::1113nt used aa a. unit for an inter­
ception or tre.nsoript;l.on p..u-poae w1J..l be known ea a posi ti.on. 

SCANlilNG: The process of e.xamining deorypte or plain texts to determine 
i:t tbeY shall be iss'Ufld iun, if so1 :in uha.t form and Trl. th what priori.cy, 
will be lcn.olm as ecamd.ns. 

sumJ!MBNTAL GLOSSARY: A list prepared. by a. CCKINT agency oontaining the 
:proposed or agreed renderings in English of words or pbra.ses ..mioh,. though 
appearing in Standard. Diotionari.os~ bo.ve a.d.d.itional meanings not gi'V'en in 
tbose diotioiiariest and <:r£ uords or phrases of Vihich the meenings a.re not 
to be found in a Standani Dioilonary, ilill be known as a Supp.18!Wnta.l Gloesar;y. 
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mANSL.ATZD TEXTs A tronsl.2-tion of o. decrypt or plo.in terl Vlill be 
kiWrnl a.s n tro.nsla tod toxt .. 

17 • . ~TOR'S NOTE: A romD.rk or rccnrks 3.d.dod. to a translo.tod text. 
exact or gist by the t:ra.nsl.ntar, in e~ion, c~fico.tian or 
annotation of his rondoring elf tho text, ~11 bo kncxm. ae n. trana­
~tor• s note. 

(It differs from a 11 Camnent'1 in that it shou1d not boar upon the 
Intel ligen.ce i.mplioa tioru; cf tho t-ext) • 
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APPENDIX B 
==--==--==-

HUNCIPLES OF U,S, - BRITISH COMMUNICATION 
nrny,r.IGENPR SEQUBITY AND DISS*fNlTION 

l. !base prlnoiples shall be tM basis of all regulations f'or the 
qourity and d.isBemina.tion of Co.mn.micnt:lon Intelligenco ~sswd by or 

\ \mder the autborlv of lJSOIB or LSIB and other a.ppropria.te officials of 

\. ::~v:., 0 in ~~~~ : r:~~ar~ ~~' l"Og\P 

\ Agenoies, Departments and Ministrlos to wham tmy o.re desigced to apply, 
\ but all shall be in accord v.l. th these basis prinoiple s in BVGr.Y respeot. 
\ To ensure UDitorm intorprotation of what ocmstitutee suoh accord, each 
\\ party ahall :t'onra.rd all suoh regulatiOJlB to the other for intcmna.tion. 

2, It is recognised tha.t 1 while the follow:ing prinoiplcs are in 
', gemral of universal a.pplloatian, oort.tl.n of those pr:imn.ril\Y applicnbla 
\, to pe.aoetime mu.et be IlO<li!'ied in tino of wnr or omerge:cay 1 to ansure that 
\ tbe mwr1 num opernt:1anal bonef1 t cansistont with soauri ~ is derived trcm the 
\,ource. Provision is tlll.de hereunder for th.G neoosao.r,y IlOdif'i.oations. In 
\time of war or emergency, or cxcoptiono.1J,y as agreed by USCIB c.%ld LSIB, 
:Ebar~ Rega.lo. tians ecboeying tho cnorgonoy :pr:inDiploe oon ta.inad bereUi 
~hall be brougbt into force by tho rcspootiw parties. 

pm?m'IOlfS AliD CAp'IGORIES 

3. Ccmmmication Intolll8Plloo (C<MINT) is the nm:10 given to products 
de~ved from tb9 ir01'k ot agenoios 1 the oporatians o:f miiah are oo-ord.1-
na:t;ed by USCIB and LSIB and muoh study radio transnrlasions and othor 
~1 ae.ticms not ariginAtod. by Unitod Sto.tos or Br1 tish mthoriti0s, 
The\ terms 01'!!lD'm1 oa. ti an In toll.igence ( COMIN'l) end Sf.s;ne..l IntelliseMe 
(BIGOO) a.re a;,monymoua. Cam:nmioe.tion Intolligenoo is ctlvid.od into two 
oa:W~orles 1 as f'ollcnnu-

\ (a.) Bi>ecia.1 ~t.olligonco. 
, (b) ~tio IntBJJigcnco. 

\ 
; 

Speoial In toll.igenoe 1s 

\ (a.) t1la t Ocm:ttlt1i ca t:lon In telligellO"e which rosul ts tran: -

(i) the daox:yptian of torls in whole or in part (e::mept as 
prortd.ed in po.ro.. 5 (b) be~ 
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(iv) the interception of oerta.in cypes of tranmnieaian ae Jn8\f" 
be specified by uscm em I.SIB; 

( v) pln.in ta:rl8 a.a pr-ovi~d. in pe..ra. 6 'bel05l; 

(b) ~t Trafflo Intolligon.oe wtU.oh1.-

(i) clear~ ref'l.acta the use o£ Bpecia1 Intelligonoo or 

(i1) is, in tbs OMO of _individual. items, epecifically upgrac1ed 
to Speoia.l. Intelligence by either party j;f it ia oonsid.ered 
that i te content is suoh a.s to warrant this aoticm.. 

5. Trnffio Into~oe ie tbo.t Carmnmioatiac Intolli~e whioh· 
results from:• 

(n) the st"ud3' ~ procedure eigna.l.a, call signs, meeSllge/ hruid.,nge, 
J)/P boa.rings am other extorna).a of omrmmtoa.tion.sf (exoept ~ 
provid.6d. in para. 4(a)(iil) abow); · 

(b) the decrypticm. ot the wolo or pnrts of ~ntiOllf'I in 
coats or ~re o£ aucll ~ securi t;y grad.ins tha. ~ they a.re 
epecifioally Olasaed OB Traffic Intolligorice by tJSC!B and 
LSIB; o:r ,.. 

. . 

Traffic Intelligence ehall be d.Bsignnted by.· a eepars.te cod.oword .agreed 
on from thne to t:!.J:J.e by USOil3 and LSIB. / 

6. Carmunication Int~lligonao diiriwd. free pl,ain .·te:rts (inoludin.g 
P/T) m83' be olAeaed by USCIB end r,a:r:B as oither Spaoial Intelligence er 
Traffic Intelligenoo acoo.roing to +.ho noeda .of'.·ei ther a:nd :prcfurnbly 
e.fter agreea:int betmttm them, ex.Oept that·, in ~ of emergency-, 
pl.A.in texts derived :t'rcm taa~al .A.,nned Foroee oiroui ts shall 'be trea. tad 
as 'rraf"f'io Intelligonoa. / · 

,'/ 

·'.'./·. 
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-
7. In time of war or emergetloy, or exceptionally e.s a.greed by uscm 
atld ISIB, the Tre.ttio Intelligence category ns defined iti parngraph 5 
above shall be e.xtellddd to inolude tho products of certain field and 
medium-grade cyphers whioh shn.11 l5e dCJ\7D.gI'aded from Special Intelligence; 
and, if' required, Trai"t'io Intelligence may then be su.bcllvided into 
separate oe.tegories in order to permit to.otioal Oamnunioo.tiol:l Intelli­
genoe (the compromise of whioh would not endanger the more important 
souroes) to be disseminated to special agencies and lower eobelons of' 
t~ /ll'IIl:ed Foroes. In order to prepare f'or this oontingenoy, mutUAlly 
agreed lists shall be prep~ a.nd maintained in current status by usc:m 
8Jld LSIB to indicate wbioh field and medit.lm--grade cyphers fall within 
the provisions of tbis paragraph. In the evont that it is found neoel!Bary 
to subdivide Traffic Intelligence a.a contemplated above, it mey be 
necessary to instit~to an o.dditional Traffic Dltell.igenoe codeword to 
permit differentiation in the dissemination of the products of medium-
a.nd low-ogre.de cyphers. 

~ ?RINOJPiiES OF SEOU'RITY .lJIID DI.35EildJN...TIDN 

8. Tho value of Communioation Intelligenoe in l1ar and in peace cannot 
be over-estima.ted; oonserve.t:t.on of th.e source is o£ supreme impOl"tanCJ1'. 
It 1a eaaent1al1 therefore, that the disaemitiation aooorded to all 
related or resultant iofcrmation be atriotJs oontrollsd a.nd l:lmited. 
Tb.e pbjyaioal security of relc.ted doclltlents is not alone suffioiont; it. 
:Ls essential that ell reference to its existence either direct or in­
direct be a.voided except omong those to whoci. the knowledge is neoeese.ry 
for the proper performance of their duties. The time limit for the safe­
guarding of Conmunioation Intellig~noe never expires. 

9, Every effort sbal.l be ma.de to ensure that, unless epeoia1 authority 
is given:-

(a.) In time of peace, no person who is a current recipient of 
Special Intelligence or who is engaged in its produation shall 
be assigned to or be eogaged in nativities \?bioh might reason­
ably be expeoted to pl.a.ca him in n. position w~re be might be 
foroed. to submit to questioning by a. tbird po.rty; 

(b) In time of wnr or in a state of emergency, no person who is 
a. current recipient of Special. Intelligence or who is engaged 
in its produotion sha.11 be oommitted to n. ba:za.rdous under­
takins which. migb.t subject bim to oo.pture by the el:lelizy or a 
t bird pc.rty. 

It is oonsidered, on o. basis o:f present oommunioe.tiol:lS teohniqu.es, 
that e. person who has ceased to be a. recipient or produoor o£ Commun­
ication Intelligence should aot bd so assigt10d or oommittod before the 
elapse of a period of ono year in the oase of Speoial Intelligenoe, or 
of three imnths in the 0£1Se of Tre.ffio Intelligenae. 

tOP SECl!T 
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JD. It 18 of the utmost iI?rportanoe that ocmplete and absolute ailenoe 
on all Commm cation Intelligence matters be ma.:1.ntained by tb.oae who have 
evel' bean connected with the OOl'lmU?lioation Intelligcmce organisation, 
and by all ind.irtduAl reoipients of Oammmication Intelligence, whether 
past or present, unless they ore freed fran this obligation by unmistake­
able am oa.tegorical order of propor e.uthorit;y as ahs.11 be d.esigna.ted by 
the ree:pootive parties. If' at 8.IliY time indisc.reet ma.ttor referring to 
Ommnn1 oa.tion Intel11gcnce ie broa.doo.at or published., even by prami.nent people, 
this does not !Tee those othor persona wo are, or have ever been, produoere 
or reoipients of Commmfoation Intelligonoo frcm mainV:d.ning absolute 
silence, e.nd speois.1 preoe.utiona J:!EY ha.vs to be taken. 

11. In time of war, the f'ull value of Ccmnunlcation Intelligence 
cannot be realised tmlees opern.tiano.l use is ma.dB of 1 t. Hawevor, before 
the decision is ma.de to toke action baaed on Ccmm.micatian Intelligence, 
studied effort shall be JJE.d.e .to ensure tba.t such a.otian eannot be attri­
buted. to thJ.s sou.roe o.lone. In every caeo, milese completely impraoti­
oable, a.ot:lan against a speo1:fic targot revealed by Ccvmmmicatian 
I.ntelligenae ehell. be preoed.ed by e.pproprla.te reconnAissance or other 
suitable cover to wh.ioh the enecy oan rea.aonal:lly be e:peoted to attribute 
the aoticm. Any e.otian taken in the absence of suoh safeguards must be 
oansidered in the light of the possibili cy ~ ocmpromising the souroe. 
The ertent of military advantage to be gained must bo vreighed oerefully 
agafoat the risk of losing the pa.rtioula.r source and related Ccmmunioa.­
tion Intelligence eouroes and a.gainst the etteot of such a. lose on 
other COIIDIAl'lds and an future opere.tions. Only after it has been deo:!.ded 
that the overall mili.te.ry aavan.tage to be gained cl.early outveighs the 
.irretrievablo loas wbioh wouJ.d probably result :from a. Octlpromise of the source 
ahould. aotion be taken in the absence of Buitfl.ble cowr. 

12. \1hen action as oontemplatocl in para. 11 £Wove is :f'ino.lly ordered, 
po.rticular oare shall be taken an all oocnsions to anaure that personnel 
who IIlll\Y become engaged with the enem;y in the courso of such nction a.re 
given only tba min1rnnn information, m th no unn~cessary- detail. 

13. In time of pe1J.Oe the principle that tho conservation of Ccmnu­
nioation Intelligence aouroee ia n paramount oonaidcration ntteoting any 
action tekon in the light of Commmioo.tian Intelligence shall be 
~ upheld. 

U.. The prlli.ciple ot dissemlne.tiac. is 00.Sed on :1 tho need to know". 
Ea.oh item of Cacrmm1cat1on Intelligonoe shnJ.l thereforG be made known. 
onii to those llldividue.ls who require it in tm porfOX'lntlnOe of their 
duties and who have been approp:?:io.tely indootrina.tod. Every effort 
shel.l be made to restriot tha IJUrlber of indoctrinated persais to an 
absolute m:f.n:1mum. 

~1~o~P-1-S~ECC~R~EIT--CI 
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15. Any Intelligenoe inolud1.?lB in whole or in part 1 tams from 
Ooomun1oe.t1on IntelH enoe souroes 1s to be handled in aooordanoe with 
these regulations~- -

16. No national of one party shall be perm1.tted a.ooese to the other 
party's Oanint a.geno1.es or to the produota, or knowledge of. the ex1s­
tetl0e thereof" t unless he be approved by h1.s parent agenoy or Board aod 
be proper4' indootrinated. · 

17· It ls reoognised that both parti~s will ~educe Speo1al Intelli­
gence whioh by virtue of its souroe or content will require e.meptional 
safeguards and "R"hioh should therefore be 11.mitE:td striotly in d1ssemi­
na.t1on. Suoh Speotal"Intelligenoe will f'a.11 into two oategor!.es :• 

(a.) Indiv1.dUAl 1 tems \7hloh must be restriated 1n dissemination 
to the highest level only. The prooedure in suoh oases 
will be a.a prescribed ln para. 22 below. 

(b) Pa.rti.oul.ar olaeses of Can1nt which :I. t is necessary to 
restrict to llmi tacl oatec;ories of personnel. Such a al.ass 
may 'ff'ith the consent of USJIB or LSIB a.s approprlate, be 
indioated by an ~ed subsidiary ooderrord. . 

It 1s for the originating party to request that the other party should 
a.:f'.ford similarly restr1oted u1str1but1on to suoh individual 1.tems or 
olasses of Ocmmuntoation Intelltgenoe. 

18. Exoept in oo.tegoriea and 1.nil1v1.dual oases aareed upon f'rcm 
time to time by USCIB a.nd LBIB, personnel to be 1ndootr1.nateo aa 
reo1plenta of Communication Intelligen.oe ar assigned to Conmun1oat1on 
Intelllgenoe duties shall be the aubjeots of special seouri ty enquiries. 
However, 1.n t1me of mir or emergency, exceptional oooe.s1ons moy ar:tse 
when it is oons1dered essential for an in.diviuual to take up h1s duties 
before the speo1a.l seourt cy- enquiries c...:tn be oompleted. In suah oases, 
the person oonoer~a ~be suitably in.dootrina.ted on the authority 
ot suoh senior offloers or off ioials as are designated by the respeo­
t1ve parties. In ell such oaees, steps shall be taken to ensure the.t 
speoial seour1ty enqu.:lr1es are· oam.plett.u as soon as posa1.ble e:f'ter 
indootr1.nat1.on. 

l9. UOOIB and LSIB shall mai.nta.1.n OOOlplete 11ats of persotu! 
o'12"rent~ tndootrl.na.ted for Speoie.l Intelligence 1n their respeotive 
Goverz:ments. 

.....T~OMP~SHEHC~R~E y,.---,. 
--- _ ... - ~ 
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20. UbCIB M.d LSIB shall keep eaoh other fully informed of the 
Departments, Mintstries, J..gencies, Offioes, Haa.ilqu.a.rters and Comnaruls 

. reaetving Speoial Intelliaenoe a.nu of the approxime.ta nur.iber of indoo­
\ .. trinated parsons in eaoh. 

2:'l.. Cammuntoati.on Intelltcunce shall never under aey otroumstarioes 
or· .. i.n any form be c1i.sseJT1.tna tea to any Mim.atry, Department, • .genoy, 
Org~nisati.on, Office, or i.ndivi~UL\l fron m-iich or from whom it might 
reasonably be expeoted to fLnd its ~a.y, OffioialJ.y Or e.xtrn-offiolally, 
lnto \.:the poeaessi.on of any person or group tt'ho oould uae l. t for 
orn::meroie.1. competition or comr!flroial gain or a.Uvantage. 

':. \ 
·,·, 22. Soe.01a.l Intelligence. Speo1al Intelltgence is clllllaifled TOP 
\\ SBXJREI', Th,e worda TOP SEOREr and the appropriate codeword shall appear 

._ .. on. every sh~et of paper whi.ch contains 1 or d i.aoloaea the e:nstanoe of, 
·, ,, th'l.s claas o~ Cmmnunl.oation Intell1geroe. This rul.e appll.ea tu rna.ps and 
\\ \'• oh.arts on vm1bh are lotted data o.nd 1nformation derived from S cW 
\\ Intelli. en.oe. · 

n order o 1nd1ca e 
speoially limit.ad llissemination rvferred to in po.rn. l7(n.) above has 
been apl)lied, either party will preftx the Speoi.al Intell1genae oodaword 
rl th the \rord 11 Speo ial 11 • 

23. Tra.ffto Intelligenoe. Tra.f'fto Intell:i.genoa is olasai.f~ea SOORFlr. 
The word SECR.Er and the Tral'flo Intelligenoe oodeword shall appear on 

O'G:a.:"........... every sheet of paper whioh oontai.na or rh.aoloeee the enstenoe of this 
EO 1. 4. ( c):"" '"oie.ss .. o.t Co.mmunioati.on Intell13ence, unlesa TOP SECRRr and the approp­
EO 1. 4. (d) rie:te Speo·re.l· -Int.e!;!;.ligenoe ooilowo.x-.~ appear on the salilc sheet. This rule 

applies to maps and , on.'~;rts ..... OO.,~~l.Oh ,.e..I~nl.o..:t.t.a.d_da:t.£i.....ll.J!ld.....l..llfJ2lll~Ll.!tn... __ ~ 
derived from Tra.ffio Intelli cnci'cl:.-· 

24.. Coaeworils. Th~ Speoi.al Int~lheence and Traff1a In.telllgenoa 
codewords used as such bear the TOP s:IDREI' anc1 SEORfil' olass1f1oation 
respeotlvely. These code\i'Orda ana their i.mpl1oations shal.l not be 
ma.de known to non-1ndootrinat~a peraona1 nor ah.all these oodeirords 
be Wied i.n their oodeoord sense i.n the prasenoc of non-indootr>.no. ted 
~raona. 

I 

25. Teahntcal Matter. Teoh~ic-l ma.tter appertaining to the pro-
duction of Special Intelligence is nontll\lly olnae1£ied TOP SEXJREir and 
designated by the appropriate oodl;)rrori), Teohm.oa.l. ruo. tter appertaining 
to the produatl.on of Trai'f'Lo Intelllgenae LB normally ola.ssified 
Sl!XJREI' and deeignllted by the Tr~io Intell~gell.Oe codeword. The 
appropriate olaasi.fi.oatlon £1.nU cot1Bl10rd shall appear on every sheet 

TOP SECRET 
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of pl.per wioh contc.i.na o~ diacloaos the oxistonco of suah teohni.oa.l 
ma.tter. The o.ppropriAto cod.C'\7Crd. ahnll bo cncryptod in tho toxt of 
erv~ry encrypted doapa.toh. (aiaruil) conv~ suoh techrdcal ~ttar and 
sh&ll appe[U' 1n p1n.in 1.!lnguago c.t the hcc..d. of tho d.ooryptod wrsion. 

26. Ral7 Trn.ffio. Rau trnfiic (1.0. int~rooptcd trnfi'io .shcrring no 
e'Videnoe of procGi!Bing for C~ation Intollf8cnoo purpoaca) is 
nonm.lly ola&si:fiod CONFJDENTllL, except .-hero o. hl.ghor classifiootion 
i.s ~tunlly agreed upon. · 

'Z'/. Tc:ch.nioa.l suoooss, Comc:n.mioa tione omong cognizant 0£.fioi.al.e 
of tho Bri tiab o.r.d U. s. Govcrmnonta ..nioh rovec..l o.ctuo.l sucoc es 1 progress 
or prooessos in tho production of ~ial Intcllisonoc ar Trat:f'ic !ntQlli­
gence in epeoitio instAncce or i'iow shn.11 benr the o.pprop:M.Ate oodeword 
des1gna.t1.ons oven though they do not th.amscl'IOe rcrvea.l Cotm.unioa.tion 
IntB lligenee a.s such.. 

28. Documonta. Excapt c.a 1luplicitl3' inV'Olvcd. in the operation of 
pan.gx-apha! 15 o.'bovo e.nd. 29 ( n.) be~, doctDnent s oontnining Conmunica t 1.on 
Int~lligGnce o.l'.ld tcchn1cc.l matter sho.ll rcmn.1.n c:x:olllsivcq in the custody 
of :persons ~ hc.vo been o.ppropr:i.atclJr im.ootrinatod, socure .from exami­
ne. tion by non ... indootrirotod persons. · 

29. Spocio.l Intol.ligopac cna TOl? ~ tocbnioal nE.ttar shall not 
bo trnnsmittod. in pl.Jl.in h.nguagc (unencrypted) o:ic.ocpt n.s :t'oJ..l.rn1e :-

( o.) sea.led, by Mfc-luun ah.D.nncls owr roUtes specifioa..lJ..y 
a.pprovcd. by USOIB or IBIB, Such £Lpprovc.l '11ill. 'be the 
oiooption mere such routoe involve o.ir o:r lam. trnnspori 
over tho tcrritor-J or c.. thi?'d po.r'tJ; 

(b) via complotcly protootcd loca.l ocu:mmfoo.tion eyet01nB 
omlua ivaJ..y into:nul.l to 11..gcnoioa o:r Of'tioca praiuoing or 
utilising Ccmmunic1tian Intclllgonoc of the n.ppropria.to 
oo.togorioa; 

( c) vitl. OO?Dpl~tc )\1 :protactod extcrnll.ll lanllinos only ne 
epooif'ic~ c.pprovcd by USCIB or I.SIB in ca.ob instance. 

30. Trn.f:t'io Intolligcmoo m'.ld SECRET technicnl J¥.ttor sha.ll not be 
tnmami ttod. in ple.in langungo ( unoncryptod.) cn:oopt as f o l..lcmJ : • 

{a.) a.s provid~ in parngro.ph 29 o.bovo; 

(b) by protcctod poata.1 ohannols aver routos &P91"0Ved by 
USCJIB or LSIB. 

31. Raw Trn.ff'io olasai:fioo C01;F~"'TIAL nm ~ toohnic~ 
mo.tter aho..ll. l'\Qt be trOllS.mittad uncmcryptcd. cxo0]1t as tolloml:-

( a.) as provided. in ~phs 29 ond 30 above; 

(b) via external lo.rdlinas only a.a speoifically approved by 
USCD or 1.SIB in oa.ch instmloc; 

(o) in the oa.sc at rau tra.ffio classified GON11'IDENTIA.L o~, 

dC§A.":""••, ... 
the rootriotions on tho convoyQl'l.Oc of CONFIDENTIAL Jna.terio.l 

. over the torritory of n. third pcrty may 'be rel.a.Jood e.t tho 
EO 1 ... 4 ."( C.) 
EO 1. 4. (d) ... 

. ... 
"··· 

· ... ... d.j,scrotion of USCIB or LSIB to nni:(; such trans 
ili · o:r · l.:3Dl. 



OGA 
EO l_. 4. (c) 
EO 1. 4_. (d) 

OGA 
EO 1.4. (c) 

EO 1. 4. (d) 

TOP SECRET -• 16 M q;; c::ed WCI W iii +uiU fd A WWWOlb 
, ..... , rt• 8F'i&I 

.APPENDIX B. 

- 8 

32. Except in o 1.raums to.noef.'I oontempla tad in para.graph l5 above: -

(a.) 

(o) 

EXDEPrIONS 

Special Intelligenoei a.nf, TOP s:ooREr teohn1oal. J:Llltter trans­
m.1. ttea- tn eno:cypteu i'oI'tl sho.11 ba enorypteQ ln speoln.l 
orypto~O.phla ohAnnels or oiphars expressly provided for 
these BUb;lEi·ots. 
Tr3.ffio Intell_iuenoe M.d .s:ioc:mre teohnio:ll matter transmitted 
in enoryptecl fo:r,u shall be anoryptad in ~peoia.l cryptographic 
chn.nnals or c1phftre e~ssly provided for these subjects, 
those listed in pnra. 32( a) nhove, or in the 14hest g:raile 
o:l.pher availa.blo. - __ . 
HO'Wver, in tha case of II or s1.mils.rl,y secure ciphers, 
the tra.nsplission of COlll!D.ln~on Intell1[1an.oe, TOP SEO~ 
and S00RE![I teohnioe.l LJa.ttars a.n.d ra:'il tr<lffio over the S8111f1 

ohannal i.e authorl.aed, provided that suoh ohanDflls az:e 
reserved for th.Bao subjects exclusively. 

33. The gu~dlng pr1no1.plc of tho expression "the need to knoff'1 

shall be rigidly upheld 1 n all o iroU1I1Bto.noes. Hmrever, oerta.1..n lillli tea 
axoe.pt:l.ons from other provi::!l.ons of these prlnoi.ples shall be recognised: 

(a.) 

(b) 

W:l.th the approval of USC:Iil or LSIB di.ssemiMtion need not 
be oon:f'i.nea to in~ootrina.teQ parsons, and tha £1.pPlioable 
oodffifOrd will not be employed in oonDeoti.on wi. th the 
exoha.nge use e.ncl atsaemlna.tion contemplated in the 
follO'R"i.Dg insta.noes:-

( l) Oarta1n w'F fixes aniJ bearin~ graded COlll''IDl!im'I.tJI;4 
( 2) Cex=ta.in o n.+.e :TQTie a e.rul aeries of pla t n text I _- .... I ______ .,.... .. _______________ __. 

miioh T:lllSt be g:raaea o.t lea.st CONFIDENTI..:.L. 
u ·centre engaged in the prouuotion of Crn:;mun1.oat1on Intell1-

--genoe "lf183 1 at the uieoretion of -the Senior Of:f':loer 
ooncerned, ai'ter full oona_ic.lera.tion of' thfl risks involved 
to the source, omit th~ -oia.ssi~i.0£1.tion and the &ppropriate 
ooa~ra from 1. ts vorlCBhaets and si.c:iile.r documents used 
within the Ceo,tre~- or used be'hreen the Cantre and its 
Interoeotion· and D/IP stations in its teohnioa.l ooeratiohS • 
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Am':EX A 

CUSSIFI~I07'1 O!' PIAilJ TEXTS 

With roferonco to pa.re.grari.."1. 6 of ApPcndi.x B to ~ u •. s ... 
British Commmication Intollieonoo Agroamcnt as rovisqd at the 1948 
Tl3chniael. Ccmf'oronoc it 1J! mutUAlly agrocd that tl10 preacn:t !>ee.oetime 
practice mth rage.rd to the grading of pl.a.in texts, including R/T, in 
dissemination to Intelligence recipients is as foll.om: 

2lGA 

(a.) n.11._I ..-----..----..--....---...,...,.-----'ls.ro treated ae Spe,cial 
In.tel:IJ:gence '6j' both liU"tios. 

(b) ,,/tll other plain toxts arc normally treated as Traffic 
' · Int ol.ligonc e b;y I.SIB and an Spc.nie.l Int c 11.1,ganoo by 

USCIB. On oxchango, it is opon to either party to 
/ alter the grad.ilia to coDf'onn \71.th its. mm· pra.ctioo. 

EO 1. 4. (c ) 
EO 1. 4 . (d) 

' 
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ANNEX B 

HANDmr OF OooroNI.DJ,....'"'ION ·m_1EI.UGE'c«1E DISSEJ.ITNATED 
'ro INTERCEl?r ST.A7!0NS 

3. All euoh items of' Tra.ft'ic Intclllgonc-0 dissomi.Da.tod to Intor-
oept stations m.11 tboroforo bear tile O.ppilJpria.to oodcraord am Tiill bo 
pe.aaod. int~ tonn only to llldiv1c~uele e..ppxoprlAtal.;y indoatri.:aa.tod., 

4.. Within tho stdti.ons, hu.rovcr• such items 'lm8 bo further die-
Bemina.tod a.1.t.h tho oodonord omitted to intcrocpt porsonncl not. so 
1.rxlot!tr:f.llO.tod.., fh1.s 1s subJcot to t~ undors~i.ng the. t the prov1 a:i ons 
of po.rngraph 1B of A~ :B regc..l.-ding special .eeourity enquiries 
~pply equo.ll3 ta intaroopt opo!":1tors ns to other :mambcrs of thD Com­
munian. tion Intolligen.oe fnmily, D.?ld tlm. t o.ll uniJ::dootr:l.m ted opera. tore 
BhAll be auite.bly briefed aa to tho eoe¢ty ae:poat of their mxrk. 

5, A.ll othor Cormunioa.tion Intolligcnoo item.a d:1.eeam:inated. to 
Intc.roopt at&tions she.11 bear the appropr:latc ole.ss..itioation and ooda- · 

0

'\70rd a..nd &h.e.11 bo hanil.od in the ma:mior prosc.r:thcd for normal. Intolli­
gan.oo roaipiants. 
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co .. OJIDINATION OF TRAF~TI.: AIULYSIS AND EXCRAIDP' 
OF TRAFFIC A.NA.INSIS ~ 

• 
, . 

l, It uill be the joint objco-tivc of tho pirtiea to ensure that 
tho required. field of trai'fiC" ~-sis problems is covered as thoraugh:cy­
a.a possible but gcmoral rulos cannot bo lo.id do'\"m for the division of · 
T/A responsibility bctrrocn the tuo parties, 

2a With thia objcotivo in vicrrr, unproductive duplication of 
dotll.llod mrk ttlll bo ol.iminD.tod and it is rooogniacd that the boat 
mothod of f'urthoring this procaes of oliruinati_on is to ~o 1.nf'orma.tion 
werover possible in the fozn of pt>..rtly or fu1ly procceeod Imtc~ial. 

3. Publiahcd.. reports on :rrn.£.i'io .Analysis will a.lmys be ma.de 
avail.able to the other party. -

4. Whcro the cxch..illgO of published reports is ina.d.cqua'flo the 
requirements tor a more detailed oxoho.ngo mll be stated. These 
requirements uill be satisfied as far as possible ~ the material . 
being ourrently produced - e.g. uork shc~ta, log diaests, daily di.agre.ms 
and other predigaa-~ed. ma.tcrial - but both parties TI'ill endca.vour to 
meet 8lW additional rBq_uirementa by mod:ii'ying the form or content of 
these ps.rtly-prooossed reports. 

5. Where in a!\Y epeaifio oaae tho e:roh.:i.ngc of ma.tcrie.2 provided., 
for in~. 3 tU'd 4. n.bOV() is ino.dequatc eit...1.er·po.rty my request copiea 
of the unprooeaaed loge or cha..tter shootil. Sua.'1. requests '7i.ll be 
sat:Ulf'ied within the li:aits of tha resources o.VE.d.l..a.hle. 

6. The method of exoh.ruiga in a.11 a:ises cill bo by radio or by 
bs.g according to tho mturG ol'!d urgoncy of thc.t:i1.teris..l. 

7. In arder to fo.cill tc..1;o tile cx.c~'lrulgc of lllltcriEl.l o. degree of 
ataniardisa.tion mll be llimod o..t in the uac of :nn.i::iea "O"r abbrcv-j,Ationa · 
to describe ~/A fe~turoe, o.~., tra.nsmission-aystema, oc..ll-s~ syat~, 
procedure oodcs, trai'i'io types otc. 

B. Tho oothoda used to in:lioato voJid.ity s:10uld b.a e~cd frQm _ 
tl;eir present li.miteC:. e.pplio&:tion -'Go all suite."clc 'i./A...m tcriBJ., so 
that tho uoight of evidence o.ttn.chod to the component olcmonte of Em3' 
T./A conolusion ~be assessed on a cannon basis, 

CO-ORDIF.A!I.'ION OF IN'i'ERCZl?l' COfI'ROL 

9. The objective o:f' 'bot.i.'1. po.rties mll oo to ensure tl'lO.t the 
totnl intercept resources a.vailc..bl.:, arc- usod so as to givo as · ' 
efi'iciont carer o.s is poasiblo tp J.;he uholc field of -il?-i:;croept ~ , 
roqu.ircd by them both. There mll be oo-o.rd.inc. ti on bo-WCon the ·parties 
to eliminate any o.vcid.11.blo duplic~i;ion by contil'll.101.la s~estion as to , 
changes ani by mutual agroe:m.:mt. Sa>nc dt..TPlicc.tion of cover mDy remain 
ncocesary to secure comploto em. aoourc.\o interooption, or for. tro.ini.ng 
purposes, or Tihcrc the arrangci.a.mt l"'or the oxc..'ID.nga of' T./A ird'ormation 
and ra.v ni.torinl oo.nnDt moct both parties 1 requiremonta. 
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10. The be.sis for the c o.nt inuous co-ordin.a.. t ion involved trill be 
an exchange of reports consisting of:-

('i) reports on inte.roept results (montb.ly, or more trequentl,y 
.a.a is required), · 

(ii) lists of ta.aka allotted to ste.ticms (on a monthly ctr 
ueekzy 'ba.si.a 8..8 is required.). 

(ill) Worma.tion on ?Mjor oh.angee in the_ aove.r situation 
( o;r.cha.ngoo by signal). 

CO-ORD™TION OP ~ ON DJr,I....._ _________ __, 
U. In genBral the d;l..Vision of 110rk must fall natu:ra.lly a.caordi.ng 
to the looations 0£ D/F aid intaroapt_stations, and the intercept tasks 
am a e&reh pro gramnes utidertal:an by ca.ch party. -

12. Colla.~tion betff'eon the parties i.n the f icl.d of D/F ahall 
be in the form of; .. , 

( }) ,. roquosts "Crom B.J:f3" agaCJCy cli:reot to ury other for bearlnae 
a..na. £.12Dn on spooii'~ ~ots am 

(il) tho exnhanl:e o£ reeulu. 
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CO-ORDIN,-.TION OF, .Jill EX.CKJUE OF INFOffiL..TIOlf 
ON Cirr.?l'_Ji.t.LYSIS .JiND • ..SS.XL.TED TIDHNIQl.JES 

l. .t.llooatLon of maJor taaks, oonferrinz a one-sided respon.stbil tty, 
is undes 1.ra.ble a!td unpro.ctioa.ble. J1.3 a maLn pr1no tple, however, in 
order that the WLdest possLble Jover of foreign oypher oommunioatiotu1 
be aohleved, parties should exnh.ange proposals for the el:unina.tion of 
·dupl~oation in oases ~here oerta1n po~tLona of a taak or r-alated tasks 
are not being worked In a<ldLtI.on oolll'-boro.tLon between th3 pa.rt1.es 
mll take the fo.nn of SU@esti.on.s and mutual arrangements aa t o the 
undertaking of new ta.aka an.a changes of stntus u1 old. 
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EXCH.~GE OF COMlfllNI.Cld'ION mTEGLIGEHCE 

...JID co-oifu!N.arION IN TR...NBL...1'ION 

l. Decrypts of :foreign oomnunioation.s will not '!'>a exchanged 

• 

be-Ween the U.S. arul British Oomnunioation Intellii:;enoe .J.gecoiesJ 
except as prov1t1ei1 in pa.rng:ra.ph 6 of .k.ppenllix E .or as ~be arranged 
for aeyptanalyt1o or other teohn!.oal reasons, but any deorypt or series 
of deor,ypts '11ill be ma.de available on specific request by one Centre 
to the otharJ 1f not proh1bit1.vely inconvenient. · 

\ 2. Soanni~~ trnnsl.atillg and •>x>hana• of, the material in_the 
I I field is covered in .. '.ppendix K. In other fielda, as 

th8 centres W1 prob&:ll,y be unable to translate all deorypts' . plain 

' 

texts or R/T interoepts 1n full or even in extract, ea.oh \/ill oarr,y 
out a process at scanning suoh as to meet ~ts ~ donmunioation Inte;IJ.1-
genoe raqu1rements. The lia.ison of'f1oers w1ll therefore be free to 
scan this ma.teriD.l to ensure that Ol\Y particular interests of ·their otm. 

party are be1na served. 

3. TransJ..at1.ons will 1Je assUl:!led to be in full unless labelled "gist" 
or n e:xtra.ot" • 

4. If e1. th.er party oonsicltU"e that decryptsJ or plain texts serve 
its intelligenoe neeus without translation, such decrypts, or plain 
terls, "R'ill be regardeu by the other a.a 1f they were translated te:x:ta 
e.nCl their <ncha.nge betffeen the ~enoies V(ill be precisely the same aa 
that of translated texts· and extracts (see para.graph 6 below). It b · 
the intention of eaoh party to limit ~h oases to the minimum. 

5• Otmnents will be clearly distinguishable as suoh and will be 
prefaced by the 'R"Ord 11 oonment". 

6. Unless excepted 1.n Ji.ppend1.x K, all translated texts, axtra.ote~ 
gists (unless excepted by para.graph 7 below), items o:f' Tra!':t'1o IniiQl-
11ijenoe and oomments appended thereto, will be exohansed between the 
U.S. 8.nd British Coomµlication Intell'-flenoe Agencies continuously~ 
ourrentl.y and wi ~t request unless otherwise arranged in speoifio 
1nsta.mes. Such exohange, complete or porttal, will be effected by 
ra.d1o when si>eoifioally requested by the parties ancl in a.ildi tion a. 
oomplete excha13fie vlll be effected ul th tp.e lea.st possible lielay 
through the regular liaison channels. 

-·T~OHP~~s ~E t:;;C;-1RHE~Tr--~• 



7. Gists uhioh aro ma.de by an agency for its ou.n uac but not 
issued uill not be exchanged. but ui.11 be at the d.:1:-aposal of the lio..iBon 
off'ioors \mo .JIRY ask for such decrypts or plain texts o.s ~ be 
required. 

B. All Comintsums uill bi:. cxohangcd bahrecn the producing 
.A.ge:ncios in Washington and I.ondon, moncvnr they c.rc issu.cd. and irl..tho\It 
request. 

9. LSIC mil be the ·cbn.nnel thrOU['b. i7hich all Cacrnm:tca.tion In~e 
itcco produDbB.. by thci othor BrltiM o~~lth Lg.::i·..aioo (..;::Dopt otta"\18.) 1 

Td.11 bo fo:rnardcd to the U.S. Commmication Intolligcnco Agencioe o.nd . 
through muoh the same natcria.la produced by the U.S. CoU!l'JUilication 
Intelligence Agcmcics uill 1"e i'orrmz:d,cd, uh.en.over appropriate, to other 
British Comnonunalth recipients, (c~cp~ Ca.nnd~en). -

.10. The u. S. Communication L1.toll.igcncc Agcneias ni.11 be the 
channcl through uhioh all Cowrmmication Intelligence items produood 
by British Com.10rraea.lth. Agencies >rill bo f'ormll'dod, uhcnovcr o:p11roprl.ate, 
to U.S. recipients. 

DIVISION OF IA130UR m TRA.NSIATIOU. 

U. Ea.oh Agency roll undertake such soarmi.ng and translation tasks 
a.a are :ruitod to its oun roquircrncnta ruJd those o£ its rocipionts, 
Aizy exception m..11 be by Prior a.grccrnont botuccn the Agencies. 

12,. The continuous cxoha.nso bot"rrocn the Agcnoios of their tre.llSla.tcd 
me.torial 'Rill allo\7 either pa.rty to elirl:L"lB.te uno:antcd d'L1;plica.tion ill 
translation. 

JJ. To avoid ambiguity end to proL10\ie case of rollllirig, rcfcrcnco 
and recording, it uill be tha e.iiil of the U.S. and British Agonoioi:s ta. 
adopt a stan:lard styla o...rai 19..yout for headings, trc.rusl.o.tcd tc:x:ta 1 
gists, cxtraote, oomment.s D.J'ld tr£l.IlBla.tors 1 notes. 

ST.AlmABDIWI01{ OF TRANSWION COl!TENT. 

J.4. .Ea.ch Agrmcy ui.11 furnish to tho o~hor, contimlously, currantl;y 
and mthout request, copies of 1?.ll Supplcmanta.l Glossarios a.rd other 
compilations ihich it proparoe e..s a rcsuJ:t of' ·and for 'use in its tro.na­
lation proocsses. Tho materials th.us ~xc.hl!.Dgod ....-r.l.11 bo the bo.sis for 
amitinuous di.Boussion botiroon t!w Ac;cnoios ui th a. viET.7 to inoroa.sing 
st8l'ld.a.rdisa t ion. 

l,5. In order to dovclop a. comr:ion struJda.rd. of validitY'"'gre.ding in 
language equivalents. caah Agency ;;ill inform the other of the ei.gnitio­
ance of such gradings a.s it curron·~ly uscll in its SupplcmcntoJ. Gloae.a.ries. 
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DEFlNITION 

1. Po.rngrn.ph 2 of the Bl'i tish - U. s. COIJDunication It:rtell 1.ganoe 
Agreemerit apeoifiee th.o..t the .1~eoont govertlB the rela.tioca of the_ 
oontra.oting parties "ill Coo:i~ioatioll Intelligocoe oo.ttere onl.y 41

• 

2. In the sm:ie pc..rn.gro.ph 1 t is D.graed thnt. tbB exohD.nge of au.oh 
oo1lnternl Ollteri.al ~ is npplionbl.e tor tcchoio!ll parpoaea o.1:ld is 
not p~ejlldioinl to na.tiooal intarcata will, hcJoil~r, be e:f'faoted. 
be't\7e en the OOillNT Agenoiee in both oountries • 

.3. Io nooord.n.noe tlith. this po.ragrDph, ool.lo.toral ~ is defi'lled 
a.a th.a.t catoric.1 fron any source otbor thno CQMINT which, though of 
e.seiatnnoe to the 001!Dfr Agenoies (i.~. "npplioo.ble for teohnioaJ. 
purposee 11) ~ is cot directly a CODl!lunic('.tion Intelligenoe :ma.tter. · 

4. Cotisequattly, i:i.a.toria.1 li..ntt.rd in pr.ra.gruph .3 (a.) ( 2) o.cd ( 6) of 
the Agreemoct, though obtnined f'ron eourceEI other thD.n COI:lrlUnioatioo 
Intelligence, iB not ooll.o.tero.J. I:lll.ta~inl beo~use it is directly a 
Ccmmu.nioo.t1on Intelligcl'.lCE; oc.tter. Tho axcM.nse of euoh m.nterinl will 
be u.nreotricted., except na p.r-ovided in pnl'n.g~1tph 3(b) of the Ag~ement 

5. SiJniln.rly, infom.o.tion conoerning COM:OO aithoas o.nd teohniquse. 
wbiob. a.re developed by the CCMDIT ~»gaooiee wider U.S. Cl' l3rltish 
po.tent, is not ool.Jn.t~ro.l rnn.turinl 1 ncd 1te exoho.n,ge i.8 soverned by 
po.re.graph 4 of the. .d.gre8Dant. 

6, Collatera1 onterinl. n~~ilo.ble for tuohnioa1 ptirpoaes to ~ et:Jd:INT 
Agency ~ one po.rty will be ~dtl mila.blti ( thl-ough the Illllcbine~y of 
liaison) to the at her, unless prcolu.d.ed py para.graph 2 o .. tho bQJJio 
J\greeoont or uule:::ia there is objeoti·lll by the Hitli.stry, Depnrtnent, 
~·igenoy, Offioo or i_)erson l7hioh ,..,riilinril.ly nrule tha ooUo.teral. cnterinl 
nva.ila.blo or 'R'hich. beea.ra th.13 :t-ee~onaibility for the ooctrol thBreof. 
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1. TE.LFpOMMllNIC.A!l'IOMJ ORGANISATION .REQUIRED 

E:mlusi ve and rea.d.iJ.\y extensible teleoonmunioa. tions between 
Oentrea, and between Centres e:nd 1:heir outlying stations will be maintained 
1n o:E."d6r to make possible the rnpid f'low of n.ll types of re.w tra:f'fio :f'rom the 
points of interception to the several Cantres i the rapid ezahenge of 
al.l VI>es of raw trnftia,, teobnioal intt<3r a.Dd C01TRn1m1 cation Intelli-
genoe between tbs centres; lU1d tho ettioient contrpl of interception 
a overage. 

2.,. INSTAIJ,ATION, MAIN'l!EN.ANCE AND OPERUrION OF T.fD[lJU.I.S 

The terminal.a of oirru.i ta or channels intended exclusively to carry 
Oomi.nt trnfi'ic between the M tish Cot!monwenl th and the United Sta tee 
will be installad.1 maintained and operated. as arranged. by ttie a.pproprie.te 
Comint .Authorities of ~ ooim.triee oonoerned nm., although~ 
au.oh term.in.ala will be instslled.1 mni.ntai.ned end ~rn.ted by the 
appropriate u.s. or British Camnnmvealth e.uthorl:cy an whose territory 
the tarmina.la are Bi tua.ted this will not be obligatory. 

3. TELEOCNMIJNICATIONS i'.ACILITJJ!3 

a.) 1'he Uni tcd KilJBdom authorities in oonjunction with the 
Cenedian authorities \iill :mke the :following radio tele'ty];>e 
ahazmels a.vallnbl.e exolusively for Comint traffic 
between the Uzd tea K:Lngdom tllld the North Amerio an oont:lnent. 

1) From the JPo?:eign OffiDe u.x./oenada. oirou:l.t - 2 ohnnnels,. 

:Li) From the R.A.P./R.C.A.F. U.K./Canada a:irou:lt - 2 ch.e..nnels. 

b) 'l!he United States authorities will be responsible for providhg 
land line ta.oilities between Canada on the one hand and the 
United State!5 Agencies and 1:he London Siglnt Liaison 'tlc:1 t in the 
tJ.s.A. on tho other. 

c) 'The Caned·hD authorittes will be asked to take responsi­
bility for prov1di.rlg ~ fo~:-

i) Faoilitiee for switahing the .Foreign Of'fioe U.K./Oanada 
oircuit to the United States land line netwo::rk. 

• 1.1) Facilities for switob.ing the RcA.F./R.C .. A.F. U.K./Oanada. 
oirouit to tbe Cansdi"n Sig:tnt centre. 

[ Continuad OV6rlee.£] 
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111) Emergency i'o.oilitiee f'or 8'7i.tchiog the l'oreign Off ice 
u. K.7Ca.n.adA oiraui t to th.a Ca.na.dill.n 3igint Centre 3.lld the 
R • .A.1'./R.C.A.ll'. U.:it./Co.noda. oirouit to the Unit.ad Sto.tes 
lo.nd line n.etwo"rk, to provide oomnWli.oa.tion in the event 
of prenk:.dmn:I of one or othar of the ro.d.io ohannels. 

d) In o.d.dlt ioo to the f'a.oili ties provided. by 3 (a.) above, ll. c.ini.r!lllm 
of t"1o chD.nnel.e of the I..oodotid.er.ry/wnshingtoo. oiroui t will be 
allnoo..ted exclusively to Coo.int trnf'fio. This circuit will be 
opera.tea., in o.ooordE.noe m th pc.ro.gr.:lph 2 c.bove I by the United 
States a.ua/or British ns DD.Y be cutu.o.ll.y arro.nged. · 

e) Both parties reootnend thc.t, in those o.rea..e -ahioh are potentie.l.ly 
opero.tionnl, :f'a.oilitic.s bo eatnblieh.Bd for the direct tro.os­
mission of rnw l:ltl.ter:Lal from the intoroept stations opernted by 
one pt..rty to o. deaignnted ocntre or ato.tioti of tho other pnrty. 

On tbe speoif io request of one party the other pa.rty agrees to 
?il8ke evecy end6a.vour ta provide these fa.o~lities whioh, 1f ntld 
when provided, will be brought into opera.tiooal. use as mlltuall.y 
~ed, 

f') On deI!l.O.!ld "quiok exoh.'.:..nge tt oonaunion.t ion fa.oili ties will be 
provided between the United Kingdon c.nd V1&ahington. ri"s -l'!lOY be 
mutu.o.lly o.rranged. 

Procedure and 0t;>era.ting signc.la appX'Q1lria.te to n p£:rtiaul.o.r oi..r­
oui t wp.l be used. 

5. OOtdllON CR!PTOORdl?HIC .AIOO 

ColJmon oryptograpb.io aids will be 1J.Sed. for Combined Oomint Col!ID.un-
1oa.tioll8. The matter 0£ cryptogro.phio o.ida trill be kept continuously uod.er 
reviuw Vii th tne objeot of waintc.ining e.ad inorell..Bing aeou.r1t,y o..nd. of tacil­
itat ing 00tzttmioations, 

6. O~IONS LIAIBON 

A r-epresentative of'· the Direator of L.S.I.C. and a repreBeptative 
o'f the Co-ordin.o.tor of Joint Opera.tions, U.S. Agenoies '9ill be -given the 
epeottio duty of keeping. under revieu Com.int comcunioa.tiona problems o.nd. of 
raising Q.nd wlViaing on BLlOh probbcs llS they OOOt.rr, 

7. PaOVIBION CF EQUIPMENT 

The provision CYf equipnent will be bj llllltual a.seist~noe lrhere 
neoesso.ry and pra.otioo..bl..e and ns a.greed. 1n eaoh speC'ifio oaee. 

Unleosed oOJ:UJeroia1 cnblea will l:lOt be uaed for the trnna17:1i.se1on 
of u.nenorypted row t:ie.torial exoept Li.S n OOD:l.Unio11tiot1.S energenay meo.aure._ 

~T~O~P~SHEHC~llttE T~--,•-



Bag routes will be kept uz:ider reviow with the objeot of te.ld.ng 
tulJ. e.dvantage of improved sea end o..1.:r services, 

.All oen tt<ea will be aquiF.;'.)8d m handle mioro~ _so tha. t it 
mey- bo available for use ~ it is not prc.otica'bl.e to eend the originnl 
ma.terial. 
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LIAISON AND 
METHODS OP E:QHA1«ZE 

l. Ee.oh Jl'lrly Mall m into.in, in tho country of the othar, ll. 

secl.or 11e1 arm of'fi.o or o.ccrcdi tod. to tho o thor. Such offi.o ors shall 
be respo:ll8ible ca.ch in the cxruntry to micl1. be ie aooredited for !U.1 
11a.ison matters. · 

I 

2. Upon agreamant 'botnccn USCIB am LSIB, ad.di tionol. liaison 
personml may ba e.acred.1.tod, o.nd 110rld.ng groups f'l183 'bo aesign.od, to 
o.gc~n1:ries ot oithor i:art;y by tho othor. All e\leh add.1.tioml l.iaiscn 
personn.el a hall bo unler tm contro 1 oz:id d:irootion of the s onior 
lie.iaon otfill or. 

3. SUita.blo1 office :t"a.cilitica m.ll bo mo.do o.vailab le e.s 
neceaaary by tho ?orly to mom. the liaison offioors e..ro e.corodit'od. 

4.' Idaison offiDers of one inrty shall :oorma.11.y have um-e-
atrioted aoocss to those parts CJ! tho othar' s agoncios dl.ioh are 
angagod dir&Otly in the production of Ca:zd.nt, oxoopt sucil pa.rte 
theroo:t mi.ch oontdn unoxo~oa.blo i.:nfo?WLtio~ Tho points ot 
oonte.ot ot i1a1son oft'icere ID.thin ago:ncica for requests nnd inquiri.ea 
shall bo as dcrterminod• ostn.bliahoo o.nd dol.m.itOO.. by tho pi..rty -to 
whioh. they a.re e.ocroditoo... 

5. In add1 tion to the n.bove rcgulArly ass1.gncd. poreonncl, 
vil!lite by solootad P>rsomrel for short periods of tme to deal mttl. 
BllOo:ial probl.cme \7ill be onoauragod• 

6. Roquosts by one pa.?"t\Y for infonmtion or nntorl.e.J. shall 'be 
ma.de by t.h&.t pa:rty via. its serrl.or lia:ison c:f'fi.cer Tiho shall act 
through presoribed. liaison c!Jan:ncls.. The senior l:W.ison offioer of 
the req_uaati.na pe..rty shall forrnu'd rha tevor inf Ol"lllB. tion or na terll.l. 
h ma.dct a~lo to h:iJn. 110nDB.lly by J:.'88l'l8 of fncilitioa uniar th&9 
oontrol at hie aan countr,y. NoOI111lly tno senior liaison offioar ~ 
the providirlg party- shall be lcopt inf ornied. 

7. When the req~st by ano po.rty i.s for in:t'o:nnation or ma.toria.l 
to be suppliod. a.a e. natter ot routine prooodurc• tho euppJ.y, after 
the initial requsst, nny be d:lreot botuoon the part:ice by me am C1f 
ta.aili ti.es o.va.1lable 1x> the soni.or 11a.:1san ot':ficer of the requestillg 
pa.rty. !rho senior liaieon offi.cors of. both pe..rtioe ahtll be kept ful)\y 
Wormed of all suoh routine c:xclltmgcJs. Tho rece:l~ party Bba.J..l 
give tM aanior lia.ison offitrnr of tho providing party Tihn.tever share 
1n the d:btribution and util.1.mtion at suoh in:fonna.tion ar ma.torlal 
a.e '1!.'ID.J' be agreed looa.l.ly. 
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B. bi:Gptionn.lly', toolurl.cc.l oz:ohcngee batu'eon the ~ies m:xy bo 
effected. directly over "on d~11 quick cxahci.ngo oammunicntion oh.nnDcls 
joint),y ~ exclusiveJN mc.:into.ined for thAt purpose. :But tho U.eo of 
these direct oh.cnnols mil be ko-ot to the minimum and in eo..oh ca.sa the 
senior l:IJUBon ofN.oors of th~ tT.o pc.rtioe mll' bo kept :infomed. 

9. No provision.,..o:.:' por.i.gro.phs 6 ~ 7 above shall 'bo oonstru.od 
n.s praver.r!;i.ng either pe.rty from C-COOJJDDIXL1ting the other by transporting 
or oommunioa.tmg mater:l.Al for tho othor p::.rty. 

1 o. F.D.oh plll"ty shall ~rma.lly c.asist the othor• e :Jcmior llc.ison 
offioar by me.king a.vn.d.hblc ta h1o fncd.litios for pc..cknging an'.I. preparing 
mo.teria.1 for tronsporta.tion. :Ea.oh ~ shc.ll, to tho extent of 
fe.ailit1cs opern.tod by or .c..vo.ikblc to it, nssist the othor 9s sonior 
l.is.:1.son ot:f'ioer lrl.th sa.f&-olw.nd nm crl::her trc.nsporlation mthin its cnon 
ooun.try, • 

- - ... - --·--....!!!~•.!_ _______ ___;;;._ _______ ....., _____ .... ____ . --...... 
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INTm..~TIOl: OF 
CERT.A.IN PROVISIONS Or? THE 

U.S. - BRITISH Cill.ll!ill'!JrJl!JIOi·~ ~~E AGREEL~ 

INTRODUCTION 

Consoqu.cnt on IJ.Oetings held in Dccetlbcr 1947 bctwoc:m UOOIB 
e.nd the Director LSIC rcprcsont:l:ng tho London Signal Intelligence Board, 
the follotrl.ng intcrprotations to certs.in para.graphs of the Britiah - \ 
u. s. COfll:!lU1lioation Intolligo:ooo kgrcCQPnt 1 dated :iiarch, 1946 and of tho . 
a.ppcrrliocs thoroto ar~ oorcby agreed to by USCIB and LSIE and mll . 
bocODB Appendix J to tho n:f'orcncntioncd Af,Toct>.cnt, 

~rons· 

1. It is understood ti'lat the LSIB v.i.ll not initiate OT })UrBUQ 

BJW contact liith alJ3I' mtion of the British Cor.:!JOmroa.lth on Sigint 
r;ia.ttcrs other than mth the Donin:i.ona of Canarl._c.t, Australia and licw 
Zca.1.a.nd (with .Jach of uhioh agrcoo)1ltE: already cx:iat) 71ithout first 
obta.irdng the vi<mB of USCIB. (It is noted that at the present t:1mrJ 
I.SIB doos not envisage 8Xf3 ooll..J..l:ioration ·with Ccmnon'\108.lth Ha.tions 
othor than the a bovo. ) 

2. It is notod that t:lo : Iclbournc Sigint C~ntro (MSIC) is, 
in contrast to tho 0()0Mlm:icationa I:ranoh. o.t Ottami.., not a. purc13 
national Centro. It ia am. rr.i.11 cantirru.o tO be o. joint· U.K. -
AUBtralian - lforr Zoaland organ.isation1 ~ by an intogratod sta:f't'. 

3, It is notoo that a. pi~o .. rcquisitc for collo.bora,tion by 
08ll8.da, .A.ustra.lia tllld Ne\! Zoal.e.n:l ·;Ii.th U, K, wns a.n unequivocal aoccptanc!:l. 
of the provis ions at tilo 11Explana tory !ru: truot ioDB am Ragula t ions · 
c~erning the HAM~ C1t ~igna.l. Intelligcnco (IRSIG)" i7.hioh ha.a. alroo.Cy 
been given by tho Sig:µt.t Governing Bodioa of tho.Nations oonocrn.od and 
that oorrtinucd collll.boration is dopcnicnt upon their a.dhcrcnoo to-
these regul.a.tions. 

4. rt· iB the intention of LSIB to obtv.in froo the Sigint authorities 
of the collaborating Dominions i'ornal assurance that they -;rl..ll abidc:l 
by the tor;ns of paragro..pii.s 5, 8 and 9 of tht:i British - u.s. Coammica~ion 
Intalligenoe Agre~ o.rrl of paragraph 5 of AppCJll.ix E to tmt a.grcemenj;. 
Such aseura.na~ will be t~ittcd to USCIB :f'rotl I.SIB. 

5. LSD3 mll notify usc:m of the prcaont c.saiszioont of' 
oryptana.~ic ta.a.ks :!.'or MSIC am T1ill notify UOOm :Ui advnncc ooforo 
a.uth.oria:i..ng aey nc3\7 or a.ltercd cryptanalytic tasks f'or that Centre. 

' 
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6. Both USCIB and IBm mil: 

' (a) Not pn.es to any o!' the oollo.bora.tillg Do!:tlnions 
Centres COUINT itons origino.tcd by agencies of 
tho otht!r po.rty -;ti thout t~"l.~ oonsont of th.at party, 
except .o..s laid dm.n in ~-pha 7 ( c) e.nd ( d) 
bclou or as m:y be fran title to tirle mu.tua.J.ly 
agreed. 

(b) Pass to ,i;he eol~bo~·~:!.:ng Dor:linicns vi.A the 
a.greed obl:U1?Kll~ only such tco..lutlcal :.ntt~r anL 
portions of the Bt.?.tus reports a.a are' dccm5d. 
by tho originating o.goncy to. ~ rel€Vallt to tho 
a.greed tasks u:pon '\mioll ()a.Ch Dominion :ia engag~. 

7. USCIB talc es :nota tba. t 1 as regards LS.IB 1 s policy :tcmard.s 
the intogratod CantrB at trolbournc, IBIB intends in future: 

(a) 

(b) 

(c) 

(d) 

To give every cncouro.g.:rn.cnt an:l a.asiste..nco to 
pursuq I :a.a ti.w !.'A.in o rypt o.na.J.yt ia ta.e.k at 
the Centro tog~thor ~th ninor tasks rrf local 
interest. 1 

To employ Uc~-con.trollcd int ercopti.an 
stations (sane of nhich are U .K. rnanr..cd) on· 
ta.aka to uh.ich they a~~ best suited by reas""on=-----. 
o:f their 'loco.tion, \ohich inevitably inolud~ .... I ____ _. 

i'o pasa to MSIC (in order that MSIC IIl8lf ·cnr:ry 
out (n) above), the tcohni.ca.1 e.ni ba..ckgr.OUIHl 
matt~r rclCVl.1.lrt to thc~e tas.l:s. Tihcther·it be 
obtained frOD U.S. or British so~co~~ · ax:oept 
mn.ttcr of U.S. orlg_in do:d.gna.ted. by u.s. 
e.uthorities a.a for U.K. uae only. · 

'. 

To pass to MS.IC tor 'its .intorna.l use only 
(and to ennble that Centre to c~ out (b) 
above) the ncceasai7 tcchnioaJ. untiier required. 
for such interception. control,_.·\Theth.or obtn..1.ned 
from British or U. s. traffic ~'18.lysi.s or 
oryptru1E\lytic BOUl'CSG,t- !3XO..:p.L matter ~ u.s. 
ori.gi.n dcei.gna.tcd by u. s. autharitioe. £llS" ~or 
U.K. USO o~, . 

OGA 
EO 1. 4. ( c) 
EO 1. 4. (d) 

1T ..IJo~p......--c--s -c-E -rcr--i1nE~tr-1• 



'I. 

" 
OGA 
EO l. 4. (c) 

EO l. 4. (d) 

APPENDIX K 
--------------------

_JJUO~P~Si-1Et-C~RHE=-Tr---~•~ 



88 

EO 1. 4 ( c) 
EO 1.4 (d) 

M • ....... _ LBml Me 11!'1 l•WD 10 W C iCiW ........ ,. 



--.1~otiP~~s~EcE;--ll-1~E~T~~-·r---~ 
10 W UPI WWW' W WI 119 Mt& FU W iiNJiW ...... "''~ 

'· .· 

OGA 
EO 1. 4. (c) 

EO 1. 4. (d) 

__::if:....c0>-11-P ~s ~E-E:C;.-mlf-tE~Tt--_... 



• .J-,.....J-'• 
aa 

• 

OGA "' 
EO 1.4. (c~ 
EO 1.4 .• (d) 

TOP 

APPENDIX~ 

TOP SECRET 



-• 

• 
• 

""" ·=~=====~ Eo 1.4 . ( c) " 

Eo i. " Id l APPENllll Jo. ' 

\ ~--------=--Exhibit 1. 

TOP SECRET 



l 

l OGA___ , ) 
EO i :4--. (C __ 

EO 1. 4 . (;1) 

- .. 

TOP 
to•wt uwww. 
'Klt!MNTIM 

·- .. ·. 

SECRET 
NnB JO. 4HOIW 

·· .. _ 

'··· . .. 

-------- - - ---- --- ------ --------



• TOP SICRET 
• ..... _., ..... ,. ... ••':JR••. •1t•• ._ ...... 

OGA 
EO 1. 4. ( c) 
EO 1. 4. (d) 

• 

,·'' 

---~TaO~Pl----!SHEHC~R~E~T~~ 



'oGA 
~o 1. 4. (c) 
~o 1. 4. (d) 

• 

• TOP SECRET 
-

teea · · ......... "' , ........ . 

mITBIT 3(a) 

TOP SECRET 



• ~~T~O~PP---~SE~Ce-Rl~E~T~~-~ 
., ... •iedl& nm l.OGK ''ID _.. '~ 

=======::~M="~l'=ft:::•p==::======================:::::~ 
bGA gwnca:a ;E:O 1. 4. ( c) 

~o 1 . < . ! d l .APPJ!Nj)IX j;. 
', 

' i 

TOP SECRET 



, • 
OGA 
EO 1. 4. ( c) 
EO 1. 4. (d) 

TOP ·SECRET 
'-re' •••a 

. fe. zal:llr l4leJL llOCtl ... e EC b'll '8 illf llt Ill·~ 

- 3 -

TOP S 

AimIDIX J( 
EXhibit 3(a) 



OGA • 

EO 1. 4. (c) 

~o 1. 4. (df ._. ... ......... tOOi .... ' ~IQ uu ;O• 111•1118 

EXHIDIT 1t 

TOP 

.A.PP.ENDIX 1( 

SECRET 



---,~o~P~s~E~c~1~E~T-1---... __ ~~-·~-
=====~~~=~= ... =~=-=~~M=~=-=·= a•u=B=Ta=•=W=Qt~m~~~=:::::~~ OGA "'811 ... ••ia 

ro·t.4. (cl ·-n ( 
EO 1:4., (d) =•~ __ 

• 

Ill 

• 
'·'. 

rnIT 5 

~TUO~P--S-S~ECC-Rl~E~T~~ 



• 

.·· 
OGA 
EO l . 4. (c) 

EO 1. 4. (d) 

• 

TOP SECRET • 



0-Gl\ . . 
EO 1. ·if.·( c}. 
E0' 1. it. (d) 

• 

81~ 

TOP SECRiT 
to"" #18' ,.._ ~m:I 'NG 'IP 
fMllMG'PIU 



bGA . 
EO 1 . i("; "(-c.) 
EO 1. 4. • (d) ········· ... 

• • 

TOP SECRET 
J9MUf.ll' YIDll ...... ., ... YX;K ................. ... 

EJdrl.bit 6 

·····- ... '• 

·····- .. , .. , 

TOP SECRE 



• 

QGA •••• 
eo 1." C<J 
eo i. L (d J · 

• 

--.... 
~-..... 

TOP SECRET 
...... "............ •• 1 ,.,.. .• ·-- ----

. .... ..___ 

. -

• 

--' · ---- --.. _ .... 

······-
····-.. 

. .. 

RET 



.OGA .. 
EO 1. ·4 >(c) 
EO 1.4. (d) 

815 

-----lT~O~P~---1-S~EG-RCR~E~T~~-~ 
=••?Ow• .oom IOWWI WWW l:Om WMi 

l'Wl ll• efPIOI 

.... . 

APPENDIX i<. 
Exhibit 6 



OGA 
EO 1. 4 · (c) 
EO 1. 4 · (d) 

TOP SECRET 
.,...,••••evm ....... "" ..... "" .... 

.... 'R• ••lc:I 



·a-GA 

EO 1.-4. (<::) 

EO 1. 4 · (d) 

TOP 
iUWWIWWWm 
,_,.. 11e Mk:i 

·--·-. -------... 

SECRET 
w ......... ,... M!lllWB 

. ....... 

'•.,,, 

·· ........ . 
···· .. 

' .................... __ _ 

... , 
··-·---- ·--------.. 



• 

OGA . 
EO 1. 4 · :c) 
EO 1. 4. :d) 

··-..... . 

. ..... ·· . .. 

TOP SEC RE 
'CY"'"' •• m•11n1-

P&»tllalJliFllil 

········· . . 

--'IQllmeG • 

··-....... ····-...... . 

. ... '• 



TOP Sl!CIET 
IOWAll ibt_teel .... .......... .. 

OGA .. 
EO 1 :·4":·(.c.) 
EO 1 . 4 . ( d). .. · 

.... 

Exhibit 6 

. ., 

·~ .. ' 

, 



...... · v . _11,. 
a. 

1. 4 . ( c ) 

l. 4. (d ) 

• 
\ 

IgiilE:T 7 
---



• 1 

81! -
S&CRET • 



1bGA' 
:, . " 
EO 118.4. (c) 

Ei\o 1. 4. (d). 

\ 
' 

\ 

TOP SECRET 



• 

TOP SEC~---
t~ ...... ....,.. 

APPBNDIX K 
Rmibit 7 



' ... 

r.11 ' • 

OGA 
eo' 1. 4 - (cl 
~o 1. 4. (d) 

APPENDIX~ 

-.......--.i'1i""----;SllEElC~lllEr"Tr- • - TOP 



.II • I .. 

• TO.P SECRET 
!0.,,...,._,07 ..., • .... Niii ·.-,,,,,, "' 

OGA 
EO l, 4. (c) 

EO 1. 4. (d l 

• 
1b:h.1.bit 7 



- ... 

'oGA 
ko 1. 4. (c) 
¢0 1. 4. (d) 

TOP SEC I ET 
191l ... ··-··· M• _., --··• •IOUB WWW IMCA"TLa 

AW.§NDIX K 
EXHIBIT 8 



-
98 

APPENDIX L ----------
EXCHANGE OF ~O?! on OOERCE?l »sUIP!:ENX. 

FACILITIES,PRODOOTION, PESEABCH .AMD DEVEIDR.IElll! ---. -

l. Intercept Equi1n:mt Fa.oilitico ~d 1-Tod.uction 

A oamprchons i vc report ( to be l..rim;n a.a too .Amru.n.+ Tacilnionl Report) 
oonocrning ' · · 

I. ill intcrco_ption :t."n.cillti.cs :i,nsto.l.lcd o.nd nva.ilablc for uao at 
intercept and D/P stati~, ..nether or not 3Uch fn.ciliticis arc in wie 

n. Dote.ils ot: tho nuobcr~' types en'i. descriptions 0 f' intercept 
oqui];RWnt um.er a an.tract :J.Di/or in pr-od.uot;l.on1 togcthor vi.th 
p:obol>lc dclivory datos. 

t 

vi.11 be cxohangcd nnn:u.o.l]S. Reports a.re to sh.cm the position o.e at 1st 
July in cD.Oh year, am ah.ould. norr.nlzy be ex.ch~ by ~t August. 

2. Section I of the Rcp::xrt mll "bo a.rrnngcd. 1n provide 1n:f'omation to 
cover the items eotout in poro.g;upb.J,1'or each. Intercept am D/F Sta.ti.on. 
Types, Ha ... 1<.as o.ni nunbora (cud more aF.,'lico.blaJ nornal !Ind. :ma.xi.mum epocdS) 
of cquip:;icmta should. be included. lTo o.ttcoyt bas boon t:l8.Clo to 1a.y do"tm · 
an oxa.ot f'amat for the Report, c.s such a. f'CXM:nt might soon· beocno out of 
date, n.nd J!Ii@P.t prevent flexibility. - · · 

3. A. HAND SPEED WRSE ~U!NT~ 

!
i) 
ii) 
iii) 
iv) 
v) 

(vi) 

Single .Positions lWF-) 
Single Positions I/F) 
Singla Positions .All-•RJ.-.ro) 
Doubl~ Positions H/l" or All~uave) 
'Nhioh of tho o.bovc (i) to (i~) a.re co.:i;c.blo of d.ou.blo or 
triple diversity ~rl:ing? 
rlhich of tile a.bovc (i) to (iv) nrc :!'ittcd -":ti.th ui.raJ tape 
or lnlX record.ors? 

B. HIGH SPEED IDRSE ~ummNTS 

I
i) 
ii) 
iii) 
iv) 
v) 

~:l) 
(V'ili) 

Single Positions !H/!1) 
Single Ponitions I/B') 
Single Positions Al..l-Tmvc) 
Doubla Positions H/F or All-\7l1.vc) 
Uhich.of the o.bovo (i) to (iv) a.re co.po.ble of dOublo or 
triple diversity -mrld.ng?_ 
Types of recordizlg (i.~. undulatar) a.pparatu.s fitted. 
Types o£ rcoorc:ling brid~e i'ittcd., am '\'ihetber oape..'ble o£ 
accepting frequency shi:rt tran.BI!lissions. 
Any other High Speed equipment.._ 

O. TELmRAmIC PRJNrING FBUzyi~S 

Single Channe 1 Radio .Tcleprint er (International) 
Single Channel Ra.die Teleprinter· (Iis.tiono.l) 
Hulti-chnmcl or llultiplex T/P (Intor.n.at:loro.J.) 
3-cho.nnel T/P (MatianD.1) 
2-channe l Ba.udot 
6 and. 9-cb..annol &udot . 

= 

1) 
ii) 
iii) 
iv) 
v) 
vi) 
vii) (i) to (vi) .::i.bcwc refer to 5 unit syst~. Equip;:ients :f'ittecl · -= 

for nny other _•ystccs (6, 7-unit otc,) •.. 

TOP SECRET . 
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D. ~JI/F AND U.H/F Egrrm.IENTS 

E. FACSI?rn OR PICTt:m: ]QUID rm1T S 

F. mjT.smmm:mm EQUilYlmTS 

G. DIRECTJDN Pnmr:m ~s 

Whctbcr :f'ixcd or oo bile:• 

J. AERIALS 

Info:roation to include m.tr.'.bor, types, TI'hcthor used in diversity, 
frequency to -;rhi.ch cut. dircc";ivity, a.s&oo"ia.tcd eJ:lJ)l ifioe.tion 
equip:iant. 

K. AERIAL EXmWJGES 

L. CONrROL E(jlm1t1Elf.r 
' 

Details and uso of cquipr:-.cnt f.i.ttoo far control of intcrooption 
m thin a sta.tion. 

M. SPECTAI.TSED TFS! EQUIEID<r' .r;ot to incl~ staniard ma.intanaooo 
Gquipncnt for g oneral uso. 

P. ANY O'.lfilll SPECIAL EQUIBOOn' 

Q. SR~ EXPER.m~CED OH' O~.ATIOlfil ~ 

R. SPECIAL MA.IN'1l2lAUCE HlOBLruE I IF .Alff 

Notes: 

(1) A Single Position oey consist of 2 or core rcocivors .. 
ueod in diversity, or in ardor to imrcnso the 1'requenay 
ran.go. 

(ii) A Double Position ia one at l11Unh a. einglo opera.tor oa.n 
cwBr hro crids ~ a duplex circuit, uhcrc thia is possiblo. 
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4. Intcrcapt Equip:iant Research ar..d. Devolapoent 

(a) Intercept Egui"Dellt l:tooorts '\T.i.11 bo ooc:cha.ngcd tu:icc yearly on 
lat March ani 1st lfovacbcr. Theac Reports ui.11 bo in tm> sections, 

I. 

II. 

(b) 

Eqaj.P??nt umcr dcvcl.oFDCnt. ThiB to inclu:lo details of ill 
projoota on 'dlich dcvcl.op'.lCnt is being conducted together mth 
a stat0C1cnt of the object to be.attained. 

Research and Deva.J.opx:nt trends. ~ to include a etatanent 
o£ a.11 outstanding :probl.i.:->.'B together \rlth an i.Ildication of' trends 
in rceoarch a.nd devclop!lent a.ic.cd at their solution. In the 
event tha. t no ucrk ia oont Cr!Ipla. t od an corta.i.n s pooific pro bloms • 
these problcos should ncvortholcea bo listed .B.DCllgSt those 
currant. · 

Technical Notes ID.11 be exchanged aa a.m. »hon necessary on 
spcoifio subjects. Thcso notce to bo dos!srod prirn.rily for 
the inforoa.tion of pornonnal a.ctual.q c..-nge..gcd. on enginocri.rJg 
and research a:nd devclo];rtOnt nork on intorccption equ.ip:mrb. 
Theao notes alGo to include data on signal ana.lysU!, froquenoy 
liete, a.rrl other :co.tcrial asoooiatcd u:i..th intcrcopt problOI:JB• 



Noto by Conf crcnco Secrotaries 

Tho Exhibits far a.ttc.chmcnt to Append.ix !! cannot be 
e&tisf'aotorily roproduced duri.ns tha Conforcmco. They U'ill bo 
produced a.%ld ma.d.9 available in their fiml~ o.grood :f"orm a.e soon 
a.a poss iblo e.1'tor tho Conf oroncc. 

• 
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L Exoept as othernise ograod in AppendilC K each party will furnish 
to the other as promptly as prnotionble wi ttlout re quest and ae a. matter of 
routi,ru, 1 one copy of every item "of nm trnffio oolleoted. by its opero.ting 
Dgcm.cdas, rogordloos of souroe. Either party mey roqueat speoifll.ly ropid. 
deliVGrY• cxr additional cnpies, of apeci:tio oa.tegories Of raw trafficJ ~ 
each sh.oil endea.vour to :m:>et th.G needs at the ot.ber in thia reepeot .. 

2. ln ao fDX" £lS procti~lo r~ traffic eg:obanged Viiill be in the 
f'ortnL!I contained in pcrngrophe 4 ... 9 below. 

3. Tho inolusion of a. oose-number in en item of 1"8iV trDffio will 
not be d.eomed' to ahem evidence af proaeseins "for Ccmmmioation Intelligcm.oe 
purpoaes, and t~efare the mn.teriol mny still be olcss1f1ed "Confidential"• 
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