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APPENDIX A ·.ro BRr.rISH-U.S. c.r. AGREEMEN'.r 

British - U.S. Communication Intelligence 

Security an~ Dissemination Regulations 

General 

1. ·rhese regulntions sha.11 be the basis of :i.11 regula- · 

tions for the security and dissemination of Communico.tion In­

te11·igence informn tion issued by or under the authority of 

STANCIB or the London bIGINT .Board and other appropriate · 

officials of .the governments of the two parties. The scope 

and phrasi,ng of such regulations may vary in accordance with 

varyj_ng requirei:ne_n.ts of the par~_ies, agencies, depnrtments, 
. ·. .. . . 

nnd ministrie~ t9 whom they are de~igned to apply, but all 

sha~l be in accord with these basic reguln~ions in every re-

spect. 'fo ins~re uniform interpretation of what constitutes 

such accord, each pnrty shall refer all such regulations to 

the other. for. in·f orm~ tio!l. prior to issue. 

Basic Principles of Security-

2. The va.lue of Communication Intelligence, both in war 

and in peo.ce,. co.nnot be overestimated: conservu.tion of· the 

source of this intelligence is of supreme i~p0rtance. It is 

essential, therefore, that the dissemination ~ccordcd nll 

related or resultant information bE:: strictly controllGd· [.1.nd 

limited. The physi~al.security of relnted documents is not 
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alone suffic.ient; it is essenti::i.l that -ull references to the 

information- involved, n.nd all revelations thereof, even in-

direct, be avoided except among those to whom this information 

is necessary for the proper performance of official duties. 

·rhe time lirni t · fo!~ · the snfegunrding of Cornmunica t ion In tell i-

gence inform2tion D8Ver expir~s. Although from time to time 

alleged Communication Intelligence information m~y be publish-
- -

cd, i~ is of t~e utmos~ importance t~ut persons cognizant of 

Communication Intelligence mattE'.r's and recipients of Communi­

cation Intelligence informntion refr.:i.in from regarding the 

fnct of suci1 publication .:is releasing them from the necessity 

of maintaining cornpletG !lnd b.bsolut.e silence on all subjects 

involved until they nre freed ·from this obligo. tion by unmis-

takea.ble, CQ tegoricnl, ·official notice. 

3. In time of wnr, the full effectiveness of Communic~tion 

·rntel1igence cannot ~e realized unlc::ss operr,1tionLll use is_ 

ma.de of it. How.ever, ':1hen action is contemplu. ted in the light 

,of Communic~tiot?- Intelligence, the possibility of compromising 

the source must always be borne in· mind nnd this dnnger must 

<:clw.:i.ys be weighed ago inst the mil i tnry adv<.mtog e to be gnined. 
_ _ ~l"'or _ 

In generol, memcntafj tae t.ical ndvnn tag e i.s not sufficient 

ground for risking thl! compromis8 of G Comnunic:l.tion Intelli-

gence source. VfuEn the decision is _mw.de to tcike action b<tsed 

on Communic~tion Intelligence, studied effort must be mQde to 

ensure thnt such action cannot be attributed to Communication 
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Intelligence alone. In every co.se, where at .:111 prncticable, 

action ·against a specific· ·target revee!.led by Communic,1 tion 

Intelligence sh.:i.11 be .p:re·ceded by D.ppropria tc reconnniss-o.nce 

or other suitable deceptive mc.:lsures to which the enemy can 

reasorn::.bly be expected to nttribute the ·action. 

4. In time of pence the principle thnt the conservation 

of Cornrnunicntion Intelligence ~o~rces is .:1 pnro.mount considera­

tion, .affecting any ciction taken in the light of Communication 

Intelligence, must be rigidly upheld. 

Definitions and _categories 

5. Cornmunic~tion Intelligence (COMINT) is the name given 

to intelligence deriyed from the work of those·£\Jgencies, 

op.er:1ting under the qoordination o.nd control of SfAl~Cib or the 

London SIGINT Boord, whtch study rndio transmissions, and 

other .communic;:,.tions, not originil.ted by United St0.tes or British 

officiri.ls. 'fhe terms Communic1.tion Intelligenc~ (COlUN·r) and 

Signnl Intelligence (SiG I!~'f) are synonymous. · Cornmunicll b_on 

Intelligence is · divided into two catcgorie~,- as follows: 

(~) Specinl Intelligence 

. (b) Traffic Intelligence 

6. Special Intelligence is thQt Communicntion Intelli-

gence which results from the decryption of the texts or sub~ 

stance of encrypted communicci.tions. It is designated by the 

_code wo;-d CREAM. Communication Intelligence obtained from 
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plain lo.nguage messnges may on occasion be included in the 

category of Special Intelligence. 

7.. Ttaffic rµiel!igence c6nsists of -intellig·~nce which 

results from o.n analysis of communication networks, procedure-

signals,. call signs, D/F hen.rings, and other technicn.l aids, 

i.e., intelligence obtained from intercepted communications· 

by ·all means short of ·the n.ctu~l decoding or deciphering of 

.the texts .or subs.tance of these communications. It· is desig-

pated by the code word IVORX. 

8. +f the ),.htell:l,.gen.ce obtnined by the processes -describ­

ed in paragraph ·7, above, 1n~ludes informdtion derived -from 

en~rypted messages in such·a. Tiny thnt it clearly reflects the 

use of such inforfuation~ it becomes Special Intelligence. 

Communic~tion Intell'igence obtained from the trv..nslat),.on of. 

plain language messnges is normally classed as Traffic Intelli­

gence but mo.y on occasion ba cl::i.ssed as. Special Intel_ligence. · 

9. In war-time it mny be found necessriry to sub-~i~ide 

both Speciil Intelligence o.nd Trµffi-c Intelligence into smal­

ler categories in order to permit certain clnsses of Communic~­

tion Intelligence (compromise of which would not endanger ·the 

more importnnt ComI!i.Unicu.tion Intelligence sources) · t.o be dis­

tributed to special agencies ~nd lower e~h~lons of ·the milit~ry 

·rorces whi~h, ·ror security re2.sons, would not normnlly receive 

other Communication Inte~lig0nce materiol. 
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Diss.er.iinh tion 

10. The guiding principle of dissemination is thnt ench 

item of Commun-ica t ion Ir.tell ig ence, as such, wi·ll. be ma.de 

kno•:m to those individuuls ·:rho require it in the performu.nce 

of thi:.;ir duties and who ha.ve been "indoctrinated" and m~1.de 

av.'are of the sour.ce, .:uid only to those indiyid-µals. 

11. EVery effort shall be made to reduce the number of 

"indoctrina.ted" persons to an o.bsolute. minimum. ·Personnel to 

be indoctrina.ted for nssigrun~nt to Co~munication Intelligence 

duties shnll be the subjr:cts of specinl _security enq~iries. 
. . 

Ex6ept in cntegoties and individual cases agreed.upon from time 

to tt~c ·by STPJtCIB and the London SIG INT Board, per.sonnel to 

be indoc trh1a t'ed as recipients of Cornr.mnicr'.. ti on Intelligence 

informntion· shnll be the subjects .of speci~l security enqui~ies. 

i2. S.TANCIB and ·the London SIG EJ'.r Bo.::Lrd shall ·mn.in tain 

complete lists o:t; -p.er.sons currently "iridoctrinnt ed" for Com-

munic::i.tion Intelligence. in their r'2spective governments. 

13. STANCIB and the· London SIGitH B_o~°'.rd sh[:.11 keEJp er.tch 

other fully informed of the departments, ministries, ngencies, 

offices ~nd broad categories of per~ons receiving Comrnunicotion 

In telJ.ig ence and of the c.ipproximn te number of ti j_ndoc trinn tec1." . 

pc:rsons in ench. 

14. Should it become c;;s sent ial fvr opera tion.::1.l ·reo.sons 

(as mci.y occur in wa.r) to dis.seminn te a specific i tern of 
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Communic~tion Intelligence to tin officin.l who is not u.n nutho~ 

rized recipiont (i.e .. , riot 11·iridoctrinnted_11 ) it must be cmbod:i. ~d 
.. 

in <:i. communico.t.ion so rrorded tho. t the subject mo.t ter ct..nnot 

be traced ha.ck to Ccmmunicntion Intelligence sources (with 

names, times o.nd positions, c.nd o thcr specific da to. ·r.rom 

crig_in.::i.1 decrypted text~ carefully omit·ted) <.tncl, if to be 
l 

trc.nsmitted by o: m-eo.ns exposed to interception, E:ncryptea. in 

the nvailable c·ryptogr<:>.phic system. of grentest security and . 
. ' 

most limited distribution. The code ~ords CREAM ond IVORY Gre 

not to be used in _·connection with such corn.'TIUniC'.'.1 tions. 

15. C"ommunic·ntion Intelligence sh.:i.11 never under .:lny cir-

cumstances nnd in nnj form be disseminated to nny ministry, 

d·GPltrtment, ag·ency, of'fice; or individual from which or from 

whom it might. reasona.bly be ex.p~cted to find it-s ~'IL1-Y., of.fi~ic:i.1-

ly or extril-off.ic'io.lly; into the p0ssess:t_on of any person o.r 

group- who cqold u SE: it· for commerci~l competition or comrnerci~l 

gain or o.dv.:i.nt·;ie;e. 

Security Cl~ssific.:itfon rmd Transmission of Communic.:-:1tion Int.el-

lig ence 

16. 11 P..aw traf'fic" (i.e., ~nt.ercepted trG.ffic showing no 

evidence of processing for Cornmuni~ntion :nt~lligence purposes) 

is ·classified CONFIDENTIAL. 

17. CRE;AM· .information· is cl.J. ssif-ied TCP SECRE'I. Tho words -

'fOP SECREf · nnd the co.de word CREAM mus'~ app8tir oi;i r::very shGet 

of· paper which contains this intelligence.· This rule applies 
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to maps and charts · on which nre ~lotted dnt~ ~nd information 

derived from Speci.:il Inooiligence. fhe code v10rd CREAM sh::ill 

be included. in the : text · of eve.ry despi1tch (sign.J.l) conveying 

·such intelligence,· except as provided in par~gruph 22, belqw. 

18. IVORY in{orma·tion is classified SECRET. The word 

SEGRET 6.nd the code word IVORY must nppenr on every she·et of 

piiper which contains this intelligence,. unless TOP S~CRK~ CREAM 

information n.ppe'ilr.s oh t)1e same sheet. This rule ·n.pplies to 

rnnps and · charts. on which are plotted dn ta nncl inf orma ti on de­

rived fr~m t~affic Iritellige~ce. The code word IVORY shall be 

incli.rded in t.he t ·ext of every -despo. teh · (sign.-::.1) cc:mveying such 

intelligen.ce (unless. the despn tcl1 also conveys CREAM inte1li­

genie), eicept as provided in pnrngraph 22, below; · 

19. ·.rop SECRE'.r Communic a tion Intelligence materio.l may 

not be trnnS!Jlitted in pl<lifl l;:mguage ·(unencrypten) . except l.'..S 

f6llows: 

(a) Sealed, vin officer courier and ather _safe-hnnd 

· channels, .:md over rou'tes, approved by Sf l\.NCIB or 

the London SIG INT Board, or both, as n.ppropria te. 

( b) Via completely pro tee ted loco.l conununico. ti on sys terns 

exclusively interpnl to agencies ond offices produc­

ing or utilizing· Co1nmunicrition Intelligence of the 

appropriate co~egor~~~. · 

J\pp. A. 7 
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(c)·Via ext~rnal l~ndlines only as s~ecifically o.~piov­

~d by STANCJB or· the Lon~on SIGINT Bonrd, as appro-

printe, in eQCh·instance. 

20 ~ SECRET and C01~F!DENTI itL Communicn ti on Int elligenc~ 

material mny not be _trunsmitted in plain language (unencrypt-

. ed) except as provided in p;~r<~gr<:tph 19, above, and, in r~ddi­

_tion, by _protected post~Ll clv:mnels (snch as 5. S. Registered 

M<lil):, ancJ over routes, c:.p.proved by S'fAN.CIB or the Lor1don 

SIGINT Bonrd; as appropriate .• 

21. Except in the circumstances contemplated in pnragrnp~ 

14, above; Comrriunicn t ion Ii1telligence mo. terial, except 11 rnw 

traffic'', trnnsmitted in encrypted fern shall be encrypted 

in sp~cinl cryptographic chnnnels expressly·and exclusively 

provided for this purpose, ~m(. in no other. Such channels 

shall ~assess o.t least the security of the CCM nnd must be 

approved by s·rANCIB or the · Lond·on SIG INT Board, as appropriate. 

Cryptogrnphic channels for the transmission o:f 11·ro.w trnff.ic" 

shall be o.g_reed upon from time to time by s·rANCIB nnd the 

London SIGINT Bbard. 

22. In. techni cnl cornmunicc.. t ions wh.ich G.re strictly limit-

.. ed in circuiation ·to agencies engaged in th0 vnrious processes 

involved in. the product"ion of C.ommunic<""Ltio:.i. Intelligence, and 

which are encrypted in cryptographic chrmnols exclusively 

as signed for such technical exchanges, the vmrds CREAM ci..nd IVORY 

may be omitted. 

App. A 8 ..:. . 



.. 
.. 

teP SF.CRE'f 26 February 1946 -
2'3. Other than as contempl~ted by parngraph 22j cbove, 

cornmunic~tions among cogniz<lllt officials of the British ~nd 

U.S. eovernments which reveal actu~l success or progress in 

the. production of CREAM and IVORY information in specific in-

stances .or fields shall benr the . appropriate code word .desig-

nations even though they do not themselves reveal Communication 

Intelligence as such. 

24. The code word CREAM, and its sigriifichnce i'l.nd conno­

tations, benrs the TOP SECRET classification. The code word 
.. 

IVORY, and its signific~nce nnd connot~tions, beors the SECRET 

cl.:i.ssification. In additio~ tb the restriction? iMposed. by·· 

these classifications, these conno~ntions shall not be · rn~de 

knov;,n to 11 non-indoctrinr:.ted'1 persons' nor shnll these words 

be used in their code-word senses :l,.n the presence of "non-

indoctrinr .. ted 11 persons. 

25. Except as implicitly involved in- the oper<:'..tion of 

pn.rngrn.phs 14 u.nd 19(n), 'nbove, documents cont::-~infng · CRE.i\M. 

nn<l IVORY infor~ntion must remain. exclusively in the possess-

ion of "indoctrinllted 11 person5, secure frorr. ex<.tmination by 

11_non-indoctrinatecl 11 persons, 

General Exception to Regul<itions for Clr,ss"LJ..~j_r.J.tion .:md Dts-

seminntion 

26. With the approval of S'rANCIB ·and · the London SIG HJ'..l 

Bonrd in ·each broo.q instance, and despite <lny other provisions 
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of these regul~tions, certain elemen~nry Tra.ffic Intelligence, 

such .:is_ D/F be~ring s c..nd fixes, nnd_ certain ·en tegories and 

series· of plaih language intercepts from 

mo.y be disseminnted under the clnssificettion CONFIDEN'fIAL, 

-and certain ca. tegories ·and series of pl~in lti..nguage intercepts 

from military circuits may be disse~in~ted under -the cl~ssifi-

ca ti on SECRET. 'l'he field of such disse:min.:i ti on need not 'Qe · 

confined to 11 indoctrimted" perso~s, and 'such dissemination 

m.:iy be mnde during pericetime, but, with these exceptions,_ its 

extent must be limited in oCcord~nce with the principle ex-
.. 

pressed in pn.rv.graph 10, <:tbove. The _code word IVORY shnll 
·' ' 

not be employed in connection with the exchange, use, nnd 

dissemination contemplated by this phr<lgrc..ph, nnd those pl.:-tiz:1 

L111_g_u.agc intercepts from miiit:uy. d'.rcuits sh::.11 be so dis­

~ui~~d ns not to reveol the source.~ 

NSA25X6 
EO 1. 4. (d) 

App. A 10 -



• ~l°J- Rmii 
26 Feb. 1946 

AFPENDIX B TO BRITISH-U. S. ·c. I. AGREEMENT 

COORDINATION OF, AND EXCHANGE OF INFORMATION ON, 

CRYPTANALYSIS·, TRAFFIC ANALYSIS, DECRYPTION,' TRANSLATION, 

AND ASSOCIATED TECHNIQUES 

·1. The cryptanalysis, traffic analysis., decryption and 

translation undertaken and prosecuted by each party shall be 
as bo_sicD.lly sui'ted to its own needs> but ench pn.rty shnll 
welcome fro·m the· other suggestions as to extensions of its 

work, and shall-endeavor to act favorably upon such of these 

suggestions .as are within its powers and· are considered to 

promise due contribution to the common good. 

2. Allocation between the partt~s o~ analytical and pro­

duction tasks shall tak~ the form of continuous elimination, 

by ~~ual ~greement, of unwanted duplication and continuous 

suggestion and mutual arrangement as to the ·undertaking of 

new tasks and changes in the status of old one-s .. 

3. STATUS ·oF TASKS. Exeept as restri_cted through applica-

. tion of .paragraph 3 "(b) of the basic agreement, ·each party shall . ' . 

keep. the other fully and continuously in.formed, in detail, of all 

cryptanalysis, traf.fic analysis, decryption and translation being_ 

undertaken by it, of the approximate facili ttei:i an·d- number of. 

pe-rsons engaged in each phase of the effert, nn:l·. 0f general 

1 -
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progress in each phase of the effort. 
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The continuous exchange 
....... i \ . . 

of information contemplated by this paragraph will be in the· 

form of · .... I __ __.I/information· reports. prepared by the opera ting 

seetions concerned.. These information reports will cover each 
. . . 

sys te·m under st.~d·y and will indicate any chan~e in status of a 

system, the ces~at~on -Or curtail~ent of effort on any task, and, 

wherever possibl·e., projected changes in emphasis on given tasks. 

ln addition to the .... l _.....__ ..... I report there shall be such interim 

reports as are necessary, covering specific tasks in detail, 

Th.ese reports may. be in the form of messages or technical 

write-~ps relating to ~ew disco~eri~s, technical ad~ances, or 

other observed cha11l?ies.. When· there have been such interim· 

reports the I linfor~ tion report will make reference 

thereto, whether the interim reports be in the "form of messages 
' 

or written reports. · 

4. METHODS, 'TECHNIQUES AND TE~HNigAL PRODUCTS. Except 

as restricted throu~h application of paragra~h. 4!b) of.the. 

basic agreement, each.party shall keep the other fully and 

continuously informed, .in detail, of all methods ·and techniques 

employed, developed, and discovered in the course of and in con-. 

naction with all cryptanalysis,_ traffic analysis,·decrypfion, 

and translation·~ndertaken by it. Similarly each shall furnish . 

. to the other all technical products of ·these processes which are 

involved in and applicable to the processes themselves. Ex-

C'.hangs. by radio of this . .info r ma· ti on shall b.3 

App. B 
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as continuously agreed and arranged between the two parties, 

In addition, all of this information·, whether or not also 

exchanged by radio, shall be exchanged via regular l~aison 

channels, as established in another appendix to this agr~e-

ment. 

5. AIDS TO PROCESSING. Except as restricted through 

application of paragraph 4(b) .of the basic, agreement each 

party shall keep the other fully and continuously informed, 

in detail, of the nature and use of all compila-tions, files, 

devices, and appa~atus developed by it, o~ · d~veloped ~s a 

result of its· processes, and employed by it in the processes 

of ·cryptanalysi·s, · traf fie analysis, decrYJ?t~on, and transla­

tion, and shall endeavor·' to furnish " to the other, upon request, 

copies or specimens of such aids •. -~The conveyance by one par_ty 

to the other·, pursuant to this paragraph, of ·a device or 

apparatus may take the form of a gift, loan, sale, rental, or 

rendering ·available, as may be agreed and arranged between 

the two parties in the specific instance, The fact that·the 

disclosing party may have the p.r -ivilege of using a method or 

technique, or a device or appa~atus per~aining thereto, on a 

roya.lty-fre.e basis shall not of its.elf relieve, the receiving 

party of the· obligation to pay royaltieso 

64 CRYPTO-INTELLIGENCE." Except as restricted thr.ough 

application of pare.graph 3(.b) of_ the basic agreement, and as 

a specific application · of paragraph_ four o·r this appendix, each 

App. B 
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.party shall furnish tq the other, continuously, currently and 

w1thout request, all communication intelligence _(including 

Summ1::\.r ies, Studies and es t:imates) produced or obtained by it 

which. bears on foreign cornmuniQations, In the case of Special 

Intelligence which includes information of foreign _crypto:­

graphic systems and the use thereof (i.e., -" crypt'o-i.ntelligence") 

the material exchanged shall be in the form of- decr-ypted, un­

translated versions or" the messages involved, and this ex-

thange shall be in spite of and in addition to any exc4ange 

· 01' translations effected in accordance with any other pro- · 

vis ion ·or this agreement~ The exchange con temp lated in this 

paragraph s~all normal1y be effected by radio except where 

slower delivery will obviou,sly sertre the · purpos·e adequately .. 

In addition,. there sho.l'i be_ a. complete exchange of the same 

information via ·regular liaison ehanncls, as es tabl1shed in 

another appendix to this agreement. 

· S tandar.<:liz1:1 ti on 

·7· Both parties will strive toward Uniform technical term-

iriology and nomenclature in the fields of coordinated effort 

treated in this appendix. It will be understood., however, t;hat 

there will no!mally be no need for interforenc0 wi~h unilateral 

usages' of long standing which are so . well known to al.l concerned 

of bcit~ parties that the resultant ·well-established pairirtg of 

4 
.. - -
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synonyms is qu!te as satisfactory as complete unifor~ity. 

8. E.xh:lb:l t l describes 5.n detail the functiona],.. . system for 

-~he nomenc:~.tur0 of foreign cryptographic systems which is 

adopted by bot~ rarti0Sa 

9 ... Exj,1~bi t 2 j s a list of code · names for specific fields 

of 00rmnuni c8. ti on r.ntelligence ac ti vi ty. This list · is· adopted 

for 00nuno:1 use by both parties. 

lOo Standardization of translations shall be effected 

through con~inuous agreement and arrangement between the two 

parties~ Until agreement is reached on the standard trans­

lation · irito English . of a foreign word or expres~ion Whose_ 

. me~n.ing is doubtful the foreign · word or expression shall .be 
. . 

added in a footnote or ~n. brackets af·te'r each occurrence in 

translated texts of an.English equivalent thereof~ 

ll. All bases of standardization presented in ·this appendix 

and its exhibits shall be subject ~o continuous review and, · 

·upon agreernen t, change. 

App. B .- 5 -
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1. The fa~:ilities nuint<::inecl, l:h~_nne:l.s utiliz.ed, a·nd 

opp0rtu.ni tiE::s e~·:ploi ted by ea.ch party for the interceptior.. 

o.nr~ collection of ra·.= tr:< ffic shc:.:.11 ·he those ;.:.wtilc.l~le. to 

it ::m1! bP.tsil'allv suited to its.own neec'.s, but each 02rty . . ' - . 

shall '.''el.come fror". t~te other sugr,estions as to expansl.ons 

of these f&cilities, exten~ions of these ch2nnels and ~x-

~loitetions of previously unexploited opportunities, and 

shall eridcnv6r to act f8vor2bly upon such 0f .these sugges-

tlons <,s D.re possihle of ix'lplemEmtc:~tion and r:.re CCJnsidered · 

to .,·r6r.is8 due e;;_mtrih.~tion to the co!'H:10n :.;ood. 

Exc:·ept as restrict(-~d t:hroue:h ar,plicc:.tion of pc:·.ra-

ura".'h J(h) of tl\(; basic_ a;.;rE:.•er:-:ent, e:::i.ch party sball · 1~urnish 

to th~ nther as pror.-!ntly ~s possitle, wiU;out rec;,uest anci as 

& mCJ t ter of r-ou:tine,. copies of all ra:" traffic e:ollec ted and 

a.cquired by its operci ting c; genciE:-s·, rega.r:Uess of s0urce. 

N ei tr12l' 'p;.~ rty shall r.e o1•1 iged to reveal t0 the other the 

~ource or r:.ic-1.nne!" of CDllection of raw traffic. 

3. /dlocc~ ti on bet1··een the pr'.rties of r.rorld intercept 

co,rnr;:!ge sh<.;.11 t~.ke ti·~e · forr:i. of .crmtinuous eJ.Lrrin<: ti on, by 

mutual &grccKent, of unwant~d duplication und continuous 

-1-
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4. Provision slwll te r,w6.e for the exch2nge by . radio 

of SEl~; c.ted. cl;:.:.sses of rail'; traffic a s continuously o.rrim?,f.:d 

r eL:<::-,cr, tii<; tr10 p2 rti€ s. In acldi ti on,; all ra.w traffic, i"rh12ther 

~ 

li0.tson chci".ihels~. i::. s Estahlisl1ed in another a onen~lix t·.; this 

;,; greer'~nt. In f~enerc1 l the }1rocurement, main tGm1.nc0; and 

utili z8tion or · r2 i~ means of exchhnge and of r8pid means 

of cle Li ve·r.-y fror:1 intercept points shall· be pror.loted. and 

encou~~ged by each· pnrty to the ut~ost extent of its ~eans, 

and usable radio teletype ch8nnel~ sh&ll he kept filled to 

the li.r11it of their C:<·q)t-~city 1;.·ith raYJ traffic. 

5. E:c;.ch pe .. rt:r sJu:ill i'~E:'E;TJ thE~ -Jther fully c: ~ ncl continu-

~u~l~ inforned, in detail, of the operational intercept 

positions available t0 and utilized by it as sucih, a nd of 

the covE:rage provided thereby. ·rhe excharn;e of this informa ti0n 

sha 11 'be cff ected at lea.stj J~ the. fo~:m. of exhi l•i t 1 

1::i th this rJ.ppendix. ThE: exchange of covertd!,e repo'rts by 

radio, to cover part or ~11 of the information of the ryritten 

re~· , o:::·ts, and to bE. ir.. a.deli t _ion ttiereto, may be· agreed D.nd 

arranged from time to-time. 

App. C 

OGA 
EO 1.4.(c) 

~ EO 1.4 .. (d) 

-2 -



-.. 
'· • 'fOF bEC:1hT 

26 Febru~ry 1946 

6. Th~ us0 of· typeGrit8~S fbr the preparation of 

intercept~6 ra11 tr2ffic shHl~ be encouraged ~nd prornot8d. 

7. Thr-- physicci l· forr-1 of in terceotec rl'!\'! tr2ff ic shc.tll 

be s.ta~dardized ns far as precticahle. Radio intercepts 

0Yh i "it 2 r·j. th this ·appendix. 

'3. The standard gloss2ry of terMs 'and abiJrevic:1 tions 

,re:si:mtc=d s s exhi t-i t 3 v·i th this v ppendix i_s ado~1tecl !'or use 

l\'. roth -;it· rties for coordin;~.tion· r,nd direction of int<::rc2pt 

?. STANCicC will prcnar6, periodic~lly ~s necessary, 

a ca ':alo~ue, to ·i-:.e ~mo•.:n n s the t'or1d-Wi<J e 11'rc _ uenc~r Inc:_ ex,· 

of ;;11· ~{no~."ri r:,ct~io transnissim1s in the for6 of exhibit 4 

~1th this upp~ndi~. This ciatalogue is adopted by both p~rties· 

as tlie Stc;.ndard for li2iSl)n :in Metters of r.1ili t<.ry intercept 

coorc~j_n,,tion. Licii.son in m2tters of'I 
_____ .... 1.~n t e :I'.' c en, t coo r c3.j_na ti on iH i 11 be i._1_· n-t-_-c: .... ~-ri-s_0_f_c_a._l_l __ s_i_g_n_s__. 

.:•.nd. frec~u(:ncies. T~1E·) London S~GINT boa:rd will furnish 

con tinu_ously all. _d8. tci e;_vu.ilc.ble to ))t which ~':ill c:.ssist in 

the prepn.:-;J. ti on of the ._world-Wide F~e(•Uenc~,r I'nd ~=x. STANCICC 

;•.:ill furnisll to the :r~anti~h SIGHi·r B0.<:1rd tit(; nu;~;,C:r of copies 

of each ecli ti on of thi.s cc. tc:.lo.:;ue v:hicl1 th0.t Bni'Lrd m<··iy recuire. 
~ 

Ary·:.' C . 
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lQ. All h2ses of stantl~rdization ~resented in this 

apryendi~ ~nd its exhihits shcill he subject to continuous 

review and, unon mutual &greerne~t, change. 
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EXCI-!.A.IKm OJ;' co_:vrurrjNIC1'.TION Il'JTELLIGENCE 

1. Except as restrict0d through application of parsgra~h 

3{b) of the basic agreement, _e&ch party shall make available 
) 

to tha other without request ~nd es a matter of routine, end 

.shall furnish ns requested, all Communication !ntellice.nce 

produced :)y its o.pereti ng egencies, 'reg8.rdless· of- \':i1ether the 

otte-r pnrty is };:nown o:r supposed. to ··x: producing, or tb bG in a 

nosi ti on to riroduce, duplicate or similbr Communication Inte11i-

sence. 

2. ExchanGG of Communic~~-.tion Intelligence by the· most ·r2.pid 

uvailnble :neans she.11 be ae continuously agreed 2nd arran[;Gd 

bet1rrnen the two partiss. I·h CJ.ddition, e.11 Comrq.unicc:<tj on Ih-

telligence'. 1/;hetller or not also exchanged oy' such .ne2ns' shall 
I 

be exchanged via regulsr-liaison channels, es established in 

al'\other appendix: to thi e:: n.gree~nent. I:ti. either ce se, deli very 

by e~c~ party to.the other or to ,the other's agent shall be 
' 

with the l1~2st r.io·ssible d-elay, and each p2rty 3hall give clue 

heed to represent.~, tions by tlle other c.s to appe.rently 2,voii1.~ b-le 

delay, and shall institute action, appropriate to its facilities· 

~ma reei_ui:cenents and in-sofar C3 the involvn?·:.ients ere vJi thin its 

control, to eliminate such delay. 

)· Special Intellig~nce e~changed in Eccorf~nce ~·ith pnrasrapl1 1, 

above, shall be in the form of decrypted versions ·of indi7idual 

i terns translated. into EnglL3h &nd of &.lY9r0cintions t:U)-d 2UT111UB-

ries prepared from such translutions. 

-1-
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4. For pur·por;;es ot' intcrpret2tion of paragre.ph 1, 9 bove, nn 

item of Special Intelligence is considered to have been 

"produc cd" by . Em . agency when it · h2 s been crB.nsla t0cl. in.to 

English by thc.t e.e;ency. In nddi tion 1 upon request .fru:n .ti!ll.e 

t9 time by either pe:rty, the other· shall, 5 . .f. such. pro_vision 

is not unduly inconvenient to it, furnish co.pies . o·f. s:pccific 

items or itens in specific cntegbries or fields or Special 
. . 

Intelligence which a.re decrypted by its agencic3 but net 

translcted into.English. 
0 

' 

Appendix D 
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APPENDIX E TO BRITIGH-U.S. C. I. J~RCEMEMT 

PART I 

Collater€l·l ~,1? teric:1l .~nd informc:.tion v~·hich 

1. ~A'i thir. the intEnt and lil"'!i ta tions of p .. :.n:.graph ;: o.f 

the b"J.s:i.c o.green0nt the!.~e •:.'ill he a co~nilete exchang<:: hetween 

the t\.<;o p<'lrti.es of .nll uVE\ilable inform<~ tion which liears 

directly· 011 foreign C'?!11Ymnic< tio.ns' or on Co!~!mU11ication Intelli-

g<:.·nce ·r.irocesses <:.~J}:iliei:: to forei.en comrn.micci.ti~n:;, whether 

such inform& ticn 1··e s.et for th in words or embodied in e;.- do cu-

r:~r:nt, object, o:- appa.'ratus, purch;-~se:d, captured, or 6ther.·uisc· 

· .:.1cquir<~d. N P.i th<:·r p~:;rty shell be obliged to .reveal to· the 

other a source of such collatPral material ·although there 

_should nor1".l.:;lJ.y he furnisl:ed, wher_(~ appropriate, an estimate 

of the relia.'hili ty ·of the source. 

' 
App. E I 
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I 
i 

Collat~ral rn~terial and inf9rrnntion which 
' ' 

- ' 

does· not bear:.~ ~irectly on. foreign communications/: 

1. Upon the_ ic.-~uest of either party the other may, at its 
I . _. 

di-scr_etion) furnish or divulge ·co-:iln teral mnterio.l or informa-

tion which does not beai:- ·cH'rectly· on foreign. commu_n-ico.tions 

p~ovided there is no objection on the part·,. of the ministry, 

d~partment, agency, office, or person which'' originally mr:.de 

Q~ailnble the material or information or wnich be~rs the respons­

i 'bili ty for the control theredf. In art')·· case, / neither· the 

source nor ~ts reliability need be divulged. 

App. E 2 -

OGA 
EO 1.4.(c) 
EO 1.4.(d) 



I 
I _..,, 

TOJ.? SiC21i!I' 
•• 9· 

'' 
26 February 1946 

APP.ENDIX G·TO BRI~ISH-U.S. 

C . I. AGREEMENT 

·LIAISON AND 

CHANNELS FOR EXCHANGE ' 

Liaison, personnel 

1. Each party shall maintain, in the cou~try qf the other; 

at an appropriate location, a senior liaison official acc~edit­

ed to the other, who m~y be accompanied by the ~ecessary ~taff. 

All Communication Intelligence liaison matters in each c~untry 

shall be under ~ he cognizance and control of the s~nior Com­

munication Intelligence liais.on• offic~al in that ·country. 

2. Upon agreement between STANCIB and the London SIGINT 

Board in each specific case, additional liaison personnel 

may b~ actredited, and working grqups may be assigned, to 

operating agencies of.either party by the other. All such 

additional liaison personnel shall be·under the control and 

direction of the appropriate senior liaison officers. ~~~k-

ing groups of either party in the age~cies of bhe other shall 

be regarded as, ind shall have the status of, liaison per-

sonnel. 

-3. tiaison officials of one party shRll normally have 

unrestricte-d access to those parts of the other's operating 

agencies which are engaged directly in the production of 

App. G 1 -
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Communication.Intelligence, except such of.those parts as keep 

files of general collateral information. This restriction is 

premis~d upon the limitation expres5ed in paragraph 2 of the 

basic agreement. The points of contict of liaison officials 

within operating agencies for requests and inquiries shall be 

as determin~d, established and delimited 'by the party to which 

they are accredited. 

Channela for Exchange 

4. Commuhi.cD-tions-~ bei:r1een ._:the··· :t·Ho· P<'-r ties. shrill regularly·. 

be. conducted' through° the liaison· cnnnneis estn"bl1she"c1: by . 

this· app~ndix·.·· ""'-In o.dditia;l,i .t is con templa teci thc:{.t chan~1els 

for continuous C0!1Versution and arrangement· directly betr.reen 

technical sections and.coordinating groups of operating agencies. 

may be established from time to time as the need for them 

becomes apparent. 

5. Requests by a party or its agencies for inforr:iation or 

material shall be made by that. party via its senior liaison 

official accredited tb ·the other. ·Normally but not neces.sa.r-

, ilY the other party 1 s senior lia:i: son official shall be kept 

informed of such requests. 

6. A senior liaison official or his authorized represent-
. 

ative having a re~uest for information or material shall, 
, 

acting through the prescribed channels and points of contact, 

receive whatever pertinent ·information or material is rriade 

available to him, and shall forward i~normally via charinels 

under the control of his ovm country,· to the requesting party 
I 

App. G - 2 -
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or its appropriate 0perating agency. Upon receipt, the re­

questing party shall give the senior liaison official of the 

providing party, or ·linison officivls delegated by him ·~ whc: t-

ever share in the distribution and utiliz~tion of the inform-

ation and material· it m6.y have established as o.pplic::i.ble and 

ap·propr-ia te. 

7. No provision . of paragraph 6, ~bove, shall be con-

strued as preventing either party from a~commod~ting the other 

by. transporting mate~inls . · ror the other's senior liaison 

official. Each party shall endeavor to assist the other in . 

this respect, as may be pr_acti9a ble, when reques t~d to do so, 

but both parties shali end~a~or to reduce such requests to 

the minimum by 'con tlnuously udj us ting their facilities to 

their· req,uiremen ts aria . vice vers.:t. 

8 ·. Ea~h p~rty sffaPC na.rmo.lly accommodu.te the other 1 s 

senior li<'.'lison · offictal .. -by. making n.vailo.blc: to ·him, on hJs 

request, facilities for p~ckaging and ·prcpnring material for 

t~ansportation. E~ch pnrty shall, to the exterit of fa~ilities · 

operntecl by or .:i:v.::tiln.ble to it, ~ccorrunod~te t.he other 1 s senior 

li~ison official by assisting him with·. s<,fe-hu.nd and ·other 

trnnsporto.tion within· its own country . 

. ' 
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MEMORANDUM 

Corrections to BRUSA C.I. Appendices. 

Appendix F. 

Subst1tuti new Appendix F (herewith) for old 

Appendix F 'dated 28 February. 
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APPENDIX F TO BRITISH-u.s, c. I. AGREEMENT 

COMMUNICATIONS 

Radio Circuits 

1, The U. S. Navy will provide radio and terminal equip-

ment on loan basis as necessary for the ~stablishment of a -

four-channel multiplex radio-teletype circuit _between 1 ts 

operating agencies in Washington, D.C., and the principal 

operating agencies of the Admiralty and Commander, U.S.Naval 

Force~, Europe. Admiralty will provi~e the necessary anten-

nas, electric power, control lines and suitable housing for 

all equipment at the British end of the circuit at no cost 

to the U. s. The Admiralty will provide all maintenance and 

operating personnel for the London terminal except such opera-

ting personnel as are prov'ided by Commander, U.S. Naval Fo;I"ces, 

Europe, on his channels. Similarly, the U, S. Navy will pro-

vi de all mai'ntenance s.nd opera ting personnel for -the_-wash1ngton 

terminal except such -~per a ting personnel as are ·provided by. 

the Britisp Admiralty Delegation on its channel. 

2. The London SIGINT Board will continue to maintain in 

operation the existing radio telegraph circuit· (HYDRA) between 

O~hawa and London (GCCS). STANCIB will maintain a land-line 

link between Oshawa and Washington. 

Extraordinary routing o~ Raw Traffic 

3. Raw traffic exchanged between the parties in accord-

ance with Appendix C will normally be passed as provided in 

App. F - 1 -
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Appendix G. HoweverJ in a specific case where one p~rty con­

trols or has the.use of a communication channel (radio or 

otherwise) the terminals of which are so located that the 

channel could be employed, advantageously from the standpoint 

of t~me-savins, for the transmission of raw traffic directly 
• 

from one party's source to the other's (Washington or London) 

oP.erating agency, the parties may aeree on such employment and 

on appropriate contributory arrangements. 

Cryptographic Channels for Communications 

4. Communications exchanged by exposed means between 

agencies of STANCIB on the one hand and those of the London 

SIGINT Board en the other shall employ cryptographic channels 

provided exclusively for c·ornmunications between these agencies. 

Such cryptographic aids as are used shall be subject to the 

approval of STANCIB and London SIGINT Board and will be pro-

vided as mutu~lly agreed. 

Physical Transm~ssion 

5. The channels used by each party for the physical 

transmission of documents containing information of Communi-

cation Intelligenco matters shall be those regarded by that 
, 

party as normally sui t_able for the transmission of documents 

of the security classification involved except that, in no 

case, without the specific concurrence or both partiesJ shall 

a document containing unencrypted CREAM or IVORY information 

App. F - 2 -
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be conveyed by aircraft or land transport over territory 

controlled by other than the Uni tl3d States or British govern.-

menta, nor, without similar concurrence, shall :raw traffic be 

similarly conveyed over territory controlled by the govern-

ment whose agencies or citizens originated it. 
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