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OP—SRERES

APPENDIX A TO BRIFISH u. S C I. AGREEMENF

Brltlsh - 0.S. Communlcatlon Intelllgence

Security and Dissemination Regulations

General
L -“hése regulations shall be the basis of all regula--
tions for the security and diésemination of Communication In-
' tclllgencc 1nformut10n is: ued by or under the duthorlty of
STANCIB or the London bIGINf,Boqrd and other appropriate
officials of .the governments of the two partieé. The scope
and phrasrng of such regulations may vary in accordance with‘
vérying requiremgnts of the parties; agencies, departments,
and nlnlStrle to whom they are designed to apply, vut all‘
shall be in accord with these ba51c regulatlons in every re
spect. To insure uniform interpretation of what constitutes

such accord, each party shall refer all such regulations to

the other:for,informqtion prior to issue.

 Basic Principles oi Securltz

2. The value of Communication IntelllﬂenCc, both in war
and in peace, cannot be overestimated:. conscrvation of the
source of this intelligence is of supreme'iﬁpcrtdnce. It is
essenticl, therefore, that the disscmination accorded all
related or resultant information be strictly contrclled~apd

limited. The physical}security of related documents 1is not

App. A o _1 -
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alone sﬁffidient; it is essential that all references to the
information involved, and all revelations thereof, even in-
direct, be avoided except among those tolwhom this information
is necessar? for the proper performance of official duties.
ThHe time limit for-the safeguarding of Communication Intelli-
gence informatio@ never ekpires. Although from time to time
alleged Communi cation Intelligence information may be publish-
ed, it is of the utmost importance that persons cognizant of
Communication Intelligence matters and recipients of Communi-
cation Intelligence inforﬁatioﬁ refrain from regarding the
fact or such puﬁlication as releasing them from the necessity'
of maintaining complete and absolute silence on all subjepté |
involved until they are freed ‘from this obligation by unmis-
takeable, categorical,‘officinl notiée. |

B In ti&e of war, the full effectiveﬁess of Communicatioﬁ
‘Intelligence éannot'be realized unless qperﬁtional use is
nmade of-it. However, when‘action is contempléted in the light
of Commﬁnication Intelligence, the possibility of compromising
the source must always be borne in mind and this danger must
always be weighed against the military advuntage to be gained.
In general, mémengg;;:%&e%éeai advantage is not sufficient
ground for risking the compromisc of = Communicnﬁion Intelli-
gence source. When the decision is made to tuke action buased
on Cohmuniéatibn Intelligence, studied éfrbrt must be made to

ensure that such action cannot be attributed to Communication

"App. A = 2 -
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Intelligence'alonef In evéry case, where at all.ﬁracticable,:
action against a specifid'paréét revealed by Communicatién
t Intelligencé shall be .preceded by approbriate feconnaissance '
or other suitable déceptive measures to which thae enemy can
reasonably be'expected to attribute the actioﬁ‘

Ay In.time of peace the principle that the conservation
of Communication Intelligence sources is a paramount considera-
tion, affecting any acﬁion taken in the light of Communication

Intelligence, must be rigidly upheld.

Definitions and Categories

5. . Communication Intelligence (COMINT) is the name given
to inteliigence deriyéd from the work of those‘mgencies,
operating under the coordination ana céntrol of STANCIB cr the
London SIGINT Board, whiéh study radio transmissioné, aﬁd |

other communications, not originated by United States or British

officials. The terms Communication Intelligence (COMINT) and

signal Intelligence (SIGILIL) are synonymous. Communication

Intelligence is'divided into two catcgories, as follows:
(2) Special Intelligence
.(b) Traffic Intelligence

6. Spgcial Intelligence is that Communicntion Intelli-

gence which results from the decryption of the texts or sub-
stance of encrypted communications. It is designated by the

code word CREAM, Communication Ihtelligence obtained f{rom

App. A . : - 3 -
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plain language messageé may on occasion be included in the
category of Spe01al Intelligence.

T rafilc Intglligence con51sts of 1ntelligence which
. results from an analy51s of communication networks, procedure
.signals,icall signs, D/F bearihgs, and qther technical aids,
i.e., intelligence obtained from infercepted communications
by all means short of 'the actual decoding or deciphering of
the texts .or substance of theée communications.l It is desig-
nated by the code word IVORY.

8. ' If the intelligence obtained by the processes describ-
ed in paragraph 7, above, includes informo'tion derived'frdm
encrypted messages in such 2 way that it pleayly reflects the
.use of such infofmatidn” it becomes Special Intelliéence.
Communication Intelligence obtained from the translation of
plain languagé messages is normally classed as Traffic Inﬁelli—
gence but may on occasion ba classed as bpeC1al Intelllgence

9. In war-time it may be found necessary to sub dlvide
both Spechl Inteliigence and Traffic Intelligence into smal-
ler categories in order to permit certain classes of Communica-
tion Intelligence (compromise of which would not endanger the
more important Communication Intelligence sources)‘to be dis-
tributed to special agencies and lower echélons of'the military
forces which, for éecurity reasons, would not normally receive
other Communication Intelligence matefial.

App. A A
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issemination

16 Thg guiding principle of dissémination is that each
itém of Communication'Intelligence, as_such, %ill be made
knovm to those individuals who require it in the performance
of their duties and who have been "iﬁdoctrinated" and made
avare of the source, and 6nly tp Ehose ihdividpals. |

11. Every effort shﬁll be madé‘to reduceAﬁhe number of
"indoctrinated" pefsons to an absolute minimum. ‘Personnel to
be indoctrinated for assignﬁent to Communication Intelligence
duties Shall'be the subjects of special security enquirieé;
Except in categogies and individual éasés agfeed'upoh from.time
to tiﬁe'by STANCES and thé London SIGINT Board, personnel to
be indoctrinated as.recipients-of Commﬁnication Inteliigence
information- shall be the subjects.éf special secufity enquifiés.

12.  STANCIB and the London SIGINT Board shall maintain
complete lists of .persons curreﬁtly "indoctrinated“ for Com-
. munication Intelligence in their respective governments.

13.  STANCIB and the London SIGINT Board shell keep each
other fully informed of the departments, ministries,bagencies,.r
offices and broad categories of persons receiving Comriunication
Intelligence and of the approximate number'of,"indoctrinated".
personé in each.

14. Should it becomé.essential for operational'redséns

(as may occur in war) to disseminate a snecific item of

App. A _ 5
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Communication Intelligence to an official who ié not an.auCho4
rized rccipient (i.e., not "indoctrinated") it mﬁét be cmboéied
in & communication so worded“that the subject matter cannot
be tracgd back to Cemmunication Infelligence éources (with
names, times and positions, and other specific data:fromil
eriginal decrypted texts carefully omitted) and,‘if to be
trensmitted by a2 means exposed to interception, éncrypted in
the available eryptographic systen of greatest securipy and
‘most limited distribution. The code words CREAX and IVORY are
not to be used in connection with sucb communications.
15; Communication Intelligence shal; never under any cir-
‘ cuﬁstances and in any form be disseminated to any ministry,
depertment, agency, office, or indiviaual from which or from
whom it might reasonably be expected to find its way, official-
ly dr extra—ofﬁicidlly; ints the possession of any person or |
grdup.who could use it for commgrcial comﬁetition or commercial

gain or advantage.

Security Classificdtion and Transmission of Communicition Intel-
16. "RPaw traffic" (i.e., intercepted trzaffic sﬁowing no
evidencé of processing for Cdmmuniéation “nteliigence purposes)

is-cl&ssified CONFIDENTIAL.
17.  CREAM information is classified TCP SECREL. The words.
TOP SEChET'and_the code word CREAM must dppedr_on every shcet

of paper which contains this inﬁelligence.' This rule applies

App. A ' o - 6 -
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to maps and charts on which are plotted data eznd information
derived from Special Intélligence. The code.word.CREAM shall
be included in the text of every despatch (signal) coﬁveying
~such ipteliigence; exoepf as proviced in paragraph"223 below.

18. IVORY information is classifie&>SECRET. The word
gECRET snd the code word IVORY must appear on everv sheet of
puper which contains this intelligénce,>unless‘TOP SECRET CREAM
information appears oh the same sheet. This rule applies to
naps and:churtsAon whiéh are plotted data and information de-
rived from fraffic Intelligence. The code word IVORY shall be
included in the text of everytdesbatch'(signal) conveying such
intelligenée (unless tﬁe despatch also conveys CREAM intelli-
gence), except as pfovided in pafagraph 22, below. -

19. ~ [op SECRET Communication Intelligence materiﬁi may
“nbt be transmitted in plain languagev(unehcrypted)_exéept ns
foéllows: ' | |

(a) Sealed, via officer courier and other. safe-hand

"channels, and over routes, approved by SLANCIB or
the Lonﬁoﬁ SIQINT Board, or both, as dpprépriate.

(b) Via combletely protected locol cdmmunication systems

exclusively interhal to agencles and offices ppoduc-
ing or utilizing CommﬁnicationAInte}iigence:of the

appropriate categories.

App. A. . =7 -
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,(c)'Vie external landlines oniy as specifically dpprov—
ed by STANCIB or'the London SIGINT Board, as appro-
nriate, 1n each-instance. |
20. SECRET and CONFIDENPIAL Communication Intelllgence
material may not be transmitted in plain language (unencrypt~
ed) except as prov1ded in naregranph 19, above, and, in addi—
© tion, by nrotected postal channels (such as 0. s. Registered
Mail), and over routes, epproved by SEANCIB or the London
SIGINT Board, as approorlute.
21. Except in the c1rcumstances contemploted in pnrdgrapn
' i4, above, Communication Intelligence_material,'except n"raw
traffic", transmitted in encryptced form shall be encrypted
in special cryptographic channels expresslj'nnd exclusively
provided for this pnrpose, and in no other. 'Such chqnnels
shall possess at least the'security,of the CCM and-muet be
npproved.by.STANéIB or the London SIGINT Bonrd, as appropriate.
Cryptogranhic channels for the trénsmiesion of "rﬂw traffic"
shall be agreed upon from time to time by ‘STANCIB and the °
,London bIGINf Board.
- 22, In.technical commnnications which are strictly limit-
- .ed in'circulation.to agencies engaged in the various proeesses
involved in,the production of'Communication Intclligence, and
whlch are encrypted 1n cryptographic cnunncls exclu51vely |
a551gned for such technical exchanges, the words cREAU and IVORY :

. ay be omltted.

App. A . ' .- 8 <



[ - @ — "

FOR-SECRE? . ‘ 26 February 1946
23, Other than as contemplated by paragraph 22, above,
communications among cognizant officials of the British and

U.S. governments which reveal actual success or progress in

the production of CREAM and IVORY informatidn in specific in-

stances .o¥ fields shall bear the approprlate code word de51g—>-
nations even though they do not themselves reveal Communlcatlén
Intelligence as such.

24.  The code WOrd‘CREAM, and its significance and conno-
tatioﬁs, bears the TOP SECRET classification. The code word
IVORY, and its significarice and connota tlons, bears the SECRET
classification. In addition to the restrlctlons impecsed. by~
these classirications, these connotations shall not be'mndev
known to "non-indoctrinated" persons, nér shall these words
be used in their code-word senses in the presence of "non- |
indoctrinateéd" persons. |

25; Except as-implicitly involved in tie opéfation of
paragraphs 14 and 19(a), above, documents cont:zining CREAM
and IVORY information must ;emain,éxclusiveiy in the poésess—
iop of "indoctrinated" persons, secure from éxamination by

"non-indoctrinated" persons,

General Exception to Regulations for Classivication and Dis-

semination

26. With the approval of STANCIB and the London SIGINT

Board in each broad instance, and despite any other provisions

?
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"of these regulations, certain elementarv Traffic Intelligence,

such as D/F bearings and fixes, and certain categories and

series of plain language intercepts from | |

may be disseminated under the classificaﬁion CONFIDENTIAL,
-and certain categories'aﬁd series of plajn iangque intercepts
from military circuits may be disseminaged under the classifi-
cation SECRET. The field of such dissdﬁination need not be-

‘confined to "indoctrimited" persons, and such dissemination

may- be made during pédcetime, but, with thesé exceptions, its

exteﬂi must be limited in accordance @ith the‘prinCiple ex—
pressed”in‘pqraéraﬁh 10, above., The iodé word IVORY shall
not be emblo;éd in connection with t@e exchange, use, and
disseminationiébﬁtémpldted by this ggragfaph, and those plain
ldﬁgﬁage intefcepts from miiitarf‘circuiﬁs shall be sé‘dis-
guiééd as not'to-réQeal‘the source.f

) A NSA25%6
EO 1.4.(d)
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AFPENDIX B T0 BRITISH-U.S. C.1. AGREEMENT

COORDINATION OF , AND EXCHANGE OF INFORMATION ON, f

CRYPTANALYSIS, TRAFFIC ANALYSIS, DECRYPTION,' TRANSLATION,
" AND ASSOCIATED TECHNIQUES '

1, The cryptanalysis, traffic anglysia, decryption and
translation uhdertaken and prosecuted by each barty shall be
as basically suited to its own needs, but each party shall
welcome from the other suggestions as to extenslons of its
work, and shall endeavor to act favorably upon such of these
suggestions as are within its powers and are considered toi
prom}se duse contributién to the commén good, |

2 Allocation.between the partxés of. analytical and pro-
duction tasks shall take the form of continuous elimination,
by mutual agreement, of unwanted duplication and continuous
suggestion and mutual arrangemeht as to the~undertakingiof
new tasks and changes in the status>of old ones.

3. STATUS OF TASKS. Except as restricted through applica-

 tion of paragrabh 3 (b) of the basic agreemeht,-each party shall
keep  the other fully and continuously informed, in detgil, of all
cryptanalysié, traffic analysis, decryptionh and translation belng .
undertaken by it, of the approximate facilitieﬁ'and-number of

persons engaged in each phase of the effert. ard .»f general

= T
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progress in each phase oﬂ the effort. The continuous_exchange

of information coﬁtempl%téd by thls paragraph will be in the’

form of ;informétion'reports prepared by the operating

_seotions concerned Tﬁesé information reports will cover each‘
system under study and w1ll indicate any ohange in status of a
system, the oessation or curtailment of effort on any task, and

wherever possible, prOJeoted changes in emphasis on given tasks.

In additlon to the ; report there shall be such interim

reports as are neoesshry, covering specific tasks in detail,
These reports may_begin"the form of messages or technical
write—ups relating té new disco@eries, technical adVanoes; or

other observed ohanges. When there have been such 1nterim'

reports the information report will make reference

thereto ‘whether the 1nter1m reports be in the form of messages
or written reports

4, METHODS,'TECHNIQUES AND TECHNIGCAL PRODUCTS. Except

as restricted through application of paragraph 4(b) of.the.
basic agreement, each party shall keep the other fully and
continuously informed, in detail, of all methods-and techniques
employed, developed, and discovered in the course of and in con-.
neotion_with all'cryptanalysis,,traffic analysis, decryption,
and translation'undertaken by.it' Slmilarly each shall furnish
to the other all technical products of ‘these processes which are
involved in and applicable to the processes themselves, Ex-
change by radio of this infor mag tion shall be

-2 -
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as continuously agreed and arranged between the two parties,
In addition, all of this information, whether or not aisp
exchanged by radio, sﬁall be exchanged via regular 1;aiéoﬁ
chgnnels, &s established in another appen&ix to this agree-
meﬁt.

5. AIDS TO PROCESSINé. Except as restricted through

application of paragraph h(b)>of the basic agreement each
party shall keep the other fully and continﬁously informed,

in detail; éf.the nature and use of all oém@il&tioné, files;
devices; and apparatus developed by it,‘or'déveloped as a
result of.its'processeé; and emplqyea by it in the propesées
Aof‘crypténa1y519,~traffic analysis, decryption, and transla-
tion, and shall endeévor*ta furnish-to the other, upon request,
éopies or spécimens of sugh alds. ..The conyeyancé by one'éapty
to the other; pursuént to this paragraph, of a devicé or
apbaratus may take the form of a gift,.loan, sale, reﬁtal, ér'
renderingiavailable, as may be agreed and arraﬁged between

the two partiés in the specific instance, The fact that the
disclosing pagty may have the privilege of using & method or
technique, or a deviée or appafatus pertaining thefeto, on &
royalty—freé basis shall not of itself relieve the receiying
party of.the'obligation to pay royalties,

64 CRYPTO-INTELLIGENCE. Except as restricted through

application of peragraph 3(b) of'the basic agreement, and as

a specific application-of paragraph four of this apﬁendix, each

App. B - 5-
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party shali furnish to the other, continuodsly, currently and .

without requeet,.all eommunication intelligence (including
eummaries,.studies and eetimates) produced or obtained by it
which bears on foreign communications, In the case of Special
Intelligence which includes information of foreign_eryptor
graphic systems and the use thereof (i.e.,_"crypto-inteliigence")
the materiai-exchanged shall be in the form of decrypted, un=-
translated versions of the messages involved, and this ex-
change shall be in spite of and in additlon to any exchange
“of translations effeeted_in accordance with any other pro-
vision of this agreement. The exchange eentemplated.in this
paragrapﬁ snall norinally be effected by radio except nhere
slower delitery will ebviou§ly serte the'purpoee adequately‘
In addition,'there shall Be”a_COmplete ‘g@xchange of the'same
infermation via regular liaison ehannels, as established in

~another appendix to this agreement,

-Standardization

‘T« Both parties w1ll strive toward uniform technical term—
“inology and nomenclature in the flelds of coordinated effort
.treated in this appendix. It will be understood, however, that
there willAnormally be no need.for interforence'With unilateral
usages of long standing which are so well known to all concerned
of both parties that the resultant well- establlshed pairing of

=L -
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eynonyms is quite as satisfactory as complete uniformlty.

8., Exhibit 1 describes in detail the functional . system for
the nemenclature of fereign cryptograephic systems which is
adopted by both rarties. ‘

94 Exiibit 2 is a list of code names for specific fields’
‘of Cnmmunication Ihtelligence activity. This list'ie adopted
ior eommOW use by both peartiles. |

ldo Standardization of translations shall be effected
through continuous agreement and arrangement between the two
partleSe Until agreement is reached on the standard trans-
lation into English‘of a foreign word or expreseion whose
_meening 13 doubtful the foreign word or expression shall be
added in a footnote or in brackets after each ocEdrrence in
translated texts of an English equivalent thereof;

11. All bases of standardizatlon presented in ‘this appendix
end its exhibits shall be subject to continuods review and,’
upon agreement, change.,

\
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L. The facilities muintsined, chenhcls utilized, and
opportunities exploited>by each party for tﬁe ihtérception
and collection of ra traffic shazll -be those availahle_tq
it and basically suited to its.own needs, hut each party
shall welcome from the other sugpestions as Lo expansions
of" these facilities, extensions of these chennels and ex-
nloitetions of ﬁreviously unexploited opportunities, and
shal; endeaver to act favorahly upon such of these éugges—
tions «s are possible of implementation and zre considered
to jrdmisé due contri%utién to the comrion €ood.
2. Excert as restricted through application of para-
' granh 3(bh) of the besic,aéreeﬁent, each party shall-iurrish
. to the_other a5 pfomptly As possitle, ﬁitbout request'and as
& matter of routine,. coples of all ra~ traffic collected and
acquired by its operating agencies} regardless of source.

Neither purty shall re obhliged to reveal tn the other the
Y <)

source or nenner of collection of raw traffic.

5. Allocation betveen the perties cof world intercept

coversge shall teke thie form of continuous eliminetién, hy
mutual asrecevent, of unwanted duplication wund continuous

suggestion and mutual arrangement as te chinges.
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4. Provisinn shell be mace for the exchenge by radio
of selected cliasses of rav traffic as continuously arr&ngéd'
retweer thie two perties} in addition; all raw traffic, whether
or not éxchanged Ty radio, chall he exchanged via regular
lialson charnels, &s established in another apﬁeﬁdix tg Ehis
sgreevent. In general the procuremenﬁ, naintenance; and
utilization of ra-i” means of exchhnge and of ranid means
af deiiVe?& frorr intercept points shall-be promoted“and
'encou2uged by each’ party to the utmost extent of its meéns,
and usahle radiO»tel&type Channei$ shall te kKept filled to
the‘limit ol their'éupacity with raw @raffic. i

5

party shell iteep the other fully &nd continu-

13

5. .E&ch

ovely inforrmed, in detail, of the operational intercept
positions availsble to and utiiized by it asvsuéh, and of

the coverage provided thereby. The exchange of this information .

shall re effected at leasty In the. form bf exhihit 1

With this appendix. The exchaﬁge éf coverage reports by
radio, to cover part br all of thﬁyinformation of the written
rerorts, and to he in additionltﬁereto, nay be:agreed and
arranged from time to'timé.
0GA
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Stancardization

6. The use of typemriters Ior the preparation of
intercented rsv trafiic shall he encouraged end promoted.

‘7. The phyéical'form of intercentec raw traffic shall'
ke stardardized as faf as precticable. Radlo intercepts

&1l re prepsred and ‘exchanged in the standard form-of’

W

erhirit 2 vith this appendix.

3. The stancdarad glossary of terms’'and abbreviationé
presented us exhibit 3 with thils appencix is ado)ted ror use
r: roth phrtieé Tor coordiﬁation~and direction of iﬁtercept
dnd raw traffic-exchange. | |

9: STANCICC will prenmare, periodicully &S necessary,
a;catalogue,tovhe “notn as the‘World—Wide Fre vency Incex,:

of 41l known radio transmissions in the form of exhibit 4

with this appendiz. This catalogue is adopted by hoth parties-

@5 thie standard for liaisnan in matters of militzry intcercent

- .

cocrdination. Lialsorn in matters of

Antercert coordination will ke in terms of call signs

and freguencies. The London SIGIRT Bodrd will furnish
continuously all data svaileble to it which will assist in

the preparation of Ehe“World—Wide Frecuency Index. STANCICC

will furnish to the London SIGINT Beard tihe numher of copies

of each edition of this catzlozue vhich that Baard may require.
: OGA
-3- EO 1.4.(c)
EO 1.4.(d)
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10. A1l hzses of standordization presented in this
aonendix snd its exhihits shall he subject to continuous

~review and, unon mutual agreemenr:t, change.

4Lpp. C
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APPENDIZ D TO BKITISH-U.S. C.1. AGHEEMENT

EXCHANGE OF COMMUKICATION INTELLIGENCE -

1. XIxcept as restrictea thfough application 6f paragréph

3{b) of the basic agreement, each narty shall ﬁake aveilable'

to the. other withdut requést and #g a matter cf routine, 2nd

shell Tfurnich as requested, all Communication Intelligence

nroduced bylits operating agencies, Tegardless-of-whether the

othey narty 1ls kxnown or supposed,to‘be producing, ér to be in a

position to produce, duplicate or similér Commupioation Intelii—'
. gence. | |

2. Exchange of Communicstion Intelligence by the most repid

ﬁvaileble means shail be as continuously agreed znd arrangsc

betwéen the two parcies. In addition, all Communication In-- s

télligence,AWhether or not also ethanged Byfsuch meens, shall

be exclianged via regular-liaisoﬁ ohannels, c¢s established in .

enother appendix to this agreement. Iﬁ eitﬁgr cese, delivery

wy each party to.the other or to ,the other's agent shall be

with the least pdssible delay, and eack perty shall give due

heed to representations by the other‘as to apperently évoidable

delay, and shell institute action, appropriate to its Tacilities

¢
<

&nd rewuirenents and insofar &s the involvenents ere witnin its

control, to eliminate such delay.

3. Special Intelligenée exchanged in eccordance with pareag
above, shzll be irn the form bf decrypted versions o
items translateda intce Enéiish end of apvreciations and zumme-
ries prepared from such translations, .

1-1_
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4. Tor purnoses of interpretetion of paragragh 1, sbove, an

item of &pecisal Intelligence is considered to have been

"produccd” hy.an.ageﬁoy when it has been translaéed into
Friglish by that agéncy. In adé¢ition, upon request frum time
to time by either perty, the other shall, ii_such provision
is not unduly inconvenient to it, fﬁrnish copies'df specific‘
items or items in sﬁecific categories or ficlds of'Spécial
Intelligenqe which are decrypted by itslagehcies but nct
translceted into English. | |

[o]
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EXCEANGE OF COLLATERAL MaTERIAL

PART I

Collateral waterigl and informgstion which

1. Within the intent and limitations of parzgraph < of
kthe hasic agreement there will he a comblete exchange hef#een
the two parties of,all svailable information which hears
dircctly on fareign comrunics tions, or on Commﬁnication Intelli-
rence nfocesses enplied to foreign communications, whethef
such informaticﬁ e set forth in words or embodied in & docu-
ment, onject, or apﬁafétus, purchazsed, captured, or otherwise
‘acquired. Nelther party'shéll te ohliged to reveal to the
other a.source ol' such pollétpral material-although there
should normclly be furnished, where appropriate, an estima£e

ol' the reliarility «of the source.

hpp. E S
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PART II
Collateral materinl and information which

dogs mot bear:directly on foreign communicationsi

1. Upon thg.ﬁé@hesb of either party the otherhmaf; at its
discretion, furnish or divulge'dblfaﬁeral material o£ informa-
tion which does not bear directly on foreign. communications
provided there is no objection on the part : of thg ministry,

department, agency, office, or person which/originally made

awvailable the material or information or which bears the respons—,

ibility for theé control theredf. In any case, neither the

gource nor its reliability need be divulged. /

OGA
EO 1.4.(c)
EO 1.4.(d)
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APRENDIX G TO BRITISH-U.S.

C.I. AGREEMENT

. ' ‘LIAISON AND

CHANNELS FOR EXCHANGE

Liaison.gersonnel

1., Each party shall maintain, in the couatry of the other,
at an appropriats location, a senior liaison officigl aécredit-
ed to the'other, who.méy be accompanied.by the rnecessary jtaff.
A1l Communication Intelligence liaisén matters in each country
shall be under t he cognizance and control of the éenior Com-
munication Intelligence 11aisbn-officiéi in that country.

2. Upon agreement betwesn STANCIB and the London SIGINT
BOard in each’specific case, édditional 1iaison'personnel

may be accredited, and working groups may be assigned, to

AN

operating agehcies of either party by the other. All such

additionai liaison personnel shall be under the control and
direction of the appropriate senior liaison officers. ‘ork-
ing groups of either parfy in the agepcies of the other>shall'
be regarded as, énd shall have the status of, 1iaiéon per-
sonnel, : N |
3. Liaison officials of one party shall normally have
unrestficted access to thoée parts of the other’s_opefating

agencies which are éngaged direcfly in the production of

App. G ' -1 -
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Communication.Intelligence, except such of.those parts as keep
files of general collateral information. This restriction is
premised upon the limitation expressed in paragraph 2 of the
basic agreement. The points of contact of liaison officials
within operating agoncies for requests énd inquiries shall be
as determined, established and delimited 'by the party to which
they are accredited. X |

Channels for Exchange

4. Communicztions- between ‘the' two- partles shall regularly:.
/ ;
be. conducted - through the llLlson channols ebtab11°heo by -
this append1x. “In pdaitimn,it is contemplated thit channels
for continuous conversustion and arrangement‘dlrectly between
technical sections and'coordinating groups of operating agencies
may be established from time to time as the need for them |
becomes apparent.

5. Reauests by a party or its agencies for information or
material shall be made ty that;party via ‘its senior.liaison
official accredited to the other. ‘Normally but not necessar-

,ily the other party's senior liaison official shall belkept
informed of such requests.

6. A senior liaison official or his authorized represent-
ative having a rcquest for 1nformatlon or material shall,
acting through the prescrlbed channeis and p01nts of contact
receive whatever pertinent'lnformatlon or material is made

available to him, and shall forward it,normally via channels

under the control of his own country, to the requesting party

App. G - 2 -



, ' . !‘h |

POP—SECRET : ‘ 26 Febrvary 1946

or its appropriate bperating agency. Upon_recéibt, ﬁhe re-
questing party shalllgive the éenior liaison offiéiél of the
pfoviaing party, or -liaison officials delegated 5y him, what-
gver sharé in the distribution and utilization of the inform—
ation‘and.material‘it may have estéblished as applicable and
appropriate. -

7. No provision of paragraph 6,.ébove, shall bevcdn—
strued as preventing either barty f}om acoomﬁodating the other
by.ﬁransp&rting-mafenialsffor the other's senior liaison
official. Each party Shall.endeavbf-to assist the other in.
this'respecﬁ, ﬁs may be_practigable, when requested to do so,
But both parties shdll endeavor to reduce such-reduests toh ‘
the minimum by bontinuqusly adjusting their facilities to
thelr requirements ahg.vice versa.

8. Each party Sﬂalf*norﬁally accommodate the other's
Isenior Yioison official- by making nvaii&ble to him,. on his
request, facilities for packaging and ‘preparing material for
transportation. Edch party. shallg to the extent of facilities
operated by or available to it, accdmmodate the qther's senior
liaison official by assisting him with safe-hand and other

transportation within its own country.

App. G - ' — 3
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MEMORANDUM

Corrections to BRUSA C.I. Appendices.
Appendix F.
Substitute new Appendix P (herewith) for old

Appendix F dated 28 February.
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APPENDIX F TO BRITISKE-U.S, C. I. AGREEMENT

COMMUNICATIONS

Radio Circuits

1, The U. S. Navy will provide radio and terminal equlp-
ment on loan basis as necessary for the establishment of a
four—chanoel multiplex radio-teletype circult between its
operating agencies in Washington, D.C., and the principal
operating agencies of the Admiralty and Commander, U.S.Naval
Forces, Europe. Admiralty will provide the'necessary anten-
nas, electric power, control lines and suitable houslng for
all equipment at the British end of the circult at no cost
to the U, S. The Admiralty will provide all maintenance and

operating personnel for the London terminal except such opera-

ting personnel as are provided by Commander U.S. Naval Porces,

Europe, on his channels, Similarly, the U. S. Navy will pro-

vide all maintenance and operating personnel for the Washington

terminallexcept such gperating personnel as are provided by
the British Admiralty:Delegatioe on its channel,

2 ‘The London SIGINT Board will continue to maintaln in
operation the existing radio telegraph oircuit'(HYDRA) between
Oshawa and London (GCCS). STANCIB wili maintain a land-line
link between OShawa and Washington.

Extraordinary routing of Raw Traffic

3. Raw traffic exchanged bstween the parties in accord-

ance with Appendix C will normally be passed as provided in

App. F =1 -
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Appendix G. However, in a specific case where one party con-
trols or has the .use of a communication channel (radio or
otherwise) the terminals of which gfe so located that the
channel could be employed, advantageously from the standpoint
of time-saving, for the transmission of raw traffic directly
from one party'é sourée to the other's (Washington or London)
operating agency, the partieslmay agree on such employment and

on appropriate contributory arrangements.

Cryptographic Channels for Communications

4. Communications exchanged by exposed means between
agencies of STANCIB on the one hand and those of the London
SIGINT BRoard cn the other shall employ cryptographic chanéels
provided exclusively for communications between these agencles.
Such cryptographic aids as are used shall be subject to the
approval of STANCIB and London SIGINT Board and will be pro-
vided as mutually agreed;

Physical Transmission

5. The channéls used by each party for the pbyéical
transmlssion of documents containing 1ﬁformation of Communi-
cation Intelligence matters shall be those regarded by that
party as normally sultable for the transmission 6f documents
of the security élassification involved except that, in no
cage, without the specific concurrence of both partiga, shall

a document contaihing unencrypted CREAM or IVORY information

App . F - 2 -
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be conveyed by aircraft or land transport over territory
controlled by other than the United States or British govern-
ments, nor, without similar concurrence, shall raw traffic be
similarly conveyed over territory controlled by the govern-

ment whose agencies or citlzens originated it,

Appo F - = 3 -



