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Regulations for tne coordination of the exchange 

of _collateral material. 

1 •. The parties agree to exchange all collateral material, as thA.t expressio~ 
is ·commonly ·1µ1derstooC. by the operating agenciet? of the parties and whether. · 
set forth on ·paper OT incorporated in a physical object of apparatus and 
however acq<rired·, which may be applicE1.ble to' the tra.ffic analysis or the 
cryptanalysis of a - foreign 'communi~ation system. 

Collaternl meteria:l. shnll include among .other' thi'ngs: 

a .. 

b~ 
c •. 

d. 

e. 
f. 

g. 
h. 
1~ 

Information re~urding aids to commwiicatio~ intelligence, for· 
exn.mple, mathema~ical techniques, cryptanaiytic . machinery 1 · or 
special intercept' equipment. · 
Cryptographic instruction mess~ges and service messages. 
Captuxed, compromiseQ.; or acquired communications equi_pment 
nnd documents,· including! ~ryptographi 'c keys, 
and cryptographic inst~uctions. 
Information about foreign communications derived from other 
sources, such as agents or prisoners of war. 
Technical write-ups, i_ncluding· registered publications. 
Techpical aids to translation and · evaluation, · sugh as diction­
aries, giossaries, atlases, and .. transliterations. 
Training material. · 
Generai information . about· f .oreign communica t 'ions. 
Governmental publications on · commun~cations. 

3. Each party 'may make suggestions for the acquisition of collnte!~l material 
by . the other _party .and may offe~ its nssistance .or request the ass~~tance of the 
other i~ _ making a general or particUla.r acqui_sition. 

4. The. exchange may take the form of a: gift, loan, . aale 1 or rental. or by 
renderi'ng .available, or otherwise.as may be agreed by the : operating agencies 
of the parties. , 

5. As to all collateral 1Dc~teriai which:!s subject · to exchange, ·each party 
shn.l.l deliv.er· -te the other a list of the material now on hand and· shall als·o 

, deliver' monthly a 'list of nll ac.cessions. 

'6. The opero.ting agencies of the parties s.hall est~blish st·a.nd4rds f.or -forms 
nnd lists and a standnrd or ideal catalogue of coll~:teral material. 

1 · 7. The operating agencies of the parties shall exchnnge lists of beet 
cognizant sources. 

8. Thl!l pn.rtie.s . shLlli keep ea.ch. other informed of plnns for pr.ojects in the 
. field of collnteral mn.teriul nnd ahnll divide the labor in cases where such 
. di vision will utilize the personnel and fo.cili ties o·f 'both parties . in the 
most efficient and sat{sfactory ·manner. 

9. It is recommended that the operating agencies establish field liaison 
in the acqy.isition of collateral mater1al .. 

10. The party furnishing collateral material is not required, .gut is permitted, 
to divulge i.ts source. The party furnishing - ~ill indicate the reliability or 
authenticity of the materinl. 

11. All of .the provisions. of this Appendix a.re subject to the limi'.t~tions .of 
Paragrnph Four of the ~nsic Agreement. 

eclassified and approved for release by NSA on 04-08-2010 pursuant to E.O. 12958, as 
mended ST56834 
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Regulations for t':ie coordination of the exchange 

of eollateral material 

1. The parties agree to exchange all col.lateral material, as tb.<\t expression 
is cornmonly.u.nderstooc. by the operating agencies· of the parties and whether 
set forth on paper o~ incorporated' in a physical object of apparatus and 
however acquired,- which may· be · appiicable to the traffic analysis or the 
·crypt~n~lysis of a foreign coemunication system. 

Collateral me.terial s.h.c'ill include among othe~ things: 

a. Information regarding aids to communication intelligence·i - for 
exruiiple) mathematical techniques,· cryptanalytic machinery, or ' - -
special inte_:ccept equipment. 

b~ Cryptographic ·instruction messages and service messnges. 
c. Capture'di,.· cqmpromised. or acquired -communications equipment 

ana: doc\.iment·s. incJ."14i.11g r _ I cryptograph~c· keys; 
.. : ... a:n.a.·.-·c·r·y-ptogra:Olii_c .. ins trudA-..-c1...._oz-1-s-. -------

.d. Information a.bou~ foreign commUn.i-cations derived .from other 
sourc.es 1 such as agents or prisoners of· war. 

e. Technicn.l write-ups, including reg;is-tered .:publications. 
f .. ·Technical aids to translation and evaluation~ such ns .diction­

aries, glossaries, e.tlas'es, and transliterations. 
Training material~ 
Genero.l information abo'ut foreign communi°cations. 
-Governme~tal publications on ·eommunications~ 

3. Each party may make suggestions for the acquisition of -collateral material 
by the other party and may offer its assistance or request the assistance of thE 
other in making _a general or particular acquisition. 

4. The exchange may take the f6rm of a gift, loan, sale, or rental, or by 
rendering a.vailab.le, or otherwise, as may be agreed by the operating agencies 
of the parties. _. 

5. As to all collater&l mc'l.~eriEi:l whichis subj.ec~ t 'o . exchange. each party 
eh.o.11 deliver to the other a _li s.t of the ma teri~ now on hand and shall . also 
deliver monthly a list of all accessions. 

6. The opernting agencies of the parties shttll establish ~tandards for forms 
and lists arid a standard or ideal catalogue of ·collete_ral ll'll.terinl. 

7. The operating agencies of the parties' slmll .exch.a.nge lis.ts of beat. 
cognizant sources. 

8. The po.rties sh.:i..ll keep each other informed of plnns for projects in the 
field of colli:tteral. material nnd shc1.ll divide the labor· i n cases where· such 
division will utilize the personnel .and fncilities of both parties in the 
most .efficient a.nd satisfac~ory ma~ner. · 

l 

9. It is recommended that the operating agencies estnblish field liaison 
in the acquisition of colla t eral rnatedal. 

' 10. The party furnishing collateral material is not .-required, but is permitted, 1 

to divulge its source. The· party furnishing will -indicate the rel_iabili ty or 
authenticity of . the materia~. -

11. All of the prov:i:s.ions of this Appendix Elre subject to the limito.tions of 
Paragraph Four of the Basic Agreement. 
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