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Appendix to British ~ U, S, OC. 1. Agreement

! : :
i : |
Regulations for the coordination of the exchange

of collateral material

1. The part;es agree to exchange all collateral material, as that expression
is commonly understool. by the operating agencieg of the parties and whether
set forth on paper or incorporated in a physical object of apparatus and
however acquired, which may be applicable to the traffic analysis or the
cryptanalyéis of a foreign communication system, .

:2. Collateral materiél\sball include among other things:

a, Information regarding aids to communication intelljgence, for
example, mathematical techniques, cryptanalytic machinery,-or
special intercept: equlpment

b, Cryptographic instruction messmges and service messages,

- c.. Captured, compromised, or acquired communications equipment

? o and documents,” including] kryptographic keys,

' . and cryptogranblc instructions.

d, Information about foreign communications derived from other
sources, such as agents or prlsoners of war,

e. Technical write~ups, including- reglstered publlcatlons.

f. Techpical aids to translation and evaluation,’ such as diction-
aries, glossaries, atlases, and,transliterations.

g. Training material, ‘ ‘

h, General information about foreign communications.

1, Governmental publications on communications,

3., Bach party may make suggestions fof the acquisition of collateral material
by.the other party and may offer its assistance or request the assistance of the
other in making a general or particular acquisition. :

4, The exchange nay take the form of a gift, loan, sale, or rental, or by
rendering available, or otberw1se as may be agreed by the -operating agencies
of the parties . ’

5. As to all collateral materiai which is subject to exchange, each party
shall deliver to the other a list of the material now on hand and- shall also
deliver’ monthly a list of all accessions,

‘6. The operating agencies of the parties shall establish standhrds for forms
and lists and a standard or ideal catalogue of collateral material

1 '7, The operating agencies of the parties shall exchange lists of best
y cogmza.nt sources, .

8., The parties.shall keep each other informed of plans for projects in the
"field of collateral material and shall divide the labor in cases where such
division will utilize the personnel and facilities of both partlee in the

most efficient and satisfactory 'manner, .

9, It is recommended that the operating agencxee establish fleld liaison .
in the acquisition of collateral material

10, The party furnishing collateral material is not required, .but is permitted,
to divulge its source. The party furnishing will indicate the reliability or
autbenticity of the material, . . !

"11, All of the prov1sions of this Appendzx are subJect to the limitations of
Paragraph Four of the Basic Agreement
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