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I The Résponsibility for Traffic I The Responsidbility for Traffic
Analysis, . ‘ - Analysis,
Traffic-analysis will not be 1. ‘Zach party separately is
allocated as such, dbut the _ . responsidle for all traffic
party which performs the inter- analysis tasks,
~ ception shall be primarily res-- ’ 2. However because of the close
ponsible for the appertaining agsoctation of traffic analysis
traffic analysis, with the other " with the intercept stations, a
party rendering such assistance | primary responsibility for .
as may be practicsbdle, traffic analysis of a given area
: will fzll on that party controll-
ing the intercept,
II The Means of Allocation of - II Allocation of Cryptanalytic Tasks.

Cryptanalytlc Tasks,

‘1, Each party separately is

A. Establishment. and Functions . - responsibdle for all cryptanaly~
of the Allocation Committee, tie tasks,
' _ ' o ! 2, In the event that one party
1. STANCIB and SIGINT will estab- " through lack of egquipment or
1ish and provide for the organ- personnel is unable to perform
ization of a permanent committes ' -~ certain of its cryptanalytic
for the allocation of cryptanalytic : tasks, these tasks by mutual
" tasks, , J agreement of the operating
' 2. The committce ghall have the - agencics may be allocated-to
responsidility of making an init- . one of the parties, ’
ial allocation of cryptanalytic ey 3. Should a party to whom a
tasks and the continuing respons-- . task has been so allocated
ibility of making new allocations .. determine to discontinue its
"and re-allocations to the end that efforts, prompt notification
there is at all times a complete - - will be made to the other
coverage of the work to be done. party. ‘
3. "In making all allocations, the R Each. agency W1ll endeavor
committee shall adhere to the . to comply with requests for
'prlnciples set forth in Paragraph - the occasional use of special
II B hereof. " equipment applicable to traffic

4, Each party shall supply the , ~ ‘analysis or :cryptanalysis,
committee with all information e : .

which it may consider that it needs.
5. Action of the committee shall be
by unanimous consent,

"B, - Pr1n01ples to be Followed in the Allocatlon of Cryptanalytlc
Tasks, .

7 :1, All systems in which a party has a primary national interést
_ishall be allocated to that party, Any system, however, in
iwhich both parties claim a primary national interest, shall
ibe allocated to _both parties, =
2. All systems not allocated to qne or both of the parties
' v%gi(e\t}:lilIP}"llllellIHRIIMIIMIosgl)]l.mnlﬁmeﬁlg:ﬁslllimPilhm Sh.e'll be con81dered to fall lnto
oné of the following two categories:
&, Those from which intelligence is wanted because ‘of
the known or-suspected value of the information; -
b. Those of known or expected low intelligence value,
3. Bach system in category 2a shall be allocated on the basis
of the following principles progressively considered:
a, Availadle capacity in terms of personnel and other
facilities for handling the task, (Since the primary
-purpose of allocation is to produce maximum intell-
igence, the first consideration in the &llocation of
e task is always to place the task where it can be
done best, ZEach party accordingly will be given
tasks appropriate to the facilities and talents
. available and, insofar as possible, in sufficient
volume to utlllze completely its full potentialities),
b, If personnel and other facilities are equally
available, systems related- eryptographically and -
systems whoﬁe texts will permit cross-working shall !
normally be assigned to the same party, (e.g.,
assuning that each party has facilities available for
more work, that a system with "Y? cryptographic
characteristics is being considered for allocation,
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hnd that Party "A", through prior alloc-
ation, bas developed facilities for attack-
ing iryn type problems, then the new system
of "Y' type should de al1dzated to Party
MAM. systems which have their most useful
n systems allocated to Party .
_fL“I“‘EEBEIE‘Iikewise be allocated to Party C
HAH). ’ :

- ' * ¢. 1If the consideration of available personnel
: ‘and facilities and cryptographic character-
istics does not determine the allocatjon,
then the relationships of the textual
content to (i) primaery assigmment and (1i)
primary interest. shall control,
b, Bach system in category 2b shall bde allocated
on the basis of the follow1ng principles progress-
-ively considered:

a. A system ghall de allocated to the party
which has the greater .need for it for:
training purposes: ‘

%. If ‘the needs of the parties for training

4 : ; purposes are approximately equal, a system

ESGA shall be allocated on the basis of relation| .

€014 in general interest to previously alloc-
EC{{4€§§ ated systems (e.g., if Country X.is an

originator in several fields and its
- traffic is considered to be unimportant,
all of its systems might be allocated to
- Party "A" on the ground that Country Y,
a near neighbor of Country X, had prev- )
iously been allocated to Party MA").
c. Any remaining systems shall be allocated
. in.accordance with the .judgment of the
-, ™ allocation committee,
! 5. No allocation shall be made as to the following
: foreign countries, it being the intention that no
/ collabotation or exchange will take place as to
them: -

]

C. Assistance by Other Party,
Although a particular system has been
allocated to one party, it may develop -
"that the other party has a special interest
from the technical point of view in a

. problem presentad by the work on that sys-
tem or has available facilities or tech-
niques, including possibly a withheld -
technique, which might be useful in making

i the attack, In such case, the party to

‘ : which the system has been allocated may
request the assistance of the other party,
or- the other party may offer its assist- .
ance, As a general ruls, such.assistance
will be given or mccepted, as the case may
be.

D, Activity of Other Party, A '

For the purpose of keeping in touch with -

. all prodlems, each party is priveleged to :
engage in research and decryption in re~ ; -7
lation to systems allocated to the other |
party. In the event of a shortage of
facilities, however, it is the odligation
of a party to handle first the work on the
systems allocated to it and to subordinate
Its activities on the systems allocated to
the other party.




E. Permination of Allocation,

If a party lacks the interest or facilities
to exert proper effort to perform its :
obligation as to a system allocated to it,
‘it shall so notify the allocation committee,
whereupon the party!s responsibility ends,
The allocation committee shall- then offer
the system to the other party, which may
accept or reject, as it sees fit, '

P,” Protection of National Interests.

In order that each party may protect its

‘' national interests as it .sees them, each -
party shall always de free to Work on any
cormunication system of any foreign country,




III Subject Matter of Zxchange.

A

OGA™ ...
EO 1.4.(c)
EO 1.4.(d)

Intélligence

i. As to each foreign country, except those excluded from collaboration

and exchange,. either party, which recovers any intelligence by crypt-
analysic ot traffic analysis, will deliver 411 intelligence so recovered
to the other party, This will always be without a rcCuest from the
other party and wi‘thout regard to whether the other oarty has posse551on
of or access to such 1nte111gence

2, Performance of this obli at101 as to a particular foreign country
requires the recovering party to deliver to the other party a copy ‘of
each of the following which it wmay prepare:

t a, Translations of plain text messages
. Translations of cryptograms
' ¢. Strategical and tactical comments appended to trans-
laticns :
? d, Tatelligence summaries !

e, Crynto-summaries dealing mainly with the ‘titles and
ctfective dates of the foreign country'!s cryptographic
sysiems ' "

f. - Trarfic analysis intelligence reports

3. Tae recovering narty is not required, but ig permitted, to deliver

‘any of the following:

< g. Translations of plain text messages
h, Strategical and tactical comments appended to trans-
lations

" 7.1, Intelligence sumiaries,

1
?
Tecﬁnical Produﬁts

1.. As to each foreign country, except those excluded from collaberation '
and exchange, either party, which makes any cryptanalytic achievement
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or performs any traffic analysis, will deliver the products thercof to
the other party. This will always be without a reguest from the other
perty and without regard to whether the other party has possession of

or access to such recovery,

2., Among the items intended to De exchanged hereunder are the followiné?




OGA.. . K - * | Ot
EC 1.4.(c)-.
£O 1.4.(d)

3. Tae followirg items are not required, but are permitted, to be .

o, exchanged:
OGA

EO 1.4.(&) .
EO 1.4.(d)

. Wethods and TPechniques,

1, As to each forelgn country, except those excluded from collab—
oration and exchange, either party, walen in the past has developed
'8% wnlca in tae future may develop er waich in the future may engage
in research in the hope of developing, 2 method or technique ef

, attack on & communication system of that ceuntry, will fully dis-
close such method or technique, including the administrative organ-
ization of the attack, to the other party, or, in the case of
researcn, will fully disclose its pnlans. This will always be with-
out a recuest from the other party, and without regard to whether
the other party nas m method or technique, or is engaged in research
in the hope of developlng a method er technigue, for accompllshlng
the same or a similar nurpose,

2, All .of the provisions of the preceding paragraph are subject
to the limitations of Paragrapn Four of the Basic Agreement,

3. The fact that the disclosing party may. have the privilege of
using the method or technicue or appardtus apoertaining thereto
on.a royalty-free basis, shall aot. relieve the receiving party of
the obligaticn to pay royaltigs, .

D. Personnel
Zach varty is authorized, with the consent of the other, to send
personnel to work with the personnel of the other party on any
tagk allocated to such other verty or for Which it may be réspons—
ible,

--l||n|mlllllm|

IV licans and iianner of Exchangs,

.4, Methods of Transmittal

The methods of transmittal of material subject to exchange are provided
for in Appendix (Channels for Zxchange and Liaison),

B. Time of ifaking Reports

1. Intelligence, cryptanalytic.achievements, products of traffic analysis,
disclosures of methods. and techniques, and disclosures of plans for re-
search in method and technique, 2ll of which are designated as subjects

of exchange in Part III of this Appendix, shall be reported by each party
within a reassnable time and by appropriate means, but in every case not
‘1ater than one month from the date of recovery,, discovery or plan,

2. In addition to the foreg01ng, each party will dellver to the other
party a monthly recapitulation of the progress, or lack of progress, made
by it on the tagks allocated to it and for which it is responsible,

3. In addition to the feregoing, each party will deliver to the other
party a quarterly report of its research in traffic analysis and crypt—
analysis not applicable to any immediate problem,

4, The report on withheld methods and techniques provided for in Paragraph
Four of the.3asic Agreement shall be delivered not later than one month
after the dat® on which it first would become reasonably possible to do so,

C. Reports of Liaison Officers

Fach party may forward requests for material subject to exchange to its
liaison officers, whe will be given full assistance in filling such
The liaison officers may also undertake independent studies of ope
ag a basis for their reports,
-6 -
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D, Forms of Reports _ . D, Standardiza“m of Terminology
It is recon}mendedg;at ‘the , 1. It is thought that a uniférm
operating agencies of the terminology is desirable, but that
" parties adopt a uniform system as a general principle this uniform-
of nomenclature for cryptanalysis| =~ ity should not be allowed to destroy
and traffic analysis and for practices of long-standing which
designations or titles of have become familiar te both parties,
communication systems,
: 2, COryptanalytic Terms, ZIZvery
effort will be made to adhere to the
. definitions and use of terms con-

tained in the ASA dictionary.

3. Traffic Analysis Terms, It is recommended
- that a uniform terminology be used to describe the various
gystems of gall-sign and frequency working., The following are
suggested: ‘ OGA

. . EO 1.4.(c)

Call-sign _ i EO 1.4.(d)

Fixed or Changing ’

Station {(double nr single) or Link

Frequency
Sending frequency (British: Wetz)
Recelving frequency- ‘ )
" Controlled mwltinary (British: Star) - - /
Free miltinary (British: Xreis) . -
" Binary (British: Line)

T STxnUaYTYZATYIon of Heportse
1. The subject matter and kinds of cryptanalytic reports deing

unpredictadbly -varied, no standardization of cryptanalytic reports
is required.

2. Similarly it is recognized that traffic cnalysis reports should
not be rigidly standardized and will change'in form and content
from time to time. However it is suggested that the following
items would cover the general series of reports required and that
these designations be adopted to facilitate exchange and claselflc—
“ation of material:

a, For Agency and Intercept Station use:

NAC (Net Analysis Casebook): Listing of-circuits by case-number
HAD (Net Analysis Diagrams): Circuit Diagrams
HAR (Net Analysis Research): Special traffic analysis feports, such
as call-sign studies.
JAW (Wet Analysis Weekly) : The weckly or monthly report on cir—
. ' . cuits, togethsr with pertlnent data
and comments

~

\

b. For Agency use only.

TAC (Traffic Analysis Crypt): Traffic analysis studies on the uses
of cryptographiec systems or on dirsct
| traffic analysis applications to.
cryptanalysis .
TAD (Traffic Analysis Diagrams): Circuit diagrams includinilgrypti:it
ographic and Order of Bat S
formation

-7 -
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TAP (Traffic «nalysis Fusion); Special reports involving the use
of Order of Battle and decode
, : ; " material '
TAP (Traffic Analysis Person- E ‘
alities) . ¢ Reports of personalities appearing
in chatter and simple cryptographic
systems ’
! TAS (Traffic Analysis Systems): Tabulations of cryptegraphic
o, systeme by circuit
TAT (Traffic Analysis Trans- v,
1ztions) ¢ Translations of plain language
and simple cryptographic systems
As found necessary, other series may be added ‘to the above by
either party, . -
‘ 3, It is likewise difficult to standardize the report forms them-
. ' selves, except for the Net Analysis Weekly which is the basic re-
" port and carries routine periodic information, It is recommended
1 that the following form be used:
- . “Case-Number © o NAVW #
. o ' Date
C/S system  Frequency system :
0alls locations Freguencies Schedvles Traffic totals .
‘Heard:
. Freauencies - Dates
Notess

Definitions.

For the purposes of this Appendix, the following definitions are adopted:

Communication: The conveyance of thought by any method (including speech,
. facsimile and other special means)

‘Traffic Analysis: The analysis of the radio communication systems of a
. fereign country with a view toward determining such
country!s communication methods, procedures, and organ-
izntion, and the application of that analysis tc¢ the
related fields of intercept control, cryptanaclysis, and
intelligence :

Traffic Intelligence: All information of an intelligence nature'obtainable
from the study of foreign radio traffic, by cny
means short of the cryptannlysis of the text

Cryptanalysis: The total of the processes, other thon the processes of
N traffic analysis, involved in the conversion of a secret
communication into plain text, with or without the general .
system and the specific keys ' )

Cryptanalytic Achievement: Any progress in cryptanalysie,



