
( 

I 
I 

I 
j 

---- - -----· -~- --~ 

•••• i 

:toP· SEGffET 
/··~ 

J . ·: 

OOPI -

.r frcat I STANCICC Subc~t.t.e• on Intelllgence and S.OUl"'it7. 
Tot ' ST.UCICC Ad Hoo Sabcamdtt.ee tor Tec:hn1cal. conterenoe 

I Plmning. 

,&tbjr ; Briti.ta-u.s. Commmioation Intelligence S.aul"i.t7 and 
· ; Di•Hmination bplationa. 

Reta · .ld ·Hoc SubccmmitW. 1• ...a, dated 18 January 1946j 
, to all STANCICC Subcaamlt.t.ee1. 

Enol,J Tentative dratt ot Br.itJ.ah-u.s_ C.I. S.aurity and 
Di•Mnlination Ragul.ationa • 

.-1. In oompllance with the refe:Nnc•, the enaloaun ia 
/ to~ hernith. 

/s/ S-uel llclee 
Wl1EL Mom: 
Colonel, GSC 

I•/ E.S.L. Ooodw1n 
E.S.L. OOODlfDJ 

· Captain, USI 
Senior Members o! th• 

Subc--1.ttee 

\..1 
·J\ 

1\ -- ' 

eclassified and approved for release by NSA on 04-08-2010 pursuant to E_O_ 12958, as 
mended_ ST56834 

.. .. 



HP BllEJ 

i.PPENDII TO BRITISH-U.S. C.I. A.GREEUENT 

British - U.S. Communic!.tion Intelligence 

Security and Dissemin!ltion Regulations 

General 

TE?TTATIVE 

l. These regulnti<m.B shall be the basis of all r~gula.ti.ons for the 

security and disee.mination of Communication Iritelligence in.tormat.ion 

issued by or under the LJUthority of ST:.NCIB or the London SIGINT Board. 

The scope and phra.eing of such regulatio~ may v~ 1n acco~ce w1 th · 

varying requirements of the partiesJ ageneies, departmentsJ and minis-

tries to whom they 'lr8 desiened to apply, but all sh.All be in u.ccord 

w1 th these basic regul<i.tions in every respect. To insure uni.rol"lll inter­

·pretation of mat constitutes such accord, eiicli party shnll ref'er all 

such regulations to the othe2; for approval prior to issue. 

2. /J.l regulati.Qne for tae seC11rity nnd dissemination of Ccmnunication 

Intelligence -information eh.ill, upon da.e 'lPProval of both po.rties and 

subsequent issue, become .<uiditions to this nppendix. 

Basic Principles of Security 

3. The value of Comaunicn.tion Intelligence, both in wnr and in peo.ce, 

cannot be overestimated: conserv<l.tion o! the source· of this intelligence 

is of supreme impol"tonce. It is essentiol, therefore, that the dissemi­

nation s.ccorded all related or result:!nt inform.1.tion be strictly controlled 

and llmited. The physical secu.rity of rel.1ted doaimente is not alone 

sufficient,; it is essentitl tha.t tll references to the information involved, 
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and.all revelations t.~ereof, even indirect, be avoided except among those 

to wham this information is necessary for th\) proper perforn.ance of official 

duties. 'rhe time limit !or the safeguarding of Communication Intelligence 

information never. expires. Al.thou~~ from .time to time alleged Communica­

tion Intelligence information may oo published, it is of the utmost im­

portance that pGrsons co&nizant of· Communication Intelligence m~tters 

and recipients.of Communication Intolligence information refrain from 

regardin~ ti1e fact of sue..~ publication aa releasin~ the~ from the necessity 

of maintainin3 complete an--~ absolute silence on all subjects involved 

until tiftey .a:;-o freed from this obligation by unmistakeable,, categorical, 

official notic~. 

4. (Alternate l'.) In ti.me of \tar, the full effectiveness of Co!DJ!l.unication 

Intelligenee ·cannot· b~ realbed unl~ss operational use is rr.ade of it. 

However, ~ action is contCl.:1p1·ated in t!1e light of Communication 

Intelligence, th<il·possibil:ity of comilromising th.0 source must alw~ys be . 

borne in mind and th.is· danger must alw.~-s be wei,hed agci.nst the military 

advant83'e to be g.'.lined... In guneral, momentary tu.ctical advanta.'ie is not 

sufficient groUA<l !'or riskin.:; t..l-i.:i compromise of a. COll'llnunication 

Intalligonce source. -rihen tho d3cision is m:1de to t.:> .. '<:ld action baaed on 

Communication IntGlJigence, studied effort must ho !lade to ensure.: that 

such action cannot be attributed to Communication Intcllig~ncc alone. 

In every case1 whl:lrc at a.11 practic.!lblc, o.ction .acmnst :i specific tar~ct 

rov~a.led by Communication Intclli&cnc~ shall bu preceded by ~propriate 

reconnaissnncc or other s-1itabls deceptive m(.!.:tsures to 11mich the oncmy 
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ean rensonably bu axp~ctod to attribut~ the ~ction. 

4. (Altomata 2) i'ftlun 1.t is Mccssory to t •kc action based on C.:ommunica-

tion In~lligencc, the: grca.to~t poasiblb earl. must oo ·taken to· ~nsurc that 

til~ action c~t load tJnY' r .... prus.;:mtati v.:; o.f a forui~ t>QWer to th~ 

conclusion thnt such actio~ was inBpirod by C.om:nunic8:tion Int<..lligenco. 

In wor-.ti.mt; the gcl.ning of a tamporary tactical ruivantago is an 1:1ntirely 

1.iisuf'f1.c1c:nt reason for risking t.hu couapromisc 0£ a source o£ Spoci t.U. 

Int,,;Uigimco, and nny action b:i.acd on Special Intellieonco mY.st. be c~abl1:1 

of 001.ng fully accounted £9r by ot.bc:r 100ans such a.a re::conn!d..ssancc, . 

prison..,r-of-\lar roports, acc:nts 1 ruports, e;tc., n. suit::i.bl.- lnpsc or time 

buin.:; nllowod bc:.f'or~ pro~o.tion or action, if n.-:Jccssa.ry. 

S. In ti.mo of. p.::aco th-.: prinCiplo. .;th:it the: cons~rv~tion or Communication 

Intel.ligcn~ sou.recs is n pc:tmne>Unt considor:ition, . .li'f<:.:ctin~ any action 

tolccm in th .... light of Communication Int<.:lligonce, must be rigidly uphuld. 

Dofinitions .:md Catugories 
I 

6. COCllllunica.tion Intc:illi9'i;?lco (COl:4llt'l') is tht: nnmu given to intl.ll.ligonco 
' 

durivod from· thu \:ort.;: of thoec £Jticncics, oporl!.ting undor tho coordina.tion 

~ eontrol of S'l'AliCIB or th~ London SI'1Ill~ Board, which study radio · 

tr::.n8missions 1 onu othur communico.tton~.• not ori~atcd by Unite.id States or 

British a.f'ficinl.s. Th~ t<:.:rms Communication Intulligwicc (COl!INT) and 

Si~tl Int"'.ul}i.Bc!lco. tsranrr.) f'.ru syno~ous. C;o~nuni.c11tion Int~lligcncc 

is divid.ad into t'lilo cnt'-'sorics 1 :-.s follows: 

(a.) Spuci.11 Int.;3Uigencc 

(b) Traffic Int..;lliBLi'1Ct:: 
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7. Spcci,1.l ~ntulligcnce is thnt Cornnrunicntion Int~lligunco Yhich results 

fro~ tl10.dCCl"J'Ption of encrypted communicntions. It is dosi.::1l~tod by the 

coda word CRC:.AU. Co!:ll!lunication ..Lnt<:;lligcncw obtninc..d from plU.n lmguage 

m0ssage::s mtJ.Y on occasion bo included in t.hc M.togory of Spucinl Intelligence. 

8 I Traffic J;ntolligf;{nCC is that Cor.nnunic::-.tion ..Lnt....:llig1..:ncc mich results 

fr'Jm thu st idy of communication n" tworks .'.lnd th .. pro cuduro s:i. '(.n:-ls o.nd 

.:ind other 5K.?.Sur~munts, r:nclyso·s, Cllld intNrpr\Jt'.!tions of tho cxtCJrnal 

phcnom...;n:-t of comraunic.:i.tions; in short, it is Communic11tion J..nt .. illie; .... nce 

obt~inod by :tl.l m~~ns short of t.~~ decryption of uncryptud cornmtinicntions. 

Cor:1!1lunica.tion Int""lli:;1Jnc~ obt.:rlncd fl-om th ... tr~sl.::tion of pl£in lon~~e 

messages is normally cl,~s(jd .:i.s Tr~fic'. lnt...:llig..;ncu but :U:!Y on occ~ion 

b.... classed ~ Spucia.l Intulli,;,mc<J. Traffic Int1.,:lligonco is dcsir,nated 

by t.:'10 codv "";lord IVORY. 

9, It is. of thv utmost Uiport".!IlC(; th'!.t :ill concerned fully appr"1ciato 

th.:: distinctions ~nt~l~d in th;;; dc.finitions o:f p=n-agraphs 7 and 8, 

;lbov1.:. Thu op .... r.:itions nnd tochniqooa which produc~ Tr.:U'.fic Intulligi;;nce 

do not n.:;cess.:u-ily prod1c1.? E!!1l .Traf£ic Int0lli~unco; u.G., tr.'l!fic 

.:mnl.ysis :in:: D/F l~;.:o.rings !lroduce S1">e ci.11 Int ... lliguncc \1h.,;n thoy o.ru used 

in connection "\"d. t1~ collat~rol inform.:ition obtn.inod from SlXJcinl Int.:.lligtincc, 

:;.s is th..; ens;.; uh<.:n th-:.: c-;ll-si::,"fl identifications '"\l'ld organiz<:.tionnl 

r:-.;l.::1.tionships involvl!d he.vc boen d-tonnined in wholu or in p~ from 

decrypted t1..xts. 
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10. In war-time it mny be found n.::cussary to sub-divide both bpcci:i.l 

Intulligonc~ rold Trn.ffic Intulligl.!llcu into sm.::J..lor c~tcgorics in order 

to purmit disscmrl.nation of c~rtai.n cl~sscs of Comnrunication Intelligence 

(compromise of which would not endMgcr tht:; mort; importnnt Communication 

IntelligGncc sources). to be distributed to specinJ., .:i.~ncies and lo~r 

echelons of th~ milit;nry forces which, for security rc.:i.sons, would not 

normally rcc~ivu other Communicntion ~ntulligenco matcri:U. 

Disseminn.tion 

11. Thu guiding principlu of dissemin.:i.tion is th~:t. ea.ch item of Commu­

ni9J.tion Intc..:lligcncc, ns such, Will b~ made known only to those individuals 

who require it in ~u porform.:incu of thuir dutius (Jlld vho ho.ve been 

11indoctrint?.ted" ::ind madti awnrc of th., source. 

12. Every effort shall be madu to rt:.lducc tho numbor of 11indoctrinated11-

pursons to nn absolute mini.mum. P~rsonncl to bt; indoctrinated for .a;;.sign-

m\.,;nt to Communication Intelligence dutios shn.11 be thu subjocta of special 

security cmquiri<;S. Exc;:;pt in C~tcgorit:S and individual C.1SCS f'81'eed 

upon from ti.me to timo by STANCIB nnd thu London SIGINT Bonrd, personnel 

to be indoctrin:ited ~a ri.lcipicnts of Communication ~clligmcc inform.a-

tion shcll bu tho subjwcts of spccinl scCUf1-tY enquiries. 

13. STANCIB and th..- London SiuINT Board sholl m..1.intni.n compl\..:t...: l;l_ats of 

pursons currt:ntly 11 inc:lo~trin--t~d11 for Gomrnunic9.tion Intelligence in their 

r~sp~ctive governm~ts, 

1.4. STANCIB and thi..: London SlGINT Bonrd .shnll kCJup each oth~r fully 

informed of the dupartm~nte, ministries, ~gencius, officos nn.d broad 
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catL:gories of p<.:rsons rQc~ivine Communication Intwllig~nc~· and of the 

.npproximnt0 m.nnbtJr of "indoctring_tod rt_ pt1rsons in oach. 

1.5. Should :Lt wl::ooi.e~ossential. for opura.tional rensoi:is (as mcy occur in 

war) to disseminatt: a sp1Jcific item of Coromunicn.tion 1nt-.:llig1..;ncc to <m 

officiB.1 who is not :m :ru.thorizod rc::cipicnt (i.E:._, not 11indoctrinnted") 

it must be <mibodiod in a communication so worded th:::i.t the su\;'j~ct mnttcr 

c:'JUlot b~ traced bock to Cornmunic~tion Int~lligcncc sources (rd~h n.;!!los, 

timus .nnd positions, .md ot~...:r spucific dnt:i. from ori 1~in!ll dccryptod 

tu::.'ts c,1?'-.Jfully omitted) nnd, if to bt.: trnnamitted by .i.. roo.:ins "'xposod 

to intc.rc1..;ption, wncryptcd in th"' nvrdlibl~ cryptogrwphic aystcm of gr~atost 

S<:::curi ty ~ most limitod distribution. Thu cod.u y;ord.s CREAM nnd IVORY 

ar"' not to lx. used in connuction with such commun1c1tions. 

16. Communic~tion •nt~llig~ncu sh.:ill n~vur under DnY circumstnncos 

~d in nn.y form oo diss.Jmin.::i.tod to any ministry, dcp~nt, ngc.mcy, 

office, or individuul from \'hich or from whom it might roo.sonn.bly be 
. . 

uxpccted to find its w.<iy, offici.:\lly or cxtra-offici,lJ.ly, into the 

possession of·nny p~rson or group WlO could USO it for con:imercioJ. 

comp~tition or coillIIWrcial g~in or ruiv.'.l!lta.ge. 

S~curity Clnssificntion ~.nd Transmission of Communication Intelligance 

17. 11Rnu trnffic 11 (1.L. _, intcrcept1:3d tr<if'fic showing no evidence o! 

procossina for Communic~tion Int~lligunc~ purposes) is classified 

CONFIDENTIAL. 

18. C!llihM informntiori is cl"_s sific.-d TOP SECru!,'"T. Tl:1-: uords TOP SECRZT 

and th~ codo \1ord CREJ..11 must -:ippuar on evory sh.:ot of p.:ipcr ~hich contci.rul 

--6-
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this int..:llig1..:nc8. This rul ..... '1.ppli~s to m.J.ps ... nd ch.'.1.rls on '\.ihich are 

plotted d~t~ ~.nd inforni~tion deriv~d from ~pGci~l lntulligoncc. The code 

word CREJ\M shill be included in th..! tillet of cve;cy <lcsp<"tch (aign . ..,l) 

conv..:yin~-.; suc!1 int~lligonce, uxccpt as provid.od in p ~rn.~r~ph 23, b.:..lmi. 

19. I70RY info:rn.dion is clnssifiod SECRET. Thu ~·rord SECRET :ind thu 

cod..:; ·word IiT0.!1¥ must .:ippu.'lT on 12vury sh.:-0t of Pl!Pcr Vlhich cont'lins this 

intullig..:ncc, Unluss TOP SZCRET CBEJJJ infol'"!!lntion U,.Jlle ars on th~ s i:ime 

sh-..: ct. T'nis rul~ ~pplics to mc.ps DJld ch:u-ts on which .'.lrc: plotted d~to. 

:md infonn~tion durive;d i'rom Tru.ffic Intullig1:mcC:l. Tho cod.... word IV_OilY 

shtll b1,; included in the text of Gvury d.;.:sp:ltch (si_ru:tl) convC:iyin:; such 

int~llig~nco ( ~t;SB tl1 .... d~sp.-..tch :Uao conv\,;ys CREA!.: intolli11unco), 

axcupt ~ provided in paragrc.ph 23, below. 

20. TOP SECYIBT Communico.tion J.ntGlligencc m~terial mny not bO trans-

mittod in pl.3in l~gunbu (unoncryptod) excupt ns follows: 

(n.) Sealed, vi 1 of~icor courier nnd .othl;r sa.f<.l-h311d channols, ond 

ovur routes, -:ipprov~d by STANCIB or th<J London SIGINT Board, 

or both, :i.s appropri~tc. 

. . 
(b) Vi~ complotoly protcct~d loc~l co?:U11unic~tion systL;m.s exclusively 

int.-rnru. to .n~cmcics .:md of.fic~s producin:: or utilizing 

Corn."'!lunic:ition Int-.:lligcnco of th~ .ippropri:~.tu c ..... tegorios. 

( c) Via .... xtwrn Jl l:mdlin1.:s only as spl.cif icnl.ly opprov<.:d by SV'.lKIB • 

or th-.:.London SIJINT Bo.w, ,:,s .~propri:itu, in o:i.Ch inat."'nco •. 

21. S.£CRET .'.llld CONFID~:Tii'.L Co!JIDuniC~tion lnttilligunC(; mnt~rinl mey not 

b. . .: tr:msmittl;d in pl::.in l=in6Ull.GC (un~ncryptud) cxcL:pt o.s 1}rovidcd. in 
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p.'.'.X'ngraph 20J JJ.boveJ and, in !ldd.$.tionJ by protected postal chnnn~ls (such 

~s U.S. Registor~d U~l), ruid ovJr routes, opprovud by ST/~CIB or the 

'London SI;UNT Bo:ird, ns -"'J.Pproprl;:i.to. 

22. Excopt in tht..; cirCUmstM.cos contempl ".tod in p 'U"'agr nph 15, nbovc, 

Communication Intclli~cncu r.io.terial, excopt 11 rau tr.:-...ffic 11 , trwamittcd 

in encryptod forjl shtll b'"' 0ncryptud. in spucicl crypto[;T':'phic ch-"nm.ls 

oxpr<..Sa1y .:::.nd. vxclusivcly provided for this PurJ>oao, '."lnd in no othur. 

Such ch~uls ah~ll.poas~sa ~t lunst the security of th~ CCU end must 

~ .'.\l?Provud by ST;.wC:l:B or th-.: Lo~on SIGINT Bo~, !\S .'"'.ppropri<!.tc. 

Cryptogr<ipbid chann1.:ls for Ur.., "t-r!l?l.Bmi.ssion of nraw trnffic 11 shtll be 
. . 

agreod upon'from timu to tim.;; by STANCIB and th0 London SIGINT Bo::ird. 

2). In _tcchnic1l C0!7m1Urac<ttiona which .'lr{; strictly limited in circul.;.tion 

'to -igencLs cn:;;a.600. in th..: varicr.1a proc1.;sse;s involved in th..; production 

of Cotmnmli.cntion Lntcllig~ncG, mid \'lhich ~re cncryptod in cryptogr."'Phic 

ch!lrul<jl& ~clusiv0ly assigned for such t~chnic:ii ~xch"!lces, th~ 110rds 

CRE;JJ nnd IVORY may b<::s tmittod. 

24. Othur th.:m .'J.s contumplt!U:d by p,n.rngr~h -23, nbovu, communic,i.tions 

.'liilOng cogniz mt of fici:.ils. of th·- &1 ti sh ~d U.S. ;.;ov.::I'l'lDh:;nts ~·hlch rovc31 

actual success or progress. in th..: production of CRE:\M .md IVORY i.ni'orma­

tion in spucific inatancos or fivld.s sh!l.11 buur th(; 1ppropri~.t...: cod..: uo~ 

dusign~tions uv~n thoujl th~J do not th~:..IB0lv~s r~vuol Co::mnunic~tion 

25. T,1..;, code: li10rd CR,E1Jll1 ;ind i·ts signi.f.i,c::nci:. .:11 d connot::?.tions, b.:..:3.I's 

the TOP SECRET cl.!lBsification. Th..:; cod-.: word Ii/ORY, :ind its si.)lific:incc 
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:md connotations,· boars thl: SECRET classi.fipation. In oddition to tho 

rostrictions ililpos&d by th~&;;; clo.asifications • thosa connotr...tions shnll 

not be m.'"'Ciu known to "non-indcctrinn.tc.-'d 11 pursons, nor sh.-U.l thusu words be 

usud in th'"'ir code-"word. sunscs in th .. pl'\..;19i.mco of "non-indoctrin:~wd" 

pursons. 

26. Exc.;pt as 1.mplicity involved in thl:> op~r<1.tion of p,.r~""T~hs 15 ~ 

20 ( :1.), .:ibovu, doCWJL;nts cont~ning CREAll on~ IVORY inf'orm...'J.tion must rc.m.ai.n 

cjtalusiv.Jly in th,.; possussion of "indoct.rin~tad 1' p~rsons, sucuro from 

ox "'Dil.n.!1.tion by 1•non-indoctrin.1tud" p..;;rsons. 

~r.:U. kcuption to R&..gu]. ~t.;1.ons for ClltSsificntion ~d DisS<Jmi.nntion 

27. 1.ith Uk. '!pprov-U cf STJJlCIB .'.llld th:.;; -London SI;JINT Bb:u-d in ea.cb. 

brond inst.'.U'lcu, ~ d.toJspit~ =-ny othur provisions of thusu r~gulntions, 

cort."lin ~1om1mt.iry Tr:iffic Int ... llieunct1• such .:is D/F oo.~ngs :nd fixus.: 

md curt .in c~tvgorit;S md s1.:ric.:s of pl "in lf.lngu~..1 inturcupts. US'Jt;lly 

frC>..!11 I M<-Y bu diasumin~tud undor th.., cl ".esi!'icction 

CO!:FIDENTI \L. Th..: fL,ld of 811C."ti dis~~::!.tion nc~d not oo confi.nQd to 

11indoctrinlltod11 p;.;rsons but, with this oxc.:.iption, its ... xtNnt must be 

11.mi iA.:d in i.ccord_.-mce with thv pri.nCJ.:plv oxprossed in p 'U"agr' ~ 10, 

.llbova. Thu codo uord IVORY sM.11 not \::);.:;. ..:anploycd in connuctio;-i vrith tho 

i;xchan~us, US1,.;.1 Md dissc.minn.tion conwmpl:itad by this P".r:igrnph. 

NSA25X6 
EO 1. 4. (d) 
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