DOCID: 4241364 ..

ORAL HISTORY INTERVIEW
NSA-OH-02-79 THRU 04-79

DR. ABRAHAM SINKOV

MAY - 1979

NSA, Fort Meade,

By: Arthur J. Zoebelein,

INTERVIEWER: What were the circumstances surrounding the initiation of
COoperative efforts with the British in the late 1940 and
early 19412 'In particular} what was your role in both

the planning for and the conduct of the trip to the UK in

James Benjamin,
"Dale Marston, Sam Snyder

January 1941?. Describe the journey to the UK.

-SINKOV: I cannot speak for the circumstances that initiated the
cooperative effort. The details of how the program of
collaboration was arranged were carried out on a higher
level than mine. My first awareness of an arrangement
that was being madé for a visit to the UK came with the
information that a party wés to be set up consisting of
Army and Navy representatives to go to the UK on an
initial visit of cdllaboration with their Signal intelligence
effort. The trip as originally planned was to be headed.
by Mr. Friedman, but just about this time he unfortunately

became 1l1ll and was hospitalized, with the fesult that he
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~was unable to participate and I was selected to head the
Army component in his stead. The other Army participant
waé Captain Leo Rosen. There were two Navy officers--
Robert Weeks who was in communications and Pres Currier.
The arrangements for bur trip were interestiﬁg. It was
jus; about this time that a new Ambassador from Great
Britain was being sent to the U.S. He was Lord Halifax,
and his transportation to the‘United States was arranged

on the King George V, a newly built battleship which made

its maiden Qoyage to the U.S. when it carried Halifax
here. It landed in the'Anﬁapolis area and our team, the
four officers who were to go to thé UK, were taken very
discreetl? to the ship which we boarded with'the equipment
which we carried to the UK. It included the PURPLE
machine, a good dealef material which had been built up
on Japanese systems, material connected witﬁ-italian
systems, and some general information about cryptanalytic

techniques. The voyage on the King George V was a

relatively comfortable one except for the fact that we
took a very northern route going much of the way about

the 60th parallei and it was winter weather and quite
cold. The ship started for tthe UK on the 15th of January
land-we finally completed our voyage at Scapa flow on the

29th.” At Scapa Flow we were met by a Briﬁish group who
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~took us to a destroyer which then went from Scapa Flow
down to tﬁe London area and.ig London we were met by
Brigadier Tilﬁman with some transportation which took us
to BP which is the way it_was always referred to,
Bletchley Park, the place where the British had their
cryptanélytic installation. Doiwe wgnt to'gb into the
details bf what happened there at this time? This says
describe the journey..
(No, the next question I think we can gef into those
details on this page thére)

INTERVIEWER: wWhat specifically did you and Rosen concentraté on during
the visit?v |
"Technical aspects of the visit.

SINKOV: Rosen conéentrated on displaying to the British the PURPLE
machine and its functioning. I had been, at this time,
in charge of the Italian section, and I spent my time |
talking with the Ttalian group in Bietchley, headed by a
‘man némed‘Catty, and we had some very interestihg
interchanges. They were in possession‘of a codebook
which had been surreptitiously obtained for the use of
certain superenciphered code systems which proved very
useful to us. It had been é system that we hadn't been
able to make much progress on. We were able to provide
“them with considerable information about the decrypt of

some diplomatic material which was being handled rather
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effectivély at home. We were unaware at this timé of the
special interest and accomplishment that the British had
in the ENIGMA. Apparently what was happening was that
discussions on the higher level were taking place as to
whether anythiﬁg should be told us ébout the ENIGMA and
not long before we were due to leave, épparently a decisibn
was made to give us a prelimihary briefing and we were
taken to one of the particular buildings at Bletchley (I
think it was Hut 8) where they were doing their work on
the ENIGMA and we were given an introductory talk about
the cryptanalysis of the ENIGMA system with some mention
of the electronic équipment which they were using to
assist in getting decrypts. It was essentially a
preliminary discussion--we didn't get a gfeat deal in the
wéy of detail at that.time‘so that when we came back home
all we were able to tell was the 6verall cryptanélytic
technique for getting solutions, but these tecHniques
required rapid analytic machinery to accomplish their
purposes and the'arrangements for interworking in that
direction did not come until later on. R

So essentially they. did not then give you any of the

diagrams of the wirings of the sketches or the Bombes, or

any of that?
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SINKOV:
INTERVIEWER:
SINKOV:

INTERVIEWER:

SINKOV:

INTERVIEWER:

SINKOV:

STUNCT

No. 'We were aware of the equipment and Rosen had some
ideas as to how it could be made to function.

Do you remembef who gave you the briefing?

No. I have no recollection of that.

Could it_ﬁave been Turing?

Well, ‘it might have been. Hg was there at the time. I
dealt mostly with people who are in cryptanalytic activity
of other directions. Rosen, I think for the most part,
waé the man £hat handléd the aspects which were electrical
in character.

Did he go off on his own? He says he spent quite a bit

of time with Weléhman.

Yes. Welshman is a name that comes to mind.- I'think he
probably did have a period independently of going into
some discussion of this kind. I did spend a good deal of
time separately with some of the people on the cryptanalytic
side. Eor»example, I spent some time showing themisome
things that had been developéd in the solution of double
transpositioﬁ systems and spent quite a little while with
the Italian group."Then there were people liké Pollard
and Pillingcooh(?) who were cryptanalysts and with whom

we had sbmé,discussions. Theré were séveral'perioas when
Rosen and I were operéting independently. During all

this time the Navy officers were having conversations
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with Naval counterparts.. As you can imagine the British
were not_ét that time very keenly interested in what we .
were doing with Japaneée systems because Japan hadn't
really got into any activity which affected them; they

had theirrhands full with the Cerman systems in pérticular
and to some extent with the Iﬁalian. It is a point of
jusf general interest that during our two week stay in

the UK we were very eieganﬁly treated. We were put up at
the home of Lord'Cadmaﬁ who was an official of the Anglo-
Iranian 0il Company. He had not long before that been to
the United States on a visit and had been quite royally
treated and hé felt that he'd like to respond. When he
heard that -some Americans were coming he offered his home
as. a place for us fo stay. We never met him. It happened
that:shortiy before we arrived he became ill and was
hospitalized and we were greeted by Lady Cadman who after .
the first day excused herself ahdvsaid she had to go and
be with her husband and we didn't see her again. So for
two weeks we were the solé occupants of this elegant
establishment of Lord Cadman>with a butler, and a cook,
and a couble of maids. 'Really elegant living. I don't
know if there is anything more to say about that. It was
a period of difficulty in England; this was early '41,
long before Japan came into the war, but they were

experiencing regular bombing runs from Germany. A strict
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blackout was on and they observed it very effectively so
that'essentially when darkness came the day was over, and
you were éooped up for the night. They had their automobile
headlights painted black and all the light you got came
through a little cross that was inscribed in the blackness
of the headlight. It was a rough.period; ratiohing was

in strict force but we were very lucky because the Cadman
establishment had its own'sources_of food and it was

quite a pretty big farm and they had lots of food sources
so thf we-were spared any of that concern. And, although
we sometimes heard bombs, we were really pretty free of
wartime concerns except for jﬁst one period, We went
" into London on a visit--a sightseeing viSiﬁ——énd it
'inélhded an evening in a kind of nightclub which was in
" the basément of the building. They had a band that played
music, a band of American musiciéns, actuaily, with a

very strange name which I don't recéli at the moment.

The only reason I remember this is that the night after

we had»héd this entertainment a bomb came down through

the roof of the building all the way down into the basement
and killed the whole band. It was an experience of being
just 24 houré away from the real problem. Our day was a
fairly standard one. We'd get up in the mornihg, have
breakfast, be transported to the Bletchley organization

where we would spend our time discussing various
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cryptanalytic matters. When the day ended we'd go to the
house and just spend our time there. I recall one amusing
experience, maybe this is not the kind of information you
want, they had a small collection of'records_in the Cadman
home and one of our means of entertainment was to play
records on a phonograph they.had. There was one record
which gave us a great deal of amusgmenﬁ,' It was called
"La Mulata Rumbella" which translates info the Mula;ta
who was a Rhumba dancer. I have a pretty good command of
Spanish and Pres Currier is quite a linguist. The two of
us enjoyed this record. The first half of it was ?C?Duban
Spanish that we were able to follow reasonably well and
then the secbnd half, we couldn't get anything 6ut of at
vail. Complete blank. We'd listen to it and couldn't
understand it. And it was one of those funny situations
where the first half of this record was perfectly clear
and the'sécond half didn't mean ahything. And one day,
out.of the blue, aé we were playing this record over énd
.over again, Currier said, "I heard the word 'spinach'."
So we concenfrated a little and .it turned out that ﬁhe.
second. half of the record was the singer singing in
Engliéh so badly pronouncéd that we couldn't understand
it. It went something like, "Mulatta like rabbit, she
like tomato. Mulatta like rabbit, she like potato." We

thought this was Spanish and we couldn't make anything of
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INTERVIEWER:

SINKOV:

it at all., Wwe cryptaniyzed it finally because the third

time around she said, "Mulatta like rabbit, she like

" spinach.™

I can relate one other incidéntvwhich stayed with me
for a long time. We'd Sit'down to dinner at this place
and ;here would be an array of silver on both sides of
our setting and up in front and we'd go through several
courses and aftér each course the butler would.come by
and make necessary rearrangements and iﬁvariablyrfor the
first many days when Qe'd be getting close to the end of
the meal, the butler would come along and would pigk_up a
small knife that hadn‘; got used and he would sort of.
look down his nose at us as though "these boors don't
.even kﬁow what this ié for', and I finally found out what
it was.for.' fhe only use for that little knife was so
you could take a bit of butter'off the buttef plate and
put it onto your butter plafe and that was all you did
with it. Well we finally got eniightened.

Do you feel that the exchange that you were having with
the British was an equal one in that they wefe giving you
as much information asryou were imparting to them?

Well, if you leave out for a momeht the ENIGMA then I
think we were prqbably giving them cryptanalytically more

than we were getting, because of the PURPLE which was a
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INTERVIEWER:

SINKOV:

INTERVIEWER:

SINKOQV:

itk

pretty good accomplishment. But when the ENIGMA information
is added in I think that throws the balance in their
direction, because the solution of the ENIGMA was quite

ah accomplishment and of extreme importance in the conduct
of the war. All fhese books that have been coming lately
telling about how ENIGMA solutions were used in the
conduct of the.waf are very impressive. But by and lerge
it was an effective kind of interworking which built up

to a program of very effective and bretty regular
interworking -with the British. Its existence was kept
pretty secret for a lpng time. I think it would have

been a political handicap to the administration if word
had got out that we were doing anything like that and it
wasn't for many years before any awareness, outside of

the cryptanalytic establishment, became known that there
was any contact of this kiﬁd.

Do you recall whether you were sworn to partieular secrecy

on the ENIGMA?

Yes.

Tiltman says he dealt with you during that time--sort of

let you go off by yourselves and decide whether you wanted

to comply with this sort of edict or not.

Yes, there was a condition imposed before we were given
that general information about the ENIGMA, which was

understandable, because it was to them almost a vital

10
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consideration. .THe ENIGMA solutions meant so much to the
British ‘that they were‘very hesitant about any of that
information getting out.

INTERVIEWER: Did you, and Rosen and Pres Currier and Weeks all.agree
to this condition as a group? | |

SINKOV: ' We must have—;because otherwise they wouldn't have given
us the briefing £hey did.

INTERVIEWER: Do YOu think all four listened to the briefing on the

| ENIGMA and sort of got the same information?

SINKOV: - Now‘I don't remember about that. But I would assume that
all four of us were initially invoived. Well, I would
certainly expect that they would have been, because tthe
Naval ENIGMA was an extremely important system.

INTERVIEWER: Had you been doing any work on the ENIGMA before you weﬁt
over? Did you know of the existence'pf‘the ENIGMA traffic,
the use of the ENIGMA'by the Germans?

SINKOV: Well, I can't answer that question. .Yoﬁ would want to
talk to somebody who had been involved in German systems
dufing that period. My recollection is'that Kullback
headed thé German section in this 1940 period and they
were working with a number of German systems, the most
important one of which was a system which uéed to be
dubbed FLORADORA. It got the name from the fact that

messages were all prefixed by a letter combination and
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it turned outvthat ﬁhis was a system in which a key book
something like a hundred pages of numerical keys was used
twice. They took, according_to this eiéht letter indicator
"which gave information of where to go, they took one
stretch of key from bne,place in the book and the second
stretch from a second place in the book and cbmbined the
two by addition to form the key that actually got used in
the message. Now, Kullback and his people were not
completely aware of that initially. They were getting
some infdrmation out by the féct they were able to deal
with the COmb@néd key without details about how the two
halves éver got together. What made the really importént
contributidn to thaﬁ systém was the fac; that the British
somehow obtained something like the first 75 lines or so
‘of this key, surreptiously obtained, and this then came
after the interworking had developed. When that was made
available to Kullback's section it made a tremendous
differenée because it effectively gave them a big entry
into the key bobk énd froﬁ then on they made a lot ofv
progress with it. Now I think that was the main problem
they had. Thére ma} have been some_other German systems
they worked on but I doubt they were working on the
ENIGMA. I don't even know whether they had any ENIGMA

traffic.

12
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INTERVIEWER:

SINKOV:

INTERVIEWER:

SINKOV:

INTERVIEWER:
SINKOV:
INTERVIEWER:

SINKOV:

Apparently the Navy was working on some ENIGMA traffic

and they never made progress.

They may have got ENIGMA messages that were being-sent'iﬁ
naval communications. I don't think we have any intefcept
of that kind on the Army side.

Did you have any planning meetings'between the Army and
Navy people before you Qent? Did you know what the Navy
wasldoing or did you kind of...?

No, we operated essentially independently. I don't recall
that there was any interworking between Rosen and myself
on the one hand aﬁd Weeks and Currier on the other. 1In
fact, I don't think I ever mét Weeks until we started out
on this.trip to England. . _

So you didn't get together and plan what the Navy would

present as well as what you would present.

'No. - I have no recollection of anything like that. I

think we operated guite independently.
That explains a lot of misconceptions or conceptions of
what happened because....

And in fact in this rather close contact that we had with

‘one another because we were together all evening at home,

I don't recall that there was ever any discussion of what
we were accomplishing. There was one period one time when

I was explaining a scheme that I had developed for solving

4
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INTERVIEWER:

SINKOV:

INTERVIEWER:

SINKOV:

double transﬁositions thaﬁ I described it to the British
and they were interested in seeing how it'woqld work.

They gave me a test message which I took back to the

house and Currier and I worked at it at the house té see
what we could accomplish, But in the main I don't suppose

we talked very much about technical aspects of our trip

when we were at the house, I think that was just social

visit mostly.

What did Currier and Weeks tell the British? Do you
recall what sort of information they gave?

They had a number of Japanese systems solved. There was
a whole serieé of systems called JN with numbers afterAit
aﬁd.that was one of the main things that I expect they
carried with them. What else they were working on, I'm:
not quite sure.

I didn't realize there wasn't any interchange or
collaboration on this sidé? Tiltman implied you could
only tell two or three people about the ENIGMA and that
what he sort of agreed with you all about. Did the same
¢ondition.go to Currier as far as you can remember?

I would assume so. My recolleétion is that much of the
information with regard'to the ENIGMA that we got was
largely handled by Rosen because it wés more in his deéree

of competence--his direction of competence--than mine.
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. Especially with regard to the equipmeht aspects. What we

got cryptanalytically was the general idea of héw, with a
qrib and the aid of this rapid analytié machinery, you
could»hope to locate the settings of the wheels. Of
céurse assuming the wheels were known. You had to ﬁave
the wheels, which they had, they had some.

INTERVIEWER: Did You bring back thé wirings of those wheels?

SINKOV: No, none of that detail. No.

INTERVIEWER: In other words, you.did not actuaily get a machine on
that trip.

SINKOV: ‘ Oh no. |

INTERVIEWER: Just an awareness of the problem and the fact thaﬁ they
were having a degree of success. -

SINKOV: Yes. With some general idea of.hdw that success was
accomplishable.

INTERVIEWER: Do you remember seeing a Bombe? -

SINKOV: I didn't.

INNTERVIEWER: You didn't. Rosen said he did so he must have seen things
you didn't see then; |

SINKOV: Yes, oh I'm sure he did, because my recollection is that
there were periods when I was operating quite independently
over on the technical cryptanalytic side talking about |
generai techniques cryptanalyticaily with some of their

people. I had several long visits with the Italian

15
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INTERVIEWER:
SINKOV:
INTERVIEWER:

SINKOV:

INTERVIEWER: -

SINKOV:

—SEGRET

section. Of course, I was intimately informed in that
direction., |

Was there ény discussion about crypto.security?

You mean COMSEC?

Yes.

We had one visit to Oxford where the British had established
their communications security effort and were shown

briefly some of the things they were doing in their own
communications. But that, too, was quite sketchy.. It

was just a general indicatidn of the sort of thingé that
they were working on, and that they were doing in their

own communications. Now, I expect that their cipher
machine was operative at that time. .What do they call it?
(Type #X) VYes, they must have had a Type #X. It was, later
on, as you probably know the fusion developed that produced
the CCM which became the combihed machihe that both
countries used and it was a sort of cross between ideas

of Tyéé‘#x and Sigaba. 1In féct, there were. converters,
weren't there, that you could use?

Well, I_think whip they could use, the Type #X or CC, or
the Sigaba as a f;bé #X, but you never exchanged either.
No. ,The’details of the aba, on.the one hand, and the

Type‘#x on the other, were initially not interchanged.

16
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INTERVIEWER:

SINKOV:

My recollection is that that was the total contact
we had on our visit with regard to the communications

security aspect.

I noticed one point you make in your report on the trip

after you're back--you say a point worthy of mention is
the method of obtaining auxiliary material, collateral
material. Could you elaborate a little bit on that? You
said since cryptanalysisvrequires considerable use of
collateral information the British have arrangements for
receiving regqularly from outside agéncies special material

that may prove of assistance.

I'm not quite clear as to what was in mind there. It

could relate to the sort of information which we used to
ﬁave here under name Of CREF, I don'f knbw if you still
have that particular title. The kind of intelligence
organization which has complete‘files from which you can
get information to fit in with crypﬁanalytic'effort.

Maybe that's what I had in mind. Maybe on the other hand
I had in mind some of thé.effective work that they had in
surreptitious entry-because:they were.able to gét a number
of things rather interestingly, like the Italian codebook

I mentioned earlier, but I guess maybe that's not the

‘point.
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INTERVIEWER:

SINKOV:

INTERVIEWER(S):
SINKov: |
INTERVIEWER:
SINKOV:

INTERVIEWER:

No, I think here such as knowledge of ship mévements,
interviews of prisonérs; conversationslwith diplomatic
officials.

I infer from this that you did not have quite as

organized an effort for collateral on the US side?

Well, we had a pretty effective intelligence group. It

was, I can't seem to remember the exact title we had for
it, but I knoQ that as a cryptahalyst I used to get very
considerable heip from time to time from our--I've
forgotten what we called it--the group that handled the
iﬁtelligence. There would be occasions when we would get
started out on a cryptanalytic-solution and we have holes .
in the text and there might be'some indication of a
person's name or place or an'activity.of'§ne kind or
another and we could very often get information along
those lines from the people who are keeping all the
records. What did we call that intelligence group?
Military intelligence. G-2.

No. No. I mean our own, within NSA.

The forerunnef of CREF, I guess.

There was a name which...

But was that present back i; '39 and 1940? That pefidd

of time?
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SINKOV:

INTERVIEWER:

SINKOV:

INTERVIEWER:

SINKOV:

INTERVIEWER:

SINKOV:

—SEEREF—

Well, in a rudimentary form then, yes.

Could you acquire from State Department collateral
information to help? |

Yes, we had contacts with the State Department. In fact

Friedman himself had very close connections with State

. Department officials and we did occasionally get information’

through the State Department.

Do you have any moré questions; Dale, on the trip to the
UK? I'm a little...I just assumed that there was more
contact between you all and the Navy and I just had no
appreciation that perhaps it wasn't as.;.. It sounds to
me like maybe the Army and the Navy were holding out from

each other.

Well actually that kind of standoffishness did exist for

a long time. I mentibned it in Cbnnectiqn with Australia.
Here were two cryptanalytic organizations within spitting
distance of one anothef. I was actually almost unaware

of their existence. |

That explains Walter Day's lack of knowledge that anything
existed in Australia other than FRUMEL.

FRUMEL was the name they gave it. Fleet Radio Unit,
Melgourne. I don'f-know who Day is, but it was commanded
by Fabian énd I don't think I can mention another name of

people there.
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INTERVIEWER:
SINKOV:.

INTERVIEWER:

SINKOV:

INTERVIEWER:

Was there a fellow named McCollum there?
Oh, McCollum was up on étaff level wasn't he?
I don't know. I just ran across the name and wasn't sure
whefe he was.
I think McCollum wasiup on the staff level.

| .I'm just now reminded that I'haven't said anything
about the ciréumstances of our initial arrival in Englahd
and our reporting to the Embassy. We were equipped, when
we left, with a letter from Chief of Staff G-2, a sealed
letter which I delivered to the Ambassador, our Ambassador
in England, and essentially, I understand this to be so,
essentially the letter told the Ambassador, that this
grdup was on a very special secret mission to England
thch the Ambassador was not to be privy to, which he
would make no inguiry about. This letter, when feceived
by him, would introduce‘us to him. He was then going to
turn us over to the British authorities and after that
would have no further contact with us. So that, essentially,
although our presence as Americans was known-to the
Ambassador, that was_all that was known, and therefore
our dealings were entirely with the British and we never
again reported to American authorities in éngland.

Were you in uniform?

20
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SINKOV:

INTERVIEWER:

SINKOV:

Oh, no. At the ‘time we went there was a law in effect
which forbade any Ameriqan citiéen from traveling on a
vessel of a belligerent nation, and the way this was
circumvented, in connection with éﬁr trip, was we were
all put on activé militarybstatus and given....

Well you weren't actually in the service at this time--

“really.

Reserve. And we were given diplomatic passports. In
fact, I was appointed for this trip an Assistant Military
Attache so I traveled on an official diplomatic passport
as did the others of the group. We wére all on diplomatic
passpbrts, and that was the way they got around this

proscription against travel on vessels of a belligerent

‘nation. And effectively, I reported to the'Ambassador'S

‘military attache. It was really to the military attache

that the letter we carried was addressed rather than to
the Ambassador and He was as much as told, "You will have
no dealings with these people and just forget that.you
have ever seen them." It was nothing more than a courtesy
visit to make known our presence. ‘At Bletchley'an attempt
was made to cover our visit‘by announcing the general
informaﬁion that we were a party of Canadians, but this

didn't fool anybody.
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INTERVIEWER:

SINKOV:

INTERVIEWER:

SINKOV:

INTERVIEWER:

SINKOV:

—SECRET—

You couldn;t go under cover as én Australian, certainly.
well, it was a futile attempt to try to cover it up
because the people at Bletchley very quickly'realiéed
what the situation was. I must say you have to give the
British.credit for their effective handling of security
information, they seemed to do a pretty good job of it.
Certainly thé secret of the ENIGMA solution was really
very effectively kept. 1In fact, it wasn't until only
very recently that you could read in the open literature
about the fact that the ENIGMA had been. read. |

I was interested, also, after you got back, what kinds of
things did you do as the reéult of the visit?
Specifically, I had brought back a lot of information
that made the Italian problem a lot easier to handle
because they had a number of things which were of use to
us. What.developments may have taken place with the
information about this preliminary information about the
ENIGMA, I don't know, because I did not follow through on
that. |

Do you think Rosen handled that primarily?

I think Rosen was the man who handled it. And I think
what happened, certainly, as I think about it now, is
that there must have been a later contact with British

officials that went more deeply into the consideration
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of the ENIGMA and its solution, but I'm not aware of any
of the details of how that was done.

Our trip was over in late March of '41. I don't
know how soon we started to get into any kind of work on
the ENIGMA. 1Is that appreciated of do we have information
about that?

INTERVIEWER: I wrote to Rosen and hé said his memory was as bad as the
rest of us, but he said that when he came back that,
within weeks, they wént to Bell Laboratories to get
started building the Bombes. Within weeks, as he described
it. |

SINKOV: | Which means that he must have had some ideas about how

the equipment would function. Well maybe he got that

information during our visit.‘ I'm not aware of what
detail he did get. I'didn't realize that he got enough
to go to the extent of starting to build equipment, but
perﬁaps he did. I guess it was quite a while before we
were able to get inﬁo any work in that direction.

Certainly.before we do anything we had to get the rotors

and we'd have to get those from the British so there must

_have been further contact that prodpced the rotors for ‘

us. The rotors which they had avéilable at that time

were on the military ENIGMA. I don't think they had the

Navy at this time and they didn't come until a little

later. Wasn't there something about....
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 SINKOV:
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Well, they used the same wheels but the Navy had three

extra.

- They had. an extra wheel,.

" Three extra wheels.

Wasn't there éomethiﬁg about a submarine thét was sunk--
from which they were able to get a machine?

Yés.

That was how they got on td tﬁe Navy side. When was

I don;t khow.

I don;t recall a date on that. But you don't recall any
meetings that you had with the Navy after you got'back to
discuss Qho was gbing to do what on the ENIGMA or anything?v
I was not involved in any.

I have no recollection.

When did Friedman get back from the hospital?

"Well, he was back on duty when we returned.

Oh, he was?

Yes.

So he could have been doing some'of_this negotiation.
Undoubtedly. I know he was béck because I recall thaf in
our reports of what had'happened in the visit to the UK,
Friedman was preéent. I am quite sure of that. Oh, I
don't think his hospitalizaﬁion was anything that long.

He was hospitalized somewhere about the middle of December.

Now, we left on the 15th of January. I don't think he
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was out of the hospital then, but‘he very likely.did come
out pretty soon afterward; |

INTERVIEWER: Apparently then, Rosen must have dealt through--Rosen
says he does not remember of-dealing himself directly
with the Navy. -Howeyer he said it was a general agreement
that he recalled, that the Army would go the relay route
through Bell Laboratories and that the Navy would go the
mechanical‘roﬁte like the British Bombes.

SINKOV: I would guess that if sémething like that deveioped it
probably got worked out by Friedman dealihg with |
Capt Safford. That was the main'contact bethen the Army
and Navy. It wasAon that peréonal level between Friedman
and Ssafford and very few éf the people . under Friedman got
Vinvolved in any of the... _

INTEkVIEWER:> Capt Safford apparently maintained that the British held

. out and they never told him about the ENIGMA. Do you
think it's conceivable Capt Safford was never told about
the ENIGMA whén.Currier returned?

SINKOV: , ﬁo, I don't see how that could be. That seems quite
impossible. Because Currier and Weeks reported diréctly
to Capt Safford and tﬁey must héve conveyed to him allv
the information that they brought back.  But, to repeat
what I said a little while ago, interworking such as it

was, whenever we had any, between Army and Navy on the
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cryptanalytic side was essentially a one-to-one arrangement
of Friedman and Safford.

Do you recall any other British coming over or when they
came'ovér after@ards——after your visit?

Yes, we had a liaison officer in the organization from

England--Geoffrey Stevens. Jeff Stevens—--I know he was...

Was there anybody before that?

Well‘I think Jeff was the.first appointee.

Was Cdr~Denni€pn, did he visit you-all?

I don't reéall that Denni%én ever came td the United
Statés, but he may have.

There is a record that he did-—ﬁe came to. Steven's office.
That would have'been.on a different level.

Tiltman says that Jeff Stevéns actually came f;om Hong

Kong or Singapore.

Yes, it was that area.

And he never actually -went by GCHQ at all, before he

came. He came directly from the Far East.

Well, that could have been. He stoppéd in the Philippines,
though. In the files there is a writé.up on the Bombes
and ENGIMAs and how they worked and everything called

"Geoffrey Stevens' Treatise on the ENIGMA" undated,‘unsigned

but I assume its Jeff Stevens who wrote it because it says
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Stevens' Treatise. But it's like, somehow or other, he
conveyed-this information to the Americans and at some
time, but Tiltman says, "I don't understand how he could
have even known about the ENIGMA because he was never
privy to it.” So‘it's very confusing as to how he did
this and when he did it. But I know he was there in like
August or September when I arrived. I arrived in August
of '41] and he was in this little room when we were starting
to sort Japanese military traffic and...

SINKOV: I don't remember what kind of activity Stevens got involved
in--I was aware of his presence and I knew he was a
liaison officer but just what he did I don't seem to
recall. He entertained the ladies... He was quite a
ladies man. I remember there were séme interesting
stories about Jeff Stevens...he was a character. .We had
a practice blackout one time that was ordered from on
high and it wasn't very effective. 1In fact, Jeff Stevens
came in the next morning to explain that he had to sit at
his windéw in order to read his paper by the street light.
He was poking fun at our blackout which really wasn't

very effective.
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essentially all of their military personnel were in North
Africa fighting with.the British and they arranged for
the return of personnel from Nérth Africa. People who
were with us had had a good deal of traffic analysis
experience againgt German communications énd they were
fairly competént traffic analysts. There were really no
cryptanalysts among them, and in the early days, this
started in, I quess, April 1942, we had very little
material to work with and were feeling our way. The
Australians had intercept services further nortﬁ in
*Australia, and some in Port Moresby of New Guinea which
provided the main source of our material. American
intercept organizations didn't come into the area until
some time later. There were a number of R. I. companies
as ;hey were called that came into the area during the
next year or more. vThe very-firsﬁ‘one I think was thé
'138th which was commanded by Morrison. And we began to
try to study the traffic.which was available to us to see
what we could do with it. We were doing some little
traffic anaiysis. We broke into some of the address
systems that helped us identify where messages were being
transmitted, names of units, gradually built up our small
amount of order of battle information. The reason that

we were established in Melbourne was that the general
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feeling of insecurity that the Australians had had resulted
in declaring that a line through Brisbane was their first
"line of defense and we were well south of that down in

the Melbourne area where Gen, MacArfhur established his
headquarters. Not long after‘that, the situation--the
military’situation——brightened considerably. I think the
Battle of Midway came in and we moved our headquafters
north from Melbourﬁe to Brisbane. This was in summer of
1942 and thére'we obtaiﬁed quarters in a fair-sized
building just outside the Ascot Racecourse, and were able
to set up a small IBM unit which was commanded. by

Zack Halpin with some péople who were aésigned to him.

We began to concentrate on Japanese systems. I don't
recail when it was'bué sometime after that we made our
first entry into one of the majof water tfansport systems—-
that was the one which was carrying 2468 in its preamble.
Without going into any of the cryptanalytic det%il, we
determined thé type of system, were able to establish

depth on this additive system that they were uéing, broke
intd the code, énd started to read messages, which produced
a - good deal of information, in pérticUlar, information
"about location of transports that the Japanese were using
to transport men and material. And it was really very

exciting to see how the information we were supplying was
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resulting in sinking of Japanese transports. It was a
great motivation for thé unit because the boys felt they
wére really getting places and accomplishing things. Our .
intelligence was proving very useful; Apart from th;t
material that we were working on, there were some air-
ground éystems which were being used by the Japanese air
serviée. These were being studied by Capt (Cdr ?) Nave,
a member of the British.Navy, who had been assigned to us
to work in this general direction and who made some very
good contributions. And then there was a lot of study of
Japanese'tactical communiéations. The effort there was
headed'by Professor Room, a man who had been seconded to
- us from tﬁe University éf Sydney where he was the head of
the Mathematics Department. And he aid a vefy'interesting
job on that material, but it was vefy hard to get very
far because most of the tactical was one-time systems for
which the keys had been generated in the field. We knew
that because we would occasionally capture keying matérial
and with it, some decrypts were able to be accomplished,
but in thé main we didn't have a great deal of success
against the tactical material. There -was just not enough
of it that was being transmitted too far away and thefe.
was a problem of its one-time character which made it

extremely difficult. The generalkprocedures that we
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worked on were that--we would regqularly providé the
intelligence which we developed to Gen Akin's office. He
}was in the headquafters building which.was downtown in
~Brisbane. We were out on the edge of the city and he then
dealt through Gen willoughby, MacArthur's Assistant
Chief of Staff, G-2, who had the general responsibility
of the overall handling of intelligence information. As
we made progress in the Qar against the Japanese ﬁhere
were occasions when we were successful in capturing
material that made things a great deal simpler for us.
One of the really imbressive times wés when the Japanese
on the northern shore of New Guinea were by-passed, I
guess this was late in 1943, in the attack on Hollandié.
What happened was that we read.a good deal of information
that told about the Japanese situation in New‘Guinea.
The intelligence that resulted from this showed the
Japaﬁese strength waé largely conceﬁtrated'ih an area
around a place called Lae which waé.on the north side of
New Guinea about centrally located. Then over at Hollandia
further.toQard the western end of the island there was
practically very little strength and in a surprise move
MacArthur directed his tréops to hit Hoilandia, bypassing
Lae, and we had a terrifié and successful strike that

practically cinched New Guinea for us. In the process

/
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one headgquarters was overrun. Apparently what happened
was the Japanese were given last minute notice to destroy
their materials before leaving the area, but the COMSEC
people didn't have enough time to disposeléf all of their
materials and what they did was throw a lot of it into a
mud hole, hoping that that would keep it from being
obtained. I don't know how we found out abdut its being
there--it may have been through a prisoner who was taken--
at any.rate we 1ocated these materials and fished them

all oqt. They were‘in bad shape, they had been in the
water for some days and we had'an interesting problem of
recovering this material. We had in our gfoup an officer
named Hoimes, femémber Holmes, who was a chemist( and he
worked out some very interesting procedures for recovering
the information from these matérials. The books were
watef—soaked and practically stuck together and we had to
separate the pages one by one and the writing, which was
in pencil, wasn't very clear and he worked out an
interesting procedure for swabbing the page with something
like alcohol, I guess it was, which would cause the'
written matetial on the page to show up briefly but long
enough to give us aAchance to take a photograph of it and
we were able to reconstruct pfactically all of this

material. Oh, I shouldn't forget to say, first we put
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thesevthrough a drying out process as much as we could
accompliéh and it happened fortunately that Qe had a big
electric range which was being used for cooking purposes.
It got'commandeered for this and we used it for the drying
out process. With this capture we had the whole
cryptographic material of the division. Everything that
the division was using, and it was eariy in the period.
They used to change the systems about every three months,
and this was early in the‘three_month period so that we
were able to read approximately three months:worth of
transmission without any problem at alil. That was ﬁhe
highlight of some of our work*. We did acéomplish a great
deal by sfraightforward éryptanalytic procédures but as
somebody in this bdsiness once said--a peek is worth.a
whole lot of analysis. This captured material wés réaily
very useful. At any rate we continued right through the
war period producing quite valuable infofmation. We

would regularly be able to determine the order of battle
‘of the Japanese forces. We read many messages of their
‘shortages in connection with food, ammunition. In_the

campaign.which MacArthur conducted against the Japanese, there

 *Dr. Sinkov is actually describing the reconstruction
of material captured at SIO, New Guinea in January 1943

by Australian troops.
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was a_regular.kind of skip operation that took place. He
would bypass a strongly held islahd.that-the Japanese
were on to capture some place further toward their home
land and this then cut off the area pretty completely
from getting'any help, so that mény of these installations
gradually withered.away for lack of any support from
home. They gave some special name of this type of
operétion that MacArthur conducted--I don't seem to think
of it at the moment.

INTERVIEWER: Island Hopping

SINKOV: Island Hopping, that was it. A

INTERVIEWER: Was CB in a position to providé Special Intelligence
"during operations on Guad%&anal or was that so early that
CB maybe had not reall& been able to do too much?

SINKOV: : We had some‘;raffic analysis information at that period
but I don't think much else. That was a very early
operation. I was about to...I've forgotten now what I
was going to say--perhaps it will come to me in a little
while. We had success in New Guinea and this resulted in
our establishing a forward echelon ofVCen;ral Bureau at
Hollandia. I think Cecil Corry was in command there and
the push continued northward. It wasn't until '44 that
the big operation took place in the Philippines. That's
when we landed on Leyte and again it was a situation

where the intelligence planners had a good deal of
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information about what .would be a convenient place to
strike. When we were established in ﬁeyte, I was summohed
to a special»éonference there ffom Brisbane and attended

a conference which had Navy represenﬁation. It was
directed by Gen Willoughby. Gen Akin and I were there on
the Army side, on the Névy_side there was an intelligence
officer named Munson, Fred Munson, and his superior who
was Navy's G-2, too. I don't remember at the moment what
his name was, and I guess this was after the period when
an official order had come out appointing MacArthur an
overall commander of both the Army and Navy.effort, and
Willoughby was essentially hahding down directives with
regard to our functions in the Signal Intelligence realm.
Thg thing about the conference which I remember most ié
ﬁhat Willoughby talked at us for about 45 minutes and

sent us home. He could have just as well written me a
letter--I had to fly 3500 miles back to get up there and turn
arpund and fly 3500 miles back. It was a difficult period
I must say, but we got the message and all our intelligence
continued to funnel thrqugh Gen Akin to Gen Willoughby.
Once the Philippines were completely occupied, which was
sometime after the Leyte'operation, arrangements were

made for Central Bureau to move out of Australia and we

went up into the Philippines because now the war was all
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porth of that area. At that time there was some very
extensive operations being planned which included the
invasion of the Japanese homelands. There were two major
operations underway:; one was called OLYMPIC and the seCond-
one was called CORONET and we were being moved up into
the Philippiﬁes to suppbrf that operation. It'was intended
to be something of tremendous size because it was considered
that the invasion of Japan wouid result in a tremendous
number of casualties. In fact, I recall that they were
in the process of establishing 10 géneral hospitals in
the Philippines, each of which would have the capacity,
if I remember correctly, of 1,000 beds and this was just
to receive éasualt;es from the OLYMPIC and CORONET
operations when they took place. We were established'in-

: én area about 50 miles north of Manila, a place called

.San Miguel.
SECOND TAPE

In SanAMiguel we established our headquarters and continued
wdrking_from there. But we didn't get to San Miguel and
get established until some time in June of '45 and then
before very much could happen, the atom bomb attacks on

Japan took place in early August, and the war was over,

37




DOCID: 4241364

INTERVIEWER(S): Any more questions, Dale? Had not realized... What
charter, charge or guidelines were you given in April
1942 when you were ordered to Australia?

SINKOV: As I rememberiit, there was nothing very specific set
down. Essentially I was tb command a group that was
being.sent at about the same time in Australia in the
signai intelligénce study of Japanese communications. It
was understood that I would be working with an Australian
contingent and when I arrived in Melbourne I.met the
Australian group we would be working with. It was an
Australian Army and Air Force group. The Army component
was commanded by Col. Sandford, Nick Sandford, and the
Air Force confingent was commanded by H; Roy Booth. The
American group consisted of -several pebple: Erskine,
Girhard, Chester Ray. "Those are the only names I femember
at the moment. Later Joe Richard'joined us, and we set
up in a building in Melbourne on Main Street. It was a
rented pfivate dwelling that had been obtained in which
we were to do our work. The Australian group that was
with us was a group that had recently been brought back
from North Africa.. When the Japanese got into the war,
after Pearl Harbor, ﬁhe.Ahstralians became very concerned
about the possibility of attack from Japan and they were

relatively helpless in their present situation because
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- so OLYMPIC and CORONET never took place fortunately. I
remember the great ekcitement with which we were intercepting
the message that came from thé Japanese Emperor announcing
that they were going to surrender and bring the war to an
end. After that happened then our cryptanalytic effort
Waa at an end, and essentially all that remained was to
arrange for our personnelbto’go home. This was a someWhat
lengthy operation for lack of transportation. We used.
part of that period in working up a kind of historical"
story, unclassified, that we called the SIS record. It was

" 4 :a means of keeping a lot of people busy working up a good
deal of information about the organization and its activities’
ahd then I‘went on to Tokyo. In fact, I came into Tokyo soon
after.it'was occupied by our personnel. The first group that
entered Japan was the First Cavalry and I came up soon
afterward. I remember a gfeat big banner across the main
highway as we were entering Tokyo that said, "You are
entering Tokyo, courtesy of the First Cavalry." In Japan

an arrangement was set up for an investigation of the
.Japanese cryptographic effort. It was called TICOM. A

team was set up to go visit the installations that the
Japanese had used during the war as their cryptbgraphic
installaﬁions. Col Erskine served as the interpreter-

translator on the Army side, on the Navy side we had
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Capt. Munson, that man I mentioned a while aéo as being
in the intelligence sphere, and I don't recall the final
name, there was one officer with him. And we ﬁried to
track down where the Japanese had their cryptographic
activities and the key people connected with it} in order
to'develop as much information as we could. The unfortunate
siﬁuation was that we were given very strict instructions
that, under no circumstances, were Qe to permit the

' Japanese.to know what kind of successes‘we‘had had. The
result was that when wélvisited the installations we
found and tried to develop information from the authorities
that we dealt with and they proceedea to hand us cock-n-
bull stories that werevwholly incorrect, we were not in a .
position to say, "Well, now, come I know you're talking
nonsense because I know the right answers to these things."
We couldn't do that. We couldn't pull them up short and
say'yéu're lying and we know you're lying. The result
was they handed us a lot of information which was rather
meaningless about what:they did and how they did it and
we didn't feally accomplish very much in the effort. As
a matter of facﬁ, since the inﬁerval between the announcehent
of surrendef and our arrivai on the scene was rather
substantial, they had had ample opportunity to destroy

evetything they wanted to get rid of and we either found
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INTERVIEWER:

SINKOV:
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that the installation§ that we could track down ahd went
to were gutted--there was nothing there--so the net result
of the TICOM effort in Japan was negligible. After that
was over I personally stayed 6n to do’some'general cleanup
of cryptégraphic effort. There was a COMSEC unit that we
had in Shénghai that had to be cleared away and sent home
and there was some general planning with regard to our
communnications, which had to be worked out, so I stayed
on, under Gen Akin, who femained'in the area, until Feb

of '46 andbthen went home. This was six months or so
after the war had ended and I came back to find a very
different pictufe from that that I had left in '42. I

can recall my'entranée to Arlington Hall when I came

" back. I came in the front gate at a time when whole

swarms of people were coming to work. 1 had known
everybody in the agency by first name and I looked around
and I saw these hundreds of people--I didn't recognize a

single one. It was a whole new group, of course, and the

tremendous numbers. I seem to recall that we sent regular

reports back home of our activities from Australia but

there seems to be some guestion as to whether they exist
anywhere.
We have them.

You have them.
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INTERVIEWER(S): The monthly reports. Yes.. Including one letter to Kully

~J

talking about the

chasing a flashlight -
beam._ |

SINKOV: I don't remember this.

INTERVIEWER: Was tha; TICOM effort locally set up or was thatvset up
through Arlington Hall?

SINKOV: - By locally, youimean the Pacific?

INTERVIEWER: Or was it overall?

SINKOV: No, I think it originated from Washington. Just as there
was a similar effort in Germany, but in Germany the
advantage was that the war ended very suddenly and.we
were able to get our teams into positionlvery quickly,
and they accomplished a great deal more.

INTERVIEWER: Well, they were actually following things before the war
actually ended.

SINKOV: | Yes. Were you involved iﬁ that?

INTERVIEWER(S): No, only indirectly. You had units in Europe before the
actual surrender who were within 2 or 3 hours driving
time. They actually got into areas the Russians were
going to occupy before thevRussians actually got there.

SINKOV: I remembér there Qas one silly story we were told by one

| of the Japanese officers that we interrogated of how they
would use péncils with numbefs on them and would thfow

them down on the table and sort them out and then get
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random selections of numbers from the pencils they threw
on the tablé.‘ It'was'perfectly ridiculous. We do know"
"that they did issue instructionsbto their field commanders
as to how one time pads should be created ih.the field
because within individual divisions they had their own
one time systems., We captured many of them. 1In connection
with this matter of captured matefial, maybe this should
have gone on earlier, we had within our organization some
very competent.Japahesé linguists. One outstanding man
_was a man named Mahrt, Otto Mahrt, who was QUite an
authority in Japanése. He was a rare créature who could
take a Japanese decrypt and read a translation without
having to have a dictiongry beside him and flip through
" pages of a dictionary. It was something very few of the
American-Japanese authorities‘could handle. Because we
had thié competence, there were one or two others as
 well,'Erskine knew Japanese, and we had some other
officers, there was a man who was from the Ministry, his
name doesn't come to me at the moment. At any rate, we
had good competence in Japanese ahd because of our special
situation, with respect to the top secret work we wére
doing, a special‘arrangement-was worked out with the
organization that was normallyvresponsibie for all Japanese

translation and interrogation. It was an organization
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called ATIS (Allied Translating and interpreting Section).
The arrangement we had with them was that anytime that
they would bécome aware of the capture of éither written
material or pefsdnnel from which any cryptogfaphic

information might be available, they would turn over the

-whole job of handling this to out.people. So people like

Ott¢ Mahrt, for example, when we'd get notice of some
material being captured in the field, would go up at once
and would bekauthbrized to pick out the things that
affected us, to be brought back directly to Central Bureau
and handled immediately. 1In other words, we had a high

priority on the handling of any captured material or

~interrogation of personnel. And this was a big time

‘saver on many occasions. It was one of the ways that we’

got into that material that was in the mud hole that I

talked about and we were fortunate in havihg quite good

Japanese capability. Of course, we had the problem of

translating all these messages which we kept decrypt1ng
and that took a fair amount of capablllty.

Did the Central Bureau have any work in conjunction with
the messages that lead to the shootdown of Yamamoto's
plane? |

No. That was entirely on the Navy side. They were naval

messages. The (Japanese) Navy had, as I understand it,
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set up a scheduleifor Yamamoto in 'his visits and the
schedule was read by the (U.S.) Navy cgyptanalysts.
Yamamotb was, according to the stories anyhow, a stickler
for precision and he stuck strictly to this schedule that
they set up for him so that the Navy knew exactly when he
was coming in, to where they were able ﬁo set up theif
attack pianes and shoot him'ddwn.

INTERVIEWER: Talkiﬁg about the Navy, to what degree and how efficiently
did CB and FRUMEL coordinate their work? |

SINKOV: . Not at all. As I mentioned earlier I was almost completely
ignorant of the existghce of FRUMEL. I couldn't even
tell you where they were located, other than it was in
Melbourne. . _

INTERVIEWER: In the Special Intelligence Bulletins issued by Willoughby's
office, each item carried at the end of it, in parenthesis,
apparently a source designation, UBJ, UMBJ, 7F, CB and so
forth. Do yoﬁ recall.... I run into these...bulletins
issued by CB.... _

SINKOV: Well, they.may have been put on by the people in our
organizatidn who were responsible for the translation and
_assembly of inteliigence.‘ I don't recognize them. Now I
mentioned earlier the system 2468 that we solved--that
wasn't by ény means the only one of the Japanese systems

that we solved. There'were several. There was, almost
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everyone of‘them had a four digit preamble along ﬁhe

lines of this pattern. There was 3456, and a 2468 and I

think there was a 3579. Each of these preambles indicated

the essential headquarters from which ﬁhe message originated .

and gave a general idea of the direction of effort that

it was involved in. 2468 was Qater transport, 3456 was

an Air Force system and had to ao with air movements.
INTERVIEWER: Then it indicated both the headquarters point of origin

as well as the cryptographic system it was in? |
SINKOV: . Not specific point of origin, other-than it told what

“major component of the military service was involved. 1In

Central Bureau, as I perhaps didn't stress sufficiently,

we had a good sized component of Air Force personnel,

Australian Air Force personnel, as well as auxiliaries,

' the Women's Air Force; they aid_a lot of the clerical

work. The reasén largely[ for the interweaving éf Army

and Air Force in Central Bureau was that it was patterned

largely on the JapaneSe picture beéause essentially that's

how their-commuﬁications were separated. Their Navy was

distinct from the Army and Air Force. We had, roughly,

an.equal division from the Australian Air Foréé, Australian

Army and American personnel. There were fragments of

others. We had some New Zealand personnel, we had some

‘Canadian personnel but the main components were the
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American Army, the Australian Army and Air Force. ‘The
Australians had their own intercept services. The
Australian Air Forée had one major intércept service out
of Townsville in Australia; they had an intercept
organization in Port Moresby of New Guinea; I believe
they had one up in Cairns on the north coast of Australia
and one in Perth, way ovef on the west coast. »The
vAustfalian Army had intercept, tbo, and all of this
intercepf, the Australian Army, Air Force and American,
funneled into Central Bureau. During this time the Air
Force was not an independent component in the U.S. The
original intercept companies were really Army intercept;
it wasn't until later on that they became specifically
Air Force designated.

INTERVIEWER: Well, this intercept capability of the Australians added
was a great asset, I imagine to multi-national...

SINKOV: Oh indeed, in the early days they were well established
in the area and they had good compétence. In the early
days of Cenéral Bureau that was our main source of
material.

INTERVIEWER: Were there any<é§%ficiencies in this multinational
organization, by it being multinational in character?

SINKOV: No, I think we worked together very effectively and I'm

not aware of any problems of that kind. 1In large measure
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SINKOV:

INTERVIEWER:

—SEEREF

we operated in the early days as three somewhat independent
organizations but there was a lot of collaboration between

us, and after awhile, I can't remember just when it

happened, some sort of fusion took place and essentially

I became the commander of the whole organization but that

- didn't happen until quite late, not that it mattered. We

coopereted very effectively all along, right from the
very beginning.

What was your position in your orgénization before Col.
éﬂg%;reas killed? Was he not sort of a deputy to

Gen Akin? | |

Yes).he was. Well I'guess you could say he was in command
at.the time. He went on special mission.to CBI, I guess
it was, and was killed on thet mission. This was very
early in the period. His~experiencevwith Central Bureau
was quite limited. Now, we did have some Americen
intercept from early on, headed by the people who had got
out of the Philippines with Gen MacArthur. This was an
organization commanded by Brown, Harold Brown. They Qere
eetablished for a long time just outside Brisbane in an

area that was pretty close to our activity in the Brisbane

area.

There was one account that said they had been sent directly

to Townsville to work with the Austraiians initielly.

ot R L il pra Nl oA
AL <.F. L S in o

b 6o a0 u b Guliiir Nl




DOCID: 4241364

SINKOV:

INTERVIEWER:

SINKOV:

—SEERET —

They may have gone to Townsville initially but for most

of the period in Australia they were just outside Brisbane.
Bréwn had with him two or three radio pérsonnel who had
been in the Philippines with him. I remember the name
Phelan, a lt., and a man named Nurss, those three, maybe
there weré one or two others, had all come out of the
Philippines when MacArthur got away by submarine. We had
a limited number of British personnel, one in particular,
a Major Webb who had escaped from Singapore and worked

his way down to Australia. He was in the cryptographic
field and he worked with us. Major Norman Webb. .Before
the war he had been with Shell 0il in the Far East and he
was in the Far East when the war started unable to get
away so he ended up in Singépore where he served with the
troops there until thé Japanese came in and conquered
Singapore. He managed to get away and worked his way.
down to Australia; ‘
After CB moved to Tobees (?), to Manila, San Miguel the
history that I've fead tﬁe Australian ground forces were
then concentrating in the Dutch Indiés, Borneo and....
Well a couple of things happened. One thing that happened
was that although in Australia we had a large number of
female personnel they did not come to the Philippines

with us because an Australian law forbade female personnel
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SINKOV:

INTERVIEWER:

SINKOV:

INTERVIEWER:
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from leaving Australia in connection with the war .effort

so we lost all that female contingent. In fact, that

caused a pretty big dent, but Australian Army and Air
Force came with us, male personnel, to San Miquel. I

don't recall that there was any specific reduction in

that direction.

Did you continue to previde material that was in support
of the Auetralian effort in the Indies, Indonesia, so
forth beceuse_that became their major...?

I don't remember that we hed very much in that direction.

There may have been some material. It may be that some

‘of the decrypted material related to those areas, but I

don't recall.

Could we falk a little bit abou; the CB Bulletin that

Capt Fuld (wrote about) in his report on his tour with CB?
Oh yes, Fuld was sent as a liaison officer to our
organizatioh but this was relatively late in the war. I
guess he was with us in Brisbane although I don't remember
that. My recollections of Fuld are largely related to

the time he was in the Philippines.

He reported that Gen Sutheriand'says that CB's Bulletin
was the single most important asset in the theatre.

Could you talk a little bit about CB's Bulletin?
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Now I'm-tryingvto remember just what he meant by that?
Did he mean our intelligence output?

That's what we're asking? We'ré not sure...he used the
term....

He must mean the daily report that we issued of our
translations and intelligencé derived. I can't think of
anything else., I don't know whether it was Sutherland or
Willoughby but some one of the high ranking officials in
the Pacific area made the flat statement, this was after
the war was over,b"that the results from cryptanaiytic
effort in his opinion Pad chopped two years off the war
in the Pacific." It might have been Sutherland who said
that or it hight have been Willoughby. 1I'm not sure but
it was probably one of those two. ’And'that's a rather |
interesting statement because it carries quite a high
compliment with it.

Can you tell us something about it? I wmean this is-a

Haily. How was it distributed? What form was it? What

did it comprise?

 Essentially it was in the form of actual decrypts,

translated of course. We'd never sent anything in the
Japanese forward to headquarters. I believe that our, I
don't remember this very clearly, but I believe our

dissemination was to Gen Akin who then, from there,
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INTERVIEWER:

SINKOV:

funneled out any other copies that went to other people
and to watch that there Qas collaboration between the
intelligence efforts of the Army and Navy, I don't know.
There may have been some.

éen Akin was then at MacArthur's headquarters rather than
at CB? |

Oh yes. _Gen‘Akin was not at CB. He was on MacArthur's
staff. He‘was MacArthur's Signal Officer and he had many
other responsibilities than just Central Bureau. In
fact, he was responsible for the whéle Signal Corps
problem-in the Pacific. The building that was occupied
in Bfisbane by MacArthur's staff, was a building that waé
cehtrally located in RBrisbane and about five or six miles
from where Central Bureaﬁ was, roughly that. Sé it wés
something of a trip. Just as an aside, this really isn't
very pertinent information, but I would get a summons
every once in a while to come and see Gen Akin{ sometimes
it would come in writing in a cryptic notation that would -
say'"Pleasé see me" spelled PLS. I'd‘get into my car énd
gd down -to headquarters and I would wonder what it was
Gen Akin wanted to see me about. I would try to figure
out what might be wrong or what kind of problems there

might be. Try to guess what he wanted to see me about.

'InVariably when I got to see him it was something
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INTERVIEWER:

SINKOV:

INTERVIEWER:

altogether different that I had any awareness of--he

~would always come up with something new, and he was a

véry keen individual. He followed the cryptanalytic
picture very clbsely; it was very'meaningful to him. He
had 'had a lot of'experience with it, I suppose you know.
When a Major he wés in command of SIS in the Munitions

Building way back in the '30s and then he was a Signal

. Officer in Panama when I was there, and then he came back

to Washington and was involved in the cryptanalytic
picture again. So he had quite an acquaintanceship with
ﬁhe general situation.

So Friedman was not the head of the Signals Intelligence
Service. Akins was.

Friedman reported to Akin. And this was not the Chief
Signal Officer. Akin was not then the Chief Signal
Officer. Yes, Friedman was not.technically in command.
The Commander was an officer and during this period I'm
talking about it was Akin. Friedman reported to Akin.
At one point.in his report-Capt Fuld was advised of
certain mattersvthat should not be mentioned and reported
to SSA at Arlington Hall such as plaﬁs to move CB or
activities northward. We wondered what was behind that.

Was there some reason?
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SINKOV:

INTERVIEWER:

SINKOV:

INTERVIEWER:

SINKOV:

INTERVIEWER:

SINKOV:

Doesn't ﬁean a thing to me.

While I'm thinking aboﬁt this I might péint,out that

Akin's name is misspelled. 1It's AKIN.

No I don't know what this means.

Did you have a very elaborate set up to exchange information
between Kully and you?

I was in regular communication wifh Washington about the
technical side of things regularly reporting on how we

were déing ahd ;here was a constant exchange of keys

which we were able to develop. All our cryptanalytic

.results were funneled to Washington so they got the complete

story of the progress we were making. It wasn't two way--

it was only a one way exchange. . We.didn't normally get

Washington's output. Neither intercepts nor decrypts.

Did they provide...in reading sdme of the background
information in some of Joe Richard's handwritten notes...
Yes, Joe was very keenly involved. 1In fact he Qas the
man who made first entry inﬁo information in the.2468
situation. He was.able to discovér,something aboup the
preambles that we hadn't néticed that gave us a clue as
to the sizé of the addiﬁive book and how the additive
book was being used and once.thAt was discovered then I

was able to show how we could set up depths in the system
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INTERVIEWER:
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INTERVIEWER:

SINKOV:

_SECRET

and proceéd to break into the code bobk. He was quite a .
competent man, Richard, and did some very excellent work.
At one point in one of his many manuscripts he mentions
there was some information supplied back from Arlington
Hall.

I suppose we did get some material occasionally bﬁt it
wasn't anything like a regular interchange. No. As a
matter of fact, thé amount of intercepted material which
was available in Washington would have swamped us. We
didn't have anything 1ike the force‘thét would be able to
handle all that material.

There was one other item that I picked up in Capt Fuld's
report which instructed that in Congress he said that the
§s0's (Qere) not autﬁorized'admittance to CB. They
handled the materials, there wasnft any security restriction,
but for some reason they were not allowed access toiCB
itself. 1I'm curious, | |

That might have been something Gen Akin had insisted én.

I don't remember it either. Has it been considered,

‘would there be any point in getting in touch with Fuld?

I thought it might. 1I'd better start following up on
some of these people.
Yes. My recollection is he is in New York City. He is an

attorhey and he has a law practice in New York. I could
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SINKOV:

track down an address which might be effective as of some
years ago. |

I think Farley's‘got a sheet_of.paper with a large number
of names and addresses on it. Apparently they'Vé tried
to keep track of most of theipeople.

I remember very little of any kind of contact with SSO's
during the war. Because the kind of function that the

SS0's as I understand it would have normally served would

‘have been as intermediaries between our output and the

intelligence services. Essentially that kind of contact
with other directions was our Gen Akin's area through

his working with Gen.willoughby. We did have a

visit from a Briﬁish official who I think was in that
kind>of organization that the British called SLUs. This
was a visitor who came, named quleigh, Cdr Burleigh, who
was with us for a while. His dealings were mostly with
the‘Australian personﬁel in Central Rureau.  There was
one other visitor who came through. A man who, let me
see if I can recall his name, he was a British office;
who had been in crytographic work in World war I and then
became a civilian. ﬁe was, as I remember it now, a
rather famous'astrophysicist, and he was calied back to
active duty in the Second World War and was used in somé

liaison capacitiés in connection with cryptography. He
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"came out on a visit of inspection.

This was the British. type?

Yes, British. Then we had a visit one time by Cdr Travis
and some of his people. Travis later became the Director
and he had with him.at that time JOe'Loehnis who becahe
the Director after Travis did. They came out on a visit
of inspectioh and I expect they had a hand in that kind
of function that the British.referred to as their SLU
handling.

Bennett? No that's not the right name.

As MacArthur's headquarters moved forward it appears some
of the CB activities moved with it. At Hollandia who was
thén_merely a part of CB, I gather.{.

The unit at Hollandia was a forward echelon which served
as a collection point for intercept material and tor
traffic analysis study; Tt was commanded by Cecil'Corry
and did a very creditable job of handling materials there,
I had a couple visits to that area at times after its
installation and felt that it was doing a first class
job. |

Tﬁey did a lot of cryptographic work?

No. 'They did not have any cryptanalytic résponsibilities.
Their signal intelligence effort was entirely tratfic

analysis.
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INTERVIEWER:

SINKOV:

INTERVIEWER:

SINKOV:

As a sort of wrap up, are there any thoughts you have ot
things we mighﬁ have oyerlodked that you think are germane?
I want to think about this. I believe our conversation
has brought all sorts of things to my mind that might be
considered. I want to think about it and I'll make some

notes and- see how additional material could possibly be

brought in.
SECOND TAPE, SECOND SIDE

In yesterday's discussion of the TICOM effort we didn't
get on.to whether TICOM or anYohe else acquired a copy of
the workihg model of the Japanese diplomatic cipher
maqhinéi- The one we solved as PURPLE. Was thére one
acquired?A '

No. The instailations which we were éble to get to,

find out about and reach, had been so completely cleaned
of everything that we found practicaily nothing in any ot
these places. The information that we got as a result of
interrogation was limited by the difficulty we experienced
of not being able to take advantage of the knowledye that

we had. of their procedures from our cryptanalysis and

when they were not very»forthcoming or were providing

information which was clearly inaccurate, we couldn't
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SINKOV:

INTERVIEWER:

challenge them. The result was that it was really an
abortive effort. It préduced nothing really signiticant.
You had mentioned among yoﬁr lihguistic capabilities at
CB several people who were pretty good. Were any ot your
linguists Japanese-Americans? Nisei. | |

We had a young man named Yamagata, who was Nisei.. There
was Otto Mahrt, whom I mentioned ye§terday, who had a
most amézing ancestry, of his parents and grandparents, a
total of six, there were no two of the same nationality.
There was a Swedish ancestor and a Korean, I don't even
remember any of the others, but it was a very mixed
relatiohship. But he wouldﬁ't come under any. heading
like,NiSei, because, if there was in this group ot
ancestors a Japanese, there would have been only one,
because I remember clearly this strange business of no
hits whatever of nationality in these ancestors tnat:he
had. He was a very competent linguist, as was Yamagata.
Yamagata's upbringing had been in Hawaii, as I remember,
but second generation Japanese. He was sutficiently well-

liked that if I remember correctly, we dedicated our

‘record, that SIS record we printed after the war, to

‘Yamagata.

I can't think of any other questions.
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INTERVIEWER:

SINKOV:

We had among our linguistic people, people like Erskine
who had lived for a long timeiin Japan. He was of
missionary parents. Then, there were men like, the
British officer, Major Webb, who had a long experience in
the Far Easﬁ as a.Sheli 0il Rep;esentative and there was
a man, whose name I believe was Thompson,who had had some
Far Eastern experience, |

You didn't get any of the:people that the Army and pavy
did, that had been sent to Tokyo to study as Attaches.
The head of ATIS was one of those men.

That was Sidney Mashbir. He had in his organization,
ATIS, thch he headed was a rather big allied organization
which had a very large group of linguistic personnel.

We, in the coﬁrse_of the war, captured such-a'tremendous
amount of material from the Japanese that ATIS was barely
able to scratch the surface of all the material they had.
They had rooms full of stuff that nevér got handled.

They had a big problem right at the start in an initial
scanning of the ma;erial to decide on priorities of
handling. In this process, as I described yesterday, we
in Central Bureau had a big advantage;, because we were
enabled, in.our interworking with ATIS, ﬁo skim oft
anything that might have cryptographic siénificance, and

that came directly to our plaée. So that we were not
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handicappedlby this tremendous volume of material which
ATIS was swamped with. As we continued in our successtul
campaigns against the Japanese in the onward push from
Australia, the amounts of material that wefe captured got
bigger and bigger; There was really an unbelievable
amount of material available. This has to be coupled
with the fact that the Japanese language isvan extremely

difficult one and even with all this Japahese capability

that we had it was quite a problem, handling all the

material. I'can speak to this sﬁbject with some feeling
because I have personally devoted a good deal of time to
the study of Japanese and it's a miserably difficult
language. I can handle several languages, most of them
from the reading standpoint, but noné of the languages I
have studied begihs to touch Japanese for ditticulty.

And justlas an added item on to that I think Chinese is
even more difficult still, but I haven't done anything
with Chinese.

I feel, that if we're going to have a really good solid
oral historyvprogram here and that these tépes will be
listened to 50-100 years from now as part of a cryptologic
literature,‘I think it is-Qorthwhile then to start off

and have at least one small portion on the background, the

lifestyle that you had prior to getting into cryptology. -
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So I'd like to broaden that one out, in géneral terms,
the experiences that helped to prepare you tor your
career, obviously your education and things like that, but
whatever aspects of your'home environment, intellectual
nature of it, etc., your father, your'mother, what theilr
edugation was--just a general sort of feeling so that the
scHolar fifty years from now who would only see the name
Abraham Sinkov, as just a ﬁame, to get a Littlé more
underétanding so that he then listens to your tapes with
a little better perspective.’ Sb that's the reason tor
that fifst guestion. So you can go 1into it as much as-
you want.,

SINKOV: I feel this is a rather special kind ot topic. You, well
it will develép as I talk about this, that I had no
awareness of what kind Qf activity I waé goingbto_do.

INTERVIEWER: i think that's pretty much the“ééme, but I think this is
something...that's the leading question obviously.

SINKOV: There wasn't any such as preparing for this kind ot
~activity. | | .

INTERVIEWER: But I'm ﬁalking now about in retrospect those things you
feel and then from then on the questions, well cértainly
the second question, cifcumstances surrounding your
selection, that's obvious, in fact you'could even go into

that as you're doing the first one and then from then on
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a lot of them, in the very beginning, the extent ot
guidance received from Friedman during initial training
pefiod, that certainly is something specific to you and
then your role during those early years you were involved
with Friedman in attacking some of tné older systems, try

to look at the ? Bright Red ? wrote a certain amount of

things and that development of a base; he was so farsighted
that he séw this was obviously necessary. So I thought
those then would be first-that we could get into right

now, and théy‘re general. Then as we get on into.tnem, a
lot of these you might not have the specific answefs to

but what I'm trying to do is to get your genéral perceptions
so that a scholar could take, Ron Clark's book tor example
on Friedman, he could listen to, and I assume eventually
these things wili be declassified and made available, he
could listen to Frank Rowlett's version qnd his ideas
concerning the group and that would then enable him to
listen to your impressions and then Dr. Kullback, hoperully
we can get him, So then in that early period, which was
the embryonic stage of this entire development in the
United States realiy when yod get down to it, I feel
anyway. Then I could get'a much better picture irf we

asked essentially the same questions to get sort of an

impression then of the work force and what was going from
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each man's filtered viewpoinp. That's what I'm really
trying to get at in this pre-World war II portion. And
then of course some of the specifics which we can get
into lateern your work, like there is nothing written ac
all on your work in Panama, the reasons for going there,
what you were able to aécomplish there, if anything, the
roles you saw...and that kind of stutf, That is a complete
blank and it was probabiy a forerunner of the tiela
processing, second echelon dévélopment which later came
on and it was one of'the very first, so I think it's
valuable to delve into that with some detail. That's the
method to my asking this and I wanted to explain it to
you. I'm not really iooking for the specitic questions; 
If you have specific information on a Specific guestion,
fine, but if you don't, don't feel reticent to express
your oﬁinion and another thing, too, we haven't gotten
into the aspects of the decision on the use of these
tapes which will be yours. It's your decision. If you
don't want anybody to even listen to. these things for 100
years, fine, if you want them to be usedvby ﬁhe Agency at
certain prescribed ways, etc., I'll contact you. The
reason I don't have it nmow is.that in 1978 a new copyright
vlaw was written, and I'm sending over a little form that
we used béfore back to our General Counsel to have them

look at that in relationship to the new law to get a...and
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then we also didn't have»theudeclassificatign program the
last time. ' This oral history‘thing was done back in 19Y97o
was the first time. It was started with Frank Rowlett,
and a few other people by Hank Schorreck and Dave Goodman
who was there just for a year. Since that it has been
dormant and I'm trying to get it going again and my plan
is that I have about anothef year and a half before I am
first eligible for retirement at 55, I'lLl have 33 yéars
in then and my plan is hopefully to come back tor at
least the first two years as a reemployed annuitant to
continue on the progfam to train some‘additional éeople.

Because I am about the only person in NSA that's had any

w

experience with oral history prior,td this-time. It!
not that gfeat,'but at least I have a little bit more
than anybody.else and so I'd like to get as an ongoing

thing to Have this non-print média in the aréhives of our
history and so much of cryptologic history has never beeh
written in the first place and so much of it is stored in
the memories of individuals like yourself. I think it is
a very worthwhile and good thing to be doing. This is

what I'm trying to do but we have a few little things to
get started, etc. so you're the very first one that I've
been involved in and we have a few others in the past.

So, do you have any other questions?
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No. Not really. I feel a little unhappy about the
deficiencies in my recalling the kind of things that we
should.

If I was asked'questions about what I did when I first
arrived at NSA I'd have a very difficult time.

It was 1930 when I started——that was almoet 50 years ago.
But I think as you get into it you'll remember and don't
hesitate to go back--that's okay. Because the people who
listen to this and you go to a certain (and I will have
these time segment index cards so they'll eventually be
able to go back by subject and even if you repeat it and
if something, you remember something about a previous
question and you say I just remembered this, just go
ahead and do it;) . |

Would it be ﬁelpful if I were to take time to kind of
organize this_series of recollections in order to get it
into a better organized form or do you»ectually prefer
that it be completely impromptu? |

I kind of like the impromptu because it starts a series
of memory banks to start rolling so don't feel at all
straight-jacketed. I'll just read thie first question to
start. What experiences in your home environment,

intellectual interests, education, etc., helped prepare

you for your career in cryptolegy?
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SINKOV:

Well, in response to this, all I can say is that...in my
eafly life, my ambition and dedication was enﬁirely‘to
the field of mathematics. .I was an ardent student ot
mathematics and it was my motivating force. My ambition
was to become a mathematician. When I graduated from
college I got an appointment to the New York City high
schodl system where I taught méihématics and planned to
continue my study of mathematics. At this time, [ had
just a Bachelor's degree. Circumstances in my case were
such that it became almost impdssible for me to continue
the study of mathematics, to get into graduéte work,

because my appointment in the high school system'was in

a school which had three sessions. It was so crowded

that there were three different sessions of students and
I, as a new appointee, was assigned to the least popular

one which began at 11 in the morning and ended at 5 in.

the evenihg. And practically all the graduate mathematics

available in the New York City universities was between 2
and 6 in the afternoon, So that continuing study was
preempted. I just couldn't manage it and this gave me
sufficient pause, enough unhappiness to think that maybe
I'd better shiftvmy employment to something else that .

would leave me in a better position'for continued study.

AQne of the ideas that developed was working in mathematics
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in the federal government. 1In this period ﬁhere were
regular examinations for civil service appointment and
there was one category called Junior Matﬁematician.
Actually the main openings for employment from registry
in that direction were limited to just th'or three
places. Thére was work‘at fhe...the name escapes mé ac
the moment..{in_ballistics; there was work avéilable in
the meteorological area; and the statisticél areas but
opportunities.in mathematics were actually quite limited.
HoweQér, I elected to try that. I took the examinatioh
for Junior Mathematician and was placed on the register
~and then looked forward hopefully to some kind .of
appointment in Washington. This was the very period when
Mr.’Friedman succeeded in getting authorization tor the
hiring of some personnel to assist in the general work
that he was doing. He had at the time, as ‘I remember it,
just one .secretary and he got authorization ‘to nhire three
employees.' Further, he got permission to include an
additional requirement for appointment over and above
being on the register. He had decided to pick people
from the mathematics register because he thought that was
a good élace tb go. Howéver, he‘also wanted to have
people who had some linguistic éompetence, and he got
permission through the civil service commission, I guess,

to impose an additional requirement of some foreign
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language knowledge. And from the mathematics register,
.the junior mathematician; he checked the gualifications
of the beople involved and found three names that suitzad
his requirement: Rowlett, Kullback and myselt, Each ot
us had work in a foreign language. Rowlett had had some
work in‘German,‘I in French, and Kullback in spanish. We
wefe communicated with by the civil service commission
and asked wheﬁher we would accept employment in this
genéral direction. I don't recall what pafticular phrase
was used, it related to the cryptograpnic field but that
was alivwe weré told, and speaking for myself, it didn't
really mean a great deal to ﬁe because I had no icea ot
its significance,_but it_sounded interesting and I accepted
the offer of the éppointment, as_did Rowlett and Kullback.
And within a spéce of two or three weeks we all reported
to Washington. Rowlett I think came first, eariy in
April. I came about the 10th and Kullback on the 2lst or
thereabouts in April 193b. |

.INTERVIEWER: Did you know Dr. Kullback?

SINKOV: | Yes. Our relationship has been a very intimate one. He
and I were clasgmates together in high school, in college
and iﬁ gréduate school. We had studied mathematics
togéther, in fact, we would regularly visit in one
another's homes and diScuss the materials that Qe were

studying. We had a considerable overlap in the courses
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that we took and our feiationship was a quite intimate
one which continued throughout this entire period.
Rowlett came from another area alpogetner and we didn't
get to meet him until our arrival in Washington. ' The
appointment as junior mathematician at that time was
called Pl.. The classification series was a classification
that went from Pl to a highest category of PS, I believe
it was, withhthe salaries ranging from about $2,000 which
was a start of Pl to something on the order of $5,600,
which wes as high as you could go. But in those days
$5,600 a year was a pretty elegent salary. I -don't
believe Friedman's fating was that high. He must have
been somewhere in the'PS or P6 category. Weli, we
reported, were introduced to Friedman; our employment was
in the Munitions Building, room 3416. Actually room 3416
had just behied it, a vault which had been set up tor
reasons of secufity.and storage and it was in the vault
that we were employed. OQur training, essentially,
consisted 6f\working with the materials whicn Friedman

had generated. The first book we worked through was

Friedman's original Elements of Cryptanalysis and then,
aftef that, there were ﬁwo volumes, Crypt 1 and Crypt II
of graduated materialsiwhich Friedman had worked up with
problemns. Esseﬁtially the early part of our training

‘consisted of working jointly through all of this training
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material with a.minimum of supervision by Friedman. He
would just look in now and then and find out ﬁow we were
getting along. He was avgilable if we ever had any
queétions and his‘responses Wefe frequently very interesting
ones. I recall one time there was a problem that was
assigned which started out with the information that
certain materials had_been Captured and from it the system
used could be détermined and‘then after this capture soue
new material arrived and it was to be solved. The obviqus
thing to do was to try to apply the same kind of ideas to
the new material, and after we worried gquite a while and
got nowhere we sort of solved the probiem from scratch;

it was only a limited relationship between the captured
system and the new one. I remember going to Friedman‘and
saying, "This answer that we have developed has practically
no bearing on the captured material."” He looked at me

and said, "That's just too bad." He was always available
for any real problems that we had and my recollection is
that it was largely, with the aid of the effective
materials He‘developed, a self-teaching program. As we
progressed and learned about cryptanalytic techniques

then our sphere began to expand. 1In thosé days.there

were occasional coﬁmunications received trom people
submitting ideas for'crthographic systéms. ~We had a

rather extensive .file, which we used to label our "nut"
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file, of systems submitted by people outside, and there
was a rather amusing kind ot‘unifo;mity to these
communications even though they came from widely ditferent
places and fromvmany different people. Sort of idea that
the letter carried would go soﬁething like this--it was'
started out by saying, "Recently I read in such and such
a place that no one can devise a cryptographic system
that somebody else can not solve. I immediately decided
that that couldn't be, so I sat down and invented a system
which is unsolvable and I'm prepared to offer it to the
U.S5. government for $1 milliion or a‘good job," or you
can fill in whatever the individual thought ne'd like ror
the system, and then interestingly enough, there would
"always be a,finalvseﬁtence that would éay, "and if the
U.S.‘government won't buy this from me I will sell it to
the Russians or to the-Germans." :Part of our training
consisted of dealing with these submitted systems which
frequently were relatively simple. We did have a standard
procedure for deaiing with_this material. 1In fact, on .
receipt of such a communication there would always be a
form letter sent out within 24 hours indicating thev
conditions under which we wbuld be willing to examine
this materialf .It requested a certain amount of material
to be made available and set down some general conditions

which were quite reasonable with regard to our examination
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of the systém. Then when that material was received we
would study-it and our rate of success was qguite high
actually. Of gfeater interest in this direction than

just these nut letters that we received, there were
.several cases of quite interesting systems that were
submitted that we examined. There was the KRYHA cipher
machine we studied and solvéd. It was a rather interesting
mechanical device which had a gear wheel which provided

for the stepping of a disc at irregular intervals reéulting
in the equivalent of a rathér lengthy period. éut we

were able to solve that relatiyely.easily because, althouyn
the period was very lengthy, we were able to analyze the
type of motion because the machine was made available td

us and tﬁe interesting thing that happened in this case
wasvwhen a test message was récéived, Friedman put a
stamp'on it showing the time of receiét and we had an
apprerd solution in something like three hours, which

was similarly stamped with a time machine and this was a
very interesting indication of the kind of sﬁccesses we
.were having. There was a machine developed by the 1T
which we studied and solved. Thefe were other systems
which formed,‘in a sehse, our.training material,
Simultaneously, we studied material like some of the
wartime systems WW I. We conducted an analysis ot'the

ADFGVX, a German system that'had been used during Www I
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and prepared a paper on the.general soiution of tpat
system, One of our crypténalytic efrorts consisted in
analyzing a U.S. recommended system, the strip cipher
device. I think it had a name something like M138 or
something of that order} What we did waé‘to undertake a
study of analyzing what the minimum amount of material
would.be in a system like that, without knowledge of the
strips, which would still permit the solution. We came
up with an answer you had to‘have something like 450
lines of traffic. - Of course, if it were the case where
you actually had the.strips available to you the soiution
would be relatively simple.. Compafatively,vanyway. An
additional.directiop of effort during.tﬁis period related
>vto the communications security side. The unit was
responsible not only for the cryptanalytic work that we
were studying but for the preparation of U.S. systems.
We make up some céde books designed for both field and
higher level use. For the field uées, there were books
called Division Field Codes. About 4500 groups each and
we drew up two or three editions of division field cards.
" This was done by a process bf using 3x5 index cards. The
code groups that were.to be used were ordered. The
vocabulary which was to be used was drawn up, then what
we did was to go through a process of completely scrambling

the code groups and have them completely mixed up. The

P08 o
ey T Do




DOCID: 4241364  ° —sioRer

ordered vocabulary was then put on to the :earranged code
groups and that provided the encoding section ot the
codebook; then for the decoding section we had to
alphabetize all these cards in éodegrbup order soO we
éould print the decode sectién. It was a lengthy process
because this matter of dealing with that many cards was
not simple, it was all manual working. As I recall, it
was a job of something on the order of three weeks of
full time work to make up one of those division fieldA
codes., I mentioned‘this specifically because when later
on we got into the use of IBM equipment,‘which I'1l talk
about shortly, we got~the.problem of making the field
code down to éomething’like 3 hours. A more extensive
code constructipn problem was the army field code which
had a vocabulary of.about 100,000 groups. Wheh you think
of the fact that we had our 3x5 cards in boxes about the
size of a shoe box each of which contained 2,000 cards, é
100,000 group codebook repfesepted handliné all the cards
- of about 50 of these boxes. The scrambling process and
guaranteeing that you had pretty good scrambling was a
slow and miserable matter. The final realphabetizing was

also a very difficult one, That aspect of our work was

{tape ended).

ocrnnrr

VUL ]



erANCT
JLONLCT

DOCID: 4241364

THIRD TAPE, FIRST SIDE

INTERVIEWER: I believe you were up to talking about the connection with
the Coast Guard. | |
SINKOV: One other activity that we were involved in cryptanalyticaily
related to some work in the Coast Guard where there was a
cryptanalytic section that was headed by Mrs. Friedman.
This organization was responsible for dealing with any or
: ‘the communicaétions which the Coast Guard was intercepeing
that related to activity in the coastal areas. Now tﬁis
was the periéd of prohibition and a very common activity
- was bootlegging. There were some pretty big organizations
which were bringing large supplies of liquor into the
country; the way_tﬁey would function would be they would
have a mother ship which had rather considerable supplies
of liquor brought from elsewhere. Thé mother ship would
remain outside the 3 mile limit where it was essentially
immune from any Coast Guard activity against it. 1t
would arrange, by cipher communication, with smaller
vessels to come out to the right placé and pick up a load
and bfing it into the country. Well the Coast Guard
would intercept some of this communication., It would end
up in Mrs. Friedman's office where attempts would be made

to read the messages, and some success had been achieved.
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Each time success was achieved and information could be
deQeloped early enough, to know where fendezvoqs were
going to be taking place, the Coast Guard could successtully
intercept, which.they did several times. Well, then it
_developed that these people got into some transposition
systems, and the Coast Guard group was having trouble
reading them. Through the connection between Mr. Friedman
and Mrs. Friedman, copies of the material were nmade
available to us in SIS, and we were able to solve these
transposition messages withoﬁt a great deal of trouble,
because of a practice that the rumrunners were making,
which was a vefy unwise cryptographic procedure. They
used to send their ﬁext in four letter groups And whén
they weré preparing tb send a message fhrougn their normal
Columnaritransposition procedures, they would always
guarantee that the text had a total number of letters
which was a multiple of four so that it would come out
even wﬁen transmitted. But they would always add any
necessary null letters in order to get the total, which
was a hultiple of four, a§ x's at the end of the plain
text before inserting the message into a reétangle and

transposing. Without going into much detail, the presence

of those x's made it possible to solve the message pretty
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easily and some captures were made and some success
against them so they proceeded to change the system.
This timé it was s;ill a transpoéition with x's in it, as
before, but we were unable to read messages for a while
~until we made the final}interesting kind of break. On
one day, that we had a series of messages, and kept trying
the old trick df using the x's and tfanspdsition to solve, E
they wouldn't read, but one of the méssages did and we
determined the key for that‘ohé message. It didn't read.
the others but we suddenly discdvered that it we put the
_text through two transpositions, with that same - key, it
would read. In other words it was a double transbosition
system. This gave rise to our studying how you could
' solve systems in double transpositions.and we worked out
a method of solution and again nabbed a lot of their'
people. So that the Coast Guard had some significant
successes, There were later systems that they used.
There was one code systém they used which we helped solve
and they even went to enciphered code, but our success
‘ against them was significant so that some very successtul
arrests were made, and a pretty big crimp was put into
thé activity of this rumrunning groﬁp. ‘They were operating
mostly off the west coast, off in the general neighborhood

of Seattle but with the speed of handling of the material
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to Washington and our decrypts, some interesting successes
were obtained in cutting down on that activity. That was
one of the more interestihg aspects of our being trained
in the general efforts of cryptanalysis.
One other direction in which we did some work related
to cqnstructidn of codes. In drawing up code groups for a
code book one normally uses what's called a pérmutation
table. It's a special diagram that guarantees that if you
"pick the letters for your code groups in the right kind of
" way you would end up with what we used to call a two lecter
difference, which meant that any valid code group had to
differ by at least two letters from any other valid code
group.. The point being that if in transmission an error
were madé and one letter was wrong you would immediately
detect that there was an error. You had error detection
capability. As for error correctionithat wasn't very
difficult because sinée‘there are only five letters say
in the group and you knew one of them was.wrong you could
try to turn to call éach one wrong, find out what the
correct group would be with the other tour right, and
then the context would tell you which was the right group. -
This incidentally is one of the very early eftorts in the
general direction of error. correction in coding procedure,

a subject which became very important later on in the

78
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INTERVIEWER:

SINKOV:

ornapee
wLUINL |

whole computer area. This matter ot error-correction in

computer handling and in communications is a very
significant subject. The subject has been advanced very

considerably; some very impressive mathematical studies

. have been produced which produced error correction -

techniques that make it possible to detect and correct up
to any number of errors that you might be interested in

considering. By the application of special technigues ot

'using redundant letters, I guess you're familiar with

this, Sam, are you not?

I think this would be a gobd opportunity to go into a
little discourse on the applicaﬁion of computering to
cryptanalytic attack.

We're still talking about this very early period, I might
mention that along with the training which we were getting
in these various ways that I have described, a proéedure
was initiated for fhe training of some Army otticers in
Cryptanalysis. It started out with the appointment of a
Lt Mark Rhoads who joined the group and went thfough the
course material and studied along with us. bEffectively
Qe were helping train him. He and Preston Corderman were
early students. Then an arrangement was hade‘for‘one ot
theée two to stay on for an extra assignment of two years

and serve as the instructor for the next two officers who
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INTERVIEWER:

SINKOV:

INTERVIEWER:

came down and ‘I think the next pair were: Capt Hayes and
Harrod Miller}'oh Bicher was before Hayes. Bicher and
Miller was it not?

Yes.

And I don't have the order quite correct but additional
officers who came in to this genéral‘progfam weré Joe
Scheéf, Lt. Jones of the Coast Guard, Major Baldwin,
Leonard T. Jones...Hammel...Hamm was a civilian with us.
He was not ofvthe uniformed services. We had these
officers in groups of two for two year assignments so,
effectively, with thése various.names,.l've mentioned
that takes us up to about 1938 and then éfter than, quite
a number of -people were assigned to the organization, In
fact, there was a big build up that began around 1938 and
'39. We got'a'large'humber of civilians added to the
organization. The table of organization was very greatly
enlarged. We broﬁght in a large group of reserve officers
who had had a course of training at the Uhiversity of
Illinois. This was a program, which had been_coﬁceived
by Friedman, ofitraining personnel who were in the reserve
corps. It was at this stége about 1939 or 1940 that the

really big build-up of the organization began.

‘These officers who were there for training, did they work

in the operational aspects or were they just doing their

training courses?
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SINKOV: .

INTERVIEWER:

SINKOV:

INTERVIEWER:

SINKOV:

They were trained and worked élong in whatever other
assignments we might have. Some of them distinguishéd
themselves considerably. Corderman later became Chief of
ASA. Hayés at one time was Chief of ASA. I guess those
are the two that stand out. 1 don't know what happened
to Jones, although T had some indication that he'd risen
considerably in the Coast-Guard structuré.

Harrod Miller was most vivid'personality—wise.

Yes. I don't récall that he distinguished himseif in any
way after he graduated. He certainly distinguished
himself before in some interesting ways, not all-of them
quitebproper. I don't think I ought to go into this.
After the training question, I had one here. on the
development of cryptologic literature.

In connection with the various problems that we worked on

the different systems that were submitted, the machines

" that we examined, a number of these efforts gave rise to

.publications'describing what we had accomplished. These

were in a sense, additions to the cryptographic library
that existed when we first started. That library,

essentially, was a series of publications by Friedman.

Apart from the course material we had there was a series

of publications which Friedman had written when he was at

the Riverbank Laboratories in Chicagb working with
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Col Fabian. Friedman had sfudied at Cornell UniVersity
and on graduating from Cornell as a plant geneticist he
was offered an opportunity to work for a Col Fabian, a
very wealthy man in the Chicago area, and, essentially,
his job originally related to looking after the extensive
grounds and plantings at the Riverbank taboratories which
Fabian owned and operated. This man Fabian was an
enthusiast, I might almost say a nut, on thé subject the
Bacon-Shakespeare controversy; the idea of attempting to
prove somebody other than Shakespeare actuallvarote thé
Shakespearean plaYs; It was in connection with this
interest of Fabian's that Mr. Friedman got diverted at
Riverbank into cryptographic studies and this is how he

§ first got into the field. A co-worker was a lady named
Elizebeth Smith, who later became Mrs. Friedman. It was
while at the Riverbank'Laboratofies that Friedman served
as an instfuctor for a group of army officers who were
being sent to Europe as part of the AEF, American
Expeditionary Force, that went to.France during WW I. He
tfained a nuhber of military officers in elementary
cryptanalysis. It.was soon after the war that Friedman
was hired to come to Washington. I don't have any-
recollection of the exact dates and he was appointed to

the job of looking after the general subject of U.S.
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communications security and communications intelligence.
‘He had the very extensive establishment‘of one sergeant
and one female secretary_ahd that was it., It was theﬁ
known as the Signal Intelligence Servicé.

INTERVIEWER: -~ It was 1921,

SINKOV: And it wasn't until 1930 that he received the authorization
-for some expansion and the first appointmeﬁts were made
that I talked about earlier,ARowlett,‘Kullback and I
joined in Aprii‘and‘then soon afterward came John Hurt
and Larry Clark and that represented the organization
until some years later. When did you céme,in Sam?*

INTERVIEWER: '1936.

SINKOV: I don't think there were any further appointments until 
about the middlé"BOS because just about this time the
depression hit éhd getting extra money for additional
personnél was pretty much out of thé gquestion. As a
matter of fact we had thé experience of reduction in pay
as a result of the depression. One year I think it was
'31 or '32 everybody experienced a 10% or 15% cut in pay
and then the following year we'wefe given a month's
fﬁrlough without pay, which was equivaleht,to an 8 1/3%
cut, but these reductions.were restored the following
year.énd we then went on with our normal salaries

thereafter. That depression period was a difficult .one

*Sam Snyder
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to get through and it certainly.put a‘stop to any of
Friedmanfs attempts to build up the organization anymore
at_that'time. But then things got a little brightér, and
the desire developed for a better intercept capability
outside the continental limits of the United States and
they talked and discussed aspects of where one might go.
At that time most of our intercept consisted of material
from Foft Monmouth and some matérial was being intercepted
personally and privately by Col. Mauborgne, who later
became Chief Signal Officer., He was stétioned on the
Weét Coast at the time, and he wés an amateﬁr radio
operator énd he lent his services in his off hoﬁfs to
doing intercept for:us, but this was .a limited. amount of
material. We did, of course...I'm not just sure when
this'began...develop a procedure of getting material from
the cable companies, from companies like RCA and IT&T.

We were able to get'from their records copies of messages
which were being trahsmitted by them.. This was sub rosa,
quite_impropeva expect from a legal point of view, but
it did provide ué with material. One of the things we
got in that period was a whble series of messages by an
organization called AMTORG, which was a Russian trading
organization. I'm sorry to say we never got anywhere

with the AMTORG communications. We developed a little
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information about the preamble and.the signatures but
that's as far as we went. As far as I know it may have
.been one time pad communication, but we never learned
anything about it.

The idea of additional intercept was studied and the
first thought that develOped was that an intercept
'station might be set up in the Canal Zone in Panama.

I was aﬁpointed to go down to the Canal.ZOhe tb help

in the installation of a radio station énd the dévelopment
of inférdept capability. As a technical officer I had
assigned to me a Signal Cofps Captain, Harry Lewis, who
was pretty well informed along radio lines and an
installation was put up in a pléce called Corrozal,
very‘élose_to the canal, within the Canal Zone, and
I,'Qith Lewis, undertook a.program_of scanning fhe

(radio) spectrum to see what intefcepts we could accomplish.
We got some material out of South America, we got some
Japanese communications, very little.out of the European
area. In faét, it turned out on later examination that
Panama wasn't a very effective cﬁoice as a place for
intercept and I think that intercept activity sometime
later was terminated. In my stay there I héd occasion to
work on whatever material came out. What was being
obtained in Japanese communications was what turned out

later to be in the machine we called RED, which was a
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sort of manual system with very interesting property that
consonants were replaced only by consdnants and vowels by
vowels, I made a little progress with it on my own in
Panama but the solution of the system was achieved in
Washington, but produced some useful infofmation.

Oh; I should say, harking back a few years, that along
about 1932 Yardléy published his book thch he called The

American Black Chamber. 1In it there was one chapter

which related to the negotiations between Great Britain,
the United States and Japan not long-after>WW I regérding
the general subject of-disarmament; " In some messageé
which'Yardley and his group read, they were'established

in New York City, in aﬁ.installatidn there which was

QOing some cryptanalytic work. He héd been é telegrapﬁ
empioyee with the State Department and.while.working with
the State Department in Washington was_able to_dd some
interesting cryptanalytic work which resulted in his

being put to work in a special unit in cryptanalytic
'acfivity. This waé about 1922 or 1923.when the disarmament
conference was taking place. He read some messages from
the Japanese Government to their representatives indicating
the furthest point to which the Japanese would go in the
ratios that were ﬁo be set up in connection with the

disarmament. The ratio is related to the strengths of
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the navies of the three countries and the Japanese let it
be known in their communications that they would settle
finally for 5-5-3, meaning a.ratio of 5 for the United
States, 5 for Greét Britain against 3 for Japan. Now in
the actual negotiations they were trying to get more but
since'Yardley had been able with these messages to tell
our people exactly how farvthe Japanese would go, the
Americans and British insisted on 5-5-3 and they won out.

When this information was published in the American Black

Chamber, it caused quité a stir in Japan. Among other
.things, they published a pirated edition of his book in
Japanese and must Have given a. good deal of consideration

to their communications security because their procedures
changed considerably from then on. This is something

which regularly happens in the cryptanalytic field.

Anytime any information gets out into the public domain
about successes that are being accomplished in cryptanalysis
it causes countries to reexamine their situation and, to
reappraise what they think their security is.

Well, this wasn't very chronoiogically handled. 1In
Panama I worked on the REDvéommuniqations and on some of the
limited amount of Latin American material we had. We
gfaduallybbuilt up some capability ih intercept, but it

wasn't really a very significant amount. While all this
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was going on an additionél_intércept station was arranged
for and set up in Hawaii starting in 1937, which was the
following year. Kullback went to Hawaii to serve in a
similar capacity there to the one that I had in the Canal
Zone. Not lohg after that, 1938, Hitler marched into
Austria and it began»té become clear that the military
situation 'in Europe was pretty drastic. We received
messages, Kullback and I, calling us back home because

of that general situation and we returned to our
cryptanalytic assignment in Washington, along with what
then began as a very considerable buildup, which I
mentiéned earlier, of the Signal Intelligence, Service.

It was about phat time that I was assigned to a special
study of Italian communications. We were intercepting
aﬁd getting through telegraph companies a significant
amount'of Italian traffic. One of the major systems was
a commercial system based on a very large codebdok, the
best estimate that we could come up with somewhere in the
order of a couple of hundred thousand groups. We made an
entry into that system and proceeded to read messages in
it. It was very extensive, I remember we had thousands
of messages, and we were able before vefy long to get
pretty much the entire content of most of the messages

that we were reading. As I indicated, it was essentially
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commercial information. Apart from that, there were

occasional messages that we obtained in a military attache

system and these turned out to be in enciphered code with

which we made some limited progréés but our ability to
read those messages becéme much greater after the visit
to England, when it turned out the British had
surreptitiously obtained a copy of thé codebook and we
were provided with a copy of the codebook. Those were

the two major Italian systems. The group that worked on

the problem was about a dozen people. I had six of the

group who had come from the University of Illinois, from
the ROTC program. Mrs. Berryman, now Mrs. Davis, was in

the group; Sam Snyder; a.very interesting individual

- named Joe Greenberg; who had come from Yale University

and was a linguist; he handled languages almost as easily
as I handled numbers. Among other things he was an expert
in a lahguage called Hausa which was one of the North

African languages in which he had done considerable work.

. That takes care of most of the group; we had one more a

very.charming little secretary called Virginia Shaver.
That was the lot wasn't it?

Harry Acoff? Peryenko?

'Oh, I named him, yes he was an Italophile if there ever

was one and quite an asset to the organization for

translation purposes. At the time that I was assigned to
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this Italién prbgram, Kullback and a similar group of
people,wefe working on Germén communications and Rowlett
headed up the group that was studying Japanese cbmmunications.
It was during this period that the entry into the PURPLE

was made along about 1940 or thereabouts which resulted

in our being able to read top level diplomatic communications
of the Japanese in their PURPLE system.

You talked earlier about publication of the Black Chamber

which wasvpublished_after the Yardley group had been

amalgamated.

It wasn't amalgamated; it was abolished.:

Well, some‘of'the people were brought on board? 1Is that
correct br were any?

Not that I remember. No. We had some occasional~
correépondence. Actually Friedman had it, with one or
two people who had been associated with Yardley. One was
Professor Manléy of the University of Chicago, who had
been with the Yafdley gréup; and then fhere waé Professor
Mendelsohln, a history professor at City College. vHé,
too, had been involved in earlier cryptanalytic work and
Mendglsohln came for a period Qf a few months on a'speciél
assignment to SIS, but other than that I don't believe
any of the people who were with Yardley came to Qofk'with

us. There was a lady named Agnes Driscoll, who I think
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‘was with Yardley who ended up in the Navy Department.

Had- she been with Yardley?

I never fealized that or thought she was with Yardley.
Maybe not.

I was going to add that a few yéars later Edna Hackenberg
who had been with Yardley for about 10 yeérs_from 1919
came into the agency for about one year, 1939, I remember
this because she worked for me, and subsequently marfied

him, of course you knew that; she is still around. Col

McGrail was another who had worked with Yardley in secret

inks.

McGrail came for a period in connection with secret ink
work and with studying-ofIQUestion documents and similar
work., Col McGrail was later followed by Bob Holmes,
another chehist, who worked in the»same general direction.
Their concerns related to secret inks.  As far as I know
never did anything much with thé utilization secret ink
techniques. Our main interest in developing this direction
was égainst the possibility of secret ink communications
being used against us. I don't recall that there were

ever any pe:idds of actual accomplishment in that direction.
The Yardley group, as is reasonably well known, was
eliminated by Secretary Stimson when he was Secretary of
State and was informed, I'm not qguite sure just how,

perhaps through seeing some decrypts that we were reading.
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messages of other countries and he stated flatly that
"gentlemen don't read other people's mail." He abolished

the organization and that was the end of the Yardley

group. It was probably the impetus that caused Yardley

to wfite this book, The American-Black Chamber, in which

" he disclosed a number of secrets of ‘things that he had

accomplished.

I heard sometime later that the real‘decision about that
"gentlemen reading mail" was not Stimson but President
Hoover himself. |
Conceivably, but in all the information I've seen, it's
attributed to Stimson and I must say that Stimson took a
very different attitude thard.the whdle'subject when
sometime later‘he'became Secretary of_War..

When he was Secretary of War--he was in and out of our
place. |

He behaved very differently then and had quite different
ideas about the utility of such activity.

THIRD TAPE, SECOND SIDE

Did you utilize any of the material that MI-8 had gathered
and used during their time, personally?
Some of the material in Yardley's book was of'interest'in

connection with the cryptanalytic aspects. There was one

92

SRR M DERALEL AW lﬁkﬁgﬁl"
1]

R LT L AR AR

H é RAMML T WM A LT
&Y ;‘;“‘d u&»’ ;._ .:_J Y RV
| —SERRET



DOCID:

4241364

—SECRE—

chapter about a couple of messages sent to Mexico and it
formed a very interesting subject for crfptanalytic study.
What actually happened was Yardley published two code
messages and their decrypts with a brief description of
how the messages had been encoded with the aid of a
dictionary. There wére five figure groups, the first
three figures gave the page number énd the last t&o
figures gave the positiqn on the page of the word involved
and it was a straightforward one part code handling.
Yardley describes in his book wiﬁh interesting .enthusiasm
and verve how he succeeded in finding the dictionary
after a few groups had been identified which permitted
complete decoding;. What he didn't say in his book, was
information we got from Professor Manlgy, that the name
of the dictionary was given to Yardley by-the,British,
and he makes_the story read as if it was a terrific
cryptahalyfic accomplishment on his part, wﬁich-it could
have been,'but he completely omitted this additional help
that he got that rounded.out the story very.neatly. Mr.
Friedman had a copy of the Yardley book which was réally
a gém.‘ It had marginal notations by Friedman, by
Mendelsoﬁih, by Mark, by Manl;y,.by others contradicting
things which Yardley said in his.book or making comments

about. There was a whole series of these which pointed
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out théf Yérdley had really embellished in his book his
accomplishménts to a tremendous extent, and in a number‘
of places had taken credit to himself for work that had
been done by some of his subordinates, It was pointed

out in connéction with_one or two of these places, that

if the text is read very carefully you realize that

- Yardley hasn't said in so many words "I did this," but

the implication is there, and it is written in such a way
that you are given the impression that he accomplished
something when, according to thesé marginal notations, he
hadn't done it at all. Well this copy of the Friedman
book is really quite an impréssive volume and I guess
it's now included with all of the rgst of Friedman's
collection in the Marshall Library.

Is that open to the public now?

{Discussion reléting to availability of Friedman's
works/records.) I expect so. It's notvclassified
material. All of his stuff was unclassified; it's in a
sebarate room perhaps, but... |

But open to scholaré.

I don't see .any reason why this library would deny access

‘to the material. There is no classified material involved,

as far as I know. In the main it consists of a very large
collection of early cryptographic literature. 1It's a

very rare collection, because it contains items that go
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back well into the 15th and l6th centuries plus a lot of
more current material; a very wide collection of things
having ény relationship whatever to the cryptoiogic field.
It includes such things as novels which had ciphers as
the basis of'the story, it includes a lot of, I think,
press information related to our activity, but I'm
reasonably sure there is no classified material.there.
Because there was a period in his later years when
Friedman's collection was pretty gone over by either
fepresehtatives of the Agency or the FBI, I'm not quite
sure which it was. There was a ca:eful-check made to
ensure that there wasn't'any classified material there.
It was a period that had caused Friedman some considerable
distress, because he felt he had been treated pretty
éhabbily in this whole situation and he was not very well
-at the time anyhow. So, it had quite an effect on him.
Yardley, incidentqlly after ‘the success of his first book,
which was considerable, it was a best-seller, and rightly
"so, I'd like to give the man his due. It is a fascinating
book to read. Ahybody who is at all interested in
. cryptology wouid find the book a fascinating bébk to read.
He_tells the:stories very well of the different cryptanalytic
accomplishments of his organizétion. The fact tha£ he

perhaps takes on his own shoulders somewhat more credit
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than he really deserves is in some measure beside the
point; because he was the driving force of this whole
organization and he was the main contributor.

Did he do a book for the Chinese?

Yes. Yardley then wrote a second book. It_wés.in the
form of a novel but had a lot of cryptologic'information
in it. Before it could go to press; official governmental
aétion was taken through something equivalent to the

British Official Secrets Act, I'm not quite sure what the

actual legislation was, but an official authorization was

obtained which prevented the publication of the second
book: It never got into print., Yardley's later experiences

were somewhat checkered. He was in China for a while

where he was serving as a consultant in cryptology.

Early in the period of WW II he appeared in Canada under
an assumed name of Osborne and when somehow information

got out to the British government that Yardley was in

‘Canada, they brought pressure to bear on the Canadian

government and that connection was eliminated. He died

not long after that. He hadn't been a very weli'man in

‘those last few years.

You had touched on, I don't know how far you got in

 discussing, the use of tabulating equipment.

‘In the first few years of our work at the SIS it was all
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manuél operation; all freqﬁency distributions, all studies,
éQerything we did was manually done. We had no other
means. It was along about the middle '30s.that Mr.
Friedman had an occasion to find out aboutrwhat was then
called Hollerith équipment. He was given a demonstration
somewhere of how this eguipment worked and realized its
utility for our work. The first step he undertook and
arranged for was the rental of Holierith equipments. It
consisted of a keypuhch, a sorter, a tabulator and a
collator'and a reproducer. These were the normal-punch
card equipmehts which_represented what was then known in
the way of office equipment, but they proved extremely
useful to us. We were able to do thingé_with them that
feduced veryrgreatly the time elemeqt in-work that we
were doing. For example, I mentioned earlier that we had
an occasioh to build up division field codes which used
to take us in manual operation something on the order of
three weeks to maké the cbde book, once the Hollefith
equipment became.available we were able tb.get a codebook
accomplished in something like three hours. It was a
‘tremendqus improvement in capability and we made someA
"modifications to this Hollerith eqhipment for our an
purposes, for example, a scheme was worked out, I think

fhis.was largely something that Rowlett accomplished, by
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means of which we could effect a scrambling technidue.
As you may know,»the'punch card equipment, in a sorteri
for example, operates on a‘singlé column at a time. The
column that‘it is operating on depends on the setting of
a control that reads a particular column of the card.
But what was done was to introduce an arrangement of being
able to shift frbm one column to another, from éard to.
card so that instead of getting into the same column all
the time you are looking at different columns, one card
after another, and this produced a very effectivebscrambling
technique -so that when we, for example, were making a
division field code and wanted to scramble up all of the
cards it was very quickly done on the scrambler, which at
the fime operated at Aboup 100 cards a minute. Not much
more than that.

INTERVIEWER: I had an occasion to write this up a few years ago and I
dug into it and found‘a copy of the patent that was grahted.

SINKOV: ~ On the Hollerith.

INTERVIEWER: On this scrambler device. 1In the name of Friedman and
Rowlett.
SINKOV: : Yes. I hadn't remembered that they got a patent for it.

We did other things. For example, we worked out schemes
of using the tabulator for transposition procedures by

o*\‘ngg\ rewiring the plug boards in various kinds of ways and
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having, for_example,‘the tabuiator, instead of reading a
particular éolumn, as would normally have happened, read
a different column instead and operate'on varying cblumns
of the cards. But those are side issues; essentially the
main accomplishment with the IBM equipment was that we
could much more rapidly accomplish many of the tasks that
we were performing and from then on the utilization of
IBM equipment kept improving. 1In fact, it léad info
developments of rapid analyticlmachinery which SIS
personnel designed and had built. It lead into techniques
which we were able to make use of later on in the early
days of the war-period.‘ When I Qas in Central Bureau Qe
had an IBM installation headed by Halpin, wﬁich.did some
very effective things for us in connecﬁion with our'study
of the Japanese codes. Frdm that, of course, we expanded
into the whole computer field beginning in the early
'50s and what the Agency has done in comﬁuters is pretty
well khown and very impressive. I poinf to an authority,
and a seéond. (Dale Marston and Sam Snydér who were
participants in the interview.)

INTERVIEWER:' Did you ha?e any role at all in the development of the RED and
PURPLE analog machines? = h

SINKOV: | ‘No. I was involved to a slight extent in the initial

studies of the cryptanalysis of RED and that was all.
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The machines were solved and reconstructed in the Japanese
section which was headed by Rowlett and which had a very |
large complement of personnel. It stands out as one of
our very big accomplishments. I am reminded at the moment
of one .accomplishment in maéhine@ cryptography, cryptanalysis
that related to ﬁhe Hebern machiné and the successor of

the Hebern. - The Heberﬁ machine had been solved by Friedman
and resulted in the denial to Hebern of the uée'of his
machine for U.S. purposes. The navy organization came:up
with an idea of an improvemeﬁt on the Hebern machine and
they designed a model, under Capt Safford, of a rotor
machihe with five wheels in which, at every operation two
wheels would step instead of,jgst‘one as in fhe Hebern.

An arrangement was made for a test of that machine by

SIS. What we were given was a set of ten messages, as 1I
remembef, and the plaintext of some of them, I don't
remember now how many, but we had plaintext for some of

the messages. With that information and.bur study of the
system we solved it and we read the messages for which we
hadn't been giveh the text. As a result df which the

Navy cancelled the project of considering that machine

for U.S. use. It was after that that ideas of Rowlett and
Friedman resulted in the devélopment,of the SIGABA machine,

which was built, accepted, and made ready just in time
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for our getting into the war. It was é very useful
machiﬁe and handled a high percentage of U.S. traffic
during the war years. It was an improvement on the Hebern
idea in that there were two sets of rotors; one of which,
in its motion, controlled the other and the cémbination
was a sufficient amount of security that it was pretty
well protected against cryptanalytic effort.

INTERVIEWER: As you mentioned eérlier the very first efforts were
intercept sites in Pénama and Hawaii. Did this develop,
this early“intercept, in the preparations in the intercept
field or collection towards the beginning of WW Ii——late
'30s, was that done according to'any intensive plénning
or did itljust develog haphazardly? |

SINKOV: I don't really know the answer to that. It was not long

| after that some capability was developed in the Philippines
where we had intercept personnel but whether this was oﬁ
_aﬁy well organized program of development, I don't know.
INTERVIEWER: Who was handling the intercept aspects of things within
| the group? Friedman himself. or Rowlett? |

SINKOV: . No. Not Rowlett. I would imagine this was something
that Friedman himself was handling. I don't recall that
any of the officers'that we had assigned to us worked in
that direction.

INTERVIEWER: When was the second Signal Service Battalion...?
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That had existed for quite a while. I remember having a
£0ur of active duty as a reserve officer with the Second
Signal Service in 1932 or '33 when we studied direction
finding techpiéues. It consisted of tests of the following
variety: what we would do would be to send 6ut a truck
with-é transmitter and it would go off into the country-
side and start to transmit, and with loop antennas that

we had, we would undertake to try to get direction finding
information. .That was one of the activities of the Second
Signal Service. It was, I expect, hélpful in the matter
of intercept as well. When the Second Signal Service
started out with this kind of activity, I can't say. I
would expect that Forf Mbnmouth,»which was essentially

the Signal Corps center, had some activity along these
lines.

That was in 1933 when Mark Rhoads set ub the first.
provisional intercept unit at Fort Monmouth?

That's when it started. Well; that must have been the
year when we had our tour of active duty. Kullback and I

both had completed four years of ROTC activity in 1932

~and were appointed Second Lieutenants, so that we were

eligible for this kind of active duty in 1933. We had
both had two years of ROTC at City College in New York.

City College, when we were students there, had compulsory
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ROTC. Everybody had to take it. and we had two yeérs
worth, After we joined the SIS, it was pointed out to us
by Friedman that it woﬁld be helpful and desirable if‘we
~got commissions in the resérve, so Qe Spehﬁ two summers,
"31 and '32, at Citizens Military_Training‘Camp at Fort
Meade, actually, and finiéhed the third'and fourth years
of ROTC training. They were éalled White and Blue. The
four yearé were Basic, Red, White and éer. Wé finished
the White and Blue programs.and then did some correspondence
work as well, and the correspondence courses, commissioned
us as Second Lieutenants in the Signal Corps Reserve.
Then, it was in '33, that we participated in that direction
finding experiment with the Second Signal Service Battalion
or was it Company? Company. Company, later became
Battalion when they. expanded it. There was a sﬁation
'éalled Fort Hunt? Now--down below Washington, near
Belvoir, in Virginia.

INTERVIEWER(S): By 1938 there were stations at Fort Monmouth; the Presidio,’
San Ffancisco: Fort Sam Houston; Quarry Heights (where
Dr. Sinkov was); Fort Hughes and in Manilla, Fbrt Shafter
in the Ha@aiian_lslands. I think Eorthunf was...vVint
Hill.... | |

SINKOV: Vint Hill originally was a training school, wasn‘t‘it;
Did they do intercept at that time? |

INTERVIEWER: Moved to Vint Hill...Two Rock Ranch at Turoc...
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Petaluma, California.

From thosé statements tﬁat you read it was obvious that.
by then the intercept picture had progressed very
substantially.

Apparently then it was the Signal Corps that was doing
that work outside of your little group. ‘

It was the Signal Corps all along. For the first many
years of this effort it was essentially a Signal Corps
effort,

I have another question concerning the collection and the
processing of the collection efforts, that any of the
routinés which you might'have followed in the early days
after yoﬁ had gotten the intercept. |

You mean traffic handling?

Yes, that type:of...anything_noteworthy there?

No, not that I remember. In.those days we reaily didn't
do very muéh with traffic analysis. It was mostly a
cryptanalytic effort and when the traffic would come in
we would sort it down to its recognizab}e systems, and
then concentrate on the varioué systems that-we were
studying. |

Probably because pre—war‘those parts of messages were not
hidden. | |
That's true. Traffic Analysis is largély a Qar time

problem. When address and signature information are
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normally concealed, and it takes analytic procedures to
unbottom them. .In normal peacetime addresses are normallyi
in plain language. I don't recall at what stage we really

began to get into considerations of traffic analysis but

I guess it was not until after we got into the war.

Joe Richard in his draft memoirs mentions it. He studied
it at Fort Monmouth in the fall of 1940 when he was in
the early draft effort. So he had done some effort.

Oh, well, that's earlier than I had realized.

"But I think he said there was no formal training material

available until the summer of '42?
Yes, right.

Early student...? You mentioned earlier, too, the

- depression and the cuts in salaries, etc. I had one

SINKOV:

question in here on the level of support given to the SIS

in terms of funding, of personnel, equipment in the

austere days of the depression. Did ingenuity replace'
physical resources in order to cope with the lack of
support that you might have gotteh;'or was that a problem?

As I recall it now, that period was a period during which

we were really in our training phases. We were just

learning about the material and techniques and there was

really felatively little effect on that aspect of what we
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SINKOV:

weré'doihg. It carried on. All the materials that we
needed were already available. It was a matter of our
studying the materials that Friedman had provided, and
that carried us for quite a while, along with the ancillary
tasks of preparation of codebooks, handling of submitted’
systems -and dealing with any special requesfs that may
come in. I don't recall that the fact that there was a
depression had any noticeable effect on the progress of
our whole program.

What about, aside from the code compilation and the
development of their qryptographicvtechniques, you touched

a little bit about the Nut File and the submissions of

new equipments tﬁ& you tried to break into. Did you have

any regular aspect of your job, to search for vulnerabilities
in the U.S. code and ciphers which were already in being?
Yes. I indicated earlier, we ran some special stgdies on

the strip cipher device to determine how much traffic in

it would be required for solutionf ‘The idea there was

that if we could change the keys daily on the strip cipher
system, in cher words, have a complete rearrangement of.

the strips each day an enemy would have to have enough
materiél in any one day té be able to solve>the system

and determine the cipher strips. This is with the
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assumption that the material was not available to an
enemy. We came ﬁp with answers as to how much limitation
should be imposed on the amounf of traffié in order to
get protection just from that point of view alone. I'm
reminded that,-in addition to codebook compilétion, wé
also had oné tésk of developing enciphering alphabets
which were used on a military atfache system. It had the
feature that, because of the codebook cbnstruction, the |
enciphering alphabets were made in such a way that
‘consonants were replaced by consonants and vowels were
replaced by onels because the code groups had a certain
kind of péttern of vowel content and we didn't want the
substitution which was imposed to change that. That was
another aspect of our work in communications security.
Much of this material that we prepared by way of reserve
COMSEC material never got used because although we produced
a large anber of codebooks and enciphering material for
the codebooks by the time the war came our cryptography

had advanced so far, especially in machine cryptography,

that that older material was not really utilized.
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SINKOV: I am reminded that in our early days, in the '30s beginning
| about '33 or so, we had as one problem that we Qorked on,
material intercepted of Japanese communications. These
-wefe mostly in the nature of codes carrying>commercial
information and the general designation we gave them as
LA. They were 2 and 4 letter systems so designed that’
each digraph consisted of a consonant and a vowel and the
encoding tables were of three kinds; There was one table
 for thé encoding of vowel~-consonant digfaphs; and the
third';able, which utilized only combinations not assigned
meanings in these other two, was a tébie whose row ,
.coofdihates were digraphs and column coordinates digraphs
so that the individual cells were represented by-4 lefter
groups. Thus, the result was that, the cipher text was
text:that consisted of intermixed 2 and 4 letter groups.
We had reasonable success against these systems. They
cbanged every several monéhs and often many of the
codegroups remained unidentified. Mény actually didn't
actually-occur in the traffic, but we were able to fead
enough of the material so we could get pretty good sense

out of the messages and these were among the materials

that John Hurt was able to exercise his linguistic
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capabilities on in providing necessary translations.

Some of John's translations were especially interesting
because he had a literary turn of mind and he used to

make the translations rather flowery statements wﬁich

gave the meaning, of course, but at the same time expressed
in gquite elegant terms.

- INTERVIEWER: .Let's turn our attention to the post WW II era. May I
suggest something else along the same line--the transposed
codes.

SINKOV: , No, I am for the moment stopped--I don't remember.

INTERVIEWER: Say 19th? Thought it hight trigger something for you.

SINKOV: Yes, now what was the cryptogfaphy there? I don't at the
moment recall?’~This was another series with designatidns
J followed by numbers. VThe number representing the
éddition. We went though a whole series of these systems.
Do you recall what the system was like?

INTERVIEWER:" Maybe this is vague for you, because by this time you
were into maybe somé of the other systems. I worked on
them for a while, and Frank Rowlett maybe dominated that
work, but they were relatively simple systems but
superenciphered of the 2 and 4 letter codes set up that
you described with the transposition.

SINKOV: I see, yes. I don't remember working on those.
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INTERVIEWER:

SINKOV:

They got more sophisticated in later editions as they
included blanks or nulls. They made life more interesting
for us each time there was a change but we kept up with

it fairly well.i

And incidentally, in this connection, in addition to the

fact thaf text was encoded, as I've described for example
in the LA system, there were special abbreviations thaf
the Japanese used for names of places and-for partiéular
individuals, so that we had quite a problem determining
the significance of designafion of cities. I remember
that Sén Francisco was called So Co and Los Angeles was.
Ra Fu and there were a whole series of these special
deéigﬁations. A point which is of some interest beéauée
in the déys of the Midway campaign the people in Hawaii,
who were reading Japanese messages, had an awareness of
an attack being plénned by the Japanese on a place which
was called AF and they were not quite sure what AF was.
This is a rather interesting aspect of. cryptanalytic work
bécausé they conceived an intefesting idea of trying to
determine just what AF was and the way they did it was to
have Midway, which was suspected to be the meaning of'AF,

send out a message announcing that they were experiencing

'a water shortage, and this message was sent out in plain

language so there wouldn't be any question of the
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INTERVIEWER:

SINKOV:

INTERVIEWER:

SINKOV:

Japanese being able to read it and.understand-it. They
then deciphered a message within‘fhe Japanese system that
they were reading in which they were told that AF was
haQing a water shortage and that fixed Midway and was a
big factor in our success in.the Midway battle becauée we
knew they were comihg there and we had a pretty good idea
of when and we had our forces poised. This was a similar
use of an abbreviation to the kind of things we used to
see regularly in the LA systems and in the J number
systems, |

One additional point about those transposed codes, it
seems to me veryblikely that the bgginning of the.use of
transposition on top of the codés must have coincided or
followeq the Yardley book. 1In other words it was part of

the complications that the Japs added on due to the

publication of ‘the Black Chamber.

Yes. And undoubtedly it was at that time, bécause of
Yardley's‘book, that they must have begun. to think along
the lines of designing cryptog;aphic‘machines.

Do you feel that was the long term impact?

I wouldn'f be at all surprised because RED came in not
very léng after that. It is quite likely that the impetus
of the Yardley book resulted in these COMSEC developments

within Japanese services that led to the new systems that

came in.
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INTERVIEWER: Do you think they would have put those systems in anyway
or perhaps saved them until the wartiﬁe situation?

SINKOV: ‘ They might, but one must feel that whatever devélopments
were taking place, must have been spurred.and hastened by
the kind of disclésures that céme in the Yardley book.
Tﬁere was an additional &mpetus to their whole field of
work in communications security. As I said yesterday
that is the normal consequence of any disclosure in the
cryptanalytic field that becomes public knowledge. It
causes an immediate examination, at the very least, of
Frypﬁographic systems by nations which have become
concerned, invorder to guaranteé that they are getting
the kind of security they would like to have. .

INTERVIEWER:. I think we can then-turn to the post war pefiod. What is
the extent of your knowledge of the post war efforts to
centralize énd unify cryptologic operations?

SINKOV: I can shed very little light on this. I would say that
probably what happened was that on the top levels, probably
discussions on the Friedman-Wenger level, Adm Wengér was
then the Commanding Offiéer of the Naval installation,
and possibly with some input from higher levels within
the serviges and the executive department itself. The

idea of bringing together the cryptanalytic efforts of
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INTERVIEWER:

SINKOV:

the:two services was gone into. There must have been
'discussiohs along this line. It was in line, I'm sure,
with the general feeiing that was developing at that time
of the desire to combine military efforts of the services
which later gave rise to the esﬁablishment of a Department
of Defense, which we didn't have in the earlier days. We
. (I
had separate departments——Aggy Department, Navy Department.
The decisions of heading toward combined effort which
were taking place on that top-most level must certainly
have been having an influence in the examination of a
similar action on the cryptographic level.
After they formed AFSA, the central organization, what
were the benefits as you saw them, technically, from this
amalgamation?
Tremendous I'd say, because, after all there was a 16t of
competence in the Navy organization‘and a combination of
Army and Navy just strengthened the cépability overall.
There were some minor problems of getting things‘properly
organized and deciding who would run what, where the key
positions would be, but my recollection is that it went
rather smoothly. When I came back just after the war I
was assigned to head up the communications security effort

and I was intimately involved in the fusion of Army and

Navy COMSEC which, as I recall, went pretty smoothly,
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without any prbblem. Actually we moved most of the Army
COMSEC effort over to Nebraska Avenue, where the Navy was
established. They had some exéellent facilities for such
things as rotor wiring and preparation of cryptograéhic
materials. We had a fairly effective analytical section
which was added to by some analytical éeople on the Navy
side. 1In the main, the shift to AFsSA, I think, went very
smoothly and very effectively. It was at this time that
they began thinking at Arlington Hall of moving to a
bigger installation and there were some very interesting
studies made of where a neﬁ organization might be built.

INTERVIEWER; What were some of the options?

SINKOV: There wére teams that were sent around to various places. .
Thefe were a number of places considered--I can think of
oniy one or two, but a major point that came in was the
fact of the acquisition of ground would be a very expensive
matter and this resuited in emphasis being placed on
places where the services already owned ground so that
there wouldn't be any real estate costs in the selection
of a site and that's one of the reasons that Fort Meade,
eventually, was picked. I remember there was some
discussion, which was rather interesting; of trying to
guarantee that the place where we would go would be exempt

of radiation effects in case there were atomic bomb
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aﬁtacks by the Soviet Union. There were studies made of
what damage would result from atomic bomb attacks and
what possible areas”qf the country would be free of these
fadiatién effects and this gave rise to one thought that
maybe the organization dﬁght to move out to the northwest,
somewhere in the State of Wéshingtoh area which according
to these stﬁdies would be an area that would be free of
any radiation effects. I think the emphasis in that
direction wés pretty well played down and that aspect of
the move waé set aside. As you know, we ended up wifh
the decision to go with Fort Meade and then there was a
task of building the new building which took quite a
while and a considérable amount of planning and effoft.
-I guess it was a period of some three or four years from
the time that it was decided to go to Fort Meade before
we finally had the building available to move ingo.

INTERVIEWER: I was going to make a side comment that is interesting,

| that I recall, in fact I have a written note about it,

that the birector came out with the official definite
announcement that the move will take place to Fort Knox,
Kentucky.

SINKOV: Oh yes,.I remember that was one of the élaces.

INTERVIEWER: It wash't a rumor; it was really going to take place, and

it wasn't more than a few weeks before that was shot
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SINKOV:
INTERVIEWER:

SINKOV:

INTERVIEWER:

SINKOV:

INTERVIEWER:

down and changed. Do you remember any of the other places
that were talked about?

Yes, Kansas City.

'What do you think was the deciding factor on Fort Meade?

A major factor was location, closeness to the whole
Washington area; and a second factor which I'm sure must
have had considerable effect, was the economy of beingv
able to go to an area where ground was available at no
cost to the govérhment and the availébility of military
services right at hand to assist in whatevef other aids
wefe required.

Whaf about your negative reaction on the parf of the key
civilian work force to some of these other ideas like
that? |

Well, places like Fort Knox really caused quite a stir
and a lot of unhappiness. There was a significant amount
of unhappiness even in thé selection of Fort Meade because
the Arlington Hall insfallation had resulted in many of
the personhel living out in that general direction in
Virginia. The shift to Fort Meade was a significant
shift in distance. |

Well,-there are two people sitting around this table who

never made the move, Dale and I.
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SINKOV: ' I used to live way up near Gfeat Falls on the Virginia
side and for me it became a consideration of a drive of
something like 45 or 50 miles (and that was a drive back
in those days). Well I personally just hever considered
going through that kind of commuting. Before the new
building was built I had already establiéhéd residence in
Maryland, in.Greenbelt; in anticipation of going to Fort
Meade from a more convenient location. That's just one
indication. There were many peopie who lived out in the
Virgihia area who felt that'this Qas.going to be something
of a burden, but over the first few years many §hifted'
their location and there was quite an exodus from the
Virginia area into»Méfyland, We even'had:people who
lived as far away as Manassas and from Manassas to
Arlington Hall wasn't all that much of a burden, it wasn't
easy, but theh from Manassaé to Fort Meade becamé...

INTERVIEWER(S): I remember Pappy Young, he lived in Warrenton, and he
made that tfip for years. Jim Payne...he made that
trip... |

SINKOV: . Payne lived in Manassas.

- INTERVIEWER: There were éarpools coming in.

SINKOV: | That, with the passage of a little time, got pretty well
édjusted and I don't think there was any really adverse
effect on Agency personnel with the change to Fort Meade.

What I mean is I don't believe we had any significant
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INTERVIEWER:

SINKOV:

INTERVIEWER:

SINKOV:

INTERVIEWER:

amount of resignation by people who just felt they weren't
going to go to that new location. |
Well, that says a lot about the organization itself,
really. The fac£ that its perception on the part of the
majority of the work force that really is a goéd place to
work and that's terrific. Do you recall when we moved
there was very tight hiring on the part of the government.
Economic pressure.
I was wondering about the period during the Korean
War, 1950-1955, are there any things that you recall
there that are éarticularly interesting‘or significant in
our work or developments? There was one thing that
occurred during that time—fthe change from AFSA to NSA,
Yes,
What do you feel waé the main reason from your viewpoint:
of that change? What do you feel was the driving force
to do that? “Essentially, it took us out from under the
JCS and placed us directly under the Secretary of Defense.
That's one of the major things beside the change of name.
I really have little.view of this topic itself. I really
have no comment. Again I was not involvéd, or privy to
any of the actual negotiating and discussion that took
place that produced that change.

You didn't see any effect on the work?
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No. None at all. Not that I remember,

You were still in COMSEC then, weren't you?

No. |

When did you leave COMSEC?

It was, essentially, just about the time Qf the move,

when Gen., Canine, who was then Director, decided that he

- would like to have some rotation among the three of us

" ,who were the three deputies for SIGINT, R&D,and COMSEC

and he assigned me from COMSEC to SIGINT and whether he

had considered moving Kullback I don't remember but that
'didn't enter. He then had Rowlett go to COMSEC. As it
happened, Rowlett was made quite unhappy by-this suggestion;
he Wasn't‘very keen about moving over to COMSEC, and he
transfefred to CIA. | |

That would place it around 1953, '52, '532

A little laﬁer I guess. We didn't move into the new

building until about 1957.

INTERVIEWER(S): Rowlett was gone by that time.

_He was. Definitely.

Because he was already working on the (Berlin) fuﬁnel,
because I was introduced to the traffic in the tunnel
back in late '55, '56 and that was after a certain amount
of negotiatiohs that we'could even get it in the first'

place,
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SINKOV:

INTERVIEWER:"'

SINKOV:

INTERVIEWER:

SINKOV:

INTERVIEWER:

I remembér, there was a period before the move, when I
was headinyg the SIGINT éffort at Aflington Hall. I don't
recall how long...

It would have to be '53, '54--(the tunnel was blown about
'56)--and we got our firsﬁ'informatién on it throﬁgh an
agreement with CIA to gét the traffic for the first time,

about '55,.

Did they originally'restrict the traffic and not make any

of it available?
That's correct because this was old traffic. I was one
of the first groups of people, ah analyst,’Who started to
look at it, onlyvbecause it happened to be a military
ground'forces problem. Most of the material they were
picking up fhat and-the Easf German stuff so it just
happened, and it was about nine months old when we first
had our first inkling of it.
It was quite an accidental occurrence, wasn't it that
caused the blowup of this operation?
Yes. I think it lasted about nine-moﬁths, too. Something
about the heat from the underground installation melting
the snow above and disclosing the existence of sométhing
in that area.

Tell us about,the Korean War. I£ must have been a
rather marked increase in effort, perhaps even some increase

in personnel required when the Korean conflict began.
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INTERVIEWER:

SINKOV:

INTERVIEWER:

SINKOV:

INTERVIEWER:

SINKOV:
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There probably was, certainly on the miiitary side, but I
don't seem to recall much in the way‘of significant change
within thé Agency itself.

Weil, of dourse, you were in the COMSEC. section.

I guess that is the reason; I must not have béen involved
in the SIGINT during the Korean period. I don't seem to
remember anything about it., Now the dates are a little
vague in my mind. I'm trying to reconstruct when I left
COMSEC. There was an interval at’this stage in '54 when

I spent the year at the National War College. I think
maybe.the rotational idea of Gen. Canine developed after

I came back from the War College. That would put it at
1955. Does that fit in with the approximate date?

Yes. That's the time of the Petersen problem.

Gen. Caniﬁe had succeeded in 1953 in getting special
permission for NSA to be included in the quota of students
at the National War College.

Were you the first one?

No, Tordella was the first and I followed immediately
after him in 1954. Irthink that's right.. Then it was
when I came back from the War College that this idea of
rotation waé presented by Gen. Canine and fesulted in

that change I mentioned of my going to SIGINT and Rowlett,
as a result, leaving and gping to. CIA. When did the

[
Korean War end?
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INTERVIEWER(S):
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1955, I think.

So when I stepped into the SIGINT spot it was already
over. |

The first big flap aftef that was Lebanon,

That was about 1960.

After ybu got back into the production, SIGINT production
world, for the next five yéars or.so, Qhat is your
appreciation of the interservice relationships between
the new NSA; relatively embryonic NSA, and its rélationships
with the services who are essentially doing most of the
collection? What were some of the. frictions and problems

that you had?

~That is a pretty big subject. There was, of course, on

thé part of the services, a desire.to have significant
responsibility in these general difections. . Each of the
services had its own component. The AFSS was by this
time established down in Texas. The Navy Security Group
at Nebraska Avenue and ASA. at Arlington Hall. .In-large
measure they were doing very iittle in the way of
cryptanalytic work although I expect that they were
desirous of being somewhat involved in it. They did
provide essentially most of the intercept'capability.v It
was at.this time fhat a program develoéed of trying to

establish a kind of priority system with respect to the
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application of our cryptanalytic effort. A priority
system which was based, in a large measure, on the
expressed wish of the recipients, the customer community,

and the service agencies, of the directions in which they

“would like to have effort expended. They had very specific

desires about directions in which intelligence was
desirable, necessary and we would have regular_meetings
of examining the many different directions of effért
cryptanalytically with the idea of trying to arrange for
our priorities of effort to be organized in such a way as

to meet the needs of the consumers. This was a very

compliéated kind of matég;, really difficultw;éAée;ii
with. It was easy enough to express desires for intelligence
in certain directions but how to guarantee that the
cryptanalytic effort would be satiszing ﬁhese desires

was quite involvéd. I never did feel that that effort

was really productive. It did produce a good deal in the
way of discussion Qith the recipients of théir utilization
of SIGINT material, and their general satisfaction with.
it, but as can well be‘imagined there is always the desire
for more. Frequently desire for information in directions
which codld'be>easily expressed as needs of the consumer
agency, but with very little realization of how SIGINT

could be expected to produce in these pérticular directions,
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SINKOV:

INTERVIEWER(S) :

SINKOV:

INTERVIEWER:

SINKOV:

—SEEREF—

What about the technicel versus operational control of

the Service Collection Service? The NSA role in.collection
as opposed to the role that the services felt in collection.
Any major problems?

With regard to direction of effort?

Yes. |

I believe that was in the pre-MUSSO days where tney had

the MUSSO, USSIDs; where everything wae written out or an
attempt was made to write it out. -

I'm having great difficulty recalling much of the kind ot
things that happened in those days. The whole supject ot
the service agencies, we had some special name for them.
SCA, Service Cryptologichgencies. That was the naine used.

There was a very specific word that was used to designate

_these service groups. At any rate, there were a number

of touchy aspects to the relationship between NSA and the
service agencies and I'm having troeble recalliﬁg in
detail hew'they were dealt with, what kinds of discussions
arose. It was essentially a consideration on the part

of the service components that they wanted more authority,
greater independence, ability to decide for themselves
many of the directions or contributions that they would"
be employing. We managed all right, as I remember,

but it was a constantly touchy sort of situation. I
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don't really have.much more to contribute -to that
particuiar fopic at'the moment. I may perhaps,rif I
think about it, recall some more. |

INTERVIEWER: Might it be helpful, in your view, for you perhaps to
take a look at the more interesting things that occurred
in the last five, six or seven years--really in_terms of
outstanding successes in the SIGINT producﬁion 6fganization.
in the téchnical sense.

SINKOV: You mean from the point of view of solution eftorc?

INTERVIEWER: Yes.

SINKOV:

INTERVIEWER:/”

SINKOV:

EO 3.3b(3)
EO 3.3b(6)
-PL 86-36/50 USC 3605
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INTERVIEWER:

SINKOV:

stands out in my mind as the really big contribution that

we made. We were dealing with systems of many difterent

nations, for example, in the organizatibn called ALLO,
which stood for all other nations--the Soviet Union was
one big chunk, and ALLO was all the rest--in ALLO we were
handling the systems of dozens of coUntriés,.in many
cases quife successfully.

You touched a little bit on the relationship with GCHQ.
and our very special Second Party relationship with them.
Would you‘talk‘a little more about your personal contacts

with them and that type of thing.

FOURTH TAPE, SECOND SIDE * e
The inter-working which, essentially, began in '41 |
blossomed into a very effective collaboration./ I believe
that when I took on the SIGINT assignment, the BRUSA
agreement had already been worked out and it was an

agreément of an exchange of personnel between us and the

UK which resulted in our dppointment ot a senior liaison

officer and a technical assistant to him; the liaison
officer being established in London and the technical

assistant in Cheltenham with some few additional US
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personnel who were assigned to various areas of the

cryptanalytic effort within Cheltenham. There were

similarly British personnel assigned here té serve both
on a policy and administrative level, as well as fitting
in with the technical effort. This process of interchange
of personnel continued right up to the present date, as a
very effective means of accomplisning the interworking
and the liaison between the two ageﬁcies.' It was about
this same time, in the mid '50s, that we established a
group in Frankfurt; the first gppointee thére was Hugh
Erskine, who established our effort in the Frankfurt
area, and that, too, has continued to the present date.

A very effective service of liaison and contact with the
activity on the continent. The technical interworking
With_the UK has resulted in quite an effective interchange

of techniques, solutions, general cryptanalytic eftort,

-as well as close interworking on the policy levels. I

might say that, in addition to this general interest, the
assignment to the position of SUSLO in England was
considered one of the most desirable assignments within
the Agency. It was truly a plum because, in addition to
a very effective and interesting position that SUSLO ié
in, in the cryptanalxgzé‘effort, it carried Qith it the

interest of being stationed in London, a delightful city,
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and the opportunity ofrconsiderable travel from there, at

times Qhen travel would be appropriate, to the continent.
The keennéss of the competition for this assignment was
quite evident each time that a new appointment was to be
made. In a few cases it resulted in the individual who
accepted this assignment, or was given the assignment,
actually making it a terhinal assignment in his career
Qith the Agency to be followed soon afterward by retiremegtyd ‘
g [ 5T
INTERVIEWER: (S. Snyder) I had the responsibility for a while of a '
group of new programs and one of the programs that was
writteﬁ while we were still in R&D but was for a PROD
problem, operational, at'the'conclusion-of this, we had

to know how to classify the worksheets and being destined

for PROD, I contacted who was the PROD

Classification oﬁfieer then, and Al says I'll call you
baék on that/gha let you know. ‘He contacted whoever his
boss was,/aﬁa it reached the technical director of PROD,
who hqppéned to be Dr. Sinkov and Abé@%his time received
th;s/?equest in a form which didn't show where it came’
4/f;om and he looked at it as a computer problem, program.'
clagsification, and said, "I know I'll call Sam Snyder,”

and he called me up and said, "Sam, I've got a problem

here."

PL 86-36/50 USC 3605
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