NATIONAL SECURITY AGENCY

FORT GEORGE G. MEADE, MARYLAND 20755

MEMORANDUM FOR THE RECCRD

Subject: Interview with Mr. Arthur McCafferty, White House Staff,
) on the gise of SIGINT in shaping W.H. decisions on
Southeadt Asia

Present: Miss Jeanne-Renee Jones, Dr. David Y. MeManus, and
Mr. Arthur McCafierty

Direct White Eouse Use of SIGINT

SIGINT reaches the W.H. in two forms: a5 a direct produch
from NSA end as "finished" intelligence -- CIB's,USIB Watch Repcres,
and other documents produced as a Jjoint effort of the Intelligence
Community. Although the sum of these is necessery to provide the
President with a foundation upon which to base his decisions on
Southeast Asia, the President and his Initelligence Advisory Steff
have felt reluctant to depend heavily on “"finished" inteliligence.

A number of reasons exist for this reluctence. "Finished"
intelligence does not and probzably never will succeed in producing
the cuick reaction cepsbility needed by the President. The
“Pinished" intelligence disseminated by the Washington community,
moreover, obscures the sense of urgency often felt in Saigon, and
also obscures the identity of the sources of information. It

does not reveal the large volume of data on which the intelligerce
Judgments have been made, and volume of data is frequently indicative
of the validity of the intelligence. Finished intelligence, finally,
is always at best second hand.

For these reasons, the W.H. staff personally reviews 'raw"
intelligence (a texrm defined as being the original source intelli-
gence material as 1t is recelved from the collector before undergoing
the digestive processes of the Intelligence Community). By reviewing
the raw product, the President can gain the sense of the material,
form his own informal opinion, formulate alternative courses of
action, compare his opinion with the formal net judgment of the
Intelligence Gommunity when this 1s recelved, and finally make his
formal decision, which is then the result of his own consideration
of the raw product combined with the judgment of the Intelligence -

Community.
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An example of this process occurred during the Tet offensive
of early 1968. Before the offensive and before receiving "finished
intelligence, the President had formed an opinlon based on raw product
that the Viet Cong would change thelr tacties from & wer of attrition

- to assaulting key cities and thus achieve a better press, if nothing
else. The Tet offensive therefore came as no surprise, snd the
President gained insight into this change of tactics on a very timely
basis by reviewlng SIGINT provided directiy to the WH.

Mechanics of SIGINT transmittal to the ¥WE

The transmittal of the raw SIGINT product from NSA to the WH
is regulated through quasi-formzl Zizison. Wae: criginally requested by
the National Security Council to provide SICINT support to the WH in this
direct fashion, NSA assigned a civilizn stefi member as iiaison officer
with the WZ. This liaison officer currertly sscerteins the needs c¢f the WH
and, =5 required, serves as an advisor on guestions concerrcirg the inter-
pretation, clarification, znd safeguzrdirng of SIGIKT proauct being transmitted
directly to the WH. In some cases, the requiremert calls for routine or
periodic reports, in some cases it is for aperiodic reports, end in still
other cases the need mey be for a one-time report.

SIGINT product 1s currently passed cirectly to the VH by four
secure communications systems: CRITICOMM (teleprinter); LSX (Long-~
distance Xerography) relayed through the National Military Command
Cenver, Pentagon; Presidential Secure Voilce Network (KY-3); and
AUTOSEVOCOM (Automated Secure Voice Commurications).

Normally NSA has responsibility for selecting the subject matter
of the SIGIKT material transmitted to the WH, but WH retains the preroga-
tive of requiring NSA responses on SIGINT irn the NSA inventory that may
relate to a developing situation or to events observed by the WH in other
sources of intelligence.

WH Processing of SIGINT

The President®s Intelligence Advisory Staff has the function of
reviewing SIGINT, along with other sources of intelligence, for items
meriting Presldential attentlion. The Advisory Staff finds SIGINT more
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readily assimileble than other forms of "raw" 1Dtelllgence since 1t comes

to the WH accompanied by a NSA technicel zssessment of the coantent. Items
selected for Presidential attention are analyzed and sumarized for presenta-
tion to the President in the form of oral or written briefings. If there
should be SIGINT data of outstanding 51gn1’1cance, it is passed to! him in
its original form.

From tine to time, and o‘ten gtixulated by SIGINT recelved, the
WH intelligence staff prepared "think pieces." ”hese are transmitted to
the President clearly designated as "think pleces so that the Preoldent
will withhold = formal decision until receiving the Intelligence CQmmunlty
assessment. The WH "think" document is c_rcuLated among meubers of the
Communlty either to generate a community evaWu tion in the case of & subject
not yet under community consideration or fo stimulalte the comm”nluy o
quicker response in the case of 2 subject already under cormunity review.
The use of the Wi "think pieces" is irn addition %o, not in dlsnarmony with,
the normal Comrmunity assessmeatb procedh“es conducted in response to WH
requirements.

Exemples of WH use of SIGINT

Direct use of SIGINT at the WH vegen st the time of the Gulf of

Tonkin incident in Lugust 186k.  The significance of this event was such
that the WH minutely scrutlnlved sl eveilable intelligence having eveq
. the most remote relevance. The decision to retaliate or not to retzliate
lay in determination of DRV intent or ronintegs to attack. SIGINT zlone
provided the positive evidenbe of DRV premedﬂgiion and vas instrumeﬁtal in
shaping the President’s decision to retaliate. In September 1964, another
"incident" took place in the Gulf of Tonkin. Absence of SIGINT in this
case led to the WH conclusion that the DRV had not preplenned any deliberate
action in the Gulf of Tonkin at that time. Based on this NSA negative
position voiced by DIRNSA, the President decided that the U.S. forces
would not retaliate after the September incident.

Violation of CFICOM,alr space by U.S. aircraft

SIGINT 1nfluenced Presidential statements answering the aberiodlc _
Communist Chinese claims of U.S. violations of its border. In response to
Communist Chinese public complaints, the U.S. military forces concerned,

on occasion, denled the violations on the basis of pllot statements, an

gther sources. To resolve doubts SIGINT, in the form of intercepted

North Vietnamese tracking of hostile (U.S. ) aireraft, served
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to adjudicate the opposing claims and to guide the Pre51deﬁ£ on iss
statements on this issue, enabling the President to accept or deny U.
culpabillity. The WH considered that SIGINT hes helped to prevent the

unintentional involvement of Communist China of¢1cially in the Vietnam
war.

North Vietramese Infiltration

. SIGINT on North Vietnemese infiltretion of South Vietnam has become a
routine input to the WH. Before and during the 1964-65 infiltration of

the North Vietnam (IVK) 325th Division into South Vietnem, the WH had

not been following pure SIGINT; rather, at thet time the WH was using two
sources: MACV reports from the field znd the "finished" product of tha
Intelligence Community incorporeting SIG T”. At that time the WH was ‘
dependent upor the formel Washington intelligence community for assessmgrt
and was also just beginning to become ztgquainted with individuel types of
primery intelligence such as SIGINT. /in zddition, at that time VH interest
in infiltration vas in the fect of irfiltration and SIGINT was ouly one of
several sources that demonstrated this fact. Between the time of the 325th
Division infiltration and the 1n¢1lur;tlon c? the 304th and 32oth Divisions
in late 1967 end early 1968 the. A%5%e ceeepoed the infiltretion ;1gures estab-
lished by MACV. During the ;n.¢luruu*o“ of the 30Wth arnd the 320th Divmalons,
the VH learned to use SIGINT and the cryptologic zgencies acnleved success
in exploiting the NV infiltretion comrunicetions. £s a resuld ., the Wi

came to rely solely upon SIGINT in assessing the number of 1nfilt ators
coming into South Vieu“am £rom the north. | *

The advences of/SIGIni technology of 1968 also have provided a
sizeable input %o White House Order-of-Batile bookkeeping. Prior to the
Tetv Offensive of early 1568 SIGINT had been producing a sizeable inpubs
concerning location, identification, and numbering of enemy forces vlthin
SVN. Following the Tet Offensive, the cryptologic success during Merch 19 8
increased White house dependence upon SIGINT for Order-of-Battle ‘o 90p«

Other Uses of SIGII‘T"1

ST INT serves the WH in a mumber of other WaYSe '
‘traffic is scanned for information on the NVN internal econonmic

gicuatcion and for the extent of Noxrth Vietnam's de endence or the Eurasian
Communist bloe countries. Content of exploitable| commnications

and trafflc enalytic results from unexploiteble communicatlons
provide valuable insights into peace probes. At times, SIGINT £ills gaps
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in intelligence coverage normally provided by other sources such as photo-
graphic intelligence (PHOTOINT) and human intelligence (HUKINT). In the
Spring of 1968, SIGINT evidence of an enemy road-building project between
Ashau and the sea, with its implied threat o the city of Hue, was a case
in point. SIGINT informstion on occasion helped the U.S. avoid politically
embarassing situations; Upon leerning through SIGIWT of the proposed visit
| to Hapoi, the VH directéd a cessation of bombing until

departure of the dclegoulon could be ascertsined. Finally, SIGINT helped

the WH desl with Congress during the early 1968 Congressional investigation
of the Gulf of Tonkin affeir. Relevent SIGINT was exhumed ard presented

to Congress. Tie WH viewed this presentation of SIGINT as heving been
instrumentel in satisfyirg Congress zs to the incontestability of North
Vietnam's preplanning the attacks on U.S. forces in the Gulf of Tonkin in
August 196L.

Outlook for corscinuved SICINT utilization by 13558

The WH expects that SIGILT wili be a prime source of intelligence
if and when agreements are produced as a result of present pezce negotistions,
It will be necessary to confirm Viet Cong/lorth Vietnamese de-escalation.
Here again, absence of SIGINT on Vietnemese Commmunist planning and movemeris,

may provide the reeded negavive indicator thet the Vietnamese :Communists
are, in fact, de-escalating.
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