
DOCID:~560798 
I 

Jeclassifi eel and appro\,..ed for 
elease bv l\JS.A. on OEJ-0 ·1-2009 
)Ursuant to E () 12958. as 
tm1ended. Declass 580 17 

ARMY . SECURITY AG·ENOY: 

Washington, D. C. 

~UROPEft..N AXIS SIGNAL INTELL,IGENOE I1' WORLD WAR II ) 

·· . · AS REVEALED BY "TIC OM" . INVESTIGATIONS . 

_.a. 
· ... -<:·.:..1--
, . . :.~;-

.AND BY OTHER PRISONER OF WAR INTERROGATIONS 

AND CAPTU~D MATERIAL, PRINCIPALLY GERMAN 

' · ~LUME . 8--MISCELLANEOU~ 

Prepared under. the direction of the . 

C P..IEF, ARMY SECURITY . AGENCY 
·. .. . 

l May 1946 
(1:-."··.._ :. .. -=~ ·.: .·· -· r. ·- ·- ·-·· .. ..... ~ .. -- .. - ~ .. .. . 

. . . . WDGAS-14' . ::"''' ' · .. ~ESEARCH LIBRARY 

1[01P~ SJEC~JE1f _'€REAM . . 
---·- --- ~ -



~-------- - - - - --- --.,. --- - ··: ·· -=- ·-- .-.--- - · 

DOCID: 3560798 

•• 
. ; 

•• 

Cbapter. I. 

Ch.apter 11 • 
. -· 

CREAM ... 
·~ 

:-. . -~":. 

- VOLUME 8 

Miscellaneous 

Itali~ signal Intelligence Orga.n1z.a~1ons~ 

Hungarian Cryptologic Act1 vi ties o . 

Cbe.pter III~ .. Finnish Signal Intelligence_ Organization~. _ 

Chapter - IV. · B:ulga.t.1an Signal Intelligence. 
- . . .. \ . 

Chapt~r V. Austrian Cipher Bureau. 

Chapter vr. Army .Ordnance, Development and Test1~ Group1 
.. 51gnal. Branch. . · 

, Ch.!1.pter VII. The Radio Defense Corps of the Armf:Jd Forces . 

. Chapter VIII. La.porator_ium Feuerstein. 

. . · · Chapter IX. · Cry,&rtqiQgic Activities of the German .Meteoro-. · . 
~ og_1c~ -. Servi9e . ·... :. ·::. ::-:~ 

. . . 

Chapter X. Origin and Op~rations or .TICOM. 

·chiipter XI .• , The Chief Signal Officer of the Supreme Com­
mand of the Armed Forces a.nd the Armed F'orces 
Signal Communications Group. 

Chapter XII. Physical Compromises. 

.p 



---- - - - ~· - .. - - - - -... - - - -·---

DOCID: 3560798 

• 

• 

VOLUME 8 

Chapter I Ita11an Signal Intelligence Organizations 

Italian Cryptology vas centered 1n the Army and Navy 
.Para8raph 

Intelligence Services. . ••...••••• . l 

· Army In.tellige11-ce Service had eight sections. • • • • • • 2 

CryptaJtalytic Section totaled approximately fifty persons 3 

Italian Army Field · Signal Intelligenc~ '! .!1 · ,~•;r · ·: 11 combined 
Cryptanalysis and Interception • . . . . • . • . • • ·. • 4 · 

Italia.n Naval Intelligence vas streamlined. . . . . . . . 5 

Italian-German liaison was marked by mutual distrust ••• 6 

Cryptologic activities did not term.ina~e "with the .:' 
Armistice. . . . . . . . . . . . . . . . . . . . . . . 7 

TICOM has recovered Italian translations or decrypted 
~ra:rr1c. . . . . . . . . o • • • • • o . • .• • • • ~ 8 

Italian Cryptanalytic results • • • • . • • • . . . • 9 · 
-·- . . . . 

l. Italian cryptology was ,centered in the Arm.I e.nd . Navi 
Intelligence Services.--Two orgsnizat1ons,wh1ch vere .prliDarl y 
liitei!lgence and not cryptologic bureaus, performed the major 
cryptological work for Italy before September 1943. These 
were: 

a. Army Intelligence Service (SeJ:vizio Inf'ormaz1on1 
M111tar1, abbreviated S IM.) . 

1s I M was . subdivided into 11 Ciffensive'1 and 'defensive" branches. 
on No-q·ember l, 1941 the "ot.fens1ve" branch which was concerned 
with e.11 phases of intelligence against foreign povers, was 
detached, set up as an autono.:~ol.l3 organization and called · 
Serv1zio Informazioni Esercito (abbreviated S I E) (IF 1500, p l} 
On June 15, 1943 SI E'waa absorbed back into SIM (IF 1500, p 9). 
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b. Navy Intelligence Service (Servizio Informaz1oni 
Spec1al1, abbreviated SIS.) 

Each or the above had a2cryptograph1c sectionJ and each 
had .& cryptanalytic section. , · 

There were also nine small signal intelligence f1eld units 
attac:hed to Italian Armies.-' · 

Two ministries had minor cryptologic bureaus. The. 
M1nintry of Fo:.r;oeign Affairs Cryptographic Office {Uff1c1o 

·Crittogra.f'ico) prepared Italian diplomatic codes and ciphers. 
The Ministry of Interior Inspector General of' the' Political 
Polic~e {Publica Sicurezza) scrutinized "communist'' and ".foreign 
agent" codes and ciphers. 4 · .. 

· The Air Force Intelligence Service (Servicio In!'ormaz1oni 
Aeronautics, abbreviated S I A) had no cryptanalytic section. 
It is not known whether it ha.d·a.ny cryptographic section. 

. 2. Army Intelligence Service lla.d e1g)lt -sections •. Army 
Intelligence was un<ier the Italian General Starr, and was 
commanded at one time by a Brigadier General Ame. It had eight 
main sections, of which three were directly concerned with 
cryptology, and only two were concerned with gather1ng·m111tary 
intelligence 1n the usual sense. The other three were evaluation, 
administration, and secretariat. On paper, therefore, crypt~ 
analysis and cryptography were major functions of Army Intelli­
gence :J The eight .main branches and their 1'unct1ons were as . 
follows: · · 

a. The Secretariat Section operated the message centero' 
It was fil'st command~d by a Col. Nasta, vho,was later .replaced 
by Col. Aldo Canale. · . 

b. The Organizat19n of Agents and Army Intelligence 
section was respons1ble for espionage and the evaluation of 
intelligence produced by reconnaissance» interrogation of 
prisoners of var, and examination of captured documents. The 

___ 2IF·-1500, p 1. 

3·IF-l520, p 2. 

4rF-1502, p 2. 

5See chart No. 8- 1. 

6IF-l500, p 2. 
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Espionage Sub-section maintained field offices in occupied and 
neutrELl countries. Of particular interest is existence of an 
Argentine office whose activities were espionage against the 
United Sta.tea. -

~rhe Army Intelligence Sub-section {also known as the I 
Sub-s4~ct1on) handled operational intelligence and its sections 
were .'3.tta.ched to each Corps and Divisional Command. It was 
commanded successively by a. Col. Pasqua.le and a Col. Gast_aldi. 7 

c. The Evaluation Section collected and .. analyzed in­
formation gathered by the other sections and military attaches, 
and issued such information 1n the form of daily bulletins, 
weekly and monthly reports. Distribution vas to the Minister 
of Fo,reign Affairs, the Minister of the Armed Forces S-&"ld his 
Chiefs of Starr, · ana to the commanders of "main army units." 
The E:valuation Section also issued predictions on the political 
conduct of the var. The command officer vas a Col. Pac1nott1.B 

d. The Monograph Section produced treatises relating -
to foreign nation~ and the general conduct of the war. The 
personnel consisted of young college professors who

9
he.d an 

_ accurate historical knowledge of foreign countries. 
e. The Cryptography Section compiled and allocated 

c1phi9rs to ell army uni ts'. It also supervised printing of 
the icriost secret _ documents -of the Army Intelligence Service, 
and :provided linguists for all commands and units that re- , 
quired interpreters. This Branch was commarided by a Col. 
Piccinocchi.io , 

f. The Intercept Section was responsible for the 1nter­
cept1o~ of' all commercial,, military, a.nd d1ploma~1c traffic. 

-It maintained its principal station at Forte Brasch1, near 
Rome, and allotted one or two intercept companies to each army. 
It was under the command of a Col. Petrella.ii -

g. The Administration Section administered SIM personnel. 
It l1as also responsible i'or the securing and disbursement of 
funds.12 -

7 IF·-1500. 

81F-1500, p 4, -
9IF-i.soo,, p s. 
lOlF-1500, p 5. 
11IF-l500~ p 5 - 6. 
12JLF-1500,, p 6 • 
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ho The Cryptanalytic Section attempted to bre~ Allied 
Dip loina. tic, Army, and Commercial codes and ·ciphers o 

3. Cry;ptanalytic Section totaled approxima.telf fifty 
. person!. At the base only 25 .cryptanalysts and 25Ingulsts 

and clerfn ma.de up the Army Intelligence Service Cryptanalytic 
Sect1o.n. . . 

General Vittorio Gamba was in command from World War I to 
the Armistice., He experienced di:fficulty in procuring crypt­
analysts after World War Il5 and the handicap was never · 
overcome.16 

The Seotion 8 s other difficulties included a lack of funds 
and a lack of IBM equipment. At first IBM machines were used 
only E~t the ·office of the WE1,taon Corporation (Italian IBM) 1n 
Rome. Another complication wa.s the poor liaison with the Inter- 17 cept Branch. All negotiations had to go through SIM headquarterso 

~~he 5ect1on never had Ch:l.nese and Japanese translators, and 
it al'ways experienced d1f'f1cuJ.ty in obtaining Russian, Turkish3 

and Arabic liriguis ts .18 All i ,ersonnel, including the guards, 
wore civilian clothes. · 

IJenerally, the Section rell.d only those diplomatic systems 
whl.ch had been in use for a long time. All statistical operations 
were accomplished by hand; it lras not until the last stage of 
the war that IBM ma.chines were used regularly. At the time or 
the ArDiistice~ no general succ•3SS had been achieved· in breaking 
American and British diplomatic and military systems. Exceptions 
to th.is were: .American m111te;ry attache systems involving traffic 
from Cairo, .Basra, and Tehera.n 1n 1942; Berne, Madrid, a.nd 
L1sbc1n traffic af'ter November 1942;. and the State l!Jepartment 
11Brown" Code which had been compromised.20 

l3IF··l500, p 6. 
14

IF··l517, p 2. 

15IF··l500. 
16IF·-1518. 

l7IF-l517, IF-1518., . P l. 

18IF-1517, p 5. 

l9IF'-15l 7 I p 2 0 

20I1i1-1524, p 5; IF-1517, P 5. 
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The Cryptanalytic Section had three Sub-se'ctions: 
Diplomatic, Military and Research, and Commercial. The 
allotment of personnel among the sections varied with the 
work load and current priorities; translators and typists 
were pooled. 21 · · _ 

. 1'he Dip:loinatic Sub-section was subdivided into nine gl'oups. 
Great Britain, Dominions, America, and Sweden were the respon­
s1b1llty of only one group, consisting of two cryptanalysts.22 

~~he Military and Reseuch Sub-section, consisting of five 
cryptanalysts, was divided into Military and Research units. 
The Military unit forwarded its results (via unknown channels) 
to the field cryptanalytic units and to those 1n Italian posses­
sions. The Research unit was non-operational and was assigned 
the mission of making the 1nit1al break into systems. When the 
work · .reached an operational stage, the system was transferred 
to the Military unit. There was excellent liaison between themo2} 

The Researc.h unit was handicapped by its late adoption of 
IBM m.ethods. It did not have possession of any machines until 
late in the war. Until that time, such work as was done was 
processed at the offices of the Watson Corporation by employees 
of Watson who worked under the o:rders of SIM. With the acqu:f.2

4 s1t1on of IBM machines, more ambitious projects were tackled. 
· The Commercial unit, consisting of one cryptanalyst, was 

concerned with Italian commercial codes and ciphel'a. Its 
function· was to censor Italian commercial traffic and to 9etect 
devia.tions from ord~ry commercial code _12rocedures. It was not 
concerned with foreign commercial codes.c~ · 

The Cryptanalytic Section received its traffic from the 
Inte:rcept Section's four sta:tionary intercept stations in Italy, 
and from its seven mobile units located 1n Italy, possessions, 
and occupied ' terr1tory.2b 

·. 21IF-15l7, p l-2. 
22n~-1517, p 2. 

23IF-1517, p 2, 6. 
24Il~-1518, p l; IF-1519, p 1. 

' 25i:£C'-l517, p 2. 

26IF-1517, p 2-3. 
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,.. The i'ine.l evaluation of the Cryptanalytic Section might 
be made 1n';'' the words of Genera+ Gamba,._; the ~Qmmanding officer. 
It wan ' said to be of a "dilettante nature." ·r . · . •f · 

P4. Italian Army Field Si@al Intelligence "Groups" 
comb~~ed cryptanalysis and interception. Evidently there 
existed in the Italian Army before June 1942· separate crypt­
analytic field units and . separate intercept units, assigned to 
the various Italian armies by the Army Intelligence Service 
.(SIM). The organization and missions of these earlY, units 
.1s not known. However:, 1n June 1942 at Sta.lino Russia the 
Italian Eighth Army combined its cryptanalytic unit of ten 
otfic:ers and su non-commissioned officers with its intercept · 
compEl.Ily, which had a strength of three hundred officers and 
meno Intercept functions were ·placed under the control of the 
cryptanalytic unit; heretofore, each group had been sepal'ately 
responsible to Eighth Army headquarters. 
· This so-called 11Cryptanalytic Group 11 of the Eight?\ Army 
was direatly responsible to the Eighth ArmYJ and had no direat 
connection with the ANiY Intelligence Service (SIM) 1n Rome. " 
The <lel'lllans later tried unsuccessfully to have this ~~~o ·.l;; 

placed under their authority.28 · . · . · 
The intercept unit of the Group maintained twenty-four 

re.ceivers of which nine were fitted into mobile vans. Two 
moblle vans contained German direction finding sets. Difti.:. 
cult.y was experienced in the operation of these units-, due 
to poor 1ns-truct1on by the Germans. 

The main contribution of the Cryptanalytic Group vas 
' intelligence derived f'rom traffic analysis. Cryptanalysis 
was hampered by the in.experience of the cryptans.lysts, ignor­
ance of the Russian langue.ge 6 and laok of cooperation from the 
Germans, whereas intercept personnel vere highly efficient and 
were able to identify individual Russian operators and discover 
changes of frequency. The result was an excellent evaluation · 
of the Russian Order of' Battle 1n that area. The Germans 
appear to have been surprised at the Italian ability to pro• 
duce thi's 1ntell1gence.29 · 

27J:F-l518, p l. 

28J[F-l520 6 p 2. 

29:[F.:..l52Q I p 2 a 
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The success of the Eighth Army Group led to the formation 
of similar units. In June 1943, Lt. Col. Guido Emer, officer in 

. charge or the Eighth Ar'm.y Cryptanalytic Group,was ordered by 
the Army.Intelligence Service (SIM) to organize a similar Group 
for each field army. The Groups were to be patterned a.tter 
British and American. units with special re.ference to the 
experience gained by the Eighth Army. Eight new Groups in all 
were set up for the 2nd, 4th, 5th, 6th~~0th, 10th and 11th 
Armies, and for the Italians in Rhodes./ The cryptanalytic 
element of a Group,"nucle9", contained from one to fifteen 
crypta.na.1yt1c officers assisted by non-comin!ssioned officers 
who acted as translators and typists. The intercept unit varied · 
in strength from a section to a company and a half. The resulting 
Groups never measured· up to expectations, however, the 6th . 
Army's Group was able to predict the landing 1n Sicily and 
there must have been minor succesaes.31 

· 5, Italian Naval Intelli!iince Was streamlined. Italian 
Naval Intelligence, (Servlzlo ~formazlonl Specla.11 della Royal 
Marina, abbreviated SIS) was located in Rome and vas directly 
responsible to the General Staff. It was organized into four 
branches, all of which had the common'mission of discovering 
the enemy's power, orge.nization, location, activities, and future 
plans. The .four branches vere set up on the basis of function 
and were as follows: · 

· a. Intelligence Based on Radio Intercept ~ Branch B 
bo Evaluation of Intelligence - Branch C 
c. Intelligence Based on Espionage ; Branch D 
d. Counter-Intelligence - Branch _E32 
Branch B was ·subdivided into four subsections: Cryptan­

alytic, Intercept and Direction Finding, Security, and Clandes­
tine Radio Intercept. 

· The Cryptanalytic Sub-section, lQs:;ated 1n Rome, · vas under 
the command or a Comm.andante De Monte~' It directed its efforts 

30IF-l523 

-31IF-l520, p }-5. 
321F-:209 
331F-1S27, p 1. 
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a.ga1ns1~ British Naval and Air operational codes 0 Naval 
tactical codes and Air code enciphering tables were con­
a1dereci to be simple pro~lems, despite the daily change in 
the caae of.the latter.3 ·The Sub-section was also success­
ful w11~h a four-figure Br! tish Naval Code 1n 1941 and 1942 o 

This system was not read after the land~s in North Africa. 
A four,·f'igure "Anglo-American Naval Code" was also reado)5 

The Intercept and Direction Finding Sub-section main­
tained seven principal intercept stations in Italy and its 
possesaionso Six of these were linked together by teletype 
to fac.ilitate operations pa.rt.!cularly with respect·. to .direction 
f1nd1ngo The maintenance of one hundred and· :fi:fty watches· 
daily, along with the traffic received from German intercept 

·stations located outside of the Mediterranean, produced a 
daily average of three thousand messages.3b This Sub-section 
also controlled intercept groups which were located on the 
flagships of' a11· commands. These groups were under the 
command ot a Navy Intelligence Service (SIS) officer who 
was su.pplied with material for the innnediate decoding and 
interpretation of enemy traffic.37 

· 1'he Security Sub-section had as its mission the crypt­
analye;1s of Italian Naval Codes,, Ciphers,, and call signs. To 
:maintain the inquiry on a purely cryptanalytic level, the 5ub­
sect1c1n was kept in complete ignorance of Italian naval acti­
vity. If it was suspected that a system could be read, infor­
mation was forwarded to the Communications Department or·the 
General Staff'. This 1ntorma.~1on often contained suggestions 
for eliminating the danger.~ . . 

r.~he Clandestine Radio Intercept Sub.,,aect1on organized and 
contre>lled stations for Branch D. It.is said that messages -
ll~re Jt'elayed promptly to the Navy Intelligence Service (SIS') .39 
:> IF :209 . 
}5IF-:t527, p 2; See Chart l - 2. 

}6ll'-:2Q9 I p 6. 

}7IF-209, p 5. 

3SIF-209, p 10. 

39IF-209, p 11. 

8 



DOCID: 3560798 

• 

e 

·. ' 

Branch C evaluated all the intelligence produced by 
Branc~es B and D, except tho~e or a.n immediate operational 
nature. It was organized on the basis of cowitries or groups 
of cowitriee. It circulated translations among higher authori­
ties tBd served as an information section for the other Bran-
ches. 0 . . . 

Branch D produced intelligence based on espionage. In-
i t1allY.• Branch D depended on ship captains and informers for 
information that was of doubtful value. Gradually it built up 
its own espionage centers 1n Europe, North Africa, and Asia Minor 
which we~re highly effective. Attempts at espionage in enemy 
countries failed. The main mission of these centers ·. was . to 
collect information of a naval nature. The secondary m1s.s1on 
was to collect information of a political nature. Reports 
were relayed back to the Branch by means of .clandestine stations 
set up by the Clandestine Radio Intercept Sub-section of Branch 
B. Aircraft flights were reported by fishing boats in the 

· Mediter:ranean and Atlantic. Toward th~ end of the war, the 
Branch was given the task of sabotage. 1 

Branch E was responsible ror counter~espionage. Branch E 
was originally divided into two sections; one dealt with m111- . 
tary police flinctions; the other with counter-espionage. These 
activities were later combined in the form ot centers. Eleven 
centers were set up in Italy. Five centers were maintained in 
occupied areas and North Africa. Branch E coordinated all 
activities relative to naval espionage and sabotage. It was 
reporte~ that the~e was no successful act of sabotage against 
the Italian Navy. 2 . . · 

The Italian Air Force Intelligence Service (Servicio 
· Intorms.zion1 Aeronaut1ca, abbreviated · SIA) relied on the Navy 
for crJptanalytic work during the whole var. The Navy carried · 
out the intercept function as well, until 1941 when the Air 

. Force siet up its own intercept station. In4ercepts from this 
statior.l vere sent to the Navy tor solution. 3 

40IF-209, p 19. 
41IF-209, p 17. 

. 42 IF-209, p 20. 

43IF-209. 
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6 .. Italian-German liaison was marked by mutual distrust. 
Major De Witt, an: Italian cryptanalyst, was of the opinion 
that p1:>or liaison vi.th the German Army Signal Intelligence 
Agency (OKH/GdNA and predecessors) was based on the German 
doctrine of 'taking e. lot and giving nothing. This is a moot 
point when one considers what the Italians had to offer. In 
actuality, neither side ever expressed a willingness for 
complete cooperation. 

L:la1son on military traffic began 1n 1939 with an emphasis 
on Frein.ch traffic. Major De Witt reported that the Italians 
a.no Ge:rmans were supposed to collaborate on the recovery of an 
enciphered code system which had a forty day period. There was 
great :rivalry and no interchange of information was p~rmitted 
by either side until the recovery had been completed.44 · · 

Ln 1942, the Italians learned from the Germans that certain 
Italian.cipher systems (not named) were insecure. The Germans 
recommended the adoption or a Playfair cipher using ten tables •. 
The Ital·1an Army adopted the German suggestion for a short time 
and then dropped it. The Italian Cryptanalytic Section stated 
that it had found the recormnended system to be insecure and 
expressed the fear that the Germans favored the system because· 
they could read it.45 . 

In January 1942, Capt. Augusto Bigi, a cryp~analyst, was 
sent to Berlin to investigate German cryptanalytic procedures, 
with special emphasis on IBM techniques. As a result of the 
mission's report to Army Intelligence Service (SIM), it was 
decided to undertake small scale experiments with IBM machines. 
With a view toward expansion of the use of IBM equipment, should 
the experiments prove successful, Capt. Bigi was again sent to 
Berlin in December 1942. The Germans did not allow Capt. B1g1 
to.re-examine their·1nstallat1ons and expressed a preference for 
sending a technician to consult with the Italians. This instance 
of non-cooperation is considered typical of the· whole Italian-
German relat1onsh1p.46 . . 

Italians gave German liaison officers what purported to be 
true copies of their weekly summaries. But, in fact, these were 
edited and abridged documents, which conta1Iied nothing.which was 
44IF-l524, p 3. 

45IF-l.519, p 4; IF-1524, p 2. 
46IF-l517, Appendix A, P ~. 
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contrary to the German view of the political and military 
situation. This was especially true with respect to reports 
deal~ng with Russia. The reason given by the Ita14a.ns was that 

· t'hey wished to avoid an argument w1 th the Germans. ., 
li'urther evidence of mutual distrust 1n the field of 

Italian-German liaison appears 1n the relationship between .the 
Signal Intelligence ·Agency of the Navy High Command (OKM/4 
Skl IJ(I) and the Italian Naval Intelligence Service (SIS). 48 · · 
Liaison began in 1933 on French systems, but was very slight 
from 1934 to 1937, at which time opinions were exchanged 1n 
regard to the security of Italian systems. In ~938, the 
Italians failed to elicit information regarding British 
Naval operational systems. The Germans did give information 
on the! administrative system, but · did not provide any infor­
matiort on the operational system until 1940. The Italians had 
made e:light progress by that date and the subsequent exchange 
of 1nf'.orma tion was mutually beneficial. 

The lack of confidence 1n Italian cipher security in­
fluenc:ed the G~rmans in their reluctance to provide the Itali­
ans wlth British Naval Cypher No. 3 (for convoys) until 1942 • 
Collaboration · on this system continued until the Badoglio 
revol·Ultion in July 1943. From that time' on, liaison came to 
a gradual standstill,, and all liaison ended in Sept. 1943. 

'l1he prevailing opinion among the Germans seemed to be 
that the -Italians were tempera.mentally un~uited to crypt­
analye.is, and the German analysts appear to have been un­
w1111Illg to initiate any apt1on with the Itali\ans without 
direct, orders from above. 49 · 

7. Enemy Italian Cryptologic Activities did not terminate 
with the Armistice. The Military Intelligence service termiriated 
its e:x:istence as a de jure organization with the signing of the 
Armistice. The personnel was subject to various pressures and 
fears · w~ich resulted 1n their scattering to the Allies, to 
Mussolini, to the Germans, or into hiding. The Germans took 
connnalld of any . remaining intelligence functions. 50 

47IF-1500, p 7. 
481-12. 
491-12~ 

SOIF-1527, p 3. 
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The documents of the Crypta.lis.lyt1c Branch of the Army 
Intelligence Service (SIM) were 1n part destroyed, but a great 
many wel'•~ turned over to the Germans or taken into hiding 
against ·the day when the organization might be recreated. 
Ce.pt. E•i,g1,, a cryptanalyst,, stated that he destroyed only 
old and obsolete documents.51 , 

· The successor to the Military Intelligence Service was the 
Defense Intelligence Service (Serv1z1o Inf'ormazioni Difesa, · · 
abbreviated SID). It vas under the direction of a Dr. Foschinio 
Organized in October 1943,, it was successively located in Rome, 
Volta Mantov&no, &nd Cast1glion1 delle S~1vier1. Its organi· 
zation paralleled that or the old Army 'I.ntell1gence Service, and 
1t was, 1il tact, a continuation of the previous organization.52 
It had available only twelve crypta.nalysts for the task whlch 
had beeIL too great tor double that number. A further diffi­
culty wa.s its lack ot intercept facilities. The Germans dis­
couraged the development of iJltercept ·and· are reported to have 
placed Dr. Fosch1n1 in a concentration calli:t> because of his 
effo?'ts to obtain intercept equipment. The only systems that 
were generally worked on were some of those that had p?'eviously 
been rea.d by the Army Intelligence Service (SIM); namely, · · 
Turkish, Spanish, and Ruma.nie.n d1ploma.~1c codes a.nd ciphers.5} 
Occasionally a new system was broken.5~ . 
. Thia crn>tanalytie and intercept functions of the Defense 
lntelligence Service (SID) were reorgan1·zed 1p June 1.944. All 
crypta.na.lytic and intercept activities were · combined into· the . 
Intercept Section ( Intercettazione Sez1one) which yas . known a.s _ 
IN. The- m was subdivided into three 11 bureaus. "55· . .._ 

, ~ · .. . a. The Firs.t Bureau consisted of naval personnel ·whose 
'mfsslon vas to deal with tactical enemy air traffic and, to a 
small degree, naval traffic. This group had a short existence 

51IF-l526, p 2-3; IF-1517, p 7; IF-1501. 
52IF-15l7, P 7. 

53IF-1524, p 9; !F-1517~ 
54IF-1.-26 .) . 
55see qhart 8 - 1, IF-1524~ p 8-9. 
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which terminated with the incorporation of its personnel into 
the Second Bureau in November 1944.56 

b. The Second Bureau worked on diplomatic and military 
attache codes and ciphers. The work was limited to systems 
already broken. · 

c. The Third Bureau confined its activities to the 
monitoring of press reports, particularly Reuters.57 

8. TICOM has recovered Italian translations of decrypted 
traff:tc. TICOM has obtained the Italian translations or traffic 
decrypted by the Italian Defense Intelligence Service (SID) from 
late 1943 to early 1945. Notations indicated that the Republ1-
oan Fascist Government had a particular interest ln intelli­
genc~ relating to conditions in liberated Italy; secondary 
import ance wa.s attached to messages dealing with conditions 
in 1ta own territory. The decrypted traff"ic also revealed that 
messages of general intelligence value were read. Below are 
summaries or a rev of the representative messages: 

. ·Worksheet 1111-Vatican to Lisbon 30 Dec. 1944-597 groups 
I>ortuguese message number 1. · 

Liberated Italy is economically devastated, expecially · 
with regard to raw materials. It is at. the mercy or the 
lnitiative of the liberators. Italians believe that the 
British are sincere in their desire ac.tively to aid recons• 
t.urction. The public debt is 676 billion liras, three 
times national income, but the government is opt1.m1stic. 

Worksheet 2925-Moscov to Paris 20 Feb. 1945-88 groups 
French message number 85. · . 

Fourteen Frenchmen who escaped from German can.;a 
at Bleichhammer a.nd Heydebreck report that they worked 
with 70,000 others on the production of.sl7Ilthetic benzine 
at plants 1n these localities. .Annual production is 
estimated at 3,500,000 tons. 

Worksheet 452;;-Tokyo to Berne 2} Feb. 1945-266 groups 
Swiss message number 503. 

The situation is critical 1n Japan. There is great 
p<>pular apathy and misery. The Government would like to 

· 56IF-1!)24, p 9 • . 

57 IF-1!)27, p 3; IF-1526,, p 2; IF-1524, p 9. 
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evacuate Tokio, but it is unable to provide transport 
· and lodging. The military fear the loss of Fomosa and 
· an invasion of Kyushu. A German defeat is believed !n­
evi table. but it is hoped that the Germans will delay to 
the point of extermination. The press is very hostile to 
Russia, .but the official attitude is very correct. 

Worksheet 3330-Paris to Rio de Janeiro l March 1945-71 
groups Fr.ench message number 26. · . 

It is reported from M.ontevideo that the Argentine 
is tineertain about entering the var.· The militarists 
oppo·se this move and the United States has d1.rid1cated that 
a mere declaration would be insufficient. 

Worksheets 3333 and 3334-Wasliington to Paris l March 
1945-74 and 57 groups French message numbers 94 and 191. 

Argentina is suspected of being sympathetic not only 
to the German Government. but also to the Nazi ideology. 
Nazi teclmicians have been infiltrating into Argentine. 
and now occupy prominent positions in the azrmy &nd 1n­
dus try. It appears that the .American Government, backed 
by the majority of public op:i.nion. will not change its 
attitude toward .Al'gentina unless the Argentine radically 
modifies its approving attitude toward Naziism. 

Worksheet 2946-Paris to Rio de Janeiro 21 Febo 1945-107 
groups French message number 279 1 circular 22. 

It is reported from Berne that Germany is. suffering 
from a transportation crisis. The Re1chsbahnen are no 
longer useful. .Communications are generally destroyed. 
There is a coal shortage 1n Bohemia and Moravia and the 
Skoda works may have to shut down~ Fuel oil is very 
limited in supply~ and air raids and Russian advances 
l:lave destroyed synthetic gasoline production. 200,:0.00 
workers are required to finish 15 synthetic gasoline 
plants by August 1945. It is believed. that the con~truc­
tion plans are merely intended to give the impression of 

1 a will for indefinite resistance. 

Worksheet 1513-Stockholm to Paris 17 Jar4. 1945-89 groups 
French message number 9.145 · 

The Soviet Embassy is opt1m.1stic about the coming 
offensive against Berlin. Despite 200 German divisions in 
the East. the Red Army has numerical superiority and 
expec·ts a decision early 1n 1945. · 

14 
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Wo:ttksheet 4535-Stockholm to Paris 28" March 1945-6i groups 
French message number 149 

In Switzerland it is estimated that Germany will fall 
1n two weeks. The Nazi Government v111 not ·g1ve up, but 
the arm:!.es will surrender. · 

. Worksheet 3192-Stockholm to Paris 27 Feb. 1945-72 groups 
French message numbe~ 71 · 

Swedish correspondents in Berlin report a. fa.ta.11st1c 
attitude on the part ot the populace. The people no longer . 
mention Hitler. The executions of party officials, who 
deserted their posts, have been greeted with public satis­
fELCtion. · The press ha~ taken clever advantage of the · 
mlstakes 1n Allied propaganda. There is little probability 
of a popular revolt. It is believed that a revolution, 
if any, will have to come from th~ army. 

·wc>rksheet 933-Borovec ·to Zagreb 23 Aug. 1944-276 groups 
Jugosla.via.n (Croatian) message number l · 

The Bulgarian foreign minister has stated that 
Bulgaria joined the Axis to keep peace in the Balkans. 
Thrace and Macedonia were occupied because they were 
essentially Bulgarian a~eas and because foreigners would 
~ave occupied 1f Bulgaria hadn.' t. Bulgaria claims tha:t 
she never made active war against the Allies, and that she 
wishes to keep good relations with Russia and the Balkans. 

rin the case of Russia, the burden is on the Soviet to 
remain friendly with Bulgaria. 

Worksheet 762-Buoharest to Mosoov 5 Sept. 1944-206 groups 
11'.urtmn1an message number 365 

Rumania protests the treatment of her fleet by the 
F.tuasians. The Red Navy has taken over Constanza and the 
I>a.nube fleet. Serious 1nc1dent.s have occurred. Rmnania 
asks that Russia be more cooperative and follow Molotov's 

·atated policy of cooperation. Ruman1a d1scla.1ms &ny res­
J)ons1b111ty for U-boa. ~, activity 1n the Black Sea,· placing 
1;he onus on Germany. RtUuania vants peacetUl cooperation. 

'forksheet 1018-Tokyo to Lisbon 3 Dec. 1944-78 groups 
l?ortuguese ·message number 47 · . . 

Japan ·expects early Russian entry int.o the Asiatic 
var. This is considered inevitable due to Russia's 1nter-
1ests 1n the Far East. 

15 
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Worksheet 816-Vatican to Madrid 18 June 1944-179 groups 
.:Portuguese Message number • • . 

. It is expected that Kesselring will!give up soon.· 
German collapse 1s attributable to destruction or communi­
cations and transportation. The zones of occupation of the 
Allies are predicted to be: 1) Great Britie.n-France, 
Belg1UD1. Holland, Nort.1ay and Rhineland. 2) Russ1a­
Germany, boWlded by the Baltic, the Danube and Balkan 
areas. J)

8
Un1ted States- Central Germany, (Bavaria and 

Austria) .5 · · 

9o Italian cryptanalytic results. Brigadier General Vitt• 
orlo Gamba, the Director of SIM Cr:yptoiraphic Section, had a very 
low opinion of Italian signal intelligence a9t1v1t1es. Gamba 

\ attr:1.butes the Italians' poor showing to g.
9
lack of capable 

personnel and a lack or sufficient funds.' Gamba sums up suc­
cease1s against the USA and Britain as follows, "It is a fact that 
at the time of the Armistice no results had been attained in 
breaking the cypher systems of milit~O"Y and diplomatic traffic 
from England and the United States." ·Gamba do-:-s c6~im that 
photos ta.ts of the US State Department 9 s "Brown" Code •:\Wel'e 
available to the Italians a.nd that/SIM succeeded 1n solving 
a British diplomatic five figure code and an unenc1phered 
two-part rour-letter.code.62 More detailed 1.nformatiori regard~ 
1ng :rtalian cryptanalytic successes may be found 1n Chart l - 2 o 

5ST766-T772; Tl546-:11581. 
- 1· 

59IF-1518, p 1. 
60IF-1500, p 6. 
61 . 

IF-1518, p 4. 
62IF'-1518 I p 2. 
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CHAPTER II 

Hungarian Cryptologic Activities, 

Paragraph 
Hlll)gary's Cryptanalytic Bureau vas organized 

for large scale efforts • • . • • • . • • • • • 0 • • • •• 10 

German13 considered the Hungarian intercept 
organization interior. • • • • • • • • ••• 

Hungar~lan-German liaison began in the 1920' s . • 

• • • • • 11 

• • ••• 12 

. 1. Hungary's cryptanalytic bureau was organized :for 
large 1:1cale ef'f orts. The Hungarian cryptanalytic bureau (ex -
act na.Jne not available from TICOM sources although it is 
called Abte1lung X 1n I 193) was directly under the command of 
the Ch:Lef' of the Hungarian General Staff. Until Russian ad­
vances 1n 1944 endangered the group, it weA located in the 
Honved (Ministry of Defense) 1n Budapest.tx:S Under the direction 
ot General von Petr1kov1cs,69 the cryptanalytic bureau was organi­
zed in·to ten sections -with a total of a.bout :fi:fty personnel: 

a. Turkish Section . 
b. English a.nd .American Section (England, North and South 

Ame~·~ica, and Eg~t) · . 
c. French Section (France and Colonies, Switzerland, 

Greece, Belgium, and Netherlands) 
d. Russian Section (Bulgaria 3 Yugoslavia, Czechoslova.k1a1 

and Russia) 
e. Rumanian Section 
f. Swedish. Section· (Sweden and Norway) 
g. Italian Section (Italy and Vatican City) 
h. Spanish Section (Spain and Portugal) 
1. ? 
j. Japanese· Section (Japan and Ch1na)70 

6Sl-2l, p 2; I-193, P 2. 

691-21, p 3. 

7°1-193, p 3. 
17 

• 



DOCID: 35p0798 

The cryptanalytic bureau averaged ~ or 5 persons to 
each section.71 The key section was the Turkish section, 1n 

· whicl1 Lt. Titus Vass, called "the ace Hungarian cryptanalyst," 
worked. Emphasis was placed on Turkish traffic because ot 
the. :f.:ntelligence derived concerning Allied "atfairs.72 · The 
Russj·.an and French sections were considered the next moat 
valu~~'ble, and it is reported that the main Russian diplomatic 
system vas also read until it changed near the end of the war.73 
Another report indicates that· the emphasis vas on Italian, 
Rumanian, and Polish ~ystems.74 , . 

From 40 to 100 messages were decoded each day. They 
were sent to a representa;t1ve of Office Six or Reich Ma.in 
5ecur•1 ty Off ice ( RSHA VI) , to Regent Horthy 1 to the Chief of 
the General ~taff', the Foreign Minister, and to the "Minister 
Pres1.dent. "75 · · · . . 

Con£11.cting estimates of' the success of Hungarian Cl7Pt- . 
analysis are reported in TIQOM sources. It is stated that the 
Hunga.riang depended on the Germans tor the solution of many 
systems.-' However, the Reich Main Security ottice•s (RSHA) 
liaison officer 1n Hungary states that the most important crypt­
analytic intelligence available to his group came fro~the 
Hungarians:n It has also 'been stated that the Germans re­
ceived a great volume of' resu<lts from the Hungarians, and this 
is attributed to the influence of Range who h&d been intelli-
gence chief of the Austro.:..Hungarian.Empire.78 A total of' approxi­
mately 90 code books belonging to the Hunga~ian CI7Ptan&lytio 
bureau have been captured, indicating that they successfully 
broke codes of' the following twelve countries:. Belgium, 
Bulga.ria,, Denmark,, Fr~oe1 Greece,, Italy,, Nethe7landa,, Portu­
gal,, Rumania,, Croatia,, Sweden, and the Vatican. ~ 
721..:193,, p 3. 

731-193,, p 3. 
74 I-21,, p 2. 

751-193, p 4. 

761-21,, p 2. 

771-193,, p 2. 

78IF-l41,, p 2'. 

79A-27. 

. .. 
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Jlmong the documented failures of t4e Hungarians are the 
Secret and Confidential codes of American Military Attaches. 
AlthotLgh these codes were compromised 100% by the Hungarians 
they were turned over to the Italian Army Intelligence Service 
(SIM) because the encipherment could riot be broken by the

8 Hunga.J~ians. The Italians . vere successful 1n breaking 1 t. O 
A German officer of Section E l of the· Signal Intelligence 
Agency.or the Commander 1n Chief of the Air Force (Chi-Stelle,, 

. Ob d J:.,,, Section E) va.s assigned on the request of the Hungari­
ans to break a Rumanian Air Force cipher. Just a.s this of'f'icer 
annow1ced that he vas on the threshold of solution,, he was 
returJ~ed .to his German unit because of political reasons,, and 
the Hungarians were forced to buy this system from parties not 
ste.te1cl,, instead of solving it.Bl 

2. Germans considered the Hungarian intercept organi­
zation 1.Iif'erior. Personnel of the S ignal Intelligence Agenc1 
of' the Commander in Chief of the Air Force ( Ch1-5telle Ob · 
d L), which maintained intercept stations in Hungary, reported 
that the Hungarian intercept service was worthless and that 

. the li[ungar!an tratf'ic analysis reports were u8~less. They 
also stated that the mmgarians we:.ce "cagey." 

3. H~a.rian-German liaison began 1n the 1920° s. In the 
l920 1 s, 11ason on cryptanalytic matters began between the 
Hung~Lrians and the predecessors of the Signal Intellig§~ce 
Agency of the Supreme c@~and, Armed Forces (OKW/Chi). This 
early liaison was close and the Gel'Dlalls worked on systems 

SOIF··l524,, p 4 • 

. , Blr ... 121,, p 8. 

821-130, I-65, I-29. 

831-21, p 2. 

84wheels for the Hungarian Enigma were wired by the f'1rm of' 
Konski and Krueger 1n Berlin. The Signal Intelligence Agency 
of tqe Supreme Command, Al'Jned Forces(OKW/Chi) was unable to 
copJ· the wirings bec~use Hungarian employees of the firm 
oh.an.gad the wirings at night so· that they would not conform to 
the ~ecords kept of the wil'ing. I-84. , · 
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requested by the Hungarians.85 There was. never an actual 
exchange of liaison officers by the German agency and the 
Hungarians. This vas true even during the va.r. Commnnt­
catio:ns were through the Hqngar.j.an Embassy and through 
occasional social vis1ts.8b · 

Liaison vith other Gel'Dlall agencies began at the start of 
the war when the Reich Main Security Office (RSHA) and the 
Signal Intelligence Agency of the Commander in Chief of th~ 
Air Force (Chi Stelle, Ob d L) set up offices 1n Budapest.~7 

The German Air Force s.et up a socalled "Weather· Station" · 
(cove~ name) in Budapest 1n ·19,8. This station intercepted and 
cryptanalyzed Rumanian and Jugoslav

8
traff1c. Initially, its 

personnel were 1n civilian clothes. 8 Liaison with the Hun­
garian intercept service was alweys poor and the Hungarians 
were always considered inferior.~9 
· Liaison. with the Reich Main Security Office (RSHA)90 was 
marked by great respect for Hungarian CrJl)tanalyt1c ability. 
The Hungarians passed all decodes on to this group, and the 
more urgent messages were radioed back to Berlin by the Reich 
Main Security Office (RSHA). When the H~arian intelligence 
units retreated to Eastern Bavaria 1n 1944 with the approach 
or the Russians, their retreat was aided by the liaison officers 
of' the Reich Main Sec.urity Office (RSHA). It is believed that 
the Hungarian records were hidaen 1n Eastern Bavaria.91 It is 
possible that the docU1I1ents recovered by TIOOM at Eggenfeld are 
th~ o.nes referred to.92 · 
85 1-21, p 2. 
861-21, p 2. 
8'.1-193, p 2; I-130; I-65; I-29. 

1

1 

88:i:-130,, 1-65. 
891-29, I-130. 

90in 1944 the Reich Main Security Of'f'ice (RSHA) purchased a 
Turkish code from the Hungarians. Examination showed that it 
had originally been broken by the S16Jl&l Intelligence Agency 
of' th.e Supreme command Armed Forces (OKW/Chi) in 1943 and then 
had b,een turned ovezt to the Hungarians. I-132. 
911-193,, 1P 4. 

92A-27. 
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:~1a1son with the Italians · on cryptanalytic matters 

appears to have been ve~ good. The Hungarians maintained 
liaison officers 1n Rome and made the results or their work 
available to the Italians.93 
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CHAPTER III 

.Finnish Signal Intelligence O:rgSJ!i.zation 

Finnish "Radio Intelligence Company" cryptana.lyzed 
mil~Ltary, naval,, and diplomatic traffic ••..• 

-, 

P a:ragraPh 

0 • • 0 13 

Finnish Cryptanalysts were successful within the narrow 
qef1n1tion or their mission 0 • • • • • • • • • • • • • • 14 

Finnish intercept was well done, but the evaluation unit 
was not very competent •••••••••••••••••• 15 

Finnish-German Liaison was well organized and effecti,ve o • • 16 

Friendly Finnish-German relations did not preclude German 
c~ypta.nalysis of Finnish systems •..•••••••••• 17 

13. Finnish "Radio Intell1genceCompanY" cnzptanalyzed m111-
ta.ry, io.a.val and d1¥lomatic traffic. . Finnish signal 1ntelli3ence 
activities were a.unction of a Radio Intelligence Company (called 
Radio.Telegraph Kompanie, abbreviated "RTK," by the Germans; 
Finnish name riot given by TICOM sources) which was subordinate 
to the Finnish Gen§ral Staff's milita:ry intelligence organization 
(name :not known) .':J This Radio Intelligence Company apparent19 
concerned itself with military, naval, and diplomatic traffic. 9 
TICOM sources make no reference to any other cryptanalytic orge.ni­
za tion, or to a.ny organization which dealt with Finnish crypto­
graphy. 

The Radio Intelligence Company (RTK) consisted of a crypt­
analytic unit, an intercept 1f11t, and an evaluation unit. It 
was of battalion strength. 0 Its headquarters were at Sor~avalao . 
The cryptanalytic unit, under the command or Captain Erkki Pale, 
had a strength~Vbich was estimated to b& of from 20 to 70 

981-106, p 3; I-31. 

991-31, 1•12,. I-16, I-142, I-78, I-120 and l-106. 

l001-106, p 3. 
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crypt.analysts. 101 A Col. He.llama has been reported as head of 
the Finnish cipher section.102 . _ 

· GermansJ interrogated by TICOM on 'the ~ubject of F1nri1sh 
crypt.analysis 11 unanimously agreed that the Finnish cryptanalysts 
were 0£ the highest calibre and considered them an even match 
for ·their own analysts ;103 .. 

14. Finnish cryptanalysts were successf'Ul within the narrow 
definition of their mission. The emphasis of Finnish cryptanalysis 
~placed on Russian traffic, particularly of a military and 
naval nature; ~condary cons1de18kion was given to Polish, SwecU.sh» 
Ruma:n.ian, and American traffic. . . 

. The Finns succeeded in reconstructing the Russian five-figure 
code used during the first Russo-Finnish War

1 
This book vas given 

to the Germans by the Finnish General Staff. 05 The Russians 
were aware o£ · thC:: Finnish ability and issued instructions to 

· ·their cipher officers which attributed Finnish successes to 
violations of security. It is interesting to note that the -
Russians did not admit the possibility of cryptanalysis or their 
systems, but they did emphasize the traffic analysis and monitor­
ing .aspects.106 Other achievements against the Russians we~e the 
1dent1ficat1on of the additive for a four-figure naval BYateml07 
and the solution o.f a five · .figure ''double subst1tut1on11

lO~ and 
the solution of three-figure and four-figure codes, especially 
Russian Secret Police Codes.109 

lOlI-31, 1-106 p 3, I-116• 

1021-96. 

lO}I-106 p 3, I-16, I-111, I-31, I-116. 
1041-31, I-106 p 3. 

lOSI-78. 
1061-120 p ~o. 
1071-12 pp .14-15. 
108

1-16 p 2. 

1091-106 pp 4-5. I-21 p 2. 
• 
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Other 1natances ·or Finnish successes were: Reading of 
the American strip system, which the Germans. called AM 10, 
a.nd the reading of a Swedish diplomatic system which disclosed 
the fac1; that .the M-94 was readable .110 . · 

15. Finnish intercept was well done, but the evaluation 
unit wan not ver co etent. The intercept unit or .the Radio 
Intelligence Company RTK consisted o:f a fixed station at · 
company headq\!Qrters approximately 200 men), four other fixed 
s ta. t ion:~., and one motorized company. lll Despite the· age and 
variety of Finnish intercept and direction finding equipment, 
the Germans considered the Finnish intercept work to be of good 
quality and' depended on the Finns for interception in the 
Baltic i1rea and for ·1orig range direction f1nding.ll2 The · 
Russian security 1nstruct1ons,-discussed 1n Paragraph 2 above, 
emphasi~ed the ability of the Finnish intercept unit.113 

The Germans considered the Finnish evaluation unit to be 
d1sorga:n1zed and attributed its incompetence to the emp:".\asia 
placed o~1ijrypta.nalys1s. This unit consisted or about 20 

· . persons 6 . 

16. Finnish-German liaison was well or anized and effec-
tive. Finn sh- erman 1a son existed prior to an con-
tliiUed until Finland's final capitulation to Russiao The 
following German Signal Itrtell1gence organizations ma1nta1ned 
l1a1soIJ. vi.th the Finns:. Signal Intelligence Battalion ll . 

' (NAA 11),115 Control Station for Signal Intelligence (LNA),116 

,110r-3l., I-142. 

11•11-106, p 3. 

112I-16, I-106 p 4. 

1131-1~?0 p 40. 

1141~116 p 10, I-106 P 3. 
1151-106. 

1161-106 p 3. 
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Signal Intelligence Agency of Al"my High Command (OKli/ Gd NA),117 
Signal Intelligence Agency of Navy High Command (OKM/ 4 SKL/ . 
III),118 Si&I?-al Intelligence Agency of Supreme Command Armed 
Forces (OKW/Chi),119 a.nd the Reich Main Security Office (RSHA).120 
· / Not only was there direct a.nd large scale interchange or 

work on Russian systems;l21 but there was also interchange on 
such matters as the American strip system AM lo,122 general 
intercept and _ direction finding pro~lems,123 and there is an 

· instance where Finland turned over a translation of a Swedish 
message which stated that the M 94 was readable.124 · 

. ' Li.aison consisted of courier service, regular meet1ngs125 
and interchanges arranged by the Finnish General Staff .126 For 
such purposes, Germany maintained headquarters (not named) at 
Tall1nr•, ~ Eethonia; and there wert

2
,lso Germans in Finland at 

Kirkene:s, Mikkel!, and Sortavala. 
· At; · the conclusion of the Finnish-Russian War, the Signal 
Intellj~gence Agency of the Supreme Command Armed Forces (OKW/ 
Chi) invited the Finns to join it. No word was heard from the 
Finns after they crossed the Finnish-Swedish border.128 · 

e ll7I-2:L, I-111. 

1181-1;2. 
119 ' 

I-1:2 , I-31 • 
1201-193. 

1211-12, I-31,, I-16, I-106. 

1221-31. 

123r-106. 

1241-1.42. 

1251t is observed that the Finns had one female representative 
at alJ. these meetings I-31. 
1261-31,, I-78, I-12. 
127 

I-12,, I-106." 

.1281-96. 
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L1.a1son between Finland and Hungary is reported to have 
been close. The Germaris assumed that the Hungarians who came 
to Berlin were on their way to F!nland.129 . 

l ·;, Friendly Finnish-German relations did not preclude 
German cryptanalysis of Finnish systems. Although Senior 
Specialist Dr. Erich Huettenhain.Of the Signal Intelligence 
Agency of the Sµpreme Command Armed Forces (OKW/Chi) stated 
that nc1 Finnish systems were zaead,130 Abteilungen 9 and 6 of 
Hauptabteilung IV (Entzitfetrung) worked on Finnish tra.ff1cl31 
and Abteilung 6 zaead at lea.st one Finnish Hagelin message that 
was 40.()0 letters long.132 It is also indicated that Goering's 
Researc~h Bureau (FA) broke into "F1rin1sh or sy~aish11 Ha.gelin 
:illessage~s .several times on the basis of cribs. :>' 

1291-21. 
1

-'0I-3l. 

1311-31. 

1321-54. 

1331~25. 

I 
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CHAPTER IV 

Bulgarian. Signal Intelligence 

Bulga~!an Cryptanalytic Ability 18 an 
unknown quantity •••••••••• . . . 

-Bulge.rian-German liaison hardly exi~ted. • • 

ti • • • 

. . • • 

Parasraph 

•• 18 

0 • 19 

18. Bulgarian cryptanalytic ability .is .an unlaiown tuant1ty. 
TICOM sources provide only a ·slngle reference to the Bugarian 
cryptanalytic agency. In 19441 Group IV or the Signal Intelli­
gence Agency of the Supreme Command Armed Forces (OKW/Ch1) 

. trained Bulgaria.J?.S in a special course 1ri c~tanalysis. Lt. Col. 
Mettig or that agency stated that General .staff .Major ·Gentschetf, 
head of the ~Bulgar1~ cryptanalytic agency1 was not enthusiastic 
about this course.13ti . . . 

19. Bulgaria.Ii-German liaison hardly existed. In or about 
1940:, the Signal Intelligence Agency of the SupreIJle Command . . 
Armed · Forces (OKW/Ohi) projected plans for the setting up of 
1nte~cept stations 1n Bulgaria. Only one such station was 
completed. It is not lmown whethei- Bulgaria knew of this 
stat:Lon. This station, which was located at Varna 1 vas for 
the German Air Force • . Under the cover name or 11 Kommando 
Nordland", this station employed. 22 persons 1n civilian clotheso 
Five receivers were used to cover Syrian, Greek, and Medi- · 
terranean ferry rlight trarr1c. No cr:yptanalysis was done; 
all enciphered traf'tic was sent back to the Signal Inf elligence 
Agency of the S~preme Command, Armed Forces (OKW/Ch1} ~9 . 

1381-96, p 5. 

139I:-651 p 3. 
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basis <>f having read German messages enciphered. by the Enigma.148 
The Enigma involved was probably the commercial typ~ (without 
plugboard) as the incident occurred prior to 1938~149 

21. Austrian Cipher Bureau was in close liaison with 
German;[. The closest possible liaison existed between the 
Auatr1a.n Cipher Bureau and the 81~1 Intelligence Agency or 
the Supreme Command,, Armed Forces (OKW/Ch1) and its predeces­
sor, the Cipher Bureau of the German War M1n1stry.150 This 
relatic>nship was· a secret held by only the highest officials. 
There was a constant interchange of tra.f"fic and results ot 
cryptanalysis. The interchange was through the German Embassy 
1n V1eJlll& and a cipher system was used for e~cret messages be- _ 
tween the two agencies. · social relationships were maintained. 
Secret assistance was given by the Germans to the Austriah 
Cipher Bureau 1n collecting evidence for treason trials. 
All of this took place at a time(l935, 19.36,and l937)when the 
world believed antagonism was §pparent 1n the official relation-
ships or Gel'Illally BJ;ld Aus tr1a. l!:>J. · . 

When Anschluffs was ef"fected in 1938, four of" the outstanding 
crypt&Jl&lyets of the Austrian Cipher Bureau# including its head, 
Dr. Selfert, became members or the German Signal Intelligence 
Agency of the Supreme Command, .Armed Forces (OKW/Chi).152 

Austrian liaison was not confined to the Germans. There is 
some e,tridence of liaison with the Dutchl53 ·and with the Hungarians 
regard:Lng Serbian traffic .15AI- · 

1481-1J~2, p 4. 

1491-7B. 

l50I..;.l:L8, p .3; T-.3614. 

l51T-3614o 
152T-3614; I-118, p 3; I-84. 

1531-lP4-2, p 4. 
154 ' ·' T--3614. 
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CHAPTER VI 

Army Ordnance, Development ano Testing Group, Signal Branch 

. · Paragraph 
· Ordn&J1oe group developed German Army signal equipment. • • 22 

Signal Branch was active in the engineering development 
of manual cipher machines • • • • • • . • • • • ·• • • • • 2} 

SignaJ. Branch. engineered teleprinter cipher devices. ,·, • • 

Signal Branch was. active in the development of ciphony • • 25 
1 Signal. Branch tested Non·-Morse intercept equipment • • o • 26 

' ' 

22. Ordnance group developed German Arm~ signal equ1pment6 
German. Army signal equipment was developed an tested by the 
Army Ordnance, Development and Testing Group, Signal Branch 
(Chef der Heeresruestung und Befehlehaber des Ersatzheeres-, 
Amtsgruppe fuer Entvicklung und Pruefung des Heereswaffenamts, 
Waffenpruefung, Abte1lung 7, abbreviated Wa Pruef 7). This was 
one of twelve such branches for ordnance testing and develop­
ment. It was itself broken down into seven groups, as follows: 

· G:roup I (Wa Pruef 7/I) procured raw materials and small 
eq.uipment • . 
G:caoup II (wa. Pruef 7 /II) developed telephone and telegraph 
equipment and ciphony (cipbony was transferred to III 
ill 1942) O' 

Gi•oup III (wa Pruef 7 /III) developed radio communication 
equipment,, teleprinter., facsimile and television equip-
mEmt., ciphony and . cipher devices. · 
Group IV (Wa Pruef 7/rv) developed radio intercept, direct-
ion finding and ciphony deciphering equipment. · 
G1•oup V (Wa Pruef 7 /V) developed permanent communications 
equipment for permanent installations. 
Section VI (Wa Pruef 7, · Referat VI) developed chemical and 
fl.are s1gne.l equipment. . 
Gi•oup VII (Wa Pruef I lv!I) developed -radio remote control 
devices for rockets. 59 

1591-82, I-131. 
30 



DOCID: 3560798 

:2:;. Si l Branch was ac ti e e 
ment of ma.nua cip r mac es. e Deve opmen an ea 
Group,, Signal Branch (Wa Pruer 7) was enti'Usted with the engin­
eering and development of many of the improvements on the Army 
Eni~o One or these ·Was the variable notch r~tor (Luecken­
fuellerwalze) which was suggested by the 81gnal IntelliRence 
Agency ot the Supreme Command, Armed Forces (OKW/Chi).161 To 
accommodate the new rotor~ the Signal Branch, (Wa Pi'Uef 7) 
suggested that sevel'al positions of the "on-off" switch be. 

16 omitted and that the key.1.ng pressure be changed to 1000 gitams. 2 
Signal Branch ·also developed printing attachl'Jlents tor both the · 
Army and Navy EnJ.gmas .163 . · , 

The proposed new Enigina,, · 5G 39,, which was to combine motion 
features of the Ha.gelin machine with the Enigma. cipher ma.ze, trae 
also engilleered by the Signal B:ranoh.164 · . . 

Another of' the Signal Branch's engineering and development · 
problems was the SG 41, e. keyboe..rd Hagelin trith interlo.cldng 
motion. This device was suggested by Senior Inspectol' Menzer 
of th.e Signal Intelligence Agency$ Supreme Oonmiand Armed Forces 
(OKW/Ch1). The.machine haC! tvo f'ol'ms: the standard keyboard 

·and t.he ten value keyboard for enciphering weather · synoptics;l65 
· ·Signal Branch (Wa Pruef 1) engineered other ideas of' Senior 

;Inspector Menzer. . Amo~ these were: production of . an alwnin~.: 
ciphe!r grille ( "Raeter"J.,lot:> which was abandoned in that <fo:rm: · 
before being placed into use; the engineering and development· 
of t11e "cipher box" (Schluesselkasten); and the "cipher disc" 
(SchJ.uesselscheibe) .lo7 These last two items were developed 

l60cj.pher and ciphony devices described in i.;his and following 
paragraphs are more. fully explained in Volume 2. '" 
1611•·57 I p 7 j n.:59 • 
162

D··59 I . p 22 • 
163

D··59. 

l64n.~59 I p .22 r) 26 • . 

1651.~72; 

166])··59. 

I i 67 I·-96, 

D-59, P 16; I-57. 

157. 
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. . simultaneously · for- the ..:R.ei~h Maib. 5ecur1tr. Office (RSHA) as 
well a.s for the ·Army.168 · . . · .· ... · 

· · .. 'I1here is no statement 1n the TICOM inter~ogations that the ; 
. Signal. Branch (Wa·Pruef' 7) had exolusive engineering oontrol 

0 

· over the above developments, but indications are that it was 
·:perhaps the co-o.rdinator and controller vhere:y~~: it j,o~ed :with · 

· · ·aommei,cial ·r1rms 1n its work. .. ·. · . · . :<'·· · . · · · · 
. . . ~:'he S&m0. COndi tiOD a_pplieS to teleprinters rulcl Ci.phony I 

which are described· below·:· .,.. ·. · · · · 

::?4. Si l Branch e inee":red t .ele rinter oi hel' devices .. 
·The teleprinter cip er at achments c uesselzusae ze and t e 
secret · teleprinters (8chluesselfernschre1~masoh1nen)l6 · wer·e -
l(Orked on by Signal 5r8llch (Wa. Pruef 7) tor the Army\:.. The major 
port1(>n · of this developmental work was under the direction ot . 
Dr. Werner Liabknecht. · · . . . . · · 
· · · A synchronizing device (-Gleichlaut) to ·be ·used on· teleprinter 
c1l'eu1ts to permit them to operate un:i,nterruptedly for 24-hour .· : 
per1odsf

7
we.s also being considered by ·· the Signa.1 B_. ranch (-Wa ·. . ;. 

P~ef 7 J O in closest cooperation.-with Dr. Vi~rling ot t.he 
. Feuerstein laboratories. . · · · · · 

25. Si · 1 Branch was active in the develo ment of' 
Signal Branc .. Wa P:rue 7 v.a.s e. so engaged in evelopment · o 
German ~Y ciphony e.nd the development o.f . equipment· for the · -. 

" intercep .t~on and deciphel'lilent · of ene:tElY ciphony transmissions. . 
.. This latter .function waa carried on mainl;r at its permanent· .. · ·. 
· int~x·c~t development station at · Staats. lJl This installation 

• : 

was j.zi · a cav.e. · · . . ·. · · · · · .· 
- .· Work on · German ciphony devices vaa . carried on in cooperation 

wt.th Dr. Oslca~Vierling who directed the FE'.uerste~ laborato:ey.172 

168~·-96 • . 

1691:.57; D-59 • . 

. l TOI-57~ D-59. 

1711-58. 
172IF-l5,, See Volume 2, ·Chapter· V. · 

·"· 
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None ·ot .the ; eXper~~nts .?"¢ached ·th~: stage :where. compiete •. ·~ 
.security w~s J>elieved to. have been ·aohteved 6 Types :worke4· . . 
on' i.ri.c1ud_e<i, . r.~eq~enoy ·inve1•s1on" wh1ch ~wa.s a~andoned :~ 1942,· 
~1me ~~lay_ ( "T_~g~~~ted t '')_;- the '~.t~ppi.:fig- stones" · (Baus teine) ; 

· .. _which. 11.ere frequency scramblers; 1 :J a.nd noise auperimposi tion 
. · devices • . For noise superinlp,0sition tests, a cipbony . l:tnk was 

set ·up . by i1~ection pf' the- sf&ual-B:rarich between Athenai :Crete, 
. e.nd Derna. ·r . . .'l'his_. link . failed to produce .aa.t1sfactory re:- .. 
--·sulta.175 ~ .. _ . · ... . ·. ·· > : .. · . .. . · :. ·. · · · · . ·· ·· · · · · .. : - · 

· . 26. Sigiial Branch .tested Non-Morse interce~qu!Pment. 
· ;lfite111oept equipment for Hussian three-and nine;.c~ trans;­
mlsa,.ons was designed. J..7o . Success was · achieved in 1D.tercept1ng 

· th'e '"Baudot l _ink ·betw.een ·. Paris and Moscow~l77 · Equ1pm.eD.t - wa~ 
also a·esi~~d tor . the · intercept Qf : American Baudot · tr~s-: 

. Iiiissione ~ I7ts Study of captured Freneh ·· three.;.che.mlel equip-
· men t was cai-rj,.e_d on at Germari-·stat1·ons- at ·Berlin and Bordeaux, 

· ·vith"an ·a.ttempt to improve · the equipment by the introduction 
of f'requency modul;~tion; but' the .design proved to ·be faulty. 
Some of the French equipment .. was. later founi s~~P,~d b'~ the · 
Signal Branch at the Feuerstein Laboratory. 79 .. . . 

~73I·~57, I-96. 
174 .. · . - .· . ... 
.. . . ; ·-:?7 ". '-::-· -"· -
lJ~I-57 • . 

. ,, . .. : .. 

1!~I-58,_ I~,64 • . -

17.71-_131'° 1-sa. · 
1781-64. 

, l79I-110. 
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CHAPTER VII 

The Radio Defense Corps of the Armed Forces. 

Radio Defense C.orps attempted to locate 
Allied Agents• Radio Trari:amitt$rs •• 

. Paragraph· 

., . • • • • . . 27 . . 

Radio Defense Corps easily located Amet-ican 
Agents• Transmitters at the begi.nn1.ng of the var •• ·28 

Radio Defense Corps ~as not alone 1n its field. • • ~9 

27,. Radio Defense Con>2' attempted to locate .Allied 
agents• radio transmitters. The Radio Defense Co.rps .of the 
'Armed Fo~ces ( Oberkonmiando der Wehrmaoht ,, WehrlQacht rJachr1bh­
tenverbindung, Funkueberwachung, abbreviated OKW/w.lfV/Fu) had 

, as its_ mission the following tasks: . . .· 
a. To locate, primarily by cl'1rect1on finding, all .. high . 

frequency and ' very ltl.gh frequency transmitters of 1111c1t · 
traft'ic within A.xis Europe. 

b. 'l'o evaluate illicit transmissions 1n regard to their 
nationality, their relation to net o~ control stations, their 
scheClules 1 their probable m121sions an:a the,1.r potential value 

· e.s a source of intelligence or colinter 0 1ntelligenae. 
' c. To intercept illicit traffic where valuable · to 

InspE~ctorate 7/VI (In 7 /vI}; or · ·· 
d. · To capture and destroy agents and their transmitters 

when the Reich Main Securi~y Office (RSHA) did not do so; or 
· e. To capture and employ such agents and their trans-

mi.tt•~rs tor counter-intelligence. . 
.· Approximately 2500 persons were engaged in these act1-

- .v1t11~s. During Wol'ld War Ir.: the Radio Defense Co~s was 
eucc•::ssful in the following instances: · 

a.. It predicted and spotted all attacks on the German 
"colimar bridgehead", in January 1945, · by traffio analysis of 
F~ench agent traffic 1n that locality. · 

184Th1a chapter 1s based · on IF-176, IF-140-B and I-115. 
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b. It located and captUl'ed a large Russian spy net which 
· was mown as the "Schulze-Boysen" net. . 

c. It located,, intercepted, and ful'nished 1ntormat1on 
for the capture of a net carrying 1llioit Czechoslovakian 
trattico · · 

d. It located,, intercepted, al'.l.d occasionally broke up 
traffic nets or Marshal Tito I 8 agents. . . . . 

e. It located an Italian test trensmitter said by. the 
, · Italians to be proof against direction finding. 
· . . · t. It provided men. equipment, and 1ntormat1on to Ltlft- . 

we..ffe night fighters for locating and destroying Allied airborne 
agent control stations o . . . · · · . 

· g. It set up an IBM section for recording and tratt1C: 
a.nalrsis of unknown traffic. · . · · 

The Radio Defense Co?'ps failed as follows: 
a. ·. It could not maintain ettecti ve control· ove:t" 1ll1c1 t 

traffic o:z-igin&ting 1.n France. . . . . · 
b. It could not control the Mjha1lov1tch-Ca.1ro traftio. 
c • . It could not control illioit transmissions 1n Ws.raaw. 

' d. It did not maintain ei'feotive liaison with the Reich 
Main Security Office (R5.HA). · · . · ' 

e. It had almost no liaison with the Italians. 
The Rad10 Defense Corps was of the opinion that it could 

have performed more effectively if the Supreme Command had 
allocated more personnel to it. · 

28. Radio Defense Co 
tra.nsmi.tters at 
o:rps hel 

agents: 
a. United States: J.nitially poor with marked improve-

. ment tciv&l'd the end or the war. · 
b~ Great Britain: generally one of the best and un- . 

breakal:1le at the end of the war due to new procedures a.nd the 
general breakdown of the Radio ~fense Corps o ; ' 

c. France: medium quality but with a tremendous ad~ 
vantagE1 derived from the cooperation of a great portion of 
the FrEtnch population. \ . · 

d~ Poland: very good especially in. respectto mobility 
of transmittere. 

· e.. Russia: techxrl.cally poor but with a massive organi­
zation that precluded all but auper.ficial German coup.tar 
measures. 

35 . 
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·_ .. : '·. A<3Coro¥tg:. t'() "'.the, R~dio: ~f~nse. Corps' . niea~iires" 'that . could 
1-tf:LVe- ·b~en· ta.k~.Il:. bf ~gent_s _.to ~e t:tie .10.ca,tion- and recognition 

,,.. . -- of· their transmitters most difficult were:· , · . · . 
, . .. . ..... ~ •.. _T}le. e_amot,lt~age. of 8,gent _traf:fic as. authorized traffic 

of"_ the country 1n which the agent was opera.ting. . 
. b. The ... camouflage of ~h~ agent· control station traf'f'ic 
as regU._:La.r _t?,'af~ic no.rma.l:Ly 1sf;l1,J.111g· from t·he _country of origin. 
. . . c·. · T~e -~r,equent c~e oJ frequency· and time of trans- . 
~s-stqn. . ...• __ . ,. . .. , ...... _ . _ . . : . ... .. . _ .. · . .. . 
..... ~-· _ · Thta f_r~q'llent ~h~~ <or. the position of the transmitter. 

· Measures tha~ C:o:ci:Ld ·:nay~ :~de locatUig of': very high !"re-
. quency·· tranainitters difficult and ineffectual include: 
.. . _. . , a.:: The opera ti.on. or~ :t;ra@.~JD.1 t:t~rs 01:1 6 :to 12 meters,, 
only a.t iocat"ions clo"se to.· the f'ront:. 
. . ; b: Th~ ·u.s,~ in e~cJ:f :p,~°tj_; of_: two_ separate -rrequencie_s- by 

. ' .. c6ntrc1l sta,.~;o~:_8.nd tge jlg~~t-~ ... : : .. ·. . . . .. , .. 
· c~.. The elimination of transmissions in clearo 

\.. .. ' : -· ~ ' . . 
· cl.· The use of very low power outputs. . 

e •. ·The instruction e>t: agent,s-·_in the propel" U:se of equip­
inen:t .i3o· that mes·f!agetr wou1d-.1:>~ c·qpi,~cr ·GompletelY'' ·on: >the :first 
transinission. · 

:29 o · Radio Defense Co s wa~ not alone 
.. were. '1Jther organiza ions whol;J~ war para le 
. with 'the R~dfo ~.f~~s_e. ,Ce> rps:. ·· . : . . . 

. . . · :. a~ . The._!1111tar,y _Intelligence Ra<lio Supervising. Office 
(Abve~, · Abte11Wlg :CII Funkueb~rwacl;t"\lll..g 3) did. direction f"in-9.ing 

, for military ~telligence purposes. . . · · . . ·· 
· ·. ·· b~ ·_The 3rd ·Be.tta~ion A1J:' Signals Regiment 352 {µ1 Regt 

35.2). and. its predecessors ~ooperated in direction f1n~1n:g. 
· ·· · ·. c.: ·The ·Reich Main S~ci,ir,it_y Offi,ce (RSHA) and the Secret 

·· · Field Police ,·fs1clierhe.i tsdienst Komme.ndo, abbreviated s D 
· ·Komma.ndO arid ·s1cherhe1ts _Pol1z_e1:, · ~boreviated SIPO) normally 
. -hand.led. the· arrest· and in~errogation of agents in suoh a way 
·--triat· the work.of 'the Radio Defense Corps in counter-intelli~ 

gence1 wa.s hindered. 
d. Cryptanalysis for-the Radio Defense Corps was·aone· 

by Inspectorate 7/VI (In 7'/VI). 
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C!IAPTER VIII 
: ' , .. , . ~ ·-· ·-· . .., -· ·. . . . 

Laboratorium Feuers.tein 
.. - l .. 

. . . . . . . . . . 
. . · ... ·· ·· ···· · · · · · - Paragra;i?h 

Histc1ry of Feuerstein Labpratoey. · o. · o • • • • • • •• · • • • 3o 
- . . . . . ·- .. -· ·' ,• . . . ~·.:; -~ .. -~- ·.·:.. ~-- .. . . ' .. - -·· - \,., . . . . . 

··speci~l TICOM -engineerirlg ·team studied. · · · 
. ~ . . 

signal projects. • •. ~ • • ./ o • • • • • • •· . . • • • 3J. 
... · ....... · .. 

other Feue:rstein.prcde-cts ·were-w·aried. - · .· 
, : .' ··1n- .nature .• _ • ·-~ · •. ~· ·• : ~ ·:, .·-~: .~~, ;.-·.~:_.~ .! .. ~ .• , • 

.· .. ·. · .... ',• 

• . • - 0 • ..•. ~-:32 
_·,_' · .. .: ... :.i:'. ·,· ... 

~ -· ·~- _ _- jo)~ H-1-~-tor:V-:·~f -~e~~r~ .. t~fn -~bcira.tor,; :. ·._one -0£~ t11e .. ~<>~~ fully 
_exploited TICOM~targets- v.as · the Ui'h.oratory Feuerstein which -was 
located· on-a small··~ountaiii· :near. Ebema.nns~adt. in ;Upper Fran;. 
:e·onia. some ~15-mll<ils. r_rom: B&nberg' an~. was_ o~ed and .. operated· by. 
:Dr. Oskar- Vierling···· Sino~ 'the laborato~y an<I J1¥3JlY :o.r. ita·-pro­
:jecta. have. been described in· con:siderable det~il in spec1a1 
;reports (In particular':· -- 1..,43·; · E-7 to E-19)l.tl~ and since: eva~h:-
ati011. and e,Xploita.tion of the· technicai d~ta in. these .. report'B ~-.· ' 
ta.· a matter -for electronic .engilieers~. the p;t>esent chapter attempts,' ·<i 

Jn.(9.rely a -resume-' of the:· h1st0-ry of. the l~bo·r~tory and ·a brief· ·. ·' 
~CC01i:1llt .o.f .projects ~de:t'ta.ken~ · · . · . . · ·... . · 

.. .. • Essential to an ·understandirig of the whole is the pe-rson­
~lity :of. the. owne:r.:..d1rector, Dr~- Vierl~. .He was ·born 1n ·1904 
1n s traub1ng and raised in.- a small tow near Ebermanns tadt .- · 
His parents -were poor and· after his-ioce.i schooling he-attended 
.$~,(:s_chqol f'or- mechanfcs 1.n Nuerriber·g ·1923/25· •. He then obtained a 
job as. laboratory assistant ~-the n&tional ·office o.f Telegraph 
Te:chnology. ill Berlin· ~d · ·atte:r -three·; year~ _there.' jo1.ned- ,·the 

· He.inr.ich Hertz· Institute 'ill 1928 to do oscillator research •. 
During .. his te·n; years ·_at· the_ Institute :he· obtained ~s doctorate -
at the .Unlvers-1ty of.' Berlin B.nd coritribut.eq a number of papers -
on~ a~oustics ·to reputable scieriti.tlc jou~als.. He ... also cai'ried·· 
on private:. research-for -several. concerns an.9 was allowed to keep 
t.b.e:.1ncome-from·- his :work; · ·· ·· · ·· · · · · · · · · 

In 1938 Dr. Vierling went to Ha.nnov•~- as director of high 
fl'eq_uency and electro-acoustic research at the Technische Hoch­
schule (graduate school of technology) there. Since the oppor-
tunltles for advancement we.re alight, he proposed in 1939 - . 
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, 
joining the Siemens staf9f .but waa ·advised to start a pr1vate 
laboJC>~tory instead. This he did ~..nd Siemens paid a. monthly. 
reta:tner fee or 2000 marks tor an optlon on all inventions. 
When this laboratory was .bombed out 6 the site near Ebermann­
. stadt, was purchased, and Laboratorium Feuerstein (named tor 
the mountain on which it sat) oonstructed • . As Dr. Vierl1ng,s · 
funds were .inadequate he sought a loan from the German Army, 
but :since the terms would have deprive·d h1m or real control~ 
he sought'· and · secur~d a bank loan which enabied him to com­
plete the work; . A ·small group remain!~oin the vicinity of 
Hannover in charge ot Dr. Sennheiserp· an ·associate who · . 

. had :purch&.21ed a pa.rt interest 1n · that laboratory.. From the time 
it opened 1n 1942 to the end or the var1 the new laboratory at 
Feuerstein was ·subject to the usual "party" supervision. ' ··- · . · 

For reasons of expediency-,, Dr. Vierling ' joined the 11 pa.rty" 
but seems to have been conspicuous by his failure to attend -·· 

·meetings and take. any active part in party activities.191 · 
Close liaison was ~intained with large manufacturin& conc~rne 
which were to take over projects as soon as they reached p~o- . 

duct.ion stage. Dr. Vierling claimed that his -success 1n 
keeping his laboratory open was chiefly due to the fa.ct that 
the larger concerns did not care to spenO their time doing 
rese~arch on problems of a military nature with, no peace-time 
applications. By standing well with the amed forces, Dr. · 

·. Viez•:J.ing seems to have been able to get high priorities despite 
his poor stand1.tig 1n the Party and even to have succeeded 1n 
doing a little work . on the"iside on pet longl.'ange projects .not 
associated with the war.19c . . ... . 

Shortly before the .· German collapse, Dr. Vierling we.s 
ordEJred to remove ~he speech privacy projects to the Bavarian 
Alpn. Eventually a small l.aboratory was fitted \U? near Lofer 
in the Berchtesgaden area with Dr. Wilhem 081ngl9'. 1n charge 
but little v~s accomplished there. Dr. Vierling took the 

190M-12. 

l9lM-12, p 4. 

192E-7• 
·' 

l93a81ng was the Party representative at Feuerstein and docu­
ments were round showing that he was out fol" V1erl1ng's scalp~_ 

M-12~ p 4~ 
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. ~oppQrtµnit.y : to ·· r1q hfus~ii(:Qf_ .. hl~ , ardent: ~N~£s ~:s'.iliS .th~ ·.goo·d 
~:lt~uae .th~t -~ney ,would i be.: the. most reliab;l.~ . :pe?'sons to accom­
pany ~h~ -. eguipJ;Ue.nt ~·qu,·th. · . :He nacl also. been 'P:r;'<iered, t :o. dest:roy 
:8,:l~ o~ne~ p~oj~cts. and eq'1~pment, :but .. once :. the Nazis we.re gone 
he c.C?Jl.Qea;J._ed much qf . hi.a . Jles:t ·equ1pmen t ili. . . the bombpr9ot' ·.vault, 

. - ~~re:e111.ng~ 1~~ frqzn . j.n~p~cto_rs · QY .P\ltting :up a. .false· wa:ll, and 
·)11..~ti{I. n.um'b~r of, parts ~t v:a·~i01,1s pla~ecs 'in the . vlcinity •· · .T-his 
_q_on~, ~.he _awa1:t.ed. deye_1opin~nts. · . :' :· . ... ... ·· ':.. . . ' . . c., ; 

: . : . :wtie.n, ~h~ .. ·l~bor.ato~y .wa~ .found _by ·TICOM :T~ain :,/!4.; . ·1 t . was 
:being .u~ed - as a . -~~. military :ho$p1t.al • . ::When: D.r ~ .. Vierliµg 
~d · $onie :of. hi,~ :C9llaboraior.s w:er~:_ found, . :they . pr.oyed quite : ·, · 
::tiriJ·li.tlg tq _ te,ll ~boU.:t : ::the.ii" :worl.c ;4?id .to ;_coop_era te · 1.il )?es.to ring 

. ·;tlili3 J.al:~o.raJo:cy .t.o. :Wol'l<ing ·_conCllt.ion:. -ano ill .. reasa~mblihg dis~ 
·mAAt.J.ed p~o:j?c:t~. · Under -the direction of the TICOM investi­
gs. to rs ; _thc;t av.&il~pl~ .fo.:r.c~ of s<:>Ine .?O .person·s. ,ru~h,ed . . work .. o:rL 

. ~seJ.~ctec1 p:roj~c~JfJ3Jld :made . .tl~W' . d?'&Vings :t e>. replace those, des.- · . . 
. :~r:oyed ., _: .. Dr •. .Vie~ling nop:~"1 . '.th1~ : mignt· he.lp lJ.iD1 keep his .o.rge.ni­
:ze.tiol\ ,go.iris:· du.ring :'the ·.t;x-e.ns1t1·on 11er1od, feeling ~ure '.trut.t he 

· :w.oµld · ;L_at~~ · b.e a.:bl~ to.· ~mp-loy his-. pe_ople. on. non~m1Utary· re.'-'. 
'-ee,~rch· in . e;co11f;lti,c~i~, . . .· .. . .· , . ·· ...... , .. . · . .. . ·· :· ·. · . . 
. . . . '!'he l~boratory» consisting of a main building, two sm,all 

. spe.ci~l .1Q.~qra.~o~i!9s, Dr .. Vierlirig.fs '. house, :and .some :storage . . 
· fac~ltt,iesJl :h~s ·. be~n descl:'ibed:. ur_ d.etail and photogr.aphed.::194 

.It . Js.- s~id :t9 . ~v~ · .'Qe.en w~ll · 'b:tlilt: arid . admirably. e:quipped .195 
Pr .• Vi·erling _ sa:i.~l i~e inve~~tment :1n .land,: building~, equ1pme*t 

·.and supplies aniou'nted to l,285JIOOO marks.11 equal in pr~war . · 
exchang~ · .t9. · $480, ooo. . . . . . . · 
.. · ·· As of Aug. 15, 1945, ·some 30 persons were · engaged ill wor~ 

·under TICOM .d.tre.ct·ion. ·. T.he.ae included '.10: enginee~s and phy'."'. 
·S:ic;+s·ta, · 46te.chn;t,c.~a.ns, 6 meclianic~ r ·8¥d 10 ·. ~sce,llaD;equs · .. · 
-~,o;r.}(e.r:.~ ."19_. ·: A,ppa.x"ently . duri,ng :th~ war. a peak of 150'. · - 200. was 

~~9,~E~:Y , :· E~~i7 ·. . .. . . . . ... .. ~-. " . . . . . : :·> 

'195s'ome ' notion of the '. ad~que.cy oi . its equipm0.nt may be gained 
fr·o~ , the '. Appe,id"-c~.s . .- to·E,-.7: . APP·: .b - 1nst-liµment$;c .APP. ~ .. :c .- -. sheet 
-~~t.i,i:J. $.I}.d:~-.t<>pge shqp_ t :op).s; .. App. D :- . machine shop turning .tools ; 
App. :F; ;;.. 23 German scientific .periodicals regularly received by 
the: l l brary; . App. F - e. list of FC?reign periodi_cals Dr. Vierling 
would like to receive. ·" · · .. · .... , 

l96s~o ·blo~k dtagra.m of Figure 5 ~pp~p-ded ,to E'"'.7, · and fri-11. so~ 
notes on. f1 ve key men see E-7 App. q ~ . : · · , . 
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reached with many workers either over a.ge or Just out of 
school. Rules governing employment are interesti.ng.197 'Wages 
seem tio have been·. those u5ua.l for comparable· vork elsewhere in 
Germany while vorking conditions vere auperio:x-. The staff seems· 
to ha.v1e worked 1n tolerable harmony .19ts A list or personnel is 
a.vaila'ble in one or the TICOM publications. 99 ,. · . . . - .\ ~ . 

,. 

31~ s ecial TICOM en 1neer1n team studied si al ro ects. 
When. the hospita had een evacuated,, and a'.special TICOM engin­
eering team had assembled at Feuerstein late .in' July,, the pre-. 
limina.ry lists· of projects were discussed,p ~d cert.iin groups of 
related projects were selected for intensive study •. · Dr. Vie~-

. lingj who. was quite v111_1ng to>cooperate, started to clear out 
debris, recall key men, and ·reassemble equipment. · The selected 
projects were set up., missingdie.gra.ms redrawn, and descriptions 
written. A qecis1on by highCJr authority resulted on l6·August 
!Ii the1 arrest or Dr. Vierling, the dispersal of his staff 1 and 
the d:l.smantling of the laboratory, but in the time available . 
much 11ras accomplished. In the follow;tng paragraphs the: major, 
projec:ts studied are enumeratea without technical details·. 

a. Filter Des~. Inasmuch as much or the work at · 
Feuer~1te1n depende.d~r success upon accurate filters,, 'and.· 
since Dr. Glubrecht, the expert in this field, seemed to have· 
a knack.with such designs, he was asked to design filters to 
meet difficult., though not inJ.Poasible specifications, and to· 
expla1n both his computations and his reasons for the seleo-

.. · · tions he ma.de. In this wa!(. the .TIC OM engineering team ·hoped 
tcf arx-ive at a reasone.ble estimate of the efficiency of his 
methods .200 Standard type toroid coils .and --.commercial con- . 
densers were used. . .. 

10· •.. High rn:eed ·transmitters· for agent's· use •. Four sej;>e.rate 
proje1~ts were · volved: . ·. 

l97E.;,.l8. 
198 . . . . . 

An exception was the case of Za.ppe vho had. been arrested . 
. for irregularities and disliked Dr. Vierling; cf. E-19; pp 5 and 10. 

199M-6 : . ' . .· 

2oo:rt0~?; "~;:7~. P.- 42..L.M-4a lll• ..... . . ' ' . ·. . . ~ ' .-~. . . 

... >-~--· ~ ..... :_ ... .. 
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e.n automatic high speed signal generator, 
a light weight transmitter, 
a carrier regenerator on the receiver, and 
a single side band demodulator. 

When the dial of the signal generator was turned to any 
given letter a sign.al was generated and recorded on a steel 
wire or tape. This wire was run at high speed thI'ough the · 
.head of the transmitter (Taube) to make interception diffi-
cult .P if not impossible. The carrier regenerator (Spitz) · 
was originally designed to res:r.ore the suppressed carrier, 
whil13 the single side band demodulator (Kaethe) received the 
inte:rmediate frequency signal from an ordinary receiver 
(two 1nstruments 1 could be connected to demoduJ.ate two side 
ba.nd :s independently). An interesting departure from Ame:r>ican 
and Ja:r>1t1.sh practice .was that all filtering of carrier and 
side bands was at about 15 kc rather than at 100 kc. 

Aside from the high speed, this equipment was intended 
to r :educe tuning to a. mininnµn, so that short messages mi.ght 
be sent w1th2~fttle risk of detection: It was · said to be 
rather good. · 

c. Speech Scramblers and associated equipment. The 
major speech scrambling project still under development at 
the end of the war was treated under thl-ee heads: · 

( 1) A converter of the 11 Dudley1
' type consisting or · an 

analyser and a synthesizer •. The former measured certain fea- · 
tures of speech and reported these measurements in the form of 
a small number of smoothly varying voltages which together 
constituted a running description of what was spoken into the 
microphone. The synthesizer used such a -set of signal voltages 
to control an artificial speech reconstl:·uction process resulting 
in 8. fair imitation or the original. 

(2) Three fold wobbling the actual scrambling proces·s, 
was the second step. As projected, the device would provide. 
three stages of re-entrant band shifting~ however, the device 
was onl¥ partially construct~d. · · 
. (3J The wobbling called for a wobbling generator. A 
modl:Cied version of teleprinter cipher attachment SZ 42 · was 
to uupply the necessary key to render the whole secure. · 

201 . 
- M-4a; E-8 pp. 8, 2 and 6; E-7 pp. 46, 48, 50. 
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Particular features proved of interest, but doubt was 
exprE~ssed by American engineers as to the practicab111 ty of 
the apparatus as a whole .202 r 

. d. Crystal aontrolled synchronization or cipher tele-
printers ( Gleichlau.f). .. 

Next to the speech scrambling devices, this seems to 
have attracted most attention. A quartz crystal 'mechanical' 
frequency genera.tor .20:; represented the first stage iii this 
development. The &ynchronizating of two stations would be 
cut · to a minimum since, once synchronized, both would· 1'W1 
synchronously for 24 hours without resetting and send out 
enciphered space signals when no message was being transmitted. 
Such continuous transmission with adequate length or key would 
render it almost impossible Tor interoepters to determine where 
a mei3sage began or ended. The controlled synchronization would 
also overcome difficulties from interference and .fading of 
signals and minimize· the need for repetition of long parts of a 
messi!:l.ge. 

Intended for use with teleprinter cipher attachments of 
the :sz 42 type, the Gleichlauf project included, not merely 
development of the synchronizer, but also improvement 1n the 
cipher device itself, so that considerable information was 
obtained at Feuerstein respecting proposed changes 1n the 
Lore:nz SZ machines.20.q. Moreover, as above suggested, Dr. 
Vierling had visions of incorporating this principle in his 
speech scrambler. Rather full details were obtained.205 

e. Teleprinter cipher attachments. In connection v1th 
the Uleichlauf problem several Lorenz cipher machines (SZ 38 
and SZ 42) were turned over to Feuerstein for study. Vierling 
vas to adapt them to the use or his synchronizer and also to 
improve the cipher mechariism and hence all Lorenz ideas in 

. this connection were passed on to him. In consequence a fair 
picture or all contemplated changes could be eecured.206 

202vocoder: E-10; E-7 p. 21; M-4a p. Three fold wobbler: 
E-11; E-7, p. 26; M-4a p. Gleichlaur: ·E-13; E-7, p. 37; 

· M-4a. n; I-43. 

203M-4a h. 

204E-l4. 

205J:-43; E-13; E~l4; E-7, p. 37; M-4a n. 

206ii:-14. 

42 



DOCID: 3560798 

• 
3?.:·. Other Feuerstein projects were varied 1n nature. 

Feuers~e1n Labor,atory projects·of secondary importance to the 
TICOM eng1neer.1ng team were: . . 

ao Acoustic torpedo: Feuerstein engineers (were used to) 
designe!d a

7
coustic and filter comp-onents, AEG manUfact11red the 

torpedc1. 20 · 
b. Schornsteinfeger, an anti-radar coating for sub­

marines: deD~nded on quarter (later eighth) wave length 
.absorpt;ion. 2Uts · · · 

c .. Nachtfee,,. a night · fighter control system: based on . 
phase modulation . ~09 . . . 

d .. . Block circuit (wave trap) for intercept purposes. 
About 1;he size of a matchbox, cheap and very efficiel;lt. 
Eliminated powerf'Ul., fixed stations thus permitting reception 
of' weaJt signals. None found although produced 1n some number. 210 

e. Multiple frequency generation from one crystal: 
specially designed multi-vibrator circuits gave f'ully stable 
treque:::ic1es which were a2i harmonics of" the basic crystal 
frequeia.cy. The model covered Bo spot frequencies with output 
of some 80 watts. Important to the Germans whose supply of 
crystals was limited. 

f o Commercial radio rece1 ver. High selectivity and .. · 
sensi tiv1 ty, used untuned IF and RF ciruci ts and replaced · ·• 
tuned circuits by filters. Sole tuning control was a tuned 
oscillator c1rcu1 t. Essentially an. efficient electrical band·· 

· spread .eliminating difficulty of HF tuning. 
· So Voice frequency spectrographo Two constructed for the 
labora.tory vi th accuracy of 10-7. · 

ho Speech stretch~r. Device permits recording on steel 
tape sn4 reproducing at half (or double) speed without change 
ot pit;ch. Valuable in increasilig intelligibility of speech 
obacux•ed by no~ae or high spee·d and where ·unknown dialects 
were lnvolved. l.l. . 

207 Pa:r.•tial description in E-7, P. · 54. 
208v1erling stated that the only good protection was produced 
by IG .. Farben. E-7, p. 55. 
209se4~ E-7, p. 54·. USN got two complete sets. 

210M-:2. 

211E-'7, p. 36. 
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jL. H1Sh output centimetr.ic transmitter. Work was done 
at Hannover on a high output Magnetron transmitter and a 
cont1J1uous output of 2 kw had been. attained. Vierling told 
of wo:i""k at Erl~ngen· on a. Klystron transmitter giving a. much 
higher output. 

jG Electronic calculator. Would solve equations up to 
and 1.ncluding N6; resolve equat1ons r to sine and cosine functions 
where NO is represented by a fundamental frequency whose ampli­
tude is proportionate to the coefficient and the second and 
third hal'Dlonics, etc. The result was to be obtained instantane­
ously both as an Elysian figure land as a spot on a cathode ray 
tube.212 

' 

' . 

2121~-7, p 50. 
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VOLUME 8 

Chapter IX 

Cryptologic Activities of the German Meteorological Service 

Germa:n Meteorological Service was located near Bsrl1n • 
:a~a~aph 

. . 

Cryptographic Machines _of the German Meteorological 
Service were those used by .the German Army • • • • . . 

German Meteorological Service successf'ully cryptanalyzed 

• 34 

Russian Weather Systems. o • • • • • • ••••••• 35 

33. German Meteorolo ical Service was located 1n Berlin. 
~he <Jerman Meteoro og cal Service Reic We ter 1enst was 
locat ed near Berlin .at Glindow, Potsdam.217 · The Berlin head­
quarters, lmown as the Central We.ather Service Group ( Zentral­
wetti~rdienstgruppe), expanded during the war to include a 
secondary headquarters in Athens~21B Little is reported in 
TICOM sources concerning the formal prganization and size of 
the Service • . It is reported that a. cryptanalytic section was 
headed by a Seniorln~~~ctor Naumann who directed 10 specialists . 
and 20 to 30 helpers. ~ The intercept and other functions ot 
the Service were carried out by the Meteorological Intercept 
Control (Wetternachrictenueberwachung, abbreviated Wenueb) 
which was located at Glindov.220 This group covered trans­
missions of German, German allied, and enemy weather reports. 

An· outstanding feature of the German Meteorological 
Service•s· organization was its close cooperation with the 

2171:-84, p 7 • . 
218

1-102, p 2 .• 

219J:-84, p 1. 

220Jc-194, P 8. 

·' 
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German Air Force .. · Liaison extended down to the individual 
Luft.flat te~2~d to the various S1gnfil.l Uni ts of the Ge,rman 
Air Force. All German Air Force Signal Intelligence Uni ts 
had standing orders to pass all weather information to the 
neai•est weather · station. This 1nformation was derived pri­
marlly from enemy planes in the area.22} A weather evaluator 
was placed1n Section B of the Ch1/Stelle to expedite the hand­
liilg of all ~eather data and messages and to see that the 
German Meteorological Service received all captured material 
rel1:~t1ng to weather.224 Cooperation with the German Air Force 
was hampered by poor communications during the e8il'ly phases or 
the German campaigns in the Balkans and Russia. 

Communications within the German Meteorological Service 
were' normally by teleprinter networks 1n clear. This applied . 
to c~ommunications within the occupied area 1n Russia. How­
eveJ~ ~ vi thin German-allied areas such as Rumania, teleprinter 
traffic was enciphered.225 

It may be inferred that veather reporting within the ·· 
German framework was generally carried on 1n the usual manner. 
An example of the occasional unusual method is the dropping 
of parachutists behind the Russian lines for the purpose of 
sending back weather reports.226 . 

~4. C~tograph1c Machines of the German Meteorological 
Ser~i11ce verehose used by the German .Arm¥· For transDilssion 
~synoptics the German Meteorological Service originally used 
the international five-figure code with enc1pherment by means 
ot 13ubstitution tables for the initial digraph and the final 
trigraph of each group. The period for each table was three 
hou:rs. This system vas dropped because the operators could 
not distinguish between clear code and the enciphered version; 

2221-194. 
2231-109 •. 

2241~109. 

225I-194, p 8. 

·. 226I-194, pp io:·11. 
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this resulted 1n security, violationso To circumvent thi~ 
difficultys the five-figure group vas represented as a alx­
figure1 group. The final digit of the first trigraph and 
the initial. digit ot the sec·ond trigraph represented the 
third digit or the original five-figure groupo The 'six 
f igure1s were · then enciphered in the form ot tvo trigraphs 
and transmitted as a six-figure group. 
· The substitution tables tor the six-figure traffic were 

known as Siegfried tables. Fi-om 1943 on.11 Rmna.n1a, Hungary, · 
and Bulgaria used the German six-figure system with a special.· 
set of' substitution tables. Previous to this, an additive was· 
used 1.'or the reports. Stations l.ocated at operational head­
qua.rtE1rs at the front used the six-figure system with a spec1al. 
set of' tables o Earlie?' these i'Font stations had used § "hand 
key" to obviate the need for distribution of tables. 22·r 
EventuallY.11 on the Eastern front the plugboard Enigma was used 
to encipher weather reports and ~ipher instructions of the 

·. German Meteorological 5e:rv1ce o 22~ 
Ji:n 1943 and 1944 when the Germans became very active 1n 

HungaJ:iy,, the reports !statements of general weather conditions, 
e. g. J• Fair and Warmer) were enciphered by use of a rectangle 
conta~n1Dg a limited vocabulary and three sets of sl.1d1ng strips. 
The e1;r1ps were used for a 3 or 4 month period. Regular syn­
optica were enciphered on the plugboard Enigma. This rectangl~2g systeH was also used in 1943 by small airfields 1n the Crimea. 

~-. 
,,·, 
I'·· 

t
··,, 

····. 
~ ~ ·. 

:9 

One ot the most common weathel' reporting systems was the 
Zenit Coqe. The Zenit Code was used originally 1n its f'orm, 
but la.ter its letter groups, and still later its figure groups, 
were '~nciphered. The Zenit Code was used by reconnaissance 
plane1:1 to report weather conditions over enemy territory. 
Allieci air superiority forced the discontinuance of reports 
made i1hile over enemy territory, and a time lag resulted 
when jreports had to be delayed until the reconnaissance plans 
were again over German territory. ·As a supplement to the 
Zenit Ggde another code Im.own as the Astra Figures was 1ntro­
duced. 2.:>0 

2271-194, pp 10-ll. 
2281-194, p 11. 
2291-194', p 6. 
2301-194, p 7. 
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Two other common systems for the encipherment of meteoro­
logica.l data were the Barbara Key, which was known to the All~es · , 
from l.939 on, but was not replaced until 1945,, and the Raster, 
which was introduced in 1944. The Barbara Key is supposed to 
ha.v.e/ been replaced by a new, and undescribed system prepared 
by Ref'erat II B ot Signal Intelligence Agency of.' the Supreme 
Commar:Ld of the Armed Forces (OKW/Ch1) .23! 
. 11he other machine beside· the Enigma wbi.ch has been men-

tionecl for· weather use was the Cipher MB.chine 41 a, Hagelin 
with interlocking motion~ vhich was to have been ·used either 
with 1;he standard keyboard or as a special model with 10 keys.232 
This may be the machine referred to-as the replacement tor the 
Enigma. in JSJ?.U&rY 1945 which gave the plain and cipher text 
on printed tapes.233 

For telephonic oolDJ11UIUcat.1on or secret weather reportsJI 
ciphe:!" elements were l1m1 ted to . the cover name "FASAH11 

1 wh1ch 
indicated that the reports were weathers and the Group WIDDER. 
which preceded two 5 element groups vh1ch designated the station 
source. Encipherment of" such ~~orts took place only if the~ · ·-· 
reports later went on the airo~j . . . 

·In regard to the Gel'Dlan attitude toward the security of ··:-·~·· 

their Qwn systems, the following statement ot Dr. Walter Regula 
is of .particular 1nterestd "Russian military operat1:ons were 
faultlessly based on many years experience of climatic and 
weather conditions (it is thought) so that they did not need 
the c:urrent synoptics. "235 This statement was made relative 
to the question or whether the Russians worked on German 
weather systems. 

2331.-194. 

2341-19.lf.'. 

2351-196.d 

l 
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This ~rompted similar act16n by the Ru~s1ans. However, the 
Russians exchanged information concerning E:uropean Russia with 
Germany until the Germans discontinued because of the discovery 
that th~3Buse1ans were giving the German information to the · 
Allies. 0 Early Russian encipherment was by means or the , 
11 Copenhagen Cipher" with the later addition of additive tableso237 
In 1944 this system was worked on by the German Meteorological 
Service and by Regiment 353 using meteorological personnel.238 
Russian enciphering tables were captured early 1n the war and 
presented little difticulty.239 Prior to the capture the J 

Oerman.s read only 2 or .} days ot each · 3-week period. 240 The 
reconstructed and captured tables were used to read messagea in 
BerlillL, and then the .messages were . reenc1phered and sent to 
all illiterested parties bi radio. This sometimes resulted· in a 
considerable time lag.24 It soon became noticeable that the 
quali t.y and· quantity or Russian reports deteriorated. This · 
gave 1•!se to the belief that the Russians knew of the c.ompro­
mtse.2 2 The ~uality improved when the Russian front reached 
Hungai•y, but the cipher ~~a so simple that front line uni ts 
read the reports easily. ~ 

~~he other major missions of the German Meteorological 
Serv1c~e were concerned with Br1t1s94}feather reports and re­
ports trom·the Mediterranean area. Although it has been 
stated that the British weather could be read once 1n a while, 

2361-194, p 8. 
2371-120. 

2381-120. 
2'91-102. 

2401-194·. 

2411-194. 

f,?
421-194. 

2431-194. 

244i-84. 
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the Slgnal Intelligence Agency of the Supreme Command of the 
Armed Forces (O.KW/Chi) as a consultant was not able to break 
the British system introduced early in the war and the German. 
Meteorological Service had no greater 3uccess.2~5 

'rhe fact that Canada, the United States, a.nd Asiatic 
Russii!I. did not encipher weather a.t tbe beginning of" the war 
was of inestimable aid to Germany.24p The Athens group was 
aided considerably by the f~ot that reports from Egypt and 
Sudan were not enciphered.247 Further, the fact that reports 
from the Azores continued to be unenc1phered for many months 
after the Allied occupation was of" great assista.nce.248 . 

It would appear that there was little interest in the 
United States reports. Little, ii'" any~ work was done on 
American systems, and most ·or the necessary information WQ.~ 
obtained from the reports 1n clear sent by the Air Force.249 

· In 1941 and 1942, the Turkish weather systems were easily 
broken, but later changes made solution impossible.250 It 
has been categorically stated that·no attempts was me.de to 
read Japanese systemso251 

The German Meteorological Service's success may be measured 
1n psrt by the fact that in winter of 1942-1943 it had available 
almout all of the European and many non-European secret weather 

· repoJ~ts and. synoptics in greater volume than all the data nor­
mally available 1n peacetime.252 The intercept f'ac111t1es of 
the Clerman Meteorological Service were of· added value 1n that 
they were able to predict the Allied air attacks f'rom Southern 
Italy on Rumania and Hungary by evaluating the turning traffic 
over the various a1rf1eldso253 · 
245t-102, I-84. 

246!-194. 
247I-102. 

248!-194. 
249 

I-84, I-102. 
2501-194. 

2513:-84 •. 

252JC-194. 

253:c-194. 
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and personnel of the principal German ccyptana.lyt1c organ1-
zatic1ns. All available sources were used, including Ultra. 
In1t1.al consideration was given 28os1x targets, all of them 
then located 1,n the Berlin area. Prio~ity I was given to 
the Signal Intelligence Agency of the Supreme Command of the 
Armed Forces (OKW/Chi), thought to be· the principal diplomatic 
crypta.na1¥t1c agency. Priority II was assi~ed to three agen­
ciesr. {lJ Army Inspectorate :(/vI {OKH/In 7f'II), tentatively 
located .in the Jueterbog area.; (2) The Si&ns-1 Intelligence 
Agency of the Air Force High Command ( OKL/LN ABT/350) , pin-, 
pointed at Potsdam-'Wildpark and (3) The Signal Intelligence 
Agency of the Navy High Command (OKM/4 SKL7III), then located 
at Eberewalde. Priority III we.s assigned to two other tar- . 
gets: (1) The Army High Command Signal Intelligence Control 
Station (OKH/Chef HNW/LNA), located at Zossen; and (2) the · · 
German Admiralty Headquarters ("Xorallei:) located in the Lanke 
area. It is notable that Goering's "Research Bureau•: (FA) 
and the Foreign Office Cryptanalytic Section (Pers Z ~J were 
either not known or not listed at the time. Nei.ther were the 
changes in 'German army signal intelligence organization after 
October, .1944, properly out lined and evaluated . 

. All .of .the six priority organizations listed above were 
designated as Class B targets~ that is, large Sigint installa­
tions to be exploited by TICOM specialists. The smaJ.ler s:lgint 
organizations which had operated with tactical commands (Class A 
Targets)' were to be exploited 1n the same manner as other cap­
tured personnel and installations, with TICOM specie.lists. 
available if requested. . 

Since the Class PB 1' targets listed above were located in the 
Berlin area-, an area eventually to be occupied by Russian forces, 
initial consideration was given to a plan worked otit in conjunc- · 
t1011 with T(arget)-Force, Berlin. This plan contemplated a 
simultaneous seizure and exploitation ot the chief sigint cen-

. teru through an air-borne action. Plans :for this action were 
neaJ..~ly completed in December, 1944. By February, 1945, it was 
·clear -that the proposed action was no longer feasible. The 
rap:Ld Allied advances, the tactical, administrative and diplo­
mat:Lc problems involved, and the fact that most of the chief 
centers had either decentralized their activi_ties, moved, or 
wer13 preparing to move, ifcre the decisive . factors in the de­
cision . 

.. 
260~ -1,- -~ppendix . 

52 



DOCID: 3560798 

• 

The 1ult1mate action which TICOM took in regard to exploita­
tion vas based largely upon expediency. The_ exploitation plan, 
as revised 1n March, 1945, provided for six U. s.-Br1t1sh 
tar•get exploitation teams. In the actual expto1tat1on, team 

. asE11gnments were largely .disregarded. Administrative questions 
and availability or personnel were the principal criteria used 
fol~ assignments. · IJ.'eams vere dispatcheei to targets as the)' were 
ovE~rrun, notice being channeled ba,ck through the British Intelli­
gence 21 .Army Group, through Signal Intelligence D1v1s1on (SID), 
ETOUSA, or through_ General Staff - Intelligence (GSI(s)), 
Slli\i!:F. All .six :teams vel'~ eventually dispatched to targets. 

vnly tvo .oia.Jol' German siglnt.. centers vere found reasonably . 
.initact. and controlling the majority of their assigned personnel. 
Teilm k6, the first team sent out, left the United .Kingdom in 

-.... Ap:r11., 1945, and operated in the Neumuenster-Ploen•Flensburg 
area. It succeeded 1li apprehending and iaoiating most of _the 

,. key.personnel 1D the .Signal Intelligence Agency of' the Navy Higb 
Co1~d (OKM/4 SKL/III). _ Team #3 oper~ted in the Halle-Wei:lna.r­
Leipzig area from the end of' APril, 1945., until May 15, 1945. · 
It succeedtjd 1n apprehending ~d evacuating most ot·the personnel 
~nd some -of ·the docl.iment.s belon~1ng to the German Fore!. gn Offi.ce 
C_ryptana.lytlc Section (Pers Z SJ. , · . 

Due to· circu:nstances beyond their control the ·other teams 
did not achieve 91m1l~r s·uccess. Goering' a "Research" Bureau 
(FA), the Signal ~tel~gence Agency of· the ~upreme Command of 
the Armed Forces (OKW/Ch1), the army installations, and the 
Signal Intelligence Agency of the. Air Poree High Conimand 
(OKL/LN Abt-350)1had,all been.partially dispersed out or Berlin 
du:e to the bombings. In March and APril, 1945;, these agencies 
hs.d attempted to move southwards into the Munich-Salzburg area. 
As transpo.rtation became more and more .chaotic, and as place 

· af'ter place was overrun by the Allied armies, .most of the . orSani­
z.E~tlons seem to have disintegrated. ~qipment and records vere 
1'1st or destro-yed, and personnel returned to their home~, or· 
almpll' scattered at the approach or the allied armies. 

Team /fl, d1spatched to. the. Berchtesgaden area to search 
for traces .of the Signal Intell1&ence Ag.ency of the Supreme 
C<>mmand ot the Armed- Forces- ( OKW/Ch1) 1 . turned up the former 
h~'adquarters or Goering. fJ "Research II Bureau (PA and a ~d.ful 
ojr its personnel, secured the radio teleprinter commun1cat1one 
tir-ain which had been attached to Field Marshal Kesselring' s 
headquarters,· and located a German unit. designed to intercept · 
R1Jssian non-Morse (Bau~ot) traffic. Team ://2, sent to the same 
g1~neral area vith no specific mission, searched the Innsbruck 
a:t"ea, and was· eventual_ly dispatched to the Pilsen ·area, where 

( 



DOCID: 3560798 

i . 

it took charge of and evacuated the ke1 per~onnel 1n the ArmJ 
S:tgnal Intelligence Regiment (KONA #1) attached to Army Group 
C•~nter. . Team #4 left the United Kingdom 1n June, 1945, and 
p:roceeded to the v1o1nit;y of· Ebermannstadt, where 1t exploited 
the Vierling Lf:l~oratory lapeech scrambling development) at 
U:nterstein. It also made a.n unsuccessful search tor documents· 
of the Signal InteJ.,ligence Agenc~ or the Supreme Command of the 
J.~med Forces (OKW/Ch1J 1n the Schliersee area.. Team #5, consist· 
i.ngot tvo officers only, . supervised the diving operations 1n 
Schliersee ·which recovered . man1 ot the Cryptanalytic records · 
belonging to. the Signal Intelligence Agency of the Supreme 
Command ot the Armed Force.a ( OKW/Ch1) • . . . . ' 

· ·;a.· . Ai~raiaal or the TICOM operation.--In appraising the 
~,ICOM op'era ons, then, it ·can be s&Id th&t the effort achievec:J 
partial success 1n its principal objective--the exploitation or 
E~ll· the principal German 81glnt centers. Through the · efforts of 
~~s #) and #6, detailed information was secured on the organ1-
~:at1on .and succevses of the Naval and Foreign Office crypt­
~i.nalytic organizations. The-signal Intelligence Agency of the 
f~upreme Command or the Armed Forces ( OKW/Ch1) personnel who gave 
themselves. up at.Flensburg or were fished out of prisoner or 

. lir&r : channels, together with the Schliersee documents, h&ve pro­
duced e. reasonably complete picture of the OKW/Ch1 organization, 
c>perat1ons, and successes. :Pr. Voegele, the chief . crypt~lys:t 
<>f the Siglial Intelligence Agency of the Air Force High CoiDmand 
!~ OKL/LN AB'l'/,50) , was captured _in the French area. His 1.nfor- · 
roation, with that supplied by' senior German Air Force signal 
c>ff1cers and technical personnel at fol'Ward units, produced · a 
good picture or the German Air Force Signal Intelligen~e . 
:~ervice and its c1'7,Ptanalyt1c achievements (although much or the 
ln1'ormation was secured by agencies other than TICOM). '!'he . 
Jrirst definite 1ntomat1on on Goering•e "Research" Bureau 
c:ame with ~he discovel'y. of its former headquarters at Kaufbeuren 
A te,w or its personnel were taken, but its records and mach1ne,,ry 
were never located. The army organizations, with the notable . 
·~xceptions o.t Nachrichten Autklaerunga Abteilimg 11 (NAA ll), in 
lforvay, the Oerman Signal Intelligence Regiment #1, Kommandeur 
ciel' Rachrichten Autklaerung #1 (KOBA #1) , and a handful or· 
11pec1al1sta,, seem to have dissolved neatly into prisoner of 
WU C&lilpS or the <Jerman countryside.. . 

- The TICOM organization continued to tunotion 1.u.itil Novemb~r 
:25~ 1945, in order to register and distribute the documents · 
1oaptured. · 
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WAR DEPARTMENT· 
TEE CHIEF OF·STAFF 

WASHINGTON 

.August 7, 1944 

Dear. Elsenhower.: 

\ ' Following up my radio to you of August 7"tth concerning 
the organization of a.n American tea.in to participate with the 
Br1 ti sh Government Code and Cipher School !._·.·~ an investigation 
or German Signal Intelligence activities, I am enclosing a 
list of subjects for inquiry. The attached tab sets forth 1n 
1temiz13d form the matters which ve believe should receive 
primary attention. This schedule should be considered merely 
as a p:reliminary guide for the nature or the material uncovered 
in the early stages and .1n a large extent govern the course of 
the investigation. 

Genera.l D. D. Eisenhower, 
~·:preme Headquarters 
Allied Expeditionary Force 
London., England 
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Faithfully yours$ 

/s/ G. Marshall 

G. Marshall 

Certified a true copy, 

T • J • BETTS 
Brigadier General 
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SCHEDULE OF SUBJECTS FOR INVESTIGATION 

1. Complete cryptographic and cryptanalytic data on file 
at Germe.n centers, as well as equipment and operating instruc­
tions pertaining to the same. 

2. Inf'ormation as to the exchange of technical crypto­
graphic and cryptanalytic knowledge between the Germans and 
other Ax1s powers, together with information on the crypto­
graphic and cryptanalytic methods used by the latter so far 
as 1a known to the Germans. 

3. Equipment used for intercept .and direction finding 
purposes; special methods and apparatus for the rapid forward­
ing of raw material to cryptanalytic ~enters. 

4. Methods and procedures employed 1n traffic analysis. 

5. · Methods and procedures employed in correlating and 
fusing in.formation from traffic analysis and cryptanalysis. 

6. Speech secrecy equipment, cryptographic facsimile 
encipherment., and all non-Morse cryptographic equipment ae 
used both on wire lines and on radio circuits. 

7.. The chemical names as well as the military designa­
tions crf all secret inks, the formula of the developers, details 
of the manufactu~e o~ micro-photographs, and all details of· 
all methods, film and paper. · 

8. Radio and radar-jamming and ant1-j&mm1ng equipment and 
techn1.c1ues. 

9 .. Complete int'ol'Dlation on the HS-293 and PX-1400 guided 
miss1l•~s, together vi th complete details of other s1m1lar remote 
control equipment. 

Certified a true copy. 

T. J. BETTS, 
Brigadier General. 
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UNITED STATES FLEET 
HQ OF THE COMMANDER IN CHIEF 

NAVY DEPARTMENT 
WASHINGTON• .. DC 

·serial: 002577 

TOP SEC:RET 

From . Commander in Chief, U. S. Fleet 

To Commander, TWELFTH Fleet 

6 Sept. 44 

Subj : Plan for Examination of Ge:rman Radio Intelligence 
Organization 

1. A combined British-United States plan is being evolved 
for the examination of the· German radio intelligence organization 
immedie.tely .following the cessation of hostilities. The partici­
pation of the U. 8. Navy in this project is to be conducted · 

· jointly with the U. S. A:l.'my. 

2. Colonel George A. Bicher, AUS, now on duty at Supreme 
HeadqueLrters, Allied Expeditionary Forces~ has been directed 
by the Chief of .Sta.ft, U. s. Army, to assume direction ot the 
U. s. Army participation in this project~ Lieutenant Commander 
Robert B. Ely, III, USNR, now on duty in the Office of the Chief 
of Navnl Operations, is being ordered to report to Commander, 
TWELFTH Fleet 1n order to assume d1rect1on of the U. 5. Navy 

-· participation. Additional naval personnel will be assigned as 
necessary. It ia the present intention not to order any naval 
otticeJt-s senior to · rank of commander to this project; there­
fore, all naval personnel will be under the immediate direction 
ot Colc)nel Bicher. 

. p. Detailed instructions will be issued to Lieutenant 
Commander Ely prior to his .departure from Washi.ngton. 

4. It is desired that the navai party engaged 1n this pro­
ject be a.f'forded all rac111t1es that will assist it in the accom­
plishment of its mission. 

Copy to: Cos, U.S. Army (G..;2) 
Op-20.;.G 

/s/ R. S. EDWARDS 
Chie.f of Sta.ff • . 
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SHAEF/;ISC/41. 

HEADQUARTERS 
EUROPEAN THEATER OF OPERATIONS 

qFFICE OF THE COMMANDING .GENERAL 

9 October, 1944 

. SUBJEC1r: Investigation of German Signal Intelligence 
Centers, Personnel and Equipment. 

TO Colonel George A BICHER, 
Signal Intelligence Division, 
OCSIGO,, ETOUSA, APO 887. 

1. The Chief of Staff, U. 8. Army, 1n a. letter to the 
Supreme Commander, Allied Expeditionary Force dated 7 August 
1944, directed that an American organization participate 
jointly with the British in plans for a complete 1nvest1gat1on­
of German Signal Intelligence Centers, personnel and equipment 
prior to and arter cessation of hostilities. 

2. As .Director, Signal Intelligence Division, Office of 
the Chief Signal Officer, ETOUSA, you are directed by authority 
of the above mentioned letter, to effect the necessary liaison 
with the British authorities on this matter and to formulate 
plans to carry out the wishes of the Chief of Starr, U. s. 
Army, for presentation to this .Jiaedquarters. 

3·. In this connection you are further advised that by 
letter· of" 6 September 1944, the Chief of Sta.ff, U. 8. Navy 

. directed that the U. S. Navy join with the u. S. A-rmy in this 
ndssiain, and appointed Lieutenant Commander Robert B. Ely III,. 
USNR, to assWiie direction of the U. S. Navy participation. By: 

. the tei-rm.s of this letter Lieutenant Commander Ely and all other 
,naval personnel will.be under your immediate direction. 

By command of General EISENHOWER: 
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T. J. BETTS, 
Brigadier General. 



DOCID: 3560798 

CONFIDENTIAL 
Op-26-o/ar 

MEMORANDUM 

15 September 1944 

From: Assistant Director Naval Communications (OP-20-G). 
TO : Lt. Comdr. R. B. Ely, U8NR. 

Subj: Instructions Concerning Special Duty. 

Ref: (a) Letter of General Marshall to General Eisenhower of 
August 7, and enclosed list of subjects. 
(b) COMINCH Serial 002577 ot 6 Sept 1944. 

l. In accordance with reference (b), you will be in charge or 
the naval participation 1n the plan covered by references (a) . 
and (b), under the immediate direction of Colonel G. A. Bicher, AUSo 

2. Op-20-G's . interests 1n the plan include all of the items set 
out 1r.i the enclosure to reference (a), except paragraphs 8 and 9, 
with the. f olloving addi t1ons: . · 

JCtem 2 We are likewise interested in any collaboration 
- with neutral or non-belligerent powers. 
Item 10 (new) Complete information as to 4ev1ces, methods 

and procedures 1n handling transmitter and operator 
identification. 

3. As soon as possible after arrival in U. K. 1 confer with 
Colonel Bicher to cover the folloving points: 

!a} the estimated number, location, and nature of targets. · 
. b the anticipated changes in these targets. 

c the existing arrangements for personnel and material 
to cover these targets. 

(d) the kind and number or additional personnel vhich it 
appears should be provided by the u. 3. Navy to assist 
in the conduct of this mission. 

. - . 

4. Upon conclusion, and, if necessary, during these conferences, 
full reports and recommendations should be sent to Op-20-G, em­
ployj.ng CSP 1803 held by Commander TWELF'.11H Fleet. 
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'j~ Reports a.nd recommendations thereafter will be ma.de upqn 
any changes in the basic plan being proposed which require the 
concurrence of the Director of Naval Communications$ and upon 
such changes being made. 
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/s/ P. R. Kinney_ 

P. R. KINNEY 
Captain> U. s. Navy 
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SHAEF 

Stat'f Message Control 

OUTGOING MESSAGE 

p r 1 o r 1 t y 

TO: SIXTH ARMY GROUP FOR G-2 1 TWELFTH ARMY GROUP FOR 0-·2, 
EXFOR FOR G5I 

PROM: 

REF NO: 

SHAEF MAIN SIGNED SCAEF 

s-84149 .· 

CITE: SHOBI 

~00: 0515008 

l. Particularly desirable is special handling ot German 
signal intelligence targets which may be overrun and captured 
w.1th or without previous knowledge of their location. · A sig-
nal intelligence target c·onsists of: · · 

· (A) A center at which Gel'Illan codes and ciphers are 
produced or at which research is done on them, or 

(B) A center at vlllch cryptanalysis, interception 
and traffic analysis, or other activity to gain intelligence 
from non-German signals is carried out. 

2. TICOM is a joint combined target intelligence . COD·,;_:.­
tee organized to implement the desires of the Chief ot Staff, 
US Army, the Commander in Chief, US Fleet, and the Chail'JD&n 
LONDOJI S1g1nt Board, and made responsible for the complete 
e.xploj.tation of German signal intelligence centers. 

3. Upon location of such a target, it is desired that 
' the custody of the target be released to the nearest Sigint 

Unit, who vill seal it and establish a gu&l'd, notifying by 
raste:~t possible means thru Sigint channels the Director, SID, 
ETOUSA or Director War Station of the nature and extent of 
the t1!1rget. · 

-4. TICOM experts vill be dispatched at the discretion of 
the Director, SID, ETOUSA or Director War Station for the pur­
pose or exploiting the target, and they &l'e hereby authorized 
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to take exclusive custody of the target, and to return any or 
all or its contents direct to such places as may be designated 
by them. On completion of their investigations the· target·w111 
be released to the occupying force. 

5. Instructions contained herein B.l.~e to be applied to 
special targets as defined above and do not conf'lict with 
existing instructions for the passing back of captu~ed Sigint 
documents and equipment from normal enemy message c~nters 
througA Sigint channels. 

6. It is desired that e.11 units down to anc including 
divisions and all Sigint units be notified of these instruc­
tions. 

ORIGINATOR: 

INFORMATION: 

G-2 

SGS 
G-3 
G-4 
SIGNALS 
OM ZONE 

.G-2 WAR DIARY 
.SHAEF FWD 
SUMMARY 
AG RECORDS 

AUTHENTICATION: T. J •. BETTS, 
BRIG. GENERAL 
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·voLUME B 

Chapter XI 
.• 

The Chief Signal Officer of the Supreme Command of th~ 
Armed Ji'orces ·and the Armed Forces Signal Communications Group 

Paragraph 
The Armed Forces Signal Communication Group as a subject 

of interel:it to TICOM. • o • • · • • • • • • · • • • • • • • 39 

Provenance of TICOM 1nf9rmation on the .Armed .Forces Signal 
Commun'-cation Group • • • • • • • • • • • • • • . • • • . • 4o 

Position of the Chief Signal Officer of the Supreme Com-
~d ot the Armed Forces f'or coordinating signal and · 
si~al intelligence matters • • • • • • 0 • • • • • • • ~l 

Detailed description of the duties of the component 
,siections of the,Armed Forces Signal Communication 
Group based on a translated German .document ••• • 0 

· Relation of the .Armed Forces Signal Communication Group 
to the A.mt Ausland und Abwehr of the Supreme C~:>Jnmand 

of the Armed' Forces and to the Re.1ch Main Security 
Office ••••••••• • • • ~ • • 0 0 • • 0 . . . . 

• 42 

• 43. 

. 3'9. The Armed Forces Slgnal Communications Group as a 
subject of liiterest to TICOM. Determination of the authority 
or aut.hor1 ties responsible for direction and . coordination of 
all S1.gnal intelligence matters 1n the Geripan .Armed Fo!'Ges is 
pertiltent for an understanding of the relationships between 
the ve.rious service agencies . studied by TICOMJI the Signal 
Intelligence Agency of the Supreme Command of the Armed Forces 

. (OKW/w.FSt/~WNV/Chi)JI the Radio Defense Corps (OXW/WFSt/Ag­
WNV/PtL III), the Signal Intelligence .Agency of the Army High 
CommarLd ( OIH/GdNA) 1 the S1~a.l Intelli~ence Agency of the 
Air Fe>rce ·High ComDiand (OXL/LN Abt 350), and ·the Signal 
Inte1JL1genee Agency .of the Navy High Command (OXM 4 5XL/III) o 

The TJLCOM Interrogations only afford general statements that 
liaison did or did .not exist (the 1mi>l1cat1on generally is 
that liaison left much to be desired) although investigation 
of thu work records and reconstruction of the operations of 
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the va~ious agencies have indicated considerable exchange and 
cooperation. (In some 1.nsta.ncee bette1• relations existed 
between individual service agencies· and the two known non­
service agencies, the Foreign Office Cryptanalytic Section 
(Pers ZS) and Goering's "Research" Bureau (.FA)the Nazi Party 
radio intelligence and cryptanalytic agency) than existed among 
the service agencies themselves. An original German document 
giving the organization of the Armed Forces Signal Communi­
cations Group .and indication of the duties and responsibilities 
of its components is available dated 28 September 1944.270 
The plcture presented by this document is valid only tor this 
date. Additional documents are available and have been used 
in the TICOM report on the Signal Intelligence Agency of the 
Supreme Command of the Armed Forces· which aho~,1the changes 
vhl~h were effected up to the end or the war. ~ 

!~O. Provenance of Ticom in.formation on the Armed Force a 
81gnal Communications Grou¥. This document was obtained f'rom 
Lt. Oc>l. Arntz, the. a!oe o General Praun; the Chief Signal 
Offic•~r (Chef WNV) • Arnt:Z had been the aide of Praun' s pre.:. 
deces::ior, General Fellgiebel, who was executed for his part 
1n thi9 20th of July plot. Arntz ·stated that. Fellgiebel had 
informed him of the plot prior to the attempt on Hitler's 
life .a.nd for this reason Arntz, although undetected by the 
Gest~po, availed himself of an opportwiity to inspect front­
line divisions and surrendered near Remagen. He brought with 
him the documents cited and volunteered add1tiona1 i.n.for­
mation in his various interrogations.272 

270Ip· 163-C, ''Anlage zu AgV?fV/Z Ia Nr 2109/44 geh 28 Sept 
44. '' IF 163-D, APpendix to Armed Forces Signal Communication., 
Operat1ons Section Nr. 2109/44 Con£1dent1al dated 28 Septem- · 
ber 1944 is the translation. 
271se1e Volume III Chart 1 showing the organization of the 
Signal Intelligence Agency of the Supreme Command of the 
Armed Forces. Cf'. I 3 9, DF 8, 91 and 12. 

' 272n~ 163.. parts A-E and IF 108. IF 163 is the field 1nterro..; 
gatic:>n or Arntz and photostats of the documents he brought 
with him. IF 108 is the CSDIC (Combined Service Detailed 
Inte:rrogat1on Center) interrogation.~-

I 
/ , 
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4i. Position of the Ghief Signal Officer of the Supreme. 
Command of the Armed Forces for coordinating signal and signal 
intelligence matters. One 0£ the departmental dlVisions of the 
Armed Forces Operations Staff of' the Supreme Connnand of the · , 
ArDled Forces (Oberkommando der W'ehrmacht/Wehrmacht Fuehrungsstab, 
abbreviated OKW/wFSt) was the Armed Forces 'signal Commun1cat1ons 
Group (Amtsgruppe Wehrmacht .Nachrichten Verbindung, abbreviated · 
AgWNV). The Chief Signal Officer (Chef 'WNV) was the head of 
th1.s department and at the same time held the office of Ohi.ef 
Signal Officer of the Army High Command (Chef des Heeres 
Nachrichtenwesens, abbreviated Chef HNW): , . 

Chief Signal Officer, Supreme Command 
of the Armed Forces 

( Che.f \fNV) 
and 

Chief Signal Officer of the Army 
" High Comm.and 

· (Chef HNW) 
Lieutenant General Praun · 

(formerly Fellgiebel) 

Armed Forces Signal 
Communication Group 

(OKW/AgWNV) · 
Lieutenant General Gimmler 

(formerly Thiele) 

r Armed Forces 
Hadio Security section 

(OKW/AgWNV/Fu) 
Colonel Rosenkranz 

Al:-med Forces 
WirE~ Communications 

( OKW I AgWNV /KF A) 
Col <mel v. Knobel sdor.ff-
. Brenkerhof f 

Army i1ghlCommand 
Signal Communications Troops 

( OKH/l{dr .FNT) 
Colonel !Ahrens 

Signal Intelligence 
Agency of Army High Command 

, (OKH/GdNA) 
Colonel Boetzel 

(See Vol time IV ChB.l' t 2) 

· ···· s;Siial .-i~te~ligeriee 
Agency of the Supreme Command 

of" the Armed Forces 
( OKW I AgWNV /Chi) 
Colonel Kettler · 

· /_See Volume III Cha.rt . !l 

Armed Forces 
Signal Equ1,Pment 
(OKW/AgWNV/GBN) 

Colonel Dr. Inge. Grube 
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It is apparent that Praun was 1n a position to effect any 
necessary liaison between the Supreme Command of the Armed 
Forces Communications Group and the related Army High Comma.rid 
agenci.es. Keitel stated that Praun"' in addition to his 
double function of working f"or both the Supreme Command of 
the Armed Forces and for the Army High Command 1 was also in 
close contact with th~ Navy High Command and with the Luft­
waffe and drew personnel from them.273 This presumably applies 
to Signals personnel in general rather than to Signal Intelli­
gence personnel ,or even cryptanalysts. Arntz testified ,to the 
efforts of Praun, based on personal liaison, to improve rela~ 
tions with the Navy, Air Force, and Reserve Army in Signal 
Equipment matters and infers that the high position of' Doen-
1 tz,, G'oering,, and Himmler,, the heads of these organizations,, 
made. a;ny co opera ti on extremely difficult. 27 4 

~·2. Detailed descr.iption or the duties of' the component 
sectic•ns' of the Armed Forces Signal Communication Group based 
on a translated German document. The following description of 
the AI'med Forces Signal Communications Group is based on trans­
lations of the organization order of 28 September 1944. The 
avails~le translations have been checked against the German 
original and where necessary the German terms will be indi- . 
cated.~75 The actual telephone numbers of the various agencies 
·and even the home telephones of the departmental heads are 
given on the order but have not been reproduced here. All but 
the R&dio Security Section were reached through the headquarters 
switchboard of the Supreme Command or the Armed Forces, it was 
reached through the switchboard "Dietrich". The order reads: 

Appendix· to .Armed Forces Signal Communications 
Operations Section Nr 2109/44 Confidential (Geheime~. 
28 September 1944. . 

Extract from the directives and work schedules f'or the 
C:hief Signal Officer of the Supreme Connnand of the Armed 
Forces a.nd the Chief of the Armed Forces ~1gn.al Commun1-
c:ations Group and subordinate departm~nts. 

273Keltel, Chief or Armed Forces High Command,, I 143. 
274IF 108 .. p 2,, paragraphs 10, 11,, and 12. 
275ThEt German original is IF 163-D, the document brought 1n by 
Arntz.. This is translated verbatim in IF 163-C. Another version, 
which omits some of the Teutonic details, is IF 108, the CSDIC 
interJ~ogation report on Lt. Col. Arntz circulated by the British. 
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Chef WNV l). The Chief Signal Offiqer:~·or the Supreme Command 
ot the Armed Forces controls ~ed F~rce s+gnal 
Commands. His permanent deputy is 'the Chief of the 
Armed Forces Signal Qonmninication Group. . • . • • .• 

J · . · ·, .. . Lt • · Gen. Praun ' · 
. . • · : · ! , ., outer Office, Registry 

of Top Secret Corres-
, . pondence • 

AgWNV 2). Chief of the Armed Forces Signal Communications Ozaoup. 
Lt. Gen. Gimmler 

.. outer Office, Duty 
Officer. 

The Armed Forces Signal Communications Group includes: • 
Centr,al Group (Z-Zentral Gruppe) 
Military Wire Communications (KFA-Kriegs.fernmeldeab-

. te.ilung) · 
Chief of Signal Equipment · (GBN-Generalbevollmaech­

tigter FHr Techn. Nach-
richtenmittel) · 

Radio Security Section (Fu-AbteilungFunkwesen) 
Signal Intelligence Agency (Ch1-Ch1ffr1er Abteilung) 

The Armed Forces Signal Communication Group is the agency 
th.rough which the Chief Sign~l Officer controls the Armed 

.Force Signals Commands. The Signal Commands are authorized 
to1 c~rry on correspondence vith the Armed Forces Signal 
Co,mml.in1cat1ons Group by virtue of their position 1n the 
chain of command. · . . . . · . .. .. . . . 

AgWNV/Z 3) central Group U('the .ag~.ticy through which the Chier 
$1.gnal Off 1cer of the . Supreme· Command or the Armed Force a 
c0tordinates the control ot the.Armed Forces Signal Admin1s- . 
tr·ation Group. . . .·· · Lt. Col. Trosken 

z Ia: Employment and .Organization, Directives, 
Journal, Mobilization a.il.d Demob111za.t,ion. 

· · Major. Adler 
z Ib: Personnel, Travel, Assi~ents, Transfers, 

peace-time e.nd we.r-t1111e T/O's and T/E's, fur­
loughs, billets, alternate . of'fiees, ~regulations, · 
gas and air def'e~s~.--- . · . Major Proebster · 

z Id: Administration, -business, .. f'inance, transfer of 
f'oreign currency, pay. class1f1cat1oris, illnesses 
and accidents of employees, group fest1y1t1es, . 

.. ...... 
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papers for official trips, ration cards for cloth­
ing and equipment, subsidies and assistance, fur-
lough control. Civil Official (Amtsrat) Waak 

Z Ie: Liai'son office in the Post Office Department 
(RPM), business dealings with the Poet Office by 
the Armed Forces in nons1gnal .technical matte?'s, 
deferments .from militai-y service, special wire­
commun1cat1on personnel. Lt. Col. Neumann · 

Registry O.f.ficeo Secretariat of" Central Group, un­
classified and Confidential letter registers. · 

. · Neitzel (civilian) 
AgWN V/KFA 4) Military Wire Communications Section, responsible 

for Armed Forces Wire Communications, organized 
into sub-sections ( Stabs-r.e.ferate). . 

Col. v. Knobelsdorff­
Brinkerho.ff'. 
outer Office-Secret 
Letter Register · 

St/O: Internal department matters,. personnel matters, 
correspondence concerning specialist personnel of 
the Post O.f.fice Department, procurement and 
employing personnel for special 'missions, motor 

. vehicles and motor . .fuel. Major Bl"Ueggen 
St/P: Planning 13.lld construc"tion or channe'ls for long 

8Jld very long dietanoe traffic (long distance . 
cables, carrier frequencies, decimeter and radio . 
teletype lines L large signal installations, ins­
tallations and equipment for field headquarters, 
spare parts and , supplies for carrier frequency 
and decimeter lines, employment or specialist 
personnel of the Post Off"ice Department and the 
Long Distance Cable Company, Technical advice. 

· · KVR (War Of'fic1al?) Pippart 
St/F: Armed Forces Signal Officer at Hitler's Head-

quarters. Major Lohse 
KFA I: Network layout according to tactical situation, 

gaur~1n$ of signal !Jlstallations against a1r raid 
damage (jointly with St/P), arrangements f'or com­
munications for special trains, special missions, 
agencies serv~d outside the Armed Forces and 
allied (Axis) nations, employment of special units, 
basic problems of signal communications, tra.ffic 
monitoring, priorities 1n signal traffic, official 
extensions in residences, administration of equip-
ment,. Major Magnussen 
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KFA II: Raw material control, procurement and supply, 
priorities .tor procul'ement and special construct­
ion projects, Long Distance Cable Planning Com­
mittee, financial planning for construction pro-
. jec.ts with government f'unds, depots .tor apparatus 
and technical. installations ("LA.TE"), d~pots for 
telegraph construction material ' ("LYBZ"). 

Civil Official (.Aniterat) Keutel 
KFA III: Wiring plans for all agencies served, card 

indexes and plans of special net works. 
Lt. Col. Dr. Bethge 

Secretariat: Confidential and Unclassified Register. 
Civilian Schack 

Ag'Wltv /Fu 5) Radio Seouri ty Section. Col. Rosenkranz 
Fu I; Organization and empl"oyment, basic radio regu- ·. 

lations tor Armed Forces and gove:rnment .Agencies, 
special radio connections, T/O 0 s. . . . . 

Major v. Laffert 
Fu Ia: Radio traf"fic at field head quarters, officer 

personnel, detachments, journal, reports on acti­
vities, section orders, special certificates. 

Capt. Pohmel' 
Fu Ial: Employment and distribution of codes, Armed 

Forces code regulations, enlisted and civilian 
personnel, internal departm&nt matters. 

' . . Capt. Mushake 
Fu lb: Radio trarfic control tor Armed Forces and 

government agencies, ·general frequency distri­
bution, control of broadcasting and sections, 
1dent1f1cat1on .ot hostile propaganda stations, 
wartime radio transmitting permits. 

Civilian Mohr 
Fu II: Procurement of equipment for Radio Counter­

Intell1gence, tor OKW and: government agencies, 
priori ties, raw material. allotments, procure- . 
ment or motor vehicles, evaluation or equipment · 
ot agents. · 

. Col. Fuchs 
Fu III: THE RADIO DEFENSE CORPS. 5uperv1s.1on of 

Radio counter-1ntell1~ence cooperation vith 
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Ag\.INV/GBN 

other counter-intelligence (Abvehr) organ1zat1ons~76 
Major v. Barry 

Secretariat: Secret, Conf'1dent1a.l,, and unclassified 
. letter register, conducting of business trans-
. action. Secretary Reinhardt 

6) Chief of signal Equipment. Securing or signal 
equipment for Armed Forces and government 
agencies,, control over develQPment and me.nu-. 
fac~ure, special missions.277 Col. Dr. Inge/Grube 

· Outer Office, Se~ret 
. . Register. 

GBN/A: Staff Specialist, .internal department 
matters., Major.Zellien. 

GBN/B: Special Suppl.y problems,, particularly spare 
parts supply, equipment repair. Capt. Gorn 

GBN/St: (Officer tor special assignments),, special 
missions, export, in-short~supply metals. 

OBN/I: 

GBN/II: 

Major Tuexen . 
Wire Communication equipment. 

Major Henkel 
Radio and special communication equipment. 

Major Dipl. Ing. 
Gloeckner 

GBN/III: Military economy and general economic matters 
(industrial matters, labor, raw materials, prior-

·. i·~iea) o • Major Doelitzsch · 
GBN/IV: Tube Office (vi:re and radio). . 

Col. Baldus 
276For.a . .full d.1scuss1on o.f the Radio Defense Corps see the write 
up of that organization. '!'he field organization,, its operations,, 
11aisoiri with the Abwehr and Reich Main Security Office and Italian 
Counter-:I.atelligence, and an evaluation of its techniques is avail­
able from· the written report of a field commander of a counter­
intelligence regiment 1n the West,, Captain Wilhelm Kelch (IF 176} 
Discussion of the history of the Radio Defense Corps,, personalitles, 
cryptanal1t1c liaison,, etcetera may be :round in the interrogations 
of Ar.n1tz {IF 108 and IF 163) a.nd of Mettig ,of the Signal Intelliv­
gence Agency of the Supreme Command of the Armed Forces, I 115. , 
Also s1ee I 21, 26, 162. 
277It should be noted that a separate organization .for develop­
ment and supply of signal equipment existed in the Reserve Ar.rmy 
under Himmler, the Army Ordnance Developing and Testing Group, 
Signal Branch. Arntz testified to Praun's dif'.f1cult1es 1n 
secur:l.ng cooperation at so high a level. 
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AgWNV/Ch1 

GBN/Secretariat: Registry of Confidential and un-
classified letters. zt.~:~e~~;)han 

7) THE SIGNAL INTELLIGENCE AGENCY OF THE SUPREME 
COMMAND OF THE ARMED FORCES. Col. Kettler 

Ch1./Z: Personnel, internal department matters. 
Major Lober 
Secretariat 

Chi/I: Organization, employment. Major Mettig 
Chi/II: Evaluation 0£ Radio messages. 

Lt. Col. Seyfarth 
Chi/III: Reception of radio messages. 

Lt. Col. Kaehler 
Technical radio specialist. 

Civilian Official 
. . - , (Reg Baura t) 8alzbrunn 

CM/IV: Decoding (Cryptanalytic). Group .. 
Principal Specialist 
Fenner 

Ch1/v: Wire Communications. Technical Inape.ctor 
("Techn.Ob1nsp.") 
(N) Buck 

Chi/X: Special problems "X" 1n accordance wtth 
special instructions. Lt. Col~ V. Kalchstein 

43. Relation of the Armed Forces Signal Communications 
~roup · to· the Amt Ausland und Abwehr of the Sutreme Command of 

he Armed Forces .and to the Reich Main Securly Office. From 
the duties assigned to the various departments of the Armed 
Forces Signal Communications Group it will be seen that the 
Armed Forces Signal Communications Gr9up was concerned with the 
signal commun1cat1on phase of general censorship. The primary 
responsibility for wartime censorship was given to a separate · 
division of the Supreme Command of the Armed Forces, the Amt 
Auslandnachrichten und Abwehr (Foreign· Intelligence and Defense­
the la.st specifically involving the employment of agents b~ the 
Germans a.nd counter-intelligence measures against agents).•· 7tj 

278 . TF29, Die Ueberwachung des Nachrichtenverkehrs im Kriege, is 
the Secret regulations and duties of the German c~nsoreh1p organi­
zation. The issuing authority is not given nor .is the date but 
the Abwehr is named as the responsible authority in the Supreme 
Command of the .Armed Forces. 
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The functions of the Amt Ausland und Abwehr were taken over 
in early 1944 by Himmler in the Reich Main Security Office 
(RSHA). The functions were divided, responsibility for censor­
sh1~ and counter-intelligence being given to the Gestapo 
(Amt IV of RSHA) and the foreign 1ntell1genc~79unctions going 
to Amt Ausland {Amt VI, under Schellenberg). The Abwehr 
f 1eld organization was not disturbed in the reorganization, 
howeve:r, but was directed by the Reich Main Security Office. 
Various officials ot the Abwehr were involved in the 20th of 
July Flot, e.g. Admiral Can.aria ap d Col. Hanson, former 
heads of the Abvehr. Details ' of the censorship organization 
and ot" the Amt Ausland und Abwehr ot the Supreme Commend of 
the ~'L.led Forces have not been investigated by TICOM. 

279For details of the Abvehr see IF 216 A and B. For the organi­
zation o.f the Reich Main Security Office see the same documents 
and the interrogation or· the head of Amt VI of RSHA, 5chellen~ 

berg, IF 164. · Some discussion of the relation of the Abwehr 
with the Signal Intelligence Agency of the Supreme Command of 
the A.rmed Forces is given 1n the volume on that agency, Volume 
III. The RSHA and the Abwehr are also discussed in connection 
with Goering's Research Bureau, Volume VII, paragraph 6. 
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VOLUME 8· 

Chapter XII. Physical Compromises 

.:. · Paragraph 
Int1'.'oduction ..•. o ••• o ••••••••• o ••••••••••••• .- •• ~ •• · ....... 44. 
United States Systems •••••.•••••••••••••••••••••••••. •.,. 45 
Sys1~ems other than Uni tad Sta tea. . . • • • • . • • . . . . . • . . • •. • • . 46 

44. Introduction.--A pa:rt--p:robably a ve:ry small·pSrt-­
of the success of tlie Axis powers in dealing vith foreign 
cryptographic s;ystems vas due to physical compromise of the 
sys1~ems. Unfortunately 1t is in moat cases not pos$1ble to 
det,:trmine by vha.t route the into:rma.tion reached 'Axis hands. 
A tev cases are known to be ot the "cloak-~nd-dagger" type, 
whe:r.e1n a document was bought or stolen. Mol'e are cases o~ , · 
simple capture, either in action, or a:rter the owner had 
fled.,, as at Dunkirk. But most of the instances of physical 
compromise known :rrom TICOM solll'ces are known.only in the 
barest 011tlines: either a prisoner of war simply said, "We 
had a cop3 of such-and-such," or the copy itself vas.liber-
a. teci by one of the TIC OM teams. 

45. United States Systems.--It has been stated that 
"th•~ Germans, iiungar1ans, Italians,· Finns and Japanese ••• 
all ... had copies of most or the State Department codes ·and 
some of the strip systems .••• " From "a.source·believed to 
be jC'el1a.ble" comes the report that the :r1rst American codes 
obtained by the Finns came from the United States Legation 
at So:ria. The Japanese had obtained these coi"~es "at an 
unlo:i.own date early in the war".by bribing person or persons 
unknown. The Hungarian Intelligence Service was the middle­
man in this deal. According to the same source, the Japan­
ese gave the American codes to the Russians, a.nd these sys­
tems are also in the possession of the Swedes'a.nd French. 
In :t"ac·t,, American codes seem to have attained as catholic a 
distribution as American money. Systems 1m~·olved in this 
complex of skulduggery are said to include State Department 
cod1es, Military Atta.chi§ Confidential Code' No. 2, and strip 
ciphers. 265 

285 
IF-260. 
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Tne United States systems known from TICOM sources to 
havE~ been physically compromised by European Axis powers are: 

· '· Th~ State Departwent A-1 Code ;286 
The Brovn Code;2~7 . 
A code called by the Germans "Z-3" or "Red";288 
A Military Attach~ 5-letter code, no designation 

knovn, vh1c~8the Italians received from the 
. HWlgaria.ns ; 9 . _ 
"War Department · Conf"1dent1al Code No. 2 "., a 

Military Attaoh6 system;29o 
A Military Attach~2s11etter code called by the 

Germans "Mil I"· 9 · - , . 

A Navy strip cipher vhich the
2
Germans called 

nDUPYH" from the indicator. 92 · 

The State Department A-1 Code, called "B 6 e." by the · 
Germans, was in 1941 1n the hands of the Cry:ptanalytie Agency 
:Jr the Supreme Command Armed Forces (OKW/ChiJ, which sent a 
photograph ot

3
it to the Foreign ortiee Cryptanalytic Section 

{Pers Z S) .29 

286 . 
I-22 p 10; DF-15 .P IV. The photostat itself was picked up 
by TICOM. 

287 . . 4 8 I-22 p 10; DF-15 p IV; IF-152 p 9. See also IF-151 pp 4-5~ 

28 
This photostat is in TICOMMA riles as TF-10. 

8DF-15 p III. 
289rF-1524 p 4. 
290nF-15 p V. 
291

DF-15 p 3• ;:: 
29~!I-93 p 9. 
293DF-15 p IV. 
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Thi~ Br9wn Code was likewise received by the Foreign Off'iee 
Cryptanalytic Sect. ion · (Pers Z S) :from the Cr¥J>tanal,-t:l.c Agency 
of the Suprem~9~ommand Armed Forces (OKW'/Ch!J •. This took place 
in June 1941; but it 1~ claimed that the code had already 
been broken b~tgre that.295 This code was also" in the hande of 
the Italians • 9 · · 

The code which the Germans called "Z-3" or "Red" was a 
consular code of which the Germans say it vas "solved, later 
captured and photographed due to lack or caution on the part · 
of the Consul General .at Frankrort a/ti}., but without instruc-
tions f'or encipherment., these instructions were captured later. "297 

The Military Attach~ code received by the Italians f'rom 
the Hungarians vas one which the Hungarians had apparently 
tr1ed2l~successfully to strip. It went out of use in October 
1942. ~c · · 

The system called by the Germans "War Department Confiden­
tial C•Jde No. 2" was in the possession or the German Fo?te1gn 
Office in2§~otostat form; ve do not Jaiov by what means 1t was 
obtained. 

The eode which the Germans called "Moo I" was also in the 
possession or the German Foreign otr1ce.5 

Pa.rt of the Navy strip cipher "DUPYH" was in the posses­
sion of the Gel'ID8.n Ne.vy, which claimed to have obtained the 
copy f:rom the Japanese, Yh0 1 sc~ording to, the Germans 1 got it 
in 1942 from an unknown source.~01 

294 
DF-·15 p IV. 

295 
I-~?2 10 296 p • 
IF··l524 p 95 

297
DF·-15 p III 

298IF·-1524 p 4. 
299DF-15 p V. 
300DF-15 p }. 
301I-93 P 9. 
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46. ~stems other thari United States.--Tvo other codes 
of which te German Foreign Office Cryptanalytic Section (Pers 
Z S) received copies rrom the Cryptanalytic Agency of the Su­
preme~ Command Armed Fore.es { OKrl/Chi) ·t-t·ere a Brazilian diplo­
ma tic code (ASA tr1graph BZD)302 and a Portuguese diplomatic 
code. The latter vas loaned in December 1942 ror 2hotograph-
ing, along with some of t~e substitutio~ tableso303 · 

Late in 1944 the Germans came into possession of . a Man­
churian codebook which had been stolen from the Manchurian 
Legation after the unreliable cha:raeter in charge of it had 
_failed to lock it up. A photostat was ma.de and turned over to 
the Crypta~~yt1e Agency or the Supreme Command Armed Forces 
( OKW /Chi ) • .JU . · · 

On the subject o:f Rumanian codes the Italians were part-1-
culti.rly boastful, claiming30o have read all of them with the 
aid of photostatic copies. ~ They did not, hovever, reveal 
the source of all this bounty. 

We know of two cases of_ physical compromise in c~nnection 
vith cipher machines, other than tactical capture of machines 
such as at Dunkirk and from downed planes. One was a "small 
cipher ma.chine of Swedish origin" which had been "bought by 
the English" and was "in the possession of OKW"--ve do not 
kne>v how OKW got it. The Germans claimed to have read all 306 
mensages from the Italian theater enciphered by this machine. 

The other was a Croatian Enigma machine vhich the German~ 
weJt-e able to compromise bef'ore 1 t was ever used because a Gel- !;J8n 
.:f'i~!."m ma.de the machines and reported the wirings promptly to 
the German authorities. To be doub6:z sure, the Germans even 
bought one of' the .first keys used .. 3 -r 

302
n-16, 1941 Report, p 3. 

303
n-16, 1942 R 3 eport, p • 

304 
I-177 p 2. 

3'>5 . 
IF-1521 p 1. 

306 -
I-76 p 2. 

}07I-92 p 2 • 
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Probably the simplest.way.to steal cryptographic material 
from soweone 1s to valk into his office and pick it up. This 
was tried by the Germans--not on their enemies.11 to be sure, but 
on the Ital1ans immediately after the armistice of 19430 Tvo 
German lie,utenants walked into the Italian cipher office in 
Athens and began to pack up the material they saw lying about. 
But some Italian officers eame in and "began shouting rather 
exc1tedly"--as well they mtght--so the Germans discreetly re­
treated--fetch1µ.g along, however, what booty th~y had already 
eollec1;ed. It turned out to

0
anclude an enciphering table for 

use with the "Rllade" code.-' . . · 
An example of how chicanery can double back upon itself 

and confound its perpetrator is the case of a Turkish code 
which the German Reich Main Security Office (RSHA) bought; from 
the Hungarians and delivered ·to the Crl'ptanalytio Agency of 
the Supreme Command Armed Forces (OKW/Chi), which then dis­
cove~ed that the code vas one wh1c~0~t had broken and given to 
the Hungarians over a year before. . 

A breakdown by co\llltries or the systems reported by Ger­
man and Italian prisonel's ot var as having been physically_ 
comp·~omised shows the :following distribution: . · 

Fra.noe ••••••• ·o ••••••••••••••••••• 25 codes and ciphers 
United Kingdom ••••••.•••• ,; • • • • • • • 9 codes and ·ciphers 
Yugoslavia ••••••••••••••••••• ~.~· 4 codes and ciphers 
Ruma.nia and Turkey ••• -. • • • • • • • • • . • 4 codes each. 
Russia .......... o ••••• o ••• o.,..... 2 .- oodes 
Belgium, Brazil.11 Bulgaria, 
Chile, Greece, Manchuria, Mexico, 
Poland, Portugal, Spain, and 
Urugl.lQy • •.••••.••••••• e •••••••• o ? o 1 code each 

it will be noticed that the above list and the one 1n the last 
parag:t-aph of this paper show French systems in the· ovei-vhelm-
1ng maJiority. To what extent this· can be asc:ribed to the "vol­
untary' relinquishment of codes after the fall of France, we 
cannot say; but it seems almost cel"tain that the French defeat , 
did swe'.Ll the lists somewhat. 

308 
1~100 p 2. 

3091--132 p 2. 
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J:n addition to those compromises reported in prisoner of 
we.:r interrogations, there are numerous ones known to TICOM only 
because the compromised material itself' was picked up. It is 
1n most cases impossible to determine the manner of capture of 
these systems, though in one instance the we.aerial did have a , 
note attached giving the place of eapture.-'.L Especially.when 
mater:Lal was fc,;nd among belongings or the Cryptanalytic Agency 
of the Supreme Command Armed Forces (OKW/Ch1), there is no way 
or determini:~ 1 ts origin; :for 1 t was speeif'ically ordered 
that the three ar~ed forces should place all captured material, 
on de·mand, at the disposal or this agency • .311 . · 

.An enumeration or the physically compromised systems known 
to TICOM only through samples follows~ 

France .••••••••••••••••••• ~68 codes and ciphers. 
G?'eeee. o ••••• : ••• Cll ••• •

0
• • • • • 1 code. 

Italy . ........... o • • • • • • • • • l code o 

Poland . . ·· .. o •• Cl • • • • • • • • • • • • :3 codes o 

Portugal .•••.••.... · .•..•• o • 1 code o 

Ruman1a •.•• o••············· 2 codes. 
Yugoslavia ••••••.••••..•••• 1 code. 

310T 477. The note was f'ound vith two of' the thlwee Polish Navy 
codes it mentions. It vas addressed to the Signal Intelli-

. g·ence Agency. of the German Navy High Command ( OKM 4 SKI.. III), 
and signed Kempf, vho was Chief ot the Cryptanalytic Agency 
of the Supreme Command Armed Forces (OKW/Chi). Translated, 
it reads: "As enclosure, 3 Navy signal books captured in the 
cryptographic archives of the 2nd Dept. of the Polish General 
s.taf'f' l Pyry, 13 km south or the center of Warsaw) are being 
transferred ror keeping." 

3llT 1620. The order is dated 1 Nov 1944. 
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TAB A 

A 27. "List of Documents Received· from Hu.i."l.garian CrjTpt. 
Unit Eggenf~lden. 11 A TICOM document .. 

Abwehr.--M.tlitary Intelligence. 
Adl:er,,:_____J1 Major. Chief of Section Ia of Central Group 

of Armed Forces Communication Group (.Employment and 
Organization,, Directive !I Jouri1al, Hobiliza.tion B.L"1.d 
Imob111za.tion} . . · ·. · 

Ag WNV (Amtsgruppe Wehrmacht Nacl'lrichten Verbindung).--Armed 
Forces :signal Communications Group. · 

Ahrnens, . ~ Col.· Co:mmandeI' of Signal Communication Groups · 
linder-·Army High Command (,ofilI/Kor. FNT. · 

Air Force Inte111$ence Service.--Servicio Inf'ormazioni Aero-
. nautice. (SIA}.. · . . 

Ame, ,, Brigadier General. Head of Italian Army Intelli-·-gencs Service • . . · 
Amtsgru:ppe Wahrma.cht Nachrichten Verbindung (Ag WNV).--Armed 

. Forces Signal Communice.tions Group. 1 

Armed Forcee Operations Sta.ff of the Supreme Command of' the 
Armed Forces. --Oberkommando der Weh1•macht/wehrmacht 
Fuehrungsstab (OKW/wFSt). -

Armed Forces· Signal Commun1ca. tions. - -Wehrme.chtnachrichten-
verbindungen (\-lNV) . · 

Armed Foroe:3 Signal Communications Group. ~-Amtsgruppe Wehr­
macht J~aohrichten Ve:rbiri.dung (Ag 'WNV) • 

Ar·my High Command Signal Intelligence Control Station. -- · 
Oberko}mne.ndo des Heeres/Chef dea Heeres Nachr1chten· 
Wesens/ Leitstelle der Nachrichten Aufkll!rung (OKH/Che.f 
HNW/LNA). 

Army O~dnance, Development end Testing Group, Signal Branch.-­
Chef der Heeresruestu...T>.g und Bef"ehlsha.be:zo des Ersatzheeres 1 

Amtsg:r-uppe .fuer Entwicklung und P:r>uafung des Heereswa.ffen­
amts, Waffen Prusfun.g, Abte1lung 7 (Wa Pruef 7). . · 

Army Signal Intelligence Regiment. --l'~JllllD.a.ndeur Der Nachrichten 
Aufkl£~ruri..g ( KONA) • 

· A1•ntz, , Lt. Col. Aide of Gen.. PI>aunj' Chief Signal Officer 
of Arnied Forces. 
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Baldus I ~ Col. Chiei' o~ ~ec·t1on IV of Signal Equipment. 
v. ~Ba:rrY:- :1 Major • . Chief of Section III of the Re.dio 

Security Section. . ·' · _ . - -
Be·thge, .P Lt. Col. Dr. · - Chier of Section III of. Armed 

Forces Commtlllications Group Wire Communication~ 
Blggi, .Au:~sto.P Cs.pt. Italian crypta...Tlalyst.' Did 11$.ison 

i..rork w.1th Germans regarding IBM machinery. 
Bl:>Ueggen,_ , Major. .Chief of Subsection o ot the Arined 

· Forces Communications Gr-oup Wir·e C_ommunica.tion, Section i; .• 
Buck, , Technical Inspector .. · Chief of Chi/V of the Signal 

. Intelligence Agency of the Supreme Command of the Armed _ 
Forces. -

Cane.le,, Aldo, Col. Chief of Secretariat Section of SIM. 
Succeeded Col. Nasta. · 

Ca.ne.ria, __ . -, Admiz>al. Official of Abwehr.P involsed in 
July 20th plot. -

Centl'9al Weather Group. --Zentrahrc.;tterdienstgruppe. 
Chef der Heeresruestung \md . Befehlshe.ber dea Er.sa.tzheeres,, 

.Amtsgruppe fue~ Entwicklung und Pruefung des Heereswaften­
amts, -• We.ff en Pruef'ung·,, Abteilung 7 (Wa Prue:t' 7). --Army 
Ordnance, pevelopment and Testing Group~ Signal Branch. 

Ghef des Heeres 'Nachrichten Wesena (Chef HNWJ.--Ohief Signal 
Officer of the Army High Comma.nd. - · _ -

Cbf.,f HNW (Chef' des Heeres Ns.chriohten Wesens). --Chief Signal 
Off'1cer of the Army High Command. 

Ghief Signal Officer of the Arm¥ Hlgh _ Comm&"'l.d. --Cht~l 'des 
Hee:res Nachr1chten We sens l Chef' ENW) o _ _ . -

Ch1ffrieJ?stelle, Oberbefehlshaber der Luftwaffe (Chi-Stelle 
· Ob d L).--S!gnal Intelligence Agency of the Commander 

in Chief of the Air Force. 
Cipher Bureau of the Gerina.n War Min.istry. P.reclecessor to 

the Signe,l Intelligence Agency or the Supreme· Command 
.Al'med Forces (OKW/Chi). · -

.Chi-Stelle .Ob d L (Chiffrierstelle, Oberbef'ehlshaber der 
- Luftwaffe).--Signal Intelligence Agency of the Comme.nder 

in Chier of the Air Force. 
COMUlCH.-.;.Commander in Chief. 
Combined Service Detailed Interr.ogation Oenter.--CSDIC. 
COMNAVEU.--Europea.n Commander in Chief of United States Navy. 
"Cryp't~analytic Party" of the Eighth Army. Directly responsi-

ble to 8th A'l!my, and had no direct oon..~eotion with SIMo. 
Cryptanalytic Section of the German Foreign Office.--Sonder­

c.'lienst des Refers.ts z in de:r Personal Abteilung des 
Auswe.ertigen .Amtes (Pere Z S) • . : 

CSDIC.--Combined Sel'vice ·Detailed InteFrogation Center .. 
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D 16. "Translation of AnxlUal :Progress Reports by Pers ZS 
covering 1927, 1941 3 and 1942. 1.! A TICOM publication. 

D. 59. "Notes and Minutes of H-1 .. gh-:r..,evel Meetings held at O'fill/ 
Ch~--CryptogN1.phlc and Adm1xi1stre;t.ive. A TICOM Docu-
me:nt. · · · · 

DF 15. "Berichte der A Gru:ppe." . American Systems .worked on: . 
by Germans. 

·De Monte, , Comma..ndante. Chief of the CryptaJ1a.lytic Sub-
Sect!on of SIS. 

De Witt, , Major. Italian cr~ptanalyst. 
Doelitzscn-;-- . fJ Me.jar. Gh~ef of Sect.ton III of Signal Equip-

meint. -- . 
Doeni t.z. JI Karl 3 Grand Admiral Co1Tl1llan6e1"' in Chief, German 

Navy; Relch Chancellor after. Hitler 1 s death. 
E 7. ' ' l~inal Report on the Techrl.ica.J. Exploitation of the , 

FEUERSTEIN LABORATORY (Director: Dr. Qskar Vierling) 
::m.rried out by a Special 1'ea.rn undeJ." TICOM s:usp1ces . 1

' 

A TICOM publication; . 
E 8. "Detailed Feuerstein Technical Project Report. Refer­

ence No. 1. - Agents Transmitter ''Ta.ube"D Single Sideband 
Demodulator 11 Kaethe 1

! and Carriez> Re gene re.tor ,. Spitz '1 
• i: 

A TICOM publication. . 
E 9. 1'Deteiled Feuerstein Technlcal Project Report. Ref •. 

No. 2; Little Baustein." A 'l'ICOM publication. 
E 10. ':Detailed Feuerst,ein Tech.t-i.ical Project Report. Ref. 

No. 3: Art1f1cia1.' ·· ~ speech and Epcoding. '' A TICOM pub­
lication. . I 

E 11. 11 Dete.iled Feuerstein Technical Pi•oject Report 1 Ref. 
J;Io. 4: 'l'hree-fold Wobbulstion and Mechenical Wobbulator 
Generators. 11 A TICOM publication. 

E 12. "Detailed Feuerstein Technical Proje.ct ·Report, Ref'. 
Ji'!'o. 5: Filter Design and Construct.ion.''· A TICOM 
publication. . 

E 13. 1'Deta.1led Feuerstein Techi1ice,l i:raject Ref .. No. 6: 
Synchronous Cipher System for Teletypewriters--Gle1ch-
la.uf. ,~ A TIOOM publication. · .. . 

E 14. 1!Detailed Feue1•stein Technical Project Report, Ref. 
No. 7: Investigation of SZ Cipher Machines at Feuer­
stein Laboratory." A TICm11 publication . .. 

E 15• !!Detailed Feuerstein Technical Project Report, Ref. 
No. 8: Wave Analyser. 11 A TICOM publication. ·~ 

E 16. Detailed Feuerstein Teclli--iical Project Report, ... Ref; 
l'fo. 9: Ein Neues Elektrisches Sprechgerl!t zur Ne.chbildung 
der Menschlichen Vokale von Kar1 · · ~· !'illy Wagner. 11 

· A TICOM 
pub+1cation. 
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E 17 .. 11 l">etailed Feuerstein Tecrinical P:rojact Repox•t, Ref. 
No. 10: Feuerstein Labo:re.tory Pls:i'.ts." A TICOM publi­
cation. 

E 18. ·11 DE)ta.iled Feuerstein Technical Project Report, Ref. 
No. 11: 11 Betriebaord.:n.ung 1

: La.borato:Py Rules.'' . A TICOM 
publlca.tion. . . · 

E 19. - ''Deitailed Feuerstein Tecr.inica.l Project Report, Ref. 
No. 12: Technical Inter:r-oga.tion of Feuerstein Employees 
Dr. F':ritz Seiu"l.h.eiaer and Wolfgang Marti...vii. r'. A TICOM 
publ.1.cat1on. 

Eme:r&Guicfo~ Lt. Col. Officer in charge· of the 8th Amy Crypt-
B.na.lytic Party. 

ETOUSA.--Europes.n .Theater of Operations United States Army. 
FA . (Ii\.:: :;.9:?ci:LuJi;g;i,;;\.;ut} • -- - ~::.:~ :l.'i.n.g' ii? .. 

11RG search" Bu:reau o 

Fellgiebel, Erich, Lt. General. Chief Signal Officer of Army 
nnd Armed Forces High Commands from beginning of' War 
until ha was executed 1n 1944. . 

Fenner, , .Principal Speciallst. Chief of' Chi/IV of' the 
s1g,nar.rntelligence Agency of the Supreme Command of · · · 
the Armed Forces. 

Fors chungsamt .. {FA) • -(;.::c ..;.· ir~G ' t>• Ii<':;:; e ~.2'.'i.'L B::.i1•0I.<.:!.l. 
Foschin1, , Dr. Director of SID. 
Fuchs, -:--;-col. Chief of Sect.ion II of Radio Security 

Secti·O.n. 
Gamba., Genie:r.>al Vittorio. Chief of' Cryptanalytic Section 

from World War I to Armistice or World War II. 
Gastaldo, , Col. Chief of Army .Intelligence Subsection 

of Siri:--succeeded Col. Pasquale. 
GCCS. --Govc9rmnent Code and Cypher School. 
Geheirn.e Stlia.ts Polizei (Gestapo). --G-erma.-ri Secret State Police. 
Gents.cha.ff',, J.te,.jo:r I. a:.~ . Head of the Bulgal'ian cryptanalytic 

Agency. 
German MetE~orologica.l ·Service. -·-Reich Wetterdients. 

, German Secret State Police>·-Geheime Staats Polizei (Gestapo). 
Gestapo (G~~heirue Staats Polizei) .--German Secret State Police. 
Oimrnler, , Maj. Gen. Chief of Army 0:1:>dnance' Development 

and-TEiBting Group Signal Branch (Wa. Prue.f 7) 1939-1943. 
Chief Signal. 0I"ficer ·to Commander. in Chief West, 1943- -
1945. Chief of Armed For·ces Corrununication Group (Che.f 
Ag WNY). . 

... ,.l'I ... 

. . ~ .-... _ . ·.. . . . ~. . ... 

GloeckeneZ", · , ; Major, G:radu.ate Enginee~. Chief o.f Section 
II of signal Equipment. 
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Goering, Her~ Reichsmarschall. Commander 1n Chief' of' 
Ge:rruan Air Force, German Air Minister, etc. 

Goerings's Research Burea.u.--Forschungsa.mt (FA). One o!' 
the six principal German Cryptologic Organizations. 

GornJ , Capt. Chief of Section B of Signal Equipment. 
Going-;-Dr. Wtlhem. Ne.z_i ·Party representative at Feuerstein; 

in charge of a small laboratory near Lofer in the 
Be.rcht~sgaden area., 

Grube'---~ Col. D:r. • · · . . . Chief of Signal Equipment. 
GSL ··-General Sta.ff :i_~._i:.eiligence. 

Halla.ma~, , Col. Reported as head of the Finnish cipher 
seetion. 

Hanson, , Col. Official of Abvehr, involved in July 20 
plo·t. 

Henkel, , Major. Chief of Section! of Signal Equipment • . 
Himmler:· Reinrlch.- Reichsfuehrer SS, Minister of Interior, . 

-Chi·ef or German Police.. . 
Huettenhain, Senior Specialist Dr. Erich. Principal Crypt­

analyst o~ the Signal Intelligence Agency of the Supreme 
Cormnan.d, Armed Forces (OKW/Chi). 

I 1. rrFina.l Report on TICOM Team 3 on Final Exploitation. of . 
Burgscl1eidungen. 11 A 'TICOM publication. 

I 12. ''Translation of the Preliminary: Interrogation ot O .R.R. 
Trs,n.ow of' 4/SKL II/OICM, carried out a.t Fiensburg on 
24-25 May 19lf-5 by TICOM Team 6. A TICOM publication. 

I 16. Notes on Interrogation .of Amsrat Schwabe and Obflanstr. 
Wars.echa on Russian Na.val Cyphers. A TICOM publication. 

I 21. Preliminary Interrogation of Oberst Kettler, ·R.R. Dr. 
Huettenhain.P Sdf. Dr. Fricke and Obl'c •.. · Schubert (OKH/Chi}. 

I 22. ''Interrogation of' German .Cryptographers of: Pers ZS . 
Depru:otment of Aus-waerti&as .Amt. i ; A TICOM publication. 

I 25. 1

~ Interrogs.tion of RLM/Forschungsamt Members: Dr. 
Paett.el, R. R. Fingerhut, R. R. aden, Dr. Kla.utsche e.nd 
Min. Rat. Seifertp at Schloss Gluecksburg on 15~ 21 June 
1945." A TICOM publication. 

I 29. Third Interrogation of Oberstltn. Friedrich, Chief of 
tne G.A.F. Signals Intelligence Service. A TICOM publication 

I 31. · Det.'l.iled Interrogations of Dr. Huettenhain formerly head 
.. of re1sea.rch . section of OKW/Ch1» 18th-21st June 1945. A · 
. TICO~ publica~ion. 

I 4 3. Rep<)I't Writ ten by Vierling On: 
s»~J- Synchronising Device for Teleprinters (Gleichlauf) 
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bl Artific~al Speech Apparatus 
· c ''Three~fol.d wobbling" process 

.d Synchronising installation for producing the 
''vobble-:frequeneies" 

e) · Voice-Scre.mbling Apparatus ( Blll8.ll BAUSTEDJ) 
A TICOM publication. . 

I 54. Second' Interrogation of. Five Members of the RLN/Fore- ­
<~hungsamt. ·A TICOM publication. 

I 57. Enciphering Devices worked on by Dr. Lieblmecht at 
Wa Pruet 7. A TICOM publication. 

I 58. Interrogation .0£ Dr. Otto Bugg1sch of OKW/Chia A 
TICOM publication. 

I 64. An~mers by 'Wm. Bugg1sch of OKH/Chi to Questions sent 
l:1y TICOM. A TICO.M publicaticm. 

I 65. Interrogation Report on Four Members or . the G. A. P. 
S.igint Se~vice. A TICOM publication. 

·1 72. Fi~st Part or the Report by Wm~ Buggieeh on S.G.41. 
A .TIO OM publlca. tlon. . 

I 76 . . '.'Inte:rro§ation Repol'ts on Lehwold, Haupts, Klett and 
L.auerbach. ' A TI COM publication. . · . 

I ·78. Interrogation of Oberstlt. Me·tt1g on the History and 
· Achievements 0£ OKH/AHA/In. 7/vI. A TICOM publication. 

I 82. P.O.W. Interrogation Report-Dr. Werner Liebknecht of . 
W.a Pruef 7 ot the Heereswaff'ena.mt. A TICOM publication. 

I 84. Further Interrogation of R.R. Dr. liuettenhe.in and · 
' · Sdf. Dr. Fricke of OKW/Ch1. A TICOM publication . 

. I ·92. ':Fine.1 Inteno&_a.tion of the Wa.chtmeister Otto Bug-
. g:i.sch ( OKH/In. 7 /VI, a.nd OKW/Ch1)." A TICOM ,;publication. 

I 93. '!Detailed Interroge.tion of Members of OKM/q. SKL/III 
at Flensburg." A TICOM publication. 

I 96. "Interrogation of Oberstlt. Mettig on the Organization· 
and Activities of OKW/Chi. 11 A TICOM publication. 

I 100. "Report by Uffg. Herzfeld of NAAST 5 (Gen. d. BA) on 
. the work of the Italian Re:ferat of IM 7 /VI. 11 A TICOM 

publication. 
I 1020 uinterrogation Report on Dr. 8ebe,st1an of the German 

Mt1t. Service on Allied Met. Systems. I! A TICOM publication. 
I 105. ,,Interrogation repol't on Frau von Nida (wife of Ma.jo~ 

Wc1lf"gs.ng von Nida, onetime deputy Head of OKW/Ohi). '' A 
TJ:COM publication. ~ 

I 106. Final Interrogation Report on the Norway Party (NAA 11)~" 
·A TICOM publication. 
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I 109. ,,Translation of a Report by Lt. Ludwig or Chi Stelle 
Ob.d.L. (Ref .B) based on questions set for him at 
A.D. I. (K)." A TIC OM publication. . 

I 110. "Information on Redio Communication Circuits ope:rated 
.in Conjunction with Feuerstein Lo.boratorles. 11 A TICOM 
public~tion. · , 

I 111. 11Fu.:rther Interrqgs.tion of Oberstlt. Mettig of OKW/Ch1 
on 14th September 1945. A TICOM publication. 

I 115. "Fui.>ther Interrogation of Oberstlt. Mettig of OXW/Ch1 
on the German Wireless Security Service (Funiillberwachung)." 
A TICOM publication. . 

I 116. !;Report of Interrogation of Ltn. Alex Dettmann and 
Oberwachtmeister Se~gius Samsonow of OKH (Gen.d.NA.) at 
Oberursel, Germa.Tly, during Au.gust 1945. 11 A TICOM publi­

. c~ation. 
I 118.. JoL"lt Reports by Reg. Hat Dr. Huettenhain and Self'. 

Dr. Fricke, w1~itten at OoS .• D.I.C. on o!' about- 28th 
August 1945. A TICOM publication. 

I 120. n'I'ra.nsla.t16n of Homework by Obltn. W. Werther, Com-. 
pan~r Commander of ·7/ut Rgt. 353JI written on 12th August 
1945 at A.D.I. (!\.)." A TICOM publication. :) 

I 121. · Tx·anslation of Homework by Obltn. W. Werther, Com­
pany Commander of 7 /ilJ Rgt. 353, writ ten on 12th August 

· 1945 a.t A .D .I. (K)." A TICOM publication. 
I 130. Homework by Hauptmann Herold, O.C. Ln. Regt. III/353. 

A TICOM publication. . . 
I 131. Obstlt. Mettig of OKW/Ch1 on WA Pruer 7 and RLM/Fors­

chungaamt. A TICOM publication. 
I 132. Notes by Huettenhain a.nd Fricke on OKW/Chi a.n.d the 

G(~rmB.n I. S. A TIC OM public& tion. . 
I 141. Interz•ogation of Amtsrat Schulze of' 4 SKL III. A 

TJCCOM publication. 
I 142. P/W Barthel's Account or Germ.e.n·Work on British, 

American, Swedish:i.and French Machine Ciphers. A 
TICOM publication. 

I 143. uReport on the Interrogation of Five Lea.ding Germans 
a.t 

1

Nuer nberg on 27th Sept. 1945." A TICOM publication. 
I 177. "Interrogation of Xirfel on Far Eastern Systems." 

A TICOM publication. , 
. I 193. "Interrogation of SS OberstUI'"mba.hnfuehrer Urban,, 

Liaison Off'icer of RSHA/vI with the Crypto Bureau of 
Hungarian General Staff." A TICOM publication. 
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I 194. "Report by Dr. Regula on German Meteorological In­
telligence Service." A TICOM publication. 

IF 15. Final Report of TICOM Team l on the exploitation of 
Ka.uf'beuren and the Berchtesga.den area.. From TICOM. 

IF 108. "Interrogation of Oblt. Arntz." CSDIC (U.K) SIR 
1606. 

IF 140 B. German D/Fing in France. Nov. 13,, 194.?. War Dept. 
Strategic Services Unit. 

IF 163. Photostatic copies of reports: (e.) Sta1jr.ents by Arntz, 
23 March 1945. (b) Organization and location of German 
Army Si~l Intelligence Service in the West, 26 March · 
1945. (c) Appendix to Armed Fo~ces Signal Adm1n1stra­
tion9 Operations Section, 28 Sept. 1944. (d) Translation 
of above appendix. (e) Employment, organization of the 
Signal Corps, 16 Jan. 1945. Hq. 12th Army. 

IF 164. "Report on Inte.rrogation of Walter Schellenberg. 11 

IF 176.. Seabourm::, . Report. Vol III. "Operations and Tech­
niques of the Radio Defense Corps, German Wehrms.cht." 
F1:>om Comma..11d1ng General, 9th Air Force. -

Ir 209. Italian Communications Intelligence. Report by 
Admiral Maugeri with U.S. Navy Introduction. 

IF 260. Correspondence, MIS-OSS, on Finish Cryptanalytic 
Ltaison with other :Powers. 

IF 1500. Italian Intelligence Service: Report on "Organi­
zs.tion and Working of the Servizio Informaz1oni. E:&;r­
c1.to (SaioE.) within the period 1/11/41--15/6/43." 
sc:r/560/67 oct. 18 1944. ' 

IF 1501. First detailed interrogation report of Giuseppe 
SAMARUGHI. CSDIC/CMF /Y 29. . 

IF 1502. First detailed interrogation of Giuseppe DOSI. 
CSDIC (MAIN)/Y 16 21 Nov. 1944. 

IF 1517. First detailed interrogation o£Augusto BIGI, :who 
worked in the Cryptographic Section of SIM before the 
Armistice and in SID afterward. CSDIC/CMF/Y 4. 
8 sept. 1944. 

IF 1518. First detailed Interrogation of Vittorio Gamba$ -
director o~ SIM Cryptographic Section until Armistice. 
CSJDIC/CMF/Y 7. 16 Oct. 1944. 

IF 1519. First detailed:interrogation of Franco SCUILERI. 
CSDIC/CMF/Y 8. , 

IF 1520. First Detailed Interrogation og Guido EMER •. CSDIC/ 
CMl~/Y 8. Oct 2::; 1944. . , 

IF 1523 .. First Detailed Interrogation of" Giovanrrl. Gramola, 
pe1:-ta.1ning to Turkish, French, British, and USA tratf"ic. 
CSIJIC (MAIN)/Y 24. 
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IF 1524. First Detailed Interrogation Report on Three SID 
Cryptographers -- de Wit~, Biagi, Carlini. CSDIC/ 

. CMF/Y 32. . . 
IF 1526. Second Detailed Interrogation Report on Five 

It~lian SID Cryptographers -- de Witt, Biagi, U11en1, 
Carlini, and Barbagallo. CSDIC/CMF/Y 35. 

IF 1527. First Detailed Interrogation Report of Alberto 
Barbagallo1 Italian. Naval Cryptographer. C5DIC/CMF/Y 34. 

Inspectorate 7/VI of Army High Command.--Oberkommando des 
Heeres/Inspektion 7/VI {OKH/In 7/VI). 

Italian Army 1ntelligence Serv1ce.--Serv1z1o Informazion1 
, Militari (SIM). . 

Italian Defense Intelligence SeI>vice.-"".servizio Int'ormazioni 
. Difesa (SID) • 
Italie,n Navy Intelligence Service.--Serviz1o Informazioni 
. Special! (SIS) • · . -

Kaehler1' , Lt. Col. Chief of Chi/III of the Signal In-
telligence Agency of the Supreme Command of the Armed 
Forces. · 

.... . Kalckstein, 1 Lt. Col. Chief' of Cltl./X of the Signal 
Intelligence Agency of the Supreme Command ot the Armed 
Forces. 

Kettler» I Col. Chief of 31.gnal Intelligence .Agency or 
· the Supreme Command of the Armed Forces. 

Keutel, 1 Mr. Chief of Section II of Armed Forces Com-
munications Group Wire Communication. 

Klo"t>, Otto, Dr. Director of Austrian Cipher Bureau until 
October, 1945. · 

von Knobelsdorff-Brenkerhoff 6 Col. Commander of .Armed Forces 
Wire Communications ( OKW/Ag WNV/KFA). . 

Kommandeur der Nachrichten Aufklllrung ( KONA) • - -Arary Signal . 
Intelligence Regiment. 

KONA (Kommandeur der lla.chrichten Aufkllirung) .--~ Signal 
Intelligence Regiment. / 

·7. Laffert, , Major. Chief of Section I of the Radio 
· Security Section. 
Liebknecht, Wernel:", Graduate Engineezo Dr. Chief of section 

IIIh of Army Ordnance, Development and Testing Group, 
Signal Branch (Wa Pruef 7), research agency for 
developing voice scramblers. 

Lober, , Major. Chief of the Signal Intelligence Agency 
of the Supreme Connnand of the .Armed Forces. 

LOhse, · , Major. Chief of Subsection F of the Arllled 
Forces Commwiications Group Wire Communication, Section 4. 

M 1. V1erlinS's Laboratory at Eberma.nnst&dt. A TICOM pub• 
lication. 
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M 2. Major Barlow's Report on Dr~ Vierling'a Laboratory. 
A TICOM p·,1bl l e.at ion. 

M 4a. Full Preliminary Report of Investigation of Dr. Vier­
ling 1 s Laboratory "Feuerstein" -- by Major Heller. · A 
TICOM publi·c a".:.;ton. 

M 6. Interim Report on La.boratorium Feuerstein -- bi Lieuts. 
Howard and Tompkins, u.s.N.R. A TICOM pu.nl:!..qat:,.on. 

M 12. CIOS Target Evaluation Report· on Laboratorium Feuer-
stein, Ebermannstadt. A TICOM puoltcat~on. · 

Magnussen, , Major. Chief of Section I of Armed Forces 
Communications Group Wire Comm,unication. 

Menzeir, , Senior Inspector. Chief of Section Ile of 
Signal Intelligence Agency, Supreme Command Armed Forces 
(OKW/Ch1) which dealt with the development of cipher 
machines. 

Meteorological Intercept Control.--Wetternachricht~nueber-
vachung (Wenueb). . 

Metttg, , Lt. Col. Head of In 7/vl from· Nov. 1941 to 
June 1943; Second in Command of OKW/Chi from Dec. 19~3 · 
to A:prll 1945. 

Military rntelligence.--Abwehr. 
Mohr~ , Mr. Chief of Section Ib of Radio Security Sect!cn. 
Mushake, · , Capt. Chief of Section Ial of Radio Security 

section. · 
NAA (Nachrichten Aufkl!i.rungs Abteilung).--Sig.nal Intelligence 

Regiment. 
Na.chJ:-ichten Aufklil.rungs Abte!lung (NAA). --Signal Intelligence 

Regiment. 
Nasta., · , Col. Chief of Secretariat Section of SIM. 
Naum1mn, , Senior Inspector. Chief ot· cryptanalytic ~ 

· section of German Metei'olog1cal Service. 
Neit:~el, , Mr. Chief of Registry Office. . 
Neumann, , Lt. Col. Head of Section Ie of Central Group 

· of Armed Forces Communication~ Group. 
Oberkommando der LuZtwaffe/Luftnachrichten Abteilung 350 

(OKL/LN ABT/350).--Signal Intelligence Agency of the 
Air Force High Command. · 

Oberkonttnando der l'.LS.rine/4 Seekr1egsle1tung III ( OKM/4 SKI../III). --
. Signal Intelligence Ag,ency of the Navy High Command. 

Oberik;omma.ndo der Wehrmacht/Chiffr!a:rra.bteilung ( OKW/Ch1). -- . 
Signal Intelligence Agency of the Supreme Command Armed 
Forces. 
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Oberkommando der Wehrme,cht, We:nrmacht Na.chr1chtenverb1ndung, 

Funkueberwachung (OKW/wNV/FU).--Radio' Defense Corpe of 
the Armed Forces. . 

Oberkomma.ndo der Wehrmacht/wehr-macht Fuehrungsst.u,b ( OKW/wF~· : ;). --
Armed Forces Operations Staff of the Supreme Command of , 
the Armed Forces. - . 

. Oberkmnmando des Heerea/Chef des Heerea Nachrichten Wesens/ . 
leitstelle der Nachrichten Aufklarung (OKH/Chef HNW/LNA).-­
Army High Command Signal Intelligence Control Station. 

Oberkmmna.ndo des Heeres/General der Na.chrichten Aufklaerung 
· (OKH/GdNA).--Signal Intelligence Agency of the Arury High 

, , Command • 
Oberkcimmando des Heeres/Inspektion 7/I:v (OKH/In .7/'IV).--Signal 

Security Agency of the Army High · Command. 
Oberkcimma.ndo des Heerea/Inspektion 7/VI ·(OKH/In 7/vI).--In­

spectorate 7/VI of the Army High Comrria.nd. 
OKH/Chef HNW/LNA (Oberkomma.ndo des Heer~s/Chef des Heeres 

Nachrichten Wesens/Leitstelle der Nachr1chten Aufklirung.-­
J.:rmy High Command Signal Intelligence Control Station. 

OKH/GdNA (Oberkommando des Heeres/General .der Nachr1chten 
· Aufklaerung).--Signal Intelligence Agency of the Army 

Higb Command. 
OKH/In 7 /IV ( Oberko:qma.ndo des Heer~s/Inspektion 7 /r-1). --Signal 

Security Agency of the Army Hi~ Command. 
OKH/In 7/VI (Oberkommando des Heeres/Inspektion 7/vI).--In­

apectorate 7/VI of the Army High Command. · 
OKL/Lll · Abt/350 ( Oberkommando der Luftwaffe/Luftnachrichten 

Abteilung 350).--Signal Intelligence Agency of the A1r 
lilorce High Command . . · 

OKM/4 SIU,/III ( Oberkommando der Marine/4 Seekr1egsie1 tung III). -­
Signal Intelligence Agency of the Navy High Command. 

OKW/Ch.1 (Oberkommando der Wehrmacht/Ch1ffr1erabte1lung).-- · 
:>ignal Intelligence Agency of the ·supreme Command Armed 

. . J~orces. 
OKW/Wl~St (Oberkommando der Wehrmacht/wehrmacht Fuehrungastab) .--
. Armed Forces Operations Staff of the Supreme Command of 

the Armed Forces. . . 
OKW/wNV/Fu (Oberkommando der Wehrma.cl'it, Wehrmacht Nachrichten­

verbindung, Funkueberwachung).--Radio Defense Corps of 
the Armed Forces. 

Pale, : .. ;rkk1, Captain. In comma.nd or cryptanalytic unit in , 
· :li'inland. 
Pa$qu.ale,, , Col. Chief of Army Intelligence Sub-section 

,of SIM. 
Pers ~z s (Sonderdienst des Refers.ts ~ in der Personalabteilung. 

des Ausvaert1gen Amtes). --Cryptanalytic Section of .the 
German Foreign Office. 
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Col. Petrella. Chief of the Intercept Section or SIM. 
Piccin.occh1,, Col. Chief of Cryptogra.hy Section of S'IM. 
Pippert, ,, Mr. Chief or Subsection P of the Al'Illed 

Porces'"'l:rommunications Group Wire Communication, 
Section 4. 

P'ohme1:-,, · , Capt. Chief of Section Ia of Radio Secur1 ty 
sectron. 

Proebster, _, Majoro Chier of Section ,Ib of Central Group 
of Armed Forces Communications Group: 

Praun, Albert, Maj. Gen. Succeeded Fellg1ebel as Chief Signal 
Officer of Armed Forces, 1944. 

Proebster, , Major. Chief of Section lb of Al"Dled Forces 
· Commuiilca:tion Group. 
Radio Defense Corps of the ,Armed Forces.--Oberkommando der 

Wehrmacht, Wehrm.acht Nachrichtenverbindung, Funkueberwachung, -
{ OKW/WNV /Fu). · · . 

Radio Intelligence Company (called Radio Telegraph Kompanie, . · 
· abbreviated RTK by Germans). The C!'yptanalytic organi­

zation of Finland. ·Called Abteilung X in I-193 • 
Radio Telegraph Kompanie. See Radio Intelligence Company. 
Reinhardt,, 1 Mr. Chief of Secretariat section of the 

Radio Security Section. . 
Ronge, • ·Chief crypt.analyst of the Austro-Hunga.rian 

Empire·. 
Rosenkranz, , Col. Chief' of Radio Security Section. 
RTK. See Radio Intelligence Company. . . 
Sal2;brunn, , Mr. In chs.rge of a subsection· of Chi/III of 

the Signal Intelligence Agency of the. Supreme Command of" 
the Armed Forces. 

Schack,, , Mr. Chief' of Secretariat of Armed Forces Communi-
cat!ons Group Wire Communication. 

Sec:ret Field Police. --sicherheltsdienst Kommando, abbreviated 
(S D Komma..lldo) and Sicherheits Polizei,, (SIPO). 

Serv1zio Informazion1 Aeronautica (SIA).~-Air Force Intelligence 
Service. -

Ser·v!zio Inf'ormazion1 Difesa (SID) .--Italian Defense Intelli­
gence Service. 

Ser•vizio Informaz1on1 M111 tar!· (SIM) . --Army Intelligence 
Service. 

SeJ~vizio Informazion1 Special! (SIS) .--Italian Navy Intelli-
gence Service. · · · 

SIA (Servicio Informa.zioni Aerona.utica) .. --AirForce Intelli-
gence Service. . 

Seyfarth, , Lt. Col. Chief of Chi/II of the Signal Intelli-
gence Agency of the Supreme Command of the Armed Forces. 
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S D Komma.ndo. See Secret Field Police. 
SHAEF .·--supreme Headquarters Allied Expeditionary Forces. 
Sicherheitsdienst Komm.an.do. See Secret Field Police. 
Sicherheit.a Polizei. See Secret Field Police. 
SID.--Sigll....al Intelligence Division • 

. SID (Se~vizio Informazioni Difesa).--Italia.n Defense Intelli-
gence Service. . · . 

;/ Siefert.ll , Dr. Director of Austrian Cipher Bureau after 
. 19:;5. 

-.

. 
. . 

. 

~ 

~ .. . , . ' 

" t, 

~· . ." . 

:• • 

Signal Intelligence Agency of the Air Force High Oommand.-­
Oberkoilll.lUUl.do der Luf'twaffe/Luftnachrichten Abteilung 
350 ( Oll/LN ABT/,50) • · . · . 

Signal Intelligence Agency of the Army High Comma.nd.--Ober­
komma.ndo' des Heeres/General der Nachrichten Aufklaerung 
(OKH/GdNA). . . 

Signal Intelligence Agency or· the Comma.n<S.~in Chief of the 
·, Air Force.--Ohiffrierstelle, Oberkommando der Luftwaffe 

(Chi-Stelle Ob d L). . 
Signal Intelligence Agency of the Navy High Comma.nd.--Ober­

kommando der Marine/4 Seekriegsleitung III (OXM/4 SKL/III). 
·s1gne.l Intelligence Agency of the Supreme Command Armed Force.s.-­

Oberkommando der Wehrmaaht/Ch1ff'r1erabte1lung (OKW/Chi). 
Signal Intelligence Regiment.--Nachr1chten Au£kllirungs Ab- · 

teilung (NAA). . 
Signal Security Agency of the A:rmy Hi~h Command.--Oberkommando 

. des Heeres/Inspektion 7/IV (In 7/lV). 
SIM (Servizio Informazioni M111tar1).--Army Intelligence 

Serviceo 
SIPO. See Secret Field Police. 
SIS (Servizio Informazioni S~eciali).--Italian Navy Intelli­

gence Service. 
Sonderdien.st des Refers.ts Z in der Persone.labteilung des 

Auswe.ertigen Amtes (Pers ZS).--Cryptanalytic Section 
of the German Foreign Office.. · 

T 84. "Hollaendische Verfahren." 
T 477. '1SZYFR Zasadniczy "Mar 2~1 • 11 {original copy of Polish 

· 5-figure code book/. . · 
T 1620. ES: P. 207. Army Signal Intelligence Organizations. 
T 2649. Descriptions of inventions by Dr. Vierling. 
T 3614. Records of Shipments from Austrian Cipher Bureau to 

Cipher Bureau of Reichswehr-Ministerium~ Berlin. Also 
letters. (1934-1937). 
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TF 29. 11 Die Ueberwa.chung des Nachr1chtenverkeh1'a im Kriege.' ' 

German document containing instructions and Organization 
for all Censorship. 

Thiele, Brig. Gen. Chief of Sta.ff to·Chief Signal Officer of 
Army • . 

TICOM. Target Intelligence Committ~e. 
Troske1n,, ,, Lt. Col. Commander of the Central Group ot the 

Armed Forces Communications Group. 
Vass,Tit11s, Lt. ''The ace Hungarian cryptanalyst.'! · Worked in 

~~rkish section. 
Vierling,, Oska.r, Dr. Head of Feuerstein Laboratory, worked on 

(Jerman ciphony devices. 
von Petr1kov1cs,, ,, General. Chier of the cryptane.l7tic 

bureeu in Hungary. 
Tripha.n, · , Mr. Chief of Secretariat · Section of S1gnal 

Equipment. 
Tuexen, I Major. Chief or a Section of Signal Equipment. 
Waa.k, , Civil Official. Chief of Section Id of Central 

:Group of Al'med Forces Communications Group. 
Wa Pruef 7 (Chef der Heeresruestung und Befehlshaber des 

Ersatzheeres, Amtsgruppe fUer Entw1cklung und Pruefung 
des Heeres:waffenamts, Waffen Prue.fung, Abteilung 7).-­
Army Ordnance, Development and Testing Group,, Signal 
Branch. 

Ws.teo·n Corporation. Italian IBM Company. 
Wehrnia.chtnachrichtenverbindungen {WNV). --Armed Force~ISignal 

Communication. 
Wenueb (Wetternachrichtenuebel'Wachung).--Meteorological Inter~ 

' cept Control. · 
Wet tE~rnachrichtenueberwachung (wenueb). --Meteorological Inter-. 

. cept Control. · · . · 
'WN"l (Weti..rmachtnachrichtenverb1ndungen). --Armed . Forces Signal 

Communications. ·· 
Zapp1~,, • V1er11rig employee. 
Zell:ten, ,, Major~ Chief of Section A of Signal Equipment. 
Zentralwetterdienatgruppe.--Centrs.l ·Weather Group. 

- - -;;,. · 
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