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1. 0~1g1~ of "TICOM". --: The word "TICOM" served as a 
cover name for s. special proJelt and :for an organization. 
the 11'1'a1"get Intelligence Committee. n The project., vhich 
vas or1gi11ally conceived by Colonel George A. Bieber, 
Director of the Signal Intelli~noe Division, ETOUSA, in 
the summer or 1944, aimed at t investigation and possible 
exploitation of German.cryptolo 1c organizations, operations, 
installations, .and personnel, a soon as possible a:rter the 
impending collapse or the Ger~' armed forces. Colonel 
B1cher elicited and secured the support of the o. s. Navy 
and o~-the British, and eccord1 ly a joint and combined 
nTarget Intelligence Committee"\vas established in England 
in October 1944, by the authority or the Chief of Staff, 
United Sta.tea Army; the CommandeliI>-in-Chief, United Sta.tea 
Fleet; and the Chairman, London $1gint Board. 
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Tt:ie Ta:f•get Intelligence Co i ttee Ol":i'..ginally planned 
EiiI•borne operations, evep bef'ora the German collapse, to 
ryeize im~o'.l'"ta.nt Ge:rum.n signal .:tn·,ell:tgon.ce targets, known 
fil'om Ultra :rue.te~ial and prisoner of' t:1aY.' 1nter:rogations~ 
'J'here were f·our objectives: 
I a. To learn the extent of t e German c1'.'yptanalyt1o-/ 
of fort against England and Amer! a; \ 
j b. ~'o p~event the results ~ such German cryptanalysis ' 
~ga1nat England a.nd Amer1oa from falling into uri.authorized 
nancls a.s tb.e Ge:r .. ma11 Armies l'etre ted; 
I . e. To explo1 t Gei~msn cryp.t logic techniques and in- I 
vent1on~ befo~e they could be de t r oyed by the Ge~ma.ns; and 
I d. To unoove~ items or s1g. al intelligence value in 
proseeuting the va:i• against Japa. . _ _ .. 
I The TICor~ mies:l.on va.a of hi est importance. American ~ 
~r;vptographera did not then know vith ce~ta1ntx the extent '"jlc~~· 
to vh1ch United States con1muniea··1one \.Tere secure or '1!!3~6t:Ee, 
*or did they knmr the extent of he ene!lly' a c:ryptanalytic 
~b1lit1es, strength, end materie , except by conjecture, 
by inf e:i.•enc:e from Anglc-Amer·ican crypts.nalyai s of Ge1•man 
systems and rroro prisone~ of v.a~ interrogations. German 
cryptan.nlytie successes were obv ously unpublicized. They 
\rere .reflect~d instead in highe:r casualty liEtts and lesaened 
success on the pnrt or Allied ta tica and strategy. 
I In the Spring of 1945, howe er, conditions .for the 
proposed operations became rapid y unsstiefacto~y. The knotm 
~ei"tntH1 signEl .intellige-nce a.gene es !!eT·a dtapersing or ret:rea t­
tng to l!Sbther locali t1es in gre test d1.sorde1•. Pinpoint 
locstions could not be establish d. The possibility vs.a 
remote that Anglo-Arneric&a parac uta uni ts could seize worth­
Vhile pe r·soruiel and tna terial and hold them through the con­
fusion of' 11,12.jor bs:ttles. Theref i1 e, in. March, 1945, TICOM 
decided 1notesd to ale~t six Uni ed 8Ultes-Brit1sh ta~g~t 
exploitntion teems in England, t~ese teams to be sent lnto 
enemy terrj. tol'"y as ei thel" Uru. ted States or .Bl-1t1sh troops 
?ver~an it~ Where they Vere to t ka over and exploit known 
~l" ne~.rly dtscovered targets of a g11al intelligence interest 
and to aeerch ror other signal 1.tell igenee ta~gats and per-
1 

aonnel. 
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I 
The first exploitation team vas dispatched in April 

1945 to the Neumuenster-Flensburg area, and other teams 
I 

were quickly dispatched tod::.he~areas as soon as overrtlll. 
The odysaies of the TICOM teams striving to locate and 
exploit signal 1ntell1gen~e ta;rg~ts during the confused 
days before and arter the Germa.r( capitulation, make~ 
eratel'taining as 'l:lell a.s instr~ctive reading. They are 
rully recorded in the TICOM publ1cation~l A short summary 
,· . .r these operations is given in Volume 8, Chapter X, of 
Lhls re~a~~- 1 

1fhe results obtained from these TICOM efforts vere im­
press1 ve. Approximately 4000 Eeparste German documents 
\:Jere cs~tured.2 This me.teriall veigood 5 tons. Many crypto­
graphic devices and mach1nee were captured. One hundred 

1 
and ninety six reports, based pn 1nter-rogat1on o~ German 
signal intelligence personnel~ · together ~1th other m.1a­
cellaneous reports a.nd transla;ti'ona were issued by TICOM. 

The true value or the 'l'ICOM e.ffort is not mee.surable in 
such stst1st1cs. Its importanee lies rather in ~hat the 
TICOM eff"ort revealed to Ameri~an cryptologists concerning 
German signal intelligence, ~1th particular rererence to 
American systems. The TICOM prisoner of var interrogations 
and c.!J.ptured documents, with the interrogations conducted by 
othe~ "Anglo-American ageno1ee (notably the Combined 5erv1ces 
Detailed Inte~rogat1on Centre,jor "C3DlCn) have given Anglo­
American investigators a reasonably complete pintUJte of Gerna~ 
signal 1ntell1genee. The United States Army SecUJtity Agency 

1 has obtained :f'rom these interrogations and dooumenta infol'mation 
useful in assessing its OlJil orY.Ptanslytic and c~yptogl'&ph1c 
achievements, especially 1 ts ow development o:f rapid analytl c 
machinery, thG st&te of its research in cryptog~sphy, and tha 
cryptographic security of American systems. 

1 ·see IF 15, IP 40, IF 51J IF ~01. IF 165, IFI 166, IF 167, 
and I-1. I 

I 

2 ·ay "document" is meant either one or s collection of 
papers, books, riles of' corr~spondence, messages, :f'ilms, 
worksheets or other items of' intelligence value, to vhl.ch 
a TICOM document number vas ~s31gned :for convenience 1n 
clsss1r1cat1on and handling. 
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2 . The isuropean Axis lcn;ptanal;ytic et:tort ~ainst United 

States commun.tcations.--From TICOM sources it ls earned that 
l'foropean crJpta.nai~e ts 'tie re unable to read any u. s. Army or 
Nevy high-level cryptographic ayetema. The Army Converter 
Ml,40 (SIGABA), the AI'm1 Telet1}>evr1ter Cipher Attachment knovn 
as the Converte~ M-228 ·tSIGCUM), the Army Teletypevriter Pri­
vacy Set (SIGIBS), the Al-mi High Security Teletypewriter Cipher 
System (5IGTOT), tbe Army Speech Equipment RC-220-Tl (SI05ALY), 
the Combined Cipher Machine (CCM), the Navy Eleotric Cipher 
Machine Mark III (ECM, identical with SlGABA), ~d the Wavy 
Teletypeltriter CryptogrephJ!c. Attaohment (C. S. P. 1515, identi­
cal ~1th the Army Converte~ M-228) vere completely secure. One 
Army Strip system (System No. ~7 or 67) e.nd one Wavy strip · 
eJatem (probably C. S. P. 1404) vere read tor short intervals 
until the ~rinciple of etr1p elimination ~aa introduced. The 
10'1-grade c1phony device (Speech Equipment AM/GSQ-1, or SIGJIP) 
vae not read, al~hough theoretical . solutions vere vorked out. 

Both of the .unenciphered War Dep~rtment Telegraph Codes 
(5IGRIM and SIG.ARM) 11ere ~ad by the Germans. Htmgary received 
photostatic coples ot War Department Confidential Code Numbe~ 
2, probably from the Bulgarians, together vith at least one 
set of cipher tables, and the Italians reconstructed subsequent 
editions of the enc1pher1.Di tablea. The compromise appea~s to 
have been share~ vith othe~ AX1s pogers, notably Oel'ZJJ8DY, Fin­
land and Ja~an. l4il1te.ry Intelligence Code Bo. 11 (p~s1cally 
compromised), used by the M111ta17 Attache 1n Cairo, vas read 
throughout- the summer of 1942. The Germans reed messages 1n 
several versiona of the Division Field -~cfoaes .. ...._ 

German cryptanalyst& solved from 10 per aent to 30 per 
cent or intercepted u. 5. Army M-209 messages. Save \Jlwre 
keya vere captured, it -eas !usually read .. too late to be of tacti­
cal value. Me a sages sent by the U •.. S. Army 1n Blidex, Codex~ 
Bomber Code, Asaault Code, IA1rcrkft Movement Code, MB.p Coor­
dinate Codes, and Cipher Device M-94 vhere employed, vere read 
regul.arly and almost 100 per cent. 

I 

5 



DOCI~ : 3560861 

~-·· 

. J 

('· 

Combined Naval Cypher No. 3. used by ~he U. S. Navy and 
the Royal Navy for Atlantic Convoy operations. was read almost 
100 per cent by the Germans from the end of 1941 through the 
middle of 1943. The solution of this system ~as ~erhaps for 
the allies the most disastrous s1enal intelligence success 
achieved by the Germana. · Allied convoy shipping losses suffered 
during this period vere six times as great as during any other 
comparable period. 

The Germans engaged 1n intensive &nd successful traffic 
analysis activities against United States Army and Army Air 
l<~orce. radio communications. This included d1rect1on .. f1nd1ng~ 
analysis ot ~all sl~ and frequency allocat,.on· systems. analysis 
of plain ~ex& and operator's chat. as vell as more complex 
operations. such as air-borne radar route trackingg and mon1~ 
toring of transmitter zero beat tun1n~. 

'l'he U. 5. Army Converter M--134A l SIGMYC) • .and the U. s. 
Navy Cipher Machine (HCM). furnished by the Navy to the State 
!Jepartment, ~ere not read by ·the Germana. 'rhe State Depart­
ment Strip systems O·l and 0 .. 2 vere solved. the former probably 
through a compromise. and th~ latter. through cryptane,lysis. 
Several State Department code&g including the Bro"t:Tn. rode (un­
enciphered) and Code A-1 (enciphered). vere com.promi9ed and 
read. probably from 1938 and 1939. respect.111ely. 

From an .intelligence standpoint the results obtained by 
tne German cryptanalytic successes ~ere importantg but not 
decisive. American Army and Navy strategy .. \las secure as long 
as high. level systems vere employed. Tactical operations. 
ho~over. did suffer. The Anglo•American cn~voy shipping losses 
during 1942 and early 1943 vere huge, larg~l~ because of 
German successes vith Combined Naval Cypher No. 3. Ger:JW.D. 
traffic analysis and cryptanalysis provided a comprehensive 
order of battle for the U. 5. Army and Army· Air Forces 1n the 
United K.1ngdomg 1n the Mediterranean, and on the continent. 
According to a German air force officer. "no attack of the 
~ighth Air Force came as a surprise." The value of the intelli­
gence ffh1ch the Germans got from State Department codes and 
strip ciphers is not accurately knovn. The strip system~ ~ere 
probably read too l~te to be of any great value. The compromise 

6 
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Military Intelligence Code No. 11 did provide intellig~nee 
unquestioned tactical value_, particularly 1n the summe:r 
1942 during Rom;nel's advance to Egypt.. 

The Gel'111an cl"yptam1lytic ef'f'ort ..aga.1.nst Russian mJ.litary 
communications uas even grestel" than that made against the 
nitec! States. The Germru1 2uccessea in. solut:.on of me<lium 
nd low grs.de English m1l1 tary and naval coLnnun..1.ca.tions 
ystems t!el .. e e:onside.rablB. The c1•ypt1~,nalysiB or the diplo-

l a tio communications of Italy, Japan, r:ranee, T".l'.t'key, Bulgaria, 
reace, Po1•t;ugal, Spain, SY1 t2:erland_, a:c.1.d other smalle:r rlations 
lso achiaved important results. 

A t~bulation of the ~~oulta of Ge~l'll!ln snd other Etll"opean 
ls cryptcnalysis, country by country~ 13 given in ChB.rt 1-2, 

t the end of thia Volume. Ti1eae resul tn will b:e discussed alao 
n the subsequent volumes on tk!.e sepaN1t.e Garman agencies. 

3. Pl"gani~~!d·S!ll of' German .. $.1~~q_lntell~J'!Ce Agenci~_!!.-­
ermHny posoeesed six main cryptologTc Ol"'gani.za.tions duri.n.g 
o:rld Ws:r II~ vith a total strength, including field units 
nd ()'Q'Ol"r..ead, of app1•ox1mately 30,000 pe1~aous. ltaly possess-
d tuo main signal intelligence organ1ze.t1ons; Finland, Aust?ia,, 
nd Hungary each ha.d one. The gr~.nd total of' Europ~en /..xis 
ersonnel engF.ged in signal intelligenca in Wo~ld Har II iB 
stima.ted as )6,000. 

This number is sraall vben compar·ed ui th the numbers 
ngaged 1i1 the Anglo-American eff'o:t-t. Tho grand total of' Anglo­
merican signal intellig·ance personnel at the end or the V.sr, 
ncluding all .aerv1ces and including .t~1eld and. ove1•hee.d per-

.. onnal, was in excess of 60,000 per.sons. Out or th.t~ tots.l, 
he United States Army employed app~oxin1stely 28,ooo persona. 

Of ·the six main German cryptologic o~ganizetions, ro\ll" 
ere mil1ta:r>y, e.!ld tU"o r!ere civilian. 

The four military organizations were: 
s. The Signal Intelllgeuoe Agency of th~ Army High 

ommand (OJDI/GdI'lA), Fhich denlt vith enemy AJ"~y trarfic. 
b. ThA Signal Intelligenca Agency of the ~la~rt High 

( OK!-J./i?Sfi !IIL whl.ch dealt ui th enemy na.va.1 t1•af.f1c. 
The Signnl Intelllgence Agency of the Air Force High 

omma.nd OKL/1 .. rl Abt 350), trhich d~al t tri th enemy- Air Force traff 1o .• 
d. The 81gn.~1 Intelligence·Agancy of th3 Supreme Command 

rmed F'oroas (OK\t/Chi), "rhich dealt with enemy, neutral or 
riendly diploMt1o tratf"ic, commercial traffic and ne'lf~ broa®s.sti 

7 



DOCID: 3560861 

The two ci '!:l.l:i.a.n O:i:'gn_niza ti one \-re:ce ! 
a.. ThG !t'oreign Offid.e C1'ypt:':l.nalytic Section {Pers Z S) 

uhich r..J.so dealt. uith d.'lpl~Lla. tic traffic$ enei·JY,. neut:ral.P 
o,.. f'riendl:r. 

b. Goer 1.l'...g I B 11Re sear-ch IT Bureau ( r .!'~), a Iiaz1 party 
agency tthich -al~o dealt Hi th diplo~tic t:ra.:f:tic.s news releases, 
broadcast moni tori11.,3, telephone monitoring, !J.nd other types 
of comrnunic~ tJ.ona intelligence, enemy.. neutral p or friendly. 

Chel'·t nuillb(!r 1-1 at the end of thla volu!'le shmrs how the 
Above sL~ P.gencieB u~re related. Brief desc1~1ptions of 
these agencies and their uo:rk .follou. 

!J. The Si~l Intelligence P.genoz_ of the AJ:>s.!rH1gh 
Command. ----.lhe 'filgna! Intelligence Agency of the ~ my High 
Command ( Oberkoirana.ndo des Heeres, Genere.1 dei."' rl€:1.chr1chten 
Aufkl&el'lLT'.l.g,, ebbrf:via.tecl OKii/Gd»JA) l:f.ls locat.ed a.t Jueterbog, 
about 60 miles southuest of" Berl:i.no Ita mission included 
cr~pt~ualycis and evaluation of Allied army traffic, at any 
level_, l-thet.her strategic or operatio1~a.l. .rt also did a 
smell amount of' :r.s.d.io bI"oadcn.at mon1 to1•i1130 

This AGency was the main unit of the German Army signal 
ntelligence service in 1945. Other units uere: 

a. Tlro inter~3pt stations operating di~ectly under the 
ignal Intelltgenoe Agency, and supplying :J.t ui th intercepts 
f Allied h.igh-le~el t~affic. 

b. Nine field Si~l Intelligence Regiments assigned 
o various AJ.>mY G~oups for the plll'.'pose of lnteroe~tion, traffic 
nalyeis, c~yptan..~lysis, end evalll3tion o~ Allied Army low-

. evel tactical traffic in the Army Group areas. These 
egim~nts \:rere independent of' the Centrel -Signal Intelligence 
gency, but Bupplied the latte~ ~ith intercepts and reports. 

c. A small Signal Intelligence Sect1on.P assigned to 
t}he .Ai'my Commander in Chief' .1 West, lrhich acted as a coord1-
rlat1ng e.ect!on for the tgo Signal Intelligence Regiments on 

! e l!eatern front. · 
An estirnated tot&l of 12.P 000 pevsons uas employed. in the 

my sign5l intell1gence·effort desc~!bed above. · 
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The main successes o~ the German Army signal 1ntelli­
g~nce organization .from it's ormation to the end of the ua.r 
tncluded the follouing: 

a. £efo~e 1939 it uas ble to establish French, Dutch, 
·snd British order of battle. This ~as domby c~yptanalyais 
·of Fi•ench codes ana Dutch Ar double-tr&nspoa1tion ciphers,, 
11nd through direction-finding and tra~fic-anGlysis directed 
neainst British Ar"C1!3' communidations systems.3 

b. Dlll,1ng the 1940 French ca.mpaisn it established 
Prench mob.1.le o:rc:ler of ba~tlj. This i.~o.o done h; cryptanalysis 
of French ·a odes{ r.1...,, . .:!Bmed) - · 

e. It estil.bliehad Russ~an army order of bnttle and 
location of' strategic r3serv_ s, fr-om ea2~ly in the 1;1ar through 
1943. This m:s aecomplished through tr•affic e.na.lys1s and 
cry-ptana.lyats of Rus19ie.n 2JI -"JI l~,, and 5-f'i3lll'e codes (both 
Army and ?eoples Commissaria~ (Nlr"llD))o5 

d. It gnve Roll1tnel inte~ligenee of sreat ope~at1one.l 
value du~ing the figgting ar~~~d Tob~ul!. TlU.s vas done by 
solving the super-en 1pherme±~lt-of a aomp~omi£ed Er1t1ah 
code (unidentiried}. 

e. ln.forma t1on on ope~e tiona unde:rta!c.en by the Amar1ce.n 
Army in I·lo.z-th .Africa, snd the ea.f·ce:r thl'iough the wer, vas 
obtained th~ough solution .o~ fonverter M-209 t~aff1c.7 
During the fighting in Sicily the German~ captured two ue~ka 
afte~ it went into effect, a key liat valid ~or one month~ 
and ~ere enabldd thereb~ to r~ad the system completely ror 
the :remaining tuo ueeks.9 on! other nets ~hen sufficient depth 

31 78 
4I 78 
Sr 78; I 26;. I 21; I 19 
6
IF 107; I 113. Germans called this "the B:r1t1sh Uar Office 
Code." [ 

1x 154; IF 107; I 60; I 113 
8IF 207 
91 60 
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was availablo, from 10%10 to 30 ll of N-20~ tra.ft'ic was 1•ead­
able J though mo~;t. of the trafft .. 'Va6 1'0ad too late to be of 
tactical val~e.~~ 

f. I11:formation conoern1n U. S. Ju>my activ1t1ea in Ice­
land, England., Central Amer!ca.,, and lVorth Africa, was obtained 
b,y re.:slJ.ing w~~ u. ~. !-.r!f!.y J).lvis on r.w1!'.3;,a Gooee. (.LJFC l~, 16, 17, 
21~ 25~ and 28, ana p~ss1bly ot e~s).~~ 

g. 'l1.s.ctica.l fJtiormation e ncei'nfng Allied bombing end 
artill0ry te.1"eets, weather re orts, ~ a.r.d reports on the 
size and locat:ton

1
of Allied uni s passing Military Pol1oe contr.ol 

points in France, 0 W'Ol"e obtain d from aclut1ona of "Slidex, '1 

a E.ri'.;ish dev~ce for protecting opere.tion'l.l low-level traffic. 
Thia davice was used by. both Br t1sh and American forces and 
variou~

7
varsions of it were sol ed, U$Ua~ly in from one to three 

houra. 
h. Solution of traffic pa Ded on Hungarian internal net­

't-Torks in 1941 g.e.ve evidence that tranaporte.tiooi o'l Gy§man troops 
over Hungar•ia11 railroads could e safely undertaken. 

1. SuccGssful ~ryptanaly~ s waa carried out against the 
traffic o.f Yugoslav partisans, reek :partisans, Czeob a.gc:mts, / 
Russian a.gents, and th~ Polish es1sta.nce movement.19 

The Signel Intelligence Aa~noy o~ the A:rmy High CoJ:llilralld 
issued three oeily repoi•ts. These were sent to the Arnry R1gh 
Command, Na vy High Co~....nd, AireForce High Co!l2nlal1d, end to the 
Suprema Coi;.m3nd, Armed Forces; o Himmlor as ohier of the 
Elite gu.ard; ~.nd probably to th Reich Socui-1ty Office (RSHA). 

lOI 60 

11I 113 
121 142 

l3IF 120 and IF 107 
l41F 107 p 3 
151 74 
l6I 80 

17 I 7 J.:., I 76; I 80, ! l 09; IF l 

l8IF 126 p 10 

191115, 1 76, D 60, I 170, I 5\, and others. 
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Ea.ch of U1e nine Signal lrttell1g<=n.oe Regiment.5 in the field 
supplied intelligence directly 1to commanders at Army Group, Armyp 
and Corps levels, looking to them for pril'll.3.ry directives on m1a­
.t1ons e.nd priorities. They co$erat0d closely w1 th the local 
Air Force S!gn~..ls Regiments. ~ 

The Sig.-naJ. Security Agenay of' the Army :High Command (In­
spektion 7/IV, &bbrev1ated In 7VIV) issued Army Codes and Ciphers 
until 191~4, ,.,hen ·~his runction t.·1:~.s talten over by the Signal 
Intelligence Agency of the SupI'biiH~ Con'IJi.w.nd., At>med Forces 
(OKW/Chi). I 

Vol~"I!a 4 ts a. detailed a.ccpunt of the German Army Signal 
In tell igenc.e Agency, ;!;:;::; ::~a:;.~ U..U:.i. i;s, E. ~a. t.l1ah .. ~.cti vi ties. 

I 

5. Tho_§.;\@':'.± .. ~ ntell1_fil'nce Agen ey .. ~>[~ .Yl-.;~~~~.E.orce H~ 
.~ant!-- The Sisn~\ Intelligence Agenc :· of ·~1a Air lrorae High 
C omman<i ( Ob<::x•lrntilfilBndti der Luftvar.re,. Lu.1' tZJ.e.chrichten Abteilung 
350, a.bbrevlated OKL/.Gi'l Abt j~O-' previously Chi Stelle, O B d L), 
was the princips.l unit or the G(;):rma.n Air Force Signal Intelli-
gence tiel'v1ce in 1945. Fiel.d wilits i:rere: · · 

a.. Thre-s au tor.1.omoua Signal : Intelligence Regiments w1 th a 
total o:f eight battalions. 1 

b . Five autonomous Signal :intelligence !1-A.ttaliona. Thirteen 
thousand people, including overltaad, ~6re employed in a.ll the 
above unitll. 

· · The Gernw.n Air Force Signal iln.telllgence Service 3uccesses 
against the Royal A1r Force and ;the United States Army Air Forces 
· ere outstanding. : 

a. The Service furnished a :comprehensive and continuous 
• icture of' the battle order and .dGplo-:rment of United States . 
JA.rmy Air Force a.nd Roya.l Air Fo~ce uni ts in the United Kingdom, 
\1.n the Med1t.srranean Theater, a.n;d, e.f.ter D-ciay, on the continent. 
This information cs.me ma.inly frOl'll tre£f!c s.nalysis, radio-telephone 
fnoni tol'ing, and mon1 toring of af;r-bol--ne radar deviaes. The 
solution ot Royal Air Force 4-figura codes (f~om March 1940 
~ntil l November 1942) gave basic ~eta 11hich i:ras enlarged upon 

[

d used unt11 the end o~ the w8f. 

OI 70, IF 182, IF 175 p 19 I 
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b. It gave prompt and aecur•a.te w.s.z-ning of United Sta.tea 
Army Air Force and Royal Air Force h'*l~"'Y bomber missions. This 
resu.l ted fl"'Olil advanced methods or trai'.fic 8.IlB.l.ys1.!J" from re.dio­
teleghone monitoring.I' and ?roili FadaF monitor1ng.2i 

c. It gave immediate warning to G8rman gi-ound ~orces and 
fighter sq~adrons of tactical .operationa by Allied ground sup-
port aircref't.22 . 

d. In comnection uith its western f'ront a.otivitiea 1 the 
solution or the Ba.nber code, Slidex~ Syko~ and Rekoh (used by 
the Royal Air .F'orce and.Pf.or a ·short time, by the United i; ta tes 
Army Air Fovce), both by capture and c~yptana.1ys1s, was impor-
tant thI>oughout the 11ar .23 . 

The Ge.rrasn Air Force Sigrwjl Int~ll!genc~ Se~vice successes 
against the Russian Air rorce Mere also g~eat. 

· a. Its oryptanalysis of Rusbian Air Focioe ground-to•ground 
2-figuI"e~ 3·figurer and 4-figure adm1n1st;l'ative a.nd opGrational 
codes P and some 5<'1gure eodes~ pl'cvided a complete order ot 
battle for the Russian Air Forces from 1937 until the end of the 
war. A 18.l""ge e.mount of intall~gence on Ruasien2tr~Y battle order 
vas also obtained rrom a. atudy or a:tr netuorks. 

b. From pa~tial decipher~ent of air-ground tr~fio, from 
plane-to-ground radt~~telephone monitoring, and from radi~­
direction finding of bombers v~en airborne, it was eble to give. 
accu:rate 1·12.rnings ct: all Russian long-r•ange strategic bombing 
raids.25 · 

c. From cl)YfJtana.lysis of· each Russtan Air AI~y 9 a 2-figure, 
3·figure, and 4·figure traffic~ from t~a.ffic enalyais, from plane­
to-pla.ne radio-telephone moni tOring, e.nd f~om radio direct1on-
f 1uding of planes in flightD it was able to ~arn German ground 
fore es and .fighter squadrons of 1mpand1n.g operations by Russian 
fighte1~s and fighter bombers. 26 

21! 70 

22
IF 182 

23IF 175 
241 120 

25IF 187 
26IF 187 

12 



DOCID: 3560861 

Intelligence rrom both Western and Russian fronts, in the 
form of daily, ueekly, or monthly reports, ~as rurnished by the 
Signal Intelligence Agency (OKL/LN Abt 350) to the Air Force 
High Command and to the local Air Forces (Luf'tflotten). Daily 
and monthly reports were also sent to the local Arnry Signal 
Jntell1gence Regiments. Monthly reports were sent to the ·Army 
Comm8nder in Chief West, ·to the Signal Intelligence Agency of the 
Army High Corumand (OKH/GdNA), to the Signal Intelligence Agency 
of the Navy High Command {OK?~/4 SKL/IIIJ, to the Signal Intelli­
·g~nce Agency of th.e Supreme Command (t.rmed Forces ( OXW/Cht), 
~nd also to the Air Foree Signal Intelligence units in the f!eld.21 

Field units, eharged with the responsibility for va~n1ngs 
on allied air raids, telephoned their varnings and reports d1rectl3 
to fighter squadrons, anti-aircraft batteries, and the local 
Qauleiters in eharga of civilian air raid warnings.28 

Group IV of Division II in the Of'fice of the Chief Air Force 
Signal Officer (Oberkommando der Luttwaffe/Generalnachricbten­
fuehrer II, Gruppe IV, abbreviated OKL/Gen Nafue II/IV) issued 
codes and ciphers for the Air Force. Group IV of Division Ill 
(OKL/Gen Natue 111/IV) checked them ror cryptographic security. 

A detailed description or the Signal Intelligence Service 
of the Air Force is given in Volume 5 of this report. 

6. fhl Siflal Intelli ence A enc of the Nav H1 Commafld-­
The S1gna nte igence Agency oft e Navy H!g Cornman 10ber­
komm&ndo der Kriegamarine, 4 Seekr1egsleitung III, abbreviated 
OKM/4 S.KL/III) lfae responsible 1for traffic analysis, cryptanalysis 
and evaluation of British, American, Russian, French, and 8~ed1sh 
naval traffic. It had a strength of app~oximately 1,000 persons. 
It also had operational control over a field organization of 
approximately 2,500 persons. The :field .units were as f"ollo~s: 

a. Four deta.chments in Flanders, Brittany, Wilhemshaven 
and Po~erania engaged in cryptanalysis on lo~-level systems," 
interception and direction-rinding. Each detachment had a total 
complement of 200 men, including 100 intercept operators and 10 
cryptanalysts . 

27 
IF 180 p 31 a 

28 
IF 181 
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l>. Eig..'1.teen "primary direction-finding atations 11
, vhose 

main du"'Ciies "t:rere ln.terception re.th.el' than direction finding. 
Each station had a strength of lOO, 1ncludin,g 60 intercept 
operators, and 5 cryptana.17ats. 

a. Twenty flve 0 second£ry direction-finding stations", 
whoae duties were d:trection f"inding and t~a.ff io analysis. . Ea.ch 
station had a strength of 26 persons. 

d. Small detachment3 vere occasionally set up for special 
misalona. . 

The main successes of the Sign..'U. Intelligonce Agency of the 
Navy High Command (0104/4 ~KL/III) included the tollo~1ng: 

s.. In 1939 it vs.a able to establish the '\:la.r-time organi­
zation and dispo31t1on of the British Fleat, through solution 
of Bri tisll Nave.1 Code No. 2. 

b. In the spring of 1940 it obtained complete information 
ooncerning the proposed Br1t1ah and French Norway expedition 
.<"Opcra.t~.on Stra.ti"o~d 11 ). This was done by solution of Br1.t1sh 
Naval Cyphez· Ho. 4. 9 The German invasion of Norway follOl:led 
iDD:nediately. Durins the subsequent Norwegian campaign, solution 
of trai"fic sent in B~1tish Naval Cypher No. 4. gave detailed 
information on Allied aounter-meaeures, such as proposed British 
landing fields, tra.nsport arrivaJ.. sehegulea, and tha d1spos1t1on 
or British and F1'enoh surface ~orces.-' . 

c. Throughout 1942 and pe.rt of 1943 it provided important 
intelligence on Atlantic .convoys by a current (and nearly _lOQ%) 
solution of ·6ombined Cypher No. 3 used by British and U. S. 
No~th Atlantic Convoys.jl The average wonthly allied sh:pping 
losses in the Atlantic during this period ~ere approximately 
a1x times ~he av~rage monthly1oss9s in later periods. 

Minor sucoessea of the Signal Intelligence Agency of the 
Navy Hip;r.t Command (OKM/4 SKL/III) included the solution ot the 
Br!tie! · !nterdepar'ttlental Cypher{2 solution in 1943 of e. Royal 
Air Force torpedo-bomber transposition cipher used for pr~ctice 
exerolsea in the English Channel;:;-' and solution ot various m1no1> 
Navy and Merchant Navy codes and c1phcr3. 

29T-517 
30T-517 

'
1

1 12 
... 2 
·· :->erformed jointly llith Goering's "Reuearch" Bureau (FA), the 

Signal Intelligence Agency or the Suprom0 Command Armed Forces 
(OKW/Clli), and U'ith the Signal Intelligence Agency of the 
Commander in Chiet ·Germa.n Air'Force (Chi Stelle. OBdL) I 147. 

33n 6 .TJ J t=; D 41 :P.lq 
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The Neval Slgna1 Intelligence field W11ts described above 
carried out dire~tion-findlng activities against Allied naval 
and mercbant.3hlps, plotted their poait1on3 and movements, and 
passed the in.formation to local commanders. Detachment Flanders, 
at Bruges, a.nsisted in the 1942 "escape" of tric> pocket battle­
ohip3 Sche.r:nhoi. .. s t and Gneisenau -when they made their dasti from 
Brest thr.ough the English Channel to Kiel. This aame detach· 
J!\Ollt read British ns.val tratf"ic to advantage during the D1Gppe 
raid. 

Tho Signal Security Agency of' the ~avy High Command (Olm/4 
8KL/II), as opposed to the Signal Intell:tgenco Agency( O!ml/4 5KL/ 
III), issued Germsn ne.veJ. codes and ciphers, and made ci7ptogra­
ph1c security studies of these systems. Its exact strength 1~ 
unknoun. · 

Th~ detailed organization and history ot the two si~l 
agencies of the liaval High Command ( OKM/4 S~/III and OKM/4 
8KL/II) are not diaoussed further in this report. Their use , 
ot puneh-ca.rd book-keeping machinery ("I. B. M."), their security 
studies~ and their chief oryptanalytic methods, houeverp are 
discussed 1n Volume 2. 

7. The Si al Intoll1 enee enc of" the Su reme Comman1 
Armed Forces~- T e , 1~ nte 1gence J.aency or the 5upreme 
Command Armed Forces lOberkommando der Wehrmaeht, Chiffr1erab­
te1lung, abbreviated O.Kl-1/Chi) had three ru.ln functions: 

a. It intercepted, studieJ, nnd evaluated diplomatic, 
milite..ry attache, and "a.gent" traf:rtc. 

b. It ~on!tored, and evaluated commercial radio traffic 
and neva broadcasts. 

c. It made security studies of the codes a.nd ciphers used 
by the Supre~e Co:zmna.nd, A:rmed Forces, the Army 0 ~he Air.Force 
and the Iiavy, and many government departments, vetoing (after 
1944) the use of those it deemed insecure. 

The 81~a.l Intelligence Agonoy of the Suprome Command Armed 
Foreee (OKW/Chi) operated at least thirteen radio intercept sta.· 
t1ons or its mru, and received radio traffio rrom other agencies 
as well (notably Goering's "Research" B\U'eau (FA». ~~t also 
received land-line trafr1o from sourees not stated.~ 

15 
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With the '"'caption of' military attach<> systems, 1t ~d ~-;] 
work on enemy Army, Navy or Air Fo!'ce tre.ffio. Documentery evi­
dence as to ita cryptanalytic successes is limited. The tol­
loving sun..rn!&,Y covers its most impo:c>ta.nt kno"1l'l c:ryptana1Y,t1c 
achiev~menta: · : 

a. The mo~t extensive 1939-1944 successes seem to .h&ve 
bean achieved vith French systems. The electrical Hagelfn .C1pher 
Ma.chtna B-211 (adopted by the French - no"1 obsolete) w~s .solved, 
a.nd limited succGas vas also '§h1eved in the solution o~ ,the 
Freneh Hagelin Machine BC-38~ An important military attache 
ewe {ASA trigr<:i.ph FVD) was solved at the beginning of t~e "ar.36 : 
After 19~·0 all Vichy-French systems vere automatically compromised '. 
vhan f'iled with the German Armistice COlillll1as1on in Wieabaden. 

b. At least four Japanese diplomatic codes (inelud~ng 
those des1gnatad by ASA trigraphs JAE, JJJ:I and JBA) were 1solved. 
In 1938 and 1939 r.he Agency collaborated 'ri th the C:r-yptanalyt1c 
Section or the Foreign Office (Pers Z 8) in a3~urrent so]ution 
of" daily keys for the Japanese "Red 11 Machine. ., I 

c. .P1•ec1se details on solut1on of U • .s. sys tams are not 
I 

available. The agency had aomprom...tsed coplao ~v: a.t least tvo 
U.S. 3tat0 Deps.rtmant codes, namely 11Bl .. own" and "Al. n. Work 
ua..s also done on the U.S. State Department Strip Ciphers 0-l 
and 0-2, the lead in 0-2 solution being taken by the Foreign 
Office C~ypta.nalytic Sect1on.3~ I 

d. Croatian Enigma traffic va.s 3olved thl>ough eomprom1sed 
ma.chino uri1•i11g!l .39 

35I 45 .P 7; I 160 p 6 

361 31 .P 8 

371 31 .P ll 

38! 89 

39r sa p 3; I 92 p 2 
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e. Little information is available on successes 1n1 
~olution of English systems. Polish, Turkish, Greek and 
µitin American systems ~ere solved extensively. PF1or to 
~943, apprec1o.ble success ~as achieved in the solution of 
[t&l!an diplomatic codes. 

~ 
During the first half or the year 1944 important de-

odes designated as · "VN's" (Verle.essl1che Nachr1ehten} 
otaled 3,000 per month.40 Selected decodes ~ere sent to 
ield Marshal Keitel, Chief of Armed Forces; to Hitler; and 
1 Keitel to General Jodl, Chief of the Armed Forces 

Operations Starr. They ~ere also sent to the Arl'fl'J, Navy 
and Ai~ Force High Corumands,41 and probably to the Signal 
Intelligence Agencies of these eommands.42 In addition, 
approximately 45 special reports ~ere sent each day to 
apecial recipients, such as the Field Economic orrice, the , 
Department or Armed Forces Propsgsnda, the Western Armies 
Branch and Joint Intelligance.~3 · 

After 1944 the Signal Intelligenee Agency or the SupFeme 
Command Armed Forces issued crJ"Ptographic systems tor the 
Army and interserviee communications. One of its most important 
responsibilities by the end of the ~ar ~as the evaluating or 
the cryptographic systems of other serviaea. A file belonging 
to Dr. Eriob Huettenha1n, 1 ts chief' eryptanal;ynt, 1nd1eat·ed 
that cryptog~aph1c studies uere made on cipher teleprinter.s, 
Enigma machines, opec1ally desigo~d Hagel1n maeh1nes, small 
cipher devices and hand systems .. ~'&-

40
DF 9 

41I 4 l 3, p 9 
421 l}.. p 3 
43 

DF 9 p 2 
44 

D 59 

. 
I 

I 
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In connection wttb its security commitments, the Signal~ 
Intelligence Agency or the Supreme Command Armed Forces (OKWi I 
Ctt1) vas responsible for the tvo most serious German erypto­
gr,aphic mistakes of the var: the continued use 1n high level 
German m111tary communications of the plugboard Enigma machine 
a~d the tele~rinter cipher attachment sz 42 in the1r insecure 
forms. OIGl/Ch1 rejected the 1943 proposals of the Army Signal 
Security Agency {IN 7/IV) that the (insecure) SZ 42 be replaced 
by the cipher teleprinter T52d, a secure dev1ce.45 It alao 
rrovned on suggestions that the insecure plugboe.rd Enigma be 
u~ed with pluggable retleetor · Hheels, a change vhieh vould 
have made it secure.4b . 
I Approximately 800 persons vere employed in all duties _J 
I

eept intercept. 
Volume 3 or this Report gives a more detailed account 

·r this &geney. · 

I 8. The German·Foreil)i Office Cl'Zl!tanalztic Sect1on.--
~he German Foreign orr1ce~ad t~o cryptologic sections, tha . 
qryptanslyt1c Section (Personal Z Sondercllenst des Auawae~tigen 
Amtes, abbreviated Pera z S) and the Cryptographic Section 
(Personal Z Ch1ffr1erd1enst des Aus~aertigen Amtes, abbreviated 
re rs z Chi). 
j The Cryptanalytie SeOtion of the Foreign Office (Pera Z s) 
¥&B the senior German cryptanalytic agency. It H&8 organized 
~n 1919 or before. At its greatest strength it employed 
~pproximately 200 persons. Its mission ~as the solution or 
foreign diplomatic eodes and ciphers. The Section had one 
~mall intercept station at Dahlem.~7 ·For the rest ot its inter-
1 pept it vas dependent upon the 51~nal Intelligence Agency of the 
,Supreme Command Armed Forces (OKW'/Ch1), Goering's "Research" 
Bureau (FA) and the German Postoff1ce. 

45059, p 17 
46 . D 59, p 10; see also I 31 
471 22, para 103 
481 22~ ·para 103 
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The Cryptanalytic Section achieved its greatest suocessee 
with diplomatic codes, both one-pa.I>t and tvo-pe.rt, enciphered 
and unenciphered. 

a. F~om 1935 until 1942 it achieved pl'Sotically 100 ~e~ 
eent success in the solution of Italian d1plomat1o codes.49 

b. It ~ead the United States State Department Grey, Brol:m. 
and A-1 Codea.50 It slso succeeded in solving the American. 
Diplomatic Strip Ciphers 0-1 and 0-2, the tormer·1n partial · 
fashion based upon a eompromise.51 . 

c. The Section solved two British Foreign Otf1ae "R" 
Codee and the British Government Telegraph Codes.52 

d. In 1940 success 1n solution or French diplomatic . 
code6 uas estimQted at seventy five per cant.5~ · 

e. A number of major Japanese diplom.e.tio codes vere 'read, 
and there is some ~~idenee that ·St least one majo:r Chinese 
ayatem mis aolved.5 . 

f. The Section alao solved tvo machine ciphers. "'l'.ha 
Jape.nese ~ed i-lnch:lne mis solved in 19.38 and read cUl'rently 
until February., 1939.55 The Seetion eollf:lbo:rated uith the 
Signal Intelligence A~nc7 of the Sup~eme . Command ·Armed Forces 
(010:!/Chi) 1n this solut1onp and it ia not lmotm trhioh age~oy 
deserves credit for the oFiginal solut1on.56 · In 1941{ after 
a part~al solution by Goering'a "Research" Bm-asu (FAJ; the 
S~1ss diplomatic Enigma traffic ~as eolved.57 

Li t·tle info:rme.tion 1e available on the 8aot1on' s achiava­
manta 1n te~ms of intelligence. The d1st~1bution it gave' ita 
deeodea 1s unknoun. The Seot1on's personnel seem to hava' . 
thought Pl .. imarily in tel'ma ot cttyptanalyaia as a science;; 
rather than in terms of ~hat their intelligence contribution 
meant to a success~ul Ge:Mlmll diplomacy.58 The Section seems 
to have been badly neglected by higher Foreign Office 
authorities, both ~1th respect to needed personnel; and ~th 
~ega~d to iuterest in its ~o~k. 

491 22,, pa:ra 25 

SOI 22 

. 5lI 22, para 54; DF 15, p 4, 5; I 89 
52n l6i,Repor·ts 2, 3, 4 
53n 54, p 13 
541 22, para. 176 
551 22, para 19 
561 22,, para •. 19 
570 54, p 18 
58See Vol. VI.· Ch· 5 
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Some of the Section's senior personnel acted in an advisory 
capacity to the Foreign Office Cryptographic section (Pers z 
Chi).59 The latter section was responsible for the p~eparation, 
comp1lat1on,d1str1bution and security of Foreign Office codes 
and ciphers. Fe~ details are available concerning its security 
studies or its personnel. It was presumably responsible for 
the use in German diploma.tic oorrespondence of the code systems 
known as the "Deutsches Sa.tzbuch", the Deutsohes e.i'. i;zbuch 
enciphered by"Flora.dora" (Army Security Agency trigraph OEC), 
and the 11 one-time pa.d"(Army Security Agency tr1graph GEE) ,all \ 
of which were read by Anglo-American cryptanalysta.Volume 6 ~ 
of this paper gives an account or the cryptologic Sections______J 
of the German Foreign Office. ' 

9. Ooeri~'s "Resea.rch 11 Bureau. -- Goering 0s "Research" 
Bureau (Reich~uftfahrtm1n1ster1um Forachungaamt,abbrev1ated 
as FA) was formed in 19}3. According to Goer1ng,,1t supplied 
the nev Nazi government with a signal intelligence organization 
of its own which had "no political axe to grind nor ideology 
to follow~ 60 

In addition to non-military cryptana.lys1s,tlle "Research" 
Bureau had the rollowing functions: 

a. As a Nazi censorship organization in peace-time 1t 
monitored telephone conversations in all large German cities 
at first only in the Reich but later extending into Austria, 
Denmark,and"Oerman" Poland.61. It had access to messages 
sent over all German comm~rc1al teletype and telegraph 
facilities,62 and maintained investigators in all main 
postal censorship offices.63 

b. In var-time it liaised closely in the censorship 
of all communications as directed f 1rst by the Abvehr and 
later by Himmler's Reich Main Security Office. lt is known 
to have served the latter a~ency as a cryptanalytic agency 
for Russian Agent messages.lAs no cryptanalytic organization 
within the Reich Main Security Office is known to TICOM 
it is probable that the"Resea.rch" Bureau filled this 
function). 64 

59 
I 172; I 22 

60 
I 1J~3 

61 
TF 29; T 240 

62 
I 143; IF 15 

63 
IF 132 

64 
' TF 29; T 24.o ,. 
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c. It monitored vorld-v1de radio neus broadcasts, in 
part1cg5ar the British Broadcasting Company (London) broad-
casts. , 

d. It operated six ~ireless intercept stations of ·1ts 
otnl, for intercepting foreign diplomatic and commercial traffic. 
In additlon1 it exchanged copies or wireless intercepts vith 
the Signal Intelligence Agency of the Supreme Command Armad 
Forces (OA"'W/Chi}, the Sign.al Intelligence Agency of the N&VJ' 
High Command (OKM/4 SKL/III), and probably ~1th the Signal 
Intelligence Agency of the Commander 1n Chief German Air 
Force (Chi Stelle OBdL). · 

As can be seen rrom the functions outlined above, the 
"Research" Bureau vas not primarily concerned vith c~tanal7sia. 
No documentary evidence bearing on its cryptanalytic successes 
lfBS found by TICOM. Based upon secondary evidence and · 
scattered TICOM interrogations, the bureau's chier cryptanalytic 
ach1evemants seem to have been as follovs: ' 

a. In 1941 the agency collaborated v1th the Cryptanalytic 
Section of the German Foreign Office (Pers Z S) in solving the 
8v1es Enigme..06 Personnel rrom the Bureau claimed to have 
broken Finnish (or Svedish) Hagel1n trafric.67 '. 

b. According to neuspapar reports~ 1938 decodes ot French 
traffic revealed that. lacking English support~ the French 
Government did not intend to oppose the Austrian Anschluas 
't:fith force.68 

c. In 19.38, during the Munich Conrel"ence, the "Reseal'ch" 
Bureau is said to have solved the British system t!hich carried 
Chamberlain's messages to London. Hitler once delayed a con­
~erence ~1th Chamberlain for seve~al hours in order to get such 
de'code s • 69 

. d. Solution of Russian internal wireless messages revealed 
bottlenecks in the Russian military supply system. The dates 
of this solution are unknol:m.70 

65IP 132. 
66r 25; I 54; D 54 Report 8 
67r 25 P 6 
68IF 188 
69IF 1)2 
701 25 
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The "Research" Bureau circulated its intelligence :in 
the following forms.: 

a. Decode bulletins were sent regularly to Hi Ueri, 
Goering, Field Marshal Keitel and General Joell of the Supreme 
Command AI'ID.ed Forces ( OKW), Foreign Minister Ribbentrop:, 
and A<lmira.l Doenitz of tho Navy High Command. , 

b. Individual item3 of current interest, colleote~ 
items on single subjec:, and consolidated speo1a.1 re9or~s 
~ere sent to 1ntereBted ministries. ; 

c. Spacial ·i inison of.ficers were assigned to the Foreign 
Office, the Supreme Command of the Armed Forces, the Reich 
Security Office, the Economic Ministry and Ministry for 1 

.. 'Wal' 
Production, and the Propaganda Min1stry.7l· . 

Goering's "Research" Bureau had over 2,000 personn~l. 
Less than one per cent of these vere apprehended by TIC£]9M. for 
interrogation. . . : 

Volume 7 of this report is a detailed account or this 
agency. : 

I 
10. Collaboration between German Sl_gnal Intelligence 

Agencies in Crf,itog_ra.;phic" Mattera----It seems prooable- that, 
prior to 1943, there was aome so!'t of collaboration between 
the various branches of the German Armed Foroe3 in crypto- 0 
gra~hic matters. The widespread usage or the Enigma machine, 
the universality of the teleprinter systems used. the alloca­
tion of' similiar hand cipher systems to army, air .force •:and 
police units, all point either to an excellent cooperation 
in the cryptographic field, or to the existence of some: 
shadowy 1nterserv1ce agency or higher authority ~hose r~­
sponsibillty it was to study. teat and recommend the inrro- '.:c 
duction of such devices and systems. There is no reference in 
the TICOM II!a.terial to suuh an agency, other than a pass~ng 194~~ 
?'eference to "the bi~ executive committee," a group which ap- c 
parently had some responsibility for cryptographic changes and 0 

im~~ovements in a cipher type teleprinter.72 From the ~eadings 

71IF 135 
72D 59 1 p 6 
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on various memos belonging to Dr. Huettenha1n (ch1ef crypt­
analyst for the Signal Intelligence Agency of the Supreme! 
Command A:rmed Forces (OKW/Chi~J, it could be assumed that the 
Chief Armed Forces Signal Communications Group (OKW/Chef ~g 
WNV) acted as a senio~ military cryptographic authority, ; 
app~oving or disapproving the introduction of various systems~ 
and using the fac!litles of the Signal Intelligence Agency of 
the Supreme Command A.l"med Forces (O.Kll/Ch.1.} and the army agencies 
(Inspectorate 7/VI (In 7/vI) and the Al"my Ordnance Development 
and Testing Group Signal Branch (wa Pruef 7)) as its staff or 
advisory agencies.73 ! 

An order from Fi~ld Marshal Keitel, Chief of Staff of the 
Supreme Command Armed Forces (OKW), dated October 1943, ~de. 
the introduction or nev ciphers for branches of the Armed: Forces· 
conti ngent upon the agreement or th3 Supreme Command Arme~ 
Forces (OKW)~ and probably upon the agreemant ot the Signal 
Intelligene~ Agency ot the Supreme Command Al'med Foi-ees · 
(OKW/Chi) . 74 

In 1944 General Praun, vho vas both Chief Signal Of'fieer 
of the Supreme Command Armed Forces {oKV/w_FSt/Chef' w:NV) and 
the Chief Signal Officer or the Army ( OKH/Che:f Hmf), made ; 
the Signal Intelligence Agency or the Supreme Command Armed 
Forces (OKW/Chi·) a central elesring house for all German j 
c1pher ·development and security scrutiny ~ork. This ~as easily 
done vith re~er~nee to the A1-my. On September 5, 1944, General 
Praun signed an order directing that the cryptographic develop­
ment and testing functions or the Army be turned over to ~be 
Signal Intelligence Agency of the Supreme Command Armed Forces 

(OKW/Chi). Personnel from the Army Security Agency (In 7/:pi), 

73u ]~various letters and memos. From the headi~s of crn>to­
graph!c manuals, it could be assumed that Ag 'WNV/Fu I, as 
issuing authority, ~aa responsible until 1944, vhen OKW/Chi 
apparently replaced it. See OKM/Ag Wl'lV/Fu I "Schluesse~an­
le1tun~ zum RS 44" dated March 271: 1941~ a.nd OK'lf/Chet WF~t/ 
Ag WNV/Chi "Rastei-ersatzverf'ahren' of Dec . 7, 1944, 'l'P 31 
and TF 32 respectively. · 

74iJ 68, p 11; D 57 p 14 
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including Technician Dl". Frioka, and the personnel of In­
spectorate 7/VI (In 7/V!.) uho l!eFe engaged in 017Ptographic 
~ork, vere transfar~ed into the 51~1 Intelligence Agency 
of the Supreme Command Armsd Porces ( Ollf /Chi) • 75 'l'hai'aa.f tar, 
vh1le the actual production of keys mis le:tt as an Army ·re­
spona1b111ty, the 51~1 Intelligence Agency of the Supreme 
Command Armad Forces (Olllf/Cbi) devised the oiphQr systems and 
provided the material for Arrrry key product1on.7b · 

~1th the ma,,,. and the Air Force the picture 'l18s aomevhat 
different. The7 't:Tere permitted to continue their cryptographic 
development ~ork, and retained tha right to sa7 ~hiob of thsir 
systems "l1BS to be used in ~hat place-·so long aa the Siggal 
Intelligence Agency o~ the Supreme Command Armed Porcea toxw/ 
Chi) conotll'Ted from a security standpoint in the or1g1Zllll 
introduction of the systems. As Admiral Krause of the S~l 
Intelligence ~encl' of the Naval High Command (O!M/4 SXL/III) 
pointed out, "OKl1/Ch1 recommendations could only ls7 dotm: the 
(securit7) limits ~!thin which it vas possible to usa a · 
system." The responsibility tor vhether and vhere a mavy, 
system ~as to be used lay vith the Navy.77 · 

aith regard to ciphers used b7 the Waffen SS~ tha Signal 
Intelligence Agene7 of the Suprema Command Armed Forces (Oltl:!/ 
Chi) had consultative povers onl7. While General Gimmle~~ 
successor to General Praun as Chief Signal OffieeF, publicl7 
characteri~ed the cooperation betveen the tvo services as 
"pertect:7 Col Mettig, chief of the cryptographic division 
in OKW/Chi, indicated that an effective supervision uas never 
int~oduced.79 

24 

I ------------------------ -

- - ---------------------- - ----



DOCID: 3560861 

The preeminence of the Signal Intelligence Agency of ,the 
Supreme Command Armed Forces (OKW/Chi) in cryptographic · 
matters and security vas apparently off~~c~~~Y vith the· 
military services. In his speech of Dcee _er , 1944, 
Gene:ral Gimmler pointed out that primacy in the ci v111an .. 
field was dependent upon voluntary concurrence f~om the ·

1 

agencies affected. He could only plead that "OKW l'!as pre-
pared to take the lead in this matter, providing that the1' 
Party and State concur:red" and ~equested that "·the Party and 
Reichs authorities" cooperate.BO Goeringa! "Research" Bureau 
(FA) developed its Olfll codes and ~1phers, although the 

1 

Bureau did use cipher teleprinters adopted by the m111t&rJ 
scrvicea.82 Evidence is available that in 1945 adm1n1etret1va 
hand ciph~rs {Behoerdenhandschluessel) uere issu~d to Senior 
Specialist ~enzel of .the "Research" Bu:reau CFA).83 A similiar 
situation prevailed ~1th the German Foreign O~fiee. The Signal 
Intelligence Agency of the Supreme Command Armed Forces {OlUl/Chi) 
\:fas never allou-~d to knov the details of' the eiphers usaci,!'by the 
Foreign 0ffice.ti4 The Foreign Office, ho~ever, did use cipher 
teleprinters and Enigma ~~chines.85 

,. 

11. Collaboration betvean German Sisnal Intell1Benee 
Agencies 1n U~tanalytlc MStfers.-- lfii9 collaboration bat~een 
Agencies In cryptanalytic matters varied. In general relation· 
ship betYeen.Goerlng's "Research" Bureau (FA) and the Signal 
Intelligence Agency of the Supreme Command Armed Forces (OKW/Chi) 
~ere not overly cordial. The Signal Intelligence Agency of the 
Naval High Command (OKM/4 SKL/III) maintained a traditional 

BoD 68 p 14 

.. 811F 132 
821 25, page 9 
S3T 240 
841 31, pag~ 15 
85r 22, para 115 
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~avy reserve in dealing ~1th other agencies. Thare ~as no h1gh­
flevel sign.al intelligence coordination, and the~e was fraquent 
pverlapp1ng and duplication of effort bet~een the agencies , 
~ealing ~1th diplomatic cryptanalysis. But, ffith the exceptions 
noted above, ther>e seems to have been as much liaison and as 
~uch cooparat1on aa v~re necessary. This '48.s especially true 
in the case of the military field organizations, the Army Signal 
Intelligence Regiments ("KONAs") and their Air Force equivalents, 
tha Air .51g.nal Regiments ( LN Rgts). . 

I 
a. Relationshi~s bet~een Foreign. Ofrice C~tanal~tic 

Section, Goel"ing 1 a " esearch'r Bu:rea~ and the si:rY Yilerligenoe 
1A enc of the Su reme Command Armed oroea. -- T cryptanalytic 
Sect on o t oreign ~f ce ere· enjoyed reasonably 
good ~orki~ relationships ~1th both Goering's "Research" . 
Bureau (FA) and the Sign.al Intelligence Agency of the Suprama 
Command Armed Forces (OKW'/Chi). As stated, hovever~ the r~­
lat1onah1pe betveen the latter t"H"o agencies do not appear to have 
been cordial. 

1 

The Foreign Office (Pers Z s) received the bulk of its 
intercept from Goering's "Researah" Bureau {FA) and the Signal 
Intell;gence Agency of the Supreme Command Armed Forces (OX\1/ 
Chi).f.J It l"eceived numerous compromised codebooks and keys 
from both agenciea.87 Cooperative attacks on difficult 
problems ~ere not uncommon. In the case of an unspecified · 
U. 5. 8t~1p System, the Signal Intelligence Agency of the 
Supreme Command Armed Forces (OKW/Ch1) vorked on the po1nt-to­
po1nt traffic, vhile the Foreign orrice (Pers Z 5) worked on 
the circular traff1c,88 "H"ith a complete exchange of result,&. 
In the case of the Japanese Red machine_. the Foreign Office 
(Pers Z S) attempted to solve messages sent on even days, ~hile 
the 81gna1 Intelligence Agency of the Suprema Command Arme~ 
Forces (OKW'/Ch1) attempted to solve meseages·aent on odd days; 
a "practical arrangement" reached also bet"H"een the u. s. Army 
and the U. s. Navy prior to the Pearl Harbor disaster. R~sults 

86 
I 22. para 103 

87T2038; Dl6. pages ,, 5; DF 15, pages 4, 5 
88

1 3:b., page 10 
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~ere exchanged.89 Goering's "Research" Bureau (FA) and the 
Foreign Office Cryptanalytic Section {Pera Z S) cooperated 
on the solution of' the Sviss EnigmEL 90 Exchange or code group 
1dent1f1cations, ·additives and enc1phe~ing keys between these 
t~o agencies we~e ~reguent, especially on English, Italian 
and Va t!cBn sys t~ms. 91 Personnel wel'1e exchanged betveen '.the 
Foreign Orfice Cryptanalytic Sectlon {Pera Z S} and the Signal 
Intelligence Agency of the Supreme Command Armed Forces ( 101W/ 
Chi}. 92 .' 

Goeringts ttResearch" Bureau (FA) ~as form&d by a small 
group of oryptanalysts uho left the Ciphe:r De-partment of' :·tbA 
Reich DerenstJ M1n1st:r:y (Re1ehswehrmtn1ster1um), the pre- · 
decessor agency of the S1&nal Intelligence Agency of the Suprame 
Command Armad Forces (OK\f/Chi). This defe~tion may aaeount for 
tha bad feeling bet~een the two agencies.9' There are no kno~n 
examples of dir~ct cryptanalytic exchanges bet~een the t~o . 
agencies~ nor were there subsequent exchanges of personnel. . 

.Qoerin.gts "Research" Bureau (FA) uas not givian access to . the 
special cPyptanalytic machinery developed by the Sig.pal Intelli­
gence Agency of the Supreme Armed Forces (OXW/Chi),9~ although 
this mach1ne~y was ma.de available to othe~ sgeno1ea. Relation­
ships could probably have been improved had not Goering's 
"Resee.rch" Bureau (.PA) sought to take over the Signal Intelli­
gence Agency of the Supreme Command Ar-med Forces (OIGl/Ch1)~95 

891 31, para 53 
90n 54 :1 page 18 

I 

I 91n16. pages 1, 2; I 172, paras. 11, 13, 14; T2252, various 
I 

r&port! 
92r 22, paras. 20, 84 

931 21, p l; I 131, p 3 
94D.F 9 p 3 
95

1 131; p 3; I 78 p 4 
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Wlth rerer.-nce to the exchtJ.nge or tratrie.11 however, 
collaboration was apparently complete. It is knovn tb&t in 
P.&rl7 19~4 approximately one thi~d or the intercept reoeived 
by the Signal Intell1$ence Agency of the S~reme Command 
Arrr.ed Forces (OKW/Ch1J came rro1D Goering's Research" Bureau 
(FA).96 The latter always reoelv~d copies or all the trarr1c 
1.ntereepted by Signal lntel11~ence Agency of the Supreme 
Command Armed Forces (OKW/Ch1J st4t1ons.97 

b. Mil tar A en Relat1onsh1 s-- exch t tana 
lytic informs. on.-- o a oration e ween t e gna 
lntell!gence agencies (OKH/GdNA and 1ts pl'edeeeaeors.11 In 7/VI 
and Ht..~ O ~ ;, ) and the Signsl In telU.gence Agener of' the Supreme 
Command Armed J.?orces (0A1fjCb1) was excellent. The Ch!et Signal 
Offic~r or the f1upz·etrte Coremsn\t .A1•med Forces (OXW/Chef' WNV} vas 
~leo the Chie~ 51gn~l 0ff1cer ot the Army (OKH/Cher BMf}98 
Howeve~.11 since the Sup~elDE" Command agency 1 a eot:JD11.tment vaa 
r:U plon-.atio a.ud tu1li ta1~y atte.che t?'s.f:r1c.io no broad baaia ror 
c~JPt&.nalytic lia:tson existed. 

'he Arm7 and Air Forco 81gnal Intelligence Agenc1ea 
maintained ~ermsnent 11ataon on El~lish Naval and Air a7stemn 
(SYXO.a M209J.99 In 1943 the Arrir$ Agency (OXH/In 7/vl.) had 
discovered how to reoove~ t~ue M-209 settings trom relative 
eett1nga, and the7 had passed the technique on to the B&VJ" and 
Air Force agenc!ea.100 According to Senior 3pee1al1st ~anov 
ot the Naval Agency, hovever~ the Ar·my-Navy eooperat1on was 
g1ven u~ in early 1944 si..aoe "no results ot value vel'e ob- · 
ta1ne~. 101 In 1943 the 5i~l Intelligence Agency ot the 
SupretrJe Command Armed Forces ( OKW /Chi), the C17Jltan1J.l7t1c 
Section ot the German Foreign Office (Pers Z S), and tba Signal 
Intelligenoe Agency of the Command.e~ in Chief German Air Porcea 
(Chi-Stelle OBdL) collaborated on solution ot an un1dent1t'1ed 
US st~ip syatem.102 

96op 9, p 3 
971 85 , p 3 
98IP 108 
991 93, p 3, 4 
1001 144, p 2 
1011 93.11 p 3 
to2D6o.11 P 5 
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The Arm~-Navy- Air Force field collaboration was uauallJ 
excellent.10' It embraced on occasion exchange or personnel 
and equipment, a aomplAte exchange of reports and a close 
or7pt&nalyt1c liaison on operative syatems.104 Ea1tern ti-ont 
reports shov a deta11Ad O'Pf'r&t1·)nal collaborat1on betveen 
Air Poree Signal Regiment }5' (LN Regt 353), the ArTJJJ' Signal 
Intelligence Regiment 1, (KONA l}, and the Naval units dealing 
v1th Russian Black Sea Fleet tra!'tic.105 Army Signal Intelli­
gence Regimf!nt 5 (XONA 5) worked closely vith the Air Poroe 
Signal Intelligence o~gan1zat1ons in the Weat (at Par1a and 
'.NoisJ).106 

· During the pe~1od 1940-19~2 the Signal Intelligence 
Agenclea ot the Navy (OKM/4 SKL III) and the Air Foi-cea (Chi­
Stelle OBdL), and the Signal Intelligence Agency o~ the Sup­
reme Command Ar-med Forces (OKW'/Chi}, and also Goering'• 
"Reseerchn Bureau (FA), all collaborated on solution or the 
Engliah Interdepartmental Cipher.107 There vas "Research" 
Bureau (FA)-Naval (OKM/4 SKL/III) cooperation on the solution 
or the British Goyernment Telegraph Code (South A.fr1.cal and 
Bentley's Code.lOH The Army Agency, Inspectorate 7/VI. In 7/ 
VI} actuallJ worked on Turkish diplomatic tr&rric, b7 agree­
ment vith Goering's "Reaenzech" Bureaul0'9 and had Azrt1f7 Signal 
Intelligence Reg1mP-nt 4 (KONA 4) intercept this trarr1c tor 
them. 'l'bia vork probabl7 duplicated efforts or the S1gn&l 
Intelligence Agency of the Supre~e ComTand Armed Forcea (0~/ 
Chi) hOVt!Ver . 

103
1 26,, p 2 

104us M-94, M-209, 811dex, RUBaian codes, etc. 
1051 130, p 15 
1061 ll3, p 8 
l07I 93, p 4; I 147,, p 11,, 12 
1081 93, p 3 
l09IP 126,, p 8 
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c. Military Agencz Relationahi_ps--exchae!e or personnel.-­
ln 1942 Pror. Novop.e.aoneriJii ot tne Signal Irite llgenoe AgeiiCy 
of the Supreme Command Armed Foroes (OKW/Ch1) and a group ot his 
cryptanal1sts were tx-aneferrcd to Intei-cept Control St&t1on 
East (HL5), one of the predecessors or the Signal Intelligence 
Agoncy of tha Army High Command (O.KH/GcUU\) for vork on the 
main Ruasian army .fivc-r1gure code.llO At one time the 
Naval commander in the Aegean a:rea plaoed his radar intercept 
personnel and eQu1.pment under the command of' Air 5.lgnal 
n~giment (l.N Rgt} 352. 111 On one occasion personnel trom A1r 
Signal Regiment (LN Rgt) 353 vent aboard the cru1aer "Prim; 
Eugen" to monJ. tol' tra:r.r io :rrom t:.r.a Air Arm of the Ruasian 
Baltic Fleet.112 In the apring or 1942 the Signal Intelligence 
Ageno1 ot the Naval Righ Coill!ll8n.d (OKM/4 SKL llI) exchanged 
peraonnAl with the Army and Air Force in order to G~t trained 
Jiollerith operators.11; In 19'9 Dr. Huettenh&in of' the Signal 
Intelligence Agency ot the Supreme Command Armed Poroea 
lOKW/Ch1) vas detailed tv

1
4he Arnrr agency to work on solution or 

Fl'ench military systems.- · 
d. Mil1t ne Re1Bt1onoh1ps--Cooperat1on with ~esard 

to IBM a a 1 io Miioh1nefx.-- lffie urq Mgnal Sttcurity 
Agency nsJ]a t on V abbreVlatea. In 7 lIV) pioneered in the 
use of IBM (Hollerith) equipment. Its 1nstallat1ona were set 
up in the winter o~ 1939 e..nd 19406 and later ti-anaterred to 
ArrJl.T Inspectorate 7/VI (In 7/vI),one of the pi-edecesaors or tbe 
Signal Intelllganne Ageno-y or the ~ High Command ( OXH/GdlfA). ll 

t1S 

llOIF 12, p 3 
1111 126 p 14 
1121 163 p 3 
11'r 146 P 11 
114 

D 60 p 4, 5 
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In March, 1942, rep~P.sente.tivea or Goering's "Research" 
Bureau (FA), and of the Signal Intelligence ~nc1es or the 
Commander 1n Chief ~ Foraes {Chi Stelle OBciL) and the nav,­
H1gh Command {OIM/4 SXL/IIl) visited the Army installations 
and obtained valuable tntormation aa to the posa1b111t1es of 
IBM in aryptanalysis.116 The 31~1 Intelligence Agency o~ 
the Supreme Command Arwmed Foi-ces ( OXW /Chi) navel" owned 1 ta 
ovn Hollerith m!leh!nery and used the Army 1nstallat1ona.ll7 

In 1944 the Signal Intelligence Agency or the suereme 
Command Armed l'oreae ( OKW/Ch1) developed a number of decoding 
devices:' some ot vhiah. vere handed over to the ArrIJJ~ N&VJ 
and Foreign Office agencies.118 The D1gt-&ph Weight Recorder 
{B1grammsuohgeraet) vas made available to the German Weather 
Service (WENlf~B).119 

e. M1litaz:y Agency Relat1onsh1~s--~oo~rat1on v1th 
regard to interce2tion.-- GOering'sReaeSl'C:" tiureau (Pl) 
occasionally turnisfiea the a1gnal Intelligence Agency or the 
Commander in Chief or the Air Force (Oh! Stelle, OBdL) with 
trar.ric.120 The amount or this traffic is not known. Goer1ng'a 
"Researoh" Bureau (FA) aloo passed eome intercepted oommera1al 
traffic or naval interest to the Signal Intelligence Agency 
ot the Naval High Comme.nd ( OKM/L, SKL/III) .121 The German 
Navy passed its weathe~ inter~ept to the Ai~ Force, vho bad 
some 1ntv~~erv1ce reaponsibi~ty for the solution or weather 
trarr1e.l On operational rronts, vb.en army sea.rob receivers 
f'ound air force f'requen·· 1es, 1.nf"orma t1on ooncerni.ng theee 
t'requenc1ea vas i~tmlied to the appropriate air rorce f'1eld 
intercept units. ,- The Signal Inte~ligence Agency or the 
Supreme Command Armed Forces (OXW/Ch1J oonuolled a n&T&l 
direction finding station in Spain.124-

1161 146, p 17 
1171 67, p 2,. 3 
118i,p 9. p 3 
ll91 31,. p 4 
1201 29, p J 
1211 9,. p 12. 18 
1221 9,. p 4 
123z 130, p 15 
1241 96. p 7 
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f. Coo ration between M111 ta and C1\·111an encies 
on solution o gents• systa.!!!,!_:.-- r e extensive Germane ort 
against agent-partisan systems warrants sep&J'ate discussion. 
Thia erto.rt vas shared by at least t~ee organizations, and 
perh&?S a foUl'th. The organizations were: the Signal Intelli· 
genoe Agency ot the Supreme Command Armed Fo~cee (OXW/Ch1)~ 
Arm1 Inspectorate 7/VI (OKH/In 7/VI)$ perhaps Goering'• 
"Rese&J'ch" Bureau (FA),, and a st:18.ll organization which did 
little or no cryptanalya1a, the Rad.lo Defense Corps ot the 
Supremet Command Ar111ed Forces (OKW/WlfV/FU III). The relation­
ship between theee agencies illustrates collaboration in both 
intercept and C!'yl>t&nalya1a, and an allocation or primar7 
responsibility vhieh varied from problem to problem. 

At the beginning or the var, i-espona1b1l1t7 tor monitoring 
clandestine tranam1ss1ona in German7 and the occu;:>i~d terr1-
to~ies vas borne by the Ra<Uo Defense Corps (OXW/Wlf'//FU III}.125 
In the spring or 1942 the Radio Defense Corps pressed tor the 
establishment or its ovn Cl'J'Ptanal1tic section. Reither the 
A~mJ nor the Supreme Command signal intelligence agencies vere 
anxious to aee the establishment ot a nev C17Ptanal7tic aganc1 
to:r agent tra1't1c. Aocord1nglyJ a eection tor ol'J'J)tanal1a1a 
on agent tranam1ationa vas estaol1shed 1n the ArfllJ° InapectOJ1ate 
7 /VI (In 7 /VI) .120 Thi a section vaa knovn (tram 1 ta ohiet) 
as "Reterat Vauak". 

Originally located in Berlin, Reterat Vauck moved in the 
tall ot 194} vith the Radio Defense Corps (FU III) to Dorr 
Zinn&, near Juete:rbo~. It vaa transferred in the tall ot 19"4 
tram Inspectorate 7/VI (In 7/VI) to the newly tol'Dled Signal 
Intelligence Agency ot the Army Bigh Command (OXB/GdlU.) and 
vaa tranaterred again in early 1945 to the S1SDB:l Intelligence 
AgencJ' ot the Supreme Command Armed Forces (Orri/Cb.1/0r. IV). 
Both these latter changes ve:re administrative onl71 since ·the 
section remained v1th the Rad.lo Detenae Corpa at Jueterbog.127 

1251 115, p 2 
1261 115, para 15 
1271 115, paras 12, 31 
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. Retara. t Yauck did not enj 01 a :nonopoly on a.gent crypt-
analys1~. Mos·t ot its and the Radio Def"ense Corps' (PU III) 
etto:a:-t ves concentrated on western agent networks (France, 
Belgium). In the eastern Bnd Balknn theaters, othar agencies 
handled the bulk or agent intercept and cryptanalysis, as 
.tollm.ra: 
. (1) Russian Partisan Trattic-- The work done by Reterat 
Vauck on this problem covared only the period mid-1942 to 1 

m1d~l943. Its work was then taken over by a section under 
Lt. Schubert ot Army ~ignal Intelligence Regiment (KOIA) 6 ~128 
Schubert Yas ultimately tranaferred to the Signal Intelligence 
Agenc:.v ot the Army High Command ( OKH/OdNA), where he took · 
_over 11ea3te:sn" cryptanalysis on t.he L~-p&1tiaan netvorks.129 
· (2) Yugoslav szetama-- Most ot the interception and : 
;cryptanalys !s on Yugoslav-" systems V::Ls done, not by the 8adio 
Defense Corps (FU III), but bf a Sfecial detacbment ot ~"111J 
81.gna.l Intelligence Regiment (XONAJ 4, stationed in Belgrade.l~ 
·cr7ptana.lytic vork on tlle more dti".f"icul t Balkan systems wae 
done in Berlin by Balkan Sention (Reterat Bs.ilovic) ot ~mJ 
Inspectorate 7/VI (In 7/vI),

1
vho thus complemented the , 

act1v1t1ea or Reterat Vauck. ~r · 
(3) Polish Resistance Movement Systems-- In 194' Ret~rat 

Vauck solved the prlnc!Pi! system used~y tfie Polish Government 
in Exile (London) tor communication with the Polish Res1atlµlce 
Movement {Warsav). So important was this tra:f.fic that, 1n the 
tall or 1943, eight members or Vauck•s Section were transt~rred 
to the Polish Section in the 51Sn.8:1 Intelligence Agenc1 ot the 
Su9reme C,ommand Armed Forces (OKW/Ch11 Gr. V). The 1nterc~pt 
work done by the R~dio De.tense Corps \PU III) vas augmented 
.by tho Signal Intell1e:enoe Agency ot the Supreme ~.ommand . 
·Armed Forces· (OXW/Ch1) intercept station at Laut, ~~ and ; 
:I.B.M. as ·3ist:•.noe was given by Army Inspectorate 7/VI (In r/VI). 

'1281 115, p r{ 

,129I 26, p 1 
·i3oI 115, p 8 
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Tbere ie one reference (bJ Lt. Sohubert) to "Research" 
Bureau (FA) pai•t;1.c1pation in t.his work. 1n Janauary, 19'1.5, 
Senior Speoiali3t (ORR) W~nzel of Goering's "Research" 
Bureau (FA) vas sent by the Rad.lo Def'ense Corpe (OXV/VBV/ 
FU III) to the Signal Intelligence Agency or the Arm.7 B1gh 
Command (OXH/GdNA} to vo~k on resistance movement 117atems.133 

(4) Other Agent ~rarr~-- Duplicates of all Radio 
Deteaae Corps Intercept were ro~vard.ed to the Signal Intelli­
gence Agency or the Supreme Com:nand Armed Forces {OKW/Chi), 
vho, on oocaa1on, hel~d Rererat Vauck with more d11'f1oult 
problems.1'4 

12. Other BuroJ!•!llll Axis ~tm>!llyt!o Agenc!ea--
a. J.{&ilan C~tana_11Uc enofe:s-- Until thi September, 

1943, arm1st1ee, t re vere tour ta ran oryptologio age.ne1es, 
the two most 1lilportant being the C:1'7PtanalTtic Seotion ot the 
Army Intell1genc~ Service {Serv1%io Informaz1on1 M111tar1, 
abbreviated SIM) and the 017Pta.nalytic Section or the llaY7 
Intelligence Service (Serv1.zio Inrormaz1oni 5pec1al1. ab­
breviated SIB). Thee& tvo agencies had both Cl"JPt&nal7t1c and 
cr'JPtograph1c f'unctions. The Ministry of' Foreign At1"a1ra 
maintained a small Cl"J1>tograph1o or£1ce (U1'f'1cio Cr1ttograt'1co) 
to compile Italian diplomatic codes and ciphera.1'5 The 
Inspector General or Political Polioe in the Minis~ or the 
Interior (Publioa 81ourezza) also maintained a crJJJtan&lJt1c 
aeot!on to deal with "Communist" and "roreign agent" codes 
and o1phera.1'6 The Italian Air Force Intelligence Service 
(Se:rvizio Intormazioni Aeronautica. abbreviated SIA) main­
tained ita own intercept organization. but no cr)'Ptanal,.tic 
personnel. The Cl'J'Pt&nal7tic Section or the :N&VJ' Intelligence 
Service (SIS) acted f'or the Air Force in tbia matter.1'7 

1''1.26 p 27 
l34z.,or example, their vork on the Russian agent tl'af"r1o 

called "Rote '" - D60~ page 16. 
1
'
5
IP 1500 

l'6D' 1502 
l:57IF 209 
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Arter Sep tan.bar, 19~·3. the f't~!lc'tlcng of' the ~lyt1e 
Zttot1o:u \)f' the Arl:;y Inte:tlige?10e Serrtce (Sill) vel'e taken over 
~ & nso-l'e.sc1at oo•ga:-L°'..:>.Et1an, the Dei'enea Intelligenoe Service 
{Serv1~1a In1'"ol't!lll.z1on1 Di.res.a,, abbl:oe"li.ated SID),, vhich con­
r11iea. 1t:J aat~.vi t1ea tc t'!&Jl?1f.19r~!t.:.l and broadcast monito.ri.Dg and 
solut~ on o-r oyste1n.-t ~~ad by its :µl"ede~essor s.gena,. .138 No 
'l'ICOM in:rorma.tion is e.'V&ila\Jle ooncercl.llg the poat-194} 
aati Vi tis& Of t'W; Otl:J.el• ~genlJiaS l:slen.tloned above• 

~ae Cryptan.nlyti., 3eotivn o~ tbs A:s.-tq Intalligenoe 581"11ce 
[ 8.IM) ma1nW.ncd l .. OUl' t9:t.xed ;tnteruept atation& i.ri Ital7 and 
a 1"1elrl l')rgmli.zation vh~ae ?t-saiee et~ength is nnknmm.139 
Mtel9 June,, 1943,, ea.ch 1"ielC:. arr;cy" probably diapoaed or both a 
Ol'J"Ptanalyt1c ~t~ (lfucleo) and 1llte~aept :f"Bcilitiea.140 
The Crn;tan-1).ytic 8ection o~ tae l!avr..l Int.elligance Service 
iSIS) ma1ntsim!d ssve.n ~.txed 111te~e:pt stations in Italy and 
its poea~e~io~s. It al&o controlled tntel'Qapt groups located 
on the tlagsbipn of' s.11 naval aornnaui&.l4J. 

lt&lian C1'7Pt..e.nalyt:1c euccesr.es aeem to .have been 111111.ted. 
The Army Crn>tanalyt1o 8ea~ion v~~lced on cliploms.tio, m111tarJ' 
attache, aournar'11Bl and ll?'lllJ" systems .142 The Naval 5eation · 
concent~ated :tt5 e1"f'o1•ta on Br1tiah N~val and A.1.r operational 
oodaa.14-3 Both i>ectiollE were small,l\.4 ti-ained oryptanal7ata 
vere at a pi•etnium: 145 and IBI.\ equ:tpme:llt vas d!1'f1oult to 
procure. The Al"m;r. C~tans.lytic 5ect1on read the U. 5. State 
Dep&.l'"tmen.t "J3.roYn"1 Oodt:1 ( thltoU2;h aompJ."Omil'le} and solved (or 
purchased) Be~e::-al :lther Ur . .s. eystemu includ.1.ng the Milital'J' 
I.nte1~11genca Code No. ll.1£YG Aacording ta General Qa.mba, head 

1' 8
IF 1517, 1524, 1526 

l}9ll' 1517 
l~OIF 1520 IF.1523 
141IF 209 I 

142IF 1517 
14'IF 209 
144IF 209 
l45D 1518 
146IP 1517, °IF 1524 
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Of the Section, they 8180 ~ead a British d.iplOtDatic five­
tigure code,, and an unenc!phe7'ed row-fi§ure, tvo-{>&rt 
British diplomatic code (Foreign Office R" Cod.e ?J, as 
vell aa French, 'l'urlc.1sh and Rume.nian s1steme.l47 The Baval 
Section read Br1 t!sh naval tactical codes. the dailJ-

~~~!Df~~o~X::r~~a!_~~!~ c~:~ttaa.n~ ~Ul"~~r~~ti~~-
Na ,,al code vas l'ead f'rom 1941 \lllt1l the North Atricmn land.1.ngs 
in Bovembe~, 1942.149 

The Germana held I! lov opinion or Italian Cl-Jl>tanal,-tic 
capab111t1es, and considered their a.rypto~phic procedure• 
to be highly insecUl'e. As a result, good coopei-ation vaa never 
achieved. Wllat formal liaison existed, ended v:ith the 1943 
Armistice. The Oermans then took over the i-emna.nts ot the 
Italian organization (SID), diesolving it in Pehl-uary, 1944.150 

For a more detailed discussion or the Italian al'Jl)tanal7tic 
o~ganization see Volume 8. 

b. The B~arian Cz:mtanal~ic~encx-- The Hungarian 
CrJPtan&litlc ureau (section X o t~neral Star.t-Bungaitian 
name unknown) was subordinated to the Ministry or De.tense. It 
had a strength o.t app~oximately r1.tt7 peraona.151 Its 
pr1no1pal c17ptanal7tia vork vaa done on Turkish codes and 
c1phe:ra, as well as Italian, Polish and Russian a71tema. TIOOM 
l'eoove:red approximatel7 90 code boolal trom the agellO)', coirei-ing 
vo:rk on codes t"rom 16 countries.152 The o:rganization va11 
evacuated 1n 1945 to German terr1to1'7' ... and later dispersed 
into Bungar1A.D. colleot1ng camps. 

147rr 1518 
148

IP 209,, IF 1527 
149 

IF 1527 
lSOJll 1527 

15lI 19, p ' 
152 

A 21 
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The Hungeri&n Bureau vas said to bava had an excellent 
rnlationship v1th the German 81~1 Intelligence Agenc1 ot 
the Supreme Command Armed Fo:rees (OXW/Chi). and the F1nn1ah 
oryptanalyt"..~ oJ'ganization. 

For further dJ.acuss1on on the .Hungarian Orypta.nal,-t1c 
Agency, see Volume 8. 

c. The Austrian C!Z,Et&nlllE;i~ AS!,DDY-- A Bmall Austrian 
01pher Bureau Taubordinitlori andAustrlin- name nnlmovn) bad 
bsen in e:z.1.stence f'or some years prior to 1934.. It bad a 
start ot at lf'ast ~ive key 017].>tanalysta,, vho vorked pi-1no1pallJ 
on Italian, French, Srlsslf Yugoslav, Spanish~· U. s. and. English 
eyutema. :ee~o~e 1934, e.nd during the critical period pr1or to 
the annexation its personnel me.de n regular "blaek marketn 
exchang9 or c:t')'!)tanalyt1c reaulta vith the Signal Intell1~nce 
Agene7 ot the German war Ministry (Re1chs.kl-1egsmin1ater1um) 
dealing with Senior Specialist (ORR) Fenner and captain (later 
Major and Colonel) Boetzel. A.1."'te~ annexation, ita principle 
crJPt&nal7sta went to ~ork fo~ vnr1ous German Signal Intelli­
gence agennies 1.11alud.ing tM Signal Intelligence Ageno1 o't the 
Supreme Command .Al.""med Foroes (OXW/Chi)~ and Goering•e "Research" 
BUl'eau (~'A). 

d. The Finnish CrJPtanalzt:tc ~ncz-- ~ Finnish Signal 
Intelligence Agenc7 (i'innish n."lme 1~ovn) wa.a eub01'dinated 
to tbe military intelligence organization o~ the Pinniah 
General s~. o~ approximately battalion strength., it 'Wllll -
subdivided into intercept.,. cryptanalytic and evaluation UDita .. 15: 

HighlJ" regarded by German crypt.analysts, v1 th vbom 
excellent liaison ex1.ated, it worked on military, naval and 
diplomatic trafric. Pil"st prioritJ' vaa given to~Ruasian tratf1eJ 
~oll~vad by Polish, Swedish and U. s. tl'arria.15~ 'l'he7 auc­
ceeded i.zi solving the rive-rigure Russian m1litai-y" code used 
at the time of the firet Ruaao-PinD1.sh var. In 194' the7 alao 
solved an UD.Bpecified u. 3. 5tr1p cipher.155 

See Volume 8 f'07!' & .further discussion ot the P'1.ml1sh 
CrJPtanalytic Agency. • 

15,I lo6 p } 

154 
I 111 p 4 

1551 ,1 p 9 
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e. The Bulgerian c~.IP.tanalytic Asencz-- TICOM sources 
make only one rererenoe to Bufgarian cryptanalytic work. 
In 1944 the Signal Intelligence Agency of the Supreme 
Command Armed Fcrcea (OX\f/Chi) gave a. t:ra1n1.gg oou.rse to 
certain Bulgar1~n cryptanalytic personnel~l56-

13. laiaiaon betveen o~rman 81 l Intell1 nae oie1 
and other Xils cif¥ -X t: nc es. -- our rman 
mlttarj orypfiiiiffio n.genu es appear to have engaged 1n 
active 11a1aon vith allied {Axis) Ol"J'Ptan&lyt1c &geno1ea. 
Thel"e is no evide.a.ae (t"rom TICOM souraes} that B.ny ~ol'81gn 
liaison vas unde!"taken by Goering's "Researeh" B~eau (PA} 
or the C17Ptanalyt1c Section ot the German Foreign Ottloe 
(Pers z 8). The Signal lllb:!lligenae Agency o~ the Supreme 
Command Armed Ft".1.~ces (OKW/Ch1) appears to have bad BOme 
~=~~1~7espea1Elly 1n. the field o~ relat1onsh1ps Y:1th 

a. Liaison vith Jar(·-- The 81glll'.ll Intelligence Ageno7 
or the naval B.1.gh Cornman OXM/4 SIL III) attempted to give 
the Japanese d.8.ta on the British Naval Cipher No. }, receiving 
!n retUPn aome ~trips and settings ~or the U. 3. Strip Cipher 
"DUPYB' 158 There was n roPmD.l liaison between the 81~1 
Intelligence Agency of the Supreme Command Fo:rcea (OJOf/Chi) 
and the Japanese m111tal"y ettacbe in Berlin. Some data on 
American systems was given to ·t;he J&paneae, but no intelligence 
vas exchanged.159 In January; 1945. a Oel-mllll 1.nterse~vice 
C?'7Ptanal7tic delegation vas to b~ sent to Japan ~7 aubmllrina. 
but the plan neve~ materialized.loo 

1561 96.. p 5 
15~I 119. p 6; I 29, p 6 
15 I 9,, pages 8,, 9; I 12_. p 19 
l591 21,, p 3 
160

1 105. p 5; I 48, p 3 
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b. ~-~on with Italz.--'l·oora was 11"'Gtle praot1cal crn>t­
an~t1a coll&o~5ftJ.on vita the .Italians. Code book groups 
vel'e excba.nged. The Germe.ns bad no confidence in the ae-
ourity of Italian oryptogrBJlhl.c ayatems.162 L1.a.1son Y&B te~­
m.1nated at the end or l943.1 b3 

c.. L.ta1BOJ1 with ~---Aocordi.ng to Colonel Jtettlar 
or the 51~1 Inte~ency of' the Su.prenie COl!llD8nd Armed 
P'orees ( OXW{g}p-), lia..10011 vi th the ~ians had existed since 
the l920'e. L:l the spring ot 1944 one-eighth or the 1.nter-
oept used by the 31gnal Intelligence Agoncy or the supreme 
Comm.and Armed .Forcee (OKW/Ch1) ae..9ne:; from Enngar1an souroea.165 
Fl'OlD April 1 1944. unt.:i.l J'snue.lty,, 1945 ~ a Hungar1.an int.el!cept 
oom;pa.ny vas attaohed ta III/A:lr 81gnala Regiment 353.lOb The 
Hun.ga~lan agenoy also 3ent Italian. Rmrum1an and Po11sh tratf1c 
to tile 5.1~ !ntelJ..1Genoe .~e.na7 or the Supreme COtJl'lland A19mod 
Fo:i-cee ( OKV/Oh.1.), t-1ho retgrned ~olution methods an thia tratfiG 
to tha Hungarian. agenoy. '[ 

d. Lia.iso.n w1tb F1nlo.ruL--The lla.:t.son vith the 1'1mla on 
Russian tx-art1'0 sectGS ·t;o li&veceen tb.e l:llost sat.taractory co­
opel'at.toll undertaken by t~ Germans. Detaahmenta ot Air­
fol'ce Signal Intell.Lge~ga perao:nneJ. worked with the P1.nna at 
M1kksl1 a.Jld 5ortavala. There were permanently assigned 
l.1a.1san o.ffioers,, both Fj_lJidsh o.nd. Germe.n, at the .1P1nn1.Bh 
agency and t..he Arm:r Sign~ Intelligenoe Agena7 East (BLS/Ost) .169 

161.I 21,, p l 
162z 78A p 11 
l63I 21 P 3 
l64I 21.' :l .. ~ ,_ 
16!:L_ 

llF 9 .. p ' 1661 130,, p 15 

\ 

1671 21, p 2 
168

1 120, p ' 
l69I 21, p ?; I 116, p 10 
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T.he coope:·r~:"ion emb1'aced exchange o~ intercepted tr&t.f1o. WOl'k 
on keys and systems (including non=guasian s~stems, such as 
a.n unspec11":ted u. :l. Strip 5ystemJ."f 'and exchanges ot equip­
ment. There is, however, some evidence that the Pinna did 
not provtdf.,fhe Get-1na..ns w1t.h all the crn>tanalyt1c material 
a. vailable • · 

\l. ~.l!t.ioon with Spa.in and Bulgaria-- CrJPtanal7t1c 
liaison between these two countries and the Germans appeared 
to be unimpC>iJtant. 

14. Cha.rt 8F'-z1nB resulta of European Axla Ct-Yj>t• 
B.nal.z.~!!-·-1SliB'.1•t !28\immar1zes the resiil ts of the European 
Axla cryptanalytic effort against the cryptographic systems 
of other nations1 as learned from TICOM sources, aad. as 
annotated with Army 5ecur1tJ Agency material. 

For pUl'tposea or brevit71 the tollov1ng abbreviations 
have been uued in this cha.rt: 

FA- re_presenta Goering• s "Research" Bureau (FA). 
OKH- represents the 51~ Intelligence Agency of the 

Army High Command (OXH/GdliA), its predecessws 
e.n.dlor field units. , 

OKL· represents the Signal Intelligence Agency of the 
Air Poree High Command (OIL/Li Abt 350), its 
predecessors &.~d/or rield units. 

OKM- represents the S1gl_l8J. Intelligence Agency of the 
Navy High Command { OKM/4 mo .. /III and/ or 1 ta 
field units. 

OKW- represents the Signal Intelligence Agency or the 
Supreme Command Armed Forces. 

Pera Z 5- represents the Foreign ort1ce Cryptanalytic 
Section (Pera ~~ S)·. 

I 

SID- represents Italian Derense Intelligence ~erv1ce 
(S~D). (see Volume 8. Page 15). 

SIM- represents Italian A:l"'lfq' Intelligence Service (SIK) 
and/or 1t3 field units. . 

In ma.ny cases. positive system 1dent1ricat1ons could not be 
made. Where doubt existed, the systems were there•ore e~tered 
separately. Thus, many systems may have been entered mOl'e 
than once in the cha.rt. 

JJO 
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Volume l 

Te.b A 

A 27. !".Litit or Docur.1aut~ Rer;e1•;0d trot11 liunga.ria.n Crypt. 
Unit Eggen!'slnen. 11 A TICOM Publice.t1on. 

Abwehr.-- Mjiita.r~ Intelligence. 
Agents Section of In .. {/VI.-- l~ef'erat Vacek (Vauck•s Section, 

named ~OI' its o.h!.ef,,. 111.r&t Lt. Vauck). 
Ag WNV/lt'u (Amtsgrup,pe 1 : a~.ohtn£\ohr1chtonverb1ndungen/ 

Funkucberl1achung) • -- Armed Foiaces Rliti1o Monitoring 
Se;•vioe. 

Air ~lgnnl Reg1?can.~. ··- /Ju.ftnachri.ahte~egiment (Lli Regt). 
Mit~~~l"Upf.e Wehrmc..cntnac.J.riohtenverb:!..ni1Ul1Sen/lt,unkuebervachung 

(A8 :."tff/F;;.). -- !~mod Forces Radio Monitol'ing Service. 
Armed li'orc..3s Re.d:!.o Moni-t;o:riD& Se1 .. v.toe.-- Amtag:•u.ppe Wehrmacht­

n~c..'lr1uhtenv~rbindungenjFunkueberwachung {Ag W:WV/Fu) • 
.Arr:fy Ordna.uce, n~·:lolop:m.Gnt end 'l'eat1ng Gr>Ol1.,p, 31gnal :eranch.-­

Chfjf c\er He0;:rl~s1•u.;:;atutJ.g und Beteh1shabe:I'.' des :Ersatzheeres, 
J.utsgl"t".ppa :f'unr Eat-wicklung und PI'uEif'ung dos Heeree­
\-rn.ffena..mta s Witf'?f:inpruefung, Abteilung ·7 (Wa. Pruef 7). 

Army 5.tgnal Int.ellig~uce Regtment. -- Ko:mn.:i.:ideur der Nacb.rich­
tenllufkla~rung {KONA). 

Boet£el, , Col. Chief of Code n.nd CilJher &ection of Ger-
man War fain1a try, 1934 - 15'39. Chief of the 518Ilal 
Intelltgenae i"-l!.aucy or the ArrIJ.Y High Comm."J.nd. {O.KH/GdNA). 

Ch1.ef P...r.'.!led Forcea 55.r;n~h Cammun1ca"Cio-.us Group. --Oberkommando 
der W&hrcie.cht/Chei" Amtsgruppe Welu'~chtnachriahtenver·· 
bindWlean { OK\·! /Gher Ag WNV) • 

Chie.!' Signn.J. Ot'f'icur of" the Army.--Ob~zwko:rune.ndo des Heeres/ 
Chef' des HeeresD.2.c:U-ichtenvesens ( OKH/Cb.ef' m.iw) • 

Chief Signal or-ria()ref !I.he Suprem~ Comm~.!ld Armed Forcea .-­
Oberkommando cl.er \Jaiu-n&acht/Waf'f01lf'uehrungsste.b/Chef der 
Wehrin.'lohtnaohrio2'tanve~bind1.1ngen ( 0~'11/wPat/Che.f W1'1Y). 

C~if'f'r1erd1enst des Ref e~ats Z 1n der Person.al.abteilung des 
Ausva~rtigen hilltes (Pers Z Chi).--Foreign Office Crypto-
gra~hic 3ectton. · 

Chl.ffrier~telle, JberkOJZDnando der Lui"twarre (Chi-Stelle Ob d L).-
81grrnl Intelligence Agency or the Air Fo.rca High Command. 

C:ni-3telle Ob d L (Chtf'f~ierstelle, Oberbetehlsllaber der Lutt­
warte) .--Sign.cl. Intelligenoe Agency Of the Command.el- 1n 
Chief of the Air Faroe. 

Cryptans.lytic Section o.f the Italian Army Intelligenoe Ser- · 
v1oe.--5erv1zio Informaz1on1 Mil1t~1 (SIM). 
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Cryptanalytic Section of the Italian Navy Intelligence Ser­
v1ce. --Servizio Informa.z1on1 Spec1al1 (SIS). 

CSDIC. Combined Services Detailed Interrogation Center. 
D 6. 11Llst of German Cover-names with equj_valents and des­

criptions of British cipher ~ystems worked ~n by OKM/ 
4 .SKL/III. 11 Translation documents T 515 - T 520. A 
TIGOM document. 

D 15. 11 Transla.t1on of ten cryptanalytlcal reports by OKM/4 
SKL/III on British Naval systems rrom folder entitled 
"Research Progress 30/1~21/3/45", in ~· 520 .' 

D 16. Translation of Annual Progress Reports by Pers Z s 
cove~ing 1927, 1941~ 1942. A TICOM publication. 

D 41. Translation of Cryptanalytic Reports by OKM/4 SKL/III 
on British Naval Systems, f1•om Folder entitled 11Reaear•ch 
Progress 1/12/43-1/11/44." TICOM 519. 

D 54. Translation of Eight Pers Z S Reports on Cipher Systems . 
of Various Countries. 

D 57. "Notes s.nd .Minutes of High-Level Meetings held at 
OKW/Chi." Translation of T 1650. A TICOM publication. 

D 59. Notes on Cipher Security and Minutes of Meetings held 
at Olili/Cl1i. . 

D 60. M13cella.neous Papers from a file of RR Dr. Huettenhein 
of OKW/Chi. 

D 68. Further Misc . Papers from a File of Huettenhain. 
DF 9. Captured Wehrmacht Sigint Document: Translation of 

Activity Report of OKW/Chi for the Period 1st January, 
1944 to 25th June, 1944. 

Doenitz, Karl, Grand Admiral. Commander in Chief, German 
Navy; Reich Chancellor after Hitler's death. 

ETOUSA. European Theater or Operations, United States Army. 
FA {Forschungsamt).--Goering's Research Bureau. 
Fenner, Wilhelm, Senior Specialist. Chief of Division B of 

OKW/Chi (cryptanalysis). 
Foreign Office Cryptanalytic Sect1on.--Sonderdienst des 

Referats Z in der Personalabteilung des Auswaert1g€f 
Amtes (Pers z S). 

Foreign Office Cryptographic Section.--Chif'frierdienst des 
Ref'era.ta Z in der Per.sonalabteilUilg des Auswaert1gen Amtes 
(Pers Z Chi). 

Forschungsamt (FA}.--Goering's Research Bureau. 
Fricke, Walther, Technician (Lt. Grade), Dr. Chief' of' S~ction 

IIb of OKW/Ch~ (development of German systems). 
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Gamba, Vittorio, General. Commander of Italian Cryptanalytic 
Section rrom World War I to Armistice of World War II. 

German War Ministry.--Reichskr1egsm1nisterium. 
G1mmler, , Maj. Gen. Chief of Army Ordnance, Develop .. . :, .. ~-

and Testing Group~ Signal Branch (i•ls. Pruef 7), 1939-1943. 
Chief Signal Officer to Cozmnander 1n Chief West, 1943 -
1945. Chief of Armed Forces Communications Group (Chef 
Ag \~l:N). 

Goering's Research Bureau.--Forschungsamt {FA). 
Group IV or Division II 1n the Office of the Chief Air Force 

Signal Officer.--Oberkomma.ndo der Luftwaffe/General­
nachrlchtenfuehrer II, Gruppe IV (OKL/Gen Naf'ue II/IV). 

Himmler, Heinrich. Re1chsfuehrer SS, Minister of Interior, 
Chief of German Police. ' 

If"LS Ost (Horchleitstelle Ost). --Intercept Control Ste.tion 
East. 

Horchleitatelle Ost (HLS ost).--Intercept Control Station 
East. 

cryptanalyst 
Chier of Group IV 
of" Section IVd 

Huettenhain, Erich, Specialist Dr. Chief 
of OKW/Chi from 1937 to end of var. 
(cryptanalytic research); also chief 
(training). 

r 1. "Final Report on TIC OM Team 3 on. Final Exploi ta.tion 
on Burgscheidungen.n A TICOM publication. 

I 12. '1Tra.nslat1on of the Preliminary Interrogation of O.R.R. 
Tran.ow of 4/SKL III/OKM, carried out at Flensburg on 
24-25 Ma.y 1945 by 'Jl!COM Team 6. 11 A TICOM publication. 

I 13. 11 Composite Report on Two Interrogations of Oberstlt. 
Friedrich, Chief of tha G.A.F. Sigint Service, 18/5/45 
and 9/6/45. 11 A TICOM publication. 

1 19. Report on Interrogation of KONA 1 at Revin France 
June 1945. 

I 21. 11Preliminary Interr-ogation of Oberst -t:ettler, R.R. Dr. 
Huettenhain, Sdf. Dr. Frfcke and Oblt. Schubert {OKH/Ch1), 
15 June 1945. i: A T1COM publicetion. 

I 22. 1
' Interrogation of Germ&"'l. Cryptographers of Pers Z S 

Department of the Auswaertiges Amt. 11 A TICOM publication~ 
I 25. ''Interrogation of RLM/Forschungsa.mt Members: Dr. Pa.etzel 

R. R. Fingerhut, R. Ro Oden, .Dr . .Kla.utsche ~d Mi~.·1 ~at.( 
Seifert, 'f.·b: Schloss Gluecksb~rg on 15, ' 21 Ju±,ie 1945. 11

:, ; • 

A TICOM publication. 1. 

I 26., 11 Interrogation of' Obl t. Schubert ( OKH/Che:f HNW/Gen. - · 
d .NA) on Russie...'1 Military and Agents 1 Systems.'' A TICOM 
publication. 
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29. ,.Third Interroea.tion of Oberstltn. Friedrich, Chief of 
the G. A. F. Signals Intelligence Service.,. A TICOM 
publication. 

31. ''Detailed Interrogations of Dr. Huettenhain, formerly 
head of research aection of OKW/Chi., 18th-21st June 1945. i: 
A TICOM publication. 

45. "OKW/Chi Cryptanalytic Research on Enigma., Hagelin and 
Ci:pher Teleprinter Ma.chines. i: A TICOM publication. 

48. ' Report on Special Interrogation of Drs. Huettenhain 
and Fricke, Oberst Mettig, and Lt. Morgenroth carried out 
on 29th July 1945. ,. A TICOM publication. 

54. ';Second Interrogation of Five Members of the RLM/Fors-
chungse.mt. 1 A TICOM publication. 

58. "Interrogation of' Dr. Otto Buggisch of OKW/Chi. 11 A 
TICOM publication. 

60. ''Further Interrogation of Obl t. Schubert of OKH/GdNA. 11 

A TICOM publication . 
67. ';Paper by Dr. Otto Buggisch o.f Ola!/ In 7/vI and OKW/Chi 

on Crypta.nalyt1·c Ma.chines. n A TICOM publication. 
70 . 1

• Paper on the German Sigin t Service by Obers tl tn. 
Friedrich. 1: A TICOM publication. 

74. "Interrogation Report . on Obgefr. Keller, formerly Aus­
wertestelle 4 and Na.chrichten Au.fklaerungskompanie 611. r: 
A TICOM publication. 

76. 1'Interroga.tion Reports on Lehwald, Hau.pts, Klett and 
Lauerba.ch. Also I '(6 Supplement (Dia.grams). 11 A TICOM 
publication. 

78. 1
' Interrogation of Oberstlt. Mettig on the History and 

Achievements of OlCH/AHA/In 7 /vI. 
80. ''p. O. W. Interrogation Report--Obgefr. Clement Schuck 

Insp. VII/6 ( OKH). 11 A TICOM publication. 
84. ''Further Interrogation o'f' R. R . Dr. Huettenha.in and 

Sdf. Dr. Fricke of OKW/Chi. ,. A TICOM publication. 
85. •:r.o.w. Interrogation Report on Re6. Rat Flickefi Tech:.1, 

Insp. Pokojewski, Stabsintendant Hatz of OKW/Chi.' A 
TICOM publication . 

89. 1:Report by Prof. Dr. H. Rohrbach of Pers. Z. S. on 
American Strip Cipher. 1

' A TICOM publication. 
93. "Detailed Interrogation o.f Members o.f OKM 4 SKL III at 

Flensburg.'' A TICOM publication. 
96. 1

' Interrogation of Oberstl t. Mettig on the Organization 
and Activities of OKW/Chi. 11 A TICOM publication. 
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I 105. "Interrogation Report on Frau van Nida. (Wife of 
Ma.jor .. Wolfga.ng von Nida, one-time Deputy Head of O'K!rl/ 
Chi), . . A TICOM publication . 

I 106. 'Fina.1
1
.Interrogation Report on the Norway Party 

(NAA 11). A TICOM publication. 
I 109. "Translation of a Report by Lt. Ludwig of Chi Stelle 

Obd.L. (Ref .B) based on questions set for him at A.D.I.­
(K). ,. A TICOM publication. 

I 111. ''further Interrogation of Oberstlt. Mettig of OKW/Chi 
on >~th- September 1945 ." A TICOM publication. 

I 113. "Interrogation ot ... Major Dr. Rudolf' Hentze, Head of' 1 

Gruppe IV (Cryptanalysis) General der Nachrichtenaufk-
laerung. 11 A TI COM publication. 

I 115. "Further Inter:rogat1on of Oberstlt. Mettig oi' OKW/Chi 
en the Germa.'11. Wireless Security Se:rvlce (Funktiberwa.chung). 
A TICOM publication. 

I 116. !'Report of Interrogation of Ltn . Alex Dettmann and 
Oberwachtmeister Sergius Sa.msonow of OKF. (Gen.d.NA) at 
Oberu~sel, Germany, durlng August 1945. i : A TICOM 
publication. 

I 

I 
I 

I 

I 

I 

I 

I 
I 

I 

I 

120. "Translation of Homework by Obltn. W. Werther, Company 
Commander of 7 /LrJ Rgt. 3 53, writ ten on 12th August 1945 
at A.D.I. (K). ,. A TICOM pubJ.lca.tion. 

126. ':Homework by Major Feichtner. 11 A TIC-)M publication. 
130. "Homework by Hauptmann Herold, O. C. Ln. Regt. III/353. 1' 

A TICOM publication. . 
131. "Obstlt.. Mettig of OKW/Chi on WA Pruef 7 and RLM/Fo1~s·· 

chungsamt. 1' A TICOM publication. 
135. ''Homework by Lt. Ludwig of ·~-;hi-Stelle Ob.d.L. (Ref .B)." 

A TICOM publication. 
142. "P/W Barthel's Account of German Work on British, 

American, Swedish, and French Ma.chine Ciphers. 11 A TICOM 
publication. 

143. "Report on the Interrogation of Five Leading Germans 
at Nuere,nberg on 27th September- 1945. •: A TICOM publication. 

144. 1:Further Interrogation of Lt. Muentz of 4 SKL III. 
146. 1'Detailed Interrogation of' Membera of OKM 4 SKL III 

at Flensburg." A TICOM publication. 
147. ltDetailed Interrogation of Men bers of OKM 4 SKL III 

at Flensburg. 11 A TICOM publication. 
154. n Interrogation of' Uf'fz. Rudolph Schneider ot .. In 7 /vI. 11 

A TICOM publication. 
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I 160. ''Homevork by Sonderfuehreer Kuehn of Gen. D. N. A. 
on General Oi-ganisat:lon and Work of French Referat." 
A TICOM publication. . 

I 163. ''Report .on Interrogation o:f Hptm. Scheidl, Ltn. Sann 
and Ltn. Smolin, all of I/LN Rgt. 353 (East),, on German 
Sigtnt Activity Against Russian Air Forces.' A TICOM 
publication. 

I 170. "Report on French and Greek Systems by Oberwachtmeister 
Dr. Otto Karl Winkler of OKH/FNAST 4." A TICOM publication. 

I 172. 1
' InterL"aga.tions of Hagen and Paschke of Pers Z S." 

A TICOM publication. 
I 193. "Interrogation of SS Obersturmbahnfuehrer Urban, 

L1a1son Officer of RSHA/VI with the Crypto Bureau of 
Hungarian General Starf . 11 A TICOM publication. 

IF 15. "Final Report of TICOM Team 1 on the Exploitation of 
Kaufbeuren a.nd the Berchte-,;gaden area. 11 From TICOM. 

IF 40. "Final Report of TICOM Team 2. I! From TICOM. 
IF 51. "Report or TICOM Team 4--visit to Southern Germany 

and Auetria, 14th ,rune to 12th July 1945." From TICOM. 
IF 101. "Narrative and report of proceedings of TICOM Team 

6, ll Apr11·~6 July 1945. ~· From TICOM. 
IF 107. Interrogation of POW Werner K. H. Graupe regarding 

German cryptographic organization and solution of allied 
codes. 

IF 108. Interrogation or Oblt. Arntz. CSDIC (U.K.) SIR 16C6. 
IF 120. First detailed interrogation report on Thomas Barthel. 

CSDIC/CMF/Y 40. 
IF 123. "Consolidated report on information obtained from the 

:follot-ring; Erdmann, Grubler, Hempel, Karrenberg, Schmitz, 
Suschowk. CSDIC (U.K.) SIR 1717. 

IF 126. 1 ~ Interrogatlon report on Kotschy and Boscheinen. 11 

CSDIC (U.K.) SIR 1335. 
IF 132 . . "Notes by Huettenhain and Fricke on OKW/Chi and the 

German I. S. 11 A TICOM pualica.tion. 
IF J.65. Special report by Kirby, on TICOM Team 6 1 s relation 

with OKW/Ch1 personnel. . 
lF 166. Special report by Kirby on Sdf". Dr. Fricke. 
IF 167. Final report on the v1a1t of TICOM Team 5 to the 

Schliersee area. 
IF 175. Seabourne report, Vol. XIII. "Cryptanalysis within. 

the Luftwaffe SIS. 11 From Commanding General, 9th Air rorce. · 
IF 180. Seabourne Report 1 Vol. V. t'.The Chi-Stelle. 11 From 

Commanding General, 9th Air. Force. 
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IF 181. Beabourne Report,, Vol. VI. 1101•igins of the Luft­
wn.ffe SIS e.nd History or its Operations in the West.'' 
From Conuna.nd:i.ng Geratral, 9th Ail" Force. 

IF 182. See.bourne Ropm~t,, Vol. VII. 11Technical Operations in 
the West. 11 From Commanding Gene:eal, 9t.h Air Force. 

IF 187. Seabou!'ne Report.I' Vol. XII. "Technical Operations in 
·the East. 11 F:rom Commanding General, 9th Air Force. 

IF 188. Four Newspaper Articles. su·:.ject: Goering's conver­
sations concerning Austrian Anschluss. Associated Press. 
4,5,6,7, November 1945. 

IF 2G9. "Italian Communication Intelligence. 11 Report by 
Adm:lral Maugin with U. S. Navy Introduction. 

IF 1500. 11Ita.lian Intelligence Service: Report on 11organ1-
zatlon and Working of' the Servizio Informazioni Esercito 
( S .J.E.) wlthin the Period l/ll/41--15/6/43. 11 A TICOM 
Publica.t:!on. 

IF 1502. 11F1rst Detailed Interrogation Report of Guiseppe 
Samarughi." CSDIC/CMF /Y 29. 

IF 1517. !!First Detailed Inter-rogation of Augusto Bigi, vho 
worked 1n the Cryptographic Section or SIM before the e.rm­
istiee and in SID afterward." CBDIC/CMF'/Y 4. 

IF 1518. "First Detailed Interrogation of Vitto:z:-io Gamba,, 
dlrectol' cf' SIM Cryptographic Section until Armistice." 
CSDIC/GMF/Y 7. · 

IF 1520. "First Detailed Interrogation of Guido Emer. 11 

CSDIC/CMF/Y 10. 
IF 1523. ':F1r3t Deta.1led In-~erroga tion o:r Giovanni Gramola, 

pertaining to Tul'kish, French,, British, and USA· tr&.f'f1c." 
CSOIC (MAIN)/Y 24. 

IF 1524. 11F1rat Detailed Interrogation Report on Three SID 
Cryptographe1"s: de Witt,, Biagi, Carlini." CSDIC/CMF/Y ;2. 

IF 1526. "Second Detailed Interrogation Report on Five ltal1an 
SID Cryptographers: de Witt,, Biagi,, ulieni,, Carlini, and 
Barbags.llo." CSDIC/CMF /Y 35. ' 

IF ~l527. "P1rHt Detailed Interrogation Report of.' Alberto 
Barbagallo,, Ita.15.an Naval Cryptogra.phel'. 11 OSDIC/CMF/Y 34. 

In ~(/IV (Inspektion 7/IV) .--Signal Security Agency of th Army 
High Comm!3.nd. 

In 7 /VI. ( Oberkommando des Heeres, Inspekt1on 7 /vI) • -­
lnspec to1•a. te 7 /vI. 

Inspector•ate 7 /VI. --Oberkommando des Heeres,, Inspektion 7 /VI 
(OKH/In 7/V'I,, or simply In 7/vI). A predecessor of the 
Signal Intelligence Agency of the A:rmy High Command 
( OKH/GdNA) • 

Inspektion 7/Dl (In 7/IV).--S1gna.l Security Agency of the A:i!my 
High Command. 

Intercept Control Station East. -- Jiorchleitstelle Ost (.HLS Ost.)r­
A predecessor of the Signal Intelligen~e .~gency of the Army 
High C o.mmand ( OKH/GdNA) • 

Italian Air Force Intelligence Service.--Servizio Informaz1on1 
Aeronautica (SIA). 

47 



DOCID: 

J 

3,f:t~~~lJJefense Intelligence Service.--Servizio Informazloni 
Difesa {SID). ' 

Jodl, Alfred, General. Chief of Operations Staff, Arrned lForces 
H~gh Command (Chef OKW/Ia). 1 

• 

Keite_l, Wilhelm, Field Marshal. Chtef of Armed Forces High 
Command (Chef OKW). . · 

Kettler; Hugo, Col. Chief of OKW/Chi 1943-1945 • 
. Komma.ndeur der Nachrichtenaufklaerung (KONA).--Army Signal 

Intelligence Regiment. . 1 

KONA (Kommandeur der N~chrichtenaufklaerung).--Army Signal 
Intelligence Regiment. 

Krauss, , Admiral. Chief of OKM/4 S:KL/III. 
LN Regt (Luftnachrichtenregiment).--Air Signal Regiment • .' 
Luftnachrichtenregiment (LN Regt) . --Air Signal Regiment. 
Meteorological Intercept Control.--Wetternachrichtenueber~ 

wachung ( WENUEB) • 
Mettig,· 4 Lt. Col. Second in command of OKW/Ch1, Dec : 

· 1943-19 5. Chief of Division a (cryptography) • . 
M11:1.ta.ry Intelligence. --Abwehr. · . 
Narodni Kommissariat Vnutr1nikh Del (NKVD).--Peoples' Comtjiis­

sariat for Internal Affairs. A Russian secret police 
orgs.n.~zation. : 

NKVD (Narodn1 Kommissariat Vnutrinikh Del).--People's Com­
missariat for Internal Affairs. A Russian secret police 
organization. , 

Oberkommando de1
s Heeres/Chef des Heeresnachrichtenwesens ' 

(OKH/Chef HNW.--Chief Signal Officer of the Army. '. 
Oberlcomma.ndo des Heeres/General der Na.chrichten Au:fklaerung 

(OKH/GdNA).-~signal Intelligence Agency of the Army High 
Command. · · 

Oberkommando des · Heeres/Inspekt1on 7/vI (OKH/In 7/VI).--Ina-
pectorate 7/VI of the Army High Comina.t.~d. , 

Oberkomma.ndo der Luftwaffe/Generalnachrichtenfuehrer II, 
Gruppe IV (OKL/Gen Nafue II/IV).--Group IV of Division II 
1n the Office of the Chief Air Force Signal Officer. ' 

Oberkommando der Luftwaffe/Luftnachrichtenabteilung 350 . 
{OKL/LN 4bt 350).--Signal Intelligence Agency of the : 
Air Force High Command. 

Oberkommando der Marine/4 Seekr1egsle1tung III (OKM/4 S:KL iII).~­
Signal Intelligence %ency of the Navy .High Command. : 

Oberkommando der Wehrmacht Che~ A.mtsgl't.lppe Wehrmachtnachr1~h­
tenverbindungen (OKW Chef Ag WNV).--Chier, Armed Forces 
Signal Communications Group. 
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Oberkommando der Wehrmacht/Ohiffriersbteilung (O.KW/Ch1).-­
Signal Intelligence Agency of the Supreme Command Armed 
Forces. 

Oberkommando der Wehrmacht/lfaffenfuehrungssta~/Ohef der 
Wehrma.chtnachr1chtenverb1ndungen (OKW/WFSt/Chef w11V).-­
Ch1ef Signal Officer of the Supreme Command Armed Forces. 

Oberkommando der Wehrmacht/Wehrmachtnachrichtenverbindungen/ 
Funkueberwachung III {OKW/wNV/Fu III).--Radio Defense 
Corps. 

OKH/Chef HNW (oberkommando des Heerea/Chef dea Heeresnachrich­
tenwe~·ens). --Chief Signal Officer of the Army. 

OKH/GdNA (Oberkommando des Heeres/General der Nachr1chten 
Aufklaerung). -··Signal Intelligence Agency of the Army 
High Comna.nd. 

OKH/In 7/VI (Oberkommando des Heeres/Inapektion 7/vI).-­
lrispectorate 7 /VI of the Army High Cormnand . 

OKL/Gen Nafue II/rv (Oberkommando de~ Luftwai"fe/General­
nachrichten~ueh~er II, Gruppe IV).--Group IV of Division 
II in the Office of the Ch1.ef Air Force Signal Officer. 

010.,/LN Abt 350 (Oberkommando der Luftwaffe/Luftna.chrichten­
abteilung 350).--Signa.l Intelligence Agency of the Air 
Force High Command. 

OKM/4 SKL II (Oberkomms.ndo der Marine/4 Seekr1egsle1tung Il).-­
Signal Security Agency of the Navy High Command. 

O.KM/4 SKL II! (Oberkomma.ndo der Marinel4 8eekr1egsleitung III).--
8':1.gnal Intelligence Agency of the Navy High Command. 

OKW/Chef Ag WNV (Oberkommando der Wehrmacht/Chef Amtagruppe 
Wehrmachtna.chrichtenverbindungen).--Chief, Armed Forces 
Signal Communications 01 .. oup. 

OKW/Chi (Oberkomma.ndo der Wehrma.cht/Ch1ffrierabteilung).-­
'l'he Signal Intelligence Agency of the Supreme Command 
Armed Forces. 

OKW/WFSt/Chef WNV (Oberkomma.ndo der Wehrmacht/waffenf'uehrungs­
ata.b/Chef der Wehrmachtnachrichtenverbindungen).--Chief 
Signal Officer of the Supreme Command Armed Fo~ces. 

OKW/wNV/Fu III (Oberkommando der Wehrmacht/Wehrmachtna.ch­
r1chtenverb1ndungen/Funkueberwachung III).--Re.dio Defense 
Corps. 

People's Commissariat for Internal Affairs.--Narodni Kommis­
sa.riat Vnutr1nikh Del {NKVD). A ·Russian secret police 
organization. 

Pers Z Chi (Chiffrierdienst des Referats Z in der Peraonal­
abteilung des Auswaertigen Amtes).--Foreign Office 
Cryptographic Section. 
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.Pers Z S (Sonderdis·nst d.es Referats Z in der Persona.labtei­
lung des .Auswaertigen Amtes).--Foreign Office Crypt-

• analytic S&ction. 
Praun, Alber·t, Maj. Gen. ::>ucceeded Fellgiebel a.s Chief 

Signal Oi'ficer of Armed Forces, 15144. 
Radio Defense Co:rps of t.he Supreme Colil!i).c.nd Armed Forces.-­

Ober~:::onuna.ndo der• Woh.rL1a.ehtftlehrmachtnachrichtenverbindungen/ 
Fun1cuebe:i. .. wachung III ( Oi\.°1'1/WNV/Fu III). 

Referat Vauck (Vauck's Section, ne.med for its chief, First 
Lt. Vauck).--Agents Section of In 7/VI. 

R•3ich Defense M1Y.t1stry. --Reichswehrm!nlsterium. 
Reich Main SBcurlty Office.--Re1chs1cher.heitshauptamt (RSHA). 
Reichsicherheitshaupto.rut (RSHA).--Re1eh Main Security Office. 
Reichskriegsministerium.--German War Ministry. 
Reichswehrministerium.-- Reich Defense Ministry. 
von Ribbentrop, J·oachim. German Foreign Minister. 
Rommel, Erwin, Field Marshall. Commander of the Panzer Army 

of Africa in 1942. 
RSHA (Reichs1cherhe1tsh~uptamt).--Re1ch Main Security Office. 
3-ervizio J:nf'ormo.:z.ioni Aoronau tica (SIA) • --Italian Air Force 

Intelligence Service. 
Servizio Informaziont Difesa (SID).--Italia.n Defense Intelli­

gence 'Service. 
Servizio .(nformazioni Militari~ (SIM). --Cry_ptanalytic Section 

of the Italian AI•my Intelligence Service. 
Servizio Infor~azioni Speciali (SIS).--Cryptanalytic ~ection 

of the Italin Navy Intelligence Service. 
Schubert, , l3t Lt. Crypt.analyst with the Signal Intelli-

gence Agency of the Army High Command. {OKH/Gd.NA). 
SIA (Servizio Inforrnazioni Aeronautica).--Italian Air Force 

Intelligence Service. 
SID (Servizio ·Informazioni Diresa).--Italian Defense Intelli-

gence Service. · 
Signal Intelligence Pgency of the Air Force High Command.-­

Obarkommando dez· Luf'twaffe/Luf tnachr1chtenabteilung 350 
( OKL/LN Abt 350). 

~ignal Intelligence Agenoy of the Army High Command.--oberkom­
mando des Heerea/Ganaral der Nachrichten Aufklaerung · 
( OKH/GdNA) • 

Signal Intelligence Agency of the CoJlllDCinder in Chief of the 
Air Force . --Chiffrierstelle, Oberbefehlshaber der Lu:t­
watfe (Ch1~stelle Ob d L). 
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Signal Intelligence Agency of the Navy High Comm.a.nd.--Ober­
kormnando der Mar1ne/4 Seekr1egale1tu.ng III (O:KM/4 SKL III). 

Signal Intelligence Agency of the Supreme Command Armed Forces.--· 
Oberkommando der Wehrmacht/Ch1rfr1erabteilung (OKW/Ch1). 

Signal Security Agency of the Army High Command.--Inspektion 
7/IV (In 7/Dl). 

Signal Security ,Agency of the Navy High Command.--Oberkommando 
der Marine/4 Seekriegsleitung II (OKM/4 SKL/II). 

SIM (Servizio lnf"orm.a.zioni M111tar1).--Crypte.nalytic Section 
of the Italian Army Intelligence Service. 

SIS (servizio In.form&z1on1 Speciali).--Cryptanalytlc Section 
of the Italian Navy Intelligence Service. 

Sonderdienst des Refersts z· 1n der Personalabte1lung des 
Ausvaertigen Amtes (Pers Z S). --Foreign Off1.ce Crypt- · 
analytic Section. 

T 517. Stand der Arbelten (Report of work done on British 
e.nd American Naval Ciphers). 

T 240. T 100 Serie 1726 (Reco·vered letter-figure Substitution 
Code). 

T 2038. Berichte der Oruppen .Polen, Firmland, Ll'faldl, Lettle.nd, 
Tscheckoslot:ake:L, JugoslaY!en, Bulga.rien. 

Target Intelligence Committee (TICOM). A joint combined 
committee organized in the fall of 1944 1n England for 
the exploitation of European Axis signal 1n~ell1gence 
centers of special interest. 

TF 29. Die Ueberwachung des Nachrichtenverkehra 1m .Kriege 
(sup,ervlaion of In.formation Ch&-i.nels in War). 

TF 31. 'Schluesselanleitung zum Rosterschluessel 44 {RS 44) . r• 
TF 32. 11

Ra.aterer~nt:z,1ertah:.-en. 
11

• 

TICOM (Target Intelligence Committee).--A joint combined com­
mittee orgarilzed in the fall of 1944 1n England for the 
exploitation of European Axis signal 1ntell1.gence center3 
or spacial interest. 

Tranov, I Senior Specialist Dr. Head or Subsection IIJf 
{Britain and USA) of the Signal Intelligence Agency of 
the Navy High Command (OKMt4 Sla.i/III). 

Verlaessliche Nachricht (VN).--'Reliable Report." Translation 
into GeI'mall of decoded diplomatic message. 

VN (Verlaessliche Nachricht).--"Relia.ble Report." Trans­
lation into German of decoded diplomatic message. 

Waffenpruefung 1 (Wa Pruef 7).--Army Ordnance Development 
and Testing Group, Signal Branch. 
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\~affenschu.tzst.affel (Waf'fen-SS) . --Armed Elite Guard. Com­
ponents or Elite Guard serving at rront. 

'\'affen-S8 (Wa.ffen-Schutzsta.ffel). --A!'med Elite Guard. Com­
ponents of Elite Guard ser-vLl'lg at f1•ont. 

\·:a l'ruef 7 (Waffenp.ruefu.ng 7). --Army Ordnance Development 
and Testing Group, Signal B~anch. 

WJ!;NUEB (wet ternachr1chti:muebervachung). --Meteorological 
Intercept Control. 

W~nzel, , Senior Specialist. Head of section 9 of the FA. 
Wetternachrichtenuebervachung (WENUEB).--Mete~rological 

Intercept Control. 
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ArGHAN IS TAN I (ALL GOV'T 
AG(NC I (S, IN· 
CllJO I NG EM· 
BASS I ES, CON· 
SULAHS, rOfl­
EIGN OfflCE, 
PRIM( MINI­
STER'S Offl~E, 
ANO BANK.) 

ARG(NTl.NA I OIPLOMATIC 

ARGENT I NA 2 DIPLOMATIC 

ARGENT I_, 3 DIPLOMATIC? 

ARGENT INA 4 OIPLOMATI: 

BELGIU.... I (COMMER( I AL 
ANO DI PLO-
MATIC) 

BELGIUM 2 DIPLOMATIC? 

BELGll.14 3 DIPLOMATIC 

BELGll.14 4 COLON I AL 

BELGIUM 5 DIPLOMATIC 

BELGIUM 6 DIPLOMATIC 

BELGll.14 7 PIPLOMATICt 

- . 

RESULTS OF EUROPEAN 
·AS LEARNED FROM 

(WITH ANNOTATIONS FROM ARMY SECURITY 

i 

DESCRIPTION OF SYSTEM 

3-LETTER I ·PART COO[. (SOMET I '!ES ENC I PHEREO WI TN 
r I 3URES, TWO rlGURES SUBST I TUT[O rOR EACH L(TT[R, 
THEN SENT IN 116-r I 3URE GROUPS.) 

5-LETTER I ·PART COOE. ( I"" ,0f6¢ GROUPS.) 

5-rlGURE I-PART coo~.~·~" GROUPS JN M'iN, 
VOCABULARY, TOTAL , 1¢, .• AfT[R 19z6 tlU>IBER 1~¢ 

ADDED TO EACH 5-PLACE GROUP. 

?-PART Coor. SOME! I '4(5 ENCi PHEREO BY "'(ANS or 
AN EASY SYSTE .... IN MANY VOLUMES CONTAINING A 
LARGE NUMBER or GROUPS. 

-
?-PART CODE 

4-LETTER I ·PART COOE. SQl".ETIYES ()IG!<APHICALLY 
ENCIPHERED WITH DAILY CH~NGING TAeLES. 

t4·LETTER I-PART CODE. ENCIPHERED OIGRAPHICALLY 
,WITH SAME DAILY CHANGING !ABLES AS B(LGIUM I. 
,COOE GROUP "KAMI" • 'fULl STOP." 

I 
.3-LETTER UN[NCI PHEREO COOE. 

4-r i GURE t-PART COOE. TRANSPOSED 1/i. or GROUP 
AND USED OIGRAPHIC SUBSTITUTION rOfl OTHER 1/2. 
COULD BE USED AS ~fl GURE "IN I.ti I CH CASE 1 HE 
VALUE IN THE SECO · COLl.lolN HAD TO BE TAKEN." 

4-rlGURE 4-LETTER I-PART COOE ENCIPHERED BY 31 
OAILY CHANGING TABLES, USED SAME DAY EACH >IONTH, 

4-rJGURE ?-PART COOE. 

?·FIGURE COOE or 1¢,ll.lil0 GROUPS ENCIPHERED WITH 
N\H!ER AND LETTER TABLES or 1¢¢ PLACES. 

.. 
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: 
? I •B3 (ARA) 

' ., 
I ? (ARB) 
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(BEB) 
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., ? (9EC?) 
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AXIS 

TICOM 
CRYPTANALYSIS 

SOURCES 
AGENCY 

DATES 
OF 

USE 

SOURCES IN 

WHEN 
ATTACKED 

Al\O BY WHOM 

1939 OR BE· 1942 PERS l S 
fORE-(CURR(Nl) I 

I 

( I ozo-JANUARY ? PERS 1 S 
19~6?) 

< 19z6-1945 l 1927 PERS 1 S 

? - ? ? Sl'4 

' ' I ?-134¢-1 194¢ SI'! 

I I 
(BEA: 113<;- 194¢ P[RS 2 S 
. CURRENT 194¢ S1'4 I 
1(BEB 1 1142- PERHAPS AL50 

CURRENT fA 
I . 

I 
t-1942. PER· 

I 
194¢ PERS l s · 

HAPS LATER. 
I 

I 
'( 1943-CURRENT) t ? 

I 

! 

? - ., ' PERS 1 S 

? - 194¢ ? Sl'4 

f-194¢-t 194¢ SIM 

' - 194¢ 194¢ PERS Z S 

I 

PARENTHESES) 

TICOM !STATUS 
RESULTS REFERENCE~ 

OF 
AT 

THE SYSTEM 
ASA ~MARKS 

QECOVEREO 
I~ - 2~ 

RECOVER(O' 
LESS T~AN 5~ 

SOLVED 

1 

RCAO 

Jj,!IP~ (()4''110-
MISED BY 51'4, 
READ BY PERS 
z s. 

READ 

? 

READ COM· 
PL(T[LY 

Rt AO 

Rt AO 

TABLCS NEAR· 
LY SOLVED. 
MOST or TRAr 
nc REAO BY 
19416 

T 1¢62 
T 1¢67 
T 1¢6.S 
T <¢52 

T 3¢15 

D 16, qEPQRT 
I P 2 

0 )6, REPORT 
2, p 3 

I 172 p 5 

1r 15·1e 

1r 1524 

I a P 19 
I 2~ P 2 
0 5 p 12 

p 18 
lf1517P3 

I 22 P 19 
D 54 P 12 

p 18 

. I 22 P 19 

I 22 P 19 

Jr p 1~22 p 3 

ir TL If 1 c 

0 54 p 12 

I 

(ASA HAS R[SUL TS or BRIT I SH 
PART I AL RECOVtRY, ABOUT 25" 
or GROUPS, !<AKl~G TRArr1c 
PRACTICALLY 1¢¢.I READABLE.) 

(751 REAOASLE) 

(I~ COMPROMI SEO) 

(UUKNOWN) 

( UNKN().IN) 

(BEGAN BREAK i:i:; CODE 1943. 
C004PROMI SEO 1944. BEGAN 
BREAKING ENCIPHERMENT 1944. 
90T"i CURRENTLY READ.) 

(UNKNOWN) 

(SOOK !!¢:' BROKEN) 

(UNK~) 

(UNIOENTJflEO) 

(UNIO[NTlflEO) 

(UNKNOWN) 

\ 
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NCI· 

HE RED 
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1(N0 f IG• 
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 

AS LEARNED FROM TICOM SOURCES 
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 

~ME OF ifrSTEM - ' 
··--· . - . -

COUNTRY 

I 
DATES I WHEN TICOM !STATUS OF THE SY!:iltM 

~- - -
OF SERVICE DESCRIPTION OF SYSTEM 

--f?(I - ·-- -- ----·--- OF ATTACKED RESULTS REFERENCE i AT ASA 
ORIGIN , ~TG~; AXIS u S. A. USE ANO BY WHOM -

9[LCI U>-' 9 !MILITARY . rrlCUP[ SYST[M [NCIP~[R[I) lllT'i SUBSTITUTION I ? 

i 
? ? I ? - ? ! ? OKW/CHI RCAO I 31 P 6 I (~NKNOllN) (NO flG-

AeLCS IN SUCH A WAY THAT fH( r1RST flGUR( Of !IRE COOES 
OCH GROUP RCMA I NCO UNCHANGEO •.NO TH( SECOllO ANO ~N(MI) 

TH I RD 11£R( EACH (NCI F~ER~O I NO IV I DUALLY. 

I ( 25• READABLE) eOLIVI~ 1 DIPLC><AT IC 5-L(TT(R I-PART COO( ? ? (BVO? ) ? - 1 ? P(RS 1 S RECOVERED T 1311 --
I · LESS THAN ~ 
I I 

I , BOLi VI A <. 01 PLC><ATIC ~-flGUR( I-PART COO[ wrTH 7S,fll)?'¢ GROUPS. ENCi- ? ! 1 (BVA) ( 1939-CURR(NT) ? P(RS l S 0 16, R(PORT ( 1m C()4PROMISCO) --
H(~[O WI TH I ,fll¢fll ANO l)l¢·PLAC( TABLES ANO BY ANO 2, p 4 

TRANSPOSING TH( GROUP (l(M(NTS. (BVB) T 1585 ' 

I 
I 

eou vu 3 OIPL()AATIC POLYALPHABCTIC SUBSTITUTION CIPHER USING 111 ? , ? : 1-1927~? 1927 PCRS l S LONG THE- .0 16, REPORT (UNKN<MI) --
AlPt<AeETS. I GRAMS SOLVED. I, p 3 
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SHORT ONES 

1 IMPOSSIBLE. 
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RESULTS OF EUROPEAN AXIS ·CRYPTANALYSIS 
' AS LEARNED FROM TICOM · SOURCES 

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 

COUNTRY f\11\MI" OF SYSTFM DATES I WHEN TICOM ATUS OF THE SYSTEM - - -
OF SERVICE DESCRIPTION OF SYSTEM ~uNnr< AXIS U.S.A OF ATTACKED RESULTS REFERENCE AT ASA -

I ORIGIN ORIGIN USE .. AND BY ~OM 

BRAZ IL 1 DIPLOMATIC 5-LCTTER (2-PART) COOC WITH 92,¢¢¢ CROUPS, ., BRAS B 2 (BZD) ( 19~7 OR BC-11941 DKW 2, 2¢¢ GROUPS D 16, 1941 REi (MORE THAN 5¢,1 READABLE. --
I rOR -CURRENT l 1941 PERS Z S RECOVERED THEN ~T, P ~ STILL BEING RECOVERED.) 

' ' SIM 1¢111:1 COMFRO- D , 194 RC· ; 

~ ' MISEO BY OKW PORTt P 4 

i 
I WHICH SENT T )¢1 

COPY TO PERS 1r 1518 
I z s 
I I I I 
I· 

D 16, 1941 REi (MORE THAN 5¢,1 READABLE. BRAZIL 2 DIPLOMATIC 5-LCTTER I-PART COO[ WITH 165,625 GRDUFS. ' BRAS B 1. (BZC) J (1941-CURRENT) 1941 PERS Z S 2 ,2¢¢ GROUPS --
I I RECOVERED ~y PORT, P ~ S Tl LL BE I NG RECOVERED. ) 

Z¢ NOV, 19 I_. , .,. ... "I READ ALMOST PORTA p 4 
WITHOUT GAP • T 3¢1 

. • 

BRAZIL 3 DIPLOMATIC 5-F IGURE (2-PART) COO[ (RCPAGINATED). '? BRAS Z 3 (BZA) (PRIOR TO 1942 PERS Z S NOT READ D 16, 1941 RCt (MORE THAN 5¢:' RCADABLCJ --
1941-CURRCNT) - . PORT, P ~ STILL BEING WORKED ON.) 

D 16, 194 RC-

I 

PORT, P 4 . 

I T 3¢17 

4 IJIFLCY-'ATIC D 16, 1941 RC- (OVER 5¢,1 READABLE.) --BRAZIL '.i-r IGUllE I-PART CODE WITH 1¢¢,¢¢¢ GROUPS. ? BRAS l I (Bii) ( 1937 OR BE· : 194 I PERS Z S READ ALMOST 

l 
FORE • ?) WITHOUT GAP PORT, P ~ ~ D 16, 194 RE· 

PORT, P 4 0 
' l 

DIPLOMATIC 15·FIGURE ?·PART COOE WITH 1¢¢,~ GROUPS. ? T· 1941-1942-? 1941 PERS Z 5 NOT READ D 16, 1941 RE- (UNI DE>HI FI ED) -- ) 

BRAZIL · 5 !:NC I - T ' PK!:RED WI TH A TABLE or LETTERS. 

I DP~~~' 1~4~ -~E-

>- I PORT, P 2 

i 
BRAZIL 6 DIPLOMATIC irwo 5-FIGUR( COOES, REPAGI >/AT I OllS or ITEM 4. T BRAS 

~ ~ 
(BIK?) (ez~, ?-1943) 1941 PERS Z S READ ALMOST D 16, 1941 RE- (BZK OVER 5¢:' READABLE.) --

BRAS WITHOUT GAP PORT, P ~ 
0 16, 194 RE-

i PORT I p 1 

BRAI IL 7 ? 5·FIGURE ?-PAR r COO(. ? ZAHLEN 11 ? ? - ? ? PERS 2 S RECOVEREO 
ABOUT l:C 

T 3115 (UNIDCNTlflED) --

BRAI IL 8 ' 4-r IGURE ?-PART COO(, REPAGINAT(I). ' IAHLEN I ? 1 - ? ' PERS 1 S RECOVERED 
15:C - 2¢:' 

T 3¢19 (UNIOCNTlflED) --

! 
BRAZIL 9 ? 4-rlGURE ?-PART COO(, Q[PAGl.~AT(O, 1 Z AoiLEN I> ? ? - ? i 1 ? RECOVERED 5,; T 311¢ (UNI DENT Ir I ED) --

i 

BRA71 L 1¢ ? 4-Fl3URE I-PART COO[, RCPAGl~AT(D, ? ZAHLEN V ? ? - ? I ? ? RECOVERED T 3111 (UNI DEN7 If I EO) --
I LESS T~AN I~- '· 

BRAZIL II ? 4-rlGUQE ?-PART CODE, 'l(PAGl~ATEIJ, ' ZAHLEN VI ' ? - ? ? ' RECOVERED T 3112 (UNI :JENT Ir I EO) --
LESS THAN 3:g 

" 

I 

"""" NO. 1-~ 
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS -

AS LEARNED FROM TICOM SOURCES . (WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 
COUNTRY ll.IAMF' ... c::;ys1 EM DATES I WHEN TICOM 5TATUS OF THE :>T:>I C.NI 

OF SERVICE DESCRIPTION OF SYSTEM ~UNTRY AXIS 
I OF ATTACKED RESULTS REFERENCE AT ASA ~ARKS 

ORIGIN ORIGIN US.A. I USE ANO BY WHOM 

8l..L(;.Af:'I A I 01 PLC><•TIC 5-flGUP[ I-PART COC[, T\IO FAGINATIDNS. , ' (BU[) I(? - DH 1945)\ 
., PERS l S • RCCDVER(O T~ (CODE RECOVERE!l ·~ BEfORE --

ABOUT 5~ REC( I PT Dr COPY IR TICOl4.) 

PllG&Ol A .? ['IPL(MnlC <;-r IGURE 1-PARl COCC, T\IO PAGINATIONS, RANG( 98844 BO 15. (BUD) . ( 1938-JAN 1946) ., PERS l S RECOVERED 75~1 T 1192 (CODE RECOVERED ASOl'T ~; --
~6,4<!0. 

, SIM LATCR 10il:I T 21~ LATER 116~ C()IPR()llSEO. 
COl4PRCO! 1 SEO. 

~/~125 ~ 

I ! 
~llGA£:"f A 3

1 

OIPLC>OTIC 5-rlGUR[ I-PART (QC(, R[FAGINATEQ, ., BO 30 (BUJ) (? - 1945) , PERS l S RECOVCRCD ~- T 24 (NOT WORK CD ON BEfORC RCCE I PT --
4~ Of T ICCO! COPY. ) 

PUL(.J.C? I A " OIPLC"•TIC 5-rlG~R( I-PART CQC(. ? BO 19 ? 
i , - 7 , PERS l s RCCOVCRCD 5~ T 2335 (UNIOENTIFICD) --! I 

I 
i I 

~l..LG-"~11' ~ 01 PLC"'A TIC 5-r I Cl.;RE I ·PART COO(. 1 BO 25 ? ' - 1944 - ' 
., PERS l S RECOVCREO lil:I T 2334 (UNIOENTlflCO) --

i 
' I 

I 
I 

: l 
Ft.L::;.1.R1 A (' I QIPLCWHIC 5-r IGUR( I ·PART (()C(. 1 BO 27 ' , - 1 , PERS l S 4~ - 5~ T 2353 (UNIO(Nl If 1£0) --

I 

( : RECOVERCD 

c ! 
·C ' I BO ?8 ~ ~LlG.&CIA 7 'DIPLC"•TIC 5-rlG~RE I -PAPT COCC. ' ? "/ - ? "/ PERS l S R(COV[R[O T 1176 (UNIO(Nl If ICD) --

I 
LESS THAN 5:5 

' 

QI OIPLC.,,•TI( 
I 

(UNI DENT Ir I CO) P:Lt,:";.scr.1. 5-rlGUR( 1-PA!>T CCC'[. 7 BD 33 ? ? - ? ' PERS l S RCCOVER[O 5:5 T 2333 --
i 
I 

!lt:l C.t.r:11i o ! OIPLC'<•TIC i 5-rlGU~E I-PART (()()[. INOICATQI;: 333 II· ? 

I 
BO 16 7 ? - ? , PERS l S RECOVER[O l 12; T 13 (UNIOENTlflCD) --

I 1~ - 15:5 l 11rl 

I T 11 ~ 
: l II e 
! 

T 11 1 · 

i 
i T 2H1 

I 
T 2 2 

I 
I 

I ! I P:• LG•r; I~ IC IDIPLc:-i•TIC 5-r I GUR[ PROBA8L Y I -PART COO(. ? 
I 

BO I 1 ? - ? ? PERS l S RECOV(R[O T 2116 (UNIO(NTlf I [O) --
ABOUT 5:5 

I 
I 

Bl'LGAR I• II 01 PLCM•T I ( 5-r IGURE PROE•eu I -PART COCE. "} BO 3 ? .., - ' , PERS l S RECOVERED T 2161 (UNl0(NTlflED) --
5:11 - 10:' 

BULC:"~I" 12 DIPLC>-!.'TI( 5-r ICU"( P"OBABL Y I -PA~ T COO(. ? eo 26 

I 

1 ? - ? ' PERS l S R(COVERCD T 2147 (UNIO(NT If I CO) --
ABOUT 10:5 

: I 
' 

I 
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 
AS LEARNED FROM TICOM SOURCES 

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 
COUNTRY NAME OF SY:stt.M DATES I WHEN TICOM STATUS OF THE ;)l;) I t.N 

OF SE~VICE DESCRIPTION OF SYSTEM ~UNTRY AXIS u. s. A. 
OF. ATTACKED RESULTS REFERENCE AT ASA REMARKS 

ORIGIN ORIGIN USE AND BY WHOM 
' 

BULGARIA 13 DIPLOMATIC 5-rlGURE PPOBABLY I -PART CODE, , 
BO 31 

, , - ' , PERS Z S• RECOVERED T 2379 (UNIDENTlrlED) --
LESS THAN 5111 

I 
8LLG•P IA 14 DIPLOMATIC 5-rlGURE PROBABLY 1-PART CODE. , 

BO 35 
, I ? - , ' PERS Z S VERY LITTLE T : :~~ (UNIDENTIFIED) --

i SUCCESS T 
I 

. 
BL'L(:AQ I A 15 DIPLOMATIC 5-rlGURE PROBABLY !-PART CODE. ., "N.B.o. ? i , - ? , PERS Z S RECOVERED T 2134 (UNIDENTIFIED) --

NEUER" I 15111 - 2¢111 I 
I 

BULGARIA 16 PROBABLY 5-r I GURE PROBABLY I ·PART CODE. ? . flULG. 985 
, 

I 
? - , ? PERS Z S VERY LITTLE T 2135 (UNIDENTIFIED). --

OIPLOVATIC 

I 
SUCCESS 

BcLGAP I A 17 DIPLOMATIC 5-rlGURE ?-PART CODE. ? I BO 14 , , - , ? PERS Z S RECOVERED T 2131/l (UNIDENTIFIED) --I 2¢111 - 25111 

f 
l,,. ,_ ,,. g 

BLLGAP IA 10 PROBABLY 5-r I GURE ?-PART CODE. ? , ? - , ? PERS Z S , T 2213 (UNIDENTIFIED) --
DIPLOMATIC ' 

~ 
: 

b SULC.ARI A l<> PPC!JA[!LY • \s-rlGURE ?-PART CODE. ' "062 .'l25 ? , - ? , PERS Z S I ? T 2214 (UNI DENT IF !ED) --
DIPLOMATIC I 1-15" I 

f!Ulr.ACi' I A 2r. PR08AOL Y 5-r IG\JRE ?-PART CODE. ? "¢95" 
PIPl.OMATIC ' ? - 1927 - ? 1927 PERS Z S ? T 2127 (UNI DENTI r I ED) --

.. I 
"~~i 16- T 2174 (UNI DENT Ir I ED) --f'Ul GM~I A 2 l PROBABLY 15-r I GURE ?-PART COOE. ? ? ? - 1932 - ? ? PERS Z S RECOVERED 

DIPLOMATIC 

I 

LESS THAN 1111 

~lJLGAR I A PP08A8LY ?-PART CODE ? "698" "! ? - , ? PERS Z S ? T 2157 (UNIDENTlrlED) --a ·5-r I CURE 
DIPLOMATIC 

BLLGM> I A 23 MILIURY 5-r I GUPE ! -PART CODE ? B"1 7 ? , - ? , PERS Z S RECOVERED 
5111 - 11/llll 

T 2165 (UNKNo.IN) 

I 
--

BULGARIA 24 Ml LI TARY 5-r1GURE I-PART CODE ? B'4 c 5 "! ' - , ? PERS Z S RECCVERED T 216'l (UNKNaWN) --
LESS THAN I~ 

I 
I 

I 
I 

I I I 
""""I NO. 1-2 
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 
AS LEARNED FROM TICOM SOURCES 

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 
. ·· - TICOM STATUS OF THE SYSTEM COUNTRY ~.E_1_0F_S.Y_$_T _E~~ DATES 

I 
WHEN 

OF SERVICE DESCRIPTION OF SYSTEM OUNTRYI OF ATTACKED RESULTS REFERENCE AT ASA REMARKS 
ORIGIN pF ORIGIN AXIS US. A. I USE AND BY WHOM 

rULG•o" ~~ IMI LI !ARY 5-r1GURE ?- PART COO(. ? I BM c I ? 
I 

? - ? 

I 
? PERS Z S RECOVERED T 2167 I (UNKNOWN) --

I 

I 
LESS THAN l\C 

OUl\.ARI. it~ "tll 1 TAR't' 5-r1GURE ?-P•RT cooc \.'I T>i APPARENTLY rOUR Olff(R- ? BM II ? ? - ? ? PERS l S RECOVERED T 2169 (UNKNOWN) --
[NT POSSIBILITIES rOR Hi[ rlRSI THREE rlGURES. LESS THAN 1¢:1 

I 

i 
e~LG•q1 ~ ~7 MllllM1\' 5-r IGUR[ ?-PART COO[. ? BM 12 ? ' - ? ? PERS l S RECOVERED T 2132 ' ( UNKNCfw'N) --

I 
LESS THAN l\C 

I 
' I 

BULG•R I A 2/l. ? 5-r1GUR[ I-PART COO(. ? 
! ., ? 

! '? .. ? ? PERS Z S PEC
0

0VERED 25\C T 11S¢ (UNKNOWN) --
i i 

I I I 
BULG•R" .;9 ? 5-r I GURE I ·PART COO(. ~ "4~¢ 16- ? ! ? - ? ' PERS l S RECOVERED T 127¢ (UNKNOWN) --

3 " LESS THAN 1¢:1 

I 

I ~ ~Ulf .. \~I < 3e ? 5-r1CURE 1-PA~T COOC. ? BG B 2 ? ' - 1 
., PERS Z S RECOVERED 2¢:1 T 2145 (UNl\NOllN) --

i 
, 

e Gl LG.\r::" I A 11 ? p·rlCUPE I-PART CODE. ? '~...3 ABO ? 1 - ? I 1 PERS 2 S RECOVERED T 2162 ( UNKNCfw'N) --
1-15" I LESS THAN 511 T 2163 

I 

OULGAP I A 32 ? 5 - r1GURE I -PART COOE '! ? , 1 - ., ? PERS l S RECOVERED T 2133 (UNKNCMI) --
LESS THAN Iii 

BULG•1.-1 A 33 ~ ~-f IC.'\JP( 1-rJ.RT COO[. ' "Bu 11" , ' . ., ' PERS 2 S RECOVERED T 2149 ( UNKNCfw'N ) --
5" - ll!fll 

euLGAPI• 34 1 5-r IGURC ?· PART COOE. POSSIBLE 6¢,l'iril-l C'.l>OUPS. ' "BU l&" ' 1 • 1 ' PERS Z S RECOVERED T 2159 ( UNKNCfw'N) --
ABOUT IQflC 

BUlG•RI•. 3~ ' 5·f IGURE ?·PART COOL. lllCONSTRUClED ON BASIS Of ' 36633 w.l ' ' . ' 
I 

' PCf!S l S VERY l 1 TTLE T 21€6 (UNKNOWN) --
llffll , fi!ll¢ VALU(S. SUCCESS 

BUIG•PI> 3(. 1 5-rtC'.uPE ?-PART COO(. 
., ' ' ?-1936-1937-' ' PERS Z S REC:OVCRED T 2172 ( UNKNCfw'N) --

LESS THAN Ill 

eut c~~• A 37 ., 5-r I GUI>( ?·FART COO[ , 
., "BULG HQf ' ., - ' , P(f!5 l S VCF!Y LITTLE T 2121 (UNK~) --

COO£ 4C" success 

I 

I 
' I I i 

"""" NO. 1-2 ·- -
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 
AS LEARNED FROM TICOM SOURCES 

(WITH ANNOTATIONS FROM ARMY _SECURITY AGENCY SOURCES IN PARENTHESES) 

COUNTRY ~~--0.E__J_Y.SlEM...J DATES I WHEN TICOM STATUS OF THE SYSTEM 
OF SERVICE DESCRIPTION OF SYSTEM RY I OF ATTACKE&, RESULTS REFERENCE AT ASA REMARKS 

ORIGIN , GIN AXIS IJ S. A. 1 USE MO BY WH 

BULC•ll I' 3~ ' 5-r l(OIJll[ 1-F-A~ I COO( ' ·~~Ps-OH . I~ 
.?1 • 

' 
1

,_ •9~9-' 

I 
19z9 IUS 7 S Y(~Y L llll( I 2 1z!'o 

~U(([5~· 

( IJNKNOWll) --

BULC'R" ~9 ' 5-r!GUl't 1-FA~T COOC ? • .. ~, ()I: 
N4C • ' ., . ' I 1 P[P5 1 5 ' T 217e (U~tlt\111) --

S\JLC•~ Ii be ' 5-r I GIJl>C 1-PAl:t COOC ' ··2 16':" ' 1<-31 • 

I ' . ' ' PCPS. '1 ~ ' t Zl~ (uom10W1•) --
I 

I 

BULGA~" •1 ' 5-r I GUI>( '·PAPT (00£ ' "G4C • ' ' . ., ' PC"5 1 S 1 1 213£ I ( lHO'lOW!I) .. 

fllA.G•~ I• 4~ oor·tCO-ATIC 4-rrGVPc 1 ·PA~l ((ti( ' eo z6 ' ' - ., ' P£PS 1 S P((OV(~CO 5' T ZJJ~ (UllKPl{'ll.t/) --
I 

f'UlGARI> 43 OIPLC..~11( ~·FI GUF[ l •PAllT (("()[ ' 
0 Jl. ·C. ' ' . ' ' PCPS 1 S ~~ovc~co ~- T ~ 131 (WXPKW) ' ·-
l!(G. 1• 

I 
r I 

~ 
I 

I BIJLGAR I A 44 OIPL{lol~TIC •-r I ~c f-P•PT cooc ., eo n ' ., . ' ., 
PC~S 1 S Y(P> 11 TTl( l 2337 ( LIHKN(1.IN) -- ~ I 

I success . 
I I 

BUI GARI A 45 ' ~-r I GUii[ 1 ·PAPT COOC . ' ' Z fAl[O- ' RICH~• 
., . ' ' P[RS 7 5 PCCOV(A(O 

ABOUT Z5~ 
T 2177 (~K>«MI) -· 

BVLG•RI • 46 "llll IAI'> '·rA1>T CCXlC. r 1 l>S T GAC~~ ArT[R •OOl'CSS \olAS ' ' 1 ' . ' ' SIM N(•T R(AO rr 1525 (~~HOW!() .. 
ATTACH(? eAlK•P<. 

I I I ' I I 

. - · . . ---·--· •·.: 
-· 
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' -- _, RESULTS OF EUROPEAi\J AXIS -CRYPTANALYSIS I AS LEARNED. FROM TICOM SOURCES 

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 
COUNTRY NAME OF SY::s£~~ OATES I WHEN TICOM STATUS OF THE ;:> I;>I tJYI 

OF SERVICE DESCRIPTION OF SYSTEM ~UNTKY OF ATTACKED RESULTS REFERENCE AT ASA - -
ORIGIN ORIGIN AXIS U.S. A. USE AM) BY 'll'HOM 

-·- -~ 

CHIU 1 ' 6-rlCU![ a-LETTER Z-PART COOE. llilllJ,~ CROUPS. ' ' ' BEFOPE 1941 1 SIM lfifdi' C<Jo4PRO· If T~ 
(lllOOOoN) --

IYIOEO I TO THREE CONSCCUTIV( BOOKS. MISEO, 1r 1 1-

CHI LE c OIPL()4ATIC 5·LETTER !·PART COOC. Z6,ffll!' GROUPS, rl~T 1\IO ' ' ' 19zli - 1 19~li PERS l S SOlVEO. 0 lb, REPORT (~KNOWN) --
AIC) LAST NO LETTtRS Of' CA Ii GROUP ENC IPH[R[D ' I, P Z 
WITH OIGllAPHIC SL6STITUTION TABLE •. 

CHI LC 3 CONSULAR 5·LETTEll f·PAllT CODE •. 1 ,..HILE KON ' ' - ' 1 1-'CRS l S llECOVEl!ED T ~~6 (UHKNCM-1) --.. iSUtAll CODE I LESS THAN 5'111 

CHILE Ii DI PL<Jo4ATIC 1-TO 4-LETTER l·PART COOE. 4Z,~ GROUPS. CLAV( t (CLA) ( 1936-CURREJIT) 194111 PERS l S SOLV(D, LATER 0 16, !![PORT (Cl>4PR<Jo41Stll I~ • • DATE Dr .. 
SOLAR llJl1l:' C()4PR0· •z, P Ji COITll>I 1936.) . 

MISEO. 0 16, REPORT -~4. p 4 

OHLE 5 01 PLCIMAT IC 4° LC HEii 1-PART COOL ' ' ' ' - ' ., PEllS l S llCCOVEllED T 1~ ( IJNKNC»I) --
LESS THAN 5JI T ~25 -

(HILE 6 DI PLC)OTI( f·PAllT CODE WI TH C04PLICAT£0 (NC I PHEqMEOIT, ' ? ' 1941-1 1 SIM ' ir Ts ( UNKNClllN) --
Ir 1 I 

- .. 
Ii 

~ 

~ 

-

' I I ' 
I I 

wn"n I NO. 1-~ 
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RESULTS OF EUROPEAN 
AS LEARNED FROM 

(WITH ANNOTATIONS FROM ARMY SECURITY 

AXIS 
TICOM 

AGENCY 

CRYPTANALYSIS 
SOURCES 
SOURCES IN PARENTHESES) 

COUNTRY 
OF 

ORIGIN 
SERVICE DESCRIPTION OF SYSTEM 

~fR(fO_F_S_Y..S.f."E.M_, 
OF ORIGIN/ AXIS US. A. 

DATES 
OF 

USE 

i WHEN 
ATTACKED 

AND BY WHOM 

TICOM STATUS OF THE SYSlEM 
RESULTS REFERENCE AT ASA ~MARKS 

CHI NA 

C~INA 

('11NA 

.... CHI NA 

~ -
C~IN• 

CHINA 

C'41NA 

CHINA 

3 

(DIPL!>lATIC) 

OIPL().tATIC 
•ND CONSUL AQ 

DIPL().tATIC 

5 DIPLQM'llC 

' OIPLCf.IATIC 

7 DIPL()<4TIC 

COMMERCIAL 

5·LETTER ?-PART CODE. 

4-LETTE'I (I-PART) COO( . THOUG-~T TO HAY( BEEN 
[NCODEO IN CHINESE CHARACTERS ANO ENCIPHERED IN 
LATIN CHARACTERS . I 

4-LETTER I-PART COOE. S()<[TIM(S ENCIPHCREO. I OJYJ 

4-LETTER ?·PART CODE, ALTERNATE CONSONANT AS() 
! VOWELS . 

.1 

i 4-LETTER ?·PART CODE, OCCASIONALLY DIG~APHICALLY 
; ENC t PHEREO. 
' i 
I 

; 4-LETTER '·PART CODE • 

I 
4-L(TT(R '·PA'IT coo~. OCCISIO'IALLY DIGRAPHICALLY 
ENC IFHi:REO. 

4-LETTER '·PART COO[, OCCASIONALLY ENCIPHERED 
DIGllAPHICALL Y. USED BETWCEN CHINA ANO A CHINESE 
C()MMERC Ill MI SS I ON IN GERMANY. 

~UKO 

9 (DIPL()MITIC) 3·L(TTER 2-PART COO(. (USUALLY EN~IPH[R[O. HAD 
j MANY ENC I PHERH[NTS.) 

HN'! 

10 DIPL()<ATIC 

II DIPL().tATIC 

12 (DIPL() .. TIC) 

3-LETTER l•PART COO(. S().t(TIM(S ENCIPHERED. 

1 
3-LETTER 1-P•RT cooc ·. 

i 

3-LETTER 1-PART cooc·. S()<(TIM(S ENCIPHERED. 
HAO MA"Y (NCI PHERMENTS. 

\JIN' 

, 

' ORYO 

(C~S) 

OR 
(CNF) 

OR 
(CNJ) 

(CNS) 

(CNl) 

(CNC) 

(CNB) 

(CNS, 1944 • 
CURRENT) 

(o.,r, 194~ · 
CURRENT) 

(CNJ , 1944 • 
CUilR(NT) 

1 PERS l S 

? SIM 

( 1943-CURilCNT) ? .PERS Z S 

· ? : .? PERS l S 

1935-1937 ? PERS l S 

' 't PERS l 5 

I 192.: -1929 ? PERS l S 

1937-1933 I ? PtRS l 5 

I 
I 

I 
( 1943-CURRENq 

I 
( 1939-CURRENT~ 

(7 - 194¢ -
CURRENT) 

I 
; 

i 
I 
I 
! 

I 

? PERS l 5 

? PERS l 5 

1941 PERS Z S 

t PERS l 5 
t OKlol 

RECOVt:REO T 1157 
LESS THAN 1~ 

NOT READ 

RCCOVtREO T 3 
SUBSTITUTION 
ALPHA9ETS 

PROBABLY 
REID. PARTI· 

I
I ~~:;~::;~~: 

(RY or BOTH 
COOE &NO . I ENC I PH(RMENT 

T 2291 

T 2111 

CODE AND T 2¢1¢ 
(NC I PH(RM(NT T 2 I IJI 
PART I ALLY 
BROKEN 

? T 1159 

PARTIALLY T 4 
READ 

SOLVED I 22 P 21 
T 2$12 
T 214 
T 19S 
T 2296 

(()<PLC TEL Y T 2 
READ T 2292 

I 

j (UNKNl).'N) 

I 

(CNS, CNF, CNJ BROKEN ANO i REIO BY ASA.) 

(RECOV(REO BY BRITIS>I. BOOK 
GIVEN TO ASA . BEING READ,) 

(VNKNOw'N) 

I (UNKNC7WN) 

( VNK~l).'N) 

( VNKNC7w'N) 

(SOLVED BY ASA 1944) 

(PART/ ALLY RECONSTRUCTED 
C().tPROM I S~D COPY RECE I YEO. 
C().tPLETEO ' BRCAKING. N<:1W 
BE I NG READ.) 

( UNKNC7w'N) 

(PLAIN CODE ANO LETTER EN· 
Cl PHERMENTS NOT BE I NG WORKED 
ON •• Lo.I INTELLIGENCE VALUE 
NLM!ER ENC I PHERM(NT BE I NG 
READ,) 

"'"""' NO. l c2 

j 
] 



-

COUNTRY 
OF 

ORIGIN 

CHINA 13 

SERVICE 

MILi TARY 
ATTACH[ 

CHINA 14 MILITARY 

CHINA 15 ? 

CHINA 16 OIPLCMATIC 

CHINA 17 OIPLCMATIC 

·-
Cl-!INA 18 OIPL"'4ATIC 

CHINA 01 PLCMATIC 

COLOMB I A • I OIFL~ATIC 

COLCMBI A 2 01 PLCMATIC 

ClECHO- I AIR rORCE 
SLOVAK I A 

ClECHO- 2 AIR rORCE 
SLOVAK I A 

ClCCHO- 3 ' SLOVAK I A 

ClECttO- 4 AAMY 
SLOVAKIA 

(l[CHO· 5 CC)4M[RC I AL 
SLOVAK I A 

, . 

RESULTS OF EUROPEAN 
AS LEARNED FROM 

AXIS' CRYPTANALYSIS 
TICOM. SOURCES 

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 

DESCRIPTION OF SYSTEM 
~E 
\!QUNTR'f 
DF ORIGIN 

11" · ~Y::;T rn._:] 
I 

AXIS US.A. I 

OATES 
OF 

USE 

OF , THE SYSTEM _ 
AT ASA R,.£MJ_~_IK:_SI I 

WHEN TICOM STATUS 
ATTAq~.E.Q, RESULTS REFERENCE 

AND BY vvnviv 

3·LETTER f·PART COOE. ENCi PHERMENT CONS I STEO 
Or TRANSPOSITION WITHIN THE COOE GROUPS. rlRST 
GROUPS or TRAff l C lttRE ErR, SKW, OR J KW. 

3·LETTER ?·PART COOE. IMENCIPHER£0, OISCRIM· 
THANT WAS NKDBN. CONTAINED MANY SpELLS, USING 
SIMPLE SUBSTITUTION, . 

"POST coot" --
POLYALPHABETIC SUBSTITUTION. 26 ALPHABCTS:" 
(USED ON CODES CNr, CNL, CNS, CNU, ANO CNW.) 

POLY ALPHABET I c SUBSTITUTION. 1¢ ALPHABns·. 
(USED Ill TH CODES CNB, CNC, O<r, CNJ, CNL, CNS, 
CNU, ANO C'fW.) 

MONOALPHABETIC SU%TITUTION. (US[O Ill TH CNS, 
CNC, CNO, CNr, CNJ, C'<L, CNS, CNU, ANO CNW.) 

MONOALPHABETIC SUBSTITUTION . DAILY CHANGING 
ALPHABETS. (US[O ON CODES CNB, CNC, CND/ CNr.) 

POLYALPHABETIC SUBSTITUTION CIPHER WITH 5 TO 
15 ALPHABClS. 

~~~~~LPHABli.TIC SU~STITUTION CIPHER WITH 5 ALFHA-

TRANSPOSITION CIPHER. 

OOU!LE TRANSPOSITION Cl PH[R. 

DOI.el[ TRANSPOSITION CIPHER, 

VARIOUS POLYALPHABETIC SUBSTITUTION CIPHERS. 
USED IN 1925, 1926, ANO 1927, 

COOE USED BY SKOOA flRM TO IRAN ANO !RAC CON· 
CERN(O Iii TH BR I OGE BUILDING PROJECTS. 

' ? - ' 

' 
, . 

' 
--

' 
_, 

' 
sxs , (SXS) 

A'1C i (AMC) 

! 
AV.A - ? I (AMA) 

ECTI A ' (ECTIA) 

? ? ? 

y ? (COA) 

? , ' 
? ? ? 

' ? ' 
' ' ? 

' ' ? 

I 

I 

I 
' • 1943 I 

I 
I 

! 1 PERS 1 S 

I 

' ' PERS Z S 

' : 
? "I OKW 

?PERS ZS 

? PERS Z S 

I ( 1944-CURRENT)I 

i ( 1943- CUPRENT),1 

I - - . 
, 'I 

( 1943- cu~RENT) ; ? PERS Z S 

? PERS Z S 

i I 
I I 

? • 1942 • ' 11941 PERS z s I 

( 1927-CUR~WT) ' 1927 P(RS z s I 
I 

1 • 1937 • ? I 1937 OKL 

' . 1938 - ? 

I 
1938 O~L 

I 

1 • 1938 - ' 1933 DKL 

1925-1927 OKL 

? - 1935 - f ' 1935 OKL 

ENC I PHERMENT 
SOLVED. NOT 
READ. 

I 22 P 8 

INVESTIGATED I 22 P 8 

' 
SOLVED 

SOLVEO 

50LVED 

SOLVED 

READ 

PEAD 

NOT BROKEN 

SOLvtO. 

' 

SOLVED 

SOLVED 

I 15f11 P 9 

T 3 

T 3 

T 3 

T 3 

0 15, REPORT 
2, p 4 

D 16: PEPORT 
I, p 3 

I 121 p 7 

I 112 p 6 

I 112 p 1¢ 

T 1734 

I 162 p 2 

I 

I (UNKNOWN) 

I '~"rn""''' 
I 

(UNKNOWN) 

I (ALPHABETS SENT BY BRIT I SH.) 

; 

' (ALPHABETS SENT BY BRIT I SH.) 
! 
' 

I 
(AL PH ABETS SENT BY_ BR I Tl .SH. ) 

·1 (ALPHABETS SENT BY BRIT I SH,) 

: -
(UNKNOWN) 

(READABLE) 

(U~KNOWN) 

(UNKNOWN) 

(UNK~) 

(UNKNOIM) 

-
(UNKNOIM) 

I 

I ! I I 

....____._________.! ___ ---'--! _JJ __ ,'----'-----L-1 ---,.-.,,~' __J 
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COUNTRY 
OF 

ORIGIN 
SE~VICE 

I DIPL()M.HIC 

DOMINICAN I DIPL()MHIC 
REPUBLIC 

£CUADOR I DIPL()MATIC 

. [{UADOR l DIPL()MATIC 

·/,· .. 
[GYPT I DIPL()MAT I Cf 

[THIOPI A I DIPL()MAT IC 

ETHIOPIA 2 DI PL()MA TIC 

rlNLANO I D!Fl()MATIC 
A)IO MI l 1 T ARY 
ATTACH[ 

RESULTS OF EUROPEAN. -AXIS CRYPTANALYSIS 
AS LEARNED FROM TICOM SOURCES . 

(WITH ANNOTATIONS 

DESCRIPTION OF SYSTEM 

CODE 

SUBSTITUTION CIP'iER WITH 5 ALPHABETS, 

2·LETT[R ~-LETTER 4-LETTER 2·PART CODE. GllOUPS 
IN fR()M or vc, vcc, OR vccc. TRANSMITTED IN 
ll!l·LETT[R GROUPS. 

c·LETTER 4-LETTER !·PART COOE. 61,945 GROUPS. 
I NT(RSPERS[D CLEAR TEXT, 

I
TWO ?5-rlGURE T·FART CODES, VALUES IN rRENCH. 
[NC I PHEREO. 

5-rlGURE I-PART CODE. VALUES IN FRENCH. 

!DOUBLE TRAN3POSITION 

HAGlLIN. {~·WHEEL ANO 6-WH(El MAC~INES.) 

FROM ARMY SECURITY AGENCY 
~~F SYSTFM 

~~~;G~j AXIS US. A : 
OATES 

OF 
USE 

., - ' 

., I 
: 

' (DOA) 1-( CURRENT) 

' 
., 7 1923-! 

' (ECA) ( t-1941 ·CUR· 
i RENT) 

' 
., ' - , 

l"A(TH.I" 

i 

(ETA) rl·CURR[NT) 

I 

(ETB) 1( ?-1944-CUP· 
, RENT) 

I 
i ! r I A· I l ( 1942 ·CURR[NT) 

r1A-Z ' 

I 
I 
! 

SOURCES IN PARENTHESES) . 
I WHEN 
I ATTACKED 
ANO BY WHOM 

1941 PERS 2 S 

' 

TICOM TATUS OF THE :>T:>I ~M~- .• - _ 
RESULTS REFERENCE AT ASA - -

5~ or TRAr- 1 ' 162 P 3 
r1c RtAD UP 
TO 194~ 

COMPLETELY 
READ 

D 16, REPORT 
2, p 4 

T 251J7 

I ' 
(UNIDENllrlED) 

i 

I 
(RCADABLE) 

1926 PERS 2 S; COMPLETELY D 16, REPORT 
1, P 3 

(UNKN~) 

READ 

i I 

' 1941 PERS 2 S 
' 1 SIM 

SOLVED D 16, REPORT (8~ READABLE) 
2, p 4 ' 

T 1592 1 

I 
I 

Ir 1518 (VNIDENTlrlCD) ' SIM ' --
! 
' 

I I 
' ., : RECOVt:RED T 11161 

i 
(ALMOST COMPL£T[l Y READABL[,) --i LESS THAN 5" 

I ' OKH NO SUCCESS T 57 (CURRENTLY BE I NG ATTACKED; --
~- NOT Y[T BROKEN. ) 

? OKW NOT REA!:> BY r r p 7 (SOLVED IN 1943. rlA·I STILi --
t r• OKW. READ r 4 p ~ BE I NG READI rl A•c NOT RCAO• 

OCCASION All Y I ' 5 p ABLE, SI NCC TABLES CHANGEO, 
BY rA. BUT BE I NG WORKED ON, ) 

-· 
I 

I 
: i I 

I 

i I 
I I 

i : 

I 

: 

: 
~ 

1 
! 
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COUNTRY 
OF 

ORIGIN 
SERVICE 

rAANC[·- I (DIPlO-ATIC) 
VICHY, rRC[ 
rRANC[ 

rllANCE-- 3 DIP\.0-HIC 
VICHY, nl([ 
rFIANCE 

-
rRANCC - Dt PlOOTICt 

rPANCC 5 01P\.()4ATIC 

FllANCC 6 l>IPlCJIATIC 

rllA!fC[ 1 OIP\.()4AT1Cf 

rRANCC a 1>1PL()4•T1c 

rRANCE--
r11rc r11AHcc 

9 DIPL()olATICt 

rllANCC 11• DIPlC..OATIC 

fRANCC 11 blPl()4ATICt 

-
f"llANCE•• 12 biPl.OMATICt 
(11££ rRANC[ 

FllANCC•• 
(VIClff) 

13 (DIPl.C).IATIC) 

I 

RESULTS OF EUROPEAN 
AS LEARNED FROM 

(WITH ANNOTATIONS FROM ARMY SECURITY 

DESCRIPTION OF SYSTEM 

CIPHCll MA( '41NC, ><AC(UN M·Z1Y9. (6 ~£CLS, VARI· 
BLt P1115, VAPIABl£ LUGS, HO SLIDE, 14AXIMI>' KICK 
Qr Z1 DVCRLAPP[D.) 

~":II l·PAllT CDC(, APPllDXIMAT[lY .?fl,tlln 
I 

'·l(TT[R Z·PART COOC, 

~-l[TTCR Z·PART COOL 
TD r11c. J 

VCvv M VCVC . ( SI MILAR 

-
4-LETTCll Z·PART· coor. -

~-lETTER ,-PART) COOC, APPl!OX IMHCU 2f,,_, 
QllOJPS. U14£NC. I PH[REO) . . 

~-L[TT[ll ~-rlCUR( 1-PART coot, 
ALPHABETIC. 

NOT STRICTLY 

,.,. CURE Z·PAllT CCIOE. 

~ICl.SIE Z·PAllT COOC ENCIPHERED BY SINGl.C TRANS-
ITION KCY TAKEN rRCM THE CNCOOC . KEY VARIES 

Fll04 ll TO 29 LCTTtRS, NONE DIVISIBLE llY 5· 

5-rtCURC Z·PART coot. 

5-rtGURC 2-PART COOC. -
' 

~-ri Cl.SIC t·PART coor. CNCIPHERCO BY TRANSPOSI • 

'°"· 
-

la·flCllf!C 2·PART CIDC. CUNCNCIPl!i:RtO) 

, , 

-

I:~ NI .11.~M~I E'="_O.F SYSTEM 
gQUNTRY 
Ut- ORIGlll AXIS U.S. A. 

(M·Z11'9) 

PC I~~ . 

' 
., 

VESTA 

I ., 
., 

"1~18 TYP[ 
c 

' 
' 

' 
' 

PC 151 

.. 

I 

t 

9 

r.B. I, 
VOL. I 

., 

., 

t 

r 21 

, 
-
-

II Z 

R -· 
G[CCN· 
COO[ 

' 
8-. 7. 
8LN. lf3 
I•· VARI 
6'1·· 

( 

Crl!E>IC-. 
M·2l!9) 

., 

(rllC) 

., 

., 

crcr) 

., 

' 

' 
., 

' 

' 
(rAr) 

AXIS ... CRYPTANALYSIS 
TICOM SOURCES 

AGENCY SOURCES IN PARENTHESES) 
DATES 

OF 
USE I WHEN TICOM 

ATTACKED RESULTS REFERENCE 
AID 6'r' 'M-lOM 

PROBA8l Y RC AO I 58 P 3 
I 136 P Z 

, • t•1Q~Gl-t 

J . I 
I ( 1937-CURRENT) 

' -, 

t-1937-t 

19~1-(1~~) 

' -' 
1929 

?· 1939·' 

' . , 

t • ' 

t-19'1-t 

( 19la1-191ila) 

.. 

19\- SID 
PRIOR TO 
P[PS 1 S 

t PERS l S 

1 OKW 

ArT[I! l~I 
PERS 1 S 

RECOVERED 'jll!I ~ ~ 

C041'1.E TEL Y 
llCAO 

T 898 

' PCllS 1 S llCCOVERCO ~ T 519 

t GERMANS WOR«CO ON. 
H~~ KNEW SYSTOI. 

' OK\I 
CIM'll()4 I SEO T 17z8 

? GC!IMANS PECONSTllUC TEO T 31~ 
15• 

t P[llS l S PAllTULl Y T 31'88 
RE CONS TIWC TEO 

.. 
1r1 OKW 

PCRS.Z S 
"°· SUC((SS. I 58 P 6 

' 
t GCAMAlllS RCCOVCREO ~--1 COC!'llC)l I S 

1• 

T ~~ 
~ 5~ 

THE SYSTE.M 1ffUS OF 
AT ASA ~- .. -.:: 

(RCAO rRCNCH HAGEL IN OUlllNG 
SAN f"RANC I SCO CONrtRCNC[.) 

(UNIOCHTlflEO) 

(llCCOVEllCD AT ASA IN l~z.) 

(~) 

(~) 

(llCGAN l«lRK 19"· C~ 
,.1 sm coot. 11uo. sc.un · 
NATtRIAL.) 

(l.lllDUTJrlm) 

( .... 1or1mriro) 

(l.lllOCNTlrlED) . 

('"°°"') 

(~IOICMI) 

(UNIDCllTlrtm) 

.. 

--
.. 

.. 

.. 

.. 

.. 

.. 

.. 

(l!llQ([ll Ill fll HtLP rROI QCC.S, -· 5,,. RECOVClltD, 9"' RUOM!l[ , ] 

""""' t:o. l•i:I 

~ 

I 
I 
I 
I 
I 
I 
I 
I 
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RESULTS .OF .~-EUROPEAN .AXIS CRYPTANALYSIS 
- - AS LEARNED f ROM TIC~OM SOURCES , 

CNITH ANNOTATIONS FROM ARMY SECURITY ·AGENCY .SOURCES IN PARENTHESES) , 

COUNTRY 1114MF n~ s ·:=iT~M DATES I. WHEN - TICOM -~1ATU:> Of 1 r-11:. >I'"'"°"' . OF SERVICE DESCRI PT JON OF SYSTEM 
~~ US.A OF ~~c~ RESULTS REFERENCE AT ASA · ~ ORIGIN ) AXIS . USE 

rRAl«.E ,, 
Oll'l.OOTIC --r1GU1E z-~.saT cair. ' 

,_ c 51 , 
t - ' t Q[RMANS :J~RE- T 31-9 (t...-) 

I 
--

"'~ 1'5 Dl~()!AH~ --r JCJJPC 2·PAAT CQ)[. ' " 
-.. 

t t-1937t-t 
' CJl(W ~()Y(R£D '1d:f1 T~ (UHIO«M!I) --' 

~ RCAD..au:. 
·' 

' rRANC[ 16 DIP\,()NATIC --rlGUIE 2-PAAT CoOt, , 1i71 BCR- t t - , 'f GCRMANS ABOUT ~J T 31la7 (UOOO.W) --
L N 1 ·A- R[COVCR D .. 

I - 3'li' ( -
-"'»it( 17 OIP\.OllATtC la-rlOORC 2-PAAT COOC. ' NA 5 t. ' - ' tQ[lllOHS "80\fT ~ ~c- T 31'8 (~) --- CONSTI! TED 

'1UNC( IB 01 P\.CNATI c li·rlWRC Z·PAAT CCOI:. 
: 

' re t 
' - t t Q[RM»IS MAO';j T 2536 (I.II-). --- . -

- . ' -- -
fllAllCC 19 DIP\.OMATIC a-rrCIAlC 2-PAAT COO!:. Pf:RHAPS l/SCD IN THC OICAR ' 1' YA~IA f ' - , t G£ANANS A8001 ,;;r RC- T 31'5') (UllCNQom') --CAST. -~99 cove 

rRANCC Zf DIPLOMATIC li-rlWllC 2-PART ccot. , 11 NAH. f. 
' - f 19ai PCAS 1 ·S RCCOVCllEO Z," 

~ ~~ 1Z 
jlftl!NC;MI) --

OSTEN 
~ 

~ 

21 Jlll\OllATIC a-net.RC 1-PAllT CCOC. 19a3 PCRS 1 S RECOVCRCD zjJ,i 
~~12 

( BOOIC t<JIA!04 I Sal 19';!.J 
I nlANC(-• ( (ltC I PH[ll[() Iii n< 1!11tN I HG (1 Ii) 12 Jt:RN·, (FAJ) (1~1)-19-\3 -- I (VICHY) AOOITIYC. OST 

rttANCC u ~ll"UJ•IH I~ •-rt GUI( ~-i>lllF C<ll£: ' r1c 1~ ' ' - ' ' OK); R£CCNSml.ICTED T~ I~) --
~ ~ -

n!ANCC 23 (01 Pl.1>4ATIC) la•r I CllR£ ( Z•PART) CODE. 16" [NC I PHEllM(NTS USED CT~ 'T (rRB) 19-la-(ClllRCNT) 19lala 510 PllOBABL Y NOT T 1522 (COCIC BOOK C()ffQ\CISCO 19113. --
~~~'.~TINQ or 1 Sl.l!STIT\JTI. ~ND.~ •OOITIVE SYS- SOt.\1£0 CCtfl'!!04 I SED SUBS T I l\JT I ON 

T .\l!L(S ArTER S0Hc IOIK [)ON[• 
ADOITIVES BROICCN. ALllOST' 
ALL TRArrlC C<N'l.ET[LT R[AO.) 

rR41iC£ 211 b I Pr..tJ4.i. Tl C la-n(bl( 2-PART COO£, ( UN(NC. I l'Ht!!(D). (PC 1~4) 17 (rA[) (1~1-19'lal 1 GCllMA!IS llEC()IS TINC ml 
TI'' 

(8ROK£11 VITW ~LP or OCCS. .. 
~" 

T '2 RCCovtREO ~"-

~~ T 1 

r!!l.>ICI: 25 l;HPU)IATIC la-nGUAc i-PAAT Coor, ( ll"tNC 1 l'HPIED) . (PC 15l) Jla ~ll• ( rAC) (19-1-19\4) 1 G(ftMJ.H$ llCCOVCRCO 5H T 323' (OICoor. CO'G'R041SCD 19k~· --
RDIA I l()[R lAAGt:LY 50l VC • ) 

rl!ANCC 26 Jl I f'LCMH IC la-rlGUR[ 2-PARJ CCOC. , ' t ' - ' f P[llS l s RCCOVCRCO lfi!J T 31!111 (~)" -· 
rRA>I( ( 27 JllP\.()OATIC 11-r1G1.Rc ~-P•111 ca>t. ' II I 1-5~ 

, ' - ' t PCPS 1 S J!£C0Y(Rll) 5lf!I T~I (UNXNQom') --
flfAlf(.! 28 Dl/lto.IATIC la-rlCUIC Z·PJ.RT COO[. ' ' ' ' - ' 7 CCRMANS (C)ll'll()j I 5{D T 2"1' (.,. 1 orJm r1 m I --
rAANC[ l9 ~I PL()4ATI Cf la-riGUR[ 2 -~ART COOC. ' 15 VARIA ' ' -·' 1 GCl'M""S RECOVCR[D 35,1 T JZ36 (UNKNOWN) --

' 

I 
I I I ' 

...._,,, ~. J-Z 
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 
AS LEARNED FROM TICOM SOURCES 

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 
.. . .. 

~f:rOF_$\S.T.(M.~ 
... 

COUNTRY DATES I WHEN TICOM [STATUS OF THE SYSTEM 
OF SERVICE DESCRIPTION OF SYSTEM OF ATTACKED RESULTS REFERENCE AT ASA REMARKS 

ORIGIN PF ORIGIN AXIS u. s. A. USE AND BY 'M-iOM ·! 

rRA~CC 3~ DIPLOMATIC 4-r I GURC 2-PART C~(. UN(NC I PMLR(O. DIGITS IN PC 156; r 18 (rRH) 1945-(CURRENT); 1945 SIO RECONSTRUCTED T 1~5· T 74~: (COMPLETELY COMPROMISED ec- --
I NOi CA TOR A~O TO 1 • TNU 7f• BY SIO. T 7 ; T 15 I rORE CODE WAS USCO . ) 

R AO. T 1 11; T 1~2flf 
T I 24i T 1 21 
Ir 152 P 4 '. 

I 
fRANCE-- 31 01 PL OMA TIC 4-rlGURE 2-PART CODE. (NO\ol UNENCIPHEREO. HAO PC 146 5 etRL IN (rRL) (1-1941-cuR- ? SID 1 COMPROO< I SEO T 1~flf9; T 2¢29, (87• COMPROMISED NOY. 1942. --
rRCE rR•~CE BCCN ENCIPHERED roR • SHORT TIM(.) 19¢1; 5 RENT) ., PERS 2 s 11~ BY SID; T ~2~ REMAI NOER PROV I OED THROUGH 

I VARI A 1- • CODE 76• RE- ~Mt T 6 TICOM SOURCES SEPT. 1945.) 

I 

19~ COVERE BY 
PERS 2 S 

rRANCE 32 OIPL()lo4ATIC 4- rlGURE 2-PART CODE . ? 19 RN ' ? - ' ' ' GERMANS RECOVERED 35• T 3245 (UNKNOWN) --
i 

I 
I 

rRANCE 33 DIPLOMATIC 4-rlGUR( 2-PART CODE. , ? ' . ?-1931il-1 ? PERS 2 S I RECONSTRUCTED T 2!ill8 (UNKNOWN) --
I 

! 33 BERLIN 
I I 

rRANCE 34 DIPLOMATIC' 4-r I GURE 2-PART CODE. ? ., ? - ., ? PERS Z S RECOVERED 2~ T 2!il32 (UNKNOWN) --
I 

: 

fRANCE 35 DIPLOMATIC1 4-r I GURE 2-PART CODE. ' , r 4 , ' - ' ., PERS Z S ABOUT 6• RE- T 2¢31 (UNKNOWN) --

I 

I 

, ,_ 193!il-? 

; COVER( I 

14-rlGURE 2-PART CODE. 

I 

~ 
rRANCE 36 DIPLOMATIC1 ' ' ' ' DXW PARTIALLY RE- I T 893 i (UNKNOWN) --

I I 
I CONSTRUCTED 

. I fRANCE 37 DIPLOMATIC? . 4-rlGURE 2-PART CODE. ' 
I , , ; ' - ' ' OKW I RECONSTRUCTED T 892 I (UNKNOWN) --

' 
35• n 

D fRANCE 3!l DIPLOMATIC 14-rlGURC 2-PART CODE. ' (59 BER- ' ' - ' , PERS Z S APPROXIMATCLY T ~96· T ~1'18 (UNKNOWN) -- ~ ..... IN I· 7~ RECOVERED T flf21; T l!li! 
1195; 351 T 2¢22 

I VMHA I- .. I I 659 VAR~l 
-E 1-79 I 

rRANCE 39 OIPLOMATIC'I 4-r I GURC 2-PART COOC. 
, ' ' ' - ., ' OKW RECOVERED 4~ T 8!33 (UNKNl)l,,tl) --

rRANCE 40 DIPLOMATIC? 14 - rlGURE 2-PART CODE. ' 111 1-48; ' ' - ., ' GERMANS RE CONS TRUC TEO l 24~§ {UNKNOWN) --
/ 

I'-""" '"'"' ""'-
3~ T 24 

rRAt<CE 41 OIPLOMATICT ' ' ' ' - ' ' PERS Z S I PART I ALL y RE- T 31il99 (UNKNOWN) --
COVERED 

fRANCE 42 {DIPLOMATIC) 4-rl GURE ( 2-PART) CODE. UNENC I PHEREO. DIGITS IN ' r 21il (rRJ) ( 1945-CURRENT) I 1945 SID WORKED ON. T 1521 (IN PROCESS or RECOVERY. --
5-rlGURC INDICATOR AOD TO 21il. I rAIRlY READABLE.) 

l1 BERLIN 
I 

rR•t<CC 43 DIPLOMATIC 4-r I GURC 2-PART CODE. ' 
, ' - , I ' PERS Z S ABOUT 75• RC-

q~J 
(UNKNOWN) --

i:: I VARI A 

I 
COVER CD 

T !ill7 

rRANCC 44 DIPLOMATIC 4-rlGURE 2-PART COOC. , : 

' , - ' ' GERMANS RECOVERED 75• T 2486 {UNKNOWN) 2 BERLIN --
11-~11¢; 2 l 3154 
VA IA 1· 

- "' J' llll rRAllCE 45 DIPLOMAT I Cf 4-rlGURC 2·PART CODE. ' 1 BERLIN ' ' - ' ' PERS Z S (UNKNO\onl) --
-1; 3 COYER(D T 1 

VARI A 1 . T 

I 
""""' NO. 1-l 
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COUNTRY 
OF 

ORIGIN 
SERVICE 

rRANC(-- 46 DIPLOMATIC 
VICHY, rR(( 
rRANC( 

rRANCE-- 47 (OIPLCt<ATIC) 
VICHY 

rRANC(-- 48 01Pltto4ATIC 
(VICHY, LAT'R 
rR[[ rRAN([) 

rRANCC·- 49 (01Pltto4AllC.) 
(rRH rPANCE} 

rRANC(·- 511 (OIFLCt<ATIC) 
(VICHY, LAT(R 
rRt( rRANCE') 

~ rRANC(·· 51 OIFLCt<ATIC 

RESULTS OF EUROPEAN AXIS 
TICOM AS LEARNED FROM 

(WITH ANNOTATIONS FROM ARMY SECURITY • AGE~CY 

DESCRIPTION OF SYSTEM 

4-rlCURE 2-PART CDOC. (UN(NCIPH(R(O.) 

A SET or EIGHT 4-rlGUP( (2-rART) CDOES, IJN(NCl­
PH(R(O. 

4-rlGURC 2-PA!!T CDOC. (ENC I PHEREO.) 

N.t.ME OF S 'Sl'E"M 
~QUNTR'f I 
UI' ORIGIN AXIS· u. s. A. I 

OATES 
OF 

USE 

(PC 149) rRANCIA 
r 1491 

(rRO) ''·1935-(CUR-
I RENT} 

i 
I 

1

4 BERLIN 
111l2 

"PC" SERIS r 4, 5, 7~ROBABLY '!·(S()ME CUR· 

I 
111l, 14, rAc I RENT) 
:~· 16, THROUGH 

6:HrA~'I 
(rAT) 1941-(1944) PCN 9 19 AP 

CIFHCR TABl(S-·OIGRAPlilC Sl.eSTITUTION Of Nl.MlCRS TABLES 111 19 AP rAl TAB· ( 19411l-1943) 
LES) rDR l[Tl[JIS. (CHANCED CUARTERLY BUT RCPEATCD ANO IV 

rRCt< Y£AR TO YEAR.) 

4-rlGURl (2-PART) CDOE WITH LETTER OIGRAPHIC SUB- (PCN-9) 
STITUTION WITH ll'111ATIONS or 1¢ LC1l(RS. TABLES 
or 1¢11l DIGRAPHS CHANCED CUARTERLY. SAME TABLE 
USED ON 0 I Fr(R(NT OATES IN succ~ss IV( MONTHS or 
CUART(R. [)I GRAPHS TAKEN CUARTERL y. SEVERAL or 
T~IS TYP(. • 

4-r I CUR( 2-PART CDOC. (NCI FH(R(O--Set<( BY TABLES ' 
'1ANY or TH Is TYPE. 

, 

rAM, rAN, !-194i1l-' 
AO, fAP, 

CRYPTANALYSIS 
SOURCES 
SOURCES IN PARENTHESES) 
I WHEN TICOM STATUS 
i~~C~8M RESULTS REFERENCE 

OF 
AT 

THE ;:,y;:,I t.M 
ASA '-:::·--:: 

I 
'· ITALIANS 

1935 GERMANS 

I 

I PRIOR TO 1941 
PERS 2 S 

' , 

! PERS. 2 S 

19411l SIM 

CC>4PRC>41SEO · l ~84 
1j1l~ BY ITAL- T 52 
I ANS. 75jl RE• T 55 
COVERED BY 
GERMANS. 

READ, SOME 
C()MPRtfo41 SEO, 
S('tq; BROKEN. 

RECONSTRUCTEO 
4~ 

C()MPR()!ISED T 2452 

CC>4PR()!ISEO I c2 P 19 
Stto4E MATERIAL, 0 54 P 13 
PROBABLY READ T 3532 
ArTER 1941. 

HAO C()!PRO· tr 1522 P 2 
MI SEO COPY Of 

(APPROXIMATELY 9811 REAOABLEJ 
55-~ RECOVERED• TICC>4 
MATERIAL ELIMINATES THE NtED 
rOR rURTHER BOOKBREAKINC.) 

(MAINLY COMPROMISCOJ SOME 
BREAK I NG DONE ON POAT! OHS or 
r AC ANO OTHERS, ) 

(COMPROMISCD VICHY'S BOOK AND 
TABLES 1942. COMPROMISED ~ 
OUT or 124 Of THE rREE rRENCH 
TABLE~. BUILT UP 14ANY OTHERS 
READ,) 

ijOMPROM I $£0 1942. SEE I TCM 
.) .. 

(Ir rAU, l«>RK STARTED 1942, 
THEN COMPR()!ISEOJ READ'. 1r 
rAT, SEE ITEM 48.) · 

"" VICHY, rRt( 
- rRANCC AL. rMH, I bR rAU) 

ONE COOE ANO 
ONE l·Tl'1E 
ENCIPHER I NG 
TABLE. 

(COMPR~ISEO MOST COOES AND 
TABLES 1942. SOME BREAKING 
DONE ON r AU ANO TABLES or 
FlO!.) 

rRANC( 52 OIFlet<ATIC 4-r ICUR( 2-PART CDOE. 1-19z5-1 

rRANCC 53 Olfl()IATIC 4-rl CURE 2·PART CDOC. (PC 155) 16-1-3~ (rAO) 1-19411l-( 1944) 

rRANC( 54 0 I FLCt<H I C1 4-FICIJRE 2-PART CODE. , r 36 ' 19311l - , 

rRANC( 55 01FLCt<ATIC1 4-r I CURE <'·PART COO(. ' r 49 , '-1931-t 

rRANC( 56 OIPL0'1ATIC1 4-rlGURE <'·PART COOC. i ' r 511 ' 
I 

rRANC( 57 OIFLtto4ATIC! 4-r I CURE 2-PART CODE. USED BE MEN PARIS ANO , , 
' BEIRUT ANO AODIS·ABBABA. 

'-1931-! 

!-19311l-1937-1 

I 

1929 PERS 2 S -PARrl-:tL'i.YRr-
CONSTRUCTE~ 

, CCRMANS APPROX 1 '1A TEL Y , ITAL I ANS 7~" RECOVERED 
B CERMANS AN[ 
I TALI ANS. 

I ' ()l(W RECONSTRUCTED 
45" 

' ()l(W RECONSTRUCTED 
~ 

' ()l(W RECONSTRUCTED 
33" 

, PERS l S PARTI All Y REA! 

I 

T 2156 

HI T 2 

T 879 

T 881 

T 88i1l 

T 211l36 

(UNKNCMI) 

(ASA HAS COMPRtto4 I SEO COPY• 
READ fR()! 1942-1944. ) 

(UNKNCMI) 
. . 

(UNKNCMI) 

(UNKNCMI) 

(UNKNOWN) 

. \inAKl "0: 1-2 

--
--

--

--

I 
I 
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COUNTRY 
OF 

ORIGIN 
SERVICE 

rP•N<C-· '.)S OIP!.OWHIC 
v•C>rt. r•cc 
rPAll(( 

59 [)IPlQMATI( 

fl>.IH{[-- 6~ OIPLQM.ITIC 
r~t.C rRk•K E 

61 DIPlOWATI( 

62 01Pl()WATI( 

6l OIPl.()<ATJC 

e~ OIPlC'MATIC 

rP.IN(( t~ DI Pl()<A I IC t 

rR.&NCE·- 6f> DI PLOWATIC 
( r~cr rP •NCC) 

rPAN{[·· 67 [)I PLOWATI( 
(r~(E rPAN([) 

rRAN([ 

fR•t<CC· • 
VICHY 

fR.IN(E 

69 DIPl.CJIATI( 

70 DIPl.CtUTICt 

71 DIPlOl4ATIC1 

---

I 

RESULTS OF EUROPEAN 
AS LEARNED FROM 

(WITH ANNOTATIONS FROM ARMY SECURITY 

AXIS 
TICOM 

AGENCY 

DESCRIPTION OF SYSTEM 
~~E __ OF_SY.SJ.E~_J 

o.P~~~~, AXIS US. A , 
OATES 

OF 
USE 

~-rlCVRC l-P""I COO( . ~TIM(S CNCIPH[Pto lo'llH PC l'i" 
O•lll" (kAl'l(;INC P(P(ATING ~ -D I G I T .IC'(llTIV[. 
(V>l[NCIPttrl"ED UNTll J UN( 19'1~. ) 

r I 

~ -rl CVP[ l · P•PT 1'..00E, N01 ~ 1PICTl> •lf'H"8E TI C. 

~ -rlGUPt I- PAPI COOC. ll()T ST<> ICTlY AL""•S(lt(. 

U· rlGUP( l·P•Pl ( ()()( , ol()T 5TAl(Tl1 •lP>t•llETI{. 

~-nGUPc 1-P•PT cooc, rior SH<1CTl1 •LP>i"l!ETIC. 
l(SS lKA>I I ,JI.~ GP".\JPS . 

... 
-·ftGIJllE l · PAPl (00£, N(Jf STRICTlT ALP>148CTIC . 
"Sl<tALL COOE. • 

~-r1cu<>£ 1- P•Rl COOC, PEP•G•N•IEt'. LESS Tit.IN 
Z,911Jia CROLIPS . 

~-rlGUI:( l·PAlll coot, PCP•G•N•TtO . 
(I<( I Pt<[~M[NT ei ueLC 13 •• 

4-r I GUR[ ) •PAIH coot. 

~ - flGVll'I: 1-P•PT coor. 

~-r IGOF[ l·l'A.OT COO[. 

~-rl(llJP[ ' · PART COO( . 

•sves 11 TVl I°" 
I 

~-r1GU1t 1-PAllT COO(. usro TO TR•NSN11 "t..Gi.IS11 
T[~T. 

~-riouPt ?•PART COOC. "S~ptCTEC. T>iAT IT C().4-
81NCS A>1 AOOITIVC A>4> • St.eSTIT\ITIDrl Pl'OCE~S. • 

- --- - . - .,._ - - ·- - - .. ~ . . . - - . - -
- - r l QJI!( f •PART COO£ . (>l(IP><C•CO SY A ll'e·Pl~C[ 
l[ TT[fl S'-'!S T IJUT I OOf T Al!L[5 , 

' 
... o. z 

, 

' 

I 
er ( 1•><1.r1 
CCOC) 

' 
l.CCt'C I l(~[. 

., 

., 

- . - - ~ --
1 I •9 

' 

' 

-.:1· 

'1-( 194l-Cl<P­
P.(rtT)" 

1 - 7 

7- 1937?-? 

f-1937-1 

' 't- t937f-7 

,._ 1939-1 

' - ' 

CRYPTANALYSIS 
SOURCES 
SOURCES IN PARENTHESES) 
I WHEN I TlCOM 1STATUS 
~~C~~&) RESULTS REFERENCE I. OF 

AT 

: 
1 9~4 510 
Pl'rOP 1(1 19-1=~ 
F(~S 1 S 

' (II(\,• 

I ! °"" 
., I'[• ;. ! s 

1 00\\,' 

I 1 011\.' 

' [)!(',/ 

1 19~c n~~ 1 s 

I . PRfCl'I 10 19~.? 
r .1, P(l>S 7 5 

I 

I P(CO\'(P(C ?~ 1 359 

("'4~15(0 

P(CO\'( P [ [• ) M 1 T 1 ~3f' 

I P((CllS 1RU( TCD I t 18 l'] 
1.~ 

0 5~ p 7 

CO-FRCMI SEC l 17.? I 

PAJ<Tl•llT R( • T ?•91'. 
[~STDl'( T(l' 

0 ~- p z 

..OT R[A() 6' 0 5~ F 13 
P[OS l S 1'1:10' 

TO 19~ 1 I 
.f. ll>ST. ~11.:. 0 5~ P 15 
TION e• rA . . 
US I NG C •PTUll[I) 
TABLE ~ . 

. . , 

(~IOE>H rr 1[0 ) 

(v•HO[ NTJr ICO) 

(Vo-1\ll()rwN) 

(~ID£NT1rl[0) 

(UN IO(NT lflCO) 

THE Sl~ttM 
ASA REMARKS 



COUNTRY 
OF 

ORIGIN 
SERVICE 

RESULTS OF EUROPEAN 
AS . LEARNED FROM 

(WITH ANNOTATIONS FROM· ARMY SECURITY 
·viuAi:- oF -s ·sl'i:-~ 

DESCRIPTION OF SYSTEM ~~~TG~ AXIS us. A. 

13 DIPl.OMAllCf li-rtGURC 1-PART CODE, ' ru 5, 
ru '· ru J , 

, 

, rlUNt[ 7' OIPl.OllATIC 

rllANC[ 

rl!All([ 

ru11cc 

r1tAllCE 

76 DIPLOMATICT 

11 DIPLOMATIC, 
CONSULAR 

78 DIPl.OMATtC, 
COWSULAll, 
COlONI AL 

79 CONSULAR 

~ CC>M:llC I AL 

81 MILITAllY 
ATTACllC 

82 (MfllTARY 
ATHCliC) 

83 (Mlll TAllY 
ATTACK!:) 

8~ MILITAllY 
ATUCMI: 

"CODE rORt IQN Orf ICE Oil HANOI MESSAGE:S •• 

°CIPHCll TABLES 114." TRIGPAPHIC SUBSTITUTION. 

li-rlQIJllC !-PART COD£. llc:>ICATOR 66666, USED !IC· 
TWEEN PARIS ANO ~LIN .. 

, 
ODE 1919 

TYPE Z 

bs·B 61b 

' 
--rt GUllC 2-PART coor. ALWAYS [NC I Pt<[llCD BY s 111• 'lO 12 
Pl.[ DIGIT rOR DIGIT SIJBSTITUTION. 

-·Fl GUllE "T•PAl!T CODE, 

- - rlGUPC l·PAllT CODE, NOT STl!ICTlY ALPHABETI C. 

"l·LETTCll 5-rtOURE f·PAllT CODE. 
~CRCO BY TllAllSPOSt TION. 

f'tl!HAPS ENC I • 

' 
~ICT ION· 
AIRE 
Hlffll[ 

~AVAS 

, 

'5-flGUll[ (2• PAllT) COO[. HAD ( ljif) ENC IPKCRl<(NTS. (CODE CM• 
{t~-5 uses COL~All TRANSPOSITION WITH Nllll Piii[ 19'113) 
PATTCflNS OH A KEY TAJ\(N fl!(t< THt (llCQ)[ •) 

5 ·rlGUll[ 2 -PART CODE . 

~-rl<l\.#1[ Z·PART coot [NC IPH[ll[D BY OHC-TIMli TllAW,; 
POSITION KEYS, 1J·Z7 l[TTCllS IN lt..CTH, TAKCN 
rl!OM T'1E CNCOOC . KCYS All[ l>(V[llSCD &rOPt U5CO. 
rDP US[ ey rl!ANCO POllSH MILIUPY MISSION . 

(JCXAN) OR 
(CODE 04• 
• 111tl 

' 

., - ..... - ~ - - -- . -
r1u"'c·· ~ {MILITARY- - - 1i:r1GURE · 1·PART · CCOC l.IS I NG TRANSPOSI TIOH [NCI· 
(tRE( f'TIA>ICCJ ATTACH£) PHCllMCNT. (SPECIAL PAC. INATIONS ASSIGHEO · TO EAC/ol 

86 MILi TAllY 
ATTACK!: 

88 .. ILITARY 
ATH CllC 

STATION, ON[ GOICRAL PAGINATION.) 

ONC·TIM[ TllANSl'OSITION KCYS Dr VARY ING LENGTHS. 
115(0 8[1\o([N fl!At«:t A~ l!()M[. 

Z·LCTTEll [N( IP>i[Pl'4C TABLCS P[Pl.ACINC I H[ SLOAME:ll l 
SYST(M . 

' 
' 

ru 2, 
ru 1 

' 

r CCllS 
OUBLWC 

' 
, 

' 

, 

t 

' 

, 
, 
, 

' 
, 

' 

' 

{rvo) 

t 

' 

AXIS 
TICOM 

CRYPTANALYSIS 
SOURCES 

AGENCY SOURCES IN PARENTHESES) 
OATES I WHEN TICOM 5l'ATUS OF 

OF ATTACKED RESULTS REFERENCE . AT 
USE .. At#J BY ~ , 

THE ::>T:>IEM 
ASA =-:- ·---~ 

' - ' ! PCRS l Sf NO BOOllllRUk· T i 1'61 T 31r, (llODUITlf'ICD) 
IOIG DOME. T 1"1 T 31li 

T 1li2 

19 ... SIM 

I 

' . , 
1918 • ' 

'·1932-T 

1939 • , 

19..,, - ' 

194~· {CllflR£Nf j 
19~1' - ' 

I 

1 OKW 

1 I TALIANS 

' , 

, ' 

I

R(AD 

CONPAl)ol SCO 
lilldll 

CONPAONI SCD 

' 
CClolf'RON I SEO 
lilldll 

(()4Fll()4 I 5£0 
1N11 

' 

T 16211 

T 918 

T 3'537 

T 1681 

PflOBABL Y NOT I 16' PP 7, 
BROKC'I 19·2 I 

' 
tC><f'ROM I SCO 
lfi!H 

8ROllCN ANO 
ll(AD 

tONPRCJ.< I~(() 

POS~ I BlY 
I 5(! P Z 

T 3'>53 

I JI P 5 

T 17')3 

T 1819 

I 
(lJOOCllTlf'I CD) 

( l.llKll(Mj ) 

(rw-2, rw-3, r"11~5 8R()l([N 
BT ASA IN 19'J·19". f'OUll 
OTl!CR CNC I PHCMIHS SOI. YEO. 
T>taCC OTHt:RS IN PROCESS or 
SOI.VT ION. OHi. Y ONE IS CUii· 
RCNT.) 

(If' f'Nr , BROKEN Alll PEAD· 
1r rw, sec ITEM!!.?.) 

(BPOKE ~ [)jC I f'H[llM(NT S. 
rvo · li IN SOlVBLC STAT[ . 
rY0•5 llE I NG WOllKCD ON. ) 

- - - - - - - - .. 
(UNKNOWN) 

(l.'IKllCMI) 

" """l NO. I · c 

I 
I 

I 
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COUNTRY 
OF 

ORIGIN 
SERVICE 

rRANCE 85 COLON I AL 

rR ANCE- - ~ COLON I AL 
VICHY ANO 
rREE rRANCE 

rRANCE 91 CCLONI AL 

rRANCE 92 COLON I AL 7 

rRANCE 93 COLON I AL 

rRANCE 94 CDLONIAL1 

rRANCE 95 COLONIAL 

RESULTS OF EUROPEAN AXIS 
TICOM AS LEARNED FROM 

(WITH ANNOTATIONS 

DESCRIPTION OF SYSTEM 

1 •PART CODE, 5 OR MORE LETTERS PER GROUP. 

5-LETTER I -PART COOE . 

[NCIPHERMENT TABLE rcR 1926 B. 

5-LETTER I-PART COO[. 

?-LETTER ?-PART COO(, SOMETIMES ENC I PHEREO. 

5-r I GURE 2-PART CCO( 

5-rlGURE (I-PART) COO[. (APPROXIMATELY 8,¢S'!fll 
CROUPS. SIMITATION ON rlRST DIGITS TO 9J, 1, OR 
2. r I RST UNENC I PHEREO: LATE~ SOMETIMES ENC 1-
PHEREO BY ADDITIVE ON 19' X 11'1 DAILY SC<UARE WITH 
RANDOM COORDINATES.) 

FROM ARMY SECURITY AGENCY 
~:t O_E_SY.ST_E_M_j 
~Ql!~TRY! , 

DATES 
OF 

USE OF ORIGIN\ AXIS U.S. A. 

., 
' 1-1923-1 

( 1926 B) 1 (raT) 1926-( 1944) 

MX I '? ? 1 - 1 

~ ":"' f ' ? - ? I 
I 

? ' I ? - 1941 

I 
I 

' r 13 ' ? - ' 

r CCL 29 (rNC) 

~ rRANCE 96 COLON I AL 1 5-rlGURE 1-PART COO[. BOOK HAS 3 SETS or TRI-
GRAPHIC PAGE DESIGNATIONS FOR EACH PAGE, ALL AT 
THE SAME INTERVAL ANO PROGRESS I NG BY ONES. I 

rRANCE 

rRANC[ 

rRANCE 

97 COLONIAL 4-rlGURE 2-PART COOC. (tlOW UNENCIPHERED. 
{NAVAL, MILi- HAD 2 MAJOR ENCIPHERMENTS.) 
TARY, DIPLO- I 
MAT IC A TT ACHE) 

HAS (COOE v) r COL ¢¢¢ (rNB) 

98 COLONIAL ~-rlGURE 1-PART COO(, S()ME GROUPS SENT IN CLEAR. CHlffRE 
rOR USE IN ALGERIA . SPELL GROUPS BEGIN WITH 51 61'1 
OR 53 ANO ENO WI TH 52 OR 54. 

99 COLON I AL RUNNING ADDITIVE ENCIPHERING SYSTEM rOR COLONIAL C. M.A.N. 
1923 COO£. 

?-1943-(CUR­
RENT) 

CRYPTANALYSIS 
SOURCES 
SOURCES IN PARENTHESES) 

·e 

WHEN 
ATTACKED 

ANO BY WHOM 

TICOM ]STATUS 
RESULTS REFERENCE! 

OF 
AT 

THE SYSTEM 
ASA REMARKS 

I ' ? C()MPROM I SEO 

? GERMANS PARTIALLY RE-
H:~ CONSTRUC TGl 

ANO I~- C()M-
'PROMISED 

1 1 ; WOR~EO ON T 2457 

I 

I 
? GERMANS RECOVERED 2~ T 3248 

I 

I 
194¢ PERS Z S NOT READ PRIOI 0 54 P 13 

TO 1941 rOR 

i 
' ? OKW 

I ? SID 

1 OKW 

? ITAL I ANS 

' ., 

1 1 

LACK or HELP 

1 C()MPR()MISEO T 1672 
11~ . 

I KNEW INOICA­
; TORS 

i 

i 

C ()MFROM I SEO 
I~ 

., 

C()MFROM I SEO 

I'¢~ 

I 
COMPR()MI SEO 

T 1521 

T 189'2 

! 1521 

T 1621 

T 2456 

I 

: ( UNKNOllN) 

(COMPROMISED 1942 ArTER SOME (rBU BASIC 
! WOOK WAS DONE.) BOOK: rBT 
I f EPAGINA-

ION) 

(UNKNOWN) ~ASA KNOWS 
or NO EN­
C I PHERMENT 
PN rel) 

(UNKNOWN) 

(UNIOENTlrlEO) 

(UNKNOWN) 

(COD( BOOK COMPROM I SEO 1945 
ArTER S()ME BOOK BREAKING HAS 
DONE. ASA SOL VEO EN(I PHER-
M[NT . ) 

(UNKNOWN) 

( COMPROM I SEO COOE BOOK • 
BROKE BOTH ENCi PHERMENTS. 
READ 1¢~.) 

(UNKNOO.N) 

{U!IKUOWN) 

FRANCE 1'*1 ARMY HAGELIN CIPHER MACHIN(. (6 WHEELS, VARIABLE PIN~ BC 38 
VARIABLE LUGS, SLIDE, MAXIMl.t4 KICK or 27.) 

IBC 38 (BC 38) ( 1944-CURRENT) ! 

I TABLES 1~ 

rRANCE-- 11'11 (ARMY) 
rREE rRANCE 

CIPHER MACHINE EMPLOYING rRACTIONATION, SUBSTITU- B-211 

~lgNt ~~r~~cc?;:g'~A~~~~· or (~~58s~ x~~~~~~~ 
VERSION HAO 11'1 WHEELS ANO 4 SETS or PLUGS.) 

I 
a-211 ANO (B-211 AN! (ABOUT 1938-
lv-2I1 WIT>MOOli'IEO CUQRENT) 

I
SURCHIF- B-211) 
FR EUR 

! 

! 
i 

I 
APPROXIMAT~LY 
1941 OKH, OKW 

I 

I 

ORIGINAL VER- I 169' P 6 (~OT READ) 
SION READ. I 111 F 5 
M001r1rn V(!l- I 31 pp l, 7. 
SION NOT READ. 0 oil P 7 

I 

"""" NO. l·Z 
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DO~I- 3560861 ·e 

RESULTS OF EUROPEAN 
AS LEARNED FROM 

(WITH ANNOTATIONS FROM ARMY SECURITY 

AXIS 
TICOM 

AGENCY 

CRYPTANALYSIS 
SOURCES 
SOURCES IN PARENTHESES) 

COUNTRY 
OF 

ORIGIN 
SERVICE DESCRIPTION OF SYSTEM 

~AME_

1
_0F __ S_Y_STE.M _1 

K:OUNTRY -1 PF ORIGINI AXIS I u. S. A. 

DATES 
OF 

USE 

WHEN 
ATTACKED 

AND BY 'M-iOM 

TICOM !STATUS 
RESULTS REFERENCE 1 

OF 
AT 

THE SYSTEM 
ASA ~S 

rRA,,n:-- 11jJ (••Mr) 
rR[( f~.,ICE 

r~ANCi: ICJ MIL I !<RY 

fPAtlC( 104 "RMY 

fR MICE 1>J, ARMY 

rR.t.NCt: I~ A!:'~Y 

f PANC( 11.'17 o\RMY 

rRMICE-- 1'19 ARMY 
fR(t: fRANCt: 

rnmcE 

rRANC( 

fRANCt: 

11¢ (ARMY) 

11 I ARMY 

Ill ARMY 

113 ARl-OY, AIR, 
~AVY 

(l?HLR ...,-4(1-fl'JE, ~AG(ll\I T"YP(, 5 \.."-4((LS (!:'"IX(O 
LUGS, V.•Rl•OLE Pl~S.) 

i 
I 

: MA~'ll '4E Cl ~tiE~S. I 
15-LETTER T-PAR; COi)( ENCIDHERED BY DIAGONAL T'lAflS1 
I Post r ION ~y MEMIS er • Nl.iMER I :AL K[Y DER I VEI• f~Ot-1 
I• KEY 1.'0RD. KEY ~Olio CrlM1Grn >tONT-<Lr. LATEP · 
' EVER• lWO W([KS. I '4 W(S r AfR I CA LEHC:R sues 111u-1 
'Tl ON ;ABLES W(R[ I N;ROQUCt:D WI TH A MO•<;-<LY C'iANGC 
roR T.-<[ I "11 I :A T')R GROUPS. ' 

I 
5•L(TTER 1-PART COD(. r10ST 2 AND LAST GROUPS I AR[ )•fl·~URE. ENCIPHERED BY JIAGONAc T~ANSPOSI-

I TION. US[ll I~ E:UAfORIAL AfRICA. I 

~-L(Tr(R ?-PARl COOE. ENCIPHERED er SI MPL( TOA~Sj 
OSI Tl·JN. "1¢ DAILY KEY CHANGE." 

4-LETTER l·PAR; COOE. UNENC I Pf'ERED. ~OULD BE 
USED •S • 4-f I GURE I ·PART CODi: ENCIPHERED BY 
"TAOLES 3, 10~. AN:l 103." I 
4-LETTER ?-P•PT CODE. 

3-LETTER I •PART COOL <I ELD TYPE. 

,]-LETTER I-PART cooc, TH( MIJOl.~ LETr~R BEING ONE I 
' Or l'iE 5 VOWELS. SEVERAL ENC I f'HERMC,HS W(qE USED 
I LA T(lf l'i( (NC I PHER KEY CHANGED MORE rRE~UCNTL Y. 

3-LETTER I •PART SMALL CODE. KEY CHANGED EVERY 
2 W((KS . 

13-LET IER I -PART SMALL COD[. I )(>IT I CAL IN CON- I 
ST,UC !ION ;o I T~M 111, 9UT VOCABULARY MORE ADAPT-
ABLE TO WI RE LESS TRAff" IC. KEY CHA~GED EVERY ~ 

WEEKS. 

I 

.Ml~ED 3-LCTIER, 4-rlCUR(, AND 3-rlGURC 2-PART i 
CODE. EMERGENCY COOCBOOK fOR USC IN NORTH AfR I CA; 

.BOOK OIVIDED INTO SECTIOllS fOR T~E US( or THE 
, THR[( SERVICES. 

c-36 , c-36 I (c-36) 

I I 

? 

? 

i 

7 ' ' 
I 

? I 
' I ' 

I 

M.C. ? ? 

? f 51 ' 
' ' ' 

' 

' ' 
' 

G.'4.A. ' 

I 

( A?PROX IMATi:L Y 19411. 0~~ 
1936-CURR(NT) 194z Oll'W 

1939 SIM 

1939-194¢ ? SIM 

1943-1945 ' ' OKH 

I 

? l<l4tAPPROXI-
. MAU y 1945 I 

OKH 

I 

I 

1943 - ? 

1935-194¢-1 

' - ., 
1942-1943 

1941 - ' 

APPROXl'4ATELY 
1943-1944 

I 

i 

? OKH 

1 OKW 

? GERMANS 

1 G(QMA~S 

? SIM 

1 OKH 

1 OKH 

1 OKH 

' ' 

I 

SOL vr:o •ND 11 9
1
26,,PP36 fR(CUENTL Y I ,, 

ROD BY OKH I ~- P 4 
AND Oll'W . MAY I P 5 
HAVE BEEN READ I P c 

: (READ. CAii BC BROKEN BY STA· 
TISTICAL "ETHODS.) 

BY SIM. I 4i PP 6-7 ; 
' I 7 PP 2·3 

I 7 PP 4, 9 
I 31 P 7 

NOT READ 

READ 

I 
, READ 

I READ 

I 

I 

I

' C().1PR().115ED 
I~ 

' 
READ BY GER­
MANS •so SIM. 

I 
PROBABLY rt RS 
BROKEN BY GER· I MANS. 

READ. 

READ 

READ 

CCt4PRCt41 SCD 
ll/llll)i 

If 11/17 P ~ 
Ir l~lg , 

~f I~ ~4 
T 16 3 

Ir 1522 

I 16¢ P 7 

I 161/1 P l• 
PP IZ·I~ 

I 16¢ P 6 

T 1646 

T 3615 

Ir 1517 P 5 
Ir 1523 P 7 

I 171/1 PP 2•3 

(UNIDCNTlflCD) 

(UNli)(NilrlE:D) 

( UNKN().JN) 

( UNKNClw'N) 

( UNKNClw'N) 

(UNIOENTt fl ED) 

( UNKNClw'N) 

(UNKNOWN) 

I lol/I PP 6, 8 (UNKNOWN) 

I 161/1 PP 6, 9 (UNKNOWN) 

T 1791/1 (UNKNOWN) 
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oocJ:o( 3560861 ( 

RESULTS OF EUROPEAN 
AS LEARNED FROM 

(WITH ANNOTATIONS FROM ARMY SECURITY 

AXIS CRYPTANALYSIS 
TICOM SOURCES 

AGENCY SOURCES IN PARENTHESES) 

( 

COUNTRY I 
OF SERVICE DESCRIPTION OF SYSTEM 

i..,..N!.M.E . .-UI" _ 5 .::>I t.M J 
(:OUNTRY• AXIS US A. 

DATES 
OF 
USE 

WHEN TICOM 15fAlUS ur 
ATTACKED RESULTS REFERENCE' AT 

I Mt. ~•~lt.M 
ASA ~MMKS 

ORIGIN • 1 
I 

riu11cr-- I 1~'

1
-""'Y 

YICof't 

fllAllC( 

rAA'ICC 

I 

115 ( •Rl<Y) 

117 'llLITARY 
! 

11~ 1 •llM'I 
I 

rAAllCC•· 119 AllllY 
tllEE rllA'ICC 

rAUICL"" 

Ill APMY 

I 

1l3! AINY 

I 
I 

1 .. 4 .,,,.., 

1.-,, AR>IY 

T.!6 ARM'ff 

' I 

(JF ORIGIN, · 

l\IO '}•nc:u1c ~-PART coors WI TH AtlOUT 5d.~ 
Ol!CUPs. VARIOUS SYSTV45 or (NCIPH[JIMC!ITS usm. 
USa> BEJ\ot:l'.H rlUllC[ AND COLONIAL ARMI £5 , 

I 
(5•rlGlillt !•PART CODC. LATER 11£PAGIHATCO. 3 
E"«:IPHCRllll:HTS IN USE SIMUl.TAllEOUSLY. ) 

TRANSP051TIDN KEYS r(IA. SYSTEM 19.?3· 

5-t1GURE '·P••n CCXICS. USED IN rRANCE, ~RT~ 
•rRtCA, l.tST ArRICA, AND CCU•TOlllAl ArlllCA . 

4-riCUllC s-r ICUllC coor 'IENT "' 5-rlCURE CROUPS. 
ENCIPt<EREl'l BY ADOITIY( SYSTEM. 

4-rlGUllC 2·P•Ar CCDC, S'IOAT COOE. SOM£TIWCS 
[NCIPHERED BY DICIUrHIC LETTER SUBSTITUTION , 

~-ricu11c .!·FART rlELD coor. CHCIPHCllED BY A 11 
DIGIT REPEATING AOOITIVC. INDICATOR lo'AS 55555• 

' 

' 
$Y$T[M( 
CRY PTO• 

ICA•PHI(;\,[ 
,NOOtlt 
119.!) 

1
1933 0 

1 

' 
' 

CCIX 
CHlrrRC 
NO. 3 

' 

·-f"IGURC .!·PART COOC. APPllO.<IMAT[LY 6,1%1~ $[RIC 07 
CROUPS. £~ IPtt£1>ED BY D ICl!APHI C LCTr[ll Sl.95 Tl· 
lUTIOl. 

" 
4-rlC..RC l ·PAPT COOC. AFPR(bl14ATl:LY 55,~1 CONCO!! 
GROuPS. DICPAl"llC LCTIEP SUBSTITUTIOl, SIMILAI! DAllCC llO. 
TO ITE'I :~.?. 3 

!Coot 
•C>HrrRE 
,SClllE 68 

•-rJCUll[ 2-PAAT cmc. C'ICIPHCllCD BY lCTTCP SIJB- SEPI[ 69 
STI TUTIQrl WIT" Y•PIAllTS. llO CROUP BEGINS WITW fl, 

~-rlCUll[ i-P•llT COOE. SC!llt 71 

•-rr11..111c ~-NAT cooc. USED BCT\oll:EN "IDATk •rRICA •1'<~3 
•ND COllSIC•. Pt\ILAStO 4rn r.l!OuP SUBTRAC TCO rl!Cl4 
T>tE 3i:o CPOUP •LWAY5 CAYE SAio!£ orrrERCNCE rOll •LL 
"IC~SAGES. 

' 

r 1~5': 
r 1371 

' 
' 
t 

I 

r 11~ Oii I 
"' 

' 

' 
' 

' 

I 

' 

' 
' 
' 

' 

' 

' 

' 

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~------
I 

, -, 

1~3. t 

1923 - ' 

' . ' 

' - ' 

' - , 
' I 

I , -, 
' - ' 

AM) BY VMON I 

t Sl!4 RCAO AF'TER I Ir 1522 P 1, (1'!10£NTlrlCD) 
8£111C OCPOS• 4P1'CNDlll A 

' OIOI 

t OKW 

ITCD WITll I 

I :.i:m,:.cc COM-, 

I 

COMPR041 SED 
I~ 

I 17d P ' 

T 1~ 

~ lA~i 
T 1627 

19~~ QCRMANS COMPROMISED .,. T 3613 

t SIM 

' ,- OK"' 

7 OkW 

T OKW 

' OKW 

' Ql(W 

NOT READ BY I 161S P 1 
FE811UARY 19~5 

NOT RCAD 

COMPllCMI SEO 
1~ 

SOLVED •ND 
READ, ENCi· 

• PHEAINC TABLE! 
C()cPllOM I SEO 
1;1..,.. 

COMPROM I SEO 

·~ 

IF 152l P' 2 

I T0 llibfll 

I 

~ :m 

I 
° C(ll4PRC)M I SCD l 1666 ' I- I 

I 

I COMPll041S£D 

l~-1 
I ALlolOST C()lol­
' PLCTElY RE• 

COVERED 

T 877 

I 
I llCCOVCRED ANO I I 16111 pp 7. 

READ 14· 19 
I 

I 

! 

(UNIOCNTlrlED) 

( CO!PROH I SEO BOOK 1 !JZ7 OR 
19l!!. MO TRArrrc. NO liQlll( 
DONt.) 

(CODE llOOll CCH'llOHISCO. SEE 
ITClll 116,) 

(UNIOENTlrltD) 

(UNICENTIFIED) 

(UN~) 

I ( UNKNOW'I) 

I 

( UNllNOlo") 

( UNK.'tOWN I 

(UNK'I~) 

\,"""I ND. I -~ 
-------· 



ooc;:1r9 3560861 .e 
. RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 

AS LEARNED FROM TICOM SOURCES 
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 

COUNTRY NAMF 
·-

OF sysl'EM STATUS DATES I WHEN TICOM OF THE Sr::;1EM 
OF "SERVICE DESCRIPTtON OF SYSTEM 0puNTRY AXIS 

l OF ATTACKED RESULTS REFERENCE AT ASA ~EMARKS 
ORIGIN F ORIGIN U.S.A. I USE AND BY WHOM 

fRANCE 123 ARMY 4-flGURE 2-PART COOE, ALWAYS ENCIPHERED. ArR ' 
, 

I '· 1942-' 

i 
.,. GERMANS CCJ4PROM I SEO T 3683 (UNKNOWN) -- ·-

' 
1¢~ 

: 
fRANCE 129 APMY 4-flGURE ?-PAR) COOE l.'ITH SHORT REPEATING ADDI- ' ' ' 1944-1945 , OK'i C APTUREO ANO I 16¢ PP 7, 15 (UNKNOWN) --

TIV(, WHICH MAY HAVE CHANGED WEEKLY, GROUP I WAS READ 

I 
MESSAGE Nl>eER; GROUP 2 GAVE Nl.MlER Of" GROUPS; 
AND THE LAST GROUP WAS THE INDICATOR GROUP. ; ; 

! I 
fRANCE 13¢ Al!MY 4-rlGURE T-PART COOE WITH SHORT REPEATING ADDI- , 

' 
, 1944-1945 ' OKH 'READ I 16¢PP7, I, (UNKNOWN) --

TIVE, USED IN TRANSPORT NEnlORKS IN 'IORTH AfR I CA 
EXTERNAL CHARACTERISTICS SAME AS THOSE or ITEM 
129. TRA'ISMI TTED IN 3-flGURE GROUPS. 

81 (UNKNOWN) fRANCE 131 ARMY 4-r IGURE '·PART COOE CONSTRUCTED BY A COOE "TABLE ' 
I 

., ., 1944-1945 ' OKH READ I 16¢ PP 6, --
IN WHICH RAND0'4 2-DIGIT COORDINATES fORMEO THE : 
4-rlGURE GROUPS. ENCIPHERED BY DAILY CHANGING 
flGURE SUBSTITUTION TABLES IN '40NTHLY CYCLES. ' I ' 

rRANCE 132 ARMY 4-r I GURE 1-PART COOE ENC I PHEREO BY "ORD I NAR"f" , r 9¢ ' ' - 194¢ 1937 OKW SOLVED AND T ~g11 I (UNKNOWN) --
TRANSPOSITION. I READ I P 6 

I 176 P 2 

I 

I 
fRANCE-- 133 A1'1'4Y (4-flGURE 1-PART COOE NOT STRICTLY ALPHABETIC, (GA .... A?) ' (fRE 4) ( ?-1942-CUR- , GERMANS I NOT READ T 312 (CODE BOOK ABOUT 8¢jl RE· --

~ rREE rRA~CE ENCIPHERED BY SUBSTITUTION or A TR I GRAPH rOR THE I RENT) COVERED BY GCCS AIDED BY ASA. 

c INI Tl AL DIGRAPH. SUPERENCIPHER[Q BY TRMISPOSI- ! i ENC I PHERMENT SYSTEM Allo!DST 

TION ~(Y TAKEN rROM THE MAGAZINE "rRANCE LIBRE", COMPLETELY COMPROMISED BY 

I VOL. IV, #23.) 5-rlGURE INDICATOR REPOTEO AT 

i 
GCCS. READ AT ASA SINCE , 

THE BEGINNING IN REVERSED ORDER. 1944.) 

I I 

c fRANC( 134 ARMY" 4-flGURE I-PART CODE TRANSMITTED IN ·5-rlGURE ATM ? ' ~EfORE 1939-? , GERMANS COMPROM I SEO 
Tml 

(U'IKNOWN) --
I GROUPS. WAS OR I GI NALLY A 3-LETTER 2-PART CODE. 1~ T 23 

i ~~~~~~~'4~~~BiH~¢D~~~'. T REPEATING ADDITIVE CON-
I P 18 

fRANCE 135 ARMr" 4-rlGURE 1-PART CODE, REPAGINATEO. VAR I OUS EN- G.N.1; ' 
, 1927-194¢-? , OKW COMPROMI SEO T i~41 (UNKNOWN) --

CI PHERMt:NTS USED, SOMETIMES ONE·T1'4E TRANSPOSI- G.C.1; 1¢¢'.ll i 16~~ TIO'I ~EYS, SCNETl'<ES A REPEATING ADDITIVE. G,f. I; 
G.R.1; 

i ~~l CODE B.L-'" 

CODE B.J;~ 
G.L.1: T 52 

REPERTOIR T §4 
19~7 

T 1 1 
T 1755 

rRANCE-- 136 A~MY? 4-flGURE 1-PART CODE, NOT STRICTLY ALPHABETIC. CARNET DE I '? ' 1941 - , ' OKW COM PROM I SEO T 1647 ( UNKN<7w'N) ~OT GI VEN 

VIC'iY (NC I PHERED BY ADD I Tl VE TAKEN fR().l A TABLE. CHI ff RE· 1¢U TO ARMIS· 

MOH "P.L~ 
TI CE CCJ.4-

[SSION, 

fRANCE 137 ARMY 4-flGURE I-PART COOE, NOT STRICTLY ALPHABETIC. SERIE M ? ' "?-194¢-? ' OKW C().lPR().llSEO T 18~1 (UNK!IOWN) OT TURNEC 

VAR I A"TS U5ED ON MOST fRECUENT GROUPS. 2-DIGIT 1¢U T 

:z"~ 
PV(R TO 

01rrERENTIAL rOR GROUPS REPRESE'ITIN~ PLAIN TEXT r ~RMANS al 
DIGITS. COOE TO BE USED ONc Y WI TH ENC I PHERM(NT-- T :~~g 

I TALI A"5 

LETTER OR rrGUR(. TRANSPOSITION ONE-TIME KEY T AT ARMIS· 

USED. i 

I 

TICE. 

FRAN([ 13'l AflMY-COL()>jJ AL 4-r I GUR[ r -P•OT CCOE WI TH LETTER ENC I PHERMENT- - ? ? ' , - 1939 ? SIM R(AO Ir 1519 P 2 (UNIOENTI r IED) --
2 OR 3 ALTERNATIVE LETT(RS fOR EACH flGURE. 

____ J_L I I ; 

I I 
""""' NO. 1-2 
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 
AS LEARNED FROM TICOM SOURCES 

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 

COUNTRY ~_!., OF s 'STEM DATES I WHEN ' TICOM TATUS OF THE SYSTl:M 
OF SERVICE DESCRIPTION OF SYSTEM Q,9~~~~ AXIS 

OF ATTACKED RESULTS I REFERENCE AT ASA --· -

ORIGIN US.A. USE At.()8V-~ 
1-·-·......, 

I 

rAANC( •J9 ARMY ~-r1r,1,<>( I •PAPT COOC, US(() rOA !><All V:ll T~. SCPIC re, ' ' I'· 193~· l?J?·' ! t (JoCV C.CJo<f'PClo<ISCO 

I~ 
I~~ I (\11~.llOWN) .. 

11!·(0 \J'<(N( IPH(PCO If ..0 S((l/PI TY RC'.VIPCO, si:-4C. ( APtf(T C,( I~ It>..~ 

TIMES [N(IPliCP[D BY ')-DIGIT P(P(HINC • OOITtV( ourr•c· 10311 : 
""'1 C. H r•ccutNTL 1 CH•M;c.o. ._(NT 

I 
fRANC( -- IOI llPMY o·flCl.JRt l·PAPT COO(. ' ' ' I f • 193/3•f ' ()KW C()<Pll~ISED T 16~~ (~K~) --
( fR£( fl!JIN(() T 1i;3fll 

j r111 CiP 
' 

fRA'ICC 1•1 ARMY --r I ~Rt 1 ·PAl!T COOC , TPAr;5P05[0. ' t ' TO l~J9 PRIOR TO 1<)31) P(AO Ir 1~.19 p I (VNICICNT I f l CO) .. 
I St'4 I 

j 
fPA!<(L· • ·~z ARON --r ICVRC l•PAPT (CJCI(, [U{IP><(P([> l"T l[TT(R s~- ' ' (f18) l~O· (CIJRP(NT) , OKw •CAO t 1611 pP 7. 11 (l"l'Ol<CN •'4> ec1 .. r. P[•D •OH) --
( r•H r11•11cr) S Tl fUTl(lH 1A8lE. r ll!ST ()POOP Al\/A>'S JTSf. 

I I~~ I 
rRAHCC ''3 AF"'Cf ' AIP ~ -r !GIPE 1-r.or coor, NO.T STl'I( fl T AlF'><•ec TI{. J :t (({o( 7 t ., .. ,Q~.?·' ' l)>.>1 C<:>4PP':'oll srci I (...-l'(OolN) -· 

.. 
rl>AN([ J"'' .\QM'Y 3-r1GlPC ~-PAPT coor. f';::Cle.Sl • A r 1 El D C.00£. (.AP~( 1 ' ' •939'· •'.141-~ ~ ()Kw (~()415[0 I 1736 (1,fjK"°"""} --

P[OlJIT: •{'lo'I 
lU 

rPAlf([ ''5 AANy1 J-r ICVP( I ·PAA! (00(, NOT ~a1tTlT All'>fA['l[TI(. cror o( r z3 ' ~-1<-~~·? ! C(P"4A~S PCtC\'JSTPU.: TEO T 
m~, 

(U'l>.H!Mt) --
Sll!VIC( f.>\(; F'CP><APS I 

1~26 I PlJITI All T 
CC><P>-'CM 1 SCl' . "'C 

I 
14f, l(fMC 1 ll) 

' rP•~CC 
·~ 

1-rt(;UP( T-PA~T CODE. tJ!.£0 IP•~5~1 lllJ~ EPK.1· ' r 11tn I~-"> ()'!LY ' ! $10 ~~~coo ... T 1')21 (V-.~0l"6l(. Bt I 'IC W()Q~(C. ·-
~ 

P~(P'4(NT. Pql)SA~l·· .. OT ON.) i 
AC ":•. 

~ ' 

I I F-t•' · I-

rPAN{( 1~1 A""'T l·flCURC SUlSTITllTIOPI TAB LE WITH Al TCPUAT I vt ' 1 ? ' - ~ 

I ' 01"< I 1.;p p.; {V'IMICMI) --
tClllVALCNTS. vsro '" STPI •• 

rRANtC· • 14~ Al>MY (.()[)( v•LlltS I N BLOC•S DCSlr.><•TCO tlY rlC\111[ rOP ' ' ! ? - ., I . r,.(i:>t.tA."'4S PC A!) P• • Tl•Ll Ir 1~{~ ( U.'11 DEIHi f I EO ) --
r.otc rP• .. tr BLO(K, l(TlCP f()I! LIN(, flCUPC COUllJ BC Ste· 1 SI " 

S T1 TUTEO Bl' Ci tCP_APW. tJ!.[O I U STPIA. 

f PJ.N(( 14~ AllOCY sues11 rvHi:w 111BLc~., ! LCTTOS r'[k lll>'e(P. 1 t ? t5>-L ,1 • t ? ("""' ( ("Ml.P~l '..CO T 1749 (l"!IPl"Ttr t (L') 
.. 

I 
r••NCC 15~ (•""') CtPM(P 5TST[M, SIMf'lC l(IT(R '>Vt!STITIJl l()tl. ' ? 

~tJ!l.STr HITIO'< ll(T'. ••ID f(lt(~ ,,.,,.-..{!' [Y(~T I~ DAI!> 
~ ! · J'~~~·~ ' °"" •CA~· t 1N P ~ c "' 'eirrm rim ) --

roi...,.tt·· ''>' •"'4'1 ( IPHL~T 

l~g~:~ I ' ' 1 - ~ ' ~ .. t:'( 41j I 74 ~.:: (l'•llllCl>I'<} --
fP(( tUNI:[ I 

fPAtl(( • • 151 Al>'(Y ( I Pti(I>' ~(~v1°:c 1 '! ? • ~ 
i ' l)f(li O(A'j I 71' F" ! (lf.'IKN>:o.;t<) .. 

rpcr rP•'<(C 
I'('( 111.:ul 

f PA'l(C ,~, '""" 3 ':f!S Of (HC..!_1'11~~1~ r.£•~: -~urc.P Cllci:'~~S. _V•f.· - • . ' ? APl!l l 10liG ' t <'>'S'1>t»<1 ·;co .r 55~· 1 (u:"l~>l',A.IT• ) -· .. . - It'.~--
. -. . ·- . - .. - -· - - - .. 

I 

fP AN([ 15~ • ., .. 1, f~At~!-F'()~, I T • 0~~ (N( I f'H[r;..M(NT fiA!.(('I ('I~~ ' ~(~(' ... I ! 1 ? ~ ~ ' (It( I r HER 11¥, 

I 
T 3~~ 3 (V"Jf'.NCMI) --

TAK(rl rR<>< THE [lt((O[. 01~(( t l 1~$ 

(~Pl'()< I ~((• 

·~ 
I 

I 

: I -- -
"'"'" NO. I · : __ J 
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COUNTRY 
OF 

ORIGIN 
SERVICE 

f"RA"ltE 

157 ARMY 

fRANtE 

rR~"ICE 15, ARNY 

fRAllCt 

fRANCE 

fRANCC 163 AIR 

rRANC( If:• AIR 

rRANCE 165 (Allt) 

fRAliltl 166 AIP 

fRANCt IE7 Alll 

tRolNC[ 168 Alll, NAVY 

f"RANCC 

RESULTS OF EUROPEAN 
AS LEARNED FROM 

(WITH ANNOTATIONS ARMY SECURITY 

DESCRIPTION OF SYSTEM 

CIPHER SYSlCN USING Sl"4Pl.E LETTER T!l•"l5P05111D'I. 

SIMPL[ TRANSPOSTION. USED IN SYRIA. 

Z I ·LETTER RC PEA Tl "IG TRANSPQS IT I 0~ KEY USCD ON 
COOC RA. USCD OURING "Qo'IT'I or SCPTC>eCR, 1'39· 
RC Pl ACED av CL tr 7[R0 I I!.. 

I 
~tLtr 2EAO 
AZ 

I 

TRANSl'051 TIO'I ENC I l'HUNCNT BASCO Ul'af A KEY. 1 •- Cler 1[110 
25 LETTERS IN LENG™, UKEN FRCl4 THC CNC00£ FOii fl Z 
!SC ON cooc R-. REPLACED av Cler lCRO t 2 . 

CNC I l'Oll:R"4CNT FOA USE Oii! COOC RA . RCPLACCD l!Y 
ctcr m10 o 2 . 

CNCI~ foP U5l OH COO[ RA . !tl:Pl.ACCD llY 
ctcr lCllO c 2 . 

1 13· 29 LETTER Tl'AllSPOSITION KEY. LUICTH IS NCYE'I 
! A MUI. Tl Pl:[ Dr la. FOii US£ ON COOC RA. 

1
1 ~-FIGURE l·PART CODE, NOT STRICTLY ALPHABETIC. 
SCM: Tl~S [NC I PH[R[D. 

'Ii-FIGURE l•PART CDDC, NOT STRICTLY ALPHAeCTIC. 

I 

I li-FICUIE I-PART tOO[, [llCIPH[llCD BY LCTICR!>. 

3-r I GlllC ~-PART C.OOL, CAPT I CINA TCD. 

11-FIGURC 1•PAPT tOOC. ENtlPHERtD 6Y LCT1CR5 
~ICH ClfAllC£D c•5 TINES A NCNT~. 

j~L~F l[PO 

ICLtr 7(11(1 
DZ 

!ncr 1cPO 
I[ 2 

I 
I 

IDICllON· 

I
NAIPE f.T 
VOCABU- I 
LAIR[ GCOj 
()RAFHmlt 
Oii cooc 
ACA01 o.s.1 
I) 115 

t 

lof;Allt[R CODI:. SINGLE Dl(~IT!! AICl LEH[R!!. [HCI· P. J.V. 
PHEllCD n DAILY Cl11o11CING ADDITlvt. 

COlelNATION LETICR AND FIWllC CODE. PAltTUt.lY 
Pl.AIN TEXT. USED FOii LIAISON or MIMY AND NAVY. 
LESS ll'Alf 1ilS GROUPS. 

' 

' 

' 
' 
' 

' 

' 

, 

coor. LNC I l'liEllED. ' D. 5. I) 
It? 

US.A 

t 

' 

' 

' 

' 
' 
" 

' 

' 
' 
' 

' 

AXIS 
TICOM 

AGENCY 
OATES 

OF 
USE 

' - ' 
1939 ONl Y 

193, ONlY 

, 7•1939-t 

I t-1936-T 

' - ' 
1513!! - , 

CRYPTANALYSIS 
SOURCES 
SOURCES IN PARENTHESES} 

( 

WHEN 
ATTACKED 

NO BY WHOM, 

TICOM STAT 

' Ol<H 

7 OK\ol 

' Clllt 

' ()KV 

' ()KV 

" OK\/ 

RESULTS REFERENCE 

I llEAD ' I 1711 P k 

' 
I llCAD I 1611 P 6 

CDo41'11°'4 I SED 
I~ IT 1736 

I 

C()ff.041 SEO · T I 736 
I- I 

' : T J736 

t . • T 1736 

CIM'll()o I 5£1) T 17)6 
1""'5 

C<M'AOllSCD T 16~ 
ll1H 

I 
1939 CLRMA!'IS I PAltTIALlY PC- I T 35•~ 

CONS l"llC tEO 

1939 OKL 

t CKL 

7 OKV 

' OllW 

7 SIS 

R£.AD I Iii! P 6 

I 

I 
I !it.AC i 1 1 Ii! P 6 

' ! CCM'l!041SED i l 1~ 

cOffCl'1 sr.o I t 
;f..io C~-lr.~ IF 15~ 
CLl'OI NG KOS 
TOii rtl!., "A' ,1 
~ND JUtl[ 19• 1 I 

AT 

(l.Nl:>CNTlrltD) 

I u:o11 DtNH ri to> 

( UNllNOW1I I 

(llNhNOIM) 
1 

I (llNK~) 

( 1.:ooum ri co) 

(\i'llCENTtrl£D) 

:...., -......,-1r;' 1,.-, n.:•r->,.,.._ - - - -----
- - - --
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 
AS LEARNED FROM TICOM SOURCES 

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 
-·-. . - ·-

COUNTRY TATUS OF ~E __ OF __ S.YSTE_M__j DATES I WHEN TICOM THE SYSTEM 
OF SERVICE DESCRIPTION OF SYSTEM OF ATTACKED RESULTS REFERENCE AT ASA -··-~-~uNrn~

1
- I I ·- -ORIGIN ORIGIN AXIS US. A. , USE AND BY 'M-IOM 

rR.l>i(( qr ~:AVY Al!!) •DOITI'/( [NCIPH(RW[NT SYST[M rOR D.S.-D 1~7. D.S. ~c I~ ? ? I 1-194~-1Q41-"l I ? OK'.' CCT-tPP<l'< I SCD T 1!3¢~ I 
(UNllNO\IN) --

DA I LY r. .. •NCI NC R[P[H I "G ADD IT IV[ or VAPY I NC I . 1 SI~ ANO R(AO BY tr 15 6 
L[NGTHS WHICH CHA>IG(Q ACCORDING TO DAY or MONTH. 01<\o/ ANO SIS 

f PAN([ 171 NAVY AIR A()!) Ir IV[ [NC I PH['lM["T (REPLACING?) D.S. -0 1¢~. ? ? ' 1941-1 J. 01\1< CU.fPR().<tS(Q l 18166 

I 
( t;HKNC1WN) --

StY.IL•P re tT[M 170. 

rRMKl·· ; 7t UAVY 4-L(TTl.k .;-PAF>l (O()L. 15 VARIANTS IOR LACH VALL:[ c.s. U4 'i ? 154~'-? 1 ? COMPRCl<l!.(O T 35)5 ' (UNKNCMI) --
Vl(h'r' , fRl[ OR ISM(4 111'~ 
rnM<(( I 

l I 

fRM•Ct 173 NAVY ~-L[il[R ?-PART COO(. ISMC5: ? ' I 19~ 1-1942 

I 
? 01<\o/ COMPROM I S(O T 1!'-1!15 

I 
( IJNKNOWll) --

o.s. -o ~2' 

I fRA:<C( 174 tlAVY"'I ~-LCTHR CALL ~tC.-. SYSTC~t ? !SMC! ' 7 - 7 ? SIS READ . CAP- IF 15f66 I (UNKNO\IN) --
1<0.s.c w 

I 
I 1~to. I R[ll() 

ru.vv? I i 
If 15116 (IMKNO\IN) FRAN(( 17~ J-l(lHR CALL SICllS. ? 'N.~ . 4 ? ? - ' I ? 515 RCAO. (A~- --

(0 . ~.0.?~4 I ll:R(O. 
I VAT I I 

~ l"l;A'1(( 176 NAVY COM!llNAltOU L(ll(k ANO flG"IJRC COO(. ~IGNAl COO(. c.s.-o 1¢ ? ? 1936 - 7 

I 
7 OKM (()IPR().! I SCO l 573 (UNKNO\IN) -- i 

'~ 
) 

l 

rnmcr '77 NAVY C()elNAl 10:1 lCT TCP AN!) rt C.URC COOC. S l G:<AL COO(. O.S.:-0 1¢< ? ~ 1936 - ? ' OllM C()!PROM I SCO r 483 ·(UNKNOWN) --
I~ 

~ 

15-rtGUR[ 2-r•RT cooc. lollTH [NCIFHCRING HOLES. 

i 

f" rRANC( 17~ '4AVY T .8.M. ~ l .B.M. 2 ' 1934 ONLY 1934 SIS READ Ir 15¢6, qs, (UllKNOWN) . --
I lJIC I FllCR~CtH SIM I l AR TO THOSE M[tlT I O'ICD It\ I l[M p 3 
1191. 

fRAll:([ 179 NAVY rrlGURC ?-PART COO[ WITH (NCIFll(Rlt\G TABLES. l.B,M. 3 T .8.M. 3 ' 1934-1935 1934 SIS READ Ir P 1~"6, 17B, (UNKNOWN) --
< 

NCIPH(RM[NT SIMILAR TO THOSE M(NTIONCD IN tTCM 
7. . 

rRANC[ 1eii NAVY 5-r IGURl 2-PARl COOC. "'·'· ~·'· " ' 1936-1939 1936 OKM C OMPROM I S £0 l 589 (ASA HAS CCMPllOMISCD COPY. --
V.N. 2; 1¢~ NO TRAHIC RECCtV(O.) 
o;~.a. 2 
o.s.e. 

fRANCC- - l~I NAVY ~-rt GURC 2-PART COO[. (\!5\:ALl Y CNC I FHCRCD llY T.e.M, 56,r.z.26: (rex) 1939-( 1943-1) 19~9 SIS COMPR().11 SEO T 586 (HAVE C().IPR()<ISEO COPY er --
fR[[ fRANC(, UNN I t\G ADO IT t VE T AK[N fROM A CHART.) V.N. ~; O.S.e.r4 19 2 OKM ANO RCAD BY tr 

2
;(¢4 PP '· COOC ANO CNC I PHERMCNT. R~ -

VICHY A.R. J; o.s.B. 9 I ()1(M ANO S l S • ([IV[O SOM[ TRArrlC IN 19 3• 
o.s.e. 3¢~D.s.e. ~' i Ir 15116 READ.) 

i 
fRANCE-- 152 NA\'Y 5-r I CURE 2-PART COO(. C.A. r: ? ' '-1939-'.l' 1942 OKM· COMPROMI SEO T 5S8 (UNKNOWN) --
(VICHY rR([ BOG~ : 
FRANCC) o.s. 1¢11 

fRAN([ 193 NAVY 5-r IGl.IRC 2-PAIH COO[. G.E. 58; ? ? 
o.s.e 2¢9 I ?-194¢-"' ? ()KM Ca.IPR().! I SEO T 59¢ (UNl<NOWN) --

fRANCC 184 NAVY 5-rtGl.IRC 2-rART COO[. B.o.c. 2z1't l. 22 ? 
o.s.e 1¢ 

1935-1939 1935 OKM COMPR()< I SEO T 595 (i;NKNOWN) --
1¢~ 

I .. 
I ' I 

""""I NO. l _, 
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 
AS LEARNED FROM TICOM SOURCES 

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 
COUNTRY NAME __QF SYSlf;~ DATES I WHEN TICOM STATUS OF THE SYSTEM 

OF SERVICE DESCRIPTION OF SYSTEM "OUNTR'f OF ATTACKED RESULTS REFERENCE AT ASA REMARKS 
ORIGIN . OF ORIGIN AXIS US.A. USE ,AND BY WHOM 

rRANC(-- 185 NAVY 5-riGUR( 2-PARl coor. B.o.G.1:1 ;e.o.G. 3¢ ' 1939 - ' I ' OKM COMPROMI sro 158~ (UNKNOWN) -- ~ 

VICHY, rRH C.A. 3 ; !CIAK; ' SIS 1m BY SIS Ir 1 ¢6 
rRANC[ o.s.B.1¢7 DAMCUT ANO OKM. REAC 

BY SIS. 

i 
rRANC[ . 186 NAVY ~-rlGURE ?-PART COOE. 4¢,IZ'¢¢ GROUPS, WITH ENCi- TBM 21 TBM 21 ' 1933-1939 1938 SIS SOLVED ANO Ir 15¢6, 15 B (UNKNOWN) --

HERING TABLE ANO 4,¢¢¢ APPENOIX GROUPS. I READ. pp 1-25 I 
I 

rRANC£ 187 NAVY ~-rlGURE ?-PART CODE WITH (NCIFH(RING TABLE. TBM 22; ' ' 1939 - ' ' SIS PERHAPS READ. Ir 15¢6~ 166, , (UNKNOWN) --
f/l,~ GROUPS. POSSIBLY pp 1 I 

TBM ~5; 
ENC I HER-
M[NT "A 1'1 

i 
rRANC( !SS NAVAL, OIFLO- 4-r I GUR[ 2-rART CODE. ADO I TI VEL Y ENC I FHEREO. RO 37 ' (rBM) 194f/l-( 1944) ' OKM COMPROM I SEO T 1~89 ! (CODE 1m COMPROMISEg; EN- --

MATIC, CONSU- ADDI TI vrs ll(RE CHOSEN rROM 6 SETS or 31 AOO IT I VE 1m T 5 4 CIFHERMENTS BROKEN 19 2.) 

LAR, COlel'llAl TABLES, EACH TABLE WITH 8¢¢ DIGITS. 

I rRANC( 1f9 NAVY REVISIC~ or THE ENCIPH[RING K[Y (168 or lH( NAVAL CL tr ' ' 1943 - ' 1943 PERS l S COMPROMI SEO T 245¢ (UNKNOWN) --
ATlACHE IN B(RN[. RUNNING AOOlllV(: TO BC vSCD S~§I AL( 

I 1m I 
WI lH NAVAL COOC RO. ( rOR I 

j 

B£RNC) 

I T 2442 

: 

i 
fRANCC 19f1l NAVY 4-rlGlJR( 2-PART coor. AL WAYS (NC I PH[REO BY ADD I - DICTION- ? -- f-1939-1 ; 1943 P£RS l S COMPROM I sro (NAVY HAS WORKED Cl'l SYSTEM. -- ~ TIV[ TABLE. (uses SAM( VOCABULARY AS RO 37-l AIR( r.x. T 244i ASA HAS NOT. ) 

36; rOR- 0 3N-
] 

I "IERLY RO 
36 

( 
rRANC( 191 NAVY \ 4-rlGUR( 2-PARl COO(. 5 SYSTEMS or ENCIPHCl'M(NT. TBM I TBM I 1 1931-1934 1933 SIS COO( AND CN- Ir 15f/l6 .(UNKNOWN) --

I , ~'SCO 1 !ifll [NC I FH(R I NG TABLES. CI FHERM(NTS ,_ 

Im""~" 'oo'"'"'" "'M"' 1 03" rn " ""' 
EROKEN ANO 
RCAO. 

rRANC( 192 NAVY D.S. -B ' ' 1-1939-1 ' OKll COMPROM I SEO T 919 (UNKNOWN) --
'ON B.O.G., 1.e.M., AND V.N. I. 613 
I 

rRANC( 193 NAVY 4 - rlGUR( I-PART coor, NOl STRICTLY ALPHABETIC. O. T.; ' ' 1-1939-1941-? ' OKW I COMPROM I SEO T 9fll3 (UNKNOWN) --
o.s.e 81¢ 

rRANC( 194 NAVY? CNC I PH(REO CODE. ' o.s.o 3f/l4 ? ' - ., ? SIS I COM PROM 1 sro: Ir 15¢6 (UNKNCMI) --
READ. 

rPANCE 195 NAVY DIGPAPHIC SUBSTITUTION SYSTEM, 2 LEHCRS rOR OCH ., ? ? ?-194¢-1 ? OKW CCJ.!PROM I sro T 935 (UNKNCMI) --
rlGURE. I 

I 

rPANC( 196 NAVY DIGRAPHIC SUBSTITUTION [NCIPH[P.M[NT SYSTE"l fl(- c.c.s. ' ' 194f/l - ., i ? OKW COMPP.OM I SEO T 1734 ( UNKHCw'N) --
PLACING A "IARCH 1929 (NC I PH(l'M(NT. COMBIN(S NO. I; i I NS TRUC Tl Cl'lS 
l. [ TTCRS ANO r I GUPES. o.s.o 142 

I 
I 

rP.ANCE 197 NAVY NAVAL KEY TABL[S TO 8( USED WITH CODE r.x. fXlO 1' ? ? 1941 - ., I ? ' C()<PROM I 5(0 T 3562 (UNKNC'wW) --
f/l, 7 I 1m 

I 
I 

' I 
rRANC( 19S NAVY TRANSPOSITICN ENCIPH(PM(NT SYSTEM WITH OIGRAPHIC o.s.-e '.NAC()<; ' 1941 - ' ' OKW C()<PRQM I srn T 18f/l~ ( UNKN!JolN) --

LETlCP SUBS Tl TUT ION. L'5(0 ON I NT(RNA TI ONAL coor 704 o.s.-B ' SIS I~ BY OKW Ir 15 6 
8£TllEEN Cc-t:RCI AL SHIPS AND TH( NAVY. 7f/l4; ' 

_l_ 
ANO SIS. 

I INTERN A- READ BY SIS. 

I T IONAL 
CODE N.C. 

I 4 ' i ' 

! I I 
""""' NO. 1-2 
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' RESULTS OF EUROPEAN Axis· CRYPTANALYSIS 
AS LEARNED FROM TICOM SOURCES 

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY . SOURCES IN PARENTHESES) 

COUNTRY NAME OF .S.XS.!.t

1
~ DATES I WHEN TICOM TATUS ·OF THE SYSTEM 

OF SERVICE DESCRIPTION OF SYSTEM ~UNTR't OF ATTACKED RESULTS REFERENCE AT ASA --.. ··- ~-
ORIGIN . ORIGIN AXIS US. A. USE AK> BY 'M-iOM --

rPANCC 199 NAVY (NCI P<i(PM(NT SYS l(M TO PCPl AC( O. ~. -B 7"li AND IS N. (, N0.5 t t 119~ I - t 

I 
' O~lol C~Cf<IS[O T 1~3 ( UN~NOwN) --

SIMIL.\R 10 If , . 

·~ 
rPAN(t ~ NAVY TPANSPOSITtON [NCIPHCRINC 1"8LCS \o/ITM ~PLY O,S,O IZ('I ' ' I 19~~ - ' ' Ot<\ol (CM'fl()oll5[0 T 1&S3 (UNl\N()IN) --

CtiAl«llNG KEY. !![PLACES VAPETPA U(). 16. VAl:(TPA 10.-~ 
NO. 17 I 

I 
rPAN((-- Zi!ll POLICE 5-Lt HEP f·PAPT COOC. t t ' ,, ~ 19~0- 19~2 -t t Ot<W P(,l() T 17"8 (UN~) --
VICKY I 

I 

I<~> rFUNCC 21iZ POI.ICC ~-nGURc OP 5-ri GUPt f-P•PT cooc. t ' t 't- 1929-193~.-t I ' ()KW l:tAO T .?6Z6 --
rPANCC 293 C(ll(PAL 3-LCTTCR I-PART croc. ' t ' t - ' 

t ! (()4Pp{"M I SCCI r 1e~o (VN~.N(7ol>ll .. --
PUIPQS(S I~ 

rl!AN(( 2~ GOl!DAL ~-r1C1JPt 1-rAP1 cooc. PAGINATION A"O r ll!Sl Z c7grm ' ' ' - ' 19.!11 ~ASLY 
PRQIASL' '°"" T 35i.8 I (U!a1t•()INJ l!ES~L(S 

P\.ll~tst DIGVn> TO BE rlllto IN BY ll5(PS. GCF'4Al'IS CCHF'l>CHI SEO I 
ITTLtP) 

r11•NCC <il5 ' ~-r1CtJ>t-LCTTCP I-PART COO(. ' K.1.e. ' ' - ' ' GC~ANS l![COV(ll(O ~ 1 zt.8- (1.t111HCM1) --
rPAN([ z~ ' ~-rlGURE 2-PAIH COOC. ' r-H9sr•r. 

., 
' - ' ' GCP'4AN5 l!((OV[P( C• 1!jf T 3156 ( l-"I DENTI r I CO) --

• 
I r OAIK( ~~7 ' •·rlGUPC Z·P•lll COOC. ' r 5 ' ' - ' t ' llCCOVCPCD 5~ T zqg7 ( llNIO(NllrlCD) ·-

l ~r, OAUTI 
I 

l"PAN(( zlSS t ~t:rtCUl:C 2-PAPT C.OOE. tH1rr11c t ' - ' ' ITALl AN5 PECOO/S TPUC T(O .T <j! {UN10£NTl rltO) --
NO. 111, ' r~ 

:> 
Fl>AN(( z~ ' ~-r I GUl>l 1-PA11r coor . 9' ~ CPOVf'S. ' ' ' ' . ' "! 1 CCf<PPC°I'< I 5(0 , 355.S (IJM<NCM<) --

I~~ 

rP•NCE-- 211il t PROBABL) ~-r IGU:E T-PAl>T Coor Iii Tli "°°'I I vc Ell- t , t ' - t ' SIM HOl PEAD 1r 15u (l'Nl[l(Nl 11"1 CL') --
rP(( rP•NCC CI P<i(llM(N I • 

rPANCE .?II t ~-flGUPC ?-PAil! COC'E. "! r~l.M? ' '- •9.2<)-? ' 1 PC•D T 2536 (UOllO(IH I l"I ED) --

I 

' I 
! 

I -

I 

I 
' I 

"""Kl NO. I·! 

- - -- -... ... . ... ·-
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RESULTS OF EUROPEAN 
AS LEARNED FROM 

AXIS 
TICOM 

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY 

CRYPTANALYSIS 
SOURCES 
SOURCES IN PARENTHESES) 

COUNTRY ~E _Q~YSTEM I -DATES 
I 

WHEN TICOM STATUS OF 
AT 

THE SYSlEM 
OF SERVICE 

ORIGIN 

GQ((C( I ( CO'ISUL AQ ANO 
50'4( 01 PL0-
'4HIC) 

DESCRIPTION OF SYSTEM 

4-LETTt:R (2-PART) coor. UN(NCIPHERED. ONLY 1¢ 
LETTERS USED TO FOR,.. COOE GROUPS. 

GR((C( t (Ml LI TARY 4-LETTER (2-PAPT) COOE WI TH 5tH L(TTER ADDED 
ATTACHE, DIP· rOR INfL(CTION. (UNO:NCIPHER£D) 

GR(((( 

GR££C£ 

GR(((( 

GR(((( 

GR(((( 

GR££C( 

GR££C( 

LO'<ATIC, ANO 
CONSULAR) 

3 CONSULAR 

b CONSULAR 

5 MIL IT A~Y _, 

6 ? 

7 (01PL0'4ATIC) 

S (01 PL()o!A llC) 

9 

1¢ PR08Af!l Y 
DI PL0'4AT IC 

4-L(Tl(R (2-PA!IT) COO( WITH 5fli LETTER A00(0 
rOR INrL(CTION. U>li:NCIPH(R(O. ONL y 1¢ LETTCRS 
TO rORM COOE GROUPS. 

4-LETTER <-PART coor. UN(NCIPHERED. ONLY 1¢ , 
L(TT£RS USED TO rORM COO( GROUPS. 

4-LETTER ?-PART COOE WI TH 5TH LETTER ADDED roR 
INFLECTION, AO'.)ITIV(LY (NCIPH(RED -- PERIOO or 

35· 

5-r I GURE '-PART TRANSPOSED COOE. 

4-rlGUR( 2-PART CODE. Nl.0-!S(R DIGRAPHS £NCl-
PHERE0 BY LETTER DIGRAPHS. ENCIPH(PING lABL( 
CHANG(S WI TH DAY or MO!'ITH. 

4-rlGUR( (?)·PART COO( PEPAGINATED ANO ENCi -
PHERED BY DICRAPHIC Lr-TER SURSTITUTION. 

4-rlGURE I-PART coor. 

2 UNENC I PHERED CODES. 

11 AR'4Y ANO NAVY CODES 

12 AIR UNENCIPHEREO CODE. VERY ELEMENTAPY, 

~OUNTRfi I OF 
uF ORIGIN! AXIS U.S. A. I USE 

ATTACKED 
AND BY WHOM 

RESULTS REFERENCE 

(ETA) 

(IOTA) 

BETA 

(PHI) 

, 

(ALPHA) 

DELTA 

(LL(NIKON 
KRYPTOGRA­
PH I~.ON 
Lnl~ON 

' 

G? (GRO) 

(GRB) 

(GllC) 

(CRH) 

, 

' 
(GRA) 

(CRC) 

' 

., 

' 

I 
I 

( 194¢-CURPENT~I ? OKW ANO PER ALMOST C().1-
H•PS PERS Z S PLETELY R(AQ 
? SIM SY G(RMANS, 

READ SY SIM. 

( 194 I -CURRENT), ? PCRS 7 S ROD 

I 

I ( 193S-cu~REN1) ? PERHAPS 
PERS Z 5 

READ, PRO· 
8A8L Y C().IPRO­
Ml SED. 

T 1¢65 
ANO PERHAPS 
I 22 P <! 
0 71 

I 22 P 2¢ 

T 22~~ T 22 
T 22 

T 1¢63 
ANO PERHAPS 
I 22 P 2¢ 
T 2¢52 

I ,,,00, "" -! 
! (CURPENT) 

1939 PERS ZS PARTIALLY R(- T z;l52 
CONSTRUCTED 

? - ? 19111 OKW 

? - 1941 - ? 1941 OKW 

I 
( 1942-CURRENT) BErORE 194¢ 

SIM 

., - 1938 -
(CURRENT) 

, OllW 
? PERS 1 S 

BEFORE 194¢ 
SIM 

? GERMANS 

? • 1927 - ? ? PERHAPS 
PERS 1 S 

' - ' 

' - ' 

T - 1941 - f ! OKL 

I 

SOLVED 

' 
READ (().1-
PLETELY BY 
OKW. PROOA8LY 
READ SY SIM. 

C ().1PR0'4 I SEO 
BY CCRMANS. 
R(AO 8Y SIM, 

I 22 P .!¢ 
If 1518 p 3 
T 7!11 

I¢~ COl"PRO- T 3¢51 
MISED. 

READ 

BROK(N BY 
OK>i 

READ 

I 17¢ P 2 

ASA REMARKS 

I 
(HAO SR I Tl SH C0'4PR0'4 I SEO 
BOOK. COO( UN~£ADA8L E. 

I ~~~~~~ o~Joro. TI (()4 GAV( 

(BEGAN TO READ IN 194~ WI TH 
C°"4PR0'41SEO BOOK. STILL 
READ.) 

(BE I NG READ AS RCSUL T or 
TICOM) 

I 
(U)IKNOw'N UNTIL MAO£ READABLE 
AS RESULT Of T ICOM) 

I 
( UNKNOw'N) 

( UNKNOw'N) 

(IN PROCESS or BOOK SOLU­
TION) 

(READABLE AS RESU
0

LT Of TICOM 
LIGHT TR A ff IC) 

(ASA HAS C().IPR().11 SEO COOE 
BOOK. UNKNOw'N SYST(M). 

(UN I DENT If I [0) 

(NO MILi TARY SYSTEMS 'oORK(D 
ON) -

(NO MILITARY SYSTEMS WORKED 
ON) 

""""' NO, 1-2 

!? 

: 



DOC_I\8 3560861 

RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 
AS LEARNED FROM TICOM SOURCES 

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 
COUNTRY NAME OE__ SYSTEM DATES 

I 
WHEN TICOM STATUS OF THE SYSTEM 

OF SERVICE DESCRIPTION OF SYSTEM 0puNTRY ' OF ATTACKED RESULTS REFERENCE AT ASA REMARKS 
ORIGIN F ORIGIN AXIS US.A. i USE AND BY WHOM 

GREECE 13 Ml LI TARY 2-f I GURE sues TI TUT I 0'1 c I P~ER WI TH VAR I ANTS. ? ? ? 

I 
·? - 1944 ? IPRIORTO 

! OKH 
1944 READ I 17'1' P 5 

I 
(NO ~IL I TARY SYSTO•S llJRKED 
ON) 

--
I 

I 
GREECE 14 AIR S l NGLE TRAN$POS IT I ON CIPHER. ? ? ? ? - 19li1 - ? 1941 OKH BqOKEN AND I 17¢ P 2 (NO MILITARY SYSTEMS WORKED --

ALMOS; COM- ON) 
PLETELY READ I 

GREECE 15 ARMY DOUBLE TRANSPOSITION CIPHER; ? ? ? 1944? - 1945?, APPROX. 1944 5~ - 6~ or I 17;l P 5 (NO Ml LI TARY SYSTEMS WORKED --
ELAS OKH TH[ TR Afr IC ON) 

READ 
! 

GREECE 16 DIPL()4ATIC 4 LETTER 4 rl GURE I-PART CODE ENCIPHERED ev 
TABLES INTO LETTERS. PAGE DIGRAPH COULD PRECEDE 
DR FOLLOW GROUP DI GRAPH". 

' ? ' ' - ? ' SIM READ? If 1518 (UNIDENTlflED) --

-

-
~ LI 

1S 
LI 

~ 
n 

I 

l... i 
:) 

: 

I 

i 

I 
l 

- ' 
- '· 

' I . I 

-~·.~-·-z 



ooc_rre 3560861 

COUNTRY 
OF 

ORIGIN 

HUNGARY 

HUNGARY 

HUNGARY 

HUNGARY 

HUNGARY 

ll'AN 

I RAC? 

I l>[LAN[l 
[IR[ 

SERVICE 

2 DIPLCJ.!ATIC 

3 DIFLOMATIC 

4 DIFLOMATIC 

5 

I OIFLOMATIC 

2 C()MM(RCIAL 

CIJMM(RC I AL 

I DIPL(O.!ATIC 
ANO CONSULAR 

RESULTS OF EUROPEAN 
AS LEARNED FROM 

(WITH ANNOTATIONS FROM ARMY SECURITY 

DESCRIPTION OF SYSTEM 

ENIGMA CIPHER MACHIN[. ENIGMA 

5-rlGURC (2)-PART COO[. (IRIGl~ALLY L'NENCIFHEl>ED, 
euT LATER ENCIPHERED. 5¢¢ PAGE RANGE. 1~01-
CATOR WAS LAST GROUP or M£SSAG( CONSISTING or 

"u.1" (HUA) 

5 COD NlJMBEPS. (USED ON TOKYO•BUOAPEST CIRCUIT 
ONLY.) 

5-r IGUPE (2)-PART COO(. 3¢¢ PAGE RANGE. AS-
$UH[O TO BE ENCIFH(RED BY DIGIT-rDR-DIGIT SUB­
STITUTION. 

5-rlGUR[ (2)-PART COO[. 3¢0 PAGC PANG[. ENCl-
l>H£REI' BY DIGIT-FOR-DIGIT SUBSTITUTION. INDI-
CATOR WAS LAST GROUP WI TH 2 000 ANO 3 EVEN Nl,Ool­
BERS. 

TRANSPOSITICN C.IFH(R USING REVERSIBLE REVOLVING 
GRILL(. L'SED BY HUNGARIAN RAILWAYS AOHINISTRA­
TION. 

l-L£Tl[R I-PART COOl WI TH VARI CUS (NC I FH[RH[NT 
SYSTEHS. 

COOC USED BY ClECHOSLOVAKIA SKOOA rlRM TO IRAN 
ANO IR AC CONCERN I NG BR I OGE BU I LO I NG PROJ£0S. 

coor USED BY (l(CHOSLOVAKIA SKOOA r1RM TC IRAN 
ANO IRAC CONCER>llNG BRIDGE BUILDING PRC'JECTS. 

•u.3" (HUE?) 

"U.2" (HUD) 

(IRA) 

AXIS 
TICOM 

AGENCY 

CRYPTANALYSIS 
SOURCES 
SOURCES IN PARENTHESES) 

DATES 
OF 

USE I 
WHEN TICOM STATUS 

ATTACKED RESULTS REFERENCE 
,AND BY WHOM 

OF 
AT 

THE SYSl E~ _ _:-~ _ 
ASA ·- -

! 
i 
I 

( 1938-1945) 

I 
? OKH 
? SIM 

! 

1194¢ OKW 

' 

I 
I 

i 
194¢ OKW 

193!1-194¢-"? 194¢ OKW 
i 

? - 1941 - ? 1941 OKH 

( •939-WAA'"1 ' ~" > ' 

? - 1935 - ? I 1935 OKL 

1 - 1935 - 1 1935 OKL 

GERMANS BUil T 
MACH INES BUT 
COULD NOT COM­
PROM I SE WHEEL 
WIRINGS BE­
CAUSE HUNGAR-
1 ANS CHANGCD 
THEM AT NIGHT. 
NOT READ BY 
SIM. 

SOLVED UNEN­
C I PHERED I UN­
ABLE TO SOLVE 
[NC I PH[R[O. 

NO SUCCESS 

NO SUCCESS 

SOL YEO 

SOLVED 

SOLVED 

SOLVED 

T 2248 

T 2248 

T 2248 

(UNKNO'oofl) 

(PEAD rR()I SEPTEMBER 1944 TO 
END Of WAR. 1912 VI 1. COO[ 
BOOK C()IPR()llSEC>. 

(NOT READABLE. 19l5 V 11 I 
COOE BOOK COMPR()ll Sto.) 

(PARTLY READABLE WITH KEYS 
DERI YEO fR()I HUA ANO HUC. 
1916 IX COOE BOOK COMPRO­

M-1 SEO.) 

.• 

I 58; I 1¢¢ (UNKNOWN) 
Ir 126 P '? 

I 22 P 2¢ (I~ COMPROMI SEO. fo!OST KEY! 
~~·o. l 

I 162 P 2 (UNKNO'oofl) 

I 162 P 2 (UNKNO'oofl) 

!HUC, CIR­
ULAR SYS· 
EM, USED 
AME SYS· 

TEM ANO 
BOOK. READ 
ABLE ONLY 
WITH KEYS 
DERIVED 
"ROM HUA.) 

5-LETTER 1 ·PART COO£. 84 ,¢'1¢ GROUPS. USED UN- OV(Q"- B 2c ( IEB, IEC,( IEA, 1£B: 19~ll P[D~ 7 5 
19~:: p 

BROKE COO[. 
LAT~R RECE I VEI 
COMPR()< I SEO 
COPY. IN 19~1 

!) 16, 1941 
REPORT P 1 

(PART I All Y BROKEN IN 1944 
WHEN C()IPR()llSEO BOOK WAS OB 
TAIN[O. STILL BEING READ. 
SUBS TI TUTI ON ENC I PH( RM( NT 
SOLVED IN 1945. ADDITIVE 
SYSTEM BEING READ ON O~PTHS. 
STILL BEING WORKED ON.) 

ENC I FHCRED ANO ENC I FHlRED WI TH SUBST I TU, ;CN ··~D M(NT T£LC-, 
WITH REPEATING AOOITIV( WITH A PERICO or 3311', l<:;;;APH cooc 

>IND I EA) 1942-CURR[NT. 
I EC: 1942-1945 0 16, 1942 

REPORT PP 2 
~ 

1"172 pp 3,4 
ALSO SEE 
I 54 p 3 

SUBSTITUTION 
(NC I PHERMENT 
SOL YEO. ADO I 
TIV( NOT WORK 
ED ON IN 1941 

~~~~-"--~~~~l~~~~~~~~~~~~~~~-'-'--~~~~-"--~~~'--1~~~'--~~~'--~~~~~~--,....,,...-=.-.-...-'--~ 
!;l!AKl NO, I-~ 
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,, .. -

RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 
AS LEARNED FROM TICOM SOURCES 

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 
-··-· -

COUNTRY NAMF OF 
····-- ·-- -

SYSTEM DATES I WHEN TICOM 6TATUS OF THE SYSTEM 
OF SERVICE DESCRIPTION OF SYSTEM · ~UNTK'I AXIS OF ATTACKED RESULTS REFERENCE ~T ASA 

·~ -ORIGIN ORIGIN u. s. A. USE AND BY WHOM 

ITALY I (rOREIGN ~6-~~n~~ip~~:~~T COOE. 
ABOUT 3¢,0¢¢ GPOlJPS. AR 39 R 19. ~I Tr) 1940 - ? 

I 

f PERS 2 S 3,025 GROUPS T 2252 ( 10,2~ GROUPS P.ECOVEREO. --
MINISTRY) 1 Tx-6) SOLVEO COMPR I SEO COPY RECE I vrn 

! 1944.) 

ITALY 2 fORE IGN 5-LETTEP 2-PART COOE. PAGE PANr.E ABA-Oru. NO (AR 40) (I TG) 1942 - ' : 
RECOVEPlD ? T <: 194 I (4,m GROUPS PccovEPrn. --ITAL I AN 

' 1942 PERS 2 S 
MINISTRY INDICATOR, NO (NCIPH(l>MENT. CODE - PERCENT COMPROM I sro COPY ~ECE I YEO 

BOOK ~I 1944.) 
! 

ITALY 3 ' 5-LETTER 2-PAPT COOL ' p 1¢ ? 1937 - ' ? ? RE COVE PED T 92 ; (UNIO!NTlf IED) --
i <:fijf. 

ITALY 4 (rOPEIGN 5-rlGURE I-PART CO)E. PAGE PA~GE l~-3¢2. H 2~ H 26 ? BErOPE 1914 ? PERS z s ABOUT 3,0¢¢ T 2252 (lNKNCM< IN ASA BEfORE PE- --
MINISTRY) VALUES IN fRE'ICH. ' GROUPS R(- CE I PT or C().4PP().41 SEO COPY. 

COVERED 1944.) 

ITALY 5 rORE IGN_ 5-rlGURE 1-PAPT CODE. l'l,51<1¢ OR 1 ~, ,;00 cqouPs. qA I I R 15 ? 1937 - ? R~~VEPED T 98 (COMPLETELY RECONSTRlJCTED --
Ml NI STRY flRS.T G~OUP WAS. INDICATOR. • ClfP~PIO, ?PERS ZS 

T 2~2 
I IN ASA. C().4PPOM I SEO COPY 

·- TASCABILE · T ~0 6 i RECEIVED 1944.) 
T 37 

i 

ITALY 6 fOREIGN 5-rlGURE I-PART COD(. PAGE PANG(¢¢{" 186. RA R II (ITH) ' 193~-194¢ RECOVERED T 2~2 I (CQto!PL(TELY RECONSTRUCTEO -- g MINISTRY 1-9,40¢ GROUPS. ENCIPHERED WITH "TAB LLA LM" PER 7 S 7¢;. T 3 35 IN ASA. C~OMISEO COPY 

ANO 10-PLACE TABLE. -· 
RECEIVED. 1944.) 

I 
: i 

l I T.C.L 'I -, fORf.lt;N 5-r IGtJqE 2-FAQT §CO[. PAG( RANCE 1¢¢-5L4. '10 Y ·I R 11 (I TP) 193¢- •9j3 ., rrns z s 

I 

5,·)~ ..}ROUPS T 94 (CCl>lPROMl$LO COPY RECEIVED --
~ 

"INISTRY [NC I Fl<f.RMENT. ; , 4¢¢ GROUPS. 

I 

z I LL I 11 SOL'/[;) T 2249 I~ ASA rRC>! GCCS IN 1943.) 
Ok T ~252 

::: 11 7 T 31ZJ3 

IT ALY 8 rDREIGN 'j-rlGURE >.-PART COO£. 2 7, 7¢0 GROUPS • •R 25 R 8 ! ITB) 1933 - ? ? PERS Z S ' 9,~ GROUPS T 22~2 ( 8, I 0¢ GROUPS RECOVERED IN --
'41NISTRY 

I 
I TX-2) S YEO T 3¢ 5 ASA. C0MPR().l 15En COPY RE-

CEIVEfl 1944.) 

I 
ITALY 9 rOREIGN ' 5-rlGURE 2-PART COOE. 26~5¢0 GROUPS. £N- AR 29 R 12 (I TC) 1935-1933 qECOVEREO T 22~2 (3, 750 GROUPS RECOVEREO.) --

"INISTRY CI PH(RED WI TH "TAB ELLA LM • ? PERS Z s ABOUT 5¢:li T 391 6 

ITALY 10 rDREIGN 5-r I GI.IRE 2-PART COO(. 26, 1¢0 GROUPS. PAGE AR 15 R 13 ? 1936 - ? 
? PERS .1 S RECOVEREO T 22~2 (PAGINATION SENT TO ASA BY (3,¢¢0 

'41NISTRY RANGE 2¢1 -f,¢5. 2¢;. T 31!! 4 GCCS, WHERE SYSTEM IS XN!l'wN GROUPS 
AS AR-Y. TRArr IC NOT SEEN IOENTI-
IN ASA.) f IEO IN . 

GCCS.) 

ITALY II rOREIGN 5-LETTER 2-P4RT CODE. 29, ¢64 GROUPS. NO EN- AR J121 R 14 ! ITO) ? - ? 
1938 PERS 

10, 125 GROlFS T "?.52 ( 12, 4¢¢ GROUPS RECOVERrn IN - . 
MINISTRY CI PHERMENT. I TX-3) 

i 
z s SOLVED ASA. COMPR().l I 5ED COPY RE-

I 

CEIVED 1944.) 

' 
ITALY 12 rOREIGN ~-rlGUR( 2-PART COOE. 27,6¢¢ GROUPS. PAGE AR 17 R 16 '? 1937 - 1 I 1933 PERS Z S 4, 442 GROUPS T 22~2 (PAGINATION AND ABOUT 2lJ0 (KNOWN 

MINISTRY ANGE 201-652. ENCl"HEREO WITH 1¢¢-PLACE TABLE. RECOVERED T 30 3 I DENT/ r I CAT IONS SENT BY GCCS TO GCCS 

I NO I CA TOR: 0 BffORE THE DATE. ' TO ASA. TRArr IC NOT SEEN IN AS AR-Z.) I 
I 

i I I 
.. 

ASA.) 

ITALY 13 (rDPE I GN 'j-r I GURC 2-P,<R.T COOE. 26. 70¢ G~OUPS. IMPERG I R 19 ! I TA) 1997 - ? ? PERS Z S 
6,¢¢6 GROUPS T 97 (8,.5¢121 GqOUPS RECOVERED. --

MINISTPY) I TX-4) (I 3S • ?) SOLVED: "READ" T U52 C().IPROM I SEO COPY RECE I YEO, 
I BY PERS Z S. T 2~ 14 1944.) 

I WORKBOOK: 4~ T 3 40 

I 

qECOVEREO T 3047 
T 1117 
1-22 p 3 p 9 

! : -- -
CHART 1'10. 1-2 



DO~I· 3560861 

RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 
AS LEARNED FROM TICOM SOURCES 

tWITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 
... • 

COUNTRY U~E_,_OF_S_'(ST EM 1 DATES I WHEN TICOM STATUS OF THE SYSTEM 
OF SERVICE DESCRIPTION OF SYSTEM OUN TRY· OF ATTACKED RESULTS REFERENCE AT ASA REMARKS 

ORIGIN PF ORIGINI AXIS u S. A. USE AND BY · WHOM 

ITALY 14 (rORE I GN 5-r I GURE 2-PART COOL. 251 PAGES. (ACUILA) R C2 (I TX-7) 
1 

(PUBLICATION! ? ? RECOVERED T 96 I (UNKNCM-1 IN ASA BErORE RE- --
Ml.~ISTqY) i DATE 1942) · 2¢'.'-25% T 112¢ CE I PT or C().lPR().11 SEO COPY 

I • I~ 1944.) 

ITALY 15 (FOREIGN 5-r1GURE (2-PART) COOE. ( 17, 775 GROUPS.) (ASSE) I. T.B. ? (PUBLIUTION ? .., RECOVERED T 2196 I ( C().1PROM I SEO COPY RECE I VEO --
"INISTRY) 2¢ DATE 1941) 7% 1944. UNKNCM-1 IN ASA BErORE 

THEN EXCEPT rOR PAGINATION 
, SUPPLIED BY GCCS. ) 

.. 
i 

ITALY 16 ? 5-rlGURE 2-PART COOE. ? K 16 ? ? , ? RECOVERED T 2¢93 1 ( UNKNCM-1) --
i i 2¢% ! 

I I 

ITALY 17 ? 5-rlGURE 2-PART COO(. ? 

I 
K 13 ? i 

1917 - ? ! ? ? RECOVERED T 2¢95 ; (UNKNO..W) --I ABOVT 4n 

i 
' 
! 

11 ALY 18 ? 5-r IGURE 2-PART COO(. ? 

I 
K 19 ? ? 1 ? RECOVERED T 1¢4¢ I (UNKNOWN) --

I 
50:' T 2¢')0 

I 
IT ALY 19 ? 5-rlGURE 2-PAqf CODE. ? K 20 ? ? 7 ? RECOVERED T 2¢94 (UNKNOWN) --

21':' T 3¢39 

1 ! I IT ALY 2¢ ? 5-rlGURE 2-PART CODE . p I p I ? 1919 - ? ' ? RECOVER[O T 3"142 (KNOWN IN ASA BY NAME ONLY, -- ) 

i I 
LESS THAN 5 ~ T~qOUGH GCCS.) 

ITALY 

~ 
21 ' 5-r I GUllE 2-PART CODE. p 2 p 2 ? 1919-192¢ ? ' RECOVERED T 3¢41 (KNOWN IN ASA BY NAME ONLY, --

5¢:' THROUGH GCCS. ) 

ITALY u ., 5-rlGURE 2-PART CODE. p 3 p 3 ? BffORE 1931 i 
, ,. 

RECOVERED T 89 (PAGINATION KNOWN IN ASA, (ENCODE 
15%-2¢:' SENT BY GCCS. ) WAS 

' SOURCE 
or LMB 
ANO LMC 
ADDITIVE) 

I 

5-r1GuRc 2-P•RT cooc. p 4 1924 - ? 
., (KNOWN IN ASA BY NAM( ()NL Y, ITALY 23 ? p 4 ? I ? R~COVEREO T 9¢ --

I n-50% THROUGH GCCS.) 

ITALY 24 ? 5-r I GUq( 2-PART CODE. PAGE RANGE l~-598. ? s 1 ? ? 1 ? R(COV(R[O T 2197 (UNKNOWN) -· 
1~· 15% 

I ULY 25 ? 5-rlGURC 2·PART COO(. PAGE RANGE m-211. ' r .1. 2 ' ' - 1918 • ., ? ? RECOVEREO T 2¢92 (UNKNCMI) .. 
CH Ir- 21':' T 2¢97 
r~I ER- i CODE 

T 3¢38 ITALY 26 ? 5-r1GURE POSSIBLY I-PART CODE. ? K 14 ? ? 

I 
' ? PE COVERED (UNKNOWN) .. 

15% 

ITALY 21 ' 5 -r I CUR[ 2·PART COO(. ' R 3 ? ? ?PERS ZS RECOVERED T 91 (UNKNOWN) .. 
sn-6¢% 

I 
ITALY 28 t 4·rlGUR( ?-PART COO£. ' K 15 ' ? ? T RCCOVERCO T 3¢4¢ (UNKNOWN) ·-

R
3

14 
31':'·4¢% 

' I I ' 
""""I NO. 1-~ 



. o·o~.re 3560861 

COUNTRY 
OF 

ORIGIN 

ITALY 29 

ITALY 

I TAlY 31 

ITALY 32 

ITALY 33 

ITALY 

ITALY 35 

SERVICE 

EMBASSY, 
l4ADRIO 

rOREIGN 
MINISTRY 

fORE IGN 
MINISTRY 

POL I CE 

rOREICN 
MINISTRY 

' 

RESULTS OF EUROPEAN 
AS LEARNED FROM 

(WITH ANNOTATIONS FROM ARMY SE CURI TY 
- ·· · -

AXIS 
TtCOM 

AGENCY 
JffiML_O_f. __ $_'(_S_I_E M I 

CRYPTANALYSIS 
SOURCES 
SOURCES IN PARENTHESES) 
1 WHEN THE SYSTEM 

DESCRIPTION OF SYSTEM ~9UNTRY -----, 
JF ORIGIN AXIS U.S. A .. 

OATES 
OF 

USE 
ATTACKED 

AND BY 'WHOM 

TICOM lSTATUS 
RESULTS REFERENCE! . 

OF 
AT ASA REMARKS 

GERMAN DESCRIPTION: "1943. 4-PLACE ITALIAN 
r IGUR( COO( COMPILED ON THE BASIS or CAPTU!lED 
MATERIAL. TRAfflC: I TAllAN EMBASSY l4AORID AN!> 
THE I TALI AN REPRESENTATIONS IN SPAIN.• PACE 
RANGE ~-99 . 

2-PART COOE. ?l,4¢l!f GROUPS. 

2-PART coor. ABOUT 3¢,i!l¢¢ CROUPS. USUALLY 
UNENC I PHEREO, 

2-PART COOE. ABOUT 22 .~¢ GROUPS. ENC I PHEREO 
WI TH l~"PLACE TABLE. 

4-rlGURE 2-PART COOE. 

COOE-ENCIPHERMENT SYSTEM:. ADDITIVE TABLES RUNN• 
ING fROM I - 3 DAYS. 

I COOE-ENCIPHERMENT SYSTEM: 1~-PLACE rlGURE·-
1 LETTER SUBSTITUTION TABLES. 

. 

' 

AR I 

RA 18 

ClfRARIO · 
"S.P." 

TABELLA 
LM 

' ! 

I 
' 

I 

.., 

' 

TB OHNE. 
BE2E I CHN­
UN!': 

TAB(LLA 
LM l ITAl I TB 

I TC 
I TP 

I '? - 1943 - ? I 
I 

1931 - ? . 
USED IN 19)9 

7 

''l'l ~~ 'J I 

RECOVERED 
.S~-7~ 

T 3¢49 
T ~49 

T 2252 

1939 - ? 1 i9~~ F[PS Z 5 T 2252 

I 
I 1938 - 'I 

I 

? 

i 
I 
i 
i 

I 

i 5 RECOV(REO 
ABOUT 1,ll¢iil 

GROUPS 

T 225~ 

1942 PERS Z S 1¢¢:g COMPRDc T 87 
MISED 

194¢ PERS l S BROKEN 

! 

1 PERS l S i 
I 

T 2252 

i ( UNKN(),/N) 

I 
! . 

I (UNIDENTlflED) 

' 

(UNIJENTlflEO) 

i (UNIDENTlflEO) 

(UNKN()wW IN ASA BEfORE RE­I CE 1 PT or C()IPROM 1 SEO copy J 

I 

I 

( AOOI T IV( TABLES LARGCL Y 
RECOVERED) 

(UN I DENT Ir I ED) 

.__,.T NO. r •l 

SENT BY 
SCHAUff­
lER or 
PERS l S 
TO PASCH­
KE or 
PERS l S,~ 

:M:PT. b 

' 



.":.' ·. -

oo~re 3560861 9· e .. 
RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 

AS LEARNED FROM TICOM SOURCES 
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 

COUNTRY ~E __ QE_$_Y_$_i~-M HI DATES 
I 

WHEN TICOM STATUS OF THE SY!)I EM 
OF SERVICE DESCRIPTION OF SYSTEM 5puNTR't' · OF ATTACKED RESULTS REFERENCE AT ASA ~EMARKS 

ORIGIN F ORIGIN AXIS U.S. A. I USE AND BY WHOM 

JAPAN I OIPL().IATIC MACH I Ni: CI PH(R "TACt<I • JB 48 ( "RED" 

I 
1935-1941 ! BEFORE. 1939 READ REGU· I 64 P ~ (SDI.YEO BY 1936) --

BANA • OR MACHINE) 1 PERS l S LARLY I 9l!f P P 4 
"ANGOOKI I 0 5111 p ~3 
TAIPU A" I 118 P 7·8 

I 22 P 2 P 7 
p 16 

><ACH I NE CIPHER, NOT RECDGN I ZED BY GERMANS AS "Hlt\OKI" JB 48 ("PURPLE" 1939- 1945 
: 

0 5111 PP 22 ·31,, (BROKEN 2111 FEBRUARY 194¢) --JAPAN 2 OIPL().IATIC 'PERS l s NOT READ 
01rrERENT FR().! "RED" MACHINE. OP "AN· MACHINE) 

6~3P 3 GOOKI TAI (JAA) I 
PUB" I 9!1l pp 2-4 

I 118 pp 7-8 
I 22 pp 2, 7, 

16 

JAPAN 3 A SER I ES or LETTER CODES USED BEFORE 1934. ? PERS l S D 5¢ --
GER'-"N DESIGNATIONS RUN f"R().t JB 3 TO JB 2~, PLUS 
JB 30 AND JS 3 I • 

JAPAN 4 DIPL().t.<TIC 5-LETTER COOE, GROUPS IN f"ORM CVCCV. 1¢.~¢ ' JB 55 ' 194111 - ? 1941 PERS l S NOT SOLV<O D 59' p 34 (UNIDENTIFIED) --
VALUES. 

I 
I 

JAPA'I 5 ' 4-LETTER COO[ ... or fRO>< CO-ORDINATES. ' JB 51 ' ' - ' I ' 
I 

C().IPL(T(LY T 335 (UN I DENT Ir I ED) --
RECOVERED 
WITHIN LIMITS 

I or AVAILABLE 

~ 
DI AGRA>< 

5 
I 

4-LETT(q COOE, 

~ 
JAPAN DI PL().!AT IC i PRONOWICEABLE GROUPS. ' JB 59 ? 1941 PERS l S NOT READ 0 5111 p 35 (iJNIOENTll"IED) --

JAPAN 7 ? 4-LETTER CODE. ? KIMI ., ' - ' I ' RECDVERCO T 2(11¢9) (UNID[NTlrt[Q) --
I~ T 2¢¢1 

T 2¢¢2 
; T 23~ 

J.APAN 8 (0 I PL().IA TIC) 2-LETTER 4-LETlER COOE: INDICATOR W.AS "LA". ? J8 29 (JAH) 1925-1945 I ? OKll OKW: FULLY 0 §Z p 14 p 16 (BROKEN IN 1927. 1925 COPY --
OR OR i ? PERS l s R(COV[RED. I PP 2-4 or CODE CAPTURED. SLIGHTLY 

"LA "-CODE ( "L• ") PERS l S: I 118 PP 7-8 CHANGED IN 1934. READ 19J¢:11.) 

I I GREATER PA~T I 15111 P 8 
I or TEXTS 

I 
I I R(AO. 

JAPAN 9 DIPL().!ATIC 2-LETTER 4-LETTER COOE: ~-LETTER GROUPS CV OR ? JB 44 (JAi ?) ( 194 I - 1945) 

I 
? PERS 1 S 

I 
? D 5111 P 33 (SOLVED 1941) 

VC: 4-LE T TER GPD:J?S PRONOUNCEABLE, I ND I CA TOR: 
"I J ". (Ol~Ec l>IDICLTORSt IP, AN, P.A, KA) 

JAPA~ ill DIPLO><ATIC 
' 

2-LETTER 4-LET-rER COD(. 2-L[TT[R GROUPS VC OR ? I J;! 47 ("HE") ? - ? i ? P[RS l S ? 0 5111 p 33 (READ) --
CV: 4-LETTER C'lO:.JPS VVCC. INDICATOR: "H['' • 

I USED AS SPELLEP· I 

I 
I I 

I I 

JAPA~ II ? 2-L[TT(R 4-L[Tl[R CODE. TRANSPOSED ::m KEY or ? ! J;! 5¢ I (''PA-Kl") 
( 1939-194¢) 1 PERS 1 S ? 0 5¢ p 34 

I {READ) --

I 
L[NoTH 7, 1¢, _14, OR 15. FIRST CIPH(q Gqovp or 

I TEXT TRANSPOSED ACCORul NG TO u~r T or O~TE •ND 
PLACED •T (N) or '4[5SAGE. ENC I PH( RM( NT CHAN~ED 

' 
I JU.•E 19~0 M<P 3 N(ll 7-PLACE KEYS \/LP( rou,J. 

I 
I 

I 

I 
I I 
I 

; 
I I ·---· CHART NO. I-~ 
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• 

COUNTRY 
OF 

ORIGIN 
SERVICE 

JAPAN 12 OIPLC»4ATIC 

JAPAN 

JAPAN 

JAPAN 

JAPAN 

JAPAN 

JAPAN 

JAPAN 

JAPAN 

JAPAN 

13 DI PLC»4ATIC 

14 

15 

(rOR£1GN 
orr I CE) 

It OIPLC»4ATIC 

OIPLC»4ATIC 

DIPLC»4ATIC 

19 OIPL()o!ATIC 

2¢ OIPL(MATIC 

21 OIPLCMATIC 

RESULTS OF EUROPEAN AXIS 
TICOM 

CRYPTANALYSIS 
SOURCES AS LEARNED FROM 

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 

DESCRIPTION ·OF SYSTEM 

2-L[TT[R 4-L[TTER COO[. 2-L£TT[R GROUPS, ANY 
[XC[PT °"AIRS;" 4-L[TT[R GROUPS PRONOUNC[ABL£. 

2-L[TTER 4-LETT[R COO[ WI TH INDICATOR IN rORM 
CVCCV. [NCIPHtR£0 BY TRANSPOSITION; ~ECTANGL[ 
HAO BLANK C[LLS, 

2-L[Tl[R 4-L[Tl[R COO[. 4-LETT[R GROUPS HAD 
rORM CCVC OR .VCCC. INDICATOR GROUPI "IP". 

2-L[TTER 4-L[TTER COOE [NC I PHER[O BY TRANSPOS 1-
TION. P.[CIANGLE HAO BLANK CELLS. 

2-L[Tl[R 4-L[Tl[R COO[, TRANSPOSED ON BASIS or 
A R[P(ATING 19-PLAC[ KEYWORD. "KOKOK", "GAGAG", 
ETC., W[RE INDICATOR GROUPS. 

2-L[TTER 4-L[TT[R COO[. 2-L[Tl[R GROUPS or 
rORM vc OR CV ANO 4-L[TTER GROUPS PRONOUNC[AeL[. 
INDICATOR GROUP1 "KO". 

. 2-L[TTER 4-L[TT[R COO[ [NC I PHER[D BY DOUBLE ? 
T1l ANSPOS IT I ON, 

2-L[Tl[R 3-L[Tl[R 4-L[Tl[R COO[. 2-L[TT[R 
GROUPS ANY, [XC£PT '!>AIRS ANO DOUBLE VOll(LS:" 'l­
L[TT[R GROUPS VOW[LS; 4-Ll'.TT[RGROUPS PRONOUN~E­
ABL[, 

2-L[TT[R 3-L[TT[R ~-L[TT[R COO[. 2-L[TT[R 
GROUPS ANY, [XCEPT FAIRS ANO OOUBL[ VOWELS;" 3-
L[TTER GROUPS VOll(LS, TAKEN rR().I "J-14"; 4-LtTTEI 
GROUPS PRONOUNCEABL[. 

SUCCESSOR TO PA·K I. 2-LETTER 3-LETTE~ 4-LETTE~ 
COOE. 2·LETTCR ANY, [XCEPT °l>AIRS AND DOUBLE 
VCM:~S;" 3-L[TTE~ VOWELS, TAKEN rR().I J-lii; 4 -
LETTER PRONOUtlCEABLE. 

NAME QF SYSTEM I OATES 
OF 

USE I 
WHEN TICOM STATL.1$ 

ATTACKED RESULTS REFERENCE . 
.AND BY 'MiOM 

OF 
AT 

THE SYSTEM 
ASA ~ --::: 

~'b~m~ AXIS ll S. A. : 

, 

' 

' 

' 

' 

JB 52 ("J-12")11 JA~ 194¢ -17.PERS ZS 
31 MAY 191!¢ 

SCME R£C0V[fl:C 0 5¢ P 34 
T 336 

(READ) 

JB 57 ("J-i6 ~ 194'!-1942 
K-5 ") I 

JB 6¢ (JAIT) 

? PERS 7 S 
? RLM/rA 

1 OKW 

R[AD BY PERS 
2 S VIPlUALLY 
TH[ ENTIRE 
TIM[ 

' 

J-13 •ru, (JAE) 
~1 •. OR 

( "J-19") 

! (1941-1945) 

I (1941-1943) I 
1 PERS Z S 

? OKW SOLV[{) 

"KOKOK" 

JB 53 

JB 54 

? 

("J-14") 

' - 1942 

' - 194¢ - ' 

I JAN 194¢ -
15 AUG 191'¢ 

I 
I 

1941 OKW I READ 

i 

194¢ P[RS Z S 1 

11942 PCRS Z S READ rRCM 
! MICDLE or 

1942 TO JUN[ 
OR JULY 1943 

1 PLRS Z S 

I 

("J-15"?) 15 AUG 194¢-i ? P[RS ZS 
31 OCT 194¢ f 

D 5¢ P 34 
pp 42-Ti3 

T 18¢ 
I 22 P 21 
I 54 

i I (RCAO) 

I 

0 5¢ P 4~ I (SOLV[D IN 1941) 

I 15>1 p 8 I 
I el PP 4-5, ~(SOLVED AUGUST 1941) 

I J 18 PP 7-8 ' 
I 54 P 5 I 
I 124 P 3 ; 

I 
I 31. P 5 P 8 (UNIDENTIFIED) 
I 91' PP 2-4 
I 118 PP 7-8 
I 84 P 5 
I 15¢ P 8 

D 5¢ P 35 

I 22 P 8 (UNID[NTlrtro) 

D 5¢ P 34 (!>[AD) 

D 5¢ P 34 (R[AO) 

I JB 58 

I 

I ("K-3") 

! 

I JUL 1940 - 1 PERS Z S 
1 DEC 1940 

? D 5¢ p 34 
p 35 

(R£AO) 

I 

i 

, 
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RESULTS OF EUROPEAN 
AS LEARNED FROM 

(WITH ANNOTATIONS 

AXIS 
TICOM 

CRYPTANALYSIS 
SOURCES 

FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 

~co~o;-;:~~~l~,:~y';"T=S=E=R=V=l-C-E~==D-ES_C_R~l.,.P=T=IO=N==O=F~=S=YS=T=E=M~~· -~· r=. fn 7,-;-0N.,..,~T-=-:~~,N~I 0~:;-x=-;s,_, __ s""'l""_s=J=-~~~A~-:~~-.0~:""'o:~F:=-s-~IAND_A....,.Tw,,.,.~,..,,~=-'~..,...E-8M-,-R-E-S-U-L-T-S......,..R-E-:i=""t-=-~.,,..i""'~c-E...,i""T.~AT""'us"="""-=~=~--=x,.,.~""i,....,,,sv""s""'r=E~M~MARK-~~ 

JAPAN 23 

OIPL0><n1c 

JAPAN 25 OIPL().1ATIC 

JAPAN 2u OIPLO-~ATI( 

JAPA" 01 PL()<AT IC 

JAPAN c8 DIPLOMATIC 

JAPAN 29 DIPLO-lATI: 

3-L(IT[R COO[, l!P:l YALU(:; IN :ox Hlx1c¢. 

2-LETTER J-LETTc~ COOE, T."NSPOS[D. ~EU•,,GLE 
WAS 25x1¢. ORiCINA~LY USEIJ "SIGNATURE" ~uu.s. 
(LATC:R ADOPTED BLAN!.; CELLS INSTEAD.) 

<!-LPTER 4 ( ?)•LETTEe COO[, TRANSPOSED. PEt:-
TANGL[ HAD WIDTH or 25, Dt:PTH or 1¢, WI TH 3LAN~ 
CELLS. IN JAN ;944, ELANK ([LLS RAN VERTICALLY 
AND ,.iOR 1 ZO'IT ALLY. 

c-L[TT(R COOE: l"IOICAToJR GROUP: "CA". 

~-LETIER 1-PART COOE, CV, ENCl;>HERCD B" SINGLE 
THANSPOSlllON WITH R(CTANGLE 6 WIO(, 5 CP. 1¢ 
OC[P WITH BLAl<~S 015Tfl18UT(I) EVENLY THqOUCHOUT. 
THREE KEYS. US[I> BE !'.1£t:N JAPMI AN() flUR~', 
PHILLIPlllES, ETC. 

?-LETTE~ ?-PART COO(, TPANSPOS[ll. REC rANGLE 
HAD BLAllK CELLS. ::'Al LY KEY. 

11-flGURE 1~¢¢-VALUE CCOE ENCi PHERCfl BY BOOK 
ADDITIVt:. ADDITIVE BOOK ~AD "¢)l,\1Jf<.l¢ ADDITIVE 
VALUES, EACH PAC:( or BOOK 8E ING oqA....,, UP <l'- x 
25. T~E POINT AT WHICH TH[ [NCIPHERER STARTt:D 
TO USE THE ADDITIVE WAS INDICATED BY AN INOICAT() 
GROUP, E.G. TLUSR. ArTER THE ADDI r1vt: PPO­
CWURE WAS CGWLETED, THE rlGURE5 WERE CON­
VERED TO LETTERS, THE SA"E LETTERS ALWA15 RE­
PRESENT I NG TH( SA"[ NU>!BERS, 

Ji) 35 

J3 37 

JS 64 

JA 5-'., 

.l04.~4., 

BCBCB, 
CllC!lC, 
£TC. 

I , ·xA ., 1934 - ? 

I 
I C ">.e "l 193;; - ? 

(JBA) 

(JEA) 

(JAJ) 

(JA'4) 

I 

B~'.JK[" 

BPOK[N 

I 

? PERS 2 S I dROK[N 

i 
I 

' I 

I 
I 

19~¢ PERS 2 s I 

I 
1942 PE~S 2 s I 

! OKW I 

I 

? 0t(W 

OKW 

R[A(\ S'4ALL 
A>!Ol:NT 

PERS 2 S: 7 
OKW: READ 
U"TIL 1944 

I I 11!4 

; 1124 
T 5¢ 

I 9:l PP 2-4 

D 5¢ P 34 
T 3179 

I i/ll PP <-4 
I UP 17 . 

I ~PP.?-~ 

I (P[AO) 

( JBA IS 
A 2-L[T­
l[R >.­
LETT!'.R 
COO( BUT 
CHANCE I. 
NULLS !)( 
SCRIBrD 
TOO~ 4 
PLACC IN "o 
JBA IN "' 
DEC 19lili 

(Or f[N 
ENCI­
PHERED 
BY JAA, 
JBB, JBC, ! OR JBD) 

(UNIOENTl·-IED) 

(~NIDENTtrlEO) 

I 
c oROKEN JA" 1945. <5:' - 5i%5 I 
RE•DABLEI· ~K DI SCO~llNU[D 
A~ 1~5 I 

-·JIU. 1-l 
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COUNTRY 
OF 

ORIGIN 

31 

JAPAN 32 

33 

SERVICE 

( 0 0~E1Gtl 

Orr 1 C[) 

DI PLC"-!•1 IC• 
CCl'·N(QC I •l 

01PlC1'tATIC 

()Ji"LCMATIC 

RESULTS OF EUROPEAN 
AS LEARNED FROM 

AXIS 
TICOM 

CRYPTANALYSIS 
SOURCES 

(WITH ANNOTATIONS FROM ARMY SECURITY 

DESCRIPTION OF SYSTEM 

~-rl~lJR( coo:: WITH O"lLY t!,5;m GWOUPS. [N(l­
PHERW e·· 800~ •D:Jl TIV[ A".JO SIMPL[ LETTER 5US­
STITUfl0.1 ~51N¢ 7HE ~CrTERS cr~:~LNORSY. 

DIGRAP'ilC SU6SflTUT10N .,JO T~AllSPOSlllON A?PLlf.ll 
10 11 CODES, DE$l~•i.1rn AHSAJ, ETGAV, •"'~li" . 
ll'll\f. AHSAJ WA5 A 3, Ji, 5-L([T(~ CODE; t:TGAV 
WA5 ~-LETTER: AM~u>t \IAS 5-LCITER; ILNIM l.'AS U>I· 
KNO\of.<. EACH c¢oE HAO 1¢,¢¢0 VALUES . 2 f.NCI -
PH[RING .. eLlSl Cl'DL usrn ON [VlN OHS, V(VAZ 
ON OOD DAYS. . 

"ONOALDf<48[TIC SU8511TUTl()N Cl~H(R WITH ~-l[Tl[R 
Gl>0Uf'S rOR Pl/N~TUATIQN ; INDICATOR cqou?: "•UG". 

VQNQ;I rt.A8l TIC i;UBSTI TUT.ION ACCORDltlG 10 1"[ DAY 
(:"' Trl[ '"'ONTH. INOIC.&TO~: "IP.&f')f". 

mM<SPOSlllON CIP>i[R \II rH 5-rlGURE INDICATOR 
GROUP . 

~e~fR?

1
_0_F_$_Y~.T E.~--1 

PF ORIGIN AXIS us. A. 

JB C? 

. "ClfOL-
1 V[VAZ" 

JB 41 

(Jee) 

( "c1rOL­
VEVAZ ") 

( "Yl'G") ! 

AGENCY SOURCES IN PARENTHESES) 

WHEN DATES 
OF 

USE 
ATTACKED RESULTS 

AND BY 'M-IOM 

( 194p - ? ) ? OK\I 

I 

I 
1936-1941 : ? PERS Z S 

I 
i 
I 

? - 194¢ - ? I ? OKI.I 

? - 19li¢ - ? 'I PERS Z 5 

I 

ADO! Tl VE 
S TR I PP(I) AtlD 
eOOK·BREAK I NG 
BEGUN 

~u - 50~ 
j RECOVE~Ell 

' 

TICOM STATUS OF THE SYSTEM 
REFERENCE AT ASA ~MARKS 

I 22 P 17 

I 31. P 8 
I 9IJ PP ~-4 
I I l·S PF 7-8 
I 15¢ P S 

D 5¢ P 33 

D 5¢ P 35 
~ 42 

D 5¢ P 35 

I (BROKEN JAN 1944; 2 ADDITIVE I BOOKS usED, SECOND Err Ee 11 vE 
I rm 1944. BOT~• RECOVERED. 

1 ·~' "~'"""' 

(R[AD) 

(UNIOENTlflED) 

CHART NO. 1 ·c 

) 
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS .' 

AS LEARNED FROM TICOM SOURCES 
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 

COUNTRY NAME OF SYS I EM DATES I WHEN TI COM ~TATUS OF THE SY~1 ~IV -··-OF SERVICE DESCRIPTION OF SYSTEM ~uNT~j OF rJrMc~ RESULTS REFERENCE AT ASA ·-AXIS us. A. -ORIGIN ORIGIN USE 

l41\'IA I DI PLC><A Tl ( TqA>ISPOSITION CIPllEll, Bl)p~·~ 1 ~Q.[ Alj() DO<.eLE, ' 
I 

' t ' - ' ., P(~ l s ' I UP '" (~. ONLY Pl.AIM T[XT --SCM:Tl'«:S WPEl>C>IC.1"'41:11tD WIT~ VIC£>ft;>( Sl.llSTI IU· I MC5S•CCS ~£CE 11'£0 AT ASA. } TIOlf. 

l 1 T'<U•Nl A I DIPL()4ATI( T~•t.ISPOSI TI Oll C IPI<~, B!)l>i DMLC AflO Sl~GLE, ., 
' 

., 
? - t I 1 P(QS 1 S . ' 'u P rt<'! (LI THVANI~ TRAfr lC NOT -· 5()4(Tl'4C5 SUP(l:CIOCll>t<CPCo WIT~ VIGC~1>[ Sl.llSTI TIJ· I 'WORl\(0 ON BY AS•. ) TION. I 

' I R[.<() CU~llCWl.' l 1 T!<UAN IA ! All< f"()I>(( TPAll!>POSITl()N ~IPH(k Wll" 1>[VQl.V1HC GPILU. 1 1 ., 
19:\~· 19)9 

i 193'3 OKL I 1~' p ~ (L fT'ilJ~IAN llUrrrc f<Ot --
~K(Q ON Af ASA. } 

'1At«:><IJl> I A ' DI PL()4AT IC 5-r I CIJl>C .?· P•Pl COO[. 'f ? ( .... , 191&.:-11~5 , 1 T 1 ( NOT WllRKtD ON Al •SA.) --
'<>o<CH~1A l , I ')• l(Tl(R f · PAPT COO( . ., . ., 19J'l • ' "1 PERS l s 'f T 76 P 36 ('-"°""') -· 
'<AN(HUlllA 3 ' 5•l(TT(O 1· PART COO(. H<DICH(IR AB>Yl. ' ' 1 1940 • ., ? P(l>S 2 5 t T 76 P 36 (UNllNl7'.ff) .. 
'<ANCHIJ"I A b ' O•L[TTEA '·PART COOE C" rORM CVCY. 

BEPL I H ANO q()4( • 
vsro BEN!:rH ? ' ' V$(1) ONLY IN 

MAPCH 19~~ 
? PEAS l 5 1 T 76 P 37 (UNKNQ\m) -· 

i '<All':H<.111 A s t 4-r! G\ll>( ~·PART COO(, All MCSSAG(S 5HRTCD WI TH ., 1 1 ? • 7 ? ()KW CC)4f'A<>11SCO. r 177 P 3 ( UOIKNQwti) --GR/"..()P "''I() 1 I • 

.... AN(H~lf. 6 QI PL()UllC TOAf<SPOStll(lN CIPH[P WITH BLAN!': CELlS JN P(C· ' 
I 

7 ? 1,3~ - ' 19~ll P(A!. 1 S s0t.vro . l J6 p ~6. (\.o.K~) .. 
TAllCt.£ Ar<! D•llf (HAUGluC KEt. USlO JAPAN(S[ 3g.ij, lA"GIJ4G.£ • 

t 
"4.AN(HUJ;IA 7 PROBABLY T~AN5Pll5tfl0N ( I FHCP Wl ff.i CHANGIHG £H(tf'H['ll'<[NT$ ' ., 1 1935 • 1 t PEAS l S 1' I ?ti> P 36 ( l•Nl!NOi,oj) ·-( rHolERC I 4L t;0Y[PN£0 et ['14 TE AN() ~£1>. 

M,uit(HUP.J A 3 ' TAAN')POS IT r ON (NI; I f><E"'IE NTS or 4 B•sr ( .JAPANESE , 7 "? 1 • ~ ' P(PS l S ' I UP ZI (UHl!N~) .. 
J • l(TT(O. 8('10f(. 

' I 
I I 

I 

I 

l i I i I 
' I 

L '"""" ~. I-" 
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RESULTS OF EUROPEAN 
AS LEARNED FROM 

(WITH ANNOTATIONS FROM ARMY SECURITY 
NAMto oF SYSTEM 

AX-IS · CRYPTANALYSIS 
TICOM SOURCES 

AGENCY SOURCES IN PARENTHESES) 
TICOM STATUS OF THE SY::iltM COUNTRY 

OF 
ORIGIN 

SERVICE DESCRIPTION OF SYSTEM ~PUNTR'Y I 
uF ORIGIN AXIS US. A I 

OATES I WHEN 
OF . ATTACKED RESULTS REFERENCE AT ASA -::-· ·--_: 

"9EXICO I DIPLC>4ATIC 

MEXICO. 2 DIPLC>4ATIC 

Ml:XICO 3 DIPLC>4ATIC 

MEXICO 4 DIPLOMATIC 

MEXICO 5 DIPLOMATIC 

MEXICO 6 DIPLC>4ATIC 

'4EXICO 7 DIPLOMATIC 

5-LETTER I-PART COO[, WI TH 2¢,(6¢¢ PRONOUNCEABLE 
llROUPS. USED lllTH A DAILY ENCIPHER TABLE ANO 
WORKED ON SLIDING SCALE PRINCIPLE, 

'i-LETTER I -PART COOE. 1160 DI ff(RENT EHCI PHER-
MENTS r EACH GROUP ENCIPHERED BY A GROUP IN 
BASIC COOE or rRCJ.4 I TO ABOUT 15¢ PLACES LATER.' 

5-LETTER I-PART COO(. 

5-LETTER I-PART COOE, 2f/l,f/l(ilf6 PRONOUNCEABLE GROUPS 
DAILY ENCIPHERING TA9L&. COOE MIXED lllTH CLEAR. 

5-LETTER 7-PARl COOE. 

POL YALPHABET IC SUBSTITUTION Cl PHER WI TH ~6 
ALPHABETS, 5 or llHICn WERE USEO AT A TIME. KEV 
LASlED SEVLRAc DA"fS. STARTING IN 1927, KEY 
CHANGEO WI TH EACH MESSA(,[. SEPARATE SUBSTI TUllON 
ALPHABETS rOR [N(IFnERlo!ENT or INDICATOR GROUP. 

POLYALPHABETIC 5UBSTITUTIO.~ CIPHER lllTH .2¢ 
ALPHABETS. 

NETH[RLANOS 1 DIPLOMATIC, 4-L[lf(R 4-rlGURt I-PART coot. (USED WITH ANO 

NE THEP.L ANOS 2 

NETHERLANDS 3 

MILITARY, ANO WITHOUT (NCIP~ERMENT. 2211 GROUP REPEATING 
NAVAL ATTACHES A'XllTIVE USED IN ENCIPHERME~T.) 

rREHCH r1GUR( COOE, I-PART REPAGINATEO. ENCi· 
PHERMENT BY 0 I flRAP~ll C SUBST I TUT I Oll ANV TRANSPO­
Sl TI ON WITHIN TH[ GROUP. 

MESSAGES TO ANO rROM TH[ R().4( LCGA Tl ON. 

NORWAY 1 DIPLOMATIC 5-LETTER 7-PART UNENCIPH(R£0 CODE. 

, 

1 

'? 

? 

"~OS" 

-~EXIKO 
utl[R P" 

"XEPIT" 

USE AMJ BY 't\1-IOM 

I ' SIM 
READ If 1517 

(MXA) (?-1941-1945) 1941 PERS 2 S SOLVED 0 16 

(MXB) : ( 1 '• 1945) ? 1 RECOVERED T 2519 
LESS THAN 5,: 

'? ? - '? 7 SIM READ Ir 1517 

1941 - 1 '1942 PERS Z S READ. 1m D 16 
CCl-1PR()< I SEO. 

1926 PERS Z S READ 0 16 

(MXC) (?·CURRENT) 1942 PERS Z S READ BY SIM. 
1942 SIM . 

I 

(UNKNOllN) 

(~READABLE) 

(LINID[NTI rlEO) 

(ASA STAT~S THIS SYSTEM MAY 
BE A PART or MXA OR MXB) 

(UNK~) 

( 1m READABLE) 

(NEB) 1939, PERHAPS 1939 PERS ZS· PARTIALLY 
ANO EARLIER-(CUR- BROKEN 

0 54, REPORT (COO[ BROKEN. ENCIPHEflMENT 
3, P 6 IN READABLE STAT[.) 

(NEB-1) RENT) 

? - ? 

1939 PERS Z S PARTIALLY 
RECOVERED 

T 249¢ 
T 2491 
T 2493 
T 2495 

0 54, REPORT (UNKNOWN) 
3, p 7 

T 2114~ 
T 2'14 
T 2114 

A SMALL NU..· If 1518 P 3 
BER or MESS-

? SIM (UNIO[NT Ir I ED) 

i 
' BffCil[ 194'1 

rA 

AGES READ 

READ C()<­
PLETEL Y TO 
19411. NOT 
ArTER 19411. 

I 162 P 3 (UNIO[NTI r1EO) 

(I/SEO IN 
1945 BY 
ONLY PORT 
AU-PRINCE 
LEGATION) 
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RtSULTS OF EUROPEAN AXIS CRYPTANALYSIS 
AS LEARNED FROM TICOM SOURCES 

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 

COUNTRY 
DESCRIPTION 

Ltj~ME~_o F ___ s Y_SI_E.M-=l DATES I WHEN I TICOM ISTATUS OF THE SYSTEM 
OF SERVICE OF SYSTEM &OUN TRY OF ATTACKED RESULTS 'REFERENCE/ AT ASA REMARKS 

ORIGIN : PF ORIGINI AXIS u. S. A. USE AND BY WHOM 

FE~U ; I OIFLC>-1.ATIC I ? 

i 
? (PEA) 

1 
( 1924-CUPRENT )' ? PERS Z S ? T 15gs ' (COMPR().415ED) --5-LETT[R 1-P.;RT CCOC. l'HIAL CIGPAF.<S SL~STI-

TUiLO 8\ OfGhAr'>ifC T.\eU:S ,\.~o f"INAl r=-rG0 . .t.;=-•: ? SIM 0 lo I 
SUESTIP)T(D [JY 'TRIG!='l1FHIC. l1'5LES. I 

I I 
I 

' 
PE<·u f\1 Pl f>.t< TIC )·LETT(O ?·PA9'! (00[ >.'ITH ;1\t~ ID 20,N'(i ? ' ? ? 1920- 1927-? ? PERS 7 S NOT READ D 1<' (~NKN()l.'N) --

·1 PPONOUNCEAE LE t:POL,PS, : 

P[~U 3 I DI FL C~1A TI c ~-LEH[R ?·PARl (00[. (EN( I PH[Ri<['H MAY[,[ 'PEA" ~ "PEPU: ? ? - ? ? ? RECOVERED 1 1391 - --
('p P.OEDEC E550~, ) IL IM/i- LESS THAN 1:i: 

1 GENr'1 

I I 
F[C.'l• " DI PLC..-AT IC )-L[ll(P ?-PA~l CODI • ([NCI FH.E"ll.NT MAY BE ? ! 11 PEfW: ? ? - ? ? ? RECOVEPED 

I T 

1397 - --
I 'PE•" OP f'REDECC5SOP. ) ! ~g:;;. i LESS THAN 5;i: 

I 
I 

I I : 
I 

I i I 
: 

~ I I I ~ 
) I 

I 
' I 

I I I 
I 

~ 
I 
: 

I I I 
! 
i : I 1 

I 
I : I 
I ! : 

I 
' 

I I 

I I 
I I 

: I 
I I 

I I I I 

I 
' I 

i 
I 

I 
; 

I I 

I I 
I 

I 
I 

: I 

I ; I 
I I 

I I 

I ! 

I I I I --- -·-- C'1Ar<l NO. 1-~ 
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 
AS LEARNED FROM TICOM SOURCES 

tWITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 
COUNTRY NA~.u::- Of' S'tSJ".E~~ OATES I WHEN TICOM rrus Ut THE Sr.ill:Jlj 

OF SERVICE DESCRIPTION OF SYSTEM ~UNT~i AXIS OF ,J,T~C~ RESULTS REFERENCE AT ASA 
ORIGIN US.A. USE -

.~ 

P(lt &JC) 1 """" 5-rlGIJllC l·P•Rf ((.'0£ SlUll lA_I t ' ( 19211-1926) I 193, 001 Tildi! CCM'llO- T li77 I (~) NOTE AC-

~I~~' 
Ml5£D aM'ANY-

IN; THIS 

I 
OOCMrn 

~~ 
CODEllOOll5 

! IMAU. 

I 
l'Oi.""I) l ... ..., 5·r1GURC 1-FAAT COOC snrR lA-' , 

' t 19z,· 1rp1>) 1939 DllV 
,._ COffO- r ~73 ( IMll.llOIM) lfOJ( .c-

~.llCHICiT MISC> CIM'AllY-

""" 3• 
ING nos 

I DOtlKJIT I SAYS nu . i . \OE: 3 . tlllD IN 
All. 

Pa.~ l NAYY 1-PIRT CQX, P(lljlAf'S '5•rl<V'[. • SlYrr I 
' t t - ' 

I 
' QIOI 

,.,.~ T li76 I LH 1 oom rt w) --
I 

•1937" I I I MISID . 
POI.Mil - DIPLOMATIC t-ri tlUR[ (Z-PAllT) CU>C e«: I f'tt(raQl llY ADOI Tl Vt. ' I PD IT (FLO) , - 191;• • ' ' 'm ,. rA RUD UNTIL I l~li p ~ I 1~ ~ llEtOYCRtO. I~- --

I OKW 19'd' Oll\ol I 162 P I ~ ,,,. or LOIOClll-HOI VOii~ 
1 Iii PW l S RCA RtGU- T 2'38 IC DEC I f'Mtllfl). I ' -- lARLl , ~ 1 Ii, vt11Y LITTU: Dt.Cl~H~CO: 

~ I 
POI.A'«! 5 011'1.()<ATIC ~-flGURC t-PART C.00£ t N P 0 ' t - ' ' - ' RtCOYCllCO T i?l55 (i..IDDITlflto) --

' A80UT ltlfjl , 
c 
I 

POI.AH[) 0 DI Pl.°'4ATIC ll-flGl."t t-P•PT C:CID£ ' 0 FD 

I ' t - ' ' - ' llCCOVE= 
3"" -

'2152 (i..IOCNTlrl[I)) -· 

POl.AJIO 7 OIPl.Qo!ATIC I --fl G~E 2·PAllT Coot ' P PD 5 ' ' - ' I t - ' ~OVCRCO T 21~ (UNIDClfltfU:O) --
- 5* T 21 

I 
POI.MC) s DIPl.~UIC li·rtGU'1C Z·PAPT C:COC t CPD ' t - t t - ' RECOV~ f .?1~7 (IMIOCl"llflED) --

AllOUT T ZI ~ 
t i!I 

PDl•MO 9 OIPl.Qo!ATIC ~-rlGUPE t•PAllT tODt \o/ITH lf''J# f.DUPS, 
Pt!tT>to WI Tl! ADD It I vt TABLE l X 2 • 

tNtl- t t ' ' • 19113 t 001 MOST Dr I ~: pp~• (UNIOCNllfltD) --
TllAfflC llEAD 

POL AMI> tlll DIPLDoATIC ll-r 1 !Mff: t-PART toot loll TH If arx Ol1(llP5, EHtl- ' ' ' 11)~3 • ' 'Ciao' MOST or I ~: pp~. (UNIDCNTlflCD) ·-
MllED WIT.ti JQ)ll(yt ueLCS x '""· TllArF!C RUD 

• ' 

POI,,~ IT 011'\.0i<AT IC •-ri~ '-PHIT toot, VAl.llES IN 11IDltl<. t rllAlfl, ' t - ' t - , ~ l 21" (l.tll(ltMTlrltD) -· 
«IDt DCP 4 MIOUT i• PQ.N, DI 
l.O!ATl[t 

PCV1Cl ll ' •-ric;u;oc Z·PNtT ta>t: ' I· ' ' , - t ' - ' llCCOotERC> T 2153 (UUDClll I nm) --
I 

~25' 

I 

. . 
. ..- ...... 

I 

I .t ~ 
., 

I -
.. ,_, __ NV, ·-~ · 

. . . .. 
.-.....r. ......... ... ,,,. a·~·~...,;......;.,· __ ...._ .• --i.i·•-x•••ii1'111s;.;.· .... _.~,:..-ia.. .... ___ '°"4-( ___ _.__.. • ._, --~·· ..... .. , .. .,....._~ .............. .._ __ .....;.:. ... ·'*' • ...;.. .... ......; ..... ~· •!!ii'*•··-.:::»:i..' • .....:...··.:..· .,. Niii11:11 
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·COUNTRY 
OF 

ORIGIN 
SERVICE 

POLAND 

POLAND 

POL ANO 

POLAND 

POLAND 

POLAND 

POLAND 

POLAND 

POLAND 

POL ANO 

POLAND 

POLAND 

13 rOl>EIGN 
Orr I CE 

14 "41LITAPY 
ATTACH[ 

15 ' 

16 ' 

18 AIR FORCE 

19 NATIONAL 
RESISTANCE 
MOVEMENT 

. W NATIONAL 
RESISTANCE 
>«lV[MENT 

21 NATIONAL 
RESISTANCE 
l"OVEM[NT 

2Z NATIONAL 
RESISTANCE 
MOVEMCNT 

23 NATIONAL 
RESISTANCE 
MOVEMENT 

24 NATIONAL 
RESISTANCE 
MOVE"'ENT 

RESULTS OF EUROPEAN 
AS LEARNED FROM 

(WITH ANNOTATIONS FROM 

DESCRIPTION OF SYSTEM 

4-flGURE <-PART COO[. ENCIPHERED ON KEY TAKEN 
ri;CM BOOK. PAIR or ENCIPHERMENT TABLES USED roR 
EACH OUTSTATICJ!-1. INDICATORS: TW 5-rlGllRE 
GROUPS AT BEGlf™ING or MESSAGE. 

4-rlGURE (2-PART) CODE ENCIPH(PED BY AOOITIV(. 

3-r I GURE '-PART CODE 

3-r1GURE '-PART coor 

3-r IG\Jf!_E _ _ 7-PART . CODE 

2-PART COOE, 2,¢1!!11 VALUES . ENCIPHEREt. 

TR~NSPOSITION-SUSSTITUTION CIPHER• CLEAR TOT 
WRITTEN INTO 1'1l X 12 SGUARE, TAKEN OUT IN CQ\""'6 
I~ ORDER, CONVERTED TO flGURES BY 2-FIGUllE sue" 
STITUTION. TRANS"41TTED IN 3-FIGURE GROUPS. 

TRA'ISPOSI Tl ON-SUSS Tl TUTIO'I Cl PHER. 

TRANSPOSI l
0

ION-SU8ST I TUT I ON CIPHER. 

TRANSPOSI l ION-SUBST I TUTlim CIW.ER 

TRANSPOSI Tl ON-St.EST I TUT I ON Cl l'HER. 

SIMPLE TRANSPOSITION CIPH[R, 

' 

ARMY SECURITY 

l'O I 

I 

POLNI SCH-1 
CR DRCl-
STELLER­
CODE I 

I POLN I SCH-I 
ER DREl­
STELLER· 
COOE 11 • 

' 

I 

\ 
\.. 

(PLr) 

\ 

t 

' 

AXIS 
TICOM 

AGENCY 
DATES 

OF 
USE 

· ' - 194c - ' 

' - ' 

' - ' . 

t - t 

' - ' 

' - ' 

' - ' 

CRYPTANALYSIS 
SOURCES 
SOURCES IN PARENTHESES) 

M I WHEN 
ATTACKED RESULTS 

AND BY WHOM 

TICOM 
REFERENCE 

OF TH S 
AT ASA 

l .1939 ~ERS l S 

1
· 1939 fA? 

? OKH 

' - ' 

' - ' 

' - ' 

' Olll 

t OK><, 

7 OKH, 

' 'JKH. 

1

1941-1942 ALL I 1 ~,pp 2-4 I (UNIDENT1r1rn) 
W.ESSAGES ~EMl, I 111 P 2 · 
MOST or !HEM 0 1N, I TE"' I, 

CuRRENTL Y P 5 I 
T 2'1J3!J 

READ I 11~ PP 8-9 (Al!OUT oft GROUPS RECOVERED. 
1942-1943, 6~ or WASHINGTON­
LON()()N TRAFFIC DEC I PHERCD. 
1943- 1944, llif,C or WAStilNCTO'l­
LONOON TRAFFIC DEC I PHCRCC.) 

RECOVEnEO 
ABOUT~ 

RECOVER£[) 
ASOUT 9~ 

I~ (().!PRO­
MISCO 

REiD 

READ 

READ 

T 2148 I (UNIOENTlflEO) 

T ~148 ' (UNIOENTlflED) 

(Vl<IOENTlflED) 

l2l P 6 P 7 j (~IOCNTIFIEO) 

I 26 P 6 P 14 (UN10£NTlflCO) 

I ~6 PP 14• 
15 

I 26 P 6 PF 
14-15 

-. 
(UNIDnlTIFIEO) 

(UHIOCNTlrlEO) 

t-t fOllH. READ 126P6PF 
• 14-15 

(UN10£NT Ir I CO) 

t-'t tOl\H READ 12'iPcPP 
I~ ·15 

(Vl<IO(NTlrlCC) 

t - 1944 - f 1944 01\H BROKEN I Z6 P 14 (UNIOENTI r I CO) 

' _,, - ·-·-
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COUNTRY 
OF 

ORIGIN 

PORTUGAi. 

SERVICE 

I Oll'LOOATIC 

l OIPl.OMATIC 

RESULTS OF EUROPEAN 
AS LEARNED FROM 

(WITH ANNOTATIONS FROM ARMY SECURITY 

AXIS 
TICOM 

AGENCY 

DESCRIPTION OF SYSTEM 
ld:f.~~~--UI" _ -~ . ;I I t.M j 
~UNTRl', AXIS US. A_ 

OATES 
OF 

USE 

5-r1au11t l·PAl>T CODE WI TJj 5"·""" GllOUPS. [NCI· 
Pll[11£1) DIFFERENTl Y ON DI fr[P£NT CIRCUITS• ADDI -
TIY[ FOii CIRCUll APPLIED T, LINC NIJ'4IKR1 T~ANS­

POSITION or GllOl.f' (l['ltNTSt 1,"'11l·Pl..\CC SUISTI· 
TUTIOll TABLES APPLlm T:> PAGC NIMl[llS. 

• ORIGlll. 

5·f"ICUAC l·PAllT Ca>E, WIT'! 61,51111 GROUPS. ENCi· 
l't£1tco. I 

I 

(PCJ) 

CRYPTANALYSIS 
SOURCES 
SOURCES IN PARENTHESES) 

( 

THE ;:, T:>l l:M WHEN I I TICOM ~IAf\JS UI" 
ATTACKED J RESULTS .REFERENCE' AT ASA RENIARICSI 

flH> B'I' wt04. I 

' ID ·~. 19111 FIE- (l'OC, l'OO, POC ALL ,. (()1-
PORT, P l PR04 I S[D r A~l "-'llt THC SA'4[ : 

ll•SIC llOOK.) , 

D 16, 1Jii<! RC· ( 1 • COMPll0415CD) I POAT, 3 
! T 11!2~ 

r~ T l I 

--

3 OIPl.()<ATIC 5-riawc 1-PMT CQI( ""™ "ld.tOO GlllOUPS . c11t1- I 
f>HeltED lo/IT'! l,lflllf-PL-CC SilAsflTUTIOlt TAllLU. ' (PCl) ( l~l-CUllllOIT) l~l P[qS 1 S : 11('(1 D 16, I~ RE· 

POllT, 3 
( t#il CCH"«NI KO) --

POllTOOAL - OIPl()IATIC 

5 Oll'LOl4ATIC 

POPTUCAL 6 01 PLOMATIC 

1 OIPl.0'4ATIC 

• OIPl.()MATIC 

I 
5 - riOURC I - PART CCl>C (WIT>t ,,.~GROUPS. CICI - I 
l'H(R(D WIT!! TA81.£5.) 

: 
15-r1GU1c 1-PAPT CQ)C, 61,5flf OltOUPS. ENCi~~· 1 

5-nOUltt 1-P•DT CCllX: '•sic 10011 or "'""" •m• II 
ANO "]l'I" \ot:RC l!CPAGINATIONS. l~ SUBSTITUTION 

1TM!LrS U5CD WIN IT. 

5 - f"IQUll[ I - PART CCI>( WITI-! l•l ,'5$1 GllOUPS . (NCI· ' 
PIC:llCD lo/ITH T\ot:NrY 1.n-PL•CC SU!STITUTIOll TAllLES 
rOll LUI( NIH!Ell5 '""°CH SO< CIRCUITS ALSO WIT'I 
I 111111-l'l.\C[ TMIL[ F()ll PACCS. 01rrtPCNf TRAllS-

,POSITIOlt or GROUP tLC!<ENTS rOll c•c1-1 t111cu1T. j 

5· rlCUlt 1-P.._,1 ((I)( WITH .i:1,~ OOOUPS. CNCl ­
l'Hc•[O WITl-I 1\IDITY 1;lC·Pl.ACC 51.eSTITUTIOtl TAl!LCS 
rOll LINC lfll'eCllS •OIO Oil S0-C CIRCUITS Al~ WIT" 

. •• ~·f'l.\C( TAlll.C rOlt PAGCS . DI rrtPCNT TP•-.S-
; POIS ITl ON or CQOlJP CLtNCNTS rQlt CACH Cl ll(U IT. . 

I 
I 

I 

t 

! f · 1')111-t 

t ' ' I f- l~l·t 

I 

I 

I 
' 

I 
I 
I 

--

19~l eta.' 
19~l Pl:RS l 5 

I~ I Pl:llS 1 S 

IQk I 11("5 1 5 

I 

I 

LAllCCLY PC• 
(OV(ll(I) 

. 
' D 16, 1')11l lie- (IMIDUITlrlCl>) 
; POllT, P 3 

I~- CC04P"D· ! D 16, l9'1l ~ (~AGI NATION •)lS• 15 ASA 15 
;~s::.!. ~~~ l'OllT, I' 3 POJ,) , 

1 s rDA PHOTO I 
STATING l~-

CLUOING 9 
T Alll.£5 r 11[5 I 
Of' T AllLU llPO 

~.MAO j 
LIRG( PART DI' i D If. l~I 
ICSSACCS "CAO l'OllT , P l 
WITH~ 1 

(IMIDCNTlrlCD) 

Gll'S. 9£•l IN· 1 1 LISl!OU tR•r• 
rtC NOT llCA01 
Tll•rnc SHAU 

I 

I 
I 

I 

~~6su,.. ' 
IOLY. 

(U>llDl:llllrlCO) 
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 
AS LEARNE;D FROM TICOM SOURCES 

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 
···- --

COUNTRY ~[__Q_E_$_YSTE~-~ DATES I WHEN .TICOM !STATUS OF "THE SYSTEM 
OF SERVICE DESCRIPTION OF SYSTEM. 5puNTRY OF ATTACKED RESULTS REFERENCE I AT ASA ~EMARKS 

ORIGIN F ORIGIN AXIS U.S. A. I USE AND BY WHOM 

PORTUGAL 9 ' 5-r I GURE ?-PART CODE, ? ? ? I ? - ? I ' ' RECOVERED T 3127 (UNIOENT Ir I EO) --
i 

LESS THAN 1:11 

! 
PORTUGAL 1.f<l ' 5-r I GURE t-PART CODE. ? ? ? I ? - ? ? ? RECOVERED T 3f<l23 (UNIDENTIFIED) --

I 
LESS THAN l(<l:il 

' I 
' 

PORTUGAL 11 DIPLOMATIC 4-r1GURE 1-PART CODE, REPAGINATEO. ? 62 146 ? i ?-1936-t ' ? RECOVEREI) 3f<l:il T 1336 (UNI DENT Ir I ED) --
I 

PORTUGAL 12 ' 4-r1GURE l•PART COO[, REPAGINATED. ? ? ? ? - ? ? ? RECOVERED T 1332 (UNIDENTIFIED) --
I 3f<l:il - 5f<l:il 

PORTUGAL 13 ' 4-r1GURE I-PART CODE, REPAGINATED. ? 5f<l2 ' 
I ' - ' 1 ? RECOVERED T 1333 (UNI DENT Jr I ED) --

2f<l:il - 3f<l:il 

PORTUGAL 14 ' 4-r1GURE l·PART CODE, REPAGINATED. ? 611 ? ? - ? 1 ' RECOVERED T 1334 (UNIDENTJr IED) --
2f<l:i; - 3f<l:il 

4;r I GURE t-PART CODE, 
I 

I 

: 
PORTUGAL 15 ' ' ' ' ' - ' ? ' RECOVERED T 1335 (UNIDENTI rJ ED) -- I> 

LESS THAN 5:11 

I I c PORTUGAL 16 ' 4-PIGURE ?.PART CODE. ? ? ? : ? - ' I ? ' RECOVERED T 1337 (UNIDENTIFIED) --
i LESS THAN I:' 

I 
PORTUGAL 17 ' 4-PIGURE f•PART CODE. ? 1 ' ' T 1338 (UNIDENTIFIED) --' ? - ? : RECOVERED 

LESS THAN 5:i: 

PORTUGAL 18 ? 4-r I GUR[ f·PART COO[. ' 557 93 ? ? - ? ? ' RECOVERED 
LESS THAN 3:11 

T 134f<l (UNIDENTIFIED) --

PORTUGAL 19 DIPLOMATIC 4-r1GURE ?-PART CODE. ? 55 141 ? ? - ? ' ' RECOVERED T 1386 (UNIDENTlflED) --
LESS THAN 1:11 

PORTUGAL 29J DIPLOMATIC MONDALPHABETIC SUBSTITUTION CIPHER- ? ? ? ?-1942-? 1942 PERS 2 S READ D 16, 1942 RE (UNKNO'wN) --
! 

· PORT, P 3 

' 

PORTUGAL 21 DIPLOMATIC 5-lETTER T-PART COOE. 1 1 ? ?-1937-? ? SIM READ. COMFRO T 159f!J (UNIDENTIFIED) ---
MIS(D. 

PORTUGAL 22 DIPLOMATIC ~-lETTER 5-rlGURE CODE, 69J,9J9J9J GROUPS. 
HtRED BY ESTIMATED 2~ TABLES. 

ENCi • ? ? ? ? - ? ? SIM, SID READ IF 1526 (UNIDENTIFIED) --

: 

I 
I I ; 
I 

"""'" NO. 1-c 
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 
AS LEARNED FROM TICOM SOURCES 

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 
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COUNTRY ~E __ OF::_ _S_'(::; r E!v'I_~ OATES j WHEN TICOM STATUS OF THE :>T:>1EM 
OF SERVICE DESCRIPTION OF SYSTEM TRY . OF RESULTS REFERENCE AT ASA REMARKS 

OF ORIGIN' AXIS U.S. A. 
, ATTACKED 

ORIGIN USE AND BY WHOM 
I I 1945 SID I (UNIDENTlr1£0) f'ORTUGn 23 DIPL().1nlC 5-rlGURE I-PART COO[, LIN[ DIGRAPHS ON PAG[ IN ? ? ? i "I - 1945 READ ir Tl --

[ITH[R ASC[flOINC QR DESCENDING ORDER. u5rn i Ir 1 2 
L ISBON-ANKARA·B~RN. i I (UNIDENTIFIED) 

·-
PORTUGAL 24 01Pl().l>l1C 6-rlGvRE ANO 2-FIGUR[ ?-PART CODE R(PAGINAl[O FOR 7 ? 7 7-1944-? ? SID ROD IF 1526 --

lrr(R[Nl LINKS. UNENtlPHERED. TRArr1c GEN-
ERAllY or MARI TIME NATURE. I I 

' 
I : 
I 
I ' l : 

I J 

i i I 

I 
I I 

I I I 

I 
' 

I I 

. . I 

: 

r 
i 

I ~ I 
i 

I 
; 

) 
( 

I 

I 
( 

l 
; 

' 
I 

I i 
: 
i 

I 
I I 
! 

I I . 
I 

I i 
I : 

I I 
I 

I 

.... : 

I , I 
I 

: 

--·---_ll_ __ 
i 

I 

I I I 

I 
""""I NO. 1-. 
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 
AS LEARNED FROM TICOM .SOURCES 

(WITH ANNOTATIONS FROM ARMY SECUR1TY AGENCY SOURCES IN PARENTHESES) 
CO~RY ~ ,,. sY_~!.~M-1 OATES I WHEN TICOM p1AfU5 ur- THE ;>1;:iu:."' --SERVICE DESCRIPTION OF SYSTEM - AXiS -us.A. ·OF 

~~~ RESULTS REFERENCE· AT ASA -
ORIGIN USE I 

! I 
(\IQRIUJl OU 'JiSI Tn~T ""'""'' 1 OIPLOUTlt 5 •rl Giii( l· PARl CCX)[ ( tHC I FHEACO \II ti! MONO- ' R 1S (R<X>) ( '·1945·'1 ' . ' 1• C04PRO-

T~ 
.. 

AlPHA&CT) MISCO T l DUllNG I~~ I , 1~ , AND 
T I lmn OICI NT ~ 
T I : BEi nr~. E.i«> 1 . ) 

I 
R\lo'ollll J 2 OIPlOC>TIC ~IGIME 2-PMT tCClC (CllCIPllEJIED WI Tl1 !ODii ' ' (l(Of') (T·l9~5-t) ' • t ll#J~ T 7'1 I (loKlliklO CN l~lll~LT -· ITIVE) '. 'llSCO C~ING 19~2f I ) , I~ , ,.., 

I 19 5. ADDI IY 5 STI L IKINC 

' I ATlACllC'O, CIC 19'15. 

RUCANI• 3 DIPLC)UTlt ~I~ l·PARl CCllE (OC:lffiCllCD lolllh ACPCATIHC: ' ' (POH) ( t· 19'15-t) ' . ' I ffl COMAIO· r 7.0 ( loCllllCD ~ '"TERI' llTlN"I LT -· lllY[) ! OO:ISEO D~llC I l, ~~JS 19"BcNCJ 
I • Ill 5 11LL INC . l.TUCllLD, Ell> 1~5 • 

: 
' 

..,.AHi• 

-
DIPl.OOTIC ~ 2·PMT COOC, 71',. GAUi!'!>. 

Will' lll•Pl.ACC. lAl!l.C. 
CNtl· ' I 

' 
R ;r ' 

' 
' . ' . 

' f'VIS l 5 RCCOVUIED 
,, • 1$ 

T 222t (LlllDEllTI ti ED) ·-
0 ~ p 15 

~ 2·1'1.RT COO£, ~.~ ~PS . 
~ 

t - t T ~.!1 ( 1;>11 OlJfT 1r1 CD l -· llV'4'N1' 5 011'!.~ ... l lC PIC I - ' : R ll 1. '~ 1 s I ll(Co.Ga> 
WI ll' lll-PLACE tM!LC. . 5' - 1-'ll I o 5 P 15 I 
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T 1!22'? 
0 5~ p 15 
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COUNTRY 
OF 

ORIGIN 
SERVICE 

R._...ANI A 16 ? 

RVo<~Nl A 17 ? 

Rct-tANI A 19 OIPLO'<ATIC 

RuMANIA 2¢ MILITARY 
ATTACH[ 

RvMANIA 21 "Ill !ARY 
ATTA("i[ 

R""'ANIA 22 MILITARY 
ATIACM( 

R"'1A)ll A 23 AIR rORCE 

R'-"'ANI A 24 POLICE 

RESULTS OF EUROPEAN 
AS LEARNED FROM 

(WITH ANNOTATIONS FROM ARMY SECURITY .. 

AXIS 
TICOM 

AGENCY 

DESCRIPTION OF SYSTEM 
NAME __ OF_S_'(_~TEM _ __; 

COUNTRY pF ORIGINI AXIS u. s. A. 

DATES 
OF 

USE 

5-rlGUR[ 2-PART COO[ ! 1(11 

5-rlGUR[ <?-PART COO[. 
I 

j 
I 

5-rlGUl'E ?-PART COO[. rlGllRI: SU8STITUTION 
· [NC I PHERMENT. S(V(RAL BOOKS USED SI MULT ANEOUSL Y • I 
5-r1CURE ?-PART COO[. 5¢,~ - 6¢,(11>'%'1 GQOUPS. 1· 

[NC I P~EREO ~[N ti I Git SECUI> I TY WAS OES 1 RED. KEYS , 
WERE •9 x 5 ANO 5~ x 5 LONG, I 
{JN[ or FOUR 3-r1GUR( GROUPS PRINT[I) AT roP. 

1

5-r1GURE 2-PART coot. EACH 0 •GE NUMBERED BY I 

PAGE OIVIOEO INTO TllO PARrS, [ACrl PART CONTAINING ; 
15 BLOCK> or 1¢ QllOuPS EACH. ENCIPHERCO WITH A . 
'ISYSTEM CALLEO BY ROMANIANS "flS[." : I 

TRANSPOSl;ION CIPHER. RECTANGLE DlvlOEO INTO l•MG 19~3 
1
i 

BLANK CtllS, CLEAR TOT WRITTEN 1'1 O~ A DATTEPN . 
1

4 SMAclER ONES, EACH 7 x 1¢ OR 7 x 7. SOME I 

·1IRANSPOS1 riON CIPH[R, 6 PECTANGlES, 6 x 5; ,,(lfllUl OE I 
Cl(AR TEXT WRITTEN IN ON PAHERN. M[MOPI[ ~ 

. I 
. TRANSPOSITION CIPHER. I ? I 
l(IPHER, DESCRIBED AS "ELEMENTARY", BU1 NO DETAILS .

1 

? 

'AVAILABLE. I 

I 

I 
I 
I 

I 

? • ? 

? - ? 

? - ? 

? - ? 

? ?-19~3-1 

I 
? 1 1-19~3-1 

I 
? i "?-!939-? 

? I 'I - ? 

I 
I 
I 

CRYPTANALYSIS 
SOURCES 
SOURCES IN PARENTHESES) 
i WHEN I TICOM !STATUS 

ATTACKED RESULTS 
1
REFERENCEI 

OF 
AT 

THE SYSTEM 
ASA EMARKS 

AND BY WHOM I : 

? ., 

? ? 

? SIM 

? S IM, SIO 

? SIM 

? Sito< 

I 19~3 SIM 
? SID 

? OKL 

? OKl 

I 

I 
I 
: 

i 
I 
j 

i 
I 

I 

' I 
I 

I 
I 
I 

I 
RECOvEREO 
l£SS TnAN 'i:' 

I RECOVE~ED 
; AeOuT 1i:1 

Vil~ C()<PRO­
Ml SEO. 

11~:{ COMPR0-

1 MISEO . 

, .,., 

i 

I R[AO 

! 

I R[AO 

I 

I NOT READ 

REA:.> CUR· 
R(NTl Y 

T 2~ 1.S 

T 1133 

Ir 1)~1 

I If 15~6 

I 
I 

! 
If 1521 

I 
I
. If 1521 
If 1~15 

IT 15% 

II 1r 1517 1r 1521 

1 • 121 p s 
I 121 P 9 

I 

(U~IDENTIFIEO) I --
I 

(UNID(NTlfl[O) l --I 

(UNICENTlflEO) 
I 
I --

(UNIOENTlflEO) 
I 
I --

I 
(UNIOENTlflCD) --

(UNIOENTlflCD) --

(UN10£Ni If IED) I --

(UN~NClW'I) --

( UNKNCJW!ol) --

""""' l'IU. 1-.: 

~ 
D 
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_DOCID-3560861 

RESULTS OF EUROPEAN 
AS LEARNED FROM 

(WITH ANNOTATIONS FROM ARMY SECURITY 

AXIS 
TICOM 

AGENCY 

COUNTRY 
OF 

ORIGIN 
SERVICE DESCRIPTION OF SYSTEM 

·-. -~f~i O_E__$_'($j_E:~ 
,OF ORIGINi AXIS U.S. A. 

DATES 
OF 

USE 

RUSSIA 

RUSS I A 

RUSS IA 

RUSSIA 

PUSS I A 

Rt:SS I A 

RUSSIA 

PUSS IA 

RUSS I A 

2 AR'IY 

HAG(LIN 5-211 MACHIN(, OLD STYLE, EMPLOYING 
fRAN(TIONATION, sueSTITUTION, AND RECOMBINATION. 

SPELO< ENCIP'iER[R , Tl"1( SCP.AMBLING TYPE. 

llL[lYP( [PJCI PH(P.[R, KEY GENERATOR TYPE. 

4 AR..,Y 15-r1GUD( 

5 ARMY: BRIG/~~,' 5-rlGUP.( 
DIVISION . , 

?-PART COOE (NCIPHE~ED "'I TH ONE-TIM( PAO, 

?-PAPT COOE 

s T •rrs UPW•P.O 
TO GENEP•L 
51 Afr 

( AQMY: 8R I (;•~(, ! 5-r I GU?( 

~~~~~~o~MPO I 
TO GENt:RAL 
STA ff I 

?-PART (00( 

7 AQ..,Y: ORIG•~E, 5-rlGURE ?-PAQT COOE 
DIVISION 
ST ArrS U?WAPO 
TO GENERAL 
5 T Aff I 

I 

I 
~ ARV.Y: BQIG•Dc, · 5-r1GURE ?-PAqJ CODE 

DIVI SION 
STArFS UPWARD 
TO GENERAL 
ST Arr 

9 ARMY : eRIGAO(, 5-flGUR[ ?-PART COO[ 
DIVISICl'I 
STAffS Ul'IO.R;J 
TO GENERAL 
STAff 

K 37 

Pl I-A 

1¢ ARv.Y: TANK 1,-flGURE ?-PART CODE (NCIPH(R(O BY SU9STITUTIO"'. PT-B 

I 
' x2 

L ? • ? 

! 

! 
I 

1940?- ? 

I 

I 194¢ - ? 

i . 

CRYPTANALYSIS 
SOURCES 
SOURCES IN PARENTHESES) 

I WHEN 
ATTACKED 

AND BY 'M-lOM 

! 1941 OKH 

~
CCCMPL I SHED 
f'(OP.ET I CAL 
OLUT I ON ON I ii!-

1 ClTE? CPIB. 
UTUMll 19!,1, 1' 

OO(L or MA-
1CHI NE CAPTUo(D 
I 

19l9 OKH/CDNA:NOl BROKEN. 
wA-PP.ucr 7 I 

I 

I 
I 

19!,3 OK~ 

! OK.H 

J CJKH 

? OKH 

? OKH 

? CKH. 

I ? OKH 

I 
? OKH 

i 

NCl READ 

1111¢:£ CO'<PPO­
MISED, MARCH 
1945 

I n6 P 2 
I 5S p 5 
I 92 P 4 

I 73 
I 31 P 12 
If 123 P 13 

I 31 P 12 

I 19 C 
I 116 

T 8¢5 

T 9~ 

T 9~ 

l 9~ 

T 9¢5 

I 19 C 
I 19 E 

OF 
AT 

THE SYSTEM ·· -
ASA REMARKS 

""'"" NO. 1 ·2 
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RESULTS OF EUROPEAN 
AS LEARNED FROM 

(WITH ANNOTATIONS FROM ARMY SECURITY 
COUNTRY 

OF 
ORIGIN 

SERVICE DESCRIPTION OF SYSTEM 

RUSSI A 

RUSS IA 

RUZSIA 

RUSSIA 

~USS I A 

RUSSIA 

111.'SS I• 

AU!.$ I A 

RUSSIA 

PUSS IA 

RUSSIA 

RUSSIA 

I I All"lft Cu•ROS 4-flCl/ll[ t-PAlll COOE ENCJPHCllCO BY SlJBSTITUTIOH. 
TA'IK 

12 ARWY : TANk - 4-r ICURE f·PART CODE ENC I PHEllEO BY Sl.eST J TUll ON. 

13 ARMY : CuAPOS 4 -f lGUPC f-PART CODE EHCIPHCRCO BY SUBSTITUTION. 
TANK 

J7 A'INY J-flCURE ?-PART COOE 

2-flCURC SUBSTITUllOtl CIPHER USING A 1" ~ I~ 
S~UAR[ CONTAINING ALPHABEI, r1CUR[S, ETC. CAILY 
(HANG I NC k[Y • 

1() ARt4Y 2·flCURE SUBS Tl TUT ION (IPH(R 

2" Af"'T ~-flCUR[ SUBSTITUTION CIFH(R 

ll All>4Y ~PS, l· fl Cl.'R[ SUBSTITUTION CIPHER 
Al:to!I CS, CORPS 

U ARMY TP.Al6POS ITl 0tl CIPl-<CR USrtJG R[ VOLVlllG t;l>lll( 

2) A'll<T TF>ArfSPOS IT I ON C I Ptf!:R 

25 A~T, AIP 
f DPCE 

4-flGURE ?-f"•f< T Cwi: 

2·r1CUR[ SlJBSTI TUT I OH CIPHEq 

N.dl\AF m· SY:> I t'M 

~~~~~ AXIS US. A 

' 

' 

' 

' 

' 

PT 41 

PT 41 N 

' 

PT 3) 

AXIS 
TICOM 

AGENCY 
DATES 

OF 
USE 

' - 19~~ 

CRYPTANALYSIS 
SOURCES 
SOURCES IN 

I WHEN 

~~c~ 

f OKH 

' OKH 

t OK" 

t OkH 

t OKH 

t OKH 

f S IM 

? OKH 

? Ol<H 

' O~H 

? OK'i 

f O!IH 

? OKH 

PARENTHESES} 
TICOM 

RESULTS REFERENCE 

PARTLY R(AO 

' 

' 
' 

I 19 C 
I 19 C 

I 19 C 
I 19 [ 

1 19 c 
I 19 [ 

I 19 ( 
I 19 E 

I 26 

I 19 C 
I 19 [ 

I IQ ( 
I 19 D 

I 19 C 

I 19 C 

ATUS OF 
AT 

THE SYSTEM 
ASA -::.- - :: :: 

"'1AMI NO. , _., 
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RESULTS OF EUROPEAN AXIS 
TICOM AS LEARNED FROM 

(WITH ANNOTATIONS 
COUNTRY 

DESCRIPTION OF OF SERVICE SYSTEM 
ORIGIN 

RUSS I A 26 ARMY GROUPS, 2-flCURE SUOSTITUTl·JN CIPHER 

RUSS I A 

RUSS I A 

RUSSI A 

~USSIA 

I 
RUSSIA 

RUSS I A 

RUSJIA 

PUSSI A 

RUSS I A 

AQ~.11 ES, CORP5, 
DIVl510tiS, 
AIR fORCE 

27 AR'IY: DIVI- 2-rlGUR( SUBSTITUTIQ\J CIP'<ER 
SI ONS, P(r.1 -
~ENTS. AIR 
rORCE 

2~ AIR fURCE 4-rlGUP.[ ?-PART CDDl 

29 AIR roR~E 4-rlCURE ? .. PART tUU[ 

31! AIR, CIVILIAN S"rlClJRE ?-PAR[ COO[, UNE'JCIO.~[~LD 

3 I Al R fORC( 

3; NKVO • 

33 NKVD 

34 NKVD 

35 tlKVD 

2-r I GIJ~E SIJ35 Tr T:.JT I Qf~ c I P,"'i[~ 

5-rlGUR( 1-PARr COO( 

5-rlGURE ?-PARf CODE (\JtlPHE"D \.II T.-< 0:<(-TI'<( 
PAD ADDITIVE. 

5-rlGUR( ?-PART (.JD( EN<.IPH(R('J WITH ONE-TIM( 
PAD ADDI r1 VE 

5-rlGURE ?-PAPT COO( (N(tr)r![;'[[I BY OIGPA?HI( 
SUBSTITUTION. 

3u NKVD, DIVISION i1-r1GURE <:-PART COGE !:NCIPHERE~ WITH .ADDITIVE 
Of" u(GIM(\JT TO 
D1v1s101i or 
BATT AL ION SIZE 

37 'IKVD 

•PEOPLE'S 
Cl-I ~SARI AT 
fOR I NtE~\JAL 
AflAIR~ 

4-r I ~URc ;-PAR r tOD( 

FROM ARMY SECURITY AGENCY 
Uffi.ME __ O_F_S_'(S_IE_M_J DATES 
~QLJ.~TRYI I 0 F 
PF ORIGIN1 AXIS u. s. A. I USE 

PT 39 

PT 4c N 

VAK ,o ,, .. 

? 

? 

PT 43 

? 

? 

? 

? 

\./HIT[ SEA 

' 

I 
I 

R 2Z c 
731 

? 

? 

? 

? 

N5/)29/5 
R 5~ l 

150¢ 

CH ? 

? 

? 

R 47 I 10~ 

-- 1911~- :9~ 1 1 

-- I 
19J3 ·1 

i 
' 

-· 1944-1;1<.) 

-- 1943- :91.ii 

-- ? - 1'14) 

-- 19li) 

-- 1944 - ? 

-- 1944 - ? 

-- ? - 1945 

-- :943-1344 

e 
CRYPTANALYSIS 

SOURCES 
SOURCES IN PARENTHESES) 

I WHEN TICOM STATUS OF THE SYSTEM 
ATTACKED RESULTS REFERENCE AT ASA REMARKS 

AND BY WHOM 

! ? OKH ? I 19 c ' -- --
I : ;i D 

I 

Tl\~ 

I ? OK-< I ? I 19 c -- --
I I 19 D 

T 3349 
i 

., ()K•l ? r 3t-;J -- --
I l io 

? OK·f ? I 19 c -- --

I 

I 19 ( 

I 
? OK-< READ I I 16 -- --

i 

! 

I i ? OK" NO r BROK(\J I 19 c I -- --
I n~O 

> 
? OK-< ? I 5'.i -- --

T 2534 

l 
: 

? OK._, ? T 5G4 -- --

1· ? OKM ? T 542 -- --
T 504 

I . . 
? OK~ ? I ,,. -- --

I Ii•_ 
T Sc5 

I 
I 

1¢6 1944 OKH :¢;!; or TR•r- I -- --
j r IC R(A::> 

I 
? llKH ? I 56 -- --

I I 6 
T ;577 

I 
":..... --· --k ... . ... 'fp' ~;..:. ,V':!'··- ,.,. ' ' . 
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RESULTS OF EUROPEAN 
AS LEARNED FROM 

(WITH ANNOTATIONS FROM ARMY SECURITY 

AXIS 
TICOM 

AGENCY 
COUNTRY 

OF 
ORIGIN 

SERVICE DESCRIPTION OF SYSTEM 
LI.AM E __ Q.F _ __ S_'($.1E_M __ , 
~OUNTRY 

DATES 
OF 

USE 

; .. •:511i 

"'US$ I .~ 

~u:.s 1 • 

r. ~E: I A 

~u~s : ;. 

O::JliSI A 

:OIJSSI 1. 

c-::S ~ I 4 

Pi.:551 .A 

Q\.. SS I • 

'? '.' S ~ I;. 

P . .'S:i I A 

~US51• 

pF ORIGIN AXIS U.S. A. 

~Q •1"\v::·· · C'(G:- 4-r t G:.•r.E 1- F1o= r COO!. t.r.;(1~ · 1( C' (!:" .... ,. ~v:.sr 1 ru r1 0:: . n:.·~ • ::> 

~ ~ 

~~' 

~I i 

::~ 

!~ 3 

:o!: 

1;5 

~6 

1;7 

40 

l:o 

•c 

5; 

•.•r·.n~. ~ • Tl • - :L.f!$.ITIJ71C'J. 
L r~·,5 

::~~\I) 

~ IK '.';:" 

~~K'.'~ 

·:!': '.':" 

"l '<.'/D 

'li<'ID 

:; A\'Y 

~./).V'! 

' JA'.'Y 

•1A\'Y 

'IA \'Y 

:l/1 1/f 

:-U,\'f 

I 

!!-!"ICiJR[ ? · F'ft~i:,, ".) ( f 'l( IPI-'( =" [ :' ~ v $ U!3!. T :';'t• Tl<"' I , !Vl"? A 

j !.:-r1c~ r. r: '? - P.4P T C~[ (' !(t f'l-'[ ~L'~ :v or1~Q ~ n• 11:: '!IVA 
1~U8SilTUll'.l:,, 

1
4- rl GU.1( ? - P A ;:-~ r. ~:E 

I 

i 
I 

5 - r 1c1..•R( ~ - PJ.Pf ((')()( £. t-ICI Pli(RCO \..' l i t- 0:1(-l l M( PAO 
- A'.)'.l l I I V( . 

5 - rJ GIJf:"[ ?-PMn ( ·:'Q t: c ·:C IPH(P( O WI ~ ~ sio:..·eLt /o?J I - ~ 

i i\'€ . 

i 4-rlGU'O[ c -PA~T COO( (NCIFH(q(Q \.' IT~ ADDI TIV[. 

5~ " AV! j ~-rrGUO( .~- PAP! 

~~~~~~Rln ' 
rOR r NTtRN•L J 
Arr AIRS 

l\J[NIG5-
'e(;::G 

• H?(1.1SOL 
I 

I 
i 
1
GN°1VIK 

CFAZ 

:9:: i? - jr;s 

1939 ? ., 

: :: i. ~ ?- 19!.:5 

. 1045 

r?,1:5 

? ? 

19~ 1-1;42 

:1!!2 - i9!:3 

? ? 

i936- ; ~4 1 

:9 1.~ - 19~3? 

1943- ;9!14 

r94t?- 1943 

I 

CRYPTANALYSIS 
SOURCES 
SOURCES IN PARENTHESES) 

WHEN 
ATTACKED 

AND BY WHOM 

TICOM !STATUS 
RESULTS REFERENCE 

I ; a C 
;. 7, I 1~6 

i t;:". ; - = ..... · 

I 
·or<~ . I I 26 

I 

? O~H T ~ll5 

? OK~ r <6 

? 0 1':'-! =·~:5 

? OKt~ : r6 
:1!5 

I 
I 

? OKH I I J('.'{6 
I 

? 0K' 1 NOT SOLVED T •E4 
T 54r 

OK.'1 .,OT SOcVED T 564 

o~~ I 42 

? CK''. :;o r S:JLV[O 16 
5E4 

? Or\ I~ NOT SOL\'C:'.} to~ 

564 

? OKt< N:T SOL ~!:O l 542 
T r,64 
c 39 

? OK•-! 'l(~D AT TI V. C: S 564 
•iJ 

OK'-1 AT T 1"[5 ·- I 4\j 
Sr.LIT c.;~~% r 54:; 561 
.Q(AOAe LE r 56~: 564 

OF 
AT 

THE SYSTEM 
ASA REMARKS 

"""'" NII. 1-c 

i 

J 
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Pili\JP''1""'! ~!1~'~"':,... ___ .r"llll_• 

COUNTRY 
OF 

ORIGIN 
I SERVICE 

r.,•ss 1 ·~ 

.. , I"'"' 
5!; \''-'"" 

"LSSU - 55 _.,,,,,,. 

5.::: 'P·VY 

RESULTS 
! : OF EUROPEAN AXIS 

TICOM AS LEARNED FROM 
(WITH. ANNOTATIONS 

DESCRIPTION. OF SYSTEM 

l:-f"IGLJ::'[ ~--D.$.p- (::-J( [tiCIFJ--!(r;>[C 3'!' 5\.!=5l\T'J'"i10'J 
iO ~1.t.~(:-: '"1l:·,, \..'llH "'~OlilVE 11-'i:c;-[:,f"l[?. 

!.:-~1Gu.:;:c 1-F~FI (COE [,'l(1Pi~[C::£:0 \.!IT;...: :.C))lllV(. 

~-ftGURE i-r-~RT (0)[ £:,'.;(t~.1 ~(!([0 \..'ITH .:.oDrTIV[. 

FROM ARMY SECURITY 
~E~_O_E___$_'(_Sl_~M-.:_1 
COUNTRY1 - I 

~F ORIGINI AXIS U.S. A. 

I 

I 
I ,'J.l·i='VIK 

\..'l Lt: 

AGENCY 

DATES 
OF 

USE 

~=· -W•\'v: ~IU.,~L ,i1-F'ICUP[ J-F..aR7 CC'DE t.·~r.1r-:;::::~t.{: ::: ~1LE~:1i~..lilQ;1, [':'" <; 

01 i[, 

I 

,_, c/49bj 
• l.LLEN-

1 ::i 11T 10.'!~ 

I 
1
::-r1:.."..U!=[ i-F1\•d CODS. t:uc1r.--[~!..:C ~i·, SL~::.11il 1 11(1·:. 

=-v~~-1 :. 

I 

l':-:1i.:;:...:::::: ?-p:.r:;-; c::.-·:€: r:::r:F;·[:::-,::J '.·,'Ii.~ /[."J!TI'.'(.. 

I 
::'t.·::~ f ,\ 

51 [Ir< I : 'I I .... ~ ~/55:' I~ 
_.\:_LU~-

~. i!:. UI 11; 
,_, 4/(,_;;f: 
·'Ll EN--- 1· 
STEIN I Ii" 

)5!;3 

CRYPTANALYSIS .::-,~~ 
SOURCES 
SOURCES IN PARENTHESES) 

I WHEN 
i ATTACKED 
AND BY WHOM 

? Or; ... 

CK'·' 

": (.r.'·' 

I
. GK·-~ . 
I 

; ·=-:-~·.· 

cK'-'. 

TICOM -1STATUS 
RESULTS REFERENCE . 

50* ~EAD.AeLc 11 •e 
'T 5€4 

V."'='1(0 Ai c1r-1
1

.T 561.; 
fERE~ri 1 \'.~ES I i:, 

I 4C-

.':0~ SOL \'t:D 11 4b 
: T '-jl:,:' I , 564 
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RESULTS OF EUROPEAN 
AS LEARNED FROM 

(WITH ANNOTATIONS FROM ARMY SECURITY 

AXIS 
TICOM 

AGENCY 
COUNTRY 

OF 
ORIGIN 

SERVICE DESCRIPTION OF SYSTEM 
i,,.r.iAME OF 5 r::iTt.M .! 
COUNTRY. 

OATES 
OF 

USE 

~IA 

RUSSIA ~ llAYY 

PU!>SIA 

RUSSIA 

PUSS IA 

PUSS IA 

- RU~SrA Q~ tlAVY 

PL'SS I A 

11\ISSIA 0-6 NAV'f 

RUSS IA 

Qq PIAVY 

Pf" ORIGlll1 AXIS US. A 

-·rlGUPE ?·PAPl CODC [NCIFH[P£D BY SUBSTITUTICN. 

I ~-rll'lJl!C 1-rlGUP.t •·nCUl>E 7-rA.•'T CCIDC lNCIPlll.Pl(li 
!SY ~'?;tnt1 :.~. i 
; I 
tJ·flGUPl .i•Pliffl COD( !NClf"t!!lD BY SOB:<TITVflOtl.

1 

f lf 3/333f'5
1 

13-r1GuPt l·N111 too~ uittPliCl>f.D BY !ul'S11rur1C>1. I T·lill·lf'z<, •• Y,3ys 

3-nGUPt '1·P.1oF1 coo1 cNC1PHtFLD BY s1111s11;ur1CH. I ' ,, 3/~J~wl 
~ I 5 I 
I . I 

. '""'"" ,_..., '"" '"'-" ~ "'"'"""" I ' !• """'i 
I 

3·rlc;A;PE 1-P~PT tllDE l'lCIPHtF.EO BY SUOSTITUTIC'I • . PT 3 BODO 

! 
3-riCUPE 1-l'ARl tllllf. ENCIPHERED BY SU!STITUTIQH. I 

I 

t 

l · flG\lllf l • PARl COD£ INCll'tt(Ptn 8'I CICPAnflt 7 
~TITUTIC"I. 

3-r I Cliff[ I •P.loRl tODl CNt I l'llCPCO B1 SlJllSTI TUllCH. 

LIBAt.. •• 

SIDl.F - · 

...... ~~~~ ...... ~----------------------·-~ 

19~t • ' 

1911; • t 

19!.3 - t 

19~• • t 

I 

110~~ - t 

CRYPTANALYSIS 
SOURCES 
SOURCES IN PARENTHESES) 

WHEN J I TICOM STATUS Ot-
~~C~ RESULTS !REFERENCE AT 

7 Ck" 

' Cl\" 

' Cl''I 

' OkM 

' OIU' 

SOLVtD 

NO! SOLvtD 

SOL\'[0 

HOl 50l l't0 

tlOT SClvtD 

SOl.\'£0 

R[AD 

I T ~6~ 

I 
I 
1 I 5~• 

i 1 5•2 

i T ~·~ 
I 

I ':'l I nz3; T .,~k. 
I l 
I I 

•IOPDKAP I I T 561; T 56.! . 
PAQTIAU1 T 5ot 
Set. \ '£0 I NQAO-
h A1 11 NOT 

, s.oi.vco. 
I 
I 
I ' 

I T ... _.a. 
I ~I 

( 

lHE :n::i1EM1~~--. 
ASA r 

I ·-
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 
AS LEARNED FROM TICOM SOURCES 

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 
···- - -· ··-· --· -· - ·· . 

COUNTRY I NAME OF SYSTEM ' DATES WHEN I TICOM iSTATUS OF THE SYSTEM -OF SERVICE DESCRIPTION OF SYSTEM COUNTRr AXIS US.A. OF ATTACKED RESULTS REFERENCE' AT ASA EMARKS 
ORIGIN ~F ORIGIN~ USE AND BY WHOM , ... ~ I R[AD 

I 
! 

r.l'SSJ A O<, 'IA\IY 3-flGUP[ 1-PM~I (.Of'I[ [ :.:( :PH[r' lO BY St:!:!-~·llTUllO~. '" </~1'Ys .. 19~.?- l'J!:::. ? CK'1 'I 16: 1 4t' -- --
I V•l~D~ I '1 54·>- T 562 

I '1 5C!i. 

j i I 
I I I 

i 
ouss " 90 NAVY: AR T IL- 3-rlGUP!: 1-f'M~'l COO( t:.:( I PrtlRU~ ft'I SVOSl I TUI ION . 

I"'''" 
,..~ ~;~_f'0/5l ·- 1 9!:~. - ? ? Q}\!11. PAPlLY R[AC 1 )4l -- --

L[PY 6AT1[P-
1 [5 . m;Lr or 
f I NLA.'J~ ' 

I i 

i ! 
I ~ 
I I ' 

VALUES j 1 i:;"U$$1 A 01 NAV'I "1-flGUP( l·P•RI COO[ [ NC I P'l(o[(I B\ SUP.511 llJT ION 

I 

? ! "' ~11,?0/s , -· APPll . ·"tA Y 1ol;l' ? OK" ~0;r. or 542 -- --
bR RY 5110511Tl!l1C'J rluS 4Q(l I TI V[, I 

, '• KNQW:-J 

! I 

·v<c-"/J I ! : 
OL•SS " "~ t./.\Y'I' :3·!'1GliP( 1-f-'>Pl C<X•E ENCIPH(f::'(I) \o.'11:1 \.;(NLJ:AlLf.. . !-.: -· 19~4 - ·? I ? C•.M N!JT SOL\'ED 1 54< -- -· 

:.1ooo111v[ All(l SU~~ TI ll!l 10'~ . 

I 
, . - ·1 

I 

I ' I I I ! 
"LSS IA 03 NliV~ l~·flGUR[ 1-P"'l CC'O[, (N( I PH[P(O RY Sl:c~ TI TUT I er: I ? ! M.;su~LN -· ; ;91: 1-1903 I 194l rl NNS RE•D PRACTI - 1 564 -- --

~ TCl 15 AUGl'ST 1942. 13\ AOOI Tl V[ lri[;:'(Afl[P. ' 194,: O•.M ULL \. IC0% I 12i I 16 
I I 

l ' ! 

I (11"1? IG I ,,.,_ ,,., I L'U~SI A q4 '1AV)' .'l-f I GUR( ?-P.ART COOE (NC I PH(R((l BY SUSS 11 TUT I ON ? -- ? 0~'1 NOT SOLVED T 5~4 -- -- ) 

'AND ADDI TI V(. i 

11.YSffG 

I ' 
; i ; 

PL1$SI .\ 9~i "U,V'I 3-r1GUP( ?·P•P.1 COO[ (NCIPH(P([o l.'ITH AC'DITIV[, ? -- 1943 - ? ? CKV. ·? 1 564 -- --
I i 

~US$ 1.- 9c) N/.VY 3-r IGUH ?-P.APl COO[ [NC I PHERED BY Sli9 ~> 1 ITUl I ON. ? BU~(l -- MAY-DCC 194 3 ? OK" ? T 564 -- --
I I 

i i 

FWSS1 Ai 07 NAV'l i'l·f IGl:P( ?-PAPl COOE (NCIPH(P([l IJY SUE511TlJTION. ? rnSTER- -- 1942 - ? ? CKM I R(AQ l.>i(N 1 564 -- --
I BURG TRAff IC \/AS I 

I 
I surr I c I (NT ; 
i 

; VUK MAR-
i 

PUSS I A o~ N.AV Y 13-r IGUR( ?-PAPT COO[ [r'C I PH[F(O BY SUSS 11 TUl I ON . '! -- 1942- 191:3 194~ OK"' RE AO (llRRDllL) 1 564 -- --
: RLIR(, i I 

PA~l or 11ME 

I I 
I 

Rl:SSI A 9r1 NAV'I 3-r IGUPE ?-PA!>T COO( [NClf'H(P(QBY SUB5111UT10~. ? . RIGA -- 6 JULY 1942 - 1942 OKM ROD CURRi:NTL 'I T 564 -- --
.?5 JlflY ·19!;z 

~USS I A '"" N/.VY 13-r IGUR[ ?-PARl COO( (NCI Pll(l'EO BY SUBSTITUTION. ? SALZeURC -- 1941-1942 i 194l 01\M ROD CUP~[Nll) T ~64 -- --
I 

,;. ____ LL I 

P•Rl or Tl"'C I 41t 
I 

! 
I I 
I 

I : 
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS r,,--·.·_ 

AS LEARNED FROM T:ICOM SOURCES . f f'·. 

COUNTRY 
OF 

ORIGIN 
SERVICE 

RUSSIA 101 NAVY 

RUSSIA 102 NAVY 

RUSSIA 10'3 NAV'r 

(WITH ANNOTATIONS FROM ARMY SECURITY 
NAME OF SYSTEM 

DESCRIPTION OF SYSTEM /COUNTRY! \OF ORIGIN AXIS U.S. A. 

3-FIGURE ?-PART CODE ENCIPHERED BY SUBSTITUTION. SEEL P.ND 

3-FIGUPE ?-PART CODE ENCIPHERED BY S~BSTITUTION. PT 4 1 SSS 
I 

AGENCY SOURCES IN ·PARENTHESES) 

DATES 
OF 

USE 

WHEN 
ATTACKED 

AND BY WHOM 

? OKM 

8 OCTOBER 19~< ? OKM 
-16 OCTOBER ~ 

1943 

TICOM ISTATUS 
RESULTS REFERENCE 

? 

'NOT SOLVED 

I 4¢; I 16 
I 55 

T 562 
I 

? I STAVANGER -- 194~ ? ? OKM I 3-F 1 GURE ?-PART CODE ENC 1 PHERrn BY sussT 1TL'T1 ON. I . ? I ~ - . -

--1--=-R :--::us=-=s~l -:--A ---:-::JQj:-::4l-:N-:A-:-V:--:-Y----t3--~F :-:I G~U~RE::-::'?7.:.p=--:A:-::R-:-T -:C:-:OO-:-E::-::E-:N-:--( '."::I P:-'.H'::c[R=-=_ Ec::-D-:8::--:-,-:--. -=-suc:-::s=-=s~T..,..,I T"'"u-=T--c--1 o=N-.-i-7---+~-314t3"/::-ci_ --,_,..,,_--19lr2~-194-3--; -"• "--t'""' 
RUSSIA 105· NAVY 

~ RUSSI A 106 NAVY 

~ 
Q RUSSIA l0'i NAVY 

~ 

RUSSIA 108 NAVY 

3-FIGURE 1-PART CODE ENCIPHERED BY SUBSTITUTION. 

3-FIGUPE ~-PART CODE ENCIPHERED BY SUBSTITUTION. 
~::'- l, 

1

3-FIGURE ?-PART CODE ENCIPHERED BY SUBSTITUTION. 

I 
I L 

·3-FIGURE ?-PART CODE ENCIPHERED BY SUBSTITUTION. 

D.S. 17 M 3/524/S 

? 

. -I 

? OKM 

I 
: AUGl1ST-N0VE~- i ? 
jBER 1943 · 

OKM 

I 

MARCH-JUNE 
1941 

'? OKI-' 

~ 
I 

·? OKM 

I 

NOT SOLVED 

READ AL~~OST 

10¢% 

SOLVED 

I T 542 
I 
I 

I 
I T 542 

T 542 

OF 
AT 

THE SYSTEM 
ASA REMARKS 

I 
I 
I 
I 
I 

_ -·-- _RU.SS.I~ .. 
I 

? _109 __ NAVY~ C~~~T"l_ 3-FIGURE ?-PART CODE ENCIP~ERED BY SUBSTITUTION. ? 
AND RAILl.'AY ------ ------·-·--------·-------·------------------------- ···-·----------- --· -----
BATTER I ES ON 
GULF OF FIN­
LAND 

1~2-1943 11942 OKM -- , ________ -- ------T---~--- -------
T 564 

.. . ... . ... :~ .. ........ f :· .. 
RUD 

RUSS I A 

RUSSIA 

RUSS I.~ 

110' NAVY: BATTER- 13-FIGUPE 
IES OF 402 
AND 435 DIVI-
SIONS AND BRI-

·?-PART CODE ENCIPHERED BY SUSST I TUT I ON. 

", 

GADE COMMUN I -1 
CAT IONS OFF I -
CERS 

111 NAVY 3·FIGURE 1-PART·CODE ENCIPHERED BY SUBSTITUTION. 

112 NAVY r') 3-r/GURE ?-PART CODE ENCIPr.ERED BY SUBSTITUTION. 

. . ~t. \ 

1 

1943 -. ? : 1943 OKM 
I 

? '? i '? OKI-' 

? OKM 

SOLVED 

NOT READ 

READ 

T 564 

I T 564 

T 564 

I 

1--

1:.· : 
( 

1.:··: 

I 
1-

____ ,...._____...._,_ 

~. -- ---~~----~-·- -

I 

-~·---'--''-----'-~--~,~=·· Z.~ -~~-_;~;:;_:,.:. ~t~•~r;n;?~-e~-w i· jc=i--i~-~irii~il-lllial-lilrfil~~: 
- ·- •"--- - -- --- · ·--~ - -- - --
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CRYPTANALYSIS 
SOURCES 
SOURCES IN PARENTHESES) 

. . . r. 

- -----;--

TICOM STATUS OF 

·~ - .. -· 

0 

THE SYSTEM COUNTRY 
OF 

ORIGIN 
SERVICE DESCRIPTION OF SYSTEM "OUNTRY · I OF ORIGIN AXIS u. S. A. I 

DATES 
OF 

USE· 
RESULTS REFERENCE AT ASA REMARKS 

RUSSIA il3NAVY 

RUSSIA li4NAVY 

RUSSIA 115 l~AVY 

RUSSI ft l IG NWY 

RU5'.: I A 117 ARMY 

3-rlGURE ?-PAR7 COOE 

2-rlGURE ?-PART CODE ENCIPHERED BY SUBSTITUTION. 

2-clGURE ?-PART COJE ENCIPi-:EF.ED SY SUoSTITUTIOt~. 

?-PART CODE 

2-rlGURE ':'-PAR7 rlELD CODE. MADE IN lP x 1¢ 
SCUAR(S. OAILY CHANGING K[Y. 

? FUVA 

TANA 

? 

M 5/5¢¢/S 

? 

- 1--- - R-tl-S5+A·- --+· +.~·~-?·---+?-=P·ART-CODE. ? 

SAUDI 
ARABIA 

SAUDI 
- ARABIA 

~ . SAUDI 

~ 
ARABIA 

,_ 

1 DIPLOMATIC 

2 OIPLClMATIC 

3 GIPLO~IATIC 

- -- . ----- ---- - - - ---- ---·-· 

?-PART CODE TRANSMITTED IN 5-rlGURE GROUPS. 

.. 
SUESTITUTION CIPHER--2 DIGITS PER LETTER. 
TR Atr IC \,•~$ SMAL l.. 

SU5STITUTION CJP~ER - -2 DI GITS PER LETTER. 
ITEM .2. 

? 

? ? 

SEE ? 

- ···--- ---·--··· - ---·· --- - - --- -· ~ -
- -- -- --- ---- -- ----- ---- - ·- --· 

? OKM. NOT READ 

? OKM ? 

-- . NOV-DEC 1942 1942 OKM SOLVED 

(ABD) 
OR 

( AOB) 

( ABD) 

; 

? OKM 

? - 1 I ? SIM 

? - ? ? SIS 

?-1944-1945 1 7 GERMANS 

I 
' 

? 

READ 

1¢0% COMPRO­
Ml SED. 

NOT SOLVED 

(.tBD: 1943- ? SIM READ 

(Aas: 1-1945-
CURRENT) I 
CURRENT) 

I ( ?-1943-CUR-
RENT) 

1942 PERS Z S READ 

T 564; T 542 

T 542 

1r 15¢6 

Ir 15 ;9 P 4 

"T 2¢52 

i 
I 
I 

(UNKNOWN) 

(ABD: BROKEN IN 1945. 1¢¢~ 
READABLE. ABB: BROKEN IN 
1944. 1¢¢% READABLE.) 

(BROKEN IN 1945. NOW 1¢¢~ 
READABLE.) 

... -~.,,,- ·--

.. - - -- - - - - - · - - . - ____ .. ___ - ___ .. ____ _ -- --··--·- -- -··- ·- ·- --·- ... - ---- --- -- -·· ·--- - - -

I 
I 
·j 

---·-

,_ 
IC 
11 

t ' . ~· . r· .. · ··,- .. , .. 

.. , . .... . . ... . . 

··.· · . .. 

·''. 
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS ! 
I 

AS LEARNED FROM TICOM SOURCES ' 

(WITH ANNOTATIONS FROM .ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 

COUNTRY NAME OF SYSTEM DATES I WHEN TICOM STATUS 'OF THE SYSTEM ; 

OF SERVICE DESCRIPTION OF SYSTEM gouNTRY I OF ATTACKED RESULTS REFERENCE AT ASA !REMARKS 
ORIGIN F ORIGIN AXIS U.S.A. I USE AND BY WHOM 

I 

SPAIN 1 DIPLOMATIC 4-rlGURE 2-PART CODE, ENCIPHERED BY MEANS or A (CLAVE ? (SPA'?) \ ( 193S-CURP.ENT)'. 1939 SIM BROKEN IF 151~ : (BOTH COMPROM I SEO) --
1¢¢-GROUP-LONG ENCIPHER KEY. 1537 ~ OP I If 151 I ; 

CLAVE (SPE?) : 
1539) 

I 
I 

I 
SPAIN 2 DI PLO'>fA Tl C 4-rlGUPE 2-PART COO[, ? SP. 234 ? '? - ? '? PERS Z S i RECOVERED 5% T 1358 (l.'NKNOWN) --

I 

4-f lGURE 2-PART CODE. ? PERS Z S RECOVERED 2¢%- T 138~ (UNKNOWN) 
! 

SPAIN 3 DIPLOMATIC ? SP. 1339 '? ? - '? -- I 
I 25% T 253 
; I 

: 
I 

j . -

I 

SPAIN 4 DIPL().tATIC 4-flGURE 2-P~RT CODE. ., '? 1 '? - ., ? ., RECOVERED T 1361 (UNKNOWN) -- ; 
' LESS THAN 1% I 

I I I 
I 

i 
I 

I I 

SPAIN 5 DIPLOMATIC 4-rlGURE (1-PART CODE P[PAGINATED.) 1¢,¢¢¢ (04) "04" (SPB) .( 1915-CURRENT) 1927, 1942 RECOVERED T 1~82 ( CCJ.1PRC>l I SEO. BEING READ.) -- ' I 
GRO\JPS. LAST TWO PLACES or EACH GROUP ARE READ PEPS 2 S 3¢% - 4¢% D l I REPORT I 

I 
I 

I rlRST. 2, p 3 -i 
I I I p ; 
I "U I 
~ SPAIN 6 DI PLC>!ATIC 4-flGURE 1-P~. RT CODE, RANDOMIZED ON PAGES. ? "3¢1" '? I ?- 1927-'? 1927 PEPS Z S RECOVERED T 1~73 (L'NKNOWN) -- ~ I 

1¢,¢¢¢ GROUPS. 5¢% - 6¢% D 1 , REPORT ! 

a.. l, p 2 
) . 

! 
0 .. i I 

I-
.. 

, ~ ··· -::-·-·· _1 ! 

14-FI GURE. I -PART CODE, RAND~IZED ON PAGES. I • I 
SPAIN 7 CONSULAR ? "311" '? ?-1927-1 1927 PEPS Z S RECOVERED T 137~ (UNKNOWN) -- I 

• 1¢,¢¢¢ GROUPS. i 5¢% - 6¢% T 13$ i 
T l~ 2 

I 
I I 

I 

D l , REPORT I 
I, P 2 I 

SPAIN g CONSULAR 4-flGURE 1-PART CODE, RANDOMIZED ON PftGES. ? "156" ., ?-1935-? ? ., : RECOVERED T 125¢ (UNKNOWN) -- i 
15% - 20% T 1251 

I 

I 
· 1 

I 
SP~IN 9 1 4-FIGURE 1-P~.RT CODE, RANDOMIZED ON PAGES. 1 "CODE ? '? - '? ! '.? '? RECOVERED T 1344 (UNKNOWN) ! --

1¢7" 8¢% - 35% 
I 

I I I 
! I 

I 

I 
! I 

1¢ 4-FI GUR( "1¢:." ? PERS 2 S (UNKNO'WN) ' 
SPft IN 1 1-PftRT CODE. ? ? ? - '? RECOVERED T 1211 I -- i 

LESS THAN 1% T 3¢11 
I 

I i I 
I 

. 
I + 

SPAIN 11 '? 4-FIG\JRE I-PART CODE, RANDOMIZED ON P>GE~. ? "CODE 1 ? - '? ? PERS Z S RECOVERED 1212 (UNKNO\./N) --
1¢9" 5¢% - 6¢% 1213 . 

: I 

: 

I ·-
I C"HART NO. 1-~ 
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 1 

COUNTRY 
OF 

ORIGIN 

SPAIN 

SPAIN 

SPAIN 

SPAIN 

SPAIN 

-
~ SPAIN 

~ 
1 .... 
«) SPAIN 
I 

SPAIN 

SPAIN 

SP.A IN ,. 

SPAIN 

13 

14 

15 

16 

17 

13 

21 

c:c: 

23 

SERVICE 

? 

? 

? 
.-

? 

AS LEARNED FROM TICOM SOURCES 
{WITH ANNOTATIONS 

DESCRIPTlON OF SYSTEM 

li-rJGURE I-PART COOE, RAN0°"11ZED ON PAGES. 

4-flGURE 1-PART CODE, RAN0°"11ZED ON P/l.GES. 

4-rlGURE 1-PART COD£. 

li-rlGURE 1-PART CODE, R .~NDOMIZED ON PAGES. 

)4-rrGURE I-PART CODE, RANDOMIZED ON P/IGES. 
I 

4-FIGURE· 1-P.ART COOE, RAND()AIZED ON PAGES. 

4-rrGU~E I-PART CODE. 

4-rlGURE 1-PART CODE, RANDOMIZED ON PAGES. 

. 4-rlGURE I-PART CODE, RANDOMIZED ON PAGES. 

i4-rrGUR[ I-PART COOE, RANDC»-ilZED ON PAGES. 

:q-rJGURE 1-PART COOE. 

: !i-r I GL'R[ I -PART COOE, RAN0°"11 ZED ON P.4GES. 

FROM ARMY SECURl TY 
NAME OF · SYSTEM l 

~OUNTRY: ----~-

:OF ORIGIN, AXIS U.S. A. 
I . 

? CODE I 11 ? 

? "t 19 11 

? "124" 

? "127 n 

? 

I 

? I • 152 .. ? 

i 

AGENCY 

DATES 
OF 

USE 

? - '? 

? - ? 

? - ., 

1 - 1 

? - ? 

? "157" ? I ? - ·? 

? 

? 

? 

? 

? 

I "166" 

I 

I 

I "163" 
I 
I 

"SP. 172" 

"SP. 175" 

1 

? - "? 

?-1932-1 

? - "? 

? ? - ? 

·.? ? - 1 

SOURCES IN PARENTHESES) 

WHEN 
ATTACKED 

AND BY 'WHOM 

TICOM [STATUS OF 
RESULTS REFERENCE· AT 

? PERS Z S 

? PERS z s 

? PERS Z S 

? PERS Z S 

? PERS 2 S 

I ? PERS z s 

? PERS 2 s 

RECOVERED 
4¢% - 5¢% 

RECOVERED 
5¢% c 6¢% 

T 1214 

T 1224 

! RECOVERED 2¢% T 1226 

I 

I 

RECOVERED 
1¢% - 2¢% 

i RECOVERED I T 1346 
; LESS THAN 1% 

1 

. RECOVERED T 1256 
LESS_ THAN 5% 

I RECOVERED T 1242 
' 5¢% - 6¢% T 1243 

? PERS Z S RECOVERED 5% T 1239 
T 1255 

? PERS Z S RECOVERED T 1244 
T 124') 
T 1246 

? PERS Z S 

I ? PERS z s 
I 
I 

? PERS Z S 

I 5¢% - 6¢% 

RECOVERED,25% T 124¢ 

RECOVERED 4¢% T 12~4 
T 12 3 
T 13 7 

RECOVERED 1~ T 1348 

(UNKNOWN) 

: (UNKNOWN) 

{UNKNOWN) 

(UNKNOWN) 

(UNKNOWN) 

(UNKNOWN) 

(UNKNOWN) 

(UNKNOWN) 

(UNKNOWN) 

(UNKNOWN) 

(UNKNO\i/N) 

(UNKNO\olN) 

THE SYSTEM 
ASA REMARKS 

. . . _-::<:-,- ·-·· 

I 

i 
}-- · 

I 

I 

H I 

KI> I 

~ : 
Kl'> I r I. 
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS I 

AS LEARNED FROM TICOM SOURCES 
' 

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) ' 
· · - . 

COUNTRY NAME OF SYSTEM DATES I WHEN TICOM [STATUS OF THE SYSTEM 
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY I OF ATTACKED RESULTS REFERENCE · AT ASA REMARKS : ORIGIN PF ORIGIN AXIS U.S. A. USE AND BY WHOM 

SPAIN 2li ? 4-rlGURE 1-PART CODE, RANDOMIZED ON PAGES. ? "SP. 179" '? ' ? - :! I ? '? RECOVERED T 1349 (UNKNOWN) --
I ' LESS THAN 1¢:' I 

I ! 

i 
.•· I (UNKNO""") SPAIN 25 ? 4-rlGURE 1-PART CoOE, RANDOMIZEO ON PAGES. 1 "213 n ? '/ - '? '/ ? RECOVERED T 1352 --

I 5% - 1¢% 
I I 
: 

I 

I I 

SPAIN 26 ? 4-rlGURE I-PART CODE, RANDOMIZED ON PAGES. '/ "SP. 217" ? ? - ") ? ? RECOVERED T 135~ (UNKNO""") -- l 
I 6¢:' - 75% T 135 -

I 
-·· -· · . . 

l 

1 
I 

I I 
SPAIN 27 '? 4-rtGURE 1-PART CODE. '? "SP. 229" ? I ? - ? '? ? RECOVERED T 1357 (UNKN~) -- I 

LESS THAN 1% ' ' : ' 

SPAIN 28 ? li-flGURE 1-PART CODE. ? "239" · .., I ? - '? I ? 1 RECOVERED 5% T 1359 (UNKN~) -- I I 

I : 

I 
: .. . • 

4-FIGURE ·· 1-·PART COOE, 
; 

r SPAIN 29 ? REPAGINATED. ? "SP. 243" ? '? - ? 

I 

1 ? RECOVERED T 136¢ (UNKNO.,_'N) -- ,_ 
I LESS THAN 5% 

~ I 
~ 

! . I 
I 

SPAIN 3¢ '? 4-rlGURE 1-PART COOE, REPAGINATED. ? "SP. 249" ? ? - ? ? 1 RECOVERED 5% T 1362 (UNKNOWN.) 
.. .. . ··~ .., .-- · ··· -- 'j I 

0 
I 

I- SPAIN 31 ? 4-r!GURE 1-PART CODE, REPAGINATED. ? "261" ? '1 - ? '] ') RECOVERED 6¢j T 13?¢ (UNKNOWN) -- I 
I 

I 

I 
SPAIN 32 '? 4-FIGURE 1-PART COOE . ? "271" ? ?-1937-1 ? 1 - RECOVERED T 1371 (UNKNOWN) -- I LESS THAN 5% 

' 
' I 

SPAIN 33 ? 4-FIGURE 1-PART COOE, RANDOMIZED ON PAGES. 1 ? 1 ? - 'l ? PERS Z S RECOVERED T 121¢ (UNKNOWN) --
3¢:' - 4~ 

SPAIN 34 ? 4-rlGURE 1-PART COOE. ? ? ? "? - ? '? ? RECOVERED 7¢:' T 1329 (UNKNO'v/N) -- I 

; 

: 
: 

SPAIN 35 ? 4-rlGURE 1-PART COOE. ? ? ? ? - ? ? ? RECOVERED T 138li ( UNKl'j()l.'N) --
2¢:' - 3¢:' 

-

SPAIN 36 ? 4-FIGURE 1-PART CODE. ? ? 1 ? - 1 ? 1 RECOVERED T 1343 . (UNKNowN) --
65% - 7¢~ . 

.. 
SPAIN 37 ? 4:FIGURE I-PART CODE, RANDOMIZED ON PAGES, 1 ? '] ? - 1 ? ') RECOVERED 5¢:' T 1372 ( UNKNO\.'N) --

I 
I 1 - -·- ' ' - - - . - - --6.----~-- --~~W' ::a . .. L > .. ----~ 



I 
I 
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! 
I 

! 

I 

I 

I 
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I 
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I 
I 

I 
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I 
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DOCID: 3560861 
/ ' 

l ) 

RESULTS OF 

,5-·/ 

EUROPEAN 

I 

I 
/ 

AXIS 
AS LEARNED FROM TICOM 

-· (WITH ANNOTATIONS FROM ARMY SECURITY AGENCY 
-

COUNTRY " · NAME OF SYSTEJ~_J DATES 
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY I OF 

ORIGIN OF ORIGIN AXIS U.S. A. USE 

SPAIN 38 ? 4-rlGURE 1-PART CODE, RANDOMIZED ON PAGES. ".! '1 '? ! '1 - 1 

! 
I 

SPAIN 39 ? 4-rlGURE 1-PART CODE. •') 11 113 11 ? ? - ? 
.. I 

I 

SPAIN 4¢ ? 4-rlGURE 1-PART COCE. ? "SP. J2 J II ? ? - ? 

I 
' 

I ' 

I 

SPA IN 41 ? 4-FIGURE I -PART CODE. ~ 11 140" ? 
I 

? ? - ? 

! I 

j 
I 

' 
SPAIN 42 ? 

1

4-FtGL'RE 1-PART CODE. ? ! 11 148 11 ? 
I ? - ? 

I 

f i 

·' 

I 
I 

I 
I 

' ' 
SPAIN 43 ? 1 4-FIGURE 1-PART CODE. ? 

I 
"165 II ? i 1 - ? 

! 
I 

6 I 
I -
[

11 N. 3¢3 SP' SPAIN 44 ? 4-FIGURE 1-PART CODE. ? 1 'l - 1 

SPAIN 45 ? 4-FIGURE ?-PART CODE. '! "SP. 73" 1 ? - ·? 

I 

SPAIN 46 ? 4-FIGURE ?-PART CODE. '! 11 112 11 ? ? - J 

I 

SPAIN 47 ? 4-rlGURE ?-PART CODE. '! I "114 11 1 ? - ? 

I 

I 
I I 

I 
! SPAIN 4C! ? h-r""'"' ?-PACT r,,.. ......... ~· II Qu - - -
' v .. -

j 

SPA IN 110 ? !4-FIGURE ?-PART COOE. ? "126 11 1 I ? - ? 

SPAIN 5¢ ? ·4-FIGURE 1-PART CODE. '! 

! 
"SF. 128" ? ? - ? 

I I 

I 
l 

I 

--

-- ·. ·· 

\ 
' · 

CRYPTANALYSIS 
SOURCES 

I 
SOURCES IN PARENTHESES) ' 

: --I WHEN TICOM . STATUS OF THE SYSTEM 
: ATTACKED RESULTS REFERENCE AT ASA REMARKS 
'AND BY WHOM 

I ? 1 RECOVERED T 12¢8 
I 

(UNKNOWN) --
I 10% - 15% 
! 

12J "} ? RECOVERED. 5¢% T 1215 T ( UNKNO.._'N) --
T 121~ T 12 Bl 
T 121 T 12~ I 

I T .1221 T 1222 ' 
I 

: 
: 

! 

? "? RECOVERED T 1225 (UNKNO\.h-1) -- I 
1¢% - 15% ' 

- ~ - - -·· - - - -·-
: 

I 
: 

(UNKNOl>M) 
I 

"? ? RECOVERED T 1257 -- i 
2¢% - 25% I I 

I 
I I 

I ' 
, 

I 
? "? RECOVERED 10% T 1238 (UNKNO.._'N) -- I 

I 
; 

(~ I 
I 

I 
,. ) 

' I 
? ? RECOVERED T 1260 (UNKNOl>M) -- i 

1¢% - 15% 11 . I - ! 
.. . -..: -=----·· ~ 

! -
? 1 RECOVERED T 1375 (UNKNOWN) --

I 5¢% - 6¢% I 

• ! 

' 
I ' i ? ? NO SUCCESS T 1263 (UNKNO.._'N) -- I I 

I 

I I 

I NO SUCCESS T 1262 (UNKNOl.'N) I '! 1 --
' 

I i 
I ? ? NO SUCCESS T 1261 (UNKNOWN) -- I 

I ' 
I I 

I I ! 
' I --I .. NV ::>L'LLt.::>::> , 1.:.:3 \UNl\NV••NJ 

I I I 

I : 

I I 
' ' 

? ? NO SUCCESS T 1227 (UNKNOWN) --
I j 

? ? NO SUCCESS T 1236 (UNKNOWN) --
' 

i 
I 

I 
CHAl'(I NO. 1-2 
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(-) () 

I 

RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 
i 
I 

AS LEARNED FROM TICOM SOURCES i 
i , 

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 
, 
I 

--- - - -
COUNTRY NAME OF SYSTEM I DATES WHEN I TICOM !STATUS OF THE SYSTEM I 

OF SERVICE DESCRIPTION OF SYSTEM ~OUNTR'f. OF ATTACKED RESULTS .REFERENCE AT ASA REMARKS : 

ORIGIN pF ORIGINi AXIS U.S.A. USE AND BY WHOM I 

Sf'>AIN 51 ? 4-FIGL.'RE ?-PART COOE. '? "SP. 133" 1 ? - "} ? '? RECOVERED i T 1252 ( UNKNOl<.'N) --
' LESS THAN 5% 

i ( I 
I 

I 
I I 

I 

" i 
SPAIN 52 '? 4-FIGL'RE ?-PART COOE. ? "SF. 142" '? ? - ? ? '? RECCVERED T 1253 (UNKNOWN) -- ' 

I i 
I LES~ THAN 1% 

I I 

; I 
i I 

SPAIN 53 ? 4-tlGURE ?-PART CODE~ ' ? "144" ? ? - ? ? ? RECOV£RED T 1254 (UNKNOWN) -- I 
' 
t - ABOUT 1% i 
I ~ - - · · ... - -

' 
SPAIN 54 ? 4-FIGURE ?-PART CODE. ? "155" '? 1931-1936-? ? ? NO SUCCESS T 1249 (UNKNOWN) --

I I 
SPAIN 55 ? 4-FIGURE ~-PART CODE. '? "161" I ? , ? - ? ? ? RECOVERED T 1259 (UNKNOWN) ' --

I 
, 

LESS THAN 3% 
i .• 

-· I 
i 

~ I 4-FIGURE ?-PART CODE. 

: 

~ SPAIN 56 ? "164" 1 - ? 
: 

·? ? T 1247 (UNKNOw'N) ? ? NO SUCCESS 

i 
--

I 
(J SPAIN 57 ? : 4-FIGURE ?-PART CODE. 1 /"SP. 170" ? 1 - "} ? ? 1 NO SUCCESS T 1243 (UNKNOWN) -- I<.> 

I 
.., 

~ i 
I - -· ~ : 

.1 

' .. . . -: __ , ........ ·· 
I I 

' I -
SPAIN 58 1 4-FIGURE ?-PART CODE. '? I "SP. 171" ? ? - ? ? ? NO SUCCESS T 1228 I ( UNKNOl<.'N) --

I I 
i \ 

SPAIN 59 '? 4-FIGURE ?-PART CODE. ? "VALENCIA ? ' 1 - ? ? ? RECOVERED T 1235 
I 

(UNKNOl<.'N) --
174" I 

I 5% - 1¢% 
: 

i 
I I 

I I 
SPAIN 6¢ ? f 4-F I GURE ?-PART CODE. '? "SP. 187'1 ? '? - ? ? ? VERY LITTLE T 135¢ ( UNKN()\..'N) -- I 

i I ! SUCCESS ' 
' 

I I 

. I 
! 
i 

SPAIN 61 ? , 4-F I GURE ?-PART CODE. '? "SF. 2¢9" ? 1 - ? ? ? RECOVERED I T 1351 (UNKNOl<.'N) --
LESS THAN 1% I 

I I 
I I I I I I 

I 
I 

I I ! 

I 
I SPAIN 62 ? ·4-FIGURE ?-PART CODE. 1 "253" ? ? - ? ? ? RECOVERED T 

:~~~ 
(UNKNOWN) -- I 

6~ - 7¢% T 
T I 6~ 

I 

I 
T 136 I 
T 

:~~~ ' 
T ' 

; I 

I I I I 
I 

I 

I I 
' I 

SPA JN 63 1 4-F I GURE ?-PART CODE. ? "3¢2" ? ') - ? ? ? RECCVERED T 1374 I ( UNKNOV.'N) ' --I LESS THAN 1% 
I 

I 
I I I 

I 

CHART NO. J-2 
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 1. 

AS LEARNED FROM fl COM SOURCES ' .. . 
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 

. -

COUNTRY NAME OF SYSTEM DATES I WHEN TICOM !STATUS OF THE SYSTEM 
OF SERVICE DESCRIPTION OF SYSTEM gouNTRY ' OF ATTACKED RESULTS REFERENCE AT ASA IRE MARKS 

ORIGIN F ORIGIN AXIS U.S. A. USE AND BY 'NHOM ' 

SPAIN 64 ? 4-rlGURE ?-PART COOE. 1 "SP. 3¢6 11 ? 1 - ? ; '? ? R£COVEREG T 1376 (UNKNO\..'N) --
LESS THAN 1% ! 

SPAIN 65 ? 4-rlGURE ?-PART COOE. ? "SP. 345" ? '? - ? ? ? ,RECOVERED T 1379 I ( UNKNO\..'N) 

I 

--
· LESS THAN 3% 

.. 

SPAIN 66 ? 4-rt GURE ?-PART COOE. 1 "4¢2" ? '] - ? ·? ? RECOVERED T 138¢ (UNKNO\.JN) 
\ 

--
I · L{SS THAN 1% 

; l 1-. • -
SPAIN E7 '? 4-flGURE ?-PART CODE. ? "754 In" 1 1 - ? '? ? NO SUCCESS T 1381 (UNKNO-..'N) --I I 

i i I 

SPA.IN 68 1 4-flGURE ?-PART CODE. 1 ? ? 7 - 1 ? ? ? T 1265 (\JNKNOWN) 

I 

-- I .. I 
: ' 

SPAIN 69 ? 4-flGURE ?-PART CODE. 1 7 1 ? - 1 ? 1 RECOVER£D T 12¢9 ( UNKNO-..'N) -- I 
I 

: I LESS THAN 1% ; 

SPAIN 7¢ DIPLOMATIC 2-PART CODE ENCIPHERED 6Y 10¢-GROUP KEY. 
I 

1 ·? ? 1939 - '] ? SIM NOT READ 1r 1513 (UNIDENTIFIED) -- j 

I I I i 

' : Cl Pn£R I~ (~PRO- I" 15¢6 (UNKNOWN) I SPAIN 71 NAVAL CIPHER '? ? 1 - ? '? SIS -- ! 
NO. I 3 : MISED d . ~ ' . • 

I ' 

t 
I ' I 

SPAIN 72 ? Ii-FIGURE ·?·PART CODE. ? ? ? 1941-1942? 1941 SIM NOT RUD 
I " 

1524 (UNIDENTlflEC) -- J I .. I 

~ I 
i I 

I 
ID 

I SPAIN ; GENERAL RE>~ARK~ ON SPAIN R(Pl.JBLIUN: DESPITE . .. : 

j .. -:.., ,- ····· 
c REPUBLICAN ! • ., " ""' L'R" I (S THE 5'5TEMS D """D " "" -I i I 

~ 
I CATOR AND APPARENTLY IN TYPE or TEXT. I ' I 

I i 
1938 1933 SIS 

• (UNKNOWN) SPAIN 73 MILITARY . SUBS TI TU1 I ON US I NG DI GRAPl-'S ¢¢ TO 99 ARRANGED IN . ? R. 5 ? ' ? - READ If 15¢4 -- ' I I 
REPUBLICAN COLUMNS AGAINST AN ALFHABET STRIP CONTAINING I 

I I l 
3 NULLS i I 

I 
' 

i SPAIN 74 MILITARY OIGRAPl-llC SU85T.ITUTION USING SLIDING STRIPS. .? N. ? 1-1938-? 1933 SIS I REAO IF 15¢4 ( UNKNO\,'N) -- I 
RCFUBLICAN ' I 

' 
' I 

' I DIGRAPH!( 
I I 

SPAIN 75 MILITARY SUBSTITUTION USING SLIDING STRIPS. ·? S.N 1 '?- 1933-? 1933 SIS i READ IF 1504 ( UNKNO\,'N) : -- ! : REFUBt ICAN ! I I 

I I DIGRAPfil( 
: 

SPAIN 76 MILITARY SliBST I TUT I ON L'S I NG Sll DI NG STRIPS. 1 5 C.R ? 1-19}3-? 1938 SIS READ If 150'4 ( Ul'iKNO\.,'N) -- I 

' 
REPUBLIU.N I 

I 
I I I 

i I 
SPAIN 77 MILITARY ; DIGR.APHIC SUBSTITUTJ0N, ;0 x 1¢ SQUARE .AND '? S.N.D ? '?-1938-? 1933 SIS READ I " 1504 ( UNKNO\.'N) --
R(FUBLJCAN j COORDINATE SLIDING STRIPS 17 VALUES LONG. sue-

I STITUTION BY ao:~ lf.TT(f;S ANO DIGITS •. 
' I ; 

I ' 

73 
I ·? s.o. ? 

I 
?-193$-? 193S SIS READ . If 1504 ( UNK NO\.'N ) -- I 

SF·A JN Ml LI TARY SUS~TITUilO'i BY DIGRAPHS ~-99. ONE HUNDRED 
r.TFUBL I (.A'J Dlrf'ERENT KEYS l~E«E USED IN ARRANGING !HE SUB- I 

ST I TUT ION. \ I : 

! I 
' 

I I I 

. _l __ · I ; 
I 

I 

I I 

I 

I -· - · ·-· ··---~ ·-· -...-.=-. 



COUNTRY I 
OF , SERVICE 

ORIGIN 

SPAI~ 7?· MILITARY 
F;[Flt'L IC.''l 

SF.~ IN 0 0 I/, I LI T-\RY 
F;[PL.2LICAN 

I 
I 
I 

> 
I~ 

~~ 
I 

I ( 
1) i I 

! 

: 
I 

' 

I 
' I 
I i 
' 
: 

I 

' 

I 
: I 

I 

I i 
! I 

I 
: 

' ' 
I 
' 
! 
; 
I 
I 

' I 
I 

RESULTS OF EUROPEAN 
AS LEARNED FROM 

(WITH ANNOTATIONS FROM ARMY SEGUR! TY 

AXIS 
TICOM 

AGENCY 

DESCRIPTION OF SYSTEM 
I NAME OF SYSTEM I 

'COUNTRY- --=--1·--- ---
OF ORIGIN AXIS U. S. A. 

DATES 
OF 

USE 

DIGRAP~IC SUBSTITUTIO~ USING I~ x Id SCUARE ANC 
COORDIN~TE SLID ING ST~IPS. SUBSTITUTION BY BOTH 
LETTERS AND rlGL~ES. 

DIG~~PHIC SUBSTITUTION USING 13 X 13 SCUARE AND 
COORDINATE SLID/,\'C STRIPS. Sv8511TUTION SY '11XED 
>LFHA5ETS ANC F.f·GURES. 

? s . ~ARZO I 
I 

II "-1 R 
1\LAR~'' 

I 

1-193~-? 

I -
I 
I 

.. 

I 
I 
; 
I 

I 

' 

• "! 
'/ 

-

: 

i 
' ! 
' 

I 

i 

I 

I 

I 

I 
I 

I 
I 

I 
' 
I 

! 

I -

CRYPTANALYSIS 
SOURCES 
SOURCES IN PARENTHESES) 

WHEN 
ATTACKED 

AND BY VVHOM 

I TICOM !STATUS 
RESULTS iREFERENCE' 

OF THE SYSTEM 
AT ASA REMARKS 

I 

( UNKNO\.IN) 193~ S IS I READ 

I 
I" 15¢4 

READ IF 15¢4 ( UNKNO'n'N) 

' 
I 
' ' 

I I ' I .. . .. 
~- - ·- · · 

.. I 

- I 
' 
I 

I 

! 
I 

I 

; 
; 

I 

I 
I 
I 

I 

l 
I 
I 

! 
i 
I 

; 
' I 
I 
j 

I 

' 
I 

i 
' 
I 
I 

I 
' ' . 
I 

l . 

I 

I 

I 
1-i 
k> ,.., ) 

) , I 
~) I 

~ i 
I 
; 

I 

I 

I 
I 

I 

I 
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COUNTRY 
OF 

ORIGIN 

SWEDEN 

SWEDEN 

SWEDEN 

SWEDEN 

S\..'EDEN 

S\.JEDEN -

SWEDEN 

2 

3 

4 

5 

7 

Q 
.) 

/ 

SERVICE 

(DIPLOMATIC) 

CONSULAR 

? 

ARMY 

NAVY 

NAVY 

NWY 

NWY 

SWEDEN 9 N.WY 

SWCDEN 1¢ NAVY 

I I NAVY 

S\..'EDEN 12 NAVY 

I \ 

\ __ j 

RESULTS OF EUROPEA1N 
AS LEARNED FROM 

(WITH ANNOTATIONS 

DESCRIPTION OF SYSTEM 

HAGEL IN -- SMALL MACHINE, SIMILAR TO M-2¢9.· 
6 WHEELS. 

MACH I .NC: THOUGHf: TO HAVE I )-NUMBERED \..'HEELS. 
CALLED BY PW THE KRYTAA BUT MAY HAVE MEANT THE 
KRYHA OR HAGEL!\!. 

TRAFFIC THOUGHT TO HAVE BEEN HAGEL IN. !ST 
MONTH 25-LETTER ALPHABET USEDi 2ND MONTH 26-
LETTER ALPHABET USED. 

HAGELl'J -- LARGE MACHINE. THOUGHT BY GERMANS 
TO HAVE BEEN SIMILAR TO ENIGMA. 

APPARENTLY A MACHINE CIPHER. 4-LETTER SYSTEM. 

'1ACHIN£ CIPHER. 

MACHINE CIPHER. 

MACHINE CIPHER 

MACHINE CIPHER 

M.ACH I NE CIPHER 

)-LETTER ?-PART COO[ CVCCV. PROBABLY A C0Vt:R­
NA'-1E SYSTEM. 

5-LETTER ? CGDE. CVCVC. 

FROM ARMY SECURITY 
NAME 

COUNTRY 
OF ORIGIN 

? 

? 

? 

? 

? 

? 

? 

? 

? 

? 

OF SYSTEM 

AXIS 

SM I 

? 

? 

? 

r . I 
''4-LET rm 
SYSTEM" 

KARL 

PAUL 

RICl-!ARD 

OTTO 

SOPHIE 

MORSE 

SEDER 

U.S. A. 

(SwA) 

? 

? 

? 

? 

? 

? 

? 

? 

AXIS 
Tl-COM 

AGENCY 

CRYPTANALYSIS 
SOURCES 
SOURCES IN PARENTHESES) 

TICOM STATUS OF THE SYSTEM DATES 
OF 

USE 

I WHEN 
ATTACKED 

AND BY WHOM 
RESULTS REFERENCE AT ASA REMARKS 

1 - ? 

? - ? 

? - '] 

I 

I AFTER SF'R I NG 
1 1944 OKH 
' ? OKW 

? FA 

1941, AGAIN 
IN 1944 PERS 
z s 

? OKH 

I ? - i 944 - ? 1944 OKM 

, I 

? - 1944 - ? 1944 OK~ 

? - 1944 - ? I 1944-0KM 

? - 1944 - ? I 194li OK1.: 

? - 1944 - ? 1944 OK~-1 

I 

NOT BROKEN I 1 142 P 4 
BUT MESSAGES 
IN DC::PTH COULD 
BE READ 

I 
I -NO SUCCESS I 162 P 3 

NOT READ 

NOT '?(AD BY 
OKH 

PRQBABLY NO 
SUCCESS -­
SCA\JT MATER-

i I AL 

NO SUCCESS 

NO SUCCESS 
• 

NO SUCCESS 

MOMITOREO 
19l14, 1945. 
PROBABLY NO 
SUCCESS 

PROBABLY NO 
SUCCESS -­
SCAN f MHER-
1 .A.L 

I 22 P 7 

I 142 P 4 

D 38 P 3, 4 

D 33 P 3 

I 
PROBABLY NO , -~ 39 P 5 
SUCCESS 

? 

(NOT '?EADABLE -- NOT BEING 
i WORKED ON) 

I 
I 

(UNKNOWN IF IT HAD 1) NUM-
BERED WHEELS.) 

(TRAFFIC USING 25-LETTER AL­
- PH ABET K~JOWN AS SWC.) 

(UNKNOWN)· 

(UNKNOWN) 

.... ,-::-·---~ 

( UNKN0\..1~J) 

(UNK\JO'-'~) 

(UNKNOWN) 

CHAHl NO. I-,: 

THOUGHT 
BY FA TO 
BE 1¢~ 
SECURE 

I 
I 
! 
I 

-i' 
o! 
JI 

I 
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 
AS LEARNED FROM TICOM· SOURCES. 

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 
-

STATUS OF THE SYSTEM COUNTRY NAME OF SYSTEM DATES I WHEN TICOM 
OF SERVICE DESCRIPTION· OF SYSTEM 8PUNTRYI AXIS U.S. A. OF ATTACKED RESULTS REFERENCE AT ASA REMARKS 

ORIGIN F ORIGIN USE AND BY WHOM 
' 

$\.'EC'E 'l 13 ? 3-LETTER ·?-PART CODE. ? 
I 

S.,SSNI TZ '} ? 1944 - "? I 
1945 OK"I BROKEN D 38 P 4 I (UNKNOWN) I - I --

I 
' 

~\."E:f'E'I 14 .At<~IY 3 ·LETTER ?-PART FIELD CODE. '? I SC2 ? '? - ? 1943 OKH READ If 12¢ p 5 

I 
(NO MILITARY SYSTEMS WORKED --I ON) I 

; 

I 
I 

!\1."E:il!:'·! 15 i AR~"'Y ~-LETT(~ PARTIALL~ I-PART U~~NCIPHERED FIELD I ?. sc3 ? ? - ? 1943 OKH RE.,D If 12¢ p 5 (NO MILITARY TRAFFIC WORKED --
CODE. -· I : ON) 

I i I 
I -

i 
I .. - - . 

::wrnE-i 1 ·~ .\ :::~~~'( 3-LETTER 1-PAl:'i CODE. ? sc4 ? ? - ? ' 1"943 OKH READ IF .1~¢ p 5 (NO MI-LI T ARY TRAFFIC WORKED --
I .. ON) 

1 
L I I 

I 
~\,i::'E~~ i7 Ml L 1 "IAC\Y I ,:-LETTER .~l'-iD 3-LETTEC\ CODES. ? ? 

I 
? ? - ? AfTER 1944 READ I 55 p 11 (NO ~ILITAqy SYSTEMS WORKED --

OKH ON) 

I -... ' ; 
"-\,E[l['I l~ I ? l -r I GU<::E 2-L!:iTER COJE, ?-P.~f::T, 475 GROUFS. : ? "r I Gi.JRE- ? ? - 1945 - ? 1945 OKM I INVEST I ::;.~Tl:'.D D 38 P 5 (UNKNOWN) --

' 

I 
i LETTER- I 

LETTER" I ! 

~ 
I i 

I I i 

i I ' K > : 
' I I : p 

19 I (OIPi..Q\f~llC) 
,. 

I ·.? I ·? (PO'"<;l8LY '! - ;53~ 194.J PERS ? IF 1515 P 3 (IF S~-1, PARTIALLY COM- (TRAFFIC 
I 

$',.'[Q[N 5-f"IGURE ,:-PART U~(N(.IP''EREO CODE. N-'.) 5-f"IGU~t: z 5 '. 
GR-JUP CO'lHINED T'"!E SN•1[ DIGIT TWICE. I S1-.'!3-l OR 19ii<:1 SIM I 22 P 21 PROMISED. BEING WVRKED ON. IN St,S-1 I<.~ . I 

I 
I SW8-.?) IF S\..'8-2, BEING WORKED ~'l.) AND St,S-2 n : I 

CONTINUED ~ I 
I ·- . ... -·-·· LATER ! - ; 1:;, I THAN THE 
I 

I 
CLOS I NG I I 

' DATE 
' I 

I 
• GIVEN BY 

PW FOR 

I THIS CODE I 

I 

I •·· 

~~D ~-r'IGL'RE 2-P.A~i u~~[N;:IPl-'[RED ('.)I)[. 
; 

"1-.'Ef'C~ .:c· CC\ISLIL4R ~-F"IGUR[ ? : ? ? ?. - 1939, ON 9Er0PE 10,0 READ I 1~2 p 3 (UNIDENTIFIED) --;); 
iN 10~0 ~L~osr 4LL Ll~KS EXCEPT STCCKHJ~M -

1 
I MOST Llll:KS f"A 

TOKY0° - \,/('Ii 01/(R TO A ~!~(;..:I NE. 
i ' : 

I I ' 
' I 

:\..E"E'~ li-;:- I Gtll:'E ?-P.~RT (0)(. 
I 

? i '? ? .~fTER 1939 AfTER 1939 

I 
? IF 1519 p 3 (UNIDENTIFIED) --...:1 C' I PL 'JI.• q ! C 

I 
I 

I - ? 51'-I 

1 · ; 
; 

I 

. 
I I 

·k~ ''£\J 
2! I '-'I l. I TARY SIUP~[ R[(IP~oc~L SUE'STITUTIO\!. I ? ? ? ? - ? ArTER SEPT FEAD I 55 p 11 (NO V.l ll HP.Y iRAFFIC WORKED --

I 1944 OK'"! ON) 
i 

I I 
I ,' 

I 
I 

' 'hr-.;-•.1 ,, I 
~LV0LVl~J G~ILL( rq~~SPQSITIO~ CIP~ERS. ? 5<?4-I ? ? - ? 19~3 OK~ READ I Ir 12,Z: p 5 (NO MILITARY TR AFT IC. WORKED --.. . SRA-5 I ON) I 

I 
I 

I : I ; I I ! i 
I 

I 
I I 

I 
I 

I 
I 

I 

I 
I ·I i I 

I 
I --- CHAR• ,.n I • 
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RESULTS O·F 

. , - ..... 
f I 

<_) 

EUROPEAN 
AS LEARNED FROM 

(WITH ANNOTATIONS FROM ARMY SECURITY 
COUNTRY NAME OF SYSTEM 

OF SERVICE DESCRIPTION OF SYSTEM "OUN TRY: U.S. A. ORIGIN OF ORIGIN' AXIS 
I 

SW[OEN 24 AR'-1Y TRANSPOSITION SYSTEM. "r. ARD ER Tr."" RE VOL V I "JG ? i- Z G.~ ? 
GRILL(." I 

I 

I 
I I 

SW£0EN . .:>c; MILIT.A<;>y ELEMENTARY HP[ TRA'ISPOSITION. ? ? ? -J 

. " 

SWEDEN ~6 ? ? ? I rrrr ? 
I 

I 
S\\'!:DEN 27 ? '? ? I f"Ff ? 

-
SWEDEN ze DI PLOM.lT IC MACHINE CIPHER ? : ? ? 

SwED(N 29 DIPLOMATIC MACHINE ? ? : ? 

SWE:DEN 30 DIPLOMAT:C? 5-rlGURE 2~PART CODE. NO DIGIT REPEATED IN A ? .? ? 
GROUF. UNENCIPHERED. 

~ 51.'E:DEN 31 DIPLOMATIC 4-FIGUR( .7·PART CCOE. ? ? ? 

'i-
~ 

5 1 
I-

I 

~ 
' 

I 
I 

- ·- -·· 

-· 

I I 
I 

AXIS CRYPTANALYSIS 
TICOM SOURCES 

AGENCY SOURCES IN PARENTHESES) 
I DATES WHEN I TICOM 

OF ATTACKED RESULTS iREFERENCE 
USE AND BY WHOM 

.. 

I 
? - 1944 - ? 1044 PERS Z S FROe.~2L Y NOT 1r 12¢ P 5 

i§li4 OK~ S:\'OKEl'I :> 35 p 4 
19~4 OKM 

I 
I 

? - ? HTER SEPT READ I 55 P 11 
1944 ·:>KH 

? - 1944 - ? 1944 OKM ? D 33 P 5 

I 
·? - 1944 - '? - 19·44 OK•-1 t ? D 33 F 5 

1939 - ? "? SIM I NOT R(AO It 151g 

I 

1939 - ? ? SIM I NOT READ ,. ;518 

? - 1939 ? SIM "} I ir 151~ 

I I 

1939 - ? I ? SIM ? IF" 1519 

' 
I 
I 
I 

' I 

I I • 
I 

I 

I 

' 

? 

i ' 
I 
I 

l 
I 

I 

!STATUS OF THE 
AT ASA 

, '\, 
( I 

. ~/ 

SYSTEM 

(NO MILITARY TRAFTIC WORKED 
ON) 

REMARKS 

! 
--

(NO Ml LIT.ARY SYSTEMS WORKED i --
ON) 

! 

(LilH"lOWN) --

(UNi\~OWN) --
I 

(UNI DENT I ti ED) ! --
I 

I 

(UNIDENTlflED) I --
I 

(UNIDENTIFIED) ' --
I 
I 
I 

(UNIDENTIFIED) i --

i ' 

I 
.. ·- - .... ·-·-· - : 

I 

i 
' 

~· - -· 

-. -

' . 
i 
I 
I 

i-1 I K, i 
1~ I 

! 
~ ~ I 

~ 
I 
I 

' 
I 
I 
! 

I 
I 
i 
I 
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 
AS LEARNED FROM TICOM SOURCES 

! (WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 
NAME oF=----s_ysTEM---i 

---· --- --
STATUS 

·-· -
I COUNTRY DATES I WHEN TICOM OF THE SYSTEM 

OF SERVICE DESCRIPTION OF SYSTEM "'OUN TRY OF ATTACKED RESULTS REFERENCE AT ASA REMARKS 
ORIGIN 01

F ORIGIN AXIS U. S. A. · USE ANO BY 'M-iOM 

SYRIA I ARMY fRENCH LANGUAGE COCE 1 TABLE Of 17 LINES ANO 8¢ ? ? ? ! ?-1941-? I 1941 SIM READ llf118CF~ i (UNKNOWN) --
" COLUMNS, 3-LETTER GROUPS Of WHIC~ MIDDLE ONE IS I If 118G P I 

A VGWEL. KEY WORD CHANGED ABOUT ONC[ A MONTH. I 
APPROXIMATELY 1,7¢~ k'OROS. 

I 
SYRIA 2 POLICE 4-rlGURE ?~!"ART ccr.E. ENCIPHERED BY SIMPLE sue- "? ? "? ?-1943 ? OKH RE.AO I 17¢ p 3 (UNKNOWN) --

I 

STITUTION. I 
I 

i I i 
'i SYRIA 3 POLICE CIPHER SYSTEM. SIMPLE FIGURE SUBSTITUTION. ? I "! "! '1-191i3 ? OKH j READ I 17¢ p 3 (UNKNOWN) 

I --
... : 

SYRIA 4 POLICE 11 1111 X 1¢ MULTI ALPHABETICAL TABLE WI TH OMOPtiONES. 11 ·? '? '1 ? - '? ? I TALI ANS READ If !18G F 5 (UNKNO..'N) -- ! 
("1?) "KEY" CHANGED MONTI-IL Y. I 

I 
~ . 
I 

I 

II& F 3 . (UNKNOWN) ' 
SYRIA 5 

., 3-LETTER "CIPHER." ·? "? -? - ::i-1941 ... ? ! 1941 · SIM "PR08A8LY" If --

1 
I READ I 

- .. ' .. 

I 
: 

; - -· -

t 
.. 

SYRIA 6 -? 3-rlGURE "CIPHE.R. II ? I "? ? ?-194;-? 1941 Sit.! PROeABL Y READ 1r 118c F 3 (UNKNOWN) --
I I 

: I 
I 

I 
I 

1941 118c P 3 ( UNKNO\..'N) SYRIA 7 POLICE 11COOE". TABLE or 1¢ )' 1~. ? ? ? ?-1941-? I SIM 1 READ If --
I 

I 

I 

I : I 
I I 

... I 

I 
re ! 

I 
IC~ · 

~ 
: I 

' D 
' 

i 

~ I I 

rn ! : 
~I> ' 

5 : 

I I r ... .... . ··:-·-··· · ,_ -
I I 

I 
' 

I I 
I 

I • 
I 

' 
: I : 

; I ' 
' 

I I I 

I 
I : 

I .. 
I 

: 
I 

' I I 

I I 

I I 
: 

I 
; I ; 

! i 
' 

; ! 

I I 
I 

! 

I 
.. ·I 

I 
I 
I i 

i 
I 

I 

__ Jj_ 
I 

I ! 

I 
I ' 

I 
I 

I 
' 

I 
I 

' 
I 

Cl1AR1 NO. ~ -~ 

-· 
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RESULTS OF EUROPEAN AXIS 
TICOM 

CRYPTANALYSIS 
SOURCES 

COUNTRY I 
OF SERVICE 

ORIGIN 

SW I Tl[~L ·''10 I '[)I PL(IM.t. TIC 
I 
I 
i 
; 

SWJ T/(RL AND 3 !DI PLC-.!.H IC 
I 
! 

SWITZERLAND 4:CONSULAR 

SWITlERL~~D 5 ? 

I 
I IDJPLOMATJC ? 

TH.Al UNO 2. DIPLOM.ATIC 

THAILA'llO 3 l(COMMER(IAL ?) 

I 
THAI LANO 41 ( C().1M£RC I AL ? ) 

AS LEARNED FROM 
• 

(WITH ANNOTATIONS FROM ARMY SE CURI TY 

DESCRIPTION OF SYSTEM 
NAME OF _S,_YSTE:M_: 

g~~~Td~ AXIS u. S. A. 
I 

EN I GMA CIPHER M .~(H I NE. (ENIG'!A) ? (SZD) 

' 
1 

AGENCY SOURCES IN PARENTHESES) 
DATES 

OF 
USE 

-· WH°EN .. I TICOM !STATUS 
ATTACKED RESULTS REFERENCE 

AND BY WHOM I 

OF 
AT 

THE SYSTEM 
AS A IREMARKS 

~-1942.-CURREN~ ? PERS Z S 
? SIM 

READ AT DI rFER-l I 22 P 14 P 
ENT Tl~E~. SIM! 19 
DID NOT READ. ' I 54 P 2 

: If 1526 

(THREE TYPES or TRArr1c PRE­
SUMED TO BE ENIGMA--SZD-1, ! 
SZD-2, AND SZD-3. SZD-1 READ'. 

~ OVER 5{1!\g, OTHERS NOT READ.) : 

4-LETTCR ?-PART CODE IN rORr.t VCVC. (BOTH 1-PART '(I, E. I, 2 
AND 2.-PART,) ,.. 3, 4) 

? : !SZA rR. l {?-1939-CURRENT) 
SZB GER. 
SZC ENG 
SZR FR. 

? SID, SIM NO SUCCESS 1r 1526 P 6 (ALL READABLE.) 

3-LETTER I-PART CODE. 3 1 ~~ GROUPS, rJRST (CODE K) 
LETTER or GROUP INDICATED PAGE, SECOND LETTER 

, THE COLUMN, AND THIRD THE LINE. IN~JC4T()q: 
5-LETTER GROUP AT · 9EGINNING, (rwD BOOKS: rRENCH · 
AND GERMAN) ! 

3-LETTER I-PART CODE; VALUES IN rRENCH .AND GER- (CODE G) 
MAN. rJRST LETTER INDIC.Ht:O PAGE, SECOND LETTER I 
COLUMN, AND THIRD LETTER TH( LIN[, INDICATOR: 
r1rTH LETTER or rJRST GROUP AND r1RST AND rrrTH 
LE TTERS or SECOND GROUP. 

3-LETTER 1-PART COOE. VALUES JN GERMAN, 

1-PART COOE, VALUES IN FRENCH. 

5-LETTER ?-PART CODE. USED BETWEEN BERNE, 
s roe KHDLM, AND 8.ANGKOK. (LANGUAGE uNKNOl.'N, 
ENCIPHERED WITH ONE or THREE DIFFERENT FORMS 
or SUBSTITUTION.) 

5-FIGURE 1-P.ART COO::. ENG!..IS>-! LANGUAGE USED. 
USED WITH ~ND WITHOUT ENCJPHER~ENT, SCMETIMES 
USEO REPEATING 5-rlGURE ADDITIVE. (W'-!ICH CHANGEO 
(VLRY f(W MONTHS, OR MONOALPH4BETIC, OR POLY· 
ALPHABETIC SUSST I TUT I ON USED.) 

5-LETi(R ~-PART COOE. USED BY MINISTER or 
FINAN((, 

1-PART COOE USED BETWEEN BANGKOK A~D BREMEN. 

? 

? 

? 

I 

I 
? 

1.-
? 

"s.v. 1" (SZC) (1942-CURRENT) 1944 SID 
? SIM 

I 
CONSOLARE (SZG FR.) (?-1941-CURRENl) 1~!!4 SID 
~zx I (SZH GER~ 

? 

? 

? (THB) 

? (THo\) 

? ? 

? ? 

A] - ? '? ? 

. ., - 1941 ? SI"! 

(1944-CURRENT) ? GERMANS 

(?-1941-CURRENl) 1941 PERS Z 
1942 f A 

1 - 1945 ? GERMANS 

75~ or FRENCH 
BQOI( REAOJ 
GERMAN BOOK I 

; PARTIALLY READi 
I 
I 

I 
i RECOVERED 

ABOUT 25~ or 
' FRENCH BOOK 

If 1526 PP 
6-9 

T 1557 
T I 5.r62 
T 16~1 
IF l)~C: 

IF' 1526 PP 
9-11 

T 1)32 
T 1537 

( 1'.~~ READABLE THROUGH RE­
COVERY.) 

(1~ READABLE THROUGH RE­
COVERY.) 

RECOVERED 
15:' - 2~% 

1 T 1533 
I 

(UNIDENTlrlED) 

READ 

, PROBABLY NOT 
I SOLVED. 

I 
S ALMOST CCM-

1 PLETEL Y READ 

I 
! 
I 

PROBABLY NOT 
READ 

PROBABLY NOT 
READ 

i 

(UNIDENTJrlED) 

.. 
(ENC 1 PHERMENT ·soL.l/Etr."i945. 
COOE NOT WORKED ON.) 

0 16, REPORT (BROKEN ANO READ IN 1943. 
2, P 2 NOW 1¢~ READABLE.) 

0 16, REPORT 
3, p 3 

i ~i7i 
T 2 ~ 
T 2 76 

T 2364 (UNKNOWN) 

T 2364 (UNKNOWN) 

CHART NO. 1-,! 

' 
I 

,_ __ 

...,, : 
c 
"t 

I 
; 

~ I 

• 
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RESULTS OF EUROPEAN 
AS LEARNED FROM 

' (WITH ANNOTATIONS FROM ARMY SECURITY 

AXIS 
TICOM 

AGENCY 

CRYPTANALYSIS 
SOURCES 
SOURCES IN PARENTHESES) 

COUNTRY I 
OF SERVICE DESCRIPTION 

l NAME~.~O~F~~S_Yr=ST~E=M~_: DATES 
OF 

USE 

WHEN J I TICOM !STATUS OF 
ATTACKED RESULTS ,REFERENCE ' AT 

THE SYSTEM 
ASA REMARKS 

ORIGIN 

TUf::l\EY 

TU"l<EY 

~ ~ TURKEY 

~ 
() 

~ 
Tui:~. EY 

TURKEY 

TURKEY 

1 ' D I F'L C"• ~Tl C 

I 

_ !:'IFl("'HIC 

~ DIFLOM.HI( 

4 CI PL C•'!.H IC 

c: D I FL Cf.• H I ( 

I 

i 
6 DIF'LC'f.'ATIC 

7 !01 PL~HIC 

I 
I 

I 

$ jOIPLCf.' .~TIC, 
CONSl!L .AR 

iC !~'ILITARY 
~ ATTACH[ 

OF SYSTEM COUNTRY 
'OF ORIGIN AXIS U. S. A. 

.?-F.ART CODE. (IJ( I FH(f:'[[l ~E.'l"UT 1/2 T'-!E TI"'( \.' I TH I 
.A REF'UTl"JG ') - flGUPE .!DOI ii VE \.'HICH (Ht,NG((l 
DAILY euT W.AS SOM(llM[~ F=EFE .AT(D rF\OM Y(~R TO 
YUP. USED n: ~:.if'-!(<:' U"l IMPOP.TANT TR.~FF IC. 

4-flGURE !-P•P.T C:OCE. LATER GIVEN Hi:":EE REf- .LG-
; INAilO"JS. SEE. ITEMS ·'' 4, .~ND 5· 

REP.AGINAilON CF ITU-! i. usrn II• MCNTHL'r ROTA-
.TI ON \.'I TH I TEI.!~ .4 AND 5. AFTE'R I q!;t· SOl-•f.T I ~E~ 

ENC I Fi-IERED t=Y 110-F I GUF'E P.[PUT I NG
0 

.ADD IT I VE \..~"'I CH 
Ff:'(~U(NTLY CHt~G(D. 

!=:ff AG I o\'AT I ON OF l TEM i. USED IN MONT'-!L Y ROT.A-
T I 0~ WI TH ITEMS < AND c:. .~F"TER i 9~i;-: 50M[T I MES 
ENCIFi-'EJ;ED BY 1.0-:FIGURE REPUTING ADDITIVE \.'.'!!CH 
FRECUE~TL'r CHA~GED. 

P.[PAGINATION or ITEM 2. USED IN MCNTHL'r ROTA­
TION lo.'ITH ITEMS < ~ND 4 •. ~rTEC> i94\?; SOMETIMES 
['KIP"ERED E'r 4~::rlGURE REPUTING .. ~DDITIV( \.'HICH 
fRECl~NiL'r CHANGED. 

·4-FIGURE 2-P.ART COC-E. Sor.-ETIM[S ENC.IP-ERED 5Y A 
llf·-FIGURE P(P[,ITING 3(:[.1-IV[ \.'HICH FF;EC.UENTLY 
CH.•NGED. USED eY THE TUf::K I S!-1 E•AE!ASS I ES IN BERLIN 
.~ND VIC"''" ?, 

? 

INK IL.AP 

4-FIGURE ( ;: )-PART CODE. ENCIP~(R(O EY A 4C-
FIGURt:: REPE .£TING AC:DITIVE. USED f'El\.'E[IJ .~NK .AR,& 

INEUNU 
'(!NONU) 

AND THE RC-.-E (~1e :~SSY, 

SET OF THREE 4-rlGUF'E FARTIALLY 1-F,t.RT CODES IN 
ARABIC SCRIPT. L'SED Ii\ MONTHLY ROBTION. SOME-
Tl~ES ENCIFHERED 8Y A bf-FIGURE OP A 5-FIGURE 
REPEATl"JG ADDITIVE. 

4-rlGURE 1-P.~RT CODE. ENCIP!-!ERED P.Y 4"1-Flf;IJR; 
CIH·EnlNG ADDITIVE l\.'Hl(H rHCUENTl:.Y c"·'NGED). 

; ;:;-;1c;uRE 1-r-•=<-:- co::-E. ~LL G=<L'i.iF.5 ct:l; ..... ~ >dT"' I 
OIGI i 1. IN ;Qll.2 ;::rr-LACLD SY COJr- :-OE~c:;.18EO ''' 

I I T[I.' 11. 

( cu~•HUF. I ET) 

.. ., 

? 

? 

(TU6) 

'? (TUD) 

I 
I (TUJ) 
I 

I 
? (TUE) 

ROMA (TUF') 

? (TUK) 

., IT'"'' 

? 

?- 193e<- 19~0 

AND BY WHOM1 

19~!:'? F[RS 
7 -

I SOLVED • 

COMPf:OMISEO. 
RE•G. 

19~~ PERS Z S BROKEN ,&NO 
19~1 SIM ; RE~C BY SIM 

, AND PERS Z S 

j I 1¢3 P 2 (L"NIOENTI r I ED) 

IF 1517 P ) (UNKNO\.~ UNTIL INFORMATION 
IF 1523 PP 2, WAS PECEl\•ED fROM BPI TISH. 

3 NO WORK DONE. NO TRAF"f"IC 
FERH .~PS If IJS RECEIVED.) 

I 
I 
If 1:;)17 P 3 

J 1F 1523 PP c, 
< 

(lo.~RK HAD BEGUN WHEN PHOTO- ~ 
STAT COPY WAS RECEIVED fROM 
THE BRITISH IN 1943.) 

I 1¢3 pp C., 3 

1935-(CURRENT) 1935 PERS Z S BROKEN ,&ND 
194~ SIM READ BY SIM 

AND PERS Z S 
I' IF 1517 P 3 

IF 1523 PP 2, 
(SOLVED IN 1943 AND 1944.) 

i( ?- 194~-CUR-
I Rt:.NI I 

I 
i 

19~5. PERS Z S SROKE'~ ,ANO 
1940 SIM PE~D BY SIM 

AND PERS Z S 

RECOVERED 
5,¢¢0 GROUPS 

3 -
, I 103 PF c. , 3 
! 

Ir 1523 PP 2, 
310~ I . _, PP 2, 3 

I 
1r 1517 PP 3, I 

~, APPENDTX · 
F' 

Ir 1?23 P 3 

I RECOVERED IF 1517 P 3 
. 5,¢0¢ GROUPS IF 1523 P 3 

1934 PERS Z S ! SOLVED ANO I 10~- P 2 
·? SIM • RE AD BY PERS I F I 17 P 3 

I 2 s. COMPF;O- I IF 1 23 p Ii 
MISED BY SIM. 

-- . ·- I - . -. ---
s I REA£.' ~fl"'r ·51M. 1 SEE ~do J 

READ BY PEP.S ! I 63 F 2 
z s. 

l 

(SOLVED IN 1943 AND 1944.) 

(BROKEN ANO-AIDW.6.t .. . BRIT.ISH. 
READ IN 194,. ·No.il BEING 
ALMOST C().1P[ETELY READ.) 

I 
I 
I 

I 
j 

' I 
I 

(FARTIALLY BROKEN BY BRITISH. 
IN 194~. NO FURTHER SOLL- · 
TION D~NE BY BRITISH 01' ASA. I 
TRAFFIC RECEIVED AND S().!E 
0((')0£D >ND TRANSL~.TEO.) 

( C().!PR().ll SEO BOOK RECE: I VED 
rR().! THE BRITISH IN 1944.) 

- - -· \ r-.· •~ I I I...,, ~.,,,.., "J" t. ·· - ·----

VALUES AND BRDKE BOOK ~ND 

ENC I PHERMENT. RE AD IN 194Q.) : 

NOT 
K"l°'""'4 
BY ASA 
TO HAVE 
BEEN 
USED IN 
MONTHLY 
~ROTATION 

~-194~-1942 ~ SIM BROKEN ANO 
READ 

I IF 1517 p 3 I Ir 1523 F' ri 
(UNKNO\.'N) I --

I 

• \,;MAKI NO . 

I 

I 
I 
I 

I 

L. 

~ 
0 I 

I n: 
~~ I 
1-

I 

I 
I 
; 
I 

i 
; 
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 
AS LEARNED FROM TICOM SOURCES 

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 

COUNTRY NAME OF• SYSTEM DATES WHEN I TICOM !STATUS OF THE SYSTEM 
: OF SERVICE DESCRIPTION OF SYSTEM gouNTRY OF ATTACKED RESULTS I REFERENCE_ AT ASA REMARKS 
' ORIGIN 1 F ORIGIN AXIS U.S. A. USE AND BY WHOM 

TURKEY 11 MILITARY 5-FIGURE I-PART CC{)E. (AT FIRST) FREQUENTLY ·? I '? (TUA) ( 194i-cuRRENT) 1943 SIM BROKEN AND 1,r 1~17 p e, (P~RTIALLY BROKEN ANO AIDED · --
A TT ACHE ENCIPHERED BY A 5-FIGL'RE (REPEATING~ ADDITIVE. PERHAPS PERS COMFLETELY AP ENOIX E 5Y BRITISH. LATER 1¢~~ COM- · 

(NOW UNENCIPHERED OR ENCIPHERED BY 0-FIGURE RE- z s READ. .ALSO SEE .~LSO PROMISED. NQI.' COMPLETEL ,. I 

FEATING ADDITIVE.) USED SY ALL TURKISH MILITARY COMPROf.'. I SEO. J r 63 P 2 RE.~D.) 

ATTACHES. I 
I I 

I ! 

' TURKEY 12 DIPLOMATIC, "?·FIGUPE -?-PART COCE WITH LETTER SUBSTITUTION. -? I -? ? -? - 1944 - ? 1944 F"A READ. IF 1.20 P 12 (UNKNO ... 'N) I --
MILITARY USEO IN TRAf.f.:IC fRDM RUSSIA, BULGARIA, AND ITALY. 1944 °0KH ' 
ATTACHE 

i ' 
I 

I 
I I I i TURKEY 13 ARM'Y I A IR POLYALPHABETIC SUBSTITUTION CIPHER. USUALL'Y HAO ., -? ., . ?-194¢-194)-? 1940 OKH ; READ BY SIM. IF 1523 P I!, (UNKNOWN) --

5-13 ALPHABETS. MONTHLY KEY CHANGE; GEOGRAPHICAL 1941 SIM I BROKEN A"ID APPENDIX A ! i 
NAMES USED FOR CODEWORDS. J, W, X ARE USED .AS I READ BY OKH. IF"1517P6 I 

NULLS. - . I IF 126 PP 1¢, I 
! ' 11 ; r - . I If 11ec F 3 

: 

I If 1 lbG P 2,3 ! 
I 

TURKEY 14 MILITARY ?-PART CODE. SOMETIMES ENCIPHERED er A METHOD '? 5 z ·? '7-1936-1939-? 1936, 1939 SOLVED I 1¢3 p 3 (UNKNO~~-NO MILITAR'Y TRAff ll --
WHICH ENCIPHERED ONLY ONE OR TWO FIGURES or EACH I PERS 2 S ' I WORKED 1)N.) 
GROUP_.. I I i 

' 

~~ 
I I I TURKEY 15 Ml LI TARY ?-PAF:T CODE. '? ? ? 1939 - ·? ArTER 19~9 PROBABLY I 1¢3 p 7 (UNKNO\.-N) -- ~ 

, 
.• 

I OK'..', PERS Z s "SF ASMOO I c" sue - ..J I 

' CESS ACHIEVED : i D 

I ~ ~ 

I 

! 
' ' 
I . 

' 

I J 
TURKEY 16 MILITARY : ?-PART CODE. "A TURKISH PROCEDURE CODE." '? '? '? ?-1941-1943--? 1941 SIM I ? IF 1523 P 5 (UNKNO ... ·N) '--- I 

I I I ~ I 
- ,_ ; 

TURKEY 17 MILITARY j ·?-PART CODE. ALL TRIGRAMS BEGAN WITH THE LETTER ? ·? ?- 1941- ;94y? 194.i SIM 
I 

? ~ ( UNKN_QWN ~- ' Q If 1523 P 5 --
s. I I - · -.:-·--~· · ~ I 

! I 
I 

I 
I 

I r'CLICE 
• I 

I 
13 ?-P'ART CODE, LO\.' GP.ADE. ONLY 1¢¢ GROUPS. or THE 1-1941-1943-? : 1941 SIM IF ·1523 P 6 (UNKNO ... 'N) 

i 
TURKEY ? ·? ? RE.~O. -- I 

I rlElD-COOE lYPE, A SQUARE or 1¢x1¢, WITH COLUMNS I I 
I 

AND LINES NUMBERED I TO 1¢, IN ASCENDING ORDER. I I 

' I 
THE ARRANGEMENT WITHIN THE SQUARE W.AS CHANGED I I I PER I OD I CALLY. i ! 

~ 
I I 

j I 
TURKEY 19 AIR 1- PART CODE. UNENCIPHEREO. ? ? ? '? - "? I 

·? OKL E~SIL'! RE~[) 119 p 5 (UNKNOWN) I --
' I I 

. I l I 
TURKEY 2¢ AIR PERIODIC FOLYALPHABETIC sueSTITUTl0~ CIPHER ·? ? ? ? - '? I ? OKL EASILY RE.~O I 119 p 5 (UNKNOWN) -- i 

USING SLIDING STRIPS. CHANGED MONTHLY. i 
' 

i i 
TURKEY 21 AIR SINGLE TRANSPOSITION CIPHER FOR WE.qHER REPORTS. '? '? '? ., - '? I ·? OKL EASILY READ I 119 p 5 (UNKNO ... 'N j -- I 

i ' . 
I . 

I 
' i I ' 

TURKE'Y 22 NAVY · POLYALPHABETIC SUBSTITUTION CIPHER. KEY LENGTH ? ., ? ?- 1941-i 94 3-'? 1941 s 1~1 BROKEN AND I If 11~~ P ') ( UNKNO\.'N ) --
VARIED FROM 5 TO 13; NO KEY WORD USED, KEY ' READ IF 1 ~t F 3 

I ' 
: 

CHANGED EVLRY 2 OR 3 MONTHS. SIMILAR TO ITEM 13. 

I 
1r11SGPj I I 

I ' . I 

TURKEY 23 NAVY. - - - - - PROBABLY NO I I 83 P 2 ' --
i WOFK DONE SY I 

I 
I : 

OKM ON ANY 
NAVY SYSTEMS 

~ I 
CHARI NO. 1-2 
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COUNTRY 
·OF 
ORIGIN 

SERVICE' 

., 
TURKEY 24 POLI.CE 

.TURKEY 25 P9LICE 

TURKEY 26 POLICE .. 

TURKEY 27 POLICE 

TURl<E:Y 28 ' -•' 

TURKEY 29 ' 
TURKEY 3~ DIPLOMATIC 

TURKEY 31 DIPLOMATIC 

. ' 

/' 

.-

~ ·RESULTS .. '. ~OF EUROPEAN 
AS LEARNED FROM 

(W.ITH AN~OTATIONS FROM ARMY SE CURI TY 

DESC.RIPTION OF SYSTEM 

SUBSTITUTION CIPHER SYSTEM USING 2 f"IGURES f"OR 
EACH LETTER OR NIMSER •. MOST FREQUENT LETTERS' 
USED VARIABLES. ', 

' SUBSTITUTION CIPHER':SYSTEM USll'<(G TWO OR THREE· 
f"IGURES f"OR EACH LETTER• 'NI) Dlf"F"ERENT SUBSTl-

·TUTION TABLE'S USED. I : '. 

suesfirur10N C"IPHER SYSTEM USING 2 OR .3 f"IGURES j 

PER LETTER. 'iwttKLY'OR MONTHLY KEY CHANGE. 
TRANSMITTED IN 4,·5,.·0R·6· FIGURES. . 4 

MC>r<IOALPHABETIC SUBSTITUTION Cl.PHER. NORMAL 
ALPHABET SLID AGAINST l~SELf" WITH DAILY CHANGING 
STARTING POINT. THE LETTERS C, X, ANO W WE:RE ONL'I' 
US_ED TO SEPARATE ~DS. . .) 

f•PART CODE. 

"Nl.M3ER CODE", · USED ONLY BY· THE TURK I SH PRES I • 
DENT ON THE STATE-YACHT "SAVARONA'' ON HIS TRIP 
TO IZMIR. 

SMALL SUPPLEMENTARY CODE IN f"RENCH. APPROXI· 
MATELY 1,111¢¢ GROUPS. 

?-PART CODE FOR USE ON BERLIN-ANKARA LINK. 

N.4ME OF SYSTEM 

g,9~I;~ AXIS US.A 

.. , 

, 

, 

, 

' 

• • , 

, 

, .. 

' 

"f"RENCH" 
COOE 

' 

, 

, 

, 

, 

(f"RENCH 
SUPPLE­
MENT TO 
TUK)? 

TURKEY 32 MILITARY, AIR, '·PART CODE.Of" 261 PAGES. , ' 

TURKEY 

AND NAVAL 
ATTACHES 

33 POLICE 

I vnn<. T j't '"'VL I {.t, 

TURKEY 35 . ? 

4-f"IGURE 2-PART COQE, UNENCIPHERED. 

:>ll"lr'Lt. T ,._. v51TIVN {.lr'P'!t.K u::il"IU G7-Lt. I lt.K 

ALPHABET! DAILY-CHANGING KEY. J, W, AND X ARE 
NULLS. 

"METEOROLOGICAL CODE." 

' 
, 

r 7 I 

' ? ' 

l 

--
/ 

AXIS. CRYPTANALYSIS 
TICOM . SOURCES 
AGE~CY SOURCES IN 

,/ 

PARENTHESES) 
Tl COM STATUS OATES I WHEN 

OF ATTACKED RESULTS 
USE ANO__,SY VttiOM 

REFE~ENCE 

OF 
AT 

THE ::>T~I t:. 
ASA 

?-1941-194~­
PE:RHAPS ·cuf!­
RENT 

I 
I 1942-1941-

1
1 

PE;RHAPS l::UR· 
RENT 

"VERY OLD" 

? - 1 

1941. OKH 

1942' OKH 

1941 SIM 
1941.0KH 

19~., 1941 
SIM 

? SIM 

? - 1 ·1 SIS 

/"'"-

·- 17 .. ,- ' '7-"' _.,, ... 

? - ' 1942 OKL 

READ If" 126 PP 12, 
13 

PROBABLY READ If" 126 P 13 

READ 

READ 

SOLVED CRYPT­
ANALYTiCALLY. 
LATER COMPRO­
MISED. 

BROKEN 

If" 1523 P 6 

If" 1523 P 6 
If" 126 P 12 

I 132 P 2 

If" 126 P 12 

NOT READ • -.Ir 1523 p 3 

1 D 71 

READ. COMPRO- IF 15¢6 
MISED. 

READABLE 
SINCE JUNE 
1943 

, 

If" 118c P 4 
If" 118r 
1r 118r P 2 

- ... a ........ 
. If" 11Sr .J 

If" 118G 

(UNKN!M.1) 

(UNKNOWN) 

(UNKN~) 

(UNKNOWN) 

(UNIDENTlf"IED) 

( UNKNO\w'N) 

-.-.:-·"' 

(COMPROMISED COPY RECEIVED 
rROM BRITISH WITH TUK) 

(UNIDENTIF'IEO) 

(UNIDENTlf"IED) 

(UN IDENTI fl ED) 

J ... - - ·- .. -- , 
\""'' -- -- I 

~DECIPHERED" If 118B P 17 (UNIDENTlf"IED) 

CHARl NO. 1-c 
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RESULTS OF EUROPEAN 
AS LEARNED FROM 

(WITH ANNOTATIONS FROM ARMY SE CURI TY 

AXIS 
TICOM 

AGENCY 

CRYPTANALYSIS 
SOURCES 
SOURCES IN PARENTHESES) 

COUNTRY 
OF 

ORIGIN 
SERVICE DESCRIPTION OF SYSTEM 

NAMF -()F !;YSTEM I 
QQUNTRY I 
OF ORIGIN AXIS U.S. A. 

DATES 
OF 

USE 
I WHEN TICOM 1Sl1'TUS 
. ATTACKED RESULTS REFERENCE 

UNI T(O 
KI NGDQt~ 

UNI TEO 
KINGDOM 

UNI TEO 
KINGDOM 

UNITED 
KINGDOM 

~LI UN I TEO 
C ~ KI NGOQM 

~~ 

' 1 UNIT[Q 
I KINGDOM 

UN"I TED 
KINGDOM 

UNI TEO 
KINGDOM 

UN I TEO 
KINGDO"l 

I DIPLOMATIC 

2 DIPLOMHIC 

3 DIPLOMATIC 

4 DIPL()4ATIC 

CIPHER MACHINE or SWEDISH ORIGIN, PERHAPS HAGEL IN, 
USED roR MESSAGES rR().! ITAL I AN THEATER. 

5-LETTER 1-PART CODE WITH S4,11lel¢ GROUPS. 

5·L£TTER 1-PART ,CODE WITH ABOUT 84,011leJ GROUPS. 

5-LETTER ?-PAR! COO£, UNENCIPHERED. 

5 DIPLOMATIC 4-LETTER 2-PART CODE WITH 16, 2c4 GROUPS. 
r0Ri::1·::N orr1:t: 

6 DIPL().!ATIC 

7 DI PL().!A Tl C 

I 

8 DIPL().!ATIC 

9 DIPLOMATIC 

4-LETTER 2-PART CODE USED IN NEAR, MIDDLE, AND 
rAR EAST, 

4-LETTER 2-PART CODE WITH lo,11leJ¢ GROUPS. 

-
" - -

4-LETTER ?-PART CODE, UNENCIPHER[Q, 

' 

2-PART CODE USED MAINLY.f'PR TRAINING IN 1942 ANO 
1946Nt, f:NCIPHERED BY ADDiTIVE. ,'INOICUOR WAS 
SEC GROUP. i 

' 

'. 

, 

~ 

? ? 

GOVERN- i B 22 
MENT TELE-: 
GRAPH 
CODE 

GOVERN- B 23 
hlENT TELE­
GRAPH 
COO£, I 
AfRICA I 

., 

R COO£ 
1935 

? 

R CODE B )¢ 
1941t 

' B 31 

-. 

. . . ~ , 
' 

? ., 

• I 

' 
I 

. . --

-- -

--

ANO BY WHOM 

I ,_ 1944-? 

I 
Ol<W POSSESSED I 76 .P 12 
MACHINE! READ 

I 

'-1939-1942-? 1939 PERS 2 S 

ALL TRAf'f'IC 
fR().4 ITALIAN 
THEATER. 

READ SINCE D 16, REPORT 
1939. Sl.M41:R 2, P l . 
1911f1, CAPTVREC D 16, REPORT 
ORIGINAL GIVE~ 4, P I 
TO PERS l S, . i 

?-1941-1942-f 1941 PERS 2 S READ ALMOST 
WITHOUT GAP 

D i6, REPORT : I 
2, P I · 1 

? - ' 

1935-1942-1 

D 16,· REPORT 
4, p 2 

? PERS l S BOOK ONLY I 22 P 12 
PARTLY BUILT 

PRIOR TO 194~ READ AL"40ST 
PERS l S C().!PLETELY, 

CAPTURED AT 
B£f~GEN, 19~ 

D 16, REPORT 
2, p l 

D 16, REPORT 
4, p l 

I 17_2 P 3 

?-1941-·1942-?~ 1941 PERS 2 S AT END OF' D 16, REPORT ' 
1942 ABOUT 2, P l 

1942 - ' - 1942 PERS l S 
' 

' 

' 

f-194'-' f PERS 2 S 

.. 
1942:-1943 i942-0KW 

' ' 

'• 
~ 

-. 

I 

I -

l ,~fJfa GROUPS _ D 16, REPORT 
WERE RECOVQU> 4,, P l 

AT END or D 16 REPORT 
191J2 2,221¢ 4, P I 
GROUPS E-
COVERED.· F I RS 
TELEGRAMS 
READ IN.OCTO-
BER 1942. t.. 

' 

BOOK CAPTURED I 22 pp 11-IZ 
IN NORWAY; - · 
ALREADY READ 
BEf'ORE THIS. 

, 

SMALL PART or 1- 76 p 11f 
TRAf''rlC READ-
BErORE 1943. 

: 

-· . ' ., . 
-

- ' 

' 

OF 
AT 

.. 

THE SYSTEM 
ASA aci.·---

.-..."- -~ 

~-:-···· 

-- --
I 

' 

,• 

-- --
' . '· 

'-.. 

-- --
-. . 

.• -

''----
' 

. ~ .. , m;J. 1-2 ' -....... 

i - - - . 

, 

t-- ·I 

·· -

I 

~· 
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 
AS LEARNED FROM TICOM SOURCES 

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 
I 

COUNTRY NAME OF SYSTEM DATES I WHEN TICOM STATUS OF THE SYSTEM 
OF SERVICE DESCRIPTION OF SYSTEM ~UNTRY AXIS 

I OF ATTACKED RESULTS REFERENCE AT ASA REMARKS 
ORIGIN ORIGIN US.A. I USE ,AND BY WHOM 

UNITED HZ DIPLOMATIC ?-f'IGURE ?-_PART CODE. INTERDE- ? -- -1 ?-1941-? 1941 PERS Z S BOOK H11~ COM D 16, REPORT 

I 
-- --

KINGDOM PARTMEN-

I 
1941 OKW PROMISED 1941 2, P 1 

TAL CODE 1941 OKL ADDITIVE PART 
LY BROKEN BY 

i OKW, OKL. 
I WORK STOPPED 

1942. 
I 

i ' 
22PP 17-1!3i UNI TED 11 DIPLOMATIC AODITIV[ ENCIPHERMENT SYSTEM WITH KEYS CHANGING ? ? -- I ?-194¢-1941-? 194¢ PERS z s PERS Z S RE- I -- --

KINGDOM EVERY TWO OR THREE MONTHS. TRAF'f'IC PREF'IXED i ? OKW COVERED 23~ I 31 p 6 I 

"PRODROME ". TOTAL LENGTH ESTIMATED BY PERS Z S Of' ADDITIVE; ! 
AT lflJ,¢¢(/J 4-f'IGURE GROUPS. DID NOT AT-

TACK SOOK. 

I 
- -

OKw OIDNOT 
READ. 

I 

I I 

' I 
UNITED 12 DIPLOMATIC DOUBLE TRANSPOSITION WITH SAME KEY-LENGTH f'OR ? ? -- ? - ? ·? OKW SOME READ I 31 P 6 I -- --I 
KINGDOM BOTH RECTANGLES.· -

I 
I I . 

UNITED 13 ARMY 4-LETTER OP. 5-LETTER ?-PART CODE ENCIPHERED \ffTH EMPIRE ? -- 1-1941-1942-? 1941· OKH BOOK PARTLY If' 126 p 13 I -- -- I 

KINGDOM ADDITIVE. CODE BUil T 

I 
' 

.• - -I 
(I ! 

~ UNI TED 14 ARMY 3-LETTER ?-PART CODE. SECOND LETTER Of' GROUP TIGER ? -- ? - ? ? OKW SOLVED IN SIX I 76 P 13 ! -- -- .., 

~~ 
KINGDOM WAS ALWAYS A VOWEL (INCLUDING Y). COO!: MONTHS. 

I (..~ 
! 

r~ 
I 

-· .. 
-~---· 

... 

~ 
UNITED 15 ARMY-CORPS- 4-f'IGURE 2-PART CODE ENCIPHERED WITH ADDITIVE WAR Of- woe -- 194¢-1943 I 194(/J OKH RE CONSTRUCTED I 51 - -- --

~ 
I 

KINGDOM DIVISION WHICH WAS A TABLE WITH STARTING POINTS INDICATED f'ICE CODE ? SIM AND READ UN- I 11~ P 4 
BY 5-LETTER GROUPS. ADDITIVE CHANGED ABOUT EVERY TIL CODE COM- l If' 1 7 p 7 i TWO WEEKS. f'ROM SPRING 1943 ENCIPHERED WITH ONE-

I 
PROMISED IN" Ir 1517 

TIME PADS. AF'RICA, JULY If" 1519 I 
1942. COMPRO I 
MISED ALSO IN I 

NORWAY, APRIL 
194¢, AND ' 
NEAR DUNKIRK I 

1· 
JUNE 194¢."0T ~ 
READ eY ~-IM. I 

: 

16 1945 - 1945 OKH 
... 144 pp 6-9 

i 
UNITED ARMY POLYALPHABETIC SUBSTITUTION SYSTEM EMPLOYING LINEX LINEX -- ? . NOT READ If' -- --
KINGDOM BOOK Of' RANDOM ALPHABETS AND NOTCHED CARD f'OR ' ' SELECTING CIPHER TEXT. _s 

I 

I 
I 

- i 
UNI TED 17 ARMY, AIR 2-LETllR CODE WI lH 2¢4 VALUES APR ANG[[) IN RL.C· SLIDEX BRITISH SL I DEX ?-1943-? I ? OKH OKH READ CUR- I 76 P 4 -- --

' KINGDOM f'ORCE SIDE- I ? OKL RENTLY; OKL I 1¢9 P 3-9 lANGLE. CODE GPOllP~ fORMlD fP().I COORDINAlES I I 

S<;UA~E, Ri:-An C"ll~RoNT- 1.- 1':>t; PC ..,_ 
01J SL JC- I NG S Tl': I F"S. l J 

I 
. C.\. r\.V;;> I LY. 14 

A Ni.JMBER'' If' 144 PP 2-3 ' p 6 . 

I i 
U:'-llTED 18 AIR f'ORCE COM- CIPHER MACHINE: TRAfflC SENT IN 5-LETTER GROUPS. ? ? -- ? - ? ? OKL NOT BROKEN I 1¢9 p 35 -- --
KI N.'.:DOM MAND NETWORKS 

! I 
I . 

i 
I L_---~ 

.,.,,.,.....,. f"""'ll -- - --- -- -.--=--~..:-- ·::::=a.- - - - ~=-=----=-----
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COUNTRY 
OF 

OR JG IN 

UNI T(O 
KI NGOC>< 

UNI TED 
K INC{)<l'.' 

v-. 1 rco 
KINC0c;.4 

U.~I T[O 
KING0::>-1 

UNI T(O 
KINCO().! 

U"ll Tto 
K INGD:-0. 

UNI TED 
KI NGO:>< 

SERVICE 

19 • tR rOl<CC 

,3 A IR fORCC 

21 •IR roocc 

22 AIR rOPC( 

23 AIR fORCC 

24 Alf! roRCE 

25 A~Y, NAVY, 
AIR FOR([ 

26 ARMY, NAVY 

RESULTS OF EUROPEAN AXIS 
TICOM AS LEARNED FROM 

[WITH ANNOTATIONS FROM ARMY SECURITY AGENCY 

DESCRIPTION OF SYSTEM 

CIPK(I' O(VICE 

3-LCTTER ?-PART COOC. 

~-flCUR( 7-PART COO[. rro~T l"\oQ G'lOOPS ~[P[A T(O 
AT E'-0. USED IN RAF t.s>Ou>l.:>·()11()(/.'() TRAfflC. 

-

4 -r I CUR[ ?-PART COO[, (NCIPHEREO WI TH ADDI TIV(. 

TRANSP{)SI Tl~ Cl p~~R WI TM KCY LENGTH or 1¢, US(D 
ar TORPCDO 8c;.IBCRS ON DCRCI scs I >I NOil TH (HANN[L • 

~ -r I GlF.l( T-PART COOE US(O rOR rn•ff I c ec TW((>f 
eRA'l(><[S or TH( ·~co f()QC(S. 

CIPM[O "ACHINE WITH 5 \IH((LS--2 OUTSIDE WH!:CLS 
r1x.ro. 

L,.!JAME=--O_F _S.X.SIEM~ 
COUNTRY/ .I :(Y; ORIGIN AXIS U 5. A. I 

DATES 
OF 

·USE 

'12 COL· 
{).o'I CA(­
SAR CDO­
fNG; MA­
(HINt• 

1 f-194?-1 

I 

I 

•I RC••ri 
R(PDHT I NG 
COOC 

? 

' 

1 

? 

? 

SPESSART 

IN!(RS[R· STRAL-
VI C( Cl - SU~ 

PH(R 

TYPO. 

! 

' - 1 
I 

I 
1- 194z-? 

- - ?-194¢-19~3-? 

-- 1- 1942-? 

-- ? 1944 

' - ? 

CRYPTANALYSIS 
SOURCES 
SOURCES IN PARENTHESES} 

I WHEN 
ATTACKED 

Al'.f) BY WHOM 
RESULTS 

I PQIQq JO 1942 OK'i K40 (AP-
OKK TUP[Q DEVI([ 

TRAFFIC Q[AD 
U~TIL 1942. 

; ? OKL O~L 8o0K( REG• 
? OK" VLAQLY lO A~ 

[~PLOI TA9l( 

; [X)[NT. OK~ 

R[.&1) '.Jf TH 
M4~'f GAPS. 

19~2 OKL SRO~[N \II T>i .. •ID or C•P-
T<P.'1EO KEYS. 

19~¢ OKL BO()K(ol IN "ED• 
I TCRllAN[A~ 
A~(A SPRlN~ 

' 19&1 BUT l<OT 
()l'j '"1:STERN 
rRQ~T. BOOK 

I 
I 

R(CON5!RUCT(O. 
RUO l.'I TH LAG j 
or 2-~ WCE><5. 
BECA'I[ U-~R(A!) I 
A9LC N~V 1942

1 
1942 OKL NOT RCAD Ar-

l(R 1942 

1943 OK" RC•D (UR-
R(NTL Y 

t I '!JI BROK(N 

NOT !IRO~(N. 
"AC.~IN[S '•II Tl+" 
OUT WHEELS 
CAPTIHl[Q AT 
Bl;EST, OUH­
l<IRK, Al(i)/Oi>. 
NORTH AfR I (A, 
1940. K(r5 
WC~E 50'-IE· 
I l"-ES CAP­
TURED. 

TICOM 'STATUS 
REFERENCE I 

If" 126 P I) i 

-I 
I 112 p ~ 
I 1li7 p 7 

I I~ P ~S 
I 112 p 

I ie9 P 35 
I 15? pp 12-

13 

I 13 p 6 

0 6 
0 15 p liil 
0 ~ 1- p 5 

~ 0 
I I~& p 3 

0 l~ p ~ 

0 40: D ~S 
I l P 3 
I ~l P l l 

: ~~: ~ 
t 93 pp ·~. 16 
I 112 P ~ 

I I l"l. P & 
I 11~ P 5 
I 142 P 2 
I 144 PP 2,4 
I 161 P 2 
pp 4-5 p 6 

If 1~2 P S 

! 

I 

I 

I 

I 

c 

OF THE SYSTEM! 
AT ASA fMARi<S 

.. --

-- --

-- --

~ 
p 

) , 
) 

-
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COUNTRY 
OF 

ORIGIN 

/ · .. 
\_ ) 

SERVICE 

UNITED 
KINGDOM 

27 NAVY 

UNI TED 
Kll\'GOCM 

UNITED 
KING0().4 

28 NAVY 

29 NAVY 

UNITED 
"" KIP.:GOOM 

31/! NAVY 

~ 
~ .... 

UNITED 
KllllGOCM 

UNIT[O 
KINGOCM 

UNITED 
I\ I Nbl.IV"I 

UNI TED 
KINGDOM 

31 NAVY 

32 NAVY 

33 NAVY 

3Ji NAVY 

RESULTS OF EUROPEAN 
AS LEARNED FROM 

(WITH ANNOTATIONS FROM ARMY SECURITY 
NAME OF SYSTEM 

AXIS 
TICOM 

AGENCY 

DESCRIPTION OF SYSTEM 8~l6~TG~ AXIS u. S. A. j 

OATES 
OF 

USE 

ADDITIVE SUPERENCIPHERING SYSTEM, EMPLOYING STENCIL 
GRILLE. 1¢,fl1¢¢ POSSleLE DAILY STARTING POSITIONS SUBTRAC-
USED TO SUPERENCIPHER VARIOUS NAVAL CODES. TOR FRAME 

CIPHER MACHINE 

CIF'HER 

CCMUNEO 
CIPHER 
MACHI!\'[ 

NYKO 

SUBSTITUTION CIFH[R USING 37-PLACE ALPHABET: 26 SYKO 
LETTERS, rt"GURES ¢-9, ANO !5ASH. THERE ARE 32 
COL~NS. 

I 
Ji-LETTER . ?-PART CCX>E WITH 32,¢¢¢ GROUPS; TWO 
VALUES TO EACH GROUF'. 

I 
; 

~ Ii-LETTER ?-PART CODE "''I TH BOOK CHANG I NG THE 15TH FLEET 
or EACH MONTH. CODE 

Ii-LETTER ?-PART CODE, ENCIFHEREO. ANGLO­
rRE NCH 
CODE 

3-LETTER ?-PART CODE, USED BY CONVOYS OFF BRITISH ECCO 
EAST COAST AND IN l~l~H SEA. 

"S.S. 
FRAME" 

ULM 

TAUNUS 

RHON 

? 

HAMBURG 

? 

I 
! HARZ 
I 
I 

-- I 
I 
I 

19li2 - ? 

; 191i4-1945 . 

i 
l 

?-1942--? 

?-1939-? 

192?-1939 

?-1944-? 

CRYPTANALYSIS 
SOURCES 
SOURCES IN PARENTHESES) 

I 
WHEN TICOM STATUS 

ATTACKED RESULTS REFERENCE 
,AND BY WHOM 

1944 OKM 

1942 OKM 

I 1939 OKM 
191'3? OKL 

? SIM 

I 

'1 OKM 

1944 OKM 
? SIS 

I
i 1944 OKM 

? SIS 

? OKM 

OKM READ FOR 0 1~ PP 1¢-11 
ONE MONTH; 0 2 ; 0 37 
THEN CODE BOOK 0 4 
CHANGED, ANO I 12 P 5 
OKM DEVELOPED I 76 P 14 
THEORETICAL I 93 P 24 
SOLUTION ONLY. I 114 P 2 

NOT BROKEN; 
WORK STOPPED 
ON 31 JAN 194~ 

NO SUCCESS 
REPORTED; 
WORKED ON UN­
TIL BEGINNING 
or 1944. 

OKM BROKE 
EASILY. OKL 
READ ALMOST 
CURRENTLY. 
SIM READ. 

READ CUR­
RENTLY . . ' 
READ FROM 15 
NOV 1944 TO 
MAY 1945. 
READ BY SIS? 

0 6 . 
0 15 p 6 
0 18 p 7 
D 41 P 5 
D 43 P 2 P 4 

0 6 
0 15 p 9 
D 18 P 9 
I 147 P 17 

0 6;, D 15 
o le 
I 1¢9;, I 147 
Ir l 10 
1r 15¢6 
1r 1517 
IF 1523 
IF 1519 

I 147 P 3 

0 6: 0 44 
0 l~ p z p 8 
o 1 .... PB 
I 12 P 5 In P 2 I ~ P 11 P 

t p 6 
I l 14 PP 2-3 
IF 15¢6 

NOT eROKEN BY 0 15 PP 4-5 
o~. ? SIS. 1r 15¢6 

"? D 6 
0 41 p 5 

OF 
AT 

( 

THE Sr~TEM 
ASA ~=:~~~ , 

... .. -_! - :-···· 

~nAtcl NO. 
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COUNTRY 
OF 

ORIGIN 

( ) 

SERVICE 

UNIT[D 
KINGDOM 

35 NAVY 

UNIT[{) 
KINGDOM 

UNI TED 
KINGDOM 

UNI TED 
KINGDOM 

UNITED 
KI rlCDl)-l 

UNI TED 
KI t~GDOM 

\,,II,. IL.U 

Kll·IGOOM 

u'llT[.l 
K 1 'JGD;)"f 

36 NAVY 

37 NAVY 

38 NAVY 

39 NAVY 

4~ NAVY 

'· ... I l't1'V I 

. 
·-~- . .-' 

RESULTS OF EUROPEAN 
AS LEARN·EO FROM 

(WITH ANNOTATIONS FROM ARMY SECURITY 
NAME OF -SYSTEM 

DESCRIPTION OF SYSTEM ~QUNTRY AXIS 
Ut- ORIGIN 

~-LETTER ?-PART CODE, UNENCIPHERED. 4-LETTER, C(ll.lSINED 
15RONOUNCEABLE INDICATORS:. ADCO, AGOG, ALBA, AMID ASSAULT 
AC.UA. USED rOR INTER-ALl.IEO TRAfflC IN LANDING CODE 
OPERATIONS IN FRANCE. 

ALTONA 
"A" 

~~LETTER ?-PART coot:, UNE.'llCIP.-iERrn. 4-LETTER, 
l>RONOl!NCEABLE 11m1 CA TORS: BABY, BANK, BEEF, 
BIKE, BOLO. USED roR INTER-ALLIED TRArr1c IN 
LANDl~G OPERATIONS IN MEDITERRANEAN. 

?-f-ARl CODE, 

CClolBINED 
ASSAULT 
CODE 

ODAM OR 
OOAM 

Al TONA 
"B" 

? 

UNTIL 3¢ SEPT 1944, 2-LETTE'? ?-PART CODE CHA"lGING COFOX 
DA 1 LY. FROM 1 on 1944, 3-r 1 GURE ?-PART CODE, 

HUNSR0CK; 
S0NTEL 

CHANG I NG DA 11,.v·. . 

5-F'IGURE CODE UNTIL 2¢ AUG 194¢; 4-F'IGURC CODE 
AFTER 2¢ AUG 194¢. USED UNENCIPHERED UNTIL 
SPANISH WAR, THEN ENCIPHERED WITH ADDITIVE. 

ADMINIS­
TRATIVE 
CODE 

? 

1 4-F'IGURE ?-PART tODE. FROM 1 DEC 1943 
WITH STENCIL SUBTRACTOR. 

CNCIPHE~ED NAVAL M0NCHEN 
CODE ~0.2 BRAU~-­

F'OR PA­
TROL VES­
SELS,ETC. 
MONCHEN 
BLAU--PE~ 

SONNE.L 
AND GE'l­
E~AL. 

U.S.A. 

:.-. I uvnL. • - -,,,..; I \.UUt t"IL I t..Cl!J WI ni auoK •\DD 1-
T IV[. USED BY BOTH THE UNITED KINGDOM A"l[) THE 
'-1'111 TED STAT[5, 

NAVA~ 

(I f>:l(R 
NO. 3 \

FRANKruRT COMBIN[D 
CIPHF 
NO. 3 

!;-rlGUR!: ~·-PARl" C.OOE ENCIPHERED flY BOOK ADDI­
TIVE. 

; NAVAL 
CIPHER 
NO. 4 

I KOUI --

AXIS 
TICOM 

AGENCY 
OATES 

OF 
USE 

J 1944 ONLY 

I 
I 
I 

. 1 

"? - ? 

1934 - ? 

CRYPTANALYSIS 
SOURCES 
SOURCES IN PARENTHESES) 

I 
WHEN 

ATTACKED 
.AND BY WHOM 

1944 ~KM 

1944 OKM 

I 
I 

I ? OKM 

I 

1934 OKM 

19111 OK"I; 
PRIOR TO 
1943 SIS 

Tl C 0 M STATUS 
RESULTS REFERENCE 

ALBA, AMID, 
AQUA READ EX­
TENSIVELY, 
AGOG COMPRO­
M 1 SED DURING 
INVASION or 
f"~ANCE. 

BIY.E, BOLO 
PARTLY BROKE~ 

BROKEN, PARTLY 

I 
THROUGH CAP­
TURED MATER-
1 ns. 
READ CONTINU­
OUSLY. 

READ AFTER 6 
MONTHS OF 
WORK. ADDI­
TIVE BROKEN 
DURING SPAN­
ISH WA~. F300K 
CAPTURED AT 
BERGEN, BUY. 
ALREADY RE­
COVnED. 

BROKE\! IN 
1938. IN 
l 91i 1 COMPRO­
M 1 SE> BOOK AT 
TOORUK. READ 
IN ICl42. BUT 
NOT 4FTER 
I NTRODUC Tl O"l 
or STE"ICIL 
Sl.IBTRACTOR IN 
1943. 

READ UNTIL 
JUNE 1943 

1938, BROKEN. 
19Ii¢, READ. 
FROM 1943 ON, 
NOT READ. 

D 6 
D 15 P 2 P 9 
D 18 P 8 
I 12 P 6 
I 93 P 6 

D 6 , 
D 15 p 2 p 9 I. 
D 18 P S i 
D 44 p 5 I 
I 12 P 6 
I 93 P 6 

I t4!(1 P 2 

0 6 
D 15 PP 6-7 
D 18 P 8 
I 12 P 5 
I 95 P 6 

I 12 P 2 
I 147 P 3 
p 1¢ 

T 470 

,, 

D 6; D 4~ 
D 25; D ~1 
D I~ PP 5-6 
I 12 P 2 P 3 

p 5 
I 93 PP 6, 
21., 22, 25 

I 95 P 5 
I 1l:i7 P 1¢ 
IF' I 18f P I 

D 6; D 41 
I 12 PP 4-5 
IF t18r F 1 

D 6; D 4¢ 
D 41 
D 1S PP 5-6 
I I~ P 2 ,P 5 
I 93 P 2n 
I 9"i P 5 
I 11i7 P 4 
pp 15-1~ 

:[ 

.1 

1 

OF 
AT 

I 
' I ' • 

THE SYSTEM 
AS.A REMARKS 

CHARl NO. 1-2 
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 

COUNTRY 
OF 

ORIGIN 
SERVICE 

UtJI TED 
K ll\!GD0~1 

UNI -rn 
KI f\GDC•'~ 

UNIT[ll 
KI N(.[JuM 

UNITED 
KI N(',()(IM 

UN I TED 
Kll\'GDOM 

UNI iE..D 
KI t\Clf)OM 

UNI TED 
Klf\GDOM 

UNITED 
Klf\GDOM 

43 NAVY 

44 ~!AVY 

46 NAVY 

~, NAVY 

Ji8 NAVY 

Ji9 NAVY 

510 LuN:SULAR ANU 
NAVAL 

AS LEARNED FROM TICOM SOURCES 
(WITH ANNOTATIONS FROM ARMY SE CURI TY AGENCY 

NAME OF SYSTEM 
DESCRIPTION OF SYSTEM "OUNTRYI -1 

OF ORIGIN AXIS u. s. A. I 

DATES 
OF 

USE 

4-rlGURE ?-PART (CJD( UNTIL rLB 19!il1, THEN il.'O 
4-LETTER CODf:S. !- AND e. C'NE WAS lJSE.D FOP. lf\­
DIVIDUAL DIREC~ION-rl~DING BCARINGS, CHAl\!G[D 
S[Ml-MONTHLY. THE OT~(R ~AS USED rOP. CONSOLl­
DAT[.D Dl~·E(.TION-rlll:DING REPORTS, CHANGED MOtHhLY. 

!-PART CODI:: UIHIL 1 JULY 19Ji!i; 2-PART CODE_ Tl-ERE- f0).0 
AFTER. 

1-PAFIT CODE, CHANGll\'G D.~ILY,· UNTIL 1 APRIL 1944: LOXO 
2-PART THEREAfTER, CHANGING DAILY. 

? 

I-PART CODE. YNTIL APRIL ;944, 2-P.~RT THEREAfTER ~EDOX 
VOCAEULARY IDENTICAL WITH corox. 

I ?-PART ~ODE 

KOLBERG 
A AND 6 

HUN!:Fll'.JCK; 
SONTEL 

HUNSROCK; 
St.IN TEL 

HUNSROCK; 
St.INT EL 

HUNSRflClq 
SfJNTEL 

IONE-Tl~E PAD ENCIFHERMENT SYSTEM. ONE-Tl~[ ONE-TIME 
PADS PADS 

i ·?- 1944-? 

I 

·?-1941i-? 

I 

l ?-19lili-? 

?-194li-? 

?-1944-? 

?- 1944-l' 

SOURCES IN 

I 
WHEN 

ATTACKED 
"AND BY WHOM 

194Ji OKM 

1944 OKM 

1944 OKM 

1944 OKM 

1944 OKM 
? OKW 

PARENTHESES) 
TICOM STATUS 

RESULTS REFERENCE 

READ 

READ UNTIL 
I JULY 19Ji4 
Al\'D rROM llOV 
1944 TO END 
or YEA!\. 

READ 

READ UtHI L 
AUTL.MN 1911 !1, 
WHEN WORK 
STOPPED. BOOK 
fOR MARCH­
APR 1 L 19Ji4 
COMPROM I ~ED • 
APR! L 1944. 
READ AGAll\' 
1945. 

BROKEN CON­
T I NUOUSLY ,• 
READ UNTIL 
SUPERSEDED. 

c 6 
D I~ P 9 

D 6; D 4li 
D 15 P 2 P 8 
0 IE. P 9 
I 12 P 5 
I 1Ji¢ P 2 

j 
D 6; D 44 i 

D I~ PP ~-8 
D k· pp ,,-9 I 
I 12 P 5 
I 14¢ P 2 [ 

D 6 
D 15 P 1 
D 18 P 8 
D 4li P 2 
I 12 P 5 
I 95 P 7 

D 6; 0 44 
D 15 P 2 P 8 
I 95 P 6 . 

NOT ~EAD. D 15 P 4 
PADS CAPTURlD I ~I P 6 
IN AEGEAN I~ I §~ P 6 I MARCH 1944. 

AD[)I TIVE_ SYSTEM: CONTAINED 1¢~ PAGE~; or_ 3¢ LONG SUB- -? 
LINES or ADDITIVE. HALf ~AS rOR ADDRESSES, HALr TRACTCR 
rOR TEXT. VALID rOFI ABOUT 1¢ DAYS. 

,-Lt.llt.tt' .... "''' '"'V\.."I.. "'"""'-1- vrc IVVO\L .. 1 ... 1t. .. 1 I' 114V,,L ---uuvt;;.. !~~IV 

SHORE CODE, ALSO.USED f"OR CONSULAR SERVICE. HAD MENT .TElf 
A NAVAL SUPPLEMENT. GRAPH 

CODE 

I 
I 

? - 1944 

I 

·~···· .! ~ : :;1.rl , 

I 

? OKM 

'"''·,,, -·--

? 

~~ .. , ,., .... _ 
RENTLY IN 
194¢. 8ASIC 
BOOK COMPRO­
M I SE.D 194¢. 
NAVAL SUPPLE­
MENT COMPRO­
MISED BERGEN 
CONSULATE 
194¢. 

D 4¢ Pf' 12-
. 13 

- , 
o Is P 1¢ 
D 18 P 9 
11~3 pp 17-
1 147 p 3 

I 

OF · THE SYSTEM 
AT ASA REMARKS 

CHAR1 NO. 1-2 
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 
i 
i 
I 

AS LEARNED FROM TICOM SOURCES I 

I 
I 

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) I 
i I 
I COUNTRY NAME OF SYSTEM DATES I WHEN TICOM !STATUS OF THE SYSTEM I 

OF SERVICE DESCRIPTION OF SYSTEM gpuNTRY AXIS U.S. A. OF ATTACKED RESULTS REFERENCE. AT ASA REMARKS I ORIGIN F ORIGIN USE AND BY WHOM i 

UNITED 51 CONSULAR AND 4-F"IGURE ?-FART COOE USED IN TRAF"f"IC BEiWEEN NAVAL bT[lTIN -- "?-1944-? 1944 OK~I ABOUT 2¢¢ RE- I [) 6 -- --
Kll\GOOM NAVAL SHORE SiATIC~S INCLUDING CONSULATES. SHORE ATIV[ CODE- D 15 P i¢ 

' 
CODE GROUFS OBTAINED D 4i PP 5-6 

NO A6S0LUTE I 93 P i2 I 

~AWES. I 

; i I ; 

' ? - 194¢-1942 19":\S OKM D 6 UNI TED 52 NAVAL ATTACH[ 4-f"IGUP.E ?-PART CODE ENCIFHERED "''ITH ADDITIVE. INT[RO[- BREMEN -- OKM i-!A[) NC•l :; ~ -- --
KINGDOM DISCRl~INANTS VCVCV OR CVCVC. PARTMENTAL 19li~ OKL .COVERED 8AS IC I 12 p 5 

CIFHER 
. 

194¢ f"A BOOK; COMPRO- I 22 P 12 -· 

I 
1941'1 OK\.' MIS[D IQ4¢ IN I 3i P 11 

; 'NOP.WAY., I 111 P ~ 

I I 119 P 
I 1. 147 pp 1¢~ - - . 

I I 11, 12 
I I 15c P 9 

I 
I 172 P 2 P 4 

I I 
Ir I 18A P 9 

UNITED 53 MERCHANT NAVY 'i-f" I GURE ~-LETTER COOE, ENC I FHERED BY SUOS TI TUT I ON BENTLEY ,T.ATRA -- ? - 1944 1944 OKM OKM READ. OKL D 6 -- --
KINGDOM OR UNENCI HER[(). LATER ENCIFHERED "''ITf-: ONE-Tl~E COOE I : I 1944 OKL READ E.~S IL Y. D l'i P q 

PADS. D I~ P 9 
' I 93 P i2 P , 

. · I 
17 . 

I I I 119 p 5 - I I I 152 pp 9-1¢ 

! ) I I ! ri I 
) I 

I 
I 

I I I) . 
UN I TED 54 MERCHA.NT NAVY 4-LE~TEP O~ 5-LETTER 2-PART CCUl, UNENCIPl-<ERED ilo'ERCHANT MERCHANT --

I 
194¢ - ? 194¢ OKM OKM CAPTURED I 93 P 2f. -- -- I 

li.J KINGDOM OR ENCIPHERED BY SUBSTITUTION. NAVY CODE NAVY COQE 194¢ OKL SEVE"RAL COPIES I 121 p 11 
P'l IN NORWAY, I 14/ P 1¢ 

~ 
READ TRAF"f"IC D 63 S" I 

I 
SOON THEREAT- .. .. .--.:--:-···· 
TEP. OKL READ - : - f"ROM EARLY IN -

I 

. 
I 

IWAR. • 
I 

UM I TEO 55 MERCHANT NAVY '4-LETTER 4-rlGURE ?-PART CODE. ENC I FHERED \\'I TH MERCH.~l\'T GALLIEN -- 1942?-CUPRENTi 1942 OKM BOOK CAPTURED. D 6; D 43 -- --

I 
KINGDOM 1 TABLES AND PADS. SHIPS I ? SIS OKM READ CUR- D I~ P 5 

COOE; ~:[R iJ RENTLY 1 JAN D 1- P 7 
SIGS 1944 TO END or D 4; P ~ l \\'AR. SIS ROD. · 1 12 p p 7 I 2 TAE!L£S RE- I 95 P 5 

CONSTRUCTED. If" 15¢6 
I 

UNITED 56 AIR f"ORCE 3-rlGURE ?-PART COOE, .ABOUT I , ¢¢¢ GROUPS • ENCi- .A IR f"OP.CE "Al R f"ORCI - - ? - ? ? SIS Isis READ; CKL I 1¢9 p 4¢ -- --
KINGDOM PHERED \\'I TH ''SYKO MACH I NE. COOE COOE" ? OKL RE.~D "LI KE If" 1513 P 2 

CLE.~R TEXT" If" nSr F 2 
I 

? '?-194¢-? 194¢ SIM 1524 
; 

UNITED 57 DIPLOMATIC ?-PART COOE. INDICATOR ABABY OR ABABI. '? -- READ If" -- --
KINGDOM ! I I 

I 
I 

UNITED 5S DIPLOMATIC f-PART COOE. ? ENGLISH -- '? - ? '? SIS READ. 1~ If" 15¢6 -- I --
KINGOCJ.l DIP C~E COMPROMISED. I 

;W• 193 I 
I 

.. ! 
UNI TED. 59 DIPLOMATIC DETAILS or SYSTEM UNKNOWN •. ? , -- ? - ., ? SIM PARTLY REC ON- If" 1)17 -- --
KINGDOM i STRUCTED 

.. 

I 
I 

. I i 
1.1nAn1 NO. 1-2 
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COUNTRY 
OF SERVICE 

ORIGIN 

UNITED 6¢ Ml LITARY 
KINGDOM 

UNI TED 61 Ml LI TARY 
KINGDOM 

UNITED 62 Ml LI TARY 
KINGDOM 

UNITED 64 MILi TARY 
KINGDOM 

UNITED 65 AIR - L.~ND 

KINGDOM 

UNITED 66 R A f 
KINGDOM 

UNITED . 67 AIR F"ORCE 
KINGDOM 

UNITEC- 6-9 NAVY-AIR 
KINGDOM 

UNITED 69 NAVY 
KINGDOr.! 

UNI TED 7¢ NAVY 
KINGDOr.! 

UNI Tt:D 71 NAVY 
If.I 'VG00'-1 

i.JNl°TED 72 NAVY 
KINGDOM 

.. 

U~ll TED 73 NAVY 
Kl"'GDOM 

UNITED 74 NAVAL AIR-
Kl"lGDOM CRArT 

-

RESULTS -OF 

1· '\ 
\ I , __ / 

EUROPEAN 
AS LEARNED FROM 

(WITH ANNOTATIONS FROM ARMY SECURITY 
NAME OF SYSTEM 

DESCRIPTION OF SYSTEM gouNTRY 
F ORIGIN AXIS US.A. 

.. 
CIPHER •. • SAME TYPE AS SYKO. USED fOR TRAINING , ANNA --
IN THE lJNITED KINGCCM. 

5-LETTEP ?-PART CCDE or ABOUT 1¢¢ VALUES. CODEX CODEX --
FREARRANG~D VOCABULARY. CODE VALUES SLIDE 
AGAINST VOCABULARY DEPENDING ON MESSAGE INDI-
CA TOR. 1 

2-LETTER CCDE MADE or COORDINATES or A 676 ? --
I SQUARE:. DAILY CHANGING KEY. 

4-F"IGURE ?:PART CODE, (~CIPHERED. ' ? --
I 

':I-LETTER ?-PART CODE USED fOR CROSS-CHANNEL ? ? 
I 

--
TRAF"F"IC. 

CODE F"OR COMMUNICATION BETWEEN PLANES. AND DROME- ? i . "x" --
"ENCIPHERED BY SYKO." 

CODE ·. ? AIRF"ORCE --
.• CODE C.O. - 75 2 

TACT I CAL CODE. ? rox· --

I NO~LETTER THRE[-LETTEP ABBREViATION CODE. ? SELF" --
EVIDENCE" 

I 

I 
: 4-flGURE · ?-PAiH CODE WI TH 1¢,¢¢~ GRCUPS. KEY ? ANGLO- --
. ENC I PHERMENT. AMERICAN 

4-flGURE -?-PART CODE. USED NON-REPETITIVE , , --
. CIPHER KEY. 

.. -
ENCIPHERED CODE. 3¢,~¢¢ OR 1111¢,¢¢¢ GROUPS, . ? .., --.• .. 
ENCl?H[RMENT BY VOLUME 1¢¢ PAGES WITH 3¢ LINES or 
5 DIGITS. .GOOD roR· 3 MONTHS • 

TACTICAL CODES WITH DAILY-CHANGING ENClgHERl~G "? ? --
T.4BLES. 

CODE .? I NAVAL "' 
--

I CRAFT 
' CODE NO. 

~. 2 S.P, 
I 

11112192 2 

.. 

J 

I 

AXIS CRYPTANALYSIS I 

TICOM SOURCES 
AGENCY SOURCES IN PARENTHESES) 

DATES I WHEN TICOM STATUS OF THE SYSTEM I 
I OF· ' ATTACKED RESULTS REFERENCE AT ASA REMARKS 

USE AND BY WHOM . 
1 

I. 

I I ? - , ? SIM RE.a.D If 1517 -- --
j 

., - ? 1942 SIM READ ONLY IN- If 1528 I -- --
1944 OKH F"REQUENTLY BY If 5 P 3 

I SIM. SOLVED BY If 1¢7 Pe 
!OKH. ! 

: 
, - ? , SIM READ If 1517 -- -- 1 , 

i , - ? , SIM READ If 1518 -- --
i 

' 
I 
I 

'? - ? 1944 SID ' If 1527 ' -- --
' 

I 

I I ? - ? ? SIS, SIM READ If 151~ -- --: 

I 

If 152 i 
' 

I , 
, - ? IREAD. COMPRO- If 15¢6 

I 
-- -- ' ? SIS I. MISED. 

~ I I I 
I 

? - ? I , SIS READ If 1527 -- --

~ 
I 

? - ? ? Sir.! READ. COMPRO~ If 1523 -- . . --
MISED. .. .. -.!'-:-···· ' -

? - ? I 
19~2 SIS AND READ • If i.527 •· -- --
GERMANS 

' 

1941-1943 1941 SIS READ DEPTHS. 
I.OT READ AFTER 

If 1527 -- -- ' 

11942 BECAUSE 
or INDICATOR 
CHANGE. 

I -
? - , ? SIS READ If 15¢6 -- --

-
If 2¢9 , - ? 

I 
1 SIS Rf;AD -- --

I 
, - ? , SIS READ. COMPRO- IF 15rif6 - -- --

MISEO. 

, 

~ 

I 

- I ! 
I 

.. - \O"Anl NO. 1-2 '." 
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 
: 

AS LEARNED FROM TICOM SOURCES : 

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) 

COUNTRY NAME OF SYSTEM DATES I WHEN TICOM !STATUS OF THE SYSTEM 
OF SERVICE D,ESCRIPTION OF SYSTEM gouNTRY ' OF ATTACKED RESULTS REFERENCE· AT ASA ~ARKS 

ORIGIN F ORIGIN AXIS US.A. USE MD BY WHOM I 

UNITED 75 NAVAL I NTELLI - CIPHER ? NAVAL' IN- -· ? - "? I ? SIS REAO. 1¢~ If' 15¢6 -- --
KINGl)OM GENCE TELLI- I ! . C()tl.?ROM I SC:>. 

I GENCE NO. 
I S. P. I 

¢2~¢7; 
· Pe OK I ! 

. •· ' : I 
I 

U~ITEO 76 ? 5-f'IGURE I-PART CODE. SIMILAR TO U.S. 'JREY. ? "! -- ? - '? '? SIM READ If 151e -- -- ' 
KINGDOM : 

I 
I 

4-LETTf:R 2-PART CODE, 
I 

If' 151e I UNIT(O 77 ? U~n!CIPH!:RCD. ? I "'.' -- ? - ? ? SIM j REAO -- -- ' 
KINGDCM I 

i I i T - · -·· -
. . 

I I 
; 

UNITCO 7-9 DIPLOMAT IC I -PART CODE, '? I" I ND I A~I -- 1939-1940 ... fA RE.&D I 172 p 3 -- -- I 

KlnGOOM WORD C Cl)(" \ 

I 

! I ' 
I· 

llN I i'[I.' 79 0 I P~ ().i Ai I (. SUBS TI l'UT I (It~ TABLES ror; ENC I PHt:f;' I NG GOVERNMENT ' ? -- '?-1942-? 1942 l?ERS l · s PC:RS Z S Rf.AD I 17c PP 3-4 -- -- - ; 

I\ I :'<!\;DOM lELE:GRAPH CODE IN £JR[ TRAff IC. 2b RANDOM 1943 fA . uNTIL 1943. I 
ALFHABE:TS. I i f'A READ BC:RLIN 

! : ANO MAO~ID ' 
i LINKS. ' I 

I . I 

BROKC:N IN 6 ! I i I 

S¢ 
.. I 

~ 
UNITED fOHIGN 1'-PART COO£ R CODE ? -- 1 - ? '? PERS Z S I 172 p 3 -- --

~ Kl"'lr.('IOM Orr I CE 104 I 

I I MONTHS , 6,¢¢~; 
I "' · GROUF-S I C•[NT I.! 

: r I ED. 

"CONfll)EJ I CDMFROMISC:O 

I :> ' 

''\'ITC:O 81 AIR f'ORCE AIR-GROUND COOC: ? -- ? - ? .? GERMANS If 11SG PP 3.Ji! -- --
c KINGDOM TIAL AIR I I I 

. •' ' ... .. ' ~ 

I ~ 
COOC:" ! - --:-···· 

: ~ DECIFHC:~ECI If i 18A p 5 I 
' 1- ' 

I 
: 

UNITED 52 '? :METEOl<OLOGICAL "CIPHER f'CRMED or 5-FIGUh[ GROUFS. ? I ? -- ?-1942-? I 1942 OKL I -- -- : 
KINGO~ LC:TTERS BC:ING ENCIPHC:RC:O IN THE RECOGNITION GROU~ 

l'"'"''' 

F 1¢ : ' 

. TWO TYPES: WITH A VO\.~L AT THE BEGINNING, AND i ' 

I I I 

' WITH A CONSONANT.• 
I 

I I ! ' 
I 

.. I I I READ 9¢~ 
; 

S3 ? .DETAILS or SYSTC:M UNKN°"'~· ?- 1942-1 1 r 1 toA P 5 
I l ' UNITED ? -- 1942 OKL -- -- . 

KINGOGI. I ~OVE~ENT 

i 
1943 SIS? . 

\ 
FF ~-1¢ I 

i ICOCE . Ir 11 r F 2 
I 

! 
I 

i 

I 
;. I I 

I 

I 

; I ') I I 
I 

! I 
~ 

' i 

I. I i ' I l I 
' 

I 
: 

1 I ' 

' 
i I ' i 

; I I I I I ' 
I 

' I 
I 

' I i I ' ! .. I ' 
I I I I ' ; 

I ' 
' 

! 
I I 

I i 
I 

I I 
I 
I I 

CHARI NO. i-2 
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COUNTRY 

. (# 3 

/ 

RESULTS OF EUROPEAN 
AS LEA.RNED FROM 

(WITH ANNOTATIONS FROM ARMY SECURITY 
NAME OF SYSTEM 

AXIS 
TICOM 

AGENCY 
DATES 

OF SERVICE DESCRIPTION OF SYSTEM "'OUNTRY I OF 
ORIGIN OF ORIGIN AXIS US.A. i USE 

' I UNITED I DI PLC)U1T IC )·LETTER 1-PART CODE OF ABOUT 72,¢¢¢ GROUPS OF -- B-1; -- ? - 1. 
STATES CVCVC PATT£RN. lJN£NCIPHERED. GREEN I 

.! 
: 

I 
I 

UNITED 2 DIPLC+.!ATIC 5-LE TTER COOE. USED eY COL. HOUSE IN TRAFFIC TO -- 8-2; COL. -- I 1916-192¢ \ 
STATES WASHINGTON. HOUSE'S I 

~ 
GREEN &. I BLUE CODI:: 

I 1918-1943 UNITED 3 DIPLOM.HIC t-LETTER I-PART COOE OF ABOUT ~i,f6¢¢ GROUPS. UN- -- B-3; --
STATES NC I PHERE:D. ST 11.l IN USE IN 1, 2. GRAY CODE 

UNITED 4 DIPLOMATIC 5-LETTER !-.PART COOE WI TH GROUF FATTERN CVCCV. -- B-5 -- 1919 - 1 . 

- STATES ABOUT 14,4¢,¢ GROUPS. 

~ 
1) 
I~ u~ 1 rm 5 DIPLc+-IATIC 5-LETTER 2-PART CODE, ENCIPHERED. -- B-6A; -- 192¢-1944 
I STllTES A-1; ACI 

I 
1) 
I 

UNITED 6 DIPLOMATIC 5-LETTER 2-PART CODE, ENC I PH ER ED. -- B-6B; -- 192rt-1942-
STATES I B-1 1944? 

UNITEC 7 DIPL~ATIC '5-Lt:TTEP 2-PART CODE, UNENCIPHERED. -- B-7; C-1 -- i92¢-1942? 
STATES 

I 
I 

I 
i.JN: TED 8 DIPLOM.ATIC ~-LETTER 2-PARr·cooE or "ABOL:T 125,¢53 GRCUPS." -- B-S· -- 'i - 1936? 
SUTE.S AM-~; 

BROi,.'N 

UNI l(D 9 [I I FLOM.AT IC 5-LETTER CODE IN 3 VOLW.ES. "MESSAGES WERf. Elli- -- BROl.'N -- ? - ·1 
STATES 

~IPLOMATIC 
CODED IN 3 PARTS, ONE PARI FROM EACH VOLUME." 

UNI TEO 1¢ 5-rtGURE I-PART CODE OF ABOUT 8,¢¢¢ GROUPS. UN-. -- I Z-1. -- ?-{1916)-? 
l" - .... --- ~fllr I PHtRFn. . BLUE CODE ............ 

.1 

UN I TED 11 DIPLOt.IATIC 5-FIGURE I-PART CODE Or ABCrUT 72,0,l¢ GROUFS. UN- -- : 2-2 -- ? - ? STATES ENCIPHERED. USED MAINLY BY CHARGE O'AFFAIRES AT ' 
CQNSTAlliTINOFL[ wlTH W.ASHINGTON, BERLIN, VIENNA, I 
ETC. I 

I I 

' 

-·--

-.CRYPTANALYSIS 
·,_ 

i 

SOURCES .. 

SOURCES IN PARENTHESES) 

I WHEN· TICOM STATUS OF. THE SYSTEM 
ATTACKED RESULTS REFERENCE AT ASA REMARKS 

,AND BY WHOM 

1916 PERS Z S READ. ·ORIGIN- DF 
ALLY SOLVED BY 

15 -- --
"SUSSEX "IOTE" 

; WHICH PROVIDED 
ABOUT 1 , f6¢~ 
GROUP CRIB. 

•. SOME <:¢,!6¢¢ 
' GROUPS RECOV-
I ERED BY 1919 

i '? PERS Z S NOt READ. or 15 -- --
: 

I 

I 
1919 PERS Z S READ CURRENTLY DF T .. -- --
1919 SIM AFTER i919. IF I j3 ---· -

SOLVED.ON BA-
SIS OF PLAIN 
TEXT OBTAINED 
rROM EMBASSY 
IN STOCKHOLM. 

I 
• 1919 PE.RS Z S READ BY CRYPT- DF 15_ -- --

ANALYTIC COM-

~ PROMISE. 

1924 PERS Z S 8~ RECON- I 22; DF i5 -- --
~ r 1941 OKW STRUCTED IN 

1939. 1¢¢:' 
I (().!PROMISED IN 

B 1941. 
' .. 

194¢ PERS Z S PRESUMABLY NOT I 22; DF 15 
.. . ··. -·-"·-::--:-···· --

READ 
• 

I 
1937 PERS Z S READ OF 15; I 22 -- --

T fl; T 372 . 
D C 

i 

I 
' 

19~S PERS Z S READ CURR§NTLY or 1~; I 22 -- -- ; 

19 I OKW I AFTER 19~ • Tr I ; IF" 15 ' 

·? FA7 I~ COM RO- I 143: 
MI SEO I N 194 1 • 

? SIM READ. COM- IF 1518 -- -- ' 
PROMISED. If" 1524 

I 

I. 

i ' 

1$116 PERS l s READ. CCM- or 15 -- --i PROMISED av 
"SUSSEX NOTE II 

I 
·? PERS Z S READ. SOLVED 

BY NOTING STA-
or 15 -- --

TISTICAL RE-
SEMBLANCE TO 
8-1 WHICH WAS 
READ. 

I 
I ' c""'" 1 NO. 1-c 



DOC! D i;_~,35 608 61 
() 

-

' 
\ _,,,/ 

COUNTRY 
OF 

ORIGIN 
SERVICE 

UNIT(O 
STAT(S 

UNI T(O 
STATE:S 

UNI n:o 
STAH.:S 

UNI TEO 
STATES 

12 DIPLOMATIC 

13 DIPLOMATIC 

14 DIPLOMATIC 

15 DIFLOMATiC 

~ UNI Tto 16 ~Ill HRY 
ATTACHC: ~ STATtS 

'· I 
I 

I 

l ~ 
UNITED 
STAT[S 

UNITED 
STATES 

UNIT[O 
STATES 

~Nl!ED 
J If\ LJ 

UNITED 
STATE~ 

J7 MILi TARY 
A Ti ACHE 

lg Ml LI I.ARY 
~TT.ACHE 

19 Ml LI TARY 
A TT ACHE 

cl ARMY 

RESULTS OF EUROPEAN 
AS LEARNED FROM 

(WITH ANNOTATIONS FROM ARMY SE CURI TY 
NAME OF SYSTEM 

DESCRIPTION OF SYSTEM ~~~TG~I AXIS u. s. A. 

5-rlGURE I-PART CC.OE or ABOUT 47,¢¢¢ GR0UF5. UN­
ENCIPH(REO. 

.•· 
5-rlGURE 1-PART CODE or ABOUT 24.~(t GROUPS. UN-
ENCIPHEREO. 

STRIP CIPHER, NO STRIP ELIMINATION, GC:NERATRIX 
SFLIT 15-;5. 

OGUBLE TRANSFOS IT I ON SYSTEM USED BY "COvRll I N-'TOR 
or INfOPMATION, WASl-il~GTON." 

5-LETTER <.co(', ENCIPHERED 'r.'I TH 1~ T A6L[S OF' 2¢ 
RA~C~ ALPSABi: iS, VO'w'EL F'OR V(J..'EL, CONSONANT f"OR 
CONSONANT. 

I 
b-LETTER CODE, ENC I PHEREO. 

'j-LETTER COO(, UNENCIF'fiEREO. 

DOUBLE TRANSPJSITION, USING INCOMFLETE RECTANGLES. 

CIFHER MACHINE 

~AGELIN CIFHER MACHINE. 

I i-3; R[!) 

I 

i-7 

! DOUBLE 
I iRANS?C ­
' SI TION 

'1 

· Ml -3: WAR 
I L>EPArH­

MENT CON­
F'IDENTI AL 
CODE NO. I 
2 

Ml-I 

~fl L Ii ARY 
ATTACHE'S 
(MERGENCY 
CIPH[R 

I AM 2; .. ~.,,,. .. , 
' "BIG" MA­
: (HIN( 

! AM-1 J 
' ~1-2¢9 

AXIS 
TICOM 

AGENCY 
DATES 

OF 
USE 

? - ? 

? - 'I 

! 
: ?-1942 - ? 

?-1942-? 

CRYPTANALYSIS 
SOURCES 
SOURCES IN PARENTHESES) 

I WHEN 
ATTACKED 

AND BY WHOM 

TICOM ISTATUS 
RESULTS REFERENCE : 

I ? PERS 'l s READ. LATER I DF' 15 
C()l,PROM I SED 
.AND PhOTOGRA-
p:;[Q Ai fRANK-' 

F'ORT A"! MAIN 

1919 FER5 is FARTIALLY SOL- or 15 
VE[) 

19:..:; PERS l s ' !READ CURRENTLY 
: 1942 01<.W, POS-1' 1943- i944 
i SIBLY OKH 
: '.} F'A I 

f i'(RS Z S 

11942 SIM 

I ;942 PERS z s 

I 

I 
1FRE:)UMA8LY 
l~JOT Rt:AO. 

! 

~EAD. PHOTO-· 
· ST AT COF I ES 
er COO!: BOOK 
RECEIVED F'ROM 
iii.JNGARY. 
TABLES REC.CN­
STRi.iCTED BY 
SIM. 

1¢(t COMFRC­
M I SED • 

I 2; I i:2 

: ~~; : .~4, 
I ~Q; I 170 
I 70-J I 13 
I ~Q; I 4o 
I )~; If 51 
Ir 175; TF' 1:11 
I 25; I 54 

I 22 

I " '5"' 

1942 F[RS Z S 11t¢;t CCMPRO- DF' 15 
MISED 

I 

'? OKL 
? OKH? 
? OKM? 

1Q4':! OKH 
194~ OKM 
194!! OKL 1 
. ? OK'r.' 

'? PERS 2 S 

NOT READ 

111%-~.Z% or 
,;RMY T~ArF'IC 

INT[J;CEl-TEO 
l.'AS READ 

IF' i51S 
I 3; 

I 74; I 1 i2 
I 11,: I 1¢9 

' I l I~; lJ ( 

I 2~; I 46 

11
1: 4..,; I 60 /6; I 8;, 

i42; I 175 
~I; I ~5 

I ~3; I ~J 
I c-; I I ii'!;I 
I i 19; If 1µ7 
Ir 127: . 1 il2 
I 22; I 5¢ 
I 95; I i47 

OF 
AT 

THE SYSTEM 
ASA REMARKS 

""""' NO. 1-2 

I 
I 

,(PROBABLY 
~ECGVEREO 

BY ANA­
iGRA~l MG) 
! 

n I 

~ ; 
I 

I 



DOC.~ D.-·:· ·,, 35 608 61 
· . ... / 

RESULTS OF EUROPEAN 
AS LEARNED FROM 

_(WITH ANNOTATIONS FROM ARMY SE CURI TY 
NAME OF SYSTEM 

AXIS 
TICOM 

AGENCY 
COUNTRY 

OF 
ORIGIN 

SERVICE DESCRIPTION OF SYSTEM 
~~~1,~ AXIS US. A. : 

DATES 
OF 

USE 

UN I n:o 
STATE:S 

UNIH:O 
STATtS 

UN I TtO 
STATE:S 

UNITt:O 
STATES 

UNITED 
S1ATES 

- UNI fC:::ll 

I~ 5TATt"S 

d'l 
UNI rrn 
ST.Ht::S 

UNITED 
SH TES 

UNITED 
STATES 

UNI TEO 
SH TES 

UNI TEO 
S T:ATES 

UNI TEO 
STATES 

22 ARMY 

23 ARMY 

24 ARMY 

25 ARMY 

26 ARMY-AIR 

~7 ARMY-Al" 

28 ARMY-AIR 

29 AIR 

. I 

3¢ Al~ 

5-LETTER I-PART CCOE, UNENCIPHEREO. 

5-LETTER 2-FART CODE or ABOUT 14¢,¢~ GROUFS. 
UNENCIPHEREO. 

4-LEiTER OR 4-FIGURE 2-PART CODE. 

"'-

DOuBLE TRANSPOSITION. 

STRIP CIPHER, NO STNIF ELIMl~ATION. 

POLY ALP!-!Al::!EI I(. SUBs·r I WT I •)N ·us I NG .:5 i.l I 5CS. 

DIGRAPHIC CODE CHART WITH CHANGEABLE COORDINATES. 

ENCIPHEREO SPEECH DEVICE. 

CIPHER MACHl'llE. 

31 AIR HAGELI~ CIPHER DEVICE 

32 Al~ 2-LETTER CODE. DAILY CHANGE: OF CODE. 

33 
COMBINEO CIPHER MAC~INE. 
UNITED STATES-
GREAT BRITAl'-1 
JOl.'/T ARMY-
A IR-NAVY 

j<IAR TELE­
iGRAPH ccor 
1919 

["' .c. 

,:>OUBLE 
i!RANSPO­
Sl T l~N 

"Ct:NEB" 

"5 m1r-": 
"uRSAL "; 
"CUAC:::" 

SLIDEX 

"MUSHNG 
TIGER­
STEDT" 

AM 2; 
AM!:Rl::AN 
"BIG" MA­
CHINE 

AM-I; r 2¢9 

kDMBER 
!CODE 

tCOMSINED I 
IPHER MA-

1 HINE" 

? - ? 

I 
I "?-1945-? 
I 

I 

I 

i 

"! - ? 

j 1-1942-? 

! 
I 

-- i ? - 1945 

I 

? - ? 

1942 - "! 

?-1944-? 

I 1944 - ? 

CRYPTANALYSl-S 
SOURCES 
SOURCES IN PARENTHESES) 

I WHEN TICOM ISTATUS 
1 

ATTACKED RESULTS . REFERENCE 
AM) BY WHOM I I 

! 1942? PERS Z S READ: COMPRO- OF 15 P 3 'I 

I MISED BY PHO-

l 
I 

I 

1944 OKL 

1944 OKH 

1942 OKL 

I 
1942 OKH 
i942 0KL 

? OKH 
"! OKL 

j 1945 OKW 

i 

? OKL 
"1 OKH"l 
? OKM? 

I SE!:: U~I TED 
I STATES 21 

I 1944 OKL 

I 
I 
I 1944 OKM 
; 

TOSTAT CCPY 

READ 1¢;1: IN 
i944, CUR­
RENiL Y IN ; 94< 

I 112; Ir 1751 

I 

I READ OCCASION 
ALLY. COM­
FR().~ I Sc:D. 

I 76; Ir ;¢7 
If 127 

READ OCCASION- I 
ALLY. I 

~; 
c:-::. -· 

READ UNTIL 
STRI" ELllll,IN­
ATION ..... ~$ IN­
TRODUCt:Ll. IN 

I 1 L::; I 119 
IF 17) 

i ;9113. 

i 
I READ I 112; I i i3 

I i:+c; I I i9 
1.: 1¢7; I 

I 
I.'" I"() 

READ CURREN TL 1 I 76; I ·9¢ 
WI T'i 1-3 HOUR! I 1¢9; I 174 
LAG. 1;- 107; IF 127 

I DEVI CE CAP- I 
TUREO FROM I 

17; I 31 
44; I 92 

I 

MUSTANG PLANE. I 
T!-iEORET IC AL " I 
SOLUTION ONLY; I 

I 
I 

96: '· 1(64 
127; D 68 
5.7: I ~~ 
71; I 00 
186; I 1~ 

I NOT READ. I 74; I 109 
I 112; I 113 
I 119; D 7 I 

1¢~-2~ 

READ ·CURRENTUI I 11119 

I 
I 

NOT READ 

OF 
AT 

.. 

·' 

THE SYSTEM 
ASA REMARKS 

-- ...... ·-:::-:-···· 

CNAl'l 1 NO. I -2 

; 

~ l 
IC 

! 
I 

.. 
I 
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DOCID: 3560861 
( ) (_) 

RESULTS OF EUROPEAN 
AS LEARNED FROM 

(WITH ANNOTATIONS 

AXIS 
TICOM 

AGENCY 

COUNTRY 
OF 

ORIGIN 

NAME _Qf SYSTEM I DATES 
OF 

USE 

UNI TEO 
STATES 

·UNI TED 
STATES 

UNI TED 
STATES 

UNI TEO 
STATES 

W UNI TEO 
~ STATES 

n 

~ -

SERVICE DESCRIPTION OF SYSTEM 

34 ARMY-AIR-NAVY HAGEL I~ CIPHER MACHl~E. 

35 ARMY-NAVY 

36 NAVY 

37 NAVY 

3-LETTER 2-PART CODE, UNENCIPHEREO. ~OR JOINT 
ARMY-NAVY ASSAULT OPERATIONS. 4-LETTER PRO­
NOUNCt::ABLE INDI :ATOR. . 

CIPHER "1ACHINE. 

HAGELIN CIPHER "1ACHl~E 

.·• 

STRIP C.IPHE_R 

-·· 

§~~~TG~ AXIS US. A. 

I 

AM-I; 
M-2¢9 

r'COMS I NED" 
~SSAULT 
tODE 

AM-2?; 
"Bl G" MA­
CH 1~E 

I AM-I; 
M-2¢9 

"DUPYH" 

I 1942 - ? 

1944 - ? 

? - ? 

! 1942 - , 

I 1-1942-1 

CRYPTANALYSIS 
SOURCES 
SOURCES IN PARENTHESES) 

I WHEN TICOM STATUS OF 
, ATTACKED RESULTS REFERENCE AT 
AND BY WHOM • 

I (SEE UNI TEO 
I STATES 21) 
I 

1944 OKM 

? OKL 
? OKH?. 
? OKM? 

(SEE UNITED 
STATES 21) 

11942 OKM 

I 
I 
I 

READ I 23: I 46 I' 
I 48· I 6¢ 
I ·76; I 8¢ 
I 142; I 175 
I 31; I 35 
I 83; I 9J 
I !i; I ll/J9 
I 119; I 112 
If 1f/J7; If 127, 

READ "£XTEN- D 15; 0 18 
SIVELY. 11 ALSO 0 44 
COMPROMISED BY 
CAPTURE. 

NOT READ I 74; I 1¢9 
I 112; I 113 I 

I 119; 0 7 I 

READ--ONLY A I 6; I 35 
fEW DAY'S TRAF I 92; I 95 
flC, DUE: TO 
LACK Of DEPTH 

RE:AO. COMPRO- I 12; I 93 
MISE:O STRIPS 
AND SETTINGS 
RECEIVED fR().l 
JAPANESE. 

( \ 
\_J 

THE SYSTEM 
ASA REMARKS 

.. . . •. ~·""!-=-···· 

I I 

ti"AR I NO. 1-2 

t - -- .. . -
I 

I , 

I 
~~ i 

:> I 

~ ! 
I 

i ! 
I 
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D.OC-I.D: 3-5-60861 

, ( \ 
'- ) 

RESULTS OF 

,, \ 
I ' 
\__ j 

EUROPEAN 
AS. LEARNED FROM 

("WITH ANNOTATIONS FROM ARMY SECURITY 

COUNTRY NAME OF SYSTEM 
OF SERVICE DESCRIPTION OF SYSTEM ~UNTR'Y AXIS US.A. ORIGIN ORIGIN 

URUGUAY I DI PLCJ4ATI C 4-LETTER I-PART CODE WITH 2,142 GROUPS. INTER-
SPERSED PLAIN TEXT ANO PLAIN TEXT ENCIPHERMENT. ' ' (URA) 

tl!IJa-PLACE TABLES USED TO SUBSTITUTE 2-rlGURE , 
GROUPS rOR LETTERS OR SYLLABLES. 

URUGUAY 2 DIPLOMATIC 5~rlGURE OR· 4~rlGURE CODE. ' ' ' ·-

' .' 

URUGUAY 3 DIPLOMATIC 1-PART CODE WITH 013RAPHIC rlGURE ENCIPHERMENT. ' ' ' .. 

' \, 

-
' 

' -· -
' 

' " 

' : -
I 

. -
' 

<.. 

,. 

' 
- -- ·-

- .. -·-

' '" 

' 
..... 

. --. . . 
-- .. 

- . 
-\ 

\ -
·. -- ·, 

'. .. 

. 
.. .. · . ' 

' 
. 

~ 

-

-- -·--------------
,...-- --\ 
I ' 

\_/ 

AXIS CRYPTANALYSIS ' ! 
! TICOM SOURCES i 
I 

AGENCY SOURCES IN PAREN_THESES) . 
I DATES I WHEN TICOM ISTATUS OF THE SYSTEM 

j 
I 

I OF RESULTS REFERENCE AT ASA REMARKS 
I 

· ATTACKED I 

USE AND BY WHOM . I ! 
I I 

! (1 - CURRENT) ! 
\ 

' PERS 2 s CCJ4PLETELY D lo, REPORT (ALMOST CCJ4PLETELY READABLE.) -- I 
'. I READ 2, p 5 I 

' 
I . 

1 I 

I I 

' - ' 1 SIM I~ COMPRO- 1r 1517 ! (UNIOENTI r IED) -- I 
I 

MISED .. 
j . 

' ' I I 
' - 1927 - ' T PERS l S ' D 16, REPORT ( UNKtDv'N) --

I, P 4 I ! 

'" 
j 

! -
1 · 

I 
I I 
I I 

I I 

! 
~ I 

I ' I 
I . ! 

SI I 
' 

~ ol 
' 

~ ·· 1 I 
I . . 

.. .. . -··-:-;-·-·· - .. ; I 
• I• I 

! I ! 
I I 

! 
r 
I . ; 

I I I 

I 
I 

! 
I 

I : . - I 

. I 
; 
I 

I i 
l I 

: 

. 

. . 

; I 
I 

:~ :t.---.- .. =-=..:·::;:-- ::-----·-··.-· ·- - --- · I 

----

, 



DOCID:· 3560861 ··-·-.·\.,-""· 
'~ • •• '\_I 

-~~---·~?· 

·. ....... ... 
' • .•' 

/ . I .. : 

' ·• ' 

RESULTS OF EUROPEAN AXIS- CRYPTANALYSIS 
~ 

.. 
' ... 

' 
~ 

AS LEARNED FROM TICOM SOURCES ,. 
.... -

(WITH ANNOTATIONS FROM ARMY SECURITY. AGENCY SOURCES IN PARENTHESE.S) .. 
COUNTRY . NAME OF SYSTEM DATE'S j WHEN . .TICOM STATUS OF TRE SYSl'EN ' 

. ... 
OF SERVICE DESCRIPTION OF SYSTEM ~UNTR'Y OF ATTACKED ·RESULTS REFERENCE . AT ASA REft ... .;;...":...!.. 

ORIGIN ORIGIN ··AXIS US.A. USE .ANO BY WHOM 
••-v-

' \" 
; 

VATICAN I ? 4-rlGURl '?-FAPl" CODE ENCIPHERED WITH A HBLE. ' . VAT. J• -- 1-1938-1939-? 11939 PERS 2 S TABLES SOLVED • T 93 -- -- \ 
e. 2 1939 RLM/rA RECOVERED I 

~ . ABOUT 15" OF 
VALUES. 

' : : 

VATICAN i! ? t-LEllER !·PART COOL. rl~Sl TWO ELEMENTS INOI- ., "NULLE -- : t-1943-' 1
_1943 SIM 4¢¢-5¢¢ GROUPS IF 1~1l p 5 ·--· --

ATE PAGE ~NO LAST ELE~ENT INOl(AT[S GROUP. '1'2" RECOVERED-· IF 1 2 p 11 
LETTERS "~"ANO "~"USED AS DUOS OR AS SPELLER 

I 

I NO I C A TC'RS • i .. 
. 

I 

v ·IT I c ~!IJ 3 ? t-LE~l[R I-PART CODE. rl~ST n.~ ELEMENTS INOI- ., "NULLA £" t-1944-' 11944 .SID, SIM READ 1r -1526 P 1¢ 
- ~ -- -- --

ATE PAGE ANO LAST ELEMENT INDICATES GROUP. 1r 1517 
LETTER "E" USED AS OUO OR AS SPELL ER INDICATOR. ..... - . -- -.. 

4 ., - ? ., 
' RECOVERED 3~-

"""\ 
VAT IC/IN ? 3-L(ITER ?-FART CODE. ? VAT I KAN -- T 2195 -- --

I CODE 11 I 5~ 
I 441 

i ' 
V[fll[~LEL~ I OlfUWATIC i 4-LEilER I-PAR! COCE. 12,~¢ GROUPS. INTER~ 

., ? (VZB) ('?-1941-CUR- I 194 I .PERS 1 s t 0 16, REPORT (95" READABLE) --
•SPERSEO ENCIPHERED PL~ll\' TEXT. R[NT) 2, p; . 

I - T ~1 . -
.• 

- I 
I T 3¢116 ~ ~ V('1(7L;l A ~ I '? 4-r I CUR( ?-PART COCE. ' ' 

., ' - ., , 
' RECOVERED LESS (UNKNOWN) --

~ I 
THAN 3,r; D 

11 VUl[:'UEl.A 3 OIF"l.OMATIC POLYnPHAE[TIC SUElSTITUTl(iN CIHi[fl .... llH 5 TO 1¢ ' 
., (VZA) (1'-1941-cuR- '1941 PERS 2 S READ ' 0 16, REPORT (1- READABLE) -- ,, . 

ALPHA6E:iS. RENT) 2, p 5 
Pi.· ! 

5 ! ... ... .·-:-:-···· 
• 

..... ~ ! 

I • 
i 
I 

: 
I 
j 

J 

I ; 

I I ; 

' .. 
I 

.. 

I 
I 

! l ' I ' I 
I 

I I I 

I 
.. 

I 

I 
I 

. 
I 
I 

I 
! ' I 

I 
I -

liHART NO. 1-2 



DOCID: 35"60861 

... 

COUNTRY 
OF 

ORIGIN 

/ .. 
I 
\ 

-:.... .. · 

SERVICE 

YUGOSLAV!.~- I DIPLCf.!ATIC 
CROATIA 

I 

' 
\ 

RESULTS OF EUROPEAN AXIS 
TICOM 

AGENCY 
AS LEARNED FROM 

(WITH ANNOTATIONS 

DESCRIPTION OF SYSTEM 

5-LETTER I-FART CCDE Cl:::!P!-!EQED 6Y SUBSTITUTION. 
USED EY THE rOREIGN orrlCE. DATE GIVEN AT END 
or MESSAGE PRECEDED E!Y s OR-SVT. 

FROM ARMY SE CURI TY 
NAME OF SYSTEM 

·-~OUN TRY AXIS 
uF ORIGIN 

I 
U.S.A: 

DATES 
OF 

USE 

? I ,_ 19lf4-1 

l 

CRYPTANALYSIS 
SOURCES 
SOURCES IN PARENTHESES) 

~--

I WHEN TICOM STATUS 
. ATTACKED RESULTS REFERENCE 

OF 
AT 

ANO BY WHOM 

11944 SID ENtlPHERMENT T 16¢4 
SY.STEM KNOWN. 
PERHAPS READ. 

I ( UNi<NOWN) 

: .... 

THE SYSTEM 
ASA REMARKS 

YuGOSLAVIA ~(DIPLOMATIC) (4-LETTER 2-PART CODE UNEt.ICIPHE.RED.) ? (YOA) ( 1935-CURRENT) 1°944 OKW READ T 797 (Gees BROKE coo(. ASA_ NOW 
READING 1¢¢~. VERY LIGHT 
TRAfflC.) 

YUGOSLAVIA- 3 DIPL~ATIC 
CROAT I A 

YUGOSLAVIA- 4 DIPLOMATIC 
MICHAILCVITC~ CONSULAR 
AND TITO 

YUG05UVIA 5 DIPLCN..~TIC 
MILITAR'f 
ATTACHE 

- YUG05L~VIA- o DIPLC:W.AilC? 
.&J SERE!I A 

3 
~ 

IL 
D I,_ 

YUGOSLAVIA 7 DIFLCMATIC? 

YUGOSLAV!.~ S DIPLC~ATIC? 

YUGOSLAVIA 9 OIPLOV.ATIC? 

YUGOSLAVIA i¢ OIPLC~ATIC 

YUGOSLWIA 11 DIPLC~ATIC 

YUGCSLAVIA 12 OIPlOW.ATIC 
CROATIA 

YuGOSL~VIA 13 DIPLO'.ATIC? 
CRO.ATI A 

YUGOSLAVIA 14 MILITARY 
ATT.~CHE 

ruGOSL-VIA 15 MILITARY 
ATT.~CHE 

5-rlGURE 1-PART CODE. APFROXIMATELY 3¢,¢0¢ 
GROUPS, CODE GROVFS SPLIT INTO SINGLE DIGITS AND 
DIGRAPHS, EACH SEPARATELY ENCIP~ERED. 

AND 5-f'IGUF;E ?-PART CODE. ABOL'T ~¢,¢¢0-4¢,¢¢¢ GROUPS 
[ATER REFAGINATED. ENCIPHER TABLES USED IN TWO 
DlrrERENT WAYS. (SIMILAR TO ITEM 2. VARIATION 
or YOA ENCIPJ-IERMENT.) 

I 
AN0.5-rlGURE PARTIALLY 1-PART COCE. APPROXIMATELY 

1~¢.~~ GR()t;PS. PAGES RENUMBERED PERIODICALLY. 
l!:L_EAR TE>tT IN ;SERB-I AN. [NCl'PHEP.ED ArTER 1921. 

';-f'1.:;t'\t: '!.-P,4RT COOL ENCIPl--:ERED BY~t,'~~TITUTION 

~-rlGURE ?-PART CODE. (NCIPHERED B'f DIGR~PHIC 
"SUBSTITUTION WITH TABLES CONSISTING or 1¢¢ Dl­
;GRAPt;S. 

5-rlGUf\E_. FROEABLY I-PART COCE. 

5-rlGURE I-PART CODE. 

5-r1GURE I-PART CODE. 

4-rlGURE '?-PART CCOE. PROBABLY REF.~GINATED TO 
15-rrGL~E. 

~-f'IGURE ?-PART COCE. "CHILDISH" ENCIPHERMENT. 

PROBABLY CONSISTED or A s~UARE 1¢ x 1¢ wrTH KEYS I 
roR EVERY MESSA.GE. I 

I ! 
- I 

! 
2-PART CCOE. 

I 
' 

SIM I LAR TO ITEM 12, 9L'T MORE C~F'll CAT ED PAGE 
NVMBERING ~"ilCH CHANGCD YEARLY. ENCIPH[RMENT ; 
s I ~I LAR TO LATER SYS TE~· or rDRE I'" OFT I CE AND 

.DIPLOMATIC ~:ISSIONS EUT or SIMFLER COll:SiRUCTION. 

? 

? 

? 

'? 

? 

? 

? 

? 

I ? 

I 
I 
!SiOCKHOLM 

1
~¢1-249 

1

s D 111 

'i7 IX D 
[ESART: 
345-12 

SERBIEN I 

? 

? 

• 22"1 AM 
BOOK· 

? 

? 

'? 

? 

? 

? 

? 

? 

? 

? 

I 

J 193¢ - '? 

"I - ? 

'? - ., 

? - ? 

1921-19~7 

1927 - ? 

I 
I 
! 1944 SIM ANO ! PREDECESSOR 

I 
I ., SIM AND 
I PREDECESSOR 

C°"4PRC»11 SEO. Ir 1525 PF 5-6 (UNKNOWN) 
REN) JUNE 1944 
--SEFT 1944. 

PLAIN CODE 
COMPROM I SEO. 
ENCIPHERMENTS 
NOT READ. 

Ir 1525 PP 2, , (UNKNOWN) 
5, 6 

PROBABLY READ. Ir 1525 PP 2, (UNKNOWN) 

: 1929 "" 193" 1 · I 22 P 2. 
I 

3 

'I 

' ' L 

I (UNKNCMJ) 
I I PERS 2 s 

? PERS 7 S 

? PERS 2 S 

1' PERS 2 S 

READ I 22 P 9 

APFROXIMATELY T 2139 i 15~ RECOVEREf> 

RECOVERED T 2119 
LESS THAN 3~ 

APFROXIMATELY T 2238 
35~ RECOVERED 

(UNKNOWN) 

(UNKNOWN) . 

( UNKNO\.'N) 

(UNKNOWN) 

"? PERS 2 S I WORKED ON T 2117 (UNIDENTlflED) 

PRl()q TO 1941 CC:W.PROMISED 
SIM 

I 192J? SIM 

? SIM 

READ 

READ rDR 5 
YEARS. 

I 1 r 1524 P 4 

I 
I 1 r 1525 p 4 
I 

11 r 1525 p !+ 

I 

(UNIDENTlrlED) 

(UNKN~) 

( UNKNOWl'I) 

(UNKN()'..'N) 

ClfART NO. 1-2 



; 

: 
I 

i 

. 

DOCID: 3 5-6-08-61-

() 

COUNTRY 
OF SERVICE 

ORIGIN 

YUGOSLAVIA- 16 ARMY 
CFiOATIA 

YUGOSLAVIA- 17 ARMY 
TITO 

YUGOSLAVIA l~ ARMY' 

YUGOSLAVIA 19 ARMY 

YUGOSLAVIA- 2¢ ARMY 
CROATIA 

YUGOSLAVIA 21 AR"ff 

YUGOSLAVIA- 22 AIR 
CROHIA 

~ 
I~ YUGOSLAVIA- 23 Ml LI TARY 

~ 
MICHAILOVITCH 

L YUGOSLAV I A 24 ARMY-NAVY 
D 
~ 

YUGOSLAVIA- 25 MILITARY 
IM I CHA I LOVI TCH 

YUGCSLAVIA- 26 [MILITARY 
·Tl TO 

YUGOSLAVIA- 27 MILITARY 
"11 CHA I LOVI TCH 

YUGOSLAVIA- 2S t-11 LI TARY 
~I CHA 1 LOVI TCH 

e ·---u...,"..JLnw r, c:;.7 ,.,, L. I 1111"<1 

Tl TO 

IYUGOSLAVI II- 30 ~I LI T.llRY 
TI TO 

RESULTS OF 

f\ 
\... _) 

EUROPEAN 
AS LEARNED FROM 

(WITH ANNOTATIONS FROM ·ARMY SECURITY 
NAME OF SYSTEM 

AXIS 
TICOM 

AGENCY 
OATES 

DESCRIPTION OF SYSTEM ~UNTRY I OF 
AXIS US.A I ORIGIN USE 

ENlt>IA K -- 3 WHEELS AND NO STECKER. ? 1 ? I 1941-1942-? 
! 
I 

: 

FIELD CODE OF THE' 26 X 26 SQUARE TYFE. CHANGE- ? ·:P ? 1 - ? 
ABLE ALPHABET COORDINATES. 

I coor OF THE 26 x 26 S'UARE TYPE. SIMIL.~R TO ? ? . 1 : ?-1941-? 
ITEM 17 • iABLES CHANGED EVERY T\olO OR THREE· 
~ONTHS. : 

·- I 
FIELD CODES OF THE 1¢ X 1¢ SCUARE TYPE. ? '? ? I ? - ? 

DIGR4PHIC SUBSTITUTION, 2-S~UARE CHECKERBOARD. ? ? ? 1~41-1943 
USED IN THE flELD. I 

I 
" 

DOUBLE PLAYFAIR. ? ? ? ? - ? 

REVERSED PLA1N TEXT IN UNALTERED SEQUENCE. ? ? ? ?-194¢-1943-? 

?-LETTER CODE OF THE 26 X Z6 SCUARE TYPE. SPACES ? ? ? ? - '? 
CONTAINED DIGRAPHS, TRIGRAPHS, AND 'WORDS IN FULL. 

4-FIGURE 1-PART CODE. ? ? ·7 . ? - 1 

-
DOUBLE TRANSPOSITION CIPHER SYSTEM WITH SAME KEY 1 JRC (YOB) (1943-1944) 
FOR BOTH RECTANGLES, RECTANGLE WIDTH USUALLY 12 

10R 13. NO CALL SIGNS USED. KEYS WERE ANNOUNCED 
iTHEN rOLLo..iEO COVE~ NAMES OF ADDRESSES. 

l 

ioOUBLE TRANSPVSITICN. ? 7 ? 1 - ? 

Sl~PLE TRANSPOSITION CIPHER ON A PATTERN OF AN ? ? ? . ? - '? 
INCOMPLETE RECTANGLE, WITH KEY VARYING FROM 13-
21. USED IN THE FIELD. 

POLYALPHASETIC SUBSTITUTION CIPHEFi WITH 5? ALPHA- ? , ? ? - ? 
BETS· 

vLlllLt"tlAtlt.11!,. :>Vtl:>TITUTIUN, 1 UW 2 DIGITS P(R ? '? ? "/- 1944-? 
LETTER, ~ITH 3, ~. ), 6, 9, 11, OR 19 ALPHABETS. 
KEY CHANGED EVERY 5 DAYS. 'tJSED BY DIVISIONS AND 
BRl•:;.AOES. .. . 

.. 

2-DIGI T SLtBSTI TUTION BY MEANS OF 1¢ X 1¢ [NCI ?.i-tER- 7 ? "I ? - ? 
ING Sf.iUARE FORMED fROtoi A 11/J-LETTl::R KEYWORD WRIT- I T£N I~ VERrlCALLY. . . 

I 

.. . . .. 
' 

\_/ 

CRYPTANALYSIS I 
I 
I 

SOURCES 
SOURCES IN PARENTHESES) 

I WHEN . - TICOM !STATUS OF THE SYSTEM 
ATTACKED RESULTS REFERENCE AT ASA REMARKS I 

ANO BY WHOM 

1941 OR 1942 WIRINGS COM-' I 9§ P 2 l(NOT KNOWN TO.HAVE BEEN USED.) --
OKW PROMIS£D i941 I 5 P 3 

0R~42. READ I 195 • 

'(UNKNOWN) Af'TER APRIL BROKEN AND If 1517 p 5 --
; 1941 SIM RECONSTRUCTED 

I 
BEfORE 1941 .READ IF 1519 P 3 ,(UNKNOWN) --
SIM I 

I 
I I .. - --·. 

I 
? SIM ? IF 1525 p 6 ;(UNKNOWN) --

AFTER APRIL EASILY READ IF 1517. p 4 (UNKl\IOWH) --
1941 SIM IF 152fiJ p ~ 

IF 1512 p ? 

, 

? SIM 1 IF 1525 F 6 (UNKNOWN) --
I 

? SIM ? IF 1525 p 6 (UNKNOrJN) -- ; 

g I 
I """ JUNE 

READ IF -152¢ P 4 (UNKNOWN) --
1943 SIM ,, 

. •' I 
". .... -~-:-·-~·· 

I 7 OKW COMPROMISED T 962 (UNKN~)· --
I 1~ I 

• 
.? OKH REAn BY GER- I 69 P 2i (TRAFFIC RECEIVED. WORKED ON --
? SIM MAtl:S AND D '3fiJ PP -11 FOR 1-2 MONTHS 1944. NO 
1 PERS Z S ITAL I ANS IF 1521/J P ~ SUCCESS.) 

IF. 1525 .P o 

1' OKH READ I 113 p 5 (UNKNOWN)· --

1944 SID PROBABLY READ rr 1525 P 6 (UNKNOtm) --

? SIM READ IF 152¢ P 4 (UNKNOWN) --
I 
I 

? OKH ? I 69 p 5 (UNKNOWN) --
I 52 p 5 

' 

? OKH ? I 69 PP 22,23 (UNKNo..tN) --

J~ - ---- - ·- -·· -----· ---· 



DOCID: 3560861 

,. 

"I(' 

COUNTRY 
OF 

ORIGIN 

' I 
\ 

SERVICE 

YUGOSLAVIA- 31 MILITARY 
Tl TO 

YUGOSLAVIA- 32 MILITARY AND 
TITO (DIPLOMATIC) 

YUGOSLAVIA- 33 .MILITARY? 
TITO 

YUGOSLAVIA- 34 MILITARY 
TITO 

t- YUGOSLAVIA- 35 MILITAqy 
t Tl TO 

~ ~ 
I 1 YUGOSLAVIA- 36 MILITARY 
I Tl TO 

' -
YUGOSLAVIA- 37 MILITARY 
MI CHA I LOV ITCH 

YUGOSLAVIA- 38_MILITARY 
TITO 

YUGOSLAVIA- 39 MILITARY 
Tl TO 

YUGOSLAVIA- 4¢ MILITARY 
TITO 

YUGOSLAVIA- 41 MILITARY 
Tl TO 

YUGOSL~VIA-42 MILITARY 
TITO 

• YUGOSL~VIA 43 ? 

\...._ -· 

RESULTS . OF EUROPEAN 
AS LEARNED FROM 

(WITH ANNOTATIONS FROM ~RMY SECURl.TY 

DESCRIPTION OF SYSTEM 

2-DIGl·T SUBSTITUTION B't MEANS Of" 5 X 8 ENCIPHER­
ING SCUARE WITH g-LETTER KEYWORD WRITTEN IN 
HOR I ZONT.o\LL y. PROBABL y usrn BY 11 TH 0 Iv Is I ON Of" 
5TH CORPS. 

MONOALPHABETIC SU~STI JL!TION, 2 DIGITS PER LETTER, 
ANO ALSO AUXILIARY ~-DIGIT CODE, ALL SUPERENCl­
PtiERED WITH NUMERICAL RUNNPIG ADDITIVE CONVERTED 

.FROM THE TEXT Of" A BOOK. 1.ISED ABOVE DIVISION. 

"BELIEVED TO BE SIMILAR TO IT~M 32, MESSAGES TO 
MOSCOW HAD A SPECIAL GROUP 66666, SOMETIMES 
11111 66666 EITHER AT THE BEGl~tWIG OR AT THE ENO 
OF" THE MESSAGE. FIRST GROUP Of THE ACrUAL MES­
SAGE USUALLY REPEATED AFTER ADDITION Of A CERTAI~ 
NUMBER. . 

MONOALPHABETIC SUBSTITUTION--LETTER F"OR LETTER 
OR 2 DIGITS PER LETTER. USED BY BRIGADE AND 
UNITS. 

MONOALPHASETIC SUBSTITUTION, 2 DIGITS WIT, 5-
0IGIT REPEATING ADDITIVE. USED BELOW DIVISION 
LEVEL. 

MDNOALPHABETIC SUBSTITUTION4 2 DIGITS PER LETTER, 
WITH NULLS INSERTED IN EVERY 5TH AND 6TH GROUPS 

I AND MULTIPLES T,EREOF", AND WITH 15-DIGIT REPEAT­
ING ADDITIVE. KEY CHANGED EVERY 7 TO 14 DAYS. 

:usED B~LOW DIVISION. 
! 

.MO.~OALPHABETIC SUBSTITUTION, I OR 2 DIGITS f"OP. 
SINGLE LETTERS, WIT~ SHORT REPEATING ADDITIVE. 
9ASED ON A KEYWORD. 

,MONOALPHABETIC '5U8STITUT1C11, 2 DIGITS PER LETTER, 
'ENCIPHERED WIT~ REPE•TING ADOITIVE FORMED MATHE­
MATICALLY FR~~ AN ADDITIVE S'UARE or 3¢¢ DIGITS. 

MIXEn. SU~STITUTION ENCIPHERED BY MEANS 01 
ADO,-TIVESrROM A FIGURE UBLE. 

VARIABLE SUBSTITUTION WITH SHORT REPEATING ADDI­
TIVE~ CIPHER CHANGED EVERY MONTH. USED ABOVE 
DIVISION, LATER BY UNITS. 

VARIABLE SUBSTITUTION WIT~ ENCIPHERING TABL£. 

18¢¢ GROUP CODE IN 3¢ X 6¢ RECTA~'"!:E 5LrfRENCI -
FHERED eY "ENCIPHER I NG ROWS. " 

i)-LEiTER ?-PART CODE. 
' . 
I 

NAME OF SYSTEM 
~QUNTRV AXIS US A 
Ut" ORIGIN · · 

? 

NOVA 
~lrRA 

"? 

? 

? 

? 

? 

? 

? 

? 

? 

? ? 

? ? 

? 

? ""} 

1 ? 

? 

? 

? ""} 

AXIS 
TICOM 

AGENCY 

CRYPTANALYSIS 
SOURCES 
SOURCES IN PARENTHESES) 

,- ::.... 

DATES 
OF 

USE 

I WHEN 
I ATTACKED 
AND.BY WHOM 

TICOM !STATUS 
RESULTS REFERENCE! 

OF 
AT 

THE SYSTEM 
ASA REMARKS 

i 
I 

I 

? - ., j 1 OKH 

? OKH 

i 
; ? OKH 

?-1944-? 

' I 

! 
?-1943-1944-? 

?-1944-? 

1 - ? 

? OKH 

? OKH 

? OKH 

"1 OKH 

? OKH 

i ?->94•-· 'l OKH 

' 
? - ? ? OKL 

? - ? ? GERMANS 

? 

I 
: NOT BROKEN 
i BUT COULD HA\£ 
i BEEN WI TH 
: MORE TRAF"F IC 

NOT SOLVED 

READ 

? 

READ 

READ 

? 

READ EXTEN­
S I V£L Y 

""} 

I 09 P 23 

I 59 PP lo-2~ 

I 69 P 2 
I )2 P 5 

I 69 PP 2-3 

I 59 PP 4-5 

I ).I P J 
I 52 P 5 

I 52 F 5 

I' -58 PF 3-;5 

I 69, ITEM 13 

I 121 P 9 
I 

I T ~122 

J 

' 
I 
I 

(tJNKNOWN) 

(IN EFFECT THIS IS A NON-RAr+ 
DOM ONE-Tl~E PAD ENCl?HER­
MENT AN~ BECAUSE IT 15 NON­
RANDOM IT IS· THEORETICALLY 
SOLVABLE. ASA 15 NOT WORK-
1 ~G ON THIS PROB-LEM.) 1 
(UNKNOWN) 

(UNKNOWN) . 

(UNKNO'°"") 

(UNKNOWN) ... ... ~-~-=-···· 
... I 

I 
I 
' 

(UNKNOWN) 

.(UNKNOWN) 

(UNKNOWN) 

(UNi<NOW~) 

( UNKNO\.'N) 

(UNKN~) 

( UNKN()l.'N) 

··I 
~) ) 

I 

~ ' 
1- I 
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\ __ / 
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS 
AS LEARNED FROM TICOM SOURCES 

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) ! 
COUNTRY NAME OF SYSTEM DATES I WHEN TICOM STATUS OF THE SYSTEM 

OF SERVICE DESCRIPTION OF SYSTEM gpuNTRY 
I OF ATTACKED RESULTS REFERENCE AT ASA REMARKS 

: 

AXIS US.A. I 

ORIGIN F ORIGIN USE AND BY WHOM . 
44 lsTOCK'iOLM 

I I (UNKNOWN) 
I 

YUGOSLAVIA ? 5-FIGURE PROBABL~ I-PART CODE. ., ., ? - ? ·? GERMANS APPROXIMATEL' T 2139 --
25¢-499 I 

I 2¢% REC.OVER£D 

i 
I I 

YUGOSLAVIA 45 ? 5-FIGURE CODE PROBABLY 1-PART. ? ? ? ? - ? ? GERMANS RECOVERED T 2124 (UNKNOWN) --' LESS THAN 2¢% I 

.• i 
I 

YUGOSLAVIA 46 ? ·5-FIGURE ?-PART CODE WITH ~BOUT 3¢,0¢¢-4¢,~¢¢ ? ? ? 1934 - ? ? SI~ . COMPROM I SEO IF 1525 P 2 (UNKNOWN) ' --
GROUPS. CLEAR TEXT IN SERBIAN. : 

·1 I 

YUGOSLAVIA- 47 ? 5-FIGURE PROBABLY I-PART CODE. -? S D IV "? ? - "? ? GERMANS APPROi<IMATELY T 2123 (UNKNOWN) I --
SERBIA I j 25;1 RECOVERED I - -- .. - ·- · - - . 

! I 
YUGOSLAVIA 48 ? 5-FIGURE I-PART CODE. ? ? ? 1941 - ? I ? ? 1¢~ COMPRO- T 2576 (UNKNOWN) -- ! 

I I MISED 
i I ' ; 

YUGOSLAVIA 49 ? 4-FIGURE PROBABLY I-PART CODE. ? ? ? ? - ., ? GERMANS APPROXIMATELY T 2126 (UNKNOWN) --: 
I I 15~ RECOVERED . I 

I 

' : I 
·, 

Is D v. 
I ! i 

, 
YUGOSLAVIA 5¢ ., 4-FIGURE PROBABLY I-PART CODE. ? II ., ? - 1' ? GERMANS APPROXIMATELY T 2113 (UNKNOWN) .--

I 15)C RECOVEREO ! 
.-- I 

~ 

~ YlJGOSLAVIA 51 ? DETAILS or SYSTEM UNKNOWN. ? S D v. I '? i ? - '? ? GERMANS WORKED ON T 2123 (UNKNOWN) -- ~ 
; 

I 
I 

~ YUGOSLAV I A 52 "? DETAILS or SYSTEM UNKNO\vN. ? HOF CODE "? ? - "? ? GERMANS ? T 2123 ('UNKNOWN) --
~-·; 

5 YUGOSLAVIA- 53 ? DETAILS or SYSTEM UNKN()...IN, "? S D VI ? "?-1933-? I "? GERMANS WORKED ON (UNKNOWt·!} 
.. - ') : 

T 2123 ... .. 
~·-=~-:-···· -- J ' 

1- SERBIA 1 : 
I • I 

YUGOSLAVIA- 54 ? CIPHER TRANSPOSITION WITH INCOMPLETE RECTANGLES. ? ? 1 ? - 1' I AFTER APRIL RECONSTRUCTED .•r 1517 P 4 (UNKNOWN) --
CROATIA I I 

1941 SIM I 

I ' 
' i YUGOSLAVIA., 55 MILITARY "TABLE or 2g x 28, ABOUT 511'¢ WCROS. TRANSMITTED ? ? ? ? - ? ? SIM "HAS BEEN RE- IF 1 J9C, p 4 (UNKNO«N) --

SERBIA IN 5-LETTER ~ROUPS. DAILY KEY." CONSTRUCTED. n i 

YUGOSLAVIA- 56 Ml LI TARY SIMPLE TRANSPOSITION WITH VARIABLE LENGTH Nl.t'.ERI- ? ? ? ? - ? ? SIM I l<EADABLE IF 118~, p 4 (UNKNC1t.'N) --
SEl<BIA CAL KEY. ALL MESSAGES BEGAN WITH.BRX CITIRI. I 

INCOMPLETE RECTANGLES. I I 

I 

I 

' 

I i I 

I 

I I 
; 

' I I ' 

I ' 

i 
- i 

I 

: 
' 

I 
.. I 

I ' I .... 
GftAKl MJ. J -2 --... - .. -

·---~- ·--------- ---
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