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VOLUME 1 SYNOPSIS

Paragraph

Orlgin Of t'lIIICOM" lllllll e e * = l..'.-...l'.!ll..'.'l
The European fxis cryptanalytic effort agalinst

Unitad -..\-..ates communic&tions.........................
Organizetion of German Signel Intelllgence Agencies....
The 3ignal Intelllgence Agency of the Army High

Command. DS S g

£ W

The Signal Intelligence Agency of the Air Force
Hight COBMBIR ¢y v vwom s ms o oivem sm s wsm s s o sesmsesna a ¥ § #ie 9 5
The Slgnal Intelligence Agency of the Navy High

OB 55 55 5 3w o b6 8o g d s T Tyl -
The Sigral Intelligence Agency of the Supreme

Command Armed FOrCeS. ...vcveeeesstocsssscassnnasssnss [
The German Foreizn Office Cryptanalytic Section........ 8
Goering's "Rescarch” BurefU........ceoceeeecovassncsseee 9

Collaboration between German Signal Intelllgence

Agencles 1n Cryptographic Matters.....ceesvesasesosssdt)
'.llaboration between German Signal Intelligence

Agencles 1in Cryptanalytic Matters....covevessccaessssndl

a.

Relationships between Forelgn Office Crypt-
analytic 8ection, Goering's "Research"
Bureau, and the Signal Intelligence Agency of
the Supreme Command Armed Forces.

Military Agency Relatlionships--exchanges of
cryptanalytic information,

Military Agency Relationships--exchanges of
personnel.

Hilitary Agency Relationships--cooperation vith
regard to IBM and Rapid Analytic Machinery.
Military Agency Relationsi.ips--cooperation
with regard to interception.

Cooperation between Military and Civilian
Agencles on solution of Agents' systems.
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' Paragraphs
Other Axls {European) Cryptanalytic Agenties.......... 12
a. Italian Cryptanalytic Agenciles.
b. The Hungarian Cryptdnslytic Agency.
¢. The Austrian Cryptaﬂalytic Agency.
d. The Finnish Crgp 1ytic Agency-
e. The Bulgarian Cryptanalytic Agency.
Liaison betuveen Geruman SignalEIntelligence Agencies
and other Axls Cryptanalytic Agencies.............. A3
a Liaison with Japan.
b. Liaison with Italy.
¢. Lialson with Hungary
d Liailson with Finland.
e. Liaison with 8pain and Bulgaria.
Chart summarizing results of Europe&n Axis Crypt-
R L N T I YT va. 14

1. Origin of "TICOM".-- |The word "TICOM" served as a
cover name for & ppecial proge?t and for an organlzation,
the "Target Intelligence Committee. The project, which
was origlnally concelved by Colonel George A. Bicher,
Director of the Signal Intelligence Division, ETOUSA, in
the summer of 1944, aimed at the investigation and poasible
exploitation of German cryptologic organizations, opersations,
instsallations, and personnel, 83 soon as possible after the
inmpending collapse of the Germaigarmed forcea. Colonel

Bicher elicited and secured the|support of the U. S. Navy
and of~the Britlsh, and eccordingly & joint and combined
"Target Intelligence Committee” |vas established in England
in October 1944, by the authoriby of the Chlef of Staff,
United Statea Army; the Commandeg in-Chief', United States
Fleet; and the Chairman, London Sigint Board.
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airborne operations, even before

from Ultra woaterlial and prisoner
‘here were four objectlves:
R,

To learn the extent of the German cryptanalytic

The Target Intelligence Commiitiee o»iginally planned

the German collapse, to

seize imvortant German signal infelligence té&rgets, known

of war interrogations.

efrort ageinst England and Aumerica; \
b. To prevent the results of such German cryptanalysis

Ageinst England and America from

falling into unauthorized I

h&nds 83 the German Armlies retreated;

Co

To exploit German cryptalogic techniques and in-

entions before they could be destroged by the Germans; and

d.

The TICO0M wiession was of hi
eryptographers did not then know

To uncover ltems of signal intellligencs value 1in
prosecuting the war against .)‘apaa.%;,l:l

American &
mixvrc =

est luportance. ‘
1th certainty the extent

to which United States communlicaiions wers Securs oOr wsaduo=

nor did they know the extent of

the eneuny's cryptanalytic

abilities, strength, and materiel, except by conjecture,

by inference frowm Anglc-American
ayatems and Trou prlsoner of war

cryptsnnlytic sucoesses were obviously unpublicized.

were reflected instead in higher

cryptaenalyeis of German
German
They
casually lists and lessened

interrogations.

success on the part of Allied taetico and strategy.
In the Spring of 1945, howewver, conditions for the

proposed oper&tions became rapldly unsatisflactory.

The knoun

German slgnsl intelligence agencles were diapersing or retreat-

ing to @éther localitles 1n greatest disorder.
locations could not be established.

Pinpoint
The possiblility was

remote that Anglo-Americsi parachuta units could selze worth-

uhile personnel and waterial and
fuaion of wajor battles.

hold thew through the con-

Therefpre, in March, 1945, TICOM

dacided instead to alert six United States-British target
explo;trtion teams In England, these teams to be sent into

enemy territory as either United

States or British troops

overran it, where they vere to take over and exploit known
or nevly discovered targets of signal intelligence interest
and to search for other signal ihtelligence targets and per-

sonnel.
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The first explolitation team was dispatched in April
- 1945 to the Neumuenster-Flensburg area, and othor teaus
. were quickly dispatched to sshet areas as soon as overrun.
The odysaies of the TICOM teams striving to locate and
exploit signal Intelligence targets durlng the confused
days before and after the Germar capitulation, make$
entertaining as well as instructive reading They are
i fully recorded in the TICOM publication$l A short summary
of these operations is given 1n Volume 8, Chapter X, of
. thls report
! The results obtained from these TICOM efforts vere im-
pressive. Approximately 4000 separate German documents
vere captured,Q This material|weighed 5 tons. Many crypto-
graphic devices &and machlpnes were captured. One hundred
and nipnety six reports, based on lnterrogation of German
signal intelligence personnel, together with other mis-
cellanecus reports and translationa vere lasusd by TICOM.
| The true value of the TICOM effort is not meesurable in
e ' such stetistics. Its importance lles rather in vhat the
- . TICOM effort revealed to American cryptologists concerning
| German signal intelligence, with particular reference to
- Awerican systems. The TICOM priscner of war interrogations
| and capiured documents, with the interrogetions conducted by
' other Anglo~American agencies (notably the Combined Services
Detailed Interrogation Centre,or "C3DIC") havs given Anglo-
| Americen investigators a reasonably complete pilcture of Germin
signal intelligence. The Unlited States Army Securlity Agency
| has obtained from these interrogations and documents information
useful in assessing its own cryptanalytic and cryptographic
. &chievements, especially its own development of rapid analytic
. mechinery, the state of 1ts research in cryptography, and the
" eryptographlic securlty of Amerlcan systems.

l-see IF 15, IF 40, IF 51, IF 101, IF 165, IFl 166, IF 167,
| and I-1. l

2‘By "document” is meant either one or a collection of
l papers, books, files of correspondence, messsges, films,
worksheats or other items of 1ntelligenee value, to which
& TICOM document number was asatgned for convenlence in
classification and handling.
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2. The Buropean Axis lcryptanalytic effort against United
States communicationa.—-FFQmq%%ﬁﬁﬁ'S%ﬁFEEE"i?"IEE%335533’?33?‘
Zuropean crypianalysts were unable to read any U. S. Army or
Navi high-level cryptographic systems. The Army Converter
M134C (SIGABA), the Army Teletypevwriter Cipher Attachment known
as the Converter M-228 (SIGCUM), the Army Teletypevwriter Pri-
vacy Set (SIGIBS), the Army High Security Teletypewriter Cipher
System (SIGTOT), the Army Speech Equipment RC-220-T1 (SIGSALY),
the Combined Cipher Machine (CCM), the Bavy Electric Cipher
Machine Mark IIXI (ECHM, identical with SIGABA), and the Navy
Teletypevriter Cryptogrephilc. Attachment (C. S. P. 1515, identi-
cal with the Army Converter M-228) were completely secure. One
Army Strip system (System KNo. 47 or 67) and one Havy strip
system (probably C. S. P. 1404) vere read for short intervals
until the principle of strip elimination was introduced. The
lov-grade ciphony device (Speech Equipment AN/GSQ-1, or SIGJIP)
vas not read, although theoretical solutions vere worked out.

Both of the unenciphered War Depsrtment Telegraph Codes
(SIGRIM and SIGARM) were read by the Germans. Hungary received
photostatlic copies of Wer Department Confldential Code Number
2, probably from the Bulgeriens, together with at least one
set of cipher tables, and the Italians reconstructed subsequent
editions of the enciphering tables. The compromise appears to
have been shared with other Axis powers, notably Germany, Fin-
land and Japan. Militery Intelligence Code No. 11 (physically
compromised), used by the Military Attache in Cairo, vas pread
throughout the summer of 1942, The Germans read messages in
several versions of the Division Fleld -Codes..

German cryptanalysts solved from 10 per cent to 30 per
cent of intercepted U. S, Army M~-2090 messages. 3Save wvhere
keys vere captured, it vas lusually read too late to be of tacti-
cal value. Messages sent by the U..S. Army in Slidex, Codex,
Bomber Code, Assault Code, [Aircraft Movement Code, Map Coor-
dinate Codes, and Cipher Device M-94% vhere employed, were read
regularly and almost 100 per cent.

|5
|
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Combined Naval Cypher No. 3, used by the U. S. Navy and
the Royal Navy for Atlantic Convoy operations, was read almost
100 per cent by the Germans from the end of 1941 through the
middle of 1943, The solution of this system vas perhaps for
the allies the most disastrous signal intelligence success
achieved by the Germans. Allied convoy shipping losses suffered
during this period vere six times as great as during any other
comparable period.

The Germans engaged in intensive and successaful traffic
analysis activities agalnst United States Army and Army Air
Force redlo communications. This included direction-finding,
analysis of <all sign and frequency allocation systems, analysis
of plaln text and operator's chat, as well as more complex
operations, such as air-borne radar route tracking, and moni-
toring of transmitter zero beat tuning.

The U. S. Army Converter M-134A %SIGMYC),.and the U. 8.
Navy Cipher Machine (HCM), furnished by the Navy to the State
Lepartment, were not read by the Germans. The State Depart-
ment Strip systems 0O-1 and 0-2 were solved, the former probably
through a compromise, and the latter through cryptanalysis.
Several State Department codes, including the Brown Code (un-
enciphered) and Code A-l {enciphered), were compromiged and
read, probably from 1938 and 1939, respectively.

From an intelligence standpoint the results obtained by
the German cryptanalytic successes vere important, but not
decisive. American Army and Navy strategy was secure as long
as high level systems were employed. Tactical operations,
hovever, did suffer. The Anglo-American convoy shipping losses
during 1942 and early 1943 were huge, largsly because of
German successes vith Combined Naval Cypher No. 3. Ger:an
traffic analysis and cryptanalysis provided a comprehensive
order of battle for the U. S. Army and Army Alr Forces in the
United Kingdom, in the Medliterranean, and on the continent.
According to a German air force officer, "no attack of the
Eighth Air Force came as a surprise."” The value of the intelli-
gence which the Germans got from State Department codes and
strip ciphers is not accurately known. The strip systems vere
probably read too late to be of any great value. The compromise
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ﬂf Military Intelligence Code lo. 1l 4id provide lntelligence
P unguestioned tactical value, particularly in the summer
f 1942 during Rommnel's advance to Egyot.

The German cryptanalytic eff'ort agsinst RKussian military
ommunications was even greater than that wade against the
nited 3tatea, The German successes 1n solutlon of medium
nd low grade English military and naval cowmmunications
yatems were consldsrable. The cryptonalysis of the diplo-
atic comuwimications of Italy, Japan, France, Turkey, Bulgarisa,
resce, Portugal, Spaln, Switzerland, and other smaller rations
180 achlaved Llwmportant results. . ;

A tabulatlion of the »osults of (German snd other Europeén
Axis cryptanalysis, country by country, 1s given in Chart 1-2,
gt the end of this Volume. These results will be dlscussed also
in the subsegquent volumes on the separate German agencles.

a0

Prasn e

2. Orgenization of Germuun Signsl Intelligence Agoncies,--
ermany possessed six meln cryptologic organizations during
orld Wer II, with & total strength, including fileld uniis
nd overhead, of approximately 33,000 persoas. Italy possess-
d tvo maln signsal intelligence organizations; Finland, Austria,
nd Hungary each had one. The grand total of Europeen 4Axis
ersomel engaged in signal intelligence in World War JI is
stimated as 36,000.

This number is swall vhen compared with the nuwbers
ngaged In the Anglo~Auerlcan effort. Tha grand total of Anglo-
merlcan signsl intelllgence perscimnel at the end of the War,
neludling all zervices and including fleld and overhead per-
onnal, wes in excess of 60,000 persons, Out of thig total,
he United Stetes Army employed approximately 28,000 persons.

Of the six maln German cryptologic organizations, four
ere wlilitary, end tvo were civilian.

The four military organizations were:

a, The Signal Intelligence Agency of ths Army High
ommand {OKH/GANA}, which denlt with enemy Army traffic.

b. The Signal Intelligence Agency of the NWavy High
omuand {OKM/ 4SEL IXIY, which deali with eneuy neval traffic.

e. The Signel Intelligence Agency of the Alr Force High
omnand OKL/TH Abt 350), whieh dealt with ememy Air Force traffic.

d. The Slgnal Intelligence Agency of the Supreme Command
rmed Foreas {OKW/Chi)}, vhich dealt with enemy, nsutral or
riendly diplomatie traffic, comuereial tralffic and news brosdeast:

M DD D

ot 1y e B (B

=

M 50

1
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The two civilian orgfnizations vere:

a. The Forasign Office Cryptanalytic Section {Pers Z 8)
vhlch alsoc dealiu wlth diplematic traffic, eneily, neutral,
or Priendly.

b. Geering's "Research” Bureau (FA), a Nazi party
agency which -also dealt with diplomatlic trafiic; news releases,
broadcast monltoring, telephone menitoring, 4nd other types
of comnunicetlionz intelligence, enemy, neutral;, or friendly.

Cherl nuamber 1-1 at the end of this volume shows how the
Above slx Bgencies wvere related. Brief descriptions of
thege agencles and thelr work follov.

4. The Signal Intelligence Agency of the Army High
Command.-~ ‘‘he Signal Intellligence Agency of the Army High
vommend {Oberkommendo des Heeres, Gener2l der Nechrichten
Aufklaerung, ebbreviated OKH/GAWA) was located at Jueterbog,
about 60 miles southwest of Berlin. Its miesion included
cryptanaiyeis and evaluation of Allied army traffic, &t any
level, vhether strategic or operatioral. It also did a
small amount of radio broadcast moniltoring. )

This Agency was the main unit of the German Army signal

ntelligence mervice in 1945, QOther units vere:

a, Two intercept statlions operating directly under the
ignal Intelligence Agency, and supplyinz it with intercepts
f Alliod high-level traffic.

b. Mine field Signal Intelligence Regiments assigned
o various Arumy Groups for the purpose of intercseption, traffic
nalyels, cryptenclysis, end evalvation of Allied Army low-

jevel tactical traffic in the Army Group areas. These

egiments Were lndependent of the Tentrel Signal Intelligence

gency, but supplied the latter with intercepts and reports.
¢. A smwell Signal Intelligence Secticn, assigned to

he Army Commender in Chief, West, which acted as a coordi-

ating eechtlon for the two Signal Intelligence Regiments on

he Western {ront. i
An estimated tot&l of 12,000 persons was employed in the

my signal intelligencs:effort described above.
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The wmain successes of the German Army signal intelli-
gence organizatlion frow ite formation to the end of the war

included the Folloulng:
a, Eefore 193¢ it was able to establish French, Dutch,

"and British order of batile. Thias was dom by cryptanslysis
‘of French codes and Dutch Army double-iransposliion clphers,

ond through divection-findi and traffic-anflysis directed
apainst British Army communidations systems.3

b. During the 1940 French campaizgn it established
FPrench mobile Of&er of baﬁtl This vags dons by cryptenalysls

of Prench codes{lnnamed).
c. It established Russ%sn army order of battle and

Jocation of sgirateglec roserves, from early in the war through
1%43. This wes accompiished (through traffic spalysis and
cryptanalysia of Russian 2, %, L, and 5-figzure codes {both
Army and Teoples Commissariat {(NXVD)).5

d. It gove Rommel intelligence ol greet operational
value durlng the fighting around Tobrulr. This vas done by
solving the super~engiphermen[ of & comproiced EBritish

code {unidentified)
e. Information on operations undertaXken by the American

Army in North Africs, and thereafier through the var, was
obtained through solution of [Converter M~209 traffic.?

During the fighting in Sicily| the Germans ceptured two uegka
after 1t went into effect, a key llst valid for one month

and were ensabled thereby to read the gystem completely for

the remaining two weeks.9 On! other nets vhen sufficient depth

31 78
4y 7
78
5I 78; I 26; I 21; I 19

6IF 101; I 1135. Germans called this "the British War 0ffice
Code.

71 154; IF 107; I 603 I 113 .
81F 107
91 60
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was avallable, from 10%10 to 30%11 of M-209 trafflc vaes read-
able, though moi; of the traffile vas read tco late to be cof
tactlcal value.t<

f. Information concerning U. 5. Army activitlea in Ice-
land, England, Central America, and Worta Africa, was obtainsd
by reading vhe U, 5. Army Livision Fleld Codes {LFC 1hH, 16, 1T,
2), 25, and 28, and possibly others).*”

g. Tacticsl iﬁrormation concernigg Allied bombing =nd
artillery tergets, veether reporis, and reports on the
size and loeatlion gf Allled units psssing Military Peollce control
points in France,© were obtalned from s¢lutions of “slidex,"
a Eritish device for protecting operationzl lov-level traffic. -
This davice was used by both British and American forces and
varioui yorsions of 1t were solyved, usually in from ocne to three
hours, 7

h, Solution of traffic papsed on Hungarian internal net-
vorks in 1941 gave evidence thalb transportatioa of Gfgman troops
over Hungsrian railroads could pe safely undertaken,
(a\ 1. Successful cryptanalysis was carried out against the
traffic of Yugoslav partisans, (reek partisans, Czegh sgents, -
Russian agensts, and the Polish peslstance movement.:2

The 8ignel Intelllgence Agency of the Army High Commmand
issued three deily reporta., These were sent to the Army High
Command, Navy High Commsad, Air Force High Cowmmand, and to the
Suprems Coummand, Armed Forces; to Himmler as shief of the
Elite guard; snd probasbly to the Relch Sccurlty Office (RSHA).

101 60

117 333

127 140

131p 120 end IF 107
1%1F 3207 p 8

151 7

161 80 ,
17y 74, 1 76, I 80, I 109, IF 107
181F 126 p 10 | .
191 135, 1 75, D 60, I 370, I 58, and others.

5)

10
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Each of the nine Signel Intelligencs Regiments in the field
supplled intelligence directly 'to commandoers st Army Group, Army,
and Corps levels, looking to them for primary directives on mis-
ilons 2nd priorities. They coo@erated closely with tne loecal
Alr Forece Sipgnels Regiments. !

The Signsal Security Agency of the Army High Command (In-
spektion 7/IV, cbbreviated In TVIVJ lgssued Army Codes and Ciphers
until 1944, vhen this functicn was talken over by the Signal
Intelligence Agency of the Suprome Commend, Armed Forces
(OKW/Chi). }

Voluze 4 is a detalled accpunt of the German Army Signal
Intelligence Agency, 2%z JisiG wuius, &4 their sctivities,

|

5. Tho Signol .ntelligencéd Agency of tho Alr Force High
Compand-- The signai Tntelligence %Eencp of' tae Alr Force High
commard (Obevicomaande der Luftwaffe, Luytnachrichten Abteilung
350, abbreviated OKL/LH Abt 550, previcusly Chi Stelle, 0 B 4 L),
was the principel unit of the Germen Alr Force Signal Intelli-
gence Service in 1945, Field units vere: =

a. Thres autonomous Signal iIntelligence Regiments with a
total of eight battalioms, _

Five autoromous Signal Intelllgence nattallons. Thirteen
thousand pecple, including overhead, vere employed in all the
above units. o

" The Germaon Alr Force Signal Intelligence Service successes
egain3t the Royel Air Force and :.the Unlted States Army Air Forces
vere outstanding. =

- a. The Service furnished a ‘comprehznsive and continuous
pleture of the battle order and deployuent of United States .

Army Alr Force end Royal Air Force units in the United Kingdom,
in the Medltsrranean Theater, and, after D-day, on the continent.

This information came mainly from traffic snzlysls, radio-telephone
monitoring, and monitoring of sir-borne radar devices. The
solution of Royal Air Force #-figure codes (from March 1940

intil 1 Bovember 1942) gave basic dgta vhich vas enlarged upon

and used until the end of the wap, ‘

|
I 70, IF 182, IF 175 p 19 |

T S
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b. It gave prompt and accurate wsrning of United States
Army Alr Force and Royal Alr Force heavy bomber missions. This
resulted from advanced methods of treffic analysjf from radio-
telephone monitoring, and from radar monitoring.e

¢. It gave immedlate varning to German ground forces and
fighter squadrons of tactlcal operations by Allied ground sup-
port aircrelt.

d. In commection with lts western front actlvities, the
solution of the Bouber code, Slidex, Syke, and Rekoh {used by
the Royal Alr Force and,for & 'short time, by the Unlted {tates
Army Air Force), both by capture and cryptanalysis, ves impor-
tant throughout the war.

The German Alr Foroce Signml Intelllgeonce Service successes
agalnat the Kusslan Alr Force were also great,

a. Its eryptanalysis of Russian Alr Forse ground-to-ground
2-figure, 3-figure, and uufigure administrative and operaticnal
codes, and some 3~higurs codes, provided a complete order of
battle for the Russian Alr Forces from 1937 until the end of the
var., A large emount of intelligence on Russian ﬁrmg battle order
was also obtained from a atudy of alr networks. _

b. From pavtial decipheritent of alr-ground traffic, from
plane~to-ground radi”-telephone monitoring, and from radio-
directlion finding of bombers vhen airborne, it was able to gilve,
accurage varnings o all Russian long-range strategic bombing
raids.

¢. From cryptanalysis of each Russian Air Army's 2-Figure,
3-figure, and 4-figure traffic, from traffic enalyais, from plane-
to-plane radlo-telephone monitoring, and from radic direction-
finding of plenes in flight, it was able to warn German ground
forces and fighter sqguadrons o& impsnding operations by Russlan
fighters and fighter bombers , 2

2ly 70 |

221p 182

231F 175

2kt 120

251F 187 ;
261r 187
12
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Intelllgence from both Western and Russian fronts, in the
form of daily, weekly, or monthly reports, was furnished by the
Signal Intelligence Agency {OKL/LN Abt 350) to the Air Force
High Coumand and to the local Air Forces (Luftflotten). Daily
and monthly reports vere also sent to the local Army Signal
Intelligence Reginments. Monthly reports were sent to the Army
Commander in Chief West, to the Signal Intelligence Agency of the
Army High Command {OKH/adNA), to the 381 1 Intelligence Agency
of the Navy High Command {OKM/4 SKL/III), to the Signal Intelli-
gence Agency of the Supreme Command Armed Forces (OKW/Chi), o
and also to the Air Force Signal Intelligence units in the fleld.Z2l

Fleld unite, charged with the responsibility for warnings
on allied air raids, telephoned their warnings and reports directly
to fighter squadrons, anti-aireraft batteries, and the local
Gauleiters in charge of civilian air raid warnings.?

Group IV or Division II in the Office of the Chief Air Force
Signal Officer (Oberkommando der Luftwaffe/Generalnachrichten-
fushrer II, Gruppe IV, abbreviated OKL/Gen Nafue II/IV) issued |
codes and ciphers for the Alr Force. Group IV of Division III
(OKL/Gen Nafue 1II/IV) checked them for cryptographic security.

A detailed description of the Signal Intelligence Service
of the Alr Force 18 given in Volune 5 of this report. :

6. The Signal Intelligence Agency of the Navy High Command--
The Signal Intelligence Agency of the Navy High Command (Ober-
kommendo der Kriegsmarine, 4 Seekriegsleitung III, abbreviated
OKM/4 SKL/III) was responsible ‘Tor traffic analysis, cryptanalysis,
and evaluation of British, American, Russian, French, and Swedish
navel traffic. It had a strength of approximately 1,000 persons.
It also had opersational control over a field organization of
approximately 2,500 persons. The field units vwere as follovs:

a&. Four detachments ln Flanders, Brittany, Wilhemshaven
and Pomerania engaged in cryptanalysis on low-level systens,
interception and direction-finding. Each detachment had a total
complement of 200 men, including 100 intercept operators and 10
cryptanalysts.

27
IF 180 p 31 a

28
IF 181
15
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b. Eighteen "primery directlion-finding stations”, whose
main duvies vwere lnterception rather than directlon finding.
Fach station had & strength of 100, including 60 intercept
operators, and 5 cryptanalysts.

¢. Twenty flve “"secondery direction-finding stations”,
vnose dutiles were dlrection finding and traffic esnalysis. . Each
station had =& strength of 26 persons.

d. ©Small detachments vere occaslonally set up for speclal
misslons, '

The main successzes of the Signal Intelligonce Agency of the
Navy High Command (QiM/4 SKL/III) included tha following:

a. In 1939 41t vas able to establish the var-tlme organi-
zatlon end dlsposltlon of the British Fleet, through solution

of Britlsh Navel Code No. 2. ’
b. In the spring of 1940 it obtained complete informstion

concerning the nroposed British and Prench Norvay expedition

( "Cperatipn Stratfogg"). This vas done by solution of British
Naval Cyphsir Ho. &, The German ilnvasion of Norway folloved
lmmedlately. During the subsequent Norvegian campeign, solution
of traffic sent in British Navsel Cypher No. 4. gave detailed
information on Alllied counter-mesesures, such as proposed British
lending fields, transporti arrival schggules, and the disposition
of Britlsh and French surface forces,

¢. Throughout 1942 and pert of 1943 it provided important
intelligence on Atlantic convoys by a current (and nearly 100%)
solution of -Gombined Cygher No, 3 used by British and U. S.
Korth Atlantic Convoys.’l fThe average wonthly allied sh:pping
losses in the Atlantic durlng thils period vere approximastely
81x times .he average monthly losses in later periocsds.

Minor successes of the Signal Intelligence Agency of the
Navy High Command {OKM/4 SKL/III) iacluded the solution of the
Britie! = Interdseparumental Cypher?2 solution in 1943 of a Royal
Alr Force torpedo-bomber transpos%;ion cipher used for practice
exerclses in the English Channel;”” and solution of various minor
Navy and Merchant Nevy codes and clphers,

29517
. S
311102

’e?erformed jointly with Goering's "Research" Bureau (FA), the
Signal Intelligence Agency of the Supreme Command Armed Forces
(0KW/Chi), and with the Signal Intelligence Agency of the
Commander in Chief German Air Force (Chi Stelle, OBAL) I 147.
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The Neval Slgnel Intelligence field units described above
carried out direction-~finding activities egalinst Allled naval
and merchant ships, plotted thelr positions and movements, and
passed the information to local commanders. Detachment Flanders,
at Bruges, assisied in the 1942 "escape” of ¢tno pocket battle- !
ships Schernhorst and Gnelsenau when thoey made their dash from
Brest through the English Chennel to Kiel. This same detach-
mont resd Britisn neval traffic to advantage during the Dioppe

rald. -

The 8ignal Security Agency of the Havy High Command {QEN/4
SKL/II), as opyosed ito the Signsl Intelligence Agency(OKM/4 SEL/
I111), issued German naval codes and ciphers, and made cryptogra-
phic security studies of thess systems, Its exact strength i3
unknouwn, : '

The detalled organization and history of the two signal
agencies of the Kaval High Command (OEM/4 SKL/III and OKI/4
SKL/II) are not discussed further in this report, Their use ;
of punch-card book-keeping machinery ("I. B, M."), their security |,
studies, ard their chief cryptanalytic methods, howvever, are ;
discuased in Volume 2. f

7. The Signal Intelligence Agency of the Supreme Commend
Armed Forces-- The olgnal lntelligence Agency of the Suprome
Command Armed Forces (Oberkommandoe der Wehrmacht, Chiffrisrab-
teilung, abbreviated OKW/Chi) had three mein functions:

a. It intercepted, studied, and evaluated diplomatic,

military attache, and "egent" traffic.
b. It monitored, and evaluated commerclal radlo traffic

and nevs broadcasts, )

¢c. It made security studies of the codes and ciphers used
by the Suprewe Command, Armed Forces, the Army, "he Alr Force
and the Havy, and many government departments, vetoing (after
1044) the use of those it deemed insecurs.

The 8ignal Intelligence Agency of the Supreme Command Armed
Forces {0KW/Chi) operated at least thirteen radio intercept sta-
tions of its owmn, and received radio traffic from other agencles
as well (notably Goering's "Research" Bureau (FA)). It also
received land-line traffic from sources not stated.”

‘BHDF 9, p3
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¥ith the excepticn of military attachs systems, it 4id not )
vork on snemy Army, Navy or Alr Force traffic. Documentery evi-
dence as te its cryptanalytic successes is limited. The fol-
loving surmary covers its most important known cryptenalytic
achlsvemengs: :

a. The most extensive 193Y-1944 successes ssem to have
been achieved with French systems, The slectrical Hagelin Cipher
Machins B-21)l (adopted by the French - novw obsolete) was solved,
and limited success vas also %ghiaved in the solution of the
Frenea Ragelin Mschine BC-33. An important military attache _
cude (ASA trigraph FVD) vas solved at the besglnning of the var.>® :
After 1940 a1l Vichy-French systems vere automatically compromised:
when filed with the German Armistice Commission in Wiesbhaden. i

b. At least four Japanese diplomatic codes (includﬁng '
those designatad by ASA trigraphs JAE, JAH and JBA) vere jsolved.
In 1938 and 19%9 the Agency collaborated with the Cryptanalytic
Section of the Foreign Office (Pers Z 8) in s $urrent solution
of dally keys for the Japanese "Red" Machine.”

c. Precise detalls on solution of U.S, systems are not
available. The agency had compromised coples & at least tvo
U.5. State Depsrtment codes, namely "Brown" and "Al", Work
was 8130 done on the U.S5, State Department Strip Clphers 0-1
and 0-2, the lead in 0-2 solu;éon being taken by the Foreign
O0ffice Cryptenalytic Section.”

d, Crecatisn Enigma trafflc vas solved through compromised
machine wiringa.’Y :

35145 p7; 1160 p 6

361351 o8 ;
371 51 p 11 |
381 89 I
39 |

I583 p3;Iy2 pa2
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e. Little information is available on successes in
solution of English systems. Polish, Turkish, Greek and
Latin American systems were solved extensively. Prior to
1643, appreciable success was achieved in the solution of
Jtalian diplomatic codes.

During the first half of the year 1944 important de-
odes designated as "VN's" (Verlaessliche Nachrichten)
otaled 3,000 per month.%0 Selected decodes were sent to
1eld Marshal Keitel, Chief of Armed Forces; to Hitler; and

by Keitel to General Jodl, Chief of the Armed Forces
Operations Staff. They vwers also sent to the Army, Navy

and Air Force High Coumands, 'l and probably to the Signal
Intelligence Agencies of these commands.?2 1In addition,
approximately 45 special reports vere sent esch day to
apeclel reciplents, suech as the Field Economic 0ffice, the,
Department of Armed Forces ProEaganda, the Western Armies
Branch and Joint Intelligence.®> ‘
After 1944 the Signal Intelligence Agency of the Suprems

Command Armed Forces issued ceryptographic systems for the

Army and interservice communications. One of its most important
responsibilities by the end of the war was the evaluating of
the cryptographic syatems of other services. A file belonging
to Dr. Eriech Huettenhain, 1ts chief c¢ryptanalyst, indicated
that eryptographic studies wers made on cipher teleprinters,
Enigma machines, specially desigﬂﬁd Hagellin machines, small
c¢ipher devices and hand systems. |

%0pp o
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In connection with its security commitments, the Si
Intelligenca Agency of the Supreme Command Armed Forces ?n;w
Chi) vas responsible for the two most serious German crypto-
graphic mistakes of the war: the continued use in high lesvel
German military communications of the pluﬁboard Enigma machine
and the tal rinter cipher attachment 8Z 42 in their insecure
forms. Chi rejected the 1943 proposals of the Army Signal
Security Agency (IN 7/1v) that the (insecure) SZ 42 be replaced
by the cipher teleprinter T52d, & secure device.%5 It also
frowned on suggestions that the lnsecure plugboard Enigma be
uaed with pluggable ﬁgrlector vheels, a change vhich would
have made it secure.

Approximately 800 persons vere eumployed in all duties
cxcept intercept.
Jx Volume 3 of this Report glves a more detailed account
f ’

this agency.

8. The German Foreign Office Cryptanalytic Section.--

The German Foreign Office had tvwo cryptologic sections, the
¢ryptanalytic Section (Personal Z Sonderdlienat des Auswaertigen
Amtes, abbreviated Pers Z S) and the Cryptographic Section
(Peraonal Z Chiffrierdienst des Auswaertigen Amtes, abbreviated
Pers Z Chi).

The Crypt&nalytic SeOtion of the Foreign 0ffice (Pers Z S)
vas the senior German cryptanalytic agency. It vas organized
in 1919 or before. At its greatest strength it employed
approximately 200 persons. Its mission wvas the solution of
roreign diplomatic codes and cipheﬂs. The Section had one
small intercept station at Dahlem. ‘For the rest of its inter-
cept it was dependent upon the Signal Intelligence Agency of the
Supreme Command Armed Forces {OKW ﬁbhiJ, Goering's "Research"
Bureau (FA) and the German Postoffice.

45ps9, p 17

D 59, p 10; see also I 31
71 22, para 103
481 22, para 103
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The Cryptenalytic Section achleved ite greatest successes
vith diplomatic codes, both one-part and two-part, enciphered
and unenciphered. -

a. From 1935 until 1942 it achieved practically 100 593
cent success in the solution of Italian diplomatic codes. ¥

b. It read the Unlted States State Department Grey, Brown
and A-1 Codes,> It also succeeded in solving the American .
Diplomatiec Strip Ciphers 0-1 and 0-2, the former in partiel
fashion based upon & compromise.5l

¢. The Sectlon solved two British Foreign 0ffice "R"
Codes and the British Government Telegraph Codes.52

d. In 1940 success in solution of French diplomatic.
codes v&as estimated at seventy five per cent.b53

e. A number of major Japanese diplometic codes were read,
and there is some gKidence that at least ons major Chilnese
system was solved.

Y. The Sectlon also solved ¢vo machine c¢iphers. The
Japanese Red Machine was solved in 1938 and read currently
until February, 1939.55 The Section collaborated with the
Signal Intelligence Agency of the Supreme Command Armed Forces
(OKW/Chi) in this solution, &nd it is not known vhich agency
deserves oredit for the original solution.56 In 1941, after
a partial solution by Goering's "Research"” Bursau (FA), the
Sviss diplomatic Enigma traffic vas solved.57

Little information iz available on the Sectlon's achieve-
ments in terms of intelligence. The distribution it geve ite
decodes 1s unlmovn. The Section’'s personnel seem to have
thought primarily in terms of cryptanalysis a&s & sclence,
rether than in terms of vhat thegg intelligence contribution
meant to & successful German diplomacy.58 The Section seems
to have besn badly neglected by higher Foreign 0ffice
authorities, both with respect to needed personnel, and with
regard to interest in its vork.

491 22, para 25
501 22

‘SII 22, para 54; DF 15, plk, 5; I 89

52p 16,Reports 2, 3, &
53p 5%, p 13 |
581 22, para. 176

551 22, para 19

561 22, para..19

5Tp 54, p 18

58506 Vol1. VI. Ch. 5
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Some of the Section's senior personnel acted in an advisory
capacity to the Foreign 0ffice Cryptographic Section (Pers Z
Chi).59 The latter section was responslble for the preparation,
compilation,distribution and security of Foreign 0ffice codes
and ciphers. Few detalls are avallable concerning its security
studies or 1its personnel. It vas presumably responsible for
the use in German diplomatic correspondence of the code systems
known as the "Deutsches Satzbuch", the Deutsches Si.%.zbuch
enciphered by"Floradora" (Army Security Agency trigraph GEC),
and the "one-time pad"(Army Security Agency trigraph GEE),all \
of which were read by Anglo-American cryptanalysts.Volume 6
of this paper glves an account of the cryptologic Sections
of the German Foreign Office. ’

9. Goering's "Research" Bureau. -- Goering's "Research"
Bureau (Refchsiuftfahrtministerlum Forschungsamt,abbreviated
as FA) was formed in 1933. According to Goering,it supplied
the nev Nazil government with a signal intelligence organlzation
of its own which had "no political axe to grind nor ideology
to follow? 60

In addition to non-militery cryptanalysis,the "Research"
Bureau had the following functions:

a, As a Nazil censorship organization in peace-time 1t
monitored telephone conversations in all large German cities
at first only in the Relch but later extending into Austris,
Denmark,and"German" Poland.6l. It had access to messages
sent over all German commercial teletype and telegraph
facilities,62 and maintained investigators in all main
postal censorship offices.63

b. In var-time 1t llalsed closely in the censorship
of a2ll communications as directed first by the Abwehr and
later by Himmler's Reich Main Security Office. It is known
to have served the latter agency as a cryptanalytic agency
for Russian Agent messages.(As no cryptanalytic organization
within the Relch Main Security Office is known to TICOM
it is probable that the"Research" Bureau filled this
function). 64

59
I172; 1 22
60
I 143
61 !
TF 29; T 240 !
62 |
I 143; IF 15 _ _
63
IF 132
64

" TF 29; T 240
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¢. It monitored wvorld-wide radio newvs broadcasts, in
particg%ar the British Broadcasting Company ({London) broad-
casts,

d. It operated six wireless intercept stations of its
own, for intercepting forelign diplowatic and commercial traffic.
In addition, it exchanged copies of wireless intercepts with
the Signal Intelligence Agency of the Supreme Command Arwad
Forces {(OKW/Chi), the Signal Intelligence Agency of the Favy
High Command (OKM/4 SKL/III), and probably with the Signal
Intelligence Agency of the Commander in Chief German Alr
Force (Chi Stelle OBdL).

As can be seen from the functions outlined above, the
"Research” Bureau was not primarily conceraned with cryptanalysis.
No documentary evidence bearing on its cryptanalytic successes
wvas found by TICOM. Based upon secondary ovidence and
scattered TICOM interrogations, the bureau's chief cryptanalytic

achlevempnts seem to have been as follovs:
a. In 1941 the agency collaborated with the Cryptanalytic

Section of th German Foreign Office (Pers Z S) in solving the
Svias Enigme. Pergonnel from the Bureau claimed to have

broken Finnish (or Swedish) Hagelin traffic.07
b. According to newspaper reportq,1938 decodes of French

traffie revealed that, lacking English support, the French
Government did not intend to oppose the Austrian Anschluss

vith force.

e. In 1938, during the Munich Conference, the "Research"
Bureau is said to have solved the British system vhich carried
Chamberlain’s messages to London. Hitler once delayed a con-
ference with Chamberlein for several houra in order to get such

decodes .09
d. Solution of Russian internal wireless messages revealed

bottlenecelks in the Russian wilitary supply system. The dates
of this solution are unknown.T7O

651p 132

66I 25; I 54; D 54 Report 8
671 25 p 6

6517 183
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The "Research" Bureau circulated its intelligence in
the following forma;

a. Deccode bulletins were sent regularly to Hitlerb
Goering, Field Marshal Keitel and General Jodl of the Supreme
Command Armed Forces {UKW), Foreign Minister Ribbentrop,
and Admiral Doenitz of the Navy High Command.

b. Individual ltems of current interest, collected
items ¢on aingle subjec:, and consolidated special reports
were sent to Interested ministries,

¢. oSpeclal jiamison officers were assigned to the Foreign
Office, the Supreme Command of the Armed Forces, the Relch
Securlvy Offlce, the Economie Ministry a9% Ministry for'War
Productlon, and the Propaganda Minlstry.

Goering's "Reseerch"” Bureau had over 2,000 personnel

Less than one per cent of these were apprehended by TICOM for
Interrogation. .
Volume 7 of thils report 1s a detalled account of this

agency.

10. Collaboration between German Slgnal Intelliggﬁce
Agencies in Cryptographic Matters-- It seems probable. that,
prior to 1943, there was some soet of collabo¢ration between
the various branches of the German Armed Forces in crypto-
graphic matters, The widespread usage of the Enigma machine,
the universality of the teleprinter systems used, the alloca-
tion of simillsr hand cipher systems to army, air force:and
police units, a8ll point elther to an excellent cooperation
In the cryptographlic field, or to the existence of some:
shadowy interservice agency or higher authority whose re- ,
sponsibility it was to study, test and recommend the 1ntro- + 0
duction of such devices and systems. There is no reference in
the TICOM material to such an agency, other than a passing 1942
reference to "the blg executive committee," & group which ap- ¢
parently had some responsibility for cryptographic changes and
improvements in a cipher type teleprinter.7 From the headings

Tl1p 135
72p 59, p 6 ,

22

0




DOCID:

3560861
|
|
|
|

on various memos belonging to Dr. Huettenhain {chief crypt-
analyst for the Signal Intelligence Agency of the Supreme
Command Armed Forces (OKW/Chil}, it could be assumed that'the
Chief Armed Forces Signal Communications Group (OKW/Chef Ag
WNV) acted as a senior military cryptographic authority, |
approving or disapproving the introduction of various systems,
and using the facilities of the Signal Intelligence Agency of
the Supreme Command Armed Forces (0XW/Chl) and the army agencles
(Inspectorate 7/VI (In 7/VI} &nd the Army Ordnence Development
and Testing CGroup Signal Branch (Wa Pruef 7)) as its staff or
advisory agencies.T3 i

An order from Field Marshal Keitel; Chief of Staff of the
Supreme Command Armwed Forces (OKW), dated October 1943, made
the introduction of new ciphers for branches of the Armed Forces '
contingent upon the agreement of the Supreme Comm&nd Armed
Forces (OKW), and probably upon the agreement of the Signal
Intelligencﬁ Agency of the Supreme Command Armed Forces
{OKW/Chi).7

In 1944 General Prazun, who was both Chief Signal Officer
of the Supreme Comrand Armed Forces (O0EW/WFSt/Chef WNV) and
the Chief Signal Officer of the Army (0KH/Chef HNW), made;
the Signal Intelligence Agency of the Supreme Coumand Armed
Forces (OXW/Chi) a central clearing house for all German |
cipher development and security scrutiny work. This was easily
done with reference to the Army. On September 5, 1944, Genersl
Praun signed an order directing that the cryptographic develop-
went and testing functions of the Army be turned over to the
Signal Intelligence Agency of the Supreme Command Armed Forces
(OKW/Chi}. Personnel from the Army Security Agency (In T7/IV),

73D 59, various letters and memos. From the headings of c?ypto—
graphic manuals, 1t could be assumed that Ag WNV/Fu I, as
issuing authority, was responsible until 1944, when OKW/Chi
apparently replaced it. See OKW/Ag WNV/Fu I "Schluesselan-
leit zum RS 44" dated March 27, 1944 and OKW/Chef WFSt/
Ag WNV/Chi "Rasterersatzverfahren" of Dec. 7, 1944, TF 31
and TF 32 respectively. !

T4y 68, p 11; D 57 p 14
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including Technician Dr. Fricks, and the personnel of In-
spectorate 7/VI (In 7/VI) vho were engaged in cryptographic
vork, vere transferred into the Signal Intelligenca Agency

of the Supreme Command Armsd Porces (0KY/Chi).75 Thereafter,
vhile the actual production of keys was left as an Army reo-
spongibility, the Signal Intelligence Agency of the Suprems
Command Armed Forces (OKW/Chi) devised the oiphgr systems and
provided the material for Army key production.T '

Hith the Navy and the Air Force the picture wvas somevhat
different. They vere permitted to continue their cryptographic
development work, &nd retained the right to say which of their
systems v8s to be used in vhat place--so long as the Signal
Intelligence Agency of the Supreme Command Armed Forces (OKW/
Chl) concurred from a security standpoint in the original
introduction of the systems. As Admiral Kraus® of the Signal
Intelligence Agency of the Naval High Command (OKM/4 SEL/III)
pointed out, "OKW/Chi recommendations could only lay down the
(security) limits within which it vas possible to use &
system.” The responsibility for vhether and vhere a Navy
system was to be used lay with the Navy.T7 '

With regard to ciphers used by the Waffen S8, the Signal
Intelligence Agency of the Supreme Command Armed Forces (ORW/
Chi) had consultative povers only. While Gensral Gimmler,
successor to General Praun as Chief Signal 0fficer, publicly
characteriged the cooperation bstwveen the two services as
"perfect)7S (ol Mettig, chief of the cryptographic division
in OKW/Chi, indicated that an effective supervision was never
introduced.79

Poe8p3s
p 55, p(43Y
TTp 68, p 14
78D 68, p 13
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The preeminence of the Signal Intelligence Agency of the
Supreme Command Armed Forces {OKW/Chi) in eryptographic
matters and security wvas apparently oft&pégkwggéy vith the
military services. 1In his speech of Beeembs , 1944
General Gimmler pointed out that primacy in the civilian
field was dependent upon voluntary concurrence from the
agencles affected. He could only plead that "OKW was pre-
pared to take the lead in this wmatter, providing that the:
Party and State concurred" and requested that "the Party and
Relchs authoritles" cooperate.©0 Goering'i "Research" Bureau
{FA) developed its own codes and ciphers,a although the
Bureau dig usa cipher teleprinters adopted by the military
services.t? Evidence is available that in 1945 administrative
hand ciphers {Bshoerdenhandschluessel) vere issueg to Senior
Specialist Wenzel of the "Research” Bureau (FA).©3 A similiar
situation prevalled with the German Foreign O0ffice. The Signal
Intelligence Agency of the Supreme Command Armed Foress {OKY/Chi)
vas never allowgd to know the details of the ciphers used'by the
Foreign Office.84% fThe Foreign Office, however, did use cipher
teleprinters and Enigma machines.85 ,

11. Collsboration between German Signal Intelligence
Agencies inm Cpyptanalytlc Matters.-- 1The collaboration between

Agencles in cryptanalytic matters varied. In general relation-
ship betveen. Goering's "Research" Bureau (FA) and the Signal
Intelligence Agency of the Supreme Command Armed Forces (OKW/Chi)
vere not overly cordial., The Signal Intelligence Agency of the

Naval High Command {(OKM/4 SKL/III) weintsined a traditional

80D 68 p 14

Blip 332

821 25, page 9

83¢ 219

84 N
‘I 31, page 15

851 22, para 115
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navy reserve in dealing with other agencies. There vas no high-
level signal intelligence coordination, and there was frequent
pverlapping and duplication of effort between the agencles
dealing with diplomstie oryptanalysis. But, with the exceptions
noted above, there seems to have been as much liaison and as
uch cooperation 8s vere necessary. This vas especlally true
in the case of the military field organizations, the Army Signal
Intelligence Regiments {"KONAs") and their Air Force equivalents,
the Air Signal Regiments (LN Rgts). k

a. Relationships betveen Forel Office C tanalytic
Section, Goe:igg'a "%esearcﬁ“ Bureau, and the S§ L iﬁ%eiiigenoe
Agency of the Suprewe Command Armed Forces.-- The Cryptanalytic
Section of the Foreign Office (Fers Z 8) enjoyed reasonably
good working relationships vwith both Goering's "Research”
Bureau {FA) and the Signal Intelligence Agency of the Suprome
Command Armed Forces (OKW/Chi). As stated, hovever, the re-
lationships between the latter two agencles do not appear t0 have
been cordlal. |
@ The Foreign Office (Pers Z S) received the bulk of its
- intercept from Goering's "Research" Bureau {FA) and the Signal
Intel};gence Agency of the Supreme Command Armed Forces (OKW/
Chi).td It received numerous compromised codebooks and ksys
from both agencles.87 Cooperative attacks on difficult ]
problems were not uncommon. In the case of an unspecified
U. 8. 8trip System, the Signal Intelligence Agency of the
Supreme Command Armed Forces (0KW/Chi) worked on the point-to-
point traffic, while tge Foreign Office (Pers Z 8) vworked on
the circular traffic,88 with a complete exchange of results.
In the case of the Japanese Red machine, the Foreign 0Office
(Pers Z 8) attempted to solve messages sent on even days, vhile
the Signal Intelligence Agency of the Suprems Command Armsd
Forces {0KW/Chi) attempted to solve messages sent on odd days,
a "practical arrangement" reached also between the U. 8. Army
and the U. 8. Navy prior to the Pearl Harbor disaster. Results

86
I 22, para 103

87'1'2038; D16, pages 3, 5; DF 15, pages 4, 5
88

I 3%, page 10
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vere exchanged.89 Goering's "Research” Bureau (FA) and the
Forelgn Office Cryptenalytic Section (Pers Z 8) cooperated

on the solution of the Sviss Enigma.90 Exchange of code group
identifications, additives and enclphering keys between these
tvo agencies were freguent, especlally on English, Itallan
end Vaticen systems.91 Personnel vere exchanged between the
Forelgn Office Cryptanalytiec Section {Pers Z S) and the Signal
Int31%§gence Agency of the Supreme Command Armed Forces (OKW/
Chiy. g
Goering's "Research"” Bureau (FA) was formed by & small
group of oryptanalysts vho left the Cipher Department of .the
Relch Defense Ministry {Reichswehrministerium), the pre- '
decessor Agency of the Signal Intelligence Agency of the Supremse
Command Armed Forces (0KH§Chi). This defe%tion may account for
the bad fseling between the two agencies.9? There are no known
examples of diract cryptanalytic exchanges between the two
agencies, nor were thera subsequent exchanges of personnel.

.@Goering's "Research" Bureau (FA) was not given access to the

special cryptanalytic machinery developed by the Signal Intelli-
gence Agency of the Supreme Armed Forces (OKW/Chi), although
this machinery was made avallable to other agencies. Relation-
ships could probably have been lmproved had not Goering's
"Research” Bureau (FA) sought to take over the Signal Intelli-
gence Agency of the Supreme Command Armed Forces {0KW/Chi).95

891 31, para 53

90D 54, page 18

I

91D16, pages 1, 2; I 172, paras. 11, 13, 14; T2252, various repbrt{

921 22, paras. 20, 84
93121, p1; 11%1, p 3
pFr 9p 3
85 w44 .

I171; p3; I 78 ph
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With reference to the exchange of traffie, however,
collaboration was apparently cowplete. It 1s known that in
early 1944 approximately one third of the intercept received
by the Signal Intelligence Agency of the Suereme Command
Armed Eorcea (OXW/Ch1i) came fromw Goering's "ReseaArch” Bureau
(PA).90  The latter always received coples of all the traffic
intercepted by Signal Intellilgence Agencg of the Supreme
Command Armed Forces (OKW/Chi)} stations.J7

b. Military Agency Relationships-- exech £ tana
lytic information.-- CofIanration‘Between the f%ﬁi Signaf
Intelll

SR G

gence agenclies (OKH/GARA and ite predecessors, In 7/VI
and HLS COsi} and the Signsl Intelligence Agency of the Supreme
Command Armed Forces (OKW/Chl) was excellent. The Chief Signal
Of'fiewr of the Suprese Commend Armed Forces {OKH/Chaf WRV) was
al80 the Chief Signsl Officer of the Army (OKH/Chef HNW)9
However, since the Supreme Command agency's commitment was
Aiplomatic and uilitary atteche tr&fflec, no broad basis for
eryptanalytic liasison existed.

The Army and Alr Force Signal Intelligence Agencles
maintained permanent Jlizaison on English Naval and Air systems
{SYKO, M209).99 1In 1943 the Army Agency {OKH/In 7/VI) had
discovered how to recover true {-20C settings from relative
settings, and they had passed the technique on to the Navy and
Air Force agencies.l00 According to Senior Specialist Tranow
of the Raval Agency, houvever, the Army-Ravy cooperation was
given up in early 1944 siase "no results of value vere ob-
tained,. "101 In 1943 the Signal Intelligence Agency of the
Supreme Command Armed Forces (OKH/ChiE, the Cryptanalytic
Section of the German Foreign Office (Pers Z S), and the Signal
Intelligence Agency of the Commander in Chief German Air Forces
{Chi-Stelle OBdL) collaborated on sclution of an unidentified
US strip system.l02

9pr g, p 3
185, p3
IF 108

91 93, p 3, 4
100y 144, p 2
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The Army-Navy- Alr Force rield collaboration was usually
excellent.103 It embraced on oceasion exchange of personnel
and eguipment, a complete exchange cf reports, and a close
cryptanalytic liaison on operative systems.lO& Eastern front
reports show a detalled operatiisnal collaboration between
Air Force 3ignal Regiment 352 (LN Regt 353), the Army Signal
Intelligence Regiment 1, (KONA 1), and the Naval units dealing
vith Russian Black Sea Fleet traffic.i05 Army Signal Intelli-
gence Regiment 5 (XONA 5) worked closely with the Air Foroce
Signal Ingelligenca organizations in the West (at Paris and
Noisy).1l0

- During the period 194%0-1942 the Signal Intelligence
Agencies of the Navy (OKM/4 SKL III) and the Air Forces (Chi-
Stelle OBdL), and the Signal Intelligence Agency of the Sup-
reme Command Armed Forces (OEW/Chi), and alsc Goering's
"Research” Bureau (FA), all collaborated on solution of the
English Interdepartmental Cipher.l07 There was "Research"
Bureau (FA)-Naval (OXM/4 SKL/III) cooperation on the solution
of the British Gogernment Telegraph Code (South Africa) and
Bentley's Code.l00 The Army Agency, Inspectorate 7/VI {In 7/
VI) actually wvorked on Turkish diplomatic traffic, by agree-
ment vith Goering's "Research" BureaulUY and had Army Signal
Intelligence Regiment 4 (XONA 4) intercept this traffic for
them. This work probably duplicated efforts of the Signal
Intelligence Agency of the Supreme Comrand Armed Porces (OKW/
Chl) however.

1031 26, p 2

10403 M-9%, M-209, Slidex, Russian codes, etc.
1051 130, p 15

1061 113, p 8

1071 93, p 4; 1 147, p 11, 12

1081 o3, p 3

1091p 126, p 8
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c. Military ggenqz_Relationahigs«-exchagfa of personnsl.--
In 1942 Prof. Nowopeschenny of the Signa elligence Agency
of the Supreme Ccmmend Armed Forces (0KW/Chi) and a group of his
cryptanalysts were transferred to Intercept Control 3Station
kast (HLS), one of the predecesscrs of the Signal Intelligence
Agoney of the Army High Command {OKH/GANA) for work on the
mein Russian army five-figure code.ll0 At one time the
Naval commender in the Aegean &rea placed his radar intercept
personnel 8nd equipwent under the command of Alr Signal
Fegiment {LN Rgt) 352.111 o0n one occasion personnel from Air
signal Regiment (LN Rgt) 35% wenit 2boerd the crulser "Pring
Eugen" to wonitor traffis frou the Air Arm of the Russian
Baltic Fleet.}ll2 1In the spring of 1342 the Signal Intelligence
Agency of the Raval High Command {OKM/! SKU III) exchanged
personnel with the Army and Air Force in order to get trained
Hollerith operators.ll3 71, 1939 Dr. Huettenhaln of the Signal
Intelligence Agency of the Supreme Command Armed Forces
{OKW/Chi) was detelled to Rhe Army sgency to work on solution of
French military syatems."l '
d. Militggﬁ %ggncy Relatlionshipg--Cooperation with regard
to IBM a apl ic_Machlnery.-- The Army Signal Security
Agency (lns eﬁtion 77§V”dbbreviatea_1n 7/IV) pioneered in the
use of IBM {Hollerith) equipment. Its installations were set
up 1n the winter of 1939 end 1940, and later transferred to
Army Inspectorate T7/VI (In 7/VI},one of the predecessors of the
Signal Intelligence Agency of the Army High Command (OKH/GdnA)ni?

11
11

Orr 123 p 3
11 126 p 14

1121 163 p 3

11
3I 146 p 17

114
D60 p 4, 5
115

I67T p2
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In March, 1942, representetives of Goering's "Research"
Bureau (FA), and of the Signal Intelligence Agencies of the
Commander in Chie? Air Forces {Chi Stelle OBAL) and the Navy
High Command {ORM/4 SKIL/IIX) visited the Army installatione
and obtained valuable igformation as to the possibilities of
IBM in eryptanalysis.ll0 The Signal Intelligence Agency of
the Suprewme Command Armed Forces {OKW/Chi) never owned its
own Hollerith machinery and used the Army installetions.ll7
In 1944 the Signel Intelligence Agency of the Supreme
Command Armed Porces {0KW/Chl) developed & nuuwber of "decoding
devices,’ some of wvhich were handed over to the Army, Ravy
and Forelgn Office agencles.li8 The Digraph Welght Recorder
{Bigrammsuchgeraet) vag made available to the German Weather
Service (WENUEB).119
e. Mllitary Agency Relationships--sooperation wlth
regard to interception.-- Goering's "Research" Bureau (FA)
occaslonally furnished the Signal Intelligence Agency of the
COmmandai in Chief of the Air Force (Chi Stelle, OBdAL) with
~ traffic.120 The amount of this traffic is not known. QGoering's
. "Research"” Bureau (FA) also passed some intercepted commercial
traffic of naval Interest to the 3ignal In{elligence Agency
of the Naval High Command {OXM/4 SKL/III).12l1 The German
Navy passed itas weather intercept to the Air Forge, vho had
80me 1nti£53rvice responsibility for the solution of veather
traffiec. On operational fronts, when army search recelvers
found air force frequen les, information concerning these
frequencies was iggplied to the appropriate alr force fleld
intercept units. The Signal Inteiligence Agency of the
Supreme Command Armed Forces (OKH/Chia controlled a naval
direction finding station in Spein.l2

1161 146, p 17
1171 67, p 2, 3
N8 g, p 3
119y 51, p 4
120y 29, p 3
1217 g3, p 12, 18
1221 93, p &
1231 130, p 15
1241 96, p 7
31
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f. Cooperation between Military and Civillan Agencies
on solution of Agents' systems.-- The extensive German effort

against agent-partisan systems warrants separate discussion.
This effort was shared by at least three organizations, and
perhaps & fourth. The organizations were: the Signal Intelli-
gence Agency of the Supreme Command Armed Forces {OKW/Chi),
Army Inspectorate 7/V1 (OKH/In 7/VI), perhaps Goering's
"Research" Bureau (FA), and a small organization vhich did
little or no ceryptanalysis, the Radlo Defense Corps of the
Supreme Command Armed Forces {OKW/WNV/FU III)., The relatjion-
ship between these agencies 1llustrates collaboration in both
intercept and cryptanalysis, and an allocation of primary
responsibility which varied from problem to problem.

At the beginning of the war, responsibility for monitoring
clandestine transmissions in Germany and the occupied terri-
tories vas borne by the Radio Defense Corps {OKw /FU I1I)}.125
In the spring of 1942 the Radio Defense Corps pressed for the
establishment of its own cryptanalytic section. Nelther the
Army nor the Supreme Command signal intelligence agencles were
anxious to see the establishment of 2 new c¢ryptanalytic agency
for agent traffic. Accordingly, a section for oryptanalyeis
on agent transmisslions was established in the Army Inspectorate
7/VI (In 7/v1).126 This section was known {from its chief)
as "Referat Vauck".

Originally located in Berlin, Referat Vauck moved in the
fall of 1943 with the Redio Defense Corps (FU III} to Dorf
Zinna, near Jueterbog. It was transferred in the rall of 1944
from Inspectorate 7/%1 {(In 7/V1} to the newly formed Signal
Intelligence Agency of the Army High Commend (OKH/GdANA) and
was transferred again in early 1945 to the Signal Intelligence
Ageney of the Supreme Command Armed Forces (O0EKW/Chi/Gr. IV).
Both these latter changes were administrative only, since the
section remained with the Radio Defense Corps at Jueterbog.l27

1257 1315, p 2
126y 115, para 15
1271 115, paras 12, 31
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: Ref'srat Vauck dicd not enjoy a monopoly on agent crypt-
analysis. Most of its and the Redlio Defense Corps' (FU IIT)
effort was concentrated on western agent networks (France,
Belgium). In the eastern and Balkan theaters, other agencies
handled the bulk of agent intercept and cryptanalysis, as
follows: '

, (1) Russian Partisan Traffic-- The work done by Referat
Vauck on this problem covered only the period mid-1942 to
mid-1943. Its work was then taken over by a section under

Lt, Schubert of Army 3ignal Intelligence Regiment (KONa) 6;128

Schubert was ultimately transXerred to ihe Signal Intelligence
Agencz of the Army High Command (OKH/GdNA), where he took
over 'eastern” cryptanalysis on the NXVD-partisan nztworks.lag

' (2) Yugoslav systems~- Most of the interception and
eryptanalysls on Yugoslav systems ws done, not by the Radio
Defense Corps (FU III), but by a special detachment of Army
Signal Intelligence Reglment KONA? 4, stationed in Belgrado.lj)

Cryptanalytic work on the more difficult Balkan systems was

done in Berlin by Balkan Section (Referat Bsllovic) of Army
Inspectorate 7/VI (In TAVI), 3§° thus complemented the ;
activities of Referat Vauek.t '

(3) Polish Resistance Movement Systems-- In 1943 Referat
Vauck solved the principal system used by the Polish Government
in Exile zLondon; for communication with the Polish Resilstance
Movement {Warsaw). So important was this traffic that, in the
fall of 1943, eight members of Vauck's Section were transferred
to the Polilzh Section in the Signal Intelligence Agency of the
Supreme (ormand Armed Forces (OKw/Chi, Gr. V). The intercept
work done by the Redio Defense Corps {FU 1II) was sugmented

by the 3ignal Intelligence Agency of the Supreme gggmand
Armed Forces'{OKW/bhi? and
:I.B.M. assistonce was glven by Army Inspectorate 7/VI (In TNI).

intercept station at Lauf,

1281 115, p 7

1291 26, p1

1301 115, p 8

2rus, p9

33




DOCID:

_—~

3560861

There is one reference (by Lt. Schubert) to "Research"
Bureau (FA) participation ir this work. In Japauary, 1945,
Senior Speoilalist (ORR) Wenzel of Goering's "Research"
Bureau (FA) vas sent by the Radio Defense Corps (OKW/WNV/

FU 1II) to the Si 1 Intelligence Agency of the Army High
Command (OKH/GANA} to work on resisti&nce movement systems.133
(%) Other Agent. Traffic-- Duplicates of all Radio
Defense Corps lntercept were forwarded to the Signal Intelli-
gence Agency of the Supreme Command Armed Forces {OKW/Chi),
who, on occasion, helpad Referat Vauck with more difficult

problems.l3

12. Other Buropean Axis (ryptanalytic Agencles--

a. Jtalian Erxgt&na ytic Apencies-- Unt. September,
1943, armistice, there were four ltalian eryptologic agencies,
the two wost luportant being the Cryptanalytic Section of the
Army Intelligence Service {Servizio Informazioni Militari,
abbreviated SIM) and the Cryptanalytic Section of the Navy
Intelligence Service (Servizio Informazioni Speciali, ab-
breviated SIS). These two agencies had both cryptanalytic and
eryptographic functions. The Ministry of Foreign Affairs
maintained & small cryptographic office {(Ufficio Crittografico)
to compile Italian diplomatic codes and ciphers.l35 The
Inspector General of Political Police in the Ministry of the
Interior (Publica Sicurezza) also meintained & cryptanalytic
section to deal with "Comrunist" and "foreign agent" codes
and eiphers.l36 The Italian Alr Force Intelligence Service
(Servizio Informazioni Aeronautica, abbreviated SIA) main-
tained its own intercept organization, but no cryptanalytic
persconnel. The Cryptanalytic Section of the Navy Intelligence

Service (SIS) acted for the Air Force in this matter,137

1331.26 p 27

lj%For example, their work on the Russian agent traffie
called "Rote 3" - D60, page 16.

13519 1500
1361p 1502
371 209
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After 2epienber, 1943, the furactlony of ths Cryptanslytie
Seotlon of the Arcy Intelligezse Service {SI¥M) were taken over
by & ngo-Feaelst organls&ation; the Deif'enge Intelligensce Service
{3ervizio Inforuncioni Difesa, &bbreviated SID), vhick com-
Tined its activities tc rcoomwrceial and broadeast monitoring and
solution of systems resd by its predeucssor &8gensy.l38 No
TICOM inforwatlion is svailaule coucercing the post-1943
asctivities of the otbex rgensles wentionsd above.

Tas Cryptanslytis Seection of the Army Intelligence Service
{SIM) meintsined Ffour fixed intercept stations in Italy, and
a fleld nrpanization whose preeise =trength 1a unknnwn.139
After June, 1943, esach field armr probably disposed of Egth a
oryptanalytic party {Kusleo) and intersept fecilities.l
The Cryptandiytiec Seetion of the Navel Intelligence Service
{8I5) meinisined seven fixed latercept stations in Italy and
its possessyloxe. It also controlled iﬁtgicept groups locatsed
on the flagszhipa of 811 naval cormarss,.l

Jtelian cryptanalytic successes Beam to have been limited.
The Arumy Cryptanalytic Sestion worked on diplomatie, military
attache, sommeraisl and army systeme.l42 The Naval Section -
concantﬁated its efforts on British H?Eal and Air operational
codes.1%3 Both sectlons were small,l%% trained oryntanslysts
vere at & premium,l45 and IR squipmeat was difficult to
procure. The Army Cryptanalytic Seetion read the U. S. State
Departwent "Brown” 0ade (through compromiss) and solved (or
purchased) aesveral ather U, 8. systems inecluding the Military
Intelligence Code Mo. 11.1456 According to General Gamba, head

1381p 1517, 1524, 1526 -
19 1517

1%01p 1520, IF 1523

Mye 209
2 1517
]'IDIF 209
14y 300
U5 1518

8 1517, 7 1504
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of the Section, they also read a British diplomatic five-
figure code, and an unenciphered rour-figure, tvo-part

British diplomatic code (Foreign Off'ice "R" Coge ?), as

vell as French, Turkish ard Rumanian systems.l%7 The HRaval
Section read British navel tactical codes, the daily-

changin§ air code enciphering tables, and an unidentified four-
figure "Anglo-American Raval code™. 148 A four-figure British
Raval code was read from 1941 until the North African landings
in Novewber, 1942.1%9

The Qerwmans held & low opinion of Italian eryptanalytic
capabilities, and conslidered their cryptographic procedures
1.0 be highly insecure. As & result, good cooperation was never
aghieved. What formal liaison existed, ended with the 1943
Armistice. The Germans then took over the remnants of the
Italian organization {SID), dissolving it in Pebruary, 1944.150

For a more detailed discussion of the Italian eryptanalytic
organization see Volume 3.

b. The Hungarian Crygtanalzgic gganox—- The Hungarian
Cryptanalytic Bureau (Section X o neral 3taff-Hungerian
name unknown) was subordinated to the Ministry of Defense. It
had a atrength of approximately fifty persons.l5l Its
principal eryptanalytic work was done on Turkish codes and
ciphers, as well as Italian, Polish and Russian systems. TICOM
resovered approximately 90 code booka from the agency, covering
vork on codes {'rom 16 countries.l52 The or zation vas
evacuated in 1945 to German territory, and later dispersed
into Rungarian colleoting camps.

I:EIF 1518
. IF 209, IF 1527
149
IF 1527
15019 1527
51 193 p 3
152
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The Hungerian Burcau was said to have had an excellent
ralationship with the German Sigral Intelligence Agency of
the Supreme Command Arvied Forces (OXW/Chi), and the Finnish
oryptanalyt!s organization.

For further disecussionx on the Hungarian Cryptepalytic

Agency, see Volume 8

¢. The Austrian Cryptanalytic Aggno?-- A small Austrian
Cipher Bureau (subordination and Austr name unknown) had
been 1n existence for some years prior to 1934%. It had a
staff of at least five key cryptanalysts, vho worked principally
on Itelian, French, Swisas, Yugoslavy, Spanish, U. 8. and English
aystems. Before 1934, and during the critical period prior to
the annexation its personnel mede a regular "black wmarket”
sxchangs of cryptanslytic results with the Signal Intelligence
Agency of the (ermen War Ministry (Relchskriegsminiaterium)
dealing with Seanlor Specislist (ORR) Fenner and Captain (later
Major and Colonel) Boetzel. After annexation, its principle
eryptanalysts went to vork for various German Sigpal Intelll-
gence agencies including thc Signal Intellipence Agenc;nor the
upreme Command Armed Poreces (OEW/Chi), and Goering's "Research"

Bureau (7A).

d. The Fippish Cryptanslytic Agenoy-- The Finnish Signal
Intelligence Agency (Finnish n2me uuknown) wae subordinated
to the military intelligence crganigation of the Finnish
General Staff. Of approximately battalion strength, it wvas )
aubdivided into intercept, cryptanalytic and evaluation unita.15:

Highly regarded by German oryptanalysts, with vhom
excellent liaison exiasted, it worked on military, naval and
diplomatiec traffic. PFirst priority was glven to Ruasian traffic,
follcvad by Polish, Swedish and U. 8. traffie.l5% They asuc-
ceeded 1n solving the five-figure Russian military code used
at the time of the first Russo-Finnish va{. In 1943 they also
solved &n unspecified U. 8. Strip cipher.155

See Volume 8 for a further discussion of the Finnish

Cryptanalytic Agency.
153

154
? I1lil p 4

1551 21 p 9

1106p3
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e. The Bulgerian Cryptanalytic Agency-- TICOM aources
mike only one reference to Bulgarian cryptanalytic work.
In 1944 the Signal Intelligence Agency of the Supreme
Command Armed Fcrces (OEW/Chi) gave & train course to
certein Bulgarien cryptanalytic personnel.l

13. ldaiscn betveen German Signal Intelligence Agencies

and other Axis c§¥pt&nﬁlyﬁlc Agencles, -- our TmAn
oryp Ytlo agencles &ppesr to have engaged 1in

active llaison with allied {Axis)} cryptanalytic agensies.
There 1s no evidense {from TICOM scurces} that any forsign
lialson was undertaken by Goering's "Research” Bureau (FA)
or the Cryptanalytic Section of the (German Foreign Office
(Pers Z 8). The Signal Intalligence Agency of the Supreme
Command Armed Forces (0Kw/Chi) appears to have had some
primacI especielly in the fleld of relationships with
Japan. 57

a. Lialson with Japan.-- The Signal Intslligence Agency
of the Naval High Command {OKM/4 SKL III) attempted to give
the Japanese data on the British Naval Cipher No. 3, receiving
in return gome =trips and settings for the U. 8. Strip Cipher
"DUPYH? 150 fhere was 2 formal lisison hetween the Bignal
Intelligence Agency of the Supreme Command Forces {OKW/Chi)
and the Japanese military attache in Berlin. B3ome data on
American systems was given to the Japanese, but no intelligence
wvas exchanged.l5% In Janusry, 1945, a German interservice
cryptanalytic delegation was to bg sent to Japan Ly submarine,
but the plan never materialized.l60

1561 96, p 5

1571 119, p6; 129, p 6

1581 93, pages 8, 9; I 12, p 19
1591 21, p 3

2601 105, p 5; I 48, p 3
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b, Lialson with Itsly.-~Therse was l1little practical crypt-
analytic collabigition vich the Italians. GCode book groups
vere exchanged. The Germens haté no ¢ idence in the se-
ourity of Italian orypto a{%éc aystems .02 Liaison was ter-
minated at the sud of 1943,

¢, Liaison with o .-~-According to Colonel Kettler
of the S8iznal intelilzence Agency of the Supreme Command Armed
Forces (OXu 821): liaison with the Hungarians had existed since
the 1820's. In the spring of 1944 one-eighth of the inter-
cept used by the Signsl Intelligence Agency of the Supreme
Commmand Armed Forces (QEM/bhi} cenme from EBEungaxian souroea.165
From April, 1G4%, until January, 1945, a Eungarian 1n§g£cept
sompany was attached to III/Alr Signals Regiment 353. The
Hungarian ggency also zent Italian, Rumanian and Polish traffic
toc toe Signsal Intellipgence Agency of the Supreme Command Armed
Forcee (OXW/Chi), who re&gyned solution methods on this traffic
to the Hubngarian agenoy.

é. I1dsison with Finland,--The liaison with the Finns on
Russian traffic sacms to have been the most satiafactory co-
operatlion undertaken by the Germans. Detachmenis of Alr-
force Slgnal Iatelllgaggg personnel vorked with the Finns at
Mikkell and Sortavala. There were permanently assigned
lisison officers, both Fionish znd Germaen, at the Finnish 16
agenoy and the Army Sigazl Intelligence Agency East (HLS/0st).-69

lﬁlI A%,

p1
igaz 78, p 11
31 21, 0 3
P2

16#1 2, ¢ 2

165pp o

P
1661 130, p 15
1671 21, p 2

1281 120, p 3
1691 21, p 1; I 116, p 10
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The cooperaicion embraced exchange of intercepted traffic, work
on keys and systems (including noE§ ussian systems, such as
an unspecified U. 3. Strip System*!/Y)and exchanges of equip-
ment. Thera is, hovever, some evidence that the Finns did
not provid§7ihe Geritans with all the cryptanalytic material
avallable !

o. Lialson with Spain and Bulgaria-- Cryptapalytic
llalscn Letweeon these two countries and the Germans appeared
to be unimpoptant.

14, Chart izing results of European Axls crypt-
enalysis-- Chart 1-2 summarlzes the results of the Europesan
Axls cryptanalytic effort against the cryptographlc systems
of pther nations, as learned from TICOM sources, and as
annotated with Army Security Azency material.

For purpcses of brevity, the following ebbreviations ’
have been used in tlils chart:

FA=- represents CGoering's "Research" Bureau (FA).

-~ OKH~ represents the Signal Intelligence Agency of the
Army High Command {O0KH/GANA), its predecessors
end/or field units, _

OKL- represents the Signal Intelligence Agency of the

Alr Force High Command (OKL/LK Abt 350), its
predecessors and/or field units.

CKM- represents the Signal Intelligence Agency of the

Navy High Command {OXM/4 SXI./III and/or its
field units.
OXW-  represents the Signal Intelligence Agency of the
Supreme Command Armed Forces,
Fers Z S- represents the Forelgn Office Cryptanalytic
Section {Pers & 3).
SID~ represaents Itallan Defense Intelllgence Lervice
(sID). (see Volume 8, Page 15). :
SIM- represents Italian Army Intelligence Service (SIM)
and/or its field units, .
In many cases, positive system identificetions could not be
nade. Where doubt existed, the systems were therefore entered
separately. Thus, many systems may have been entered more

than once in the chart.

1701 31, p 9
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Volume 1

Teb A

A 27. "Lidt of Docunents Recelved from Kungarian Crypt.

Unit Fggenfeolden.” A TICOM Publication.
~ Abvehr.-- Military Intelligencs.

Agents Section of Im 7/VI.-- Referst Vauck [Vauck's Section,
named for its chief, Pivst Li. Veuck),

Ag WEV/Fu (Amtsgruppe ':shrmechtnachrichtonverbindungen/
Funkucherwvachung) .-~ Armed Forces Rudlo Monitoring
Service.

Alr Slgusl Regluans.--- Luftnachrichtenregiment (LN Regt).

Amtezrupre Wehrmecntnacacichtenverbliniungen/Funkuebervachung
{Ag “BV/Pu).-- Armed Forces Redio Monitoring Service,

Armed Forces Radio Monitorl Service,.~- Amtagiuppe Wehrmacht-
naahrichtenvarbindungegﬁFunkueberwachung (Ag WRV/Fu).

~ Aruy Ordnance, Devolopmoent end Testing Grouyp, Signal Branch,--
Chef der Hzersarusstung und Befehlshaber des Ersatzheeres,
Autggruepps fusr Eatwvicklung und Pruefunz des Heeres-
walffensmts, WaifTenpruefung, Abteilung 7 (Wa Pruef 7).

Army Slgral Intelligeunce Regiment,-- Komsadeur der Nachrich-
tenaufklasrung (KONA).

Boetrel, , Coi, Chief of Code and Cipher Section of Qer-
men War hinlstry, 1934 - 1Y39. Chief of the Signal
Intelligence Lgauey of the Army High Cormand. (OKH/GANA).

Calef Armzd Forsesa Sipp:a: Communleatlons Group.--0berkommando
der Wehrmacht/Che? Amtsgruppo Wehrmrchsnschrichtenver-
bindungan {OEv/Chef Ag WNV).

Chief Signal Officer of the Army.--0Obsrkommzndo des Heeres/
Chaf des Heorssneciarichtenvesens (OKR/Chef HIW).

Chief 8ignal Officera zhe Supreme Comnend Armed Forces,--~
Oberkommando der Wonrmacht/MWafifcufuehrungssteb/Chef der
Wehramachtnachrichtenverbindungen {0XW/WFat/Chef WNV).

Calffrierdlenst des Referats Z 1n der Personalabtellung des
Auswaertigen fistes {Pers Z Chi).--Foreign O0ffice Crypto-
grephic Sectlon. ‘

Chiffriersteile, Jberikommando der Luftwaffe (Chi-Stelle 0b d L), —
31lgnal Intelligence Agency of the Alr Forcoe High Command,

Cni-Stelle Ob d L {Chiffrierstelle, Oberbefehlshaber der Luft-
vaffa).--8ignzl Intelligence Agency of the Commander in
Chief of the Air Force.

Cryptanslytic Section of the Itelian Army Intelligence Ser~’

~ vice.~-Servizio Informazionl Militari (SIM).
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Cryptanalytic Sectlon of the Itallan Wavy Intelligence Ser-
vice.~--Servizio Informazioni Speciali (SIS).

CSPIC. Combined Services Detalled Interrogsation Centler.

D 6. "List of German Cover-names with equivalents end des-
criptions of British cipher aystems worked on by OKM/
4 S¥L/III." Translation documents T 515 ~ T 520, A

TICOM document,

D 15. "Translation of ten cryptanalytical reports by OKM/Y4

SKL/III on British Naval systems from folder entitled
"Research Progress 30/14%21/3/45", in T 520,

D 16. Translation of Annuwal Progress Reports by Pers 2 S
covering 1927, 1941, 1942, A TICOM publicatvion.

D 41. Translation of Cryptanaslytlc Reports by OKM/% SKL/III
orn British Naval Systems, from Folder entitled "Research
Progress 1/12/43-1/11/44." TICOM 519.

D 5%, Translation of Eight Pers Z S Reports on Cipher Systems
of Various Countries.

D 57. "Notes and Minutes of High-Level Meetings held at
OKW/Chi." Translation of T 1650. A TICOM publication.

D 59. Notes on Cipher Security and Minutes of Meetings held
at OKW/Chi. .

D 60. Miscellaneous Pepers from g file of RR Dr. Huettenhein
of QKW/Chi.

D 68. Further Misc. Pepers from a Flle of Huettenhain.

DF 9. Csptured Wehrmacht Sigint Document: Translatlion of
Activity Report of OKW/Chi for the Perilod lst January,
1944 to 25th June, 1944,

Doenitz, Ksrl, Grand Admiral. Commander in Chief, German
Navy: Reich Chancellor after Hitler's death.

ETOUSA. European Theater of Operations, United States Army.

FA {Porschungsemt).--Goering's Research Buresu.

Fenner, Wilhelm, Senior Speclellst. Chilef of Division B of
OKW/Chi (cryptanslysis).

Foreign 0ffice Cryptanalytlc Section.--Sonderdienst des
Referats Z in der Personalapdtellung des AuSWaertigqn
Amtes (Pers Z 8).

Foreign Office Cryptographic Sectlon.~-~Chiffrierdienst des
Referats Z 1in der Personalabtellung des Auswaertigen Amtes
(Pers Z Chil).

Forschungsamt (FA).--Goering's Research Bureau.

Fricke, Walther, Technician (Lt. Grade), Dr. Chief of Section
IIb of OKW/Chi {development of German systems).
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Gamba, Vittorio, General. Commander of Italisn Cryptanalytic
Section from World War I to Armistice of World War II.

German War Ministry.--Reichskriegsministerium. -

Gimmler, » Maj. Gen. Chlef of Army Ordnance, Develop.:..‘
and Testing Group, Signal Branch (Wa Pruef 7), 1939-1943,
Chief Signal Officer to Commander in Chief West, 1943 -
1945, Chief of Armed Forces Communlcations Group {Chef
Ag WHV).

Goering's Research Bureau.--Forschungsamt (FA).

Group IV of Division II in the Office of the Chief Air Force
Signsl Officer.--Oberkommando der Luftwaffe/General-
nachrichtenfuehrer II, Gruppe IV (0XKL/Gen Nafue II/IV).

Himmler, Heinrich. Relchsfuehrer 55, Minister of Interiopr,
Chief of Germmn Police. '

HLS 0st {Horchleltstelle 0Ost).--Intercept Control Station
Fast.

Horchleitstelle Ost (HLS Ost).--Intercept Control Station
East.

Buetteninain, Eyrich, Speclalist Dr. Chief cryptanalyst
of OKW/Chi from 1937 to end of war. Chlef of Group IV
Ecryptanalytic research); also chief of Section IVd

training).

I 1. "Finel Report on TICOM Team 3 on Finsl Exploltation
on Burgscheidungen.” A TICOM publication.

T 12. "Translaticn of the Prelimlnary Interrogation of O.R.R.
Trenow of #/SKL III/0KM, carried out at Flensburg on
24-25 May 1945 by TICOM Team 6." A TICOM publication.

I 15. "Composite Report on Two Interrogations of Oberstlt,
Friedrich, Chief of the G.A.F. Sigint Service, 18/5/45
and 9/6/45." A TICOM publicatilon,

I 19. Report on Interrogation of XONA 1 at Revin PFrance
June 1945. :

I 21. "Preliminary Interrogation of Oberst tettler, R.R. Dr.
Huettenhain, SAf. Dr. Fricke and Oblt. Schubert (0Ki/Chi),
15 June 1945." A T{COM publicetion.

I 22. '"Interrogation of German Cryptographers of Pers Z S
Department of the Ausvaertiges &mt." A TICOM publicatlon,

I 25. 'Interrogation of RLM/Forschungsamt Members: Dr. Paetzel
R. R. Pingerhut, R. R. Oden, Dr. Klautsche and Min., Rat.
eifert, 'gb. Schloss Gluecksbarg on 15, 21 Jjune 19#5.51'.

’ PICOM publication. )

I 26.. "Interrogation of Oblt. Schubert (OKH/Chef HNW/Gen.- .
d.NA) on Russian Military and Agents' Systems." A TICOM
publication.
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29. '"Third Interrogation of Oberstlitn. Friedrich, Chief of
the G. A. F. Signals Intelligence Service.' A TICOM
publication.

31. ‘"Detailed Interrogations of Dr. Huettenhaln, formerly
head of research section of OKW/Chi, 18th-21st June 1945."
A TICOM publication.

45. "OKW/Chl Cryptanalytic Research on Enigma, Hagelin and
Cipher Teleprinter Machines.” A TICOM publication.

48. ’"Report on Specisl Interrogation of Drs. Huettenhain
and Fricke, Oberst Mettig, and Lt, Morgenroth carried out
on 29th July 1945." A TICOM publication.

54, '"Second Interrogation of Five Members of the RLM/Fors-
chungsamt." A TICOM publicatlon. _

58. "Interrogation of Dr. 0tto Buggisch of OKW/Chi." A
TICOM publication.

60. 'Further interrogation of Oblt. Schubert of OKH/GANA."
A TICOM publication.

67. “Paper by Dr. Otto Buggisch of OKH/ In 7/VI and OKW/Chi
on Cryptanalytic Machines.” A TICOM publication.

70. "Paper on the German Siglnt Service by (Oberstlin.
Friedrich.” A TICOM publication.

74, '"Interrogation Report on Obgefr. Kcller, formerly Aus-
wertestelle 4 and Nachrichten AufkKlserungskompanie 611."
A TICOM publication.

76. "Interrogation Reports on Lehwald, Haupts, Klett and
Lauerbach. Also I 76 Supplement (Diagrams).” A TICOM
publication.

78. "Interrogation of Oberstlt. Mettlg on the History and
Achlevements of OKH/AHA/In T/VI.

80. "P.0.W. Interrogation Report--Cbgefr. Clement Schuck
Insp. VII/6 (OKH)." A TICOM publication.

84, "Further Interrogation of R. R. Dr. Huettenhailn and
8df. Dr. Fricke of OKW/Chi.” A TICOM publication.

85. "P.0.W. Interrogation Report on Reg. Rat Flicke, Tech,
Insp. Pokojewski, Stabsintendant Hatz of OKW/Chi." A
TICOM publication.

89. T"Report by Prof. Dr. H. Rohrbach of Pers. Z. 8. on
American Strip Cipher.” A TICOM publication.

g3, '"Detalled Interrogation of Members of OKM 4 SKL III at
Flensburg.” A TICOM publication.

96. “Interrogation of Oberstlt, Mettig on the Organization
and Activities of OKW/Chi." A TICOM publication.

Bl
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105, '"Interrogation Report on Frau von Nida {Wife of
Me jor Wolfgang von Nida, one-time Deputy Head of OKW/
Chi)." A TICOM publicatlon.

106, "Final Interrogation Report on the Norway Party
(NAA 11)." A TICOM publication.

109. '"Translation of a Report by Lt. Ludwig of Chi Stelle
Obd.L. (Ref.B) based on questions set for him at A.D.I.~
(K)." A TICOM publication.

111. '"Further Interrogaticn of Oberstlt. Mettig of OKW/Chi
on l<th September 1945." A TICOM publication.

113. '"Interrogation of Ms&jor Dr. Rudolf Hentze, Head of
Gruppe IV (Cryptanslysis) Genersl der Nachrichienaufk-
laerung." A TICOM publication.

115. "Further Interrogation of Oberstlt. Mettig of OKW/Chi
cn the German Wireless Security Service {Funkliberwachung).
A TICOM publication.

116. "Report of Interrogation of Ltn. Alex Dettmann and
Oberwachtmelster Sergius Samsonow of OKH {Gen.d.Na) at
Oberursel, Germany, during August 1945.% A TICOM
publication.

120. "Translation of Homework by Obltn. W. Werther, Company
Commander of 7/LN Rgtht. 353, written on 12th August 1945
at A.D.I. (X)." A TICOM publication,

126. ‘"Homework by Major Feichtner." A TICWM publication.

130. "Homework by Hauptmann Herold, 0.C. Ln. Regt. III/353."
A TICOM publication. :

131. "Obstlt. Mettig of OKW/Chl on WA Pruef 7 and RLM/Fors-
chungsamt." A TICOM publicaticn.

135. "Homework by Lt. Ludwig of Thi-Stelle 0b.d.L. (Ref.B)."
A TICOM publicatlon.

142. "P/W Barthel's Account of German Work on British,

American, Swedish, snd French Machine Ciphers.” A TICOM

publicetion. ‘

143, "Report on the Interrogation of Five Leading Germans
at Nuerenberg on 27th September 1945." A TICOM publication.

144, "Further Interrogation of Lt. Muentz of 4 SKL III.

146. ‘"Detsiled Interrogation of Members of OKM & SKL III
at Flensburg." A TICOM publication.

147. '"Detailed Interrogation of Members of OKM 4 SKL III
at Flensburg." A TICOM publication.

154%. "Interrogation of Uffz. Rudolph Schnelder of In 7/VI."

A TICOM publication.
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160. '"Homework by Sonderfuehreer Kuehn of Gen. D. N. A.
on General Organisation and Work of French Referat.”
A TICOM publication.

163. "Report on Interrogation of Hptm. Scheidl, Ltn. Sann
and Ltn. Smolin, all of I/LN Rgt. 353 (East), on German
Sigint Activity Agaeinst Russian Alr Forces." A TICOM
publication.

170. "Report on French and Greek Systems by Oberwachtmeister
Dr. Otto Kerl Winkler of OKH/FNAST %." A TICOM publication.

172. "Interrogations of Hagen and Paschke of Pers Z S."

A TICOM publication.

19%. "Interrogation of SS Obersturmbahnfuehrer Urban,
Liaison Officer of RSHA/VI with the Crypto Bureau of
Hungarian General Staff."” A TICOM publication.

15. "Final Report of TICOM Team 1 on the Exploitation of
Kaufbeuren and the Berchtezgaden area." From TICOM.

40, "Final Report of TICOM Team 2." From TICOM.

51. "Report of TICOM Team 4--visit to Southern Germany
and Austria, l4th June to 12th July 1945." From TICOM.

101. '"Narrative and report of proceedings of TICOM Team
6, 11 April-6 July 1945." From TICOM.

107. Interrogetion cof POW Werner K. H. Graupe regarding
German cryptographic organization and solution of allied
codes.

108. Interrogeation of Oblt. Arntz. CSDIC (U.K.) SIR 16C6,

120. First detalled interrogation report on Thomas Barthel.
CSDIC/CMF/Y bO.

123. '"Consolidated report on information obtained from the
following: Erdmann, Grubler, Hempel, Karrenberg, Schmliz,
Suschowk. CSDIC (U.K.) SIR 1717.

126. "Interrogation report on Kotschy and Boscheinen."
CSDIC (U.K.) SIR 1335.

1»2.. "Notes by Huettenhain and Fricke on OKW/Chi and the
German I. S." A TICOM puklication.

165. Special report by Kirby, on TICOM Team 6's relation
with OEW/Chli personnel. .

166. Specisl report by Kirby on 3d4df. Dr. Fricke.

167. Final report on the visit of TICOM Team 5 to the
Schliersee grea.

175. Seabourne report, Vol. XIII., "Cryptanalysis within
the Luftwaffe 8IS." From Commanding General, 9th Air Porce.

180. Seabourne Report, Vol. V, YThe Chi-Stelle.” From
Commending General, 9th Air Force.

213
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IF 181. 3esbourne Report, Vol. VI. "Origins of the Luft~
vaffe 5IS end History of lts Qvsrations in the West."
Frowm Cummanding Gensral, 9th Air Force.

IF 182. Seabourne Report, Voi. VII. "Technical Operations in
the West." From Commandlng General, 9th Alr Force.

IF 187. Seabourne Report, Vol. XII. "pechnical Opsrations in
the Bast." Prom Commanding General, 9th Air Force.

IF 188. Four Nawspaper Articles. Su-ject: Goering's conver-
gations concerning Austrilan Anschluss., Associated Press,
4,5,6,7. November 1945,

IF 209. "Itellan Communication Intelligence.® Report by
Admiral Msugin with U. S. Navy Introduction.

IF 1500, "Itallarp Intelligence Service: Report on “"Organi-
zation and Working of the 3ervizio Informazioni Esercilto
éséiiﬁ.%iwithin the Period 1/11/41--15/6/43." A TICOM

ublication,

IF 1502, "First Detailed Interrogation Report of Gulseppe
Samerughi." CSDIC/CMF/Y 29,

IF 1517. "Pirst Detailled Interrogation of Augusto Bigl, who
worked in the Cryptographic Section of SIM before the arm-
istice and in SID afterward." CSDIC/CMF/Y 4.

IF 1518. "First Detalled Interrogation of Vittorio Gamba,

(h‘ _ gégegﬁog 5§ SIM Cryptographic Section until Armistice."
IC/CMF/Y T. '
IF 15(2:22'5)1.3 G;g§r§§ Detailed Interrogation of Guido Emer."
e A 10.
IF 1523, "Firat Detsiled Interrogation of Giovanni Gramola,
pertaining to Turkish, French, British, and USA traffic.”
_CSPIC (MAIN)/Y 24,
IF 1524, "Pirst Detailed Interrogation Report on Three SID
Cryptographers: 6e Witt, Biagi, Carlini."™ CSDIC/CMF/Y %.
IF 1526. ‘"Second Eetailed Interrogation Report on Five Iltalian
51D Cryptographers: de Witt, Blagi, vlienl, Carlini, and
Barbagslio, " CSDIC/CMF/Y 35. ,
IF 1527. "Firast Detailed Interrogation Report of Alberto
Barbagello, Italjan Naval Cryptographer." GSDIC/CMF/Y 34.

In 7/IV (Inspektion 7/IV).~~Signal Securlity Agency of th Army
High Command,

In 7/VI. (Oberkommando des Heeres, Inspektion 7/VI).--

\ Inspectorate 7/VI,

Inspectorate 7/VI.-~Oberkommando des Heeres, Inspektion 7/VI
(OKH/In T/VI, or simply In 7/V1). A predecessor of the
Signal Intelligence Agency of the Army Hligh Command
(OKH/GANA) .

. Inspektion 7/IV (In 7/IV).--Signal Security Agency of the Army
High Command.
-(’\ Intercept Control Station East.-- Horchleitstelle Ost (HLS Ost)--
A predecessor of the Slgnal Intelligence fgency of the Army
High Command {OKH/GANA).
italian Air Force Intelligence Service.--Servizio Informazioni
Aeronautica (SIA). 47 ,
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Difesa (SID). ;
Jodl, Aifred, General. Chief of Operations Staff, Armed?Forces
@ : High Command {Chef OKW/Is). L
: Keiltel, Wilhelm, Fleld Marshal.. Chief of Armed Forces High
Command {Chef OKW). .
Kettler, Hugo, Col. (Chief of OKW/Chl 1943-1945,
Kommendeur der Nachrichtenaufklaerung (XKONA).--Army Signal
Intelligence Regiment. ) !
KONA (Kommandeur der Nachrichtenaufklaerung).--Army Signal
Intelligence Regiment.
Krauss, , Admiral. Chief of OKM/Y4 SKL/III. '
LN Regt !Lurtnachrichtenregimentg.--Air Signel Regiment. .
Luftnachrichtenregiment (LN Regt).--Air Signal Regiment.
Meteorological Intercept Control.--Wetternachrichtenueber-
wachung (WENUEB).
Mettig, Lt. Col. Second in command of OKW/Chi, Dec:
‘ 16%3-1945. Chief of Division a (cryptography)..
Military Intelligence.--Abwehr. .
Narodni Kommissariat Vautrinikh Del (NKVD).--Peoples! Commis-
sariat for Internal Affairs. A Russian secret police
organization. ‘
NEVD (Narodni Kommissariat Vnutrinikh Del).--People's Com-~
missarliat for Internal Affairs. A Russian secret police
} organizagtion. :
Oberkommando de's Heeres/Chef des Heeresnachrichtenwesens '
(OKE/Chef HNW.--Chief Signal Officer of the Army.
Oberkommando des Heeres/Ceneral der Nachrichten Aufklaerung
(0KH/GANA) . ~-Signal Intelligence Agency of the Army High

Commang . :
C_\ Oberkommando des Heeres/Inspektion 7/VI (OKH/In 7/VI).--Ins-
pectorate 7/VI of the Army High Command. ‘
Oberkommando der Luftwaffe/Generalnachrichtenfuehrer II,
Gruppe IV (OKL/Gen Nafue IIL/IV).~-Group IV of Division II
in the Office of the Chief Air Force Signal Officer. '
Oberkommando der Luftwaffe/Luftnachrichtenabteilung 350
. (OKL/LN Abt 350).--Signal Intelligence Agency of the
Alr Force High Command. , )
Oberkommando der Marine/4 Seekriegsleitung III (OKM/4 SKL III).~-
Signal Intelligence ency of the Navy High Command. |
Oberkommando der Wehrmacht/Chef Amtsgruppe Wehrmachtnachrich-
tenverbindungen (OKW/Chef Ag WNV).--Chlef, Armed Forces
Signal Communications Group. ) !
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Oberkommando der Wehrmacht/Chiffriergbteilung {OKW/Chi).--
gignal Intelligence Agency of the Supreme Command Armed

orces.

Oberkommande der Wehrmacht/Waffenfuehrungsstan/Chef der
Wehrmachtnechrichtenverbindungen (OKW/WFSt/Chef WRV).--
Chief Signal Officer of the Supreme Command Armed Forces.

Oberkemmando der Wehrmacht/Wehrmachtnachrichtenverbindungen/
gunkueberwachung III (OKW/WNV/Fu III).--Radlo Defense

orps.

OKH/Chef HNW (Obeikommando des Heeres/Chef des Heeresnachiich-
tenwedens).--Chief Signal O0fficer of the Army.

OKH/GANA {Oberkormando des Heeres/General der Nachrichten
Aufklaerung).--Signal Intelligence Agency of the Army
High Command,

OKH/In 7/VI {Oberkommando des Heeres/Inspektion 7/VI).--
inspectorate 7/VI of the Army Hlgh Command.

0KL/Gen Nafue II/IV {Oberkommando der Luftwaffe/General-
nachrichtenfuehrer II, Gruppe IV).--Group IV of Division
II in the 0ffice of the Chief Air Force Signal Officer.

OKL/LN Abt 350 {Oberkommando der Luftwaffe/Luftnachrichten-
abteilung 350).--Signal Intelligence Agency of the Air
Force Hi%h Command .

a OKM/4 SKL II (Oberkommando der Marine/4 Seekriegsleitung II).--
Signal Security Agency of the Navy High Command.

OKM/4 SKL III (Oberkommando der Marine/4 Seekrilegsleitung III).--
¥ignal Intelligence Agency of the Navy High Commend. ,

OKW/Chef Ag WHV (Oberkommando der Wehrmacht/Chef Amtsgruppe
Wehrmachtnachrichtenverbindungen).--Chief, Armed Forces
Signal Communicatlions Group.

OKW/Chi (Oberkommando der Wehrmacht/Chiffrierabteilung).--

The Signal Intelligence Agency of the Supreme Command
Armed Forces.

OKW/WFSt/Chef WKV (Oberkommando der Wehrmacht/Waffenfuehrungs-
stab/Chef der Wehrmachtnachrichtenverbindungen).--Chief
Signal Officer of the Supreme Command Armed Forces.

OKW/WNV/Fu III (Oberkommando der Wehrmacht/Wehrmachtnach-
richtenverbindungen/Funkuebervachung III).--Radio Defense
Corps.

People's Commissariaet for Internal Affairs.--Narodni Kommis-
sariat Vnutrinikh Del (NKVD). A Russlan secret police
organization. '

Pers Z Chi {Chiffrierdienst des Referats Z in der Personal-
abtellung des Ausvaertigen Amtes).--Foreign Office
Cryptographlic Section.
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Pers Z 5 (Sonderdienst des Referats Z in der Personalabtel-

lung des Auswvaertigen Amtes).--Foreign 0ffice Crypt-
, &nalytiec Section.

Praun, Albert, Maj. Gen. Succesded Fellglebel as Chief
Signal Officer of Armed Forces, 1944,

Radio Defense Corps of the Supreme Commend Armed Forces,--
Obertommando der Wehrmacht/Wehrmachtnachrichtenverbindungen/
Punkueberwachung III (OKW/WNV/Fu III).

Referat Vauck {Vauck's Section, memed for its chief, First
Lt, Vauck).--Agents Section of In 7/VI. :

Raich Def'ense Ministry.--Reilchswehrministerium,

Reich Main Security Office.--Reichsicherheltshauptamt (RSHA).

Reichsicherheitshauptamt (RSHA).--Reich Main Security Office.

Relchskriegsministerium,--German Wer Mlinlstry.

Relchswehrmlinisterium.-~ Relch Defense Ministry.

von Ribbentrop, Jeoachim. German Ferelgn Minister,

Rommel, Erwin, Fleld Marshall. Commander of the Panzer Army
of Africa in 1942,

RSHA {Reichsicherheiltshauptamt).--Relch Main Security 0ffice.

Servizio informazioni Aeronautica (SIA),--Italian Alr Force
Intelligence Service.

Servizio Informazioni Difesa (SID).--Italian Defense Intelli-
gence ‘Service.

Servizio [nformazioni Militarl (SIM).--Cryptanalytic Section
of the Italian Army Intelllgence Service,

Servizio Informazioni Speclali (SIS).--Cryptanalytic Sectlion
of the Italin Navy Intelligence Service.

Schubert, , 13t Lt. Cryptanalyst with the Signal Intelli-
gence Agency of the Army High Command. (OKH/GANA).

SIA (Servizio Informazionl Aeronautica).--Italian Alr Force
Intelligence 3ervice,

SID (Servizio Informezioni Difesa).--Itallian Defense Intelli-
gence 2ervice.

Signal Intelligence Agency of the Ailr Force High Command. -~
Oberkommando der Luftwaffe/Luftnachrichtenabtellung 350
(OKL/LN Abt 350).

Signal Intelllgence Agency of the Army High Command.--Oberkom-
mando des Heeres/General der Nachrichten Aufklaerung
{ OKH/GANA) .

Signal Intelligence Agency of the Communder in Chlef of the
Alr Force.--Chiffrierstelle, Oberbefehlshaber der Luft-
waffe {(Chi-Stelle Cb d L).
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Signsl Intelligsnce Agencﬁ of the Navy High Command.--Ober-
komnando der Marine/4 Seekriegsleitung III (OKM/4 SKL III).

Signal Intelligence Agency of the Supreme Command Armed Forces,--
Oberkommando der Wehrmacht/Chiffrierabtellung {OXW/Chi).

Signal Security Agency of the Army High Command.--Inspektion
7/IV (In 7/1V).

S1gnal Securlty Agency of the Navy High Command.--Oberkommando
der Marine/4 Seekriegsleltung II (OKM/4 SKL/1I).

SIM (Servizio Informazioni Militari).--Cryptanalytic Section
of the Itallan Army Intelligence Service.

SIS (Servizio Informszioni Speciali).~--Cryptanalytiec Section
of the Italian Wavy Intelligence Service.

Sonderdienst des Referats Z in der Personalabtellung des
Auswaertigen Amtes {Pers Z 3).--Foreign 0ffice Crypt- -
analytic Section.

T 517. Stand der Arbelten (Report of work done on British
and American Naval Ciphers).

T 240, T)lOO Serle 1726 (Recovered letter-figure Substitution
Codse).

T 2038. Berichte der Gruppen FPolen, Finnland, Lltawen, Lettland,
Tscheckoslovakei, Jugoslawien, Bulgsrien.

Target Intelligence Committee {TICOM), A joint combined
committee organized in the fall of 1944 in England for
the exploltatlion of European Axis signal invelligence
centers of speclal Interest.

TF 29. Dle Ueberwachung des Nachrichtienverkehrs 1m Kriege
(Supervision of Information Channels in War).

TF 31, 'Schluesselanleitung zum Rosterschluessel 44 (RS 44)."

TF 32, "Rasterepsatzverfah-en."”

TICOM {Target Intelligence Committee).--A jolnt combined com-
mittee organized in the fall of 1944 in England for the
exploltation of Furopean Axis signal intelligence centers
of special interest. '

Tranow, » Senlor Speclalist Dr. Head of Subsection IIIf
(Britain and USA) of the Siﬁnal Intelligence Agency of
the Navy High Command (OKM/4 SKL/III).

Verlaessliche Nachricht (VN).--"Reliable Report." Translation
Into German of decoded diplomatic measage.

VN (Verlaessliche Nachricht).--"Reliable Report.” Trans-
lation into German of decoded diplomatic message.

Waffenpruefung 7 {(Wa Pruef T).--Army Ordnance Development
and Testing Group, Slgnal Branch.
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Waffenschutzstaffel (Waffen-SS).--Armed Elite Guard. Com-
ponents of Elite Guard serving at front.

waffen-58 (Waffen-Schutzstaeffel).--Armed Elite Guard. Com-
penents of Elite Guard serving at front.

Wa Fruef 7 (Waffenpruefung 7)}.--Army Ordnance Development
and Testing Group, Signal Branch.

WENUEB (W2tternachrichtenueberwachung).--Meteorological
Intercept Control.

Wenzel, ., Senlor 8peciglist, Head of Sectiom 9 of the FA.

Wetternachrichtenueberwvachung (WENDEB).--Metesrological
Intercept Control.
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AS OF SPRING, 1945 .
| o i SIGNAL INTELLIGENCE .
CRYPTOLOGIG ~ SECTIONS GOERING'S " RESEARCH AGENCY  OF SIGNAL INTELLIGENCE SIGNAL  INTELLIGENCE SIGNAL  INTELLIGENGE
§ OF BUREAU SUPREME COMMAND AGENCY OF AGENCY OF AGENCY OF
FOREIGN OFFICE ARMED FORCES ARMY HIGH COMMAND AIRFORCE HIGH COMMAND NAVY HIGH COMMAND
CHAINS OF COMMAND
HITLER
— AS —— AS —
IMPERIAL SUPREME CHIEF
CHANCELLOR ARMEDOFFORCES
FOREIGN OFFICE AIR  MINISTRY SUPREME COMMAND
T cHIEF | CHIEF ARMED FORCES
VON RIBBENTROP GOERING (0 KW)
__ INTELLIGENCE
T 35
(PERS Z CHI) BUREAU (OKW/ CHI)
(PERs_Z ) FORSCHUNGSAMT) Ifmffmfc. N PRESS,
DIPLOMATIG PREes COMMERGIAL [L__cowmeroar ]
INTERNAL MONITORIN
LEGEND
- - CHEFRIER ARMY AIRFORCE NAVY
: s HIGH COMMAND HIGH COMMAND HIGH COMMAND
Gd NA — GENERAL DER NACHRICHTENAUFKLARUNG
LN ABT  — LUFTNACHRICHTEN ABTEILUNG (OKH) (OKL) (OKM)
OKH -~ OBERKOMMANDO DES HEERES .
OKL — OBERKOMMANDO DER LUFTWAFFE
OKM - OBERKOMMANDO DER MARINE
::Rws z : :::::z::ANZO DER WEHRMAGHT SIGNAL INTELLIGENGE ISIGNAL  INTELLIGEN SIGNAL  INTELLIGEN
AGENGY AGENCY AGENCY
PERS Z CHI - PERSONAL Z CHIFFRIER
PERS 2 & =~ PERSONAL 2  SONDERDIENST (OKH /G.d.NA) (OKL/LN. Abt. 350 (OKM 7 4 SKL/II)
SKL - SEEKRIEGSLEITUNG -
ESTIMATED TOTAL PERSONNEL -— 31,000

CHART NO.
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(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COU(I)\JFTRY SERVICE DESCRIPTION OF SYSTEM C(r)Mm'ERY OF SYSTEM ! DATES | TWHEN TICOM ISTATUS OF THE SYSTEM
U | OF ATTACKED | RESULTS |REFERENCE ‘AT ASA MARKS
ORIGIN OF ORIGIN, AXIS | US.A USE  AND BY WHOM |
AFGHANISTAN 1 [{ALL GOV'T ?-L[TTER 1-PART CODE. (SOMETIMES ENCIPHERED WiTm ? AFGH, 1 (AFA) 1939 OR BE- 1942 PERS 2 S | RECOVERED T 1962 (ASA HAS RESULTS OF BRITISH --
AGENCIES, IN- |[FISURES, TWO FIGURES SUBSTITUTED FOR EACH LETTER, - FORE ~ (CURRENT) 128 - 20% T 196 PARTIAL RECOVERY, ABOUT 25%
CLUDING EM- THEN SENT IN 18-FISURC GROUPS.) T 1961 OF GROUPS, MAKING TRAFFIC
BASSIES, CON- r ef52 PRACTICALLY 1808 READABLE. )
SULATES, FOR- i
EIGN OFFICE, . : . o
PRIME MIiINI- .
STER'S OFFICE, 4
AND BANK.) .
1
ARGENTINA  1(DIPLOMATIC 5-LETTER 1-PART CODE. (149,89% GROUPS.) g ? 483 (ARA)  (1026-UANUARY ¥ PERS Z S -. RECOVERED' |7 3¢15 (75% READASLE) --
1 1916?) i LESS THAN S%
ARGENTINA 2 [DIPLOMATIC 5-FIGURE 1-PART CODE. , 303 GROUPS IN MAIN, * i ? (ARB) (1926-1945) ' 1927 PERS 2 S | SOLVED D 16, REPORT  (19%% COMPROMISED) L
VOCABULARY, TOTAL "ig, ""UAFTER 1926 MUMBER 18 i 1, P2
ADDED TO EACH 5-PLACE GROUP. D 16, REPORT
| 2, P3
I i ! 1172 P 5
. \ }
ARGENTINA 3 DIPLOMATIC? ?-PART CODE. SOMETIMES ENCIPHERED BY MEANS OF ki ! ? 2 -2 - % Siv | ¥ tF 1518 (UNKNOWN ) --
AN EASY SYSTEM. IN MANY VOLUMES CONTAINING A ) . :
LARGE NUMBER OF GROUPS. .
ARGENTINA U [DIPLOMATIC ?-PART CODE & ? ? | ?-134g-2 1947 S1v READ IF 152k (UNKNOWN) -
BELGIUM 1 [(COMMERC | AL U-LETTER 1-PART CODE. SOMETIMES DIGRAPHICALLY ? ? (BEA) (BEA' ? 3G~ s9h¢ PERS 2 S 183% COMFRO- | 1 22 P 19 (BEGAN BREAKING CODE 19U3. -
AND DIPLO- ENCIPHERED WITH DAILY CHANGING TABLES. AND CURRENT 4@ Siv MISED BY 5iM.) 1 25 P 2 COMPROMI SED 19hh BEGAN
MATIC) : (8e8) (e:a: gba- PCRHAPS AL30 READ BY PERS [ D 54 P 12 BREAKING ENCIPHERMENT 1944,
| CURRENT FA Zs. P18 80T4 CURRENTLY READ.)
\ IF 1517 P 3
BELGIUM 2|DIPLOMATIC?  |4-LETTER 1-PART CODE. ENCIPHERED DI GRAPHICALLY ? ! ? ? ?-1942. PER- | 194F PERS 2 S ° READ 122 P19 (UNKNOWN) -
WITH SAME DAILY CHANGING TABLES AS BELGIUM 1. i HAPS LATER. | : D sk P 12
CODE GROUP "KAMI" @ "FULL STOP." ! P 18
| ' ' :
BELGIWM 3 [prPLomaTic .3-LETTER UNENCIPHERED CODE. ? ? (BEC?) (1943-CURRENT)' ¢ ? ? 1 22P 19 (300K 9% BROKEN) . (erg %IR.Y
-LET
Dnene 1
PHERED
SYSTEM
ASA KNOWS )
BELGIUM 4 (COLONI AL L-FIGURE ?-PART CODE. TRANSPOSED 1/2 OF GROUP ? 1 ? ? -7 ? PERS 2 S READ COM- L 22 P19 (UNKNOWN ) |(NO Fi1G-
AND USED DIGRAPHIC SUBSTITUTION FOR OTHER /2. PLETELY URE CODES
COULD BE USED AS 5-FIGURE "IN WHICH CASE THE . . KNCWN )
VALUE IN THE SECOND COLUMN HAD TO BE TAKEN." \
s \ )
BELGIUM 5 [01PLOMATIC b-FIGURE U-LETTER 1-PART CODE ENCIPHERED BY 31 ? ? ? ? - 194g ? SIM READ IF 1322 P3 (UNIDENTIFIED) .-
DAILY CHANGING TABLES, USED SAME DAY EACH MONTH. P .
. 1
BELGIULM 5 IDIPLOMATIC 4-FIGURE ?-PART CODE. - ? Lo ? 1-194g-¢ 1948 Sim READ :; :gél (UNIDENTIFIED) b e
BELGIWM 7 DIPLOMATIC? * [?-FIGURE CODE OF 19,3 GROUPS ENCIPHERED WITH ? | ? ? - 194g 1942 PERS 2 S| TABLES NEAR- | D 54 P 12 (UNKNOWN) (NO FIG-
NUMBER AND LETTER TABLES OF 188 PLACES. : ’ LY SOLVED. URE CODES
. MOST OF TRAF KNOWN )
FIC READ BY
194¢
A
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
EARNED FROM TICOM SOURCE
(WITH ANNOTATIONS_ FROM ARMY SECURITY AGENCY SOURCES IN PARENTHE SES)

“1TOP _SECURET

COUCS\IFTRY SER-VICE DESCRIPTION OF  SYSTEM i C_gUEWr OF SYSTEM_ I D%TFES | AT\I'Y'ECEEED RESULTS REPE%%KICE STATLS (l-)\; IT\HE > EEMARKS
A
ORIGIN OF ORIGIN;, AXIS | US.A USE  AND BY WHOM | >
8ELCIUM SiMILITARY. 3-FIGURE SYSTEM ENCIPHERED WiT4 SUBSTITUTION ? I ? ? 'oee ! ? OKW/CHI READ t31P6 (IJNKNow) (NO FIG-
TABLES IN SUCH A WAY THAT THE FIRST FIGURE OF ' JURE CODES
EACH GROUP REMAINCD UNCHANGED AND THE SECOND AND ' INOWN)

THIRD WERE EACH ENCIFHERED INDIVIDUALLY.

80LIVIA 1|DIPLOMATIC 5-LETTER 1-PART COOE ? ? (8vD?) ?-? ? PERS 2 S | RECOVERED T 1311 (25% READABLE) -
. | . LESS THAN 3% )
BOLIVIA 2|PIPLOMATIC 2 FIGURE 1-PART CODE WITH 73,829 GROUPS. ENCI~ ? | ? (BvA)  (1939-CURRENT) 7 PERS Z S 2 D 16, REPORT . (1£@% COMPROMISED) -
HERED WITH 1,808 AND 1Z3-PLACE TABLES AND BY AND . 2, P U .
TRANSPOSING THE GROUP ELEMENTS. (8vB) ) T 1585 i
I
BOLIVIA 3[DIPLOMATIC POLYALPHABETIC SUBSTITUTION CIPHER USING 13 ? 2 ? 1 9-1927-7 1927 PERS 2 S | LONG TELE- .0 16, REPORT * (UNKNOWN) .
ALPHABETS. i ' . gnans SOLVED. | 1, P 3
HORT ONES I

IMPOSSIBLE .

CHERT NO. 1-2
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EARNED FROM TICOM  SOURCES -
. (WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) ]
COUNTRY - B - NAME__OF SYSTEM DATES WHEN TICOM ISTATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM gQUNT : OF ATTACKED | RESULTS |REFERENCE AT ASA
ORIGIN - “ ORIGIN| AXIS | US.A USE.  'AND BY WHOM
BRAZIL 1 [DIPLOMATIC 5-LETTER (2-PART) CODE WITH 82,808 GROUPS. ? BRAS B 2| (B7D) (1937 OR BE- (1941 OKw | 2,208 crours | 0 16, 1941 REA (MORE THAN S5@% READABLE.
: d rong CURRENT) (1941 PERS Z S | RECOVERED THEN P021, P g STILL BEING RECOVERED.)
i 1 SIM 190% COMFRO- | O 16, 1942 RE-
! MISED BY OKW Pom R
: | WHICH SENT T 381
! , COPY T0 PERS | IF71518
{ . B 12s
- - . ; ' - ¢ 6. 1941 RE< (MORE THAN READABLE .
BRAZIL 2 [DiPLOMATIC S-LETTER 1-PART CODE w.m 165,625 GROUFS. ? BRAS B 3| (BZC) (1941 cunn:m)lwln PERS 7 S séggﬁézgrégugg D) 9 é R §nLL chcsggcovznzo.)
2% NOV., 1941. | D 16, 191o RE -
READ ALMOST PORT
WITHOUT GAP. | T 3¢18
BRAZIL 3 [DIPLOMATIC 5-FIGURE (2-PART) CODE (REPAGINATED), K BRAS 2 3| (BZA) (PRIOR TO 1942 PERS Z S | NOT READ 0 16 19ln RES (MORE THAN 5@% READABLE;
- . 19k1-CURRENT) - - g | STILL BEING WORKED ON.)
0 16, 1914 RE-
pom,
T 3817
BRAZIL U [piRLOMATIC 5-FIGURE 1-PART CODE WITH 188,880 GROUPS. ? BRAS 2 1| (B21) (1937 OR BE- 1941 PERS 2 S | READ ALMOST | D 16 |9h| RE-| (OVER S¢S READABLE.)
. FORE - 7) Wi THOUT GAP g L%
0 16 |9b RE-
PORT, P
BRAZIL * 5 |DIPLOMATIC 5-FIGURE ?-PARY CODE WITH 189,868 GROUPS. ENCI- ? ? ? ?-1941-1942-2 11941 PERS Z 5 | NOT READ D 16, 1941 Re| (UNIDENTIFIED)
PHERED WITH A TABLE OF LETTERS. : : PORT, P 3- )
) D 16, 1942 RE
PORT, P 2
BRAZ2IL 6 |DiPLOMATIC TWO 5-FIGURE CODES, REPAGINATIONS OF 1TEM 4. ? BRAS 2 g (BZK?) | (B2<: ?-1943) 1941 PERS Z S | READ ALMOST D 16 19’4) RE-| (BZK OVER SP% READABLE.)
BRAS 7 WITHOUT GAP g
] 16 19l| RE-
PORT, P
BRAZIL 7 ? 5-FIGURE ?-PART CODE. ? ZAHLEN 11 ? ?- ? PERS 7 S | RECOVERED ~ | T 3115 (UNIDENTIF1ED)
ABOUT 1%
BRAZIL 8 ? U-FIGURE 7-PART CODE, REPAGINATED. ? ZAMLEN | ? 7 - ? PERS 7 S “‘2"“‘“&2 T 3619 (UNiDENTIFIED)
156 - 2 5
BRAZIL 9 ? . U-FIGURE 7-PART CODE, REPAGINATED. 7 ZAHLEN (V] ? 2 -7 P2 2 . RECOVERED 5% | T 3118 (UNIDENTIFIED)
BRAZIL g ? 4-FIQURE 1-PART CODE, REPAGINATED. ? ZAHLEN V ? ?7 -7 7 ® RECOVERED T 3 (UNIDENTIFIED)
LESS THAN 108 %
BRAZIL 1 ? 4-FIGURE ?-PART CODE, REPAGIVATED. v ZAHLEN VI ? 7-7 ? ¢ RECOVERED T 3112 (UNIDENTIFIED)
LESS THAN 3%

CHART NO. 1-2
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INR SECRET

RESULTS OF EUROPEAN AXIS CRYPTANALYSIS '
LEARNED FROM TICOM SOURCES

- (WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES |IN PARENTHESES) . i
COUNTRY NAME OF SYSTEM DATES . WHEN TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM CO AXIS US. A OF ATTACKED | RESULTS REFERENCE AT ASA ARKS
ORIGIN ORIGIN | USE AND BY WHOM
BLLGARIA 1| DIPLOMATIC 5-FIGURE 1-PART COCE, TWO FAGINATIONS, R/ ? (8ue) (? - DEC 1945)| 9 PERS 2 S .|RECOVERED Y 2@ (CODE RECOVERED .58 BEFORE --
ABOUT 50% RECEIPT OF COPY 1RIM TICOM.)
RLLGAD A 2| DIPLCMATIC §-FIGURE 1-PART COCL, TWO PAGINATIONS, RANGE 38844 8D 15" |[(8uo) {1938-uAN 1946) ¢ PERS 2 S RECOVERED 581 ¥ 1192 {CODE RECOVERED ABOLT --
36,400, ? SIM LATER 1008 T 2:23 LATER 18P% COMPROMISED.
. ! COMPROMISED. Y 2 ;
-. - 25
| . |
ALLGARTA 3 DIPLCMATIC 5-FIGURE |-PART CODE, REFAGINATED. ? BD 38 [(BUY)  |(? - 1945) ? PERS Z S |RECOVERED 30%-| T 24 . (NOT WORKED ON BEFORE RECEIPT|  ~-
’ g% OF TiCOM COPY.
PULGARI A b | DIPLCMATIC 5-FIGURE 1-PART COCE. ? 80 19 ? ?-7 ? PERS 7 S RECOVERED 5% | T 2335 (UNIDENTIFIED) ==
SULGARI A S | DIPLCMATIC . 5-FIGURE 1-PART COCE. ? BD 25 ? 1 - 194k - ¢ ‘? PERS 2 S |RECOVERED 18% | T 2334 . (UNIDENTIFIED) . o
siLcasia o lpipevatic '5-rncunc 1-PART COCE. ? 80 27 ? -7 ., ? PERS I S |hg% - 508 T 2353 (UNIDENTIFIED) : &%
) : . ! RECOVERED -
|
LI :DIPLCMATIC 5-FIGURE 1-PAPT COCE- ? 8p 28 ? ?-0 ? PERS 7 S |RECOVERED T 1176 (UNIDENTIFIED) --
| LESS THAN 5% .
.
BllGsers 9 |DIPLC‘NATIC 5-FIGURE 1-PART COCE. ? 86 33 ? ?2-7 | ? PERS 7 S |RECOVERED S% | T 2333 (UNIDENTIFIED) --
auLGatya a [ DPLCMATIC iS.-F‘I(.‘.U.':t: 1-PART (COE. INDICATOR: 33311, ? BD 16 ? ?-? ? PERS 7 S RCCOVERED T 12;87 13 (UNIDENTIFIED) =
. e -1 T
: 5% T 5
. T
' T 1161
L T 2331
, Tk
FLLGARIS 10 | DIPLOMATIC '5-r|cum: PROBABLY 1-PART CCOE. ? { 8D 1 ? ?2-2 ? PERS Z S chOch;o T 2116 (UNIDENTIFIED) ==
. ABOUT 5
[}
|
BULGARIA 11 [DIPLCMATIC 5-FIGURE PROBABLY 1-PART COCE. 2 BD 3 ? ?-1 ? PERS 2 S ggcovcs;o T 216 (UNIDENTIFIED) L
i % -1
BULGARI A 12 | DIPLCMATIC 5-FIGURE PROBABLY |-PART coog. ¥4 80 26 ? ?~? ? PERS 7 S chgviﬂgg T 2I’47 {UNIDENTIFI1ED) ==
: ABOUT | )
|
l .
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
LEARNED FROM TICOM

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) _
COUNTRY |_NAME F__SYSTEM DATES WHEN TICOM [STATUS OF THE SYSTEMk
OF SERVICE DESCRIPTION OF SYSTEM ICOUNTRY| AXIS | US A OF ATTACKED | RESULTS |REFERENCE AT ASA EMARKS
ORIGIN IOF ORIGIN| - USE AND BY WHOM
BULGARIA  13|DIPLOMATIC S-FIGURE PROBABLY 1-PART CODE. ? 8D 31 ? ?-1 ? PERS Z S* | RECOVERED T 2379 {UNIDENTIFIED) =
LESS THAN 5%
BLLGARIA 14 |DIPLOMATIC 5-FIGURE PROBABLY 1-PART CODE. * BD 35 ? ? -1 1T PERS 25 |VERY LITRLE [T ngz {UNIDENTIFIED) -~
: SUCCESS ™
BULGARIA  15]|DIPLOMATIC 5-FIGURE PROBABLY 1-PART COOE. ? "N.8.D. ? ?- ) PERS 2 S RECOVERED T 2134 (UNIDENTIFIED) &5
NEUER" E 15% - 20% -

BULGARIA 16 |PROBABLY §-FIGURE PROBABLY 1-PART CODE. ? " BuLG. 885 ? ?-9 ? PERS Z S VERY LITTLE T 2135 (UNIDENTIFIED) . .-
DIPLOMATIC . SUCCESS

BULGARIA 17 |DIPLOMATIC S-FIGURE ?-PART CODE. ? 8D th b ? -9 ? PERS 2 S ;g;ov:ggg T 2138 (UNIDENTIFIED) =

BLLGARPIA 1% |PROBABLY S-FIGURE ?-PART COOE. ? "72¢8 1-15" 2 ? -7 ‘? PERS 7 S ? T 2213 (UNIDENTIFIED) ==
DiPLOMATIC :

BULGAR)A  1Q |PRCDABLY | 5-FIGURE ?-PART CODE. ? "g62 925 ? -0 ? PERS 2 S ? T 2214 (UNTDENTIFIED) -
D1PLOMATIC 1= |5"

BULGARIA 20 [PROBABLY 5-F IGURE ?-PART CODE. ? "gg5 " ? - 1927 - ? |192] PERS Z S ? T 2127 (UNIDENTIF IED) e
D1PLOMATIC

BULGARIA 21 [PROBABLY |5-r|cum: ?-PART CCDE. ? "5¢Z 16- ? - 1932 -? |? PERS 2 S RECOVERED T 217k (UNIDENTIFIED) --
DIPLOMATIC 21 LESS THAN 1%

RULGASIA 22 |PROBABLY 5-FIGURE ?-PART CODE ? "693" kd ? -9 ? PERS 7 S ? T 2157 (UNIDENTIFIED) i
DIPLOMATIC

BULGARIA 23 MILITaRY 5-FIGURE 1-PART CODE 2 BM 7 ‘9 -1 ? PERS Z S ;;Ccvt;_ggo T 2165 (UNKNOWN) ==

|
BULGARIA 24 [MILITARY 5-FIGURE 1-PART CODE ? l BM C 5 ? -7 ? PERS Z S | RECCVERED 1 2168 {UNKNOWN) --
LESS THAN 18%

CHART NO. 1-2
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RESULTS _OF__EUROPEAN AXIS CRYPTANALYSIS
AS LEARNED FROM TICOM SOURCES
(WITH ANNOTATIONS  FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)

COUNTRY NAME __OF SYSTEM “DATES WHEN TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY AXIS | US.A OF ATTACKED | RESULTS |REFERENCE AT ASA REMARKS
ORIGIN OF ORIGIN (| USE AND BY WHOM
BULGARIZ 25 [MILITARY 5-FIGURE ?-PART COOC. ? BM C 1 ? b q ? PERS 7 S |RECOVERED T 2167 {UNKNOWN) -
’ LESS THAN 1%
BULCARIA <€ [MILETARY 5-FIGURE ?-P2RT CODE WITH APPARENTLY FOUR DIFFER- ? BM 1) ? 7 -9 ? PERS 7 S |RECOVERED ¥ 2169 (UNKNOWN) -
ENT POSSIBILITICS FOR THC FIRST THREE FIGURES. . LESS THAN 198
1
) . i
BULGARIA 27 [MILITARY 5-FIGURE ?-PART CODL. 7 BM 12 E J ?-1 ?- PERS 7 S |RECOVERED T 2132 ¢« (UNKNOWN ) -
LESS THAN 1%
BULGARIA 28 ? S-FIGURE !-PART CODE. ? i i/ ? ?2-? ? PERS 2 S PEC'OVERED 5% | v 158 (UNKNOWN ) . --
i .
BULGARIA 9 ? 5-FIGURE 1-PART CODE. 2 r43¢g 16- ? ?-? ? PERS 2 S |RECOVERED Y 1278 { UNKNOWN ) --
31" LESS THAN 18%
PULGARTS  3¢€ 2 5-FIGURE 1-PART CODE. ? 86 8 2 ? ?-7 ? PERS 7 S | RECOVERED 20% |7 2145 (UNKNOWN ) --
i
RLLGARIA 2 ? i5-FIGURE 1-PART CODE. 2 "328 D ? ?-7 | ? PERS 2 S | RECOVERED T 2162 { UNKNOWN ) & -~
' 1-15" | * | LESS THAN 58 |7 2163
|
BULGARIA 32 ? 5-FIGURE 1-PART CODE * ? * 79 ? PERS 7 S | RECOVERED T 2133 (UNKNOWN) -
LESS THAN 1%
BULGAIA 33 2! S=F IGURE 1-TART COOE. * su N" * ?T-9 ? PERS 2 S gccovsggo T 2149 (UNKNOWN ) --
BULGARIA 3k ? 5-FIGURE 7-PART CODE. POSSIBLE 68, GROUPS. ’ "BU 4" ? ?-? ? PIRS 7 S :ggoxn:g; 12159 (UNKNOWN) -
U
BULGaRIA 35 ? 5-FIGURE ?-PART CODL. RLCONSTRUCIED ON BASIS OF * 36633 M8 ? ? - ? PERS 7 S | VERY LITTLE 1 2166 - | (UNKNOWN) -~
1 120,008 VALUES. SUCCESS
BULGapIA  3( ? 5-FIGURE ?-PART CODE. ? ? ? ?-1936-1937-7| ? PERS 7 S | RECOVERED T 2172 . (UNKNOWN) e
. LESS THAN 1%
BULGarIA 37 ? 5-FIGURE ?-FART CODE. ? "BULG HOF ? ?-1° T PERS 7S | VERY LITTLE | T 2121 (UNKNOWN ) -
CODE bC” SUCCESS
!
J I F
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LEARNED FROM TICOM SOURCES
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY _ NAME __OF SY&_EE DATES | WHEN TICOM [SIATUS OF THE 5‘l§‘lEMhE
OF SERVICE DESCRIPTION  OF SYSTEM COUNTRY] AXIS A ATTACKE RESULTS |REFERENCE AT ASA MARKS
ORIGIN OF ORIGIN us. U8t D BY oM

- 5 » = T 2129 -
BULGAR | A 38 7 §-FIGURE ?-FART CODE ? E‘;f’é?é ¥ ? ?-19.9-% 1920 PERS 7 S ;B:EE;‘:'-“LE T 212 (UNKNOWH }
BULGARTA 39 ? §-FIGURL ?-FAPT CODE ? "::E'on ] 1-1 . ? PERS 7 4 1 T 2178 {UMKHOWN ) -
BULGARIA kJ ? 5=FIGURE T-PART COOC ? 1|\= 3W ] -2 ? PEPE 7 S 1 1 2150 , (UnKNOwN) -

c=3 '
t
BULGAR] A L} ? S-FIGURE T-PAPT (ODE * "alc " ? ? -1 7 PERS 2 S ? 1 213 | { UNKNOWY ) .-
BULGARIS B2 DIFLOMATIC 4-FIGURL 1-PART COOL ? ap 26 1 T-1 ? PERS 7 S | RECOVERED 5% | T 2338 : (Lmeknowe; ) s
BULGARI A b3 DIPLOMATIC L-FIGUFL 1-PART (COE ? *JZ.-C. 4 E SR 7 PLRS 2 S | RECOVERED W4 T 2130 (kO ) i o=
REG., 1" U i
BULGARI 4 LB DIPLOMATIC k-7 IGURE 1-FART CCOL : 4 BD 27 * R | *T PERS 7 S ;‘E& lsl,ﬂ'LE T 2337 (LNKNOWN) [ -
£S o
!
BULGART 4 45 ? L-F IGURE 1-PART (OOE - ? "2 FRIED- i | ? -1 * PLRS 7 5 RECOVERED T 2177 [ UNKNOWN ) -
RICHE™ ABOUT 25%
BULGARia  BE[MILITARY 1-FART CODE. FIRST GRCUF AFTER ADDFESS WAS t] * 1 LI 7 sIM NCT READ IF 1525 {UNKNOWN ) =
ATTACHE? BALKaM,
i | '

—CRERY W5 T-2
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RESULTS OF EUROPEAN AXIS
AS LEARNED FROM TICOM SOURCE

(WITH ANNOTATIONS

CRYPTANALYSIS

FROM ARMY SECURITY AGENCY SOURCES

IN PARENTHESES)

COU(I)\IFTF!Y SERVICE DESCRIPTION OF .SYSTEM COSPTTERY OF M D%TFES AT#EEEED RESULTS REPE%%MGE dal 2‘? ;gi sm
ORIGIN OF ORIGIN| AXIS | US.A USE  'AND BY WHOM -
CHILE ? -FHGURE S-LETTER 2-PART CODE. 189,800 GROUPS. L * * BEFORE 1941 | ? sim 1688 COMPRO- | IF 1 ng (UNKNOWN ) =

IVIDED IRTO THREE CONSECUTIVE BOOKS. MISED, IF @r
CHILE |oieLomatic S-LETTER 1-PART CODE- ,508 GROUPS, FIRST TwO | 7 ? ? 192h - 1 192k PERS 7 S | SOLVEO. 0 16, REPORT | {UNKNCWN) d
AND LAST TWO LETTERS or EA H GROUP EMCIPHERED , P2
WITH DIGRAPHIC SUBSTITUTION TaBLE..
CHILE CONSULAR | K-LETTER ?-PART CODE.- ? ICHILE KON 1 t-1 | TPERS 7 S RECOVERED T 3826 {UNKNOWN ) e
ruum Co0g . | LESS THAN 5%
CHILE DIPLOMATIC 1-T0 R-LETTER 1-PART CODE. 42,98 GROUPS. CLAVE 1 {cLa) { 1936-CURRENT) | 194 PERS 7 S [ SOLVED, LATER | O 16, REPORT | (COMPROMISED mﬁx -~ DATE OF --
SOLAR 1068 COMPRO- | 2, P 4 DITION 19365.)
MISED, D 16, REPORT -
th, P
CHILE DIPLOMATIC b-LETTER ?-PART CODE. ? * 7 t-1 PPERS 7 S RECOVERED T 1hgg {LNKNOWN ) =
LESS THAN 58 | T 3825
CHILE DIPLOMATIC #-PaAT CODE WITH Ct)-lPLICATED ENC I PHERMENT , ? ? 1] 941-7 ? SIM 1 {UNKNDWN } e

ir 1918

CHART NO. T-2
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RESULTS OF EUROPEAN AXIS GCRYPTANALYSIS
LEARNED FROM TICOM SOURGES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY LNAME OF SYSTEM_. DATES | WHEN TICOM |[STATUS OF THE SYSTEM
0 SERVICE DESCRIPTION OF SYSTEM RY] axis | us.a OF ATTACKED | RESULTS |REFERENCE AT ASA EMARKS
ORIGIN OF ORIG!N, g USE AND BY WHOM
CHINA ) ? 5-LETTER ?-PART CODE. ? ° ? ? ? PERS 7 S RECOVERED T 1157 * (UNKNOWN) --
| LESS THAN 12% }
i
CHINA 2 | (DIPLOMATIC) | Y-LETTER (1-PART) CODE. THOUGHT TO MAVE BEEN ? | ? (cvs)  (ens, 198k - 2 5iM NOT READ IF 1518 P 5 (CNS, CNF, CNJ BROKEN AND
ZNCODED IN CHINESE CHARACTERS AND ENCIPHERED IN G CURRENY) | READ BY ASA.) -
LATIN CHARACTERS. I (cNF)  (CNF, 1942 - !
OrR CURRENT) .
(cnyg) (cNJ, 1984 - i
CURRENT)
| | .
CHINA 3 | DIPLOMATIC 4-LETTER [-PART CODE. SOMITIMES ENCIPHERED. ouvd i 4 (CNS) { 1943-CURRENT) ?.PERS Z S RECOVERED [T 3 (RECOVERED BY BRITISH. BOOK -=
AND CONSULAR | ) . SUBSTITUTION GIVEN TO ASA. BEING READ.)
/ : , ALPHASETS
|
CHINA L | DIPLOMATIC L-LETTER ?-PART CODE, ALTERNATE CONSONANT ANO HUKO i ? ? -1 2 PERS 2 S PARTIALLY T 2297 (UNKNOWN) .-
VOWELS. * . BROKEN
CHINA 5 | DIPLOMATIC 4~LETTER ?-PART CODE, OCCASIONALLY DIGRAPHICALLY ? ? ? 1935-1937 ? PERS 7 S CODE _AND T2112 - (UNKNOWN) --
i ENCIPHERED. ENCIPHERMENT | T 2113
1 PARTIALLY
] ! BROKEN !
i . :
CHINA 2 I DIPLOMATIC i L-LETTER ?-PART CODE. ? ? ? ( ? ? PERS 2 S PROBABLY T 2291 * (UNKNOWN) : -
READ. PARTI-
ALLY BROKEN.
|
CNINA 7 | DIPLOMATIC | U~LETTER ?-PART CODS, OCCASIONALLY DIGRAPHICALLY ? ? ° | 192¢-1929 ? PERS 7 S FAIRLY COM- | T 211t {UNKNOWN) ==
> ENCIPHERED. PLETE RECOV- .
. - ERY OF BOTH
| CODE AND .
ENC | PHERMENT
CHINA 2 | comMeRrCiAL U-LETTER P-PART CODE, OCCASIONALLY ENCIPHERED ? ? ? 1937-1938 | 2 pérs 2 s CODE_AND T 2818 {UNKNOWN) =
OIGRAPHICALLY. USED BETWEEN CHINA AND A CHINESE | ENCIPHERMENT | T 2118
COMMERC I AL MISSION IN GERMANY. ; PARTIALLY .
: ' BROKEN
CHINA 9 | (DIPLOMATIC)  3-LETTER 2-PART CODE. (USUALLY ENCIPHERED. HAD | HNM ? (ene) (19%3-CURRENT) ? PERS 2 S ? T 1159 (SOLVED BY ASA 1944) --
i MANY ENCIPHERMENTS.) :
: _ -
CHINA 10 | OIPLOMATIC ' 3-LETTER 1-PART CODE. SOMETIMES ENCIPHERED. WIN * (CNC) (1939-CURRENT) ? PERS 2 S PARTIALLY T (PARTIALLY RECONSTRUCTED -
i READ . COMPROMISED COPY RECEIVED.
- COMPLETED ‘BREAKING.
BEING READ.)
CHINA 11 | DIPLOMATIC 3-LETTER 1-PART COOE. ? uTi ? ? i 1941 PERS 7 S| SOLVED ;ngl’ 21 (UNKNOWN )
. | y .
i T 214
193
' T 2295
."l I
CHINA 12 | (DIPLOMATIC) | 3-LETTER 1-PART CODE, SOMETIMES ENCIPHERED. ? DRYO (CNB) [P - 1940 - TPERS 2 S COMPLETELY T2 (PLAIN CODE AND LETTER EN- -
HAD MANY ENCIPHERMENTS. ' ' cumzcm) T OKw READ T 2292 CIPHERMENTS NOT BEING WORKED
. ON -- LOW INTELLIGENCE VALUE
/ NUMBER ENCIPHERMENT BEING
| \ READ. )
| ’ g
1
B
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’ RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
-' LEARNED FROM TICOM
(WITH ANNOTATIONS FROM ARMY SEGURITY AGENCY souacss m PARENTHESES)

COUNTRY . : — NAME__OF "SYSTEM | DATES ‘ WHEN TICOM [STATUS OF , THE SYSTEM|
OF SERVICE DESCRIPTION  OF 'SYSTEM '~ COUNTRY , A OF ATTACKED | RESULTS |REFERENCE AT ~ASA L%EMAFKS :
ORIGIN - “T0 . IOF ORIGIN| AXIS | US.A 1 ysg  AND BY WHOM| '
CHINA 13 | MILITARY ’. -LETTER ?-PART CODE. ENCIPHERM[NT CONSISTED ? ?- ' ? ! ? - 1943 ! 2pRS 25 | ENCIPHERMENT | 1 22 P 8 (UNKNOWN) --
ATTACHE F TRANSPOSITION WITHIN THE CODE GROUPS. FIRST s | SOLVED. NOT .
] GROUPS OF TRAFFIC WERE EFR, SKW, OR JKW. i READ. ,

CHINA 1h MILITARY -LETTER ?-PART CODE. UNENCIPHERED. DISCRIM- 2 1 ? ? . ?2PERS 2 S INVESTIGATED |1 22 P 8 (UNIDENTIFIED) bt

NANT WAS NKDBN. CONTAINED MANY SPELLS, USING

SIMPLE SUBSTITUTION. .
CHINA 15 2 | "poST cooE" s 2 2 ;s 2 7 OKW ? 1158 P9, (UNKNOWN) --
CHINA 16 | DIPLOMATIC POLYALPHABETIC SUBSTITUTION. 26 ALPHABETST SXS ?° (sxs) !(l9w-cmﬂtm)! ? PERS 2 S SOLVED T3 | (ALPHABETS SENT BY BRITISH.) -

(USED ON CODES CNF, CNL, CNS, CNU, AND CNW.) : L

CHINA 17 | DIPLOMATIC POLYALPHABETIC SUBSTITUTION. 1§ ALPHABETS. AMC ? (AMC) (ALPHABETS SENT BY BRITISH. ) --

( 1943-CURRENT)] ? PERS Z S SOLVED T3 ;
(USED WITH CODES CNB, CNC, CNF, CNJ, CNL, CNS, :
CNU, AND CNW.) l I i
CHINA 18 | DIFLOMATIC MONOALPHABETIC SUSSTITUTION. (USED WITH CNg, AMA Tl (amp) (19h3-cuans~r)! ? PERS 7 S SOLVED T3 (ALPHABETS SENT BY BRITISH.) o=
T CNC, CND, CNF, CNJ, CNL, CNS, CNU, AND CNW.) : :
. i
CHINA 19 | DIPLOMATIC MONOALPHABETIC SUBSTITUTION. DAILY CHANGING ECTIA ? (ECTIA) | (1943-1945) ? PERS Z S SOLVED T3 (ALPHABETS SENT BY BRITISH.) =5
ALPHABETS. (USED ON CODES CNB, CNC, CND, CNF.) ¢ i -
: | . :
COLOMBIA , 1| DIFLOMATIC POLYALPHABETIC SUBSTITUTION CIPHER WITH 5 TO ? ? .o ? -~ 1942 -~ ? | 1941 PERS 7 S| REAC "| D 15, REPORT
: 15 ALPHABETS. | 2, Pl (UNKNOWN ) =@
COLOMBIA 2 DIFLOMATIC POLYALPHABETIC SUBSTITUTION CIPHER WITH 5 ALFHA- ? ? (coa) (1927-CURRENT) 1927 PERS 7 S | PEAD 0'165 g,t:Po;u (READABLE) =4
BETS. ¢ . ,
CIECHO- 1! AIR FORCE TRANSPOSITION CIPHER. ? k] ? ? - 1937 - ? | 1937 OKL NOT BROKEN 1ii21p 71 (UNKNOWN ) --
SLOVAKIA § i .
gz:cuo- 2| AIR FORCE DOUBLE TRANSPOSITION CIPHER. . ? ? ? ?-1938 - 2 [ 1933 oxt SOLVED. - 1112P6 (UNKNOWN) -
LOVAKI A .
C2€CHO- 3 ? DOUBLE TRANSPOSITION CIPHER. ? ? ? ? - 1938 - % | 1938 OKL 2 I 2 pPg (UNKNOWN) ==
SLOVAKIA
CZECHO- 4| army VARIOUS POLYALPHABETIC SUBSTITUTION CIPHERS. ? 7 ? 1925-1927 OKL SOLVED T 17%h (UNKNOWN) -
SLOVAKIA USED IN 1925, 1926, AND 1927. :
CZECHO- 5| COMMERCIAL CODE USED BY SKODA FIRM TO IRAN AND IRAG CON- ? * R | ? - 1935 - 7 1 1935 OKL soLveo 116z P2 (UNKNOWN ) =
SLOVAKIA CERNED WITH BRIDGE BUILDING PROJECTS. i
i
1
|
| H
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RESULTS OF EUROPEAN AXlS CRYPTANALYSIS

LEARNED FROM TICO

BY FA.

BUT BEING WORKED ON.)

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES). -
COUNTRY | NAME _OF GSYSTEM | DATES WHEN TICOM [STATUS OF THE SYbthL‘
OF SERVICE DESCRIPTION OF SYSTEM ICOUNTRY A ! OF - . ATTACKED | RESULTS |REFERENCE AT ASA
ORIGIN OF ORIGIN| AXIS | US.A |~ USE  'AND BY WHOM
DENMMARK 1 |DIPLOMATIC | coOE ? ? I I I BEFORE 194 | 508 OF TRAF- | 1 162 P 3 (UNIDENTIFIED) --
1 Fa ¢ READ uP
10 19%¢
DOMINICAN | |DIPLOMATIC SUBSTITUTION CIPHER WITH 5 ALPHABETS. ? ? (DOA) 2-(CURRENT) 1941 PERS 2 S | COMPLETELY D 16, REPORT | (READABLE) LL
REPUBLIC . ; : READ 2, Py
! T 2587
£CUADOR 1 |DIPLOMATIC Z-LETTER ?-LETYER L-LETTER 2-PART CODE. GROUPS ? ’ ? ? 1923-% 1926 PERS 2 S | COMPLETELY D 16, REPORT  (UNKNOWN) -
IN FROM OF VC, VCC, OR VCCC, TRANSMITTED IN ! READ ~ 1, P3
16-LETTER GROUPS. ' .
’ i [
" ECUADOR 2 [o1PLOMATIC 2-LETTER 4-LETTER 1-PART CODE. 61,945 GROUPS. ? | ? (ecA)  (?-1941-CUR- ' 1941 PERS Z S| SOLVED D 16, REPORT (8% READABLE) -
INTERSPERSED CLEAR TEXT. I . RENT) ' 2 sIM 2, P & |
: ; T 1592 |
By ] : ! ‘
EGYPT 1 [DIPLOMATIC? TWO ?5-FIGURE ?-FART CODES, VALUES IN FRENCH. ? ? *® r-7 . 7 SIM ? tF 1518 (UNIDENTIF1ED) o=
ENC I PHERED. I ! } ,
I
ETHIOPIA | [DIPLOMATIC 5-FIGURE 1-PART CODE. VALUES IN FRENCH. ? !"AETH.I" (ETA) i(?-cunnzm) ? 7 ,chgviaso o T 1261 (ALMOST COMPLETELY READABLE.) ==
i LE HAN
] ' |
1
ETHIOPIA 2 [DIPLOMATIC ! DOUBLE TRANSPOSITION ? ) ? (€18)  '(2-1944-cup- | ? OKH " NO SUCCESS 157 - (CURRENTLY BEING ATTACKED; --
v RENT) : NOT YET BROKEN.)
i :
F INLAND 1 |DIFLOMATIC HAGELIN. (5-WHEEL AND G-WHEEL MACHINES.) ® ‘ ? rIA-I; (1942-CURRENT)  ? OKW NOT READ BY 131 P7 (SOLVED IN 1943, FIA=1 STILY _—
AND MILITARY | Fia-2)! ? FA OKw. READ | gh P é BEING READ; FlA-2 NOT READ-
ATTACHE I OCCASIONALLY | 1.25 P ABLE, SINCE TABLES CHANGED,

CHART NO. 1-¢2
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LEARNED FROM TICOM SOURCE
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY NAME __OF SYSTEM | DATES WHEN TICOM _[STATUS OF THE 575
SERVICE DESCRIPTION OF SYSTEM COUNTRY B OF ATTACKED | RESULTS |REFERENGE AT ASA
ORIGIN . OF ORIGN| AXIS | USA |  ySE  'AND BY WHOM ; =
FRANCE - - 1 [{DIPLOMATIC) CIPHER MACHINE, HAGELIN M-209. (& WHEELS, VARI- | (M-209) ? (FREMCH |[DURING SaN 1983 Onw PROBABLY READ (1 58 P 3 (READ Fﬂtnr.l-; HAGEL IX DURING --
VICHY, FREE BLE PINS, VARIABLE LUGS, NO SLIDE, MAXIMUM KICK w-209) FRANCISCO CON- 1136 P72 SAN FRAMCISCO COMFERENCE.)
FRANCE OF 27 OVERLAPPED.) FERENCE, 1945 i
FRANCE 2 DIPLDIIATIc" =LETTER 1-PART COCE, APPROXIMATELY 2,200 * 9 k] |1-19w-1 | 1948 PERS 7 S ? D 5% P 12 {UNIDENTIFIED) -=
FRANCE=~ 3 [PIPLOMATIC h-LETTER 2-PART CODC. PC 183 - |6 varia [({rRG) {1937-CURRENT) 19b4 SID % RECON- T 152) (RECOVERED AT ASA IN 1952,) -
VICHY, FREE P 1-352; PRIOR TO 1941 UCTED BY 7 égﬁ
FRANCE F PERS 7 S ITALIANS, COM-(T 3251
PROMISED BY o RbTP 12
ITALIANS AND
GERMANS, READ-
ABLE BUT, NOT
WORKED ON BY
PERS 1 S DUE
TO LACK OF
PERSONNEL .
FRANCE & DIPLOMATICY Y-LETTER 2-PART COOE. '\ww OR VCVC. (SIMILaR L4 F.B. 1, * t-1 ?PERS 2 5 RECOVERED 53% | T 20 2 (oW ) -
10 FRG.) vOL. ; Sggs
FRANCE 5 [DIPLOMATIC 4-LETTER aqur-_cuoc. ? 1 1 7-1937-7 T oKW gg;;tm:n T 898 {UNKNOWN ) -
FRANCE 6 Pmcmnc b-LETTER 1-PAMJCM, APPROXIMATELY 2d, 900 VESTA 1 (rer) 19%1-(1984) AFTER 19&1 RECOYERED 15-1 D 5 P 12 (BEGAN WORK 198M. COMPRO- .=
GROUPS. {UNENCIPHERED) . PERS 7 § T 3256 msm CODE. READ. SCANT -
+ | MATEREAL,
| e
FRANCE 7 [©IPLOMATICY hLbﬁrégn : =FIGURE 1-PART CODE, NOT STRICTLY T * k] 1-1 * PERS 7 S |RECOVERED Lpg | T 209 (uuwzmrlto] -
ALPHABET!
FRANCE S pirLoMaTIC 5-FIGURE 2-PART CODE. T F 21 ] 1920 T GERMANS WORKED ON. T ;G . {UNIDENTIFIED) .
. . KNEW SYSTEM, | T 3? 9
rnmc.:-- 9 DIPLOMATICY ~FIGURE 2-PART CODE ENCIPHERED BY SmmI.c TRANS~ *1918 TrPg £ * 1-1939-1 1 oKW COMPROMISED | T 1728 {UNIDENTIFIED) - -
FREE FRANCE : ITION KEY TAXEN FROM THE ENCODE. KEY VARIES | C - ;
FROM 12 TO 29 LETTERS, NOWE DIVISIBLE BY 5. E
FRANCE 1 DIPLOMATIC S-FIGURE 2-PART CODE. * ez 1 1.1 * GERMANS' RECONSTRUCTED | T 3152 {UNINOWN) 4 -
FRANCE 11 DIPLOMATICY 5-FIGURE 2-PART CODE. 1 R A, t t-1 ? PERS 2 S | PARTIALLY T 3988 {UNI0N0WN) -
- GEGEN= - RECONSTRUCTED
2 COOE
FRANCE== 12 DIPLOMATIC? ~FIGURE T-PART CODE, ENCIPHERED BY TRANSPOSI- k4 ? ? 7-1941-7 1951 Oxw ﬁd_sms&. ts8 P 6 (UNIDENTIFIED) -
FREL FRANCE 10N, PERS.Z S
FRANCE== 13 [(DIPLOMATIC k-FIGURE 2-PART CODE. "u»zucw;r'sizn PC FAF) hl-l. ] ? GERMANS tvtt:r;wtm:nr 1| T 3246 ‘ (BROKEN Wi TH HELP FROM GCCS, .-
(ViCHY}) Ao AR w ( ) a4 gfn..,w; { L s COMPROMI S < T ;g S§% RECOVERED, 99% READABLE. )
\ - ’ '
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RESULTS OF EU ROPEAN AXIS GRYPTANALYSIS
LEARNED FROM TICOM SOURCE .
{WITH ANNOTATIONS FROM ARMY SECURITY -AGENCY SOURCES IN PARENTHESES) . : .
OUNTRY . LNEME_OF GYSTEM | DATES WHEN TICOM -GIATUS O
OF SERVICE DESCRIPTION OF SYSTEM 2 UNTRY : OF ATTACK RESULTS REFERENCE AT ASA -

ORIGIN 5 oF Ohcn, axis | usaA [ GoE  IadD &Y i : .
FRANCE 14 (DIPLOMATIC R-FIGURE 2-PART CODE. L Wi 5 R J r-1 T GERMANS eaom' gs; nc- T 3149 (LAt ) i --
FRANGE 15 m—Pg:mna N-FIGURE 2-PART CODE. ‘ . ? L) A | 1-19779-1 T oKW ggc’ozcm&??: T 929 {UNIceTWN) -

. ' X
FRANCE 16 [BIPLOMATIC B=FIGURE 2-PART CODE. + W71 BER- | - T 1.1’ 7 GERMANS ABOUT 63% T 347 {uniown) ==
%3 LiN 1 a- RECOVERED -
L~ 3 =
FRANCE 17 [DIPLOMATIC N-FIGURE 2-PART CODL. T o was 1. t -1 ? GERMANS m rcst- T A8 { Lt ) .-
FRANCE 18 [DrPLOMATIC M-FIGURE 2-PART CODE. 1 FC ] ?-1 ¥ GERMANS ’ nubl.' _’— T 2536 {uceo) -
FRANCE 19 [0IPLoMATIC B-FIGURE 2-PART CODE. PERMAPS USED IN THE NCAR T E -‘qh VARIA ’ r-1 T GERMANS Aaournéu RE: T 3155 {UNRNOWN ) -
: - EAST. . - [1- covE
FRANCE 28 [DIPLOMATIC B-FIGURE 2~PART CODE. 1 11 NAM. t ?-1 1941 PERS 7-S | RECOVERED 258 |T ;fi? {unicncnm } -
OSTEM : D 2 -
FRAMCE== 21 DIPLOMATIC  |V-FIGURE 2-PART CODC. (ENCIPHERED WITH QUNMING (z &) 12 FERN=-_| (FAJ) (1981)-1943 1983 PERS 2 S | RECOVERLD 208 | T {BOOK COMPROMISED 1942, ) --
{vicHY) : ADDITIVE. 057 <] [ F]
FRANCE 22 DIPLOMATIC?  (A-FIGURE 2-ParT cooe. t rze 1A * ?-7 ? Giow gsﬁmmu:rw T B8 § Lmioatnsy ) 2=
FRANCE 23 ((o1 c ~ o] 1 PHE Ah- (CURRENT ) 195k St0 PROBABLY WOT | T 1522 (00T BOOK COMPROMISED 1947. -~
e Bomonncl hoiom (oo g Gotmemeneg, (o | 1 o) |owmon) shan o e ol
ADD| TIVES BROKEN. ALMOST
ALL TRAFFIC COMPLETELY READ.)
FRANCE 24 PIPLtraTIC R-FIGURE 2-PART CODE, (UMENDIPHIRED). (PC 15K} "7 (Fag) (1981-1982) | ¢ GEAMANS %’c‘msmmm ; :ZI, ;m;gg’ LP OF GLCS. .-
: o
g
T 1
FRANCE 29 DIFLCMATIC 4-FIGURE 2-PART CODE, {UNENCIPHIRED]. (PC 152} | 1% BERL (] {rh'cA) {194 1-194k4) T GEAMANS RECOVERED 508 | T 3235 é%%émnmsd&kg) -
FRANCE 26 pIfLoaTIC h-FIGURE 2-PART CODE. ] t * t-1 TPERS 1 S RECOVERED 12% (T 3181 (L TR -=
FRANCE 27 PIPLOMATIC b~FIGURE 2-PART CODE. b 4 1 1=588 ?-1 T PERS 7 S RECOVERED SHE | T 30 [ UNXNOWN ) g
FRAMCE 25 prALoMATIC k- IGURE 2-PapT ccm: 4 ? ? F-1 ? GERMANS COMPROM | SID T 28%1° {WNIDENTIFIED) ==
FRANCE 29 PIPLOMATICY  [W-FIGURE 2-PART COOE. * 15 VARIA * T -1 1 GEPMANS RECOVERED 358 T 3236 {UNKHOWN ) =
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RESULTSAOF EUROPEAN AXIS CRYPTANALYSIS

EARNED

FROM TICOM SOURCES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES |IN PARENTHESES)
COUNTRY AME OF SYSTEM_J DATES | WHEN TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM AXIS S A OF ATTACKED | RESULTS |REFERENCE AT ASA EMARKS
ORIGIN OF ORIG Us.A USE AND BY WHOM k -
FRANCE 33|DIPLOMATIC L-FIGURE 2-PART CODE. UNENCIPHERED. DIGITS IN |PC 156; ir 18 (FRH) 1945-(CURRENT): 1945 SID RECONSTRUCTED |T 733; T 7'&28 (COMPLETELY COMPROMISED BE- ==
INDICATOR ADD TO 13. TNU ! 75% BY SID. 17 ;; T 1588 | FORE CODE WAS USED.)
! READ. T 1571; T i528
T 1524 T !221
IF 1526 P A
FRANCE -~ 1[{DIPLOMATIC L-FIGURE 2-PART CODE. (NOW UNENCIPHERED. HAD PC 146 5 BERLIN | (FRL) (2-1941-CUR- ? SID COMPROMI SED T 139!9: T 29529 (87% COMPROMISED NOV. 1942. .-
FREE FRANCE BEEN ENCIPHERED FOR A SHORT TIME. 119815 5 RENT) ? PERS 7 S | 18¢% BY SID; | T I REMMNDER PROVIDED THROUGH
| VARIA 1= + CODE 7g$ RE- | T 325h; 71 ncon SOURCES SEPT. 1945.)
\ 1998 COVERE|
l PERS 7 S
FRANCE 32|DIPLOMATIC 4-FIGURE 2-PART CODE. ? |19 RN 4 -7 i ? GERMANS RECOVERED 35% | T 3245 (UNKNOWN) --
- i . "
FRANCE 33[o1PLOMATIC 4-FIGURE 2-PART CODE. L] : ? ? - 9-1938-1 ? PERS Z S |R:consmucr:o T 2218 (UNKNOWN) --
' |
| .
FRANCE 34 [DIPLOMATIC? 4-F1GURE 2-PART CODE. ? | 33 BERLIN| b4 ? -7 | ? PERS 2 S . RECOVERED 28% | T 2¢32 ( UNKNOWN ) -
FRANCE 35 |DIPLOMATIC? 4-FIGURE 2-PART CODE. ? F Y4 24 ? -7 ? PERS 2 S AgDUT: % RE- | T 2831 | ( UNKNOWN) -
COVER
FRANCE 36|D1PLOMATIC? 4-FIGURE 2-PART CODE. ? b4 ? ?-1934-? ? OKW PARTIALLY RE- | T 893 * { UNKNOWN ) -~
| CONSTRUCTED |
FRANCE 37(DIPLOMATIC?  U-FIGURE 2-PART CODE. ? 1 L e 1 OKkw ncgousmua:o T 892 { UNKNOWN) --
! 35
FRANCE 33 |DIPLOMATIC 4-FIGURE 2-PART CODE. ? 258 BER- ? ?-7 ' 2 PERS 2 S | APPROXIMATELY 1 965 T gﬂ& {UNKNOWN) .-
N 1- 1%% RECOVERED #21; 1 26
1195; 353 T sge2
! VARRA- 15 { .- ’
358 VARIA
‘€ 1-7199 ‘
FRANCE 39|DIPLOMATIC?  4-F(GURE 2-PART CODE. ? 1] ? -7 ? OKw RECOVERED 4g% [ T 853 {UNKNOWN) --
FRANCE 4O [DIPLOMATIC?  |4-FIGURE 2-PART CODE. ? 111 1-482 ? ?- ?  GERMANS nac‘o»«smuctco ; ztgg {UNKNOWN) --
. 3 2
FRANCE 41 [DIPLOMATIC? 4-FIGURE 2-PART CODE. ? ? ? ?-9 ? PERS 2 S ESRE;ALLY RE- | T 3999 { UNKNOWN) --
VERED
FRANCE 42 (DIPLOMATIC) 'h-FIGURE (2-PART) CCDE. UNENCIPHERED. DIGITS IN ? F2g (FRJ) (1945-CURRENT) | 1945 SI10 WORKED ON. T 1521 (IN PROCESS OF RECOVERY. --
5-FIGURE INDICATOR ADD TO 2@. FAIRLY READABLE.)
FRANCE 43 |0IPLOMATIC 4-FIGURE 2-PART CODE. ? | BERLIN 1 ?-1 | 2 PERS 2 S | ABOUT 75% RE- | ¥ 3&38; (UNKNOWN) --
. 13 1 VARIA COVERED T 315
1= T 2817
FRANCE L4 [DIPLOMATIC 4-FIGURE 2-PART CODE. 1 2 Bgsug L] *-9 ? GERMANS RECOVERED 75% | Y 2h8ﬁ (UNKNOWN) --
o T 315
VARIA 1- 3
FRANCE 45 |DIPLOMATIC? 4-FIGURE 2-PART CODE. 2 BERLIN ? ?-° ? PERS Z S | ABOUT 75% RE- ¥ 3157 (UNKNOWN) --
-1 COVERED T ix
VARIATY 1
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
AS~ LEARNED FROM TICOM SOURGE

(WITH ANNOTATIONS

FROM ARMY SECURITY .AGENCY SOURCES

IN PARENTHESES)

COUNTRY AME___OF SYSTEM DATES | WHEN TICOM [STATUS OF
F SERVICE DESCRIPTION OF SYSTEM COUNTRY| AXIS | us.A OF | ATTACKEgM RESULTS |REFERENCE| AT SA REMARKS
ORIGIN OF ORIGIN - A USE  'AND BY WH
FRANCE-- 46 |DIPLOMATIC 4-FIGURE 2-PART CODE. (UNENCIPHERED.) (PC 149) |FRANCIA | (FRO) 1-19;5-(cun- | ?- ITALIANS |COMPROMISED - [T 1584 (APPROXIMATELY 95% READABLE}S -
VICHY, FREE Fo149; .. [RENT 1935 GERMANS | 1928 BY ITAL- [T 3252 5-68% RECOVERED. TICOM
FRANCE 4 BERLIN 1ANS, 725 RE~| T 3255 ATERVAL ELIMINATES THE NEED
192 COVERED BY FOR FURTHER BOOKBREAKING.
. GERMANS .
I .
FRANCE--  MU7[(DIPLOMATIC) |A SET OF EIGHT 4-FIGURE (2-PART) CODES, UNENCI- ["PC" SERES F 2 7](PROBABLY ' ?-(SOME CUR- | PRIOR TO 1941 | READ, SOME T 32393 T 324@ (MAINLY COMPROMISED; SOME --
VICHY PHERED. ¢, 1 1 FAC RENT) PERS 2 S COMPROMISED, [T 3 T 3299 BREAKING DONE ON PORTIONS OF
|?, 16, | THROUGH SOME BROKEN. [T 3T FAG AND OTHERS.)
FAH, FMO, T 22
OR FAS) | 05 12
FRANCE-- 48 [DIPLOMATIC L-FIGURE 2-PART CODE. (ENCIPHERED.) PCN 9 19 AP (FAT) 1941-(1944) 1941 FA RECONSTRUCTED | T lﬂgg {COMPROMISED VICHY'S BOOK AND --
(VICHY, LATER ugg T 32 TABLES 1942. COMPROMISED
FREE FRANCE OUT OF 124 OF THE FREE FRENCH
TABLES. BUILT UP MANY OTHERS{
READ.
FRANCE-- 49 [(DIPLOMATIC) [CIFHER TABLES--DIGRAPHIC SUBSTITUTION OF NUMBERS (TABLES 111 19 AP FAT TAB- | (194¢-1943) 7 COMPROMI SED T 2k52 Egmmnszo 19%2. SEE ITEM -
(FREE FRANCE FOR LETTERS. (CHANGED CUARTERLY BUT REPEATED AND IV LES : .) "
FROM YEAR TO YEAR.
FRANCE--  S@|(DIFLOMATIC) [4-FIGURE (2-PART) CODE WITH LETTER DIGRAPHIC SUB- |(PCN-9) k4 irn? OR [ (FAUs 1941- . T PERS’Z S | COMPROMISED | Eﬁ P19 (IF FAU, WORK STARTED 1942, --
(VICHY, LATER STITUTION WITH LIMITATIONS OF 1¢ LETTERS. TABLES FAU? 1944) SOME MATERIAL.| D P13 THEN coquomsgg, READ. IF
FREE FRANCE?) OF 178 DIGRAPHS CHANGED GUARTERLY. SAME TABLE (FAT: 1943~ PROBABLY READ ; T 3532 FAT, SEE ITEM 83.) -
USED ON DIFFERENT DATES IN SUCCESSIVE MONTHS OF 1945) AFTER 1941. ;
CUARTER. [DIGRAPHS TAKEN GUARTERLY. SEVERAL OF
THIS TYPE. .
FRANCE-= 51 |DIFLOMATIC b-FIGURE 2-PART CODE. ENCIFHERED--SOME BY TABLES 1 ? FAM, FAN,| 7-194g-? 194 SIM HAD COMPRO- tF 1522 P 2 | (COMPROMISED MOST CODES AND -
VICHY, FREE MANY OF THIS TYPE. FAOQ, FAP, MISED COPY OF TABLES 1942. SOME BREAKING
FRANCE FAL. FMH, ONE CODE AND DONE ON FAU AND TABLES OF
DR FAU) ONE 1=-TIME FMH. )
ENCIPHERING
TABLE.
FRANCE 52 [DIFLOMATIC 4-FIGURE 2-PART CODE. Pc 28 ? ? 2-1925-1 1929 PERS 2 S | PARTIALLY RE- | T 2156 (UNKNOWN) -~
CONSTRUCTED
FRANCE 53 [DIFLOMATIC 4-FIGURE 2-PART CODE. (Pc 155) [16-1-368¢ ((FAD) 2-1948-(1944) | 7 GERMANS APPROXIMATELY | T 32 a (ASA HAS couPRomsEo COPY, --
? ITALIANS 72; RECOVERED | T 32 READ FROM 1942-1944.)
GERMANS ANDI T 32
ITALELANS, T 32
T
T2
FRANCE 54 IDIFLOMATIC? 4-FIGURE 2-PART CODE. . ? F 36 ? 1938 - ? ? oKW ﬁ:;ousmucr:o T 8719 { UNKNOWN} e
S
FRANCE 55 {DIFLOMATIC? 4-FIGURE 2-PART CODE. 1 F k9 ? ?-1931-¢ 7 oKW gﬁ;ous'mucvco T 881 (UNKNOWN) ==
FRANCE 56 [DIPLOMATIC®?  (4-FIGURE 2-PART CODE. ? F 58 ? ?-1931-7 7 OKW ;ggousmucrco T 88¢ (UNKNOWN) =
FRANCE 67 DIFLOMATIC? 4-FIGURE 2-PART CODE. USED BETWEEN PARIS AND ? 1 ? 1-193¢-1937-?| ? PERS 2 S | PARTIALLY READ T 2036 (UNKNOWN ) -
BEIRUT AND ADDIS-ABBABA. s
2 !
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(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY | ME__ _QF SYSTEMﬁ_I DATES | WHEN T TICOM ISTATUS OF THE SYSTEM
OF i SERVICE DESCRIPTION OF SYSTEM OUNTRY AXIS 5 A OF AT TACKE [ RESULTS |REFERENCE AT ASA REMARXS
ORIGIN | | us. GBE  ARD B CwioM
FRANCE-- 53| DIPLOMATIC A-FIGURE 2-PART CODE. SOMCTIMCS CNCIPHCRLD WITH |PC 150 r (rea; '?utl-;h:{-ctrp- " gl 51D PEAC BY FERS | IF 1526 P & {TRAFFIC PEADABLE FPOM 1982, .-
VICHY, FECE OAILY CHANGING PEPEATING 5-DIGIT ADDITIVE. Fra-3) BENT )™ PRIOR 10 198 | 7 5. SID PEap | 22°F 19 BOOKBREAKING CONTINUED UNTIL
FRANCE {UMENCIPHERLD UNTIL JUNE 19&&.) FERS 2 & FREC FRENCH 1 72 é t T%k\ SEPT, mhg WHEN | TAL AN COM-
¥ TRAFFIC 19%k- | 1 1606; CIPROMISED CODE WAS RLCEIVED.
1945, M- 1 lﬁ 3 7 7 i-.‘ CUPRENT FORMS BEING PEAD.)
PROMISED DEC. | 1 ea LIk F
o 1okl T
i I
FRANCE 59| DIPLOMATIC L-FIGUPE 1-P#PT CODE, NOT STRICTLY ALPHASETIC, ? EE (;AHLEN * 7.7 T GEPMANS | IPECO\'EPED 9% |1 359 {uNRNOWN ) =
ot
FRANCE -~ 68| DI PLONATIC B-FIGURE 1-PART CODE, NOY STRICTLY ALPHASCINC. Pe 12 7 1 T-1927-1 .7 o COMPROMISCD T 1723 (UNRNDWN) s
TROIL FRANCE X
FRANCE 61/ DIPLOMATIC U-FIGURE 1-PART COOL, WOT STRICTLY ALPHABETIC. b * 1 7-19177-7 T e o RLCOVEFED S¢%¢ [ T 1826 (UNKNOWN ) .
FRANCE A2| DIPLOMATIC 4-FIGURC 1-PART CODE, MOT STRICTLY ALPMABETIC. P |"eeee ] ?-12377-1 T oowe RECOVERED 5% | T |§’ {UNRROWN ) ==
LESS THAN i,38 GROUPS, LERE" | 11528
-
FRANCT 2| DIFLIMATIC B~FIGUAEL 1-PART (NDE, NOT STRICTLY ALPHABETIC. L4 b 4 b4 1-1927-1 T o PECOVERED 588, T 1539 "L UNK NG ) =%
"SMALL CODE." ; :
FRANCE E6|DIPLOMATIC §-FIGURE §-PART (QOE, AEPAGINAIED. LESS THAN 1 1 7 T-1937%-7 [ * Orw ' precastrucTen | 1 1329 (UNKNOWN ) -
2,008 CROUPS. -
FRANCE E£S|DIPLOMATICY | L-FIGURE |-PART CQDL, REPAGINATED. "SUBSTITUTION 1 A L] 1-1939-7 ¥ FLES 2 S t o5LP7 (UNKNOWN ) ==
ENCIPHEFMENT BY HSLE a." i
FRANCE--  G6|DIFLOMATIC 4-FIGURE 1-PARY CODE. 1 ? ? 7-19:7-1 ? omw COMFROM | SEC 11721 {UNIDENTIFIED) -
(FREE FRANCE}
FRANCE -~ T|DHPLOMATIC Y<F IGURE 1-PART CODE. ‘ * ? t T-19Lg-1 7 Oxw COMPROMISED T e (UNKNCWN ) --
{FREE rpmcc)
FRANCE 62|D1PLOMATIC? U~F |GURL 1-FART CODC. H.D. 2 |7 * H) Y-t T DHw PARTIALLY RE- | T 2L0L (WWIDENTIFIED) --
) CONSTRLC TED
FRANCE == €9 [DIPLOMATIC N-FIGURE 1-PART COOC. * * * *-1939-7 i P GEOMANS | RCAD T 2hs4 ({0 ==
VICHY
FRANCE 70 DIPLOMATICT  |B-FIGURE 7-PART CODE. USED TO TRANSMIT ENGLISH ? 8 t ? - ek T PLRS 2 & * DSYP2 (UNRNOWN ) i =&
TEXT. )
FRANCE 71 (DIPLCMATIC? L-FIGUSE T-PART CODE. “SUSPECTED THAT 1T COM- ? 1 * T 19407 \ 19hE PLRE 7 S| MOT RCAD BY D5b P (WNIDENTIFIED) =
BINES AN ADDITIVE AND & 5UBSTITUTIDN PROCESS." : { !;gasgiz' S FRICR
194}
T G L e i el e s _ 1
FRANCE 72[019LATICT  |W-FIGURE $-PART CODE. ENCIPMERED BY A IRE-PLACC | 1 | ag T T -] serghier- -PRIOR TO 1982 |. K 1957 _S0u~ | p Sk P 19 {UNIOCNTIFIED) .-
LETTER SUBSTITUTION TABLES. = Fi, PERS 25 | TION BY FA' SR - - e e
. : USING CAPTURED
) TABLES .
¥ . & .4
: t.
. ¢ - = _ RN EB: "z _
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RESULTS OFEA%%§O§E9§ Tﬁ?éalﬂs SQ&EPTANALYSB
(WITH ANNOTATIONS FROM: ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY _NAME OF SYSTEM DATES TICOM [STATUS OF TH
OF SERVICE DESCRIPTION OF SYSTEM OUNTRY| AXIS us A OF A TAG B RESULTS |REFERENCE "AT ASA
ORIGIN . . i ORIGIN ; USE .
FRANCE 13 |DIPLOMATIC? b-FIGURE T-PART CCDE. + FU 5, ? t-1 ? PERS 7 57 |NO BOOKBREAK- | T 316 T 1t§ {UNIDENTIFIED) -
" ' : FU &, o ING DONE . T gwu T aﬂa
U3 . T 3152
- ru .
Fu 1
|FRancE 75 [DIPLOMATIC "CODE FORCIGN OFFICE OR WANOI MESSAGES." 1 1 L] T-194¢-1 19kg  SIM READ IF 1523 (UNIDENTIFIED) --
FRANCE 11 “76 |[DIPLOMATIC?  |ADDITIVE ENCIPHERMENT SYSTEM. kooE 1919 1 1 1-1939-7 1 oKW C%;RCFISCD T 162k ' (UNIDENTIFIED) -
TYPE 2 2 1
FhaNCE 76 [DIPLOMATICY "CIPHER TABLES #1k." TRIGRAPHI.C SUBSTITUT|ON. D5-B 614 1 ? T-154g-1 T OKw COMPROM I SED T 918 { UNKNOWN } - %
FRANCE 77 [DIPLOMATIC, 4-FIQURE ?-PART CODE. INDICATOR 66666, USED BE- * F CONS 1 -1 1 ITALIANS 1 T 1521 (UNKNOWN } -
COMSULAR TWEEN PARIS AND DUBLIN. DUBLWE
FRANCE 78 [p1PLOMATIC, §-FIGURE 2-PART CODE. ALWAYS ENCIPHERED BY SIM- RD 12 1 : 1918 - ¢ ?? COMPROMISED [T 3537 (UNXNOwN ) -
CONSULAR, PLE DIGIT FOR DIGIT SUBSTITUTION. - 1954
COLONTAL
rrance 79 |CONSULAR R-FIGURE T-PA-RT CODE. 1 1 ? ?-164g-17 T OKw z&gnau NOT [T 17¢R ( UNKNOWN ) -=
FRANCE 82 [coMMERC 1AL k-FIGURE 1-PART CODE, MOT STRICTLY ALPHABETIC. DICTION- 1 ? ?-1932-1 1 OKW C%HCHIS(D T 1681 {UNKNOWN ) - .
WiRE 1
CHIFFRE
| HAVAS
FRANCE 81 MILITARY ;Hmrcn 5-FIGURE ?-PART CODE. PERHAPS ENCI- 1 F 152 ’ 1939 - 1 1941 GERMANS * |1 3549 {UNKNOWN) o
ATTACHE ERED BY  TRANSPOSITION.
FRANCE 82 (MrLITARY ~FIGURL (2-PART) CODE. HAD (1) ENCIPHERMENTS. {CODE k] FVB; 1983-1955 7 oM PROBABLY NOT || 16€ PF T (Fve-2, rv8 5 BROKE -
ATTACHE) FVB-5 USES COLUMNAR TRANSPOSITION WITH NULL PIRE 19&3) FVB-5; 2L i . BROKEN mg-av " |y asa’in |9§ ;Eh mua
PATTERNS ON A KEY TAKEN FROM THE ENCODE.) AND IBLY OTHER cn:lmr NTS SOLVED.
SIBLY 1 P2 THREE OTHWERS IN PROCESS OF
FvB-2 OR SOLUTION. ONLY ONE 1S CUR-
Fve-3) RENT.
FRANCE 83 [(miL1 TARY 5-FIGURE 2-PART CODE. JOCAM) OR| 7 :ﬂ; or | 1941 - 2 ? oKW 1 158p2 (|r FNF, Baon:u AND READ. --
ATTACHE ) CODE E£M~ Fvat F FVB, SEE ITEM B2.)
PIiRE]
FRANCE 8 MILITARY 4-FIGURE 2-PART CODE ENCIPHCRED BY ONE-TIME TRaNS< 7 * 1 195 - 7 LI COMPROMISED | T 3553 (UNKNOWN) b
ATTACHE POSITION KEYS, 13-27 LETTERS IN LENGTH, TAKEN 100%
FROM THE ENCODL. KEYS ARE REVERSED BEFORL USED.
FOR USE 8Y FRANCO POLISH MILITAPY MISSION.
RANCE-- 85 {milhn;w‘ T 7 I3 IGURE 1-PART-CODE USING TRANSPOSITION ENCI- 2] T {FvD) 194F- {CURRENT)| T OKw BROKEN AND 131 P8 (BROKE 3 ENCIPHERMENTS. “E
(m:c FRANCE]™ |ATTACHE) PHERMENT. (SPECIAL PAGINATIONS ASSIGNED TO EACH . READ FvD-h |N SOLUBLE SYATE.
STATION. ONE GINERAL PAGINATION.) - - . FYD-5 BEING WORKED OM.)
FRANCE 86 MiLITARY ONE-TIME TRANSPOSITION KEYS OF VARYING LENGTHS. 1 ) * 9 - 1 ? oKW COMPROMISED | T 1753 (ko) e
ATTACHE USED BETWEEN FRANCE AND ROME. 1905
FRANCE 8 L:;lilé:gr g-u:ncn ENCIPHERING YABLES REPLACING THE SUDAMERI ;] T * 1935 -t oKW COMPROMISED T 1819 {UNKNOWN ) e
Al YS
I
1 '
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS

LEARNED

FROM TIC

(WITH ANNOTATIONS FROM ARMY _SECURITY AGENGY SOURCES IN PARENTHESES)
COUNTRY . _N__,E OF SYSTEM__J DATES | WHEN TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM COUNT AXIS US.A F . ATTACKED | RESULTS |REFERENCE AT ASA EMARKS
ORIGIN OF OR GN a1 USE AND BY WHOM
FRANCE jcon.omu. 1~PART CODE, 5 OR MORE LETTERS PER GROUP. ? i 1 ? f1-19z3-? l 2 » COMPROM | SED T 2453 " (UNKNOWN) .-
FRANCE-- COLONI| AL 5<LETTER 1-PART CODE. (1926 B) 2 (FaT) " 1926-(19k4) ? GERMANS PARTIALLY RE- | T 3t g i (COMPROMISED 1942 AFTER SOME (FBU BASIC
VICHY AND CONSTRUCTED T 1% | WORK WAS DONE. BOOK; FBT
FREE FRANCE AND 1£C% COM- ' EPAGINA-
PROMISED ; 1ON)
FRANCE 91| CCLONIAL ENCIPHERMENT TABLE FCR 1926 B. MX 2 ? ?-1 ? 7 | WORKED ON T 2U57 (UNKNOWN) KOASonuous
T NO EN-
C | PHERMENT.
) ON FBT)
I ¥
FRANCE 92| COLONIAL? 5-LETTER 1-PART CODE. b4 9 MARNE ? j =2 ! ?  GERMANS RECOVERED 2¢% | T 3248 ( UNKNOWN ) --
| 1
FRANCE 93| CoLONT AL $-LETTER ?-PART CODE, SOMETIMES ENCIPHERED. ? ? ? "o - gl 194% PERS 2 S | NOT READ PRIOR D 54 P 13 (UNIDENTIFIED) .-
. . TO 1941 FOR
i i LACK OF HELP
FRANCE 94( COLONIAL? §-FIGURE 2-PART CCDE ? F 3 ? ] L7 oKw cg;;nmns:o T 1672 { UNKNOWN ) ==
|1
FRANCE 95( COLONI AL z-rlGURC (1-PART) CODE. (APPROXIMATELY 8,2¢¢ (1943) F CCL 29 | (FNC) 2-1944- 1945 ? Si0 U KNEW INDICA- | T 1521 (CODE BOOK COMPROMISED 1945 --
ROUPS. SIMITATION ON FIRST DIGITS TO &, 1, OR ) + TORS AFTER SOME BOOK BREAKING HAS
2. FIRST UNENCIPHERED; LATER SOMETIMES ENCI- i DONE. ASA SOLVED ENCIPHER-
PHERED BY AODITIVE ON 18 X 1§ DAILY SGUARE WITH ! MENT.)
RANDOM COORD INATES. )
FRANCE 96| COLONIAL? 5-FIGURE 1-PART CODE. BOOK HAS 3 SETS OF TRI- * ? ? ?-1918¢2-¢ ?  OKW COMFROM| SED T 1802 { UNKNOWN ) -
GRAPHIC PAGE DESIGNATIONS FOR EACH PAGE, ALL AT . 19%%
THE SAME INTERVAL AND PROGRESSING BY ONES.
' |
FRANCE 97| COLONI AL 4-FIGURE 2-PART CODE. (NOW UNENCIPHERED. HAS (cooe v) |F coL g2¢ | (FnB) 2-1943-(CUR- , ? ITALIANS 1 T 1521 (COMPROMISED CODE BOOK. --
(NAVAL, MILI- 'HAD 2 MAJOR ENCIPHERMENTS.) RENT) i BROKE BOTH_ENCIPHERMENTS. |
TARY, DIPLO- : READ 190%.) :
MATIC ATTACHE) : i
|
FRANCE 98[coLoniaL B-FIGURE 1-PART CODE. SOME GROUPS SENT IN CLEAR. |GHIFFRE % ? ? -9 P ® COMFROM) SED T 1621 (UNKNOWN) --
FOR USE IN ALGERIA. SPELL GROUPS BEGIN WITH 51 |68 192%
OR 53 AND END WITH 52 OR 54.
FRANCE 99| COLONI AL RUNNING ADDITIVE ENCIPHERING SYSTEM FOR COLONIAL |C.M.A.N. ? ? ?-1941-9 ? @ TABLES 130% T 2456 { UNKHNOWN ) .-
1923 COOE. COMPROMI SED
FRANCE 183 | ARMY HAGELIN CIPHER MACHINE. (6 WHEELS, VARIABLE PINS|BC 38 8C 38 (BC 38)  [(19kU-CURRENT) :
VARIABLE LUGS, SLIDE, MAXIMUM KICK OF 27.)
FRANCE=-= 181 | (ARMY) CIPHER MACHINE EMPLOYING FRACTIONATION, SUBSTITU-[B-211 8-211 AND [(8-211 AND(ABOUT 1?38— APPROXIMATELY | ORIGINAL VER- [ | 168 P 6 (NOT READ) i -
FREE FRANCE TION, AND RECOMBINATION. (USED 5 X 5 SGUARE, [V=211 WITHMODIZIED | CURRENT 1941 OKH, OKW | SION READ. 1iNnFS
HAD & WHEELS AND 2 SETS OF PLUGST “4ODIFIED SURCHIF- B-211) MODIFIZD VER- |1 31 PP 1,
VERSION HAD 1@ WHEELS AND 4 SETS OF PLUGS.) FREUR SION NOT READ. D oF P 7
. . |
H
.
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RESULTS A  OF  EUROPEAN AXIS GCRYPTANALYSIS
AS LEARNED FROM TICOM SOURCES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY [NAME __OF__SYSTEM ] DATES ' WHEN TICOM |STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY | AXIS us. A OF ATTACKED | RESULTS |REFERENCE AT ASA
ORIGIN OF ORIGIN| bk USE  AND BY WHOM |
FRANCE == 102 (aRMY) CIPHTR MACHINE, HAGELIN TYPE. 5 WHEELS (FIXED c-36 L, €-36 (c-36) (APPROXIMATILY Qi OKH SOLVED AND 192P3 '(READ. CAN BE BROKEN BY STA-
FREE FRANCE LUGS, VARIABLE PINS.) 1 1935-CURRENT) 1942 Okw FREGUENTLY 1 168 P 6 TISTICAL METHODS.)
i 1939 SIM READ BY OKM IR
AND OKW. MAY |t Zg P5
HAVE BEEN READ | P2
, BY Sim, 1 45 PP 6-7
1 79 PP 2-3 |
H 1 78 PP 4,79
1 31 P
|r3|¢7 Z )
IF 1518
. Ir 1524
T 1658
T 1673
FRANCE 1C€3[MILITARY IMACHIND CIHERS. ? ? ? 1939- 194¢ ? SIM NOT READ IF 1522 (UNIDENTIFIED) o
FRANCE 164 aRMY lg-u:m:a ?-PART CODE ENCIPHERED BY DIAGONAL TRANS ? ? ? 1943-1945 , P OKH READ I 168 P 7 (UNIDENTIFIED) .=
OSITION BY MEAMS CF A NUMERICAL KLY DERIVED FROM
{A KEY WORD. KEY WORD CHANGED MONTALY, LATER : I
.t:vcnr TWO WEEKS. IN WEST AFRICA LETICR sua:nru-|
TION TABLES WERE INTRODUCLD WITH A MONTHLY CHANGL
FOR TAE INDIZATOR GROUPS. )
| | ) .,
FRANCE 18 | ARMY 5-LETTER ?-PART CODE. FIRST 2 AND LAST GROUPS | ” ? ? 1943-APPROXI- 7 OKH , READ 1158 P 1 (UNKNOWN) --
ARE 5-FIGURE. ENCIFHERED BY D1AGONAL TRANSPOS!- _MATELY 1945 : PP 12-1%
ITIONT USED IN EQUATORIAL AFRICA. | |
FRANCE 126 | ARMy -LETTER ?-PART COOL. ENCIPHERED BY SIMPLE TRANS ? ? ? T1943 - 2 7 OKH READ 1168 P 6 {UNKNOWN ) ek
POSITION, "1 DAILY KEY CHANGE."
¥ I
[ ! }
FRANCE 107 | ARMY L-LETTER 2-PART CODE, UNENCIPHERED. COULD BE M.C. ? ? | 1935-194g-2 ? OKkw ' COMPROMI SED T 1646 (UNKNOWN) --
USED AS A Y-FIGURE 1-PART CODZ ENCIPHCRED BY : 1698
"TABLES 3, 1€, AND 163." |
FRANCE 108 [ arMy ? L-LETTER ?-PART CODE. ? F 51 ? ? -1 ? GERMANS ? T 3615 (UNIDENTIFIED) -
1
I
FRANCE-= 109 |ARMY 3-LETTER 1-PART CODE. FIELD TYPE. 1 ? ) 1942-1943 {9 GERMANS READ BY GER- | IF 1517 P (UNKNOWN ) --
FREE FRANCE I 2 sim MANS AND SIM. | IF 1523 P
PROBABLY FIRST|
BROKEN BY GER-
MANS.
|
FRANCE 115 | { ARMY ) ~LETTER 1-PART CODE, THE MIDDLT LETTER BEING ONE k4 ? ? 1941 - 7 ' ? OKH READ. I 178 PP 2-3 | (UNKNOWN) --
'OF THEC 5 VOWELS. SEVERAL ENCIPHERMENTS WERE USED ;
|LAYER THE ENCIPHER KEY CHANGED MORE FREGUENTLY. '
FRANCE 111 |ARMY -LETTER 1-PART SMALL CODE. KEY CHANGED EVERY ? : ? ? 1942~ 1944 i ? OKM READ | 168 PP 6, 8| (UNKNOWN) --
WEEKS. i !
FRANCE 112 |ARMY -LETTER 1-PART SMALL CODE. IDENTICAL IN CON- ? ? ? APPROXIMATELY | 2 OKH READ 1 1568 PP 6, 8| (UNKNOWN) -~
TRUCTION 7O I1TEM 111, SUT VOCABULARY MORE ADAPT- 1943-1944 I
ABLE TO WIRELESS TRAFFIC. KEY CHANGED EVERY 2
WEEKS. H
1
FRANCE 113 [ARMY, AIR, MIXED 3-LETTER, U-FIGURE, AND 3-FIGURE 2-PART | GaM.A, ? ? 942 - ¢ ?? COMPROMISED | T 1798 (UNKNOWN) -
NAVY CODE. “EMERGENCY CODEBOOK FOR USE IN NORTH AFRICA. 190%
\BOOK DIVIDED INTO SECTIONS FOR THE USE OF THE
\THREE SERVICES. L
I
.
! !
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(

{WITH ANNOTAT!ONS FROM ARMY SEGURITY AGENCY SOUROES IN PARENTHESES)
R e Y = - . r—
COUNTRY [ NAME __OF . SYSTEM | DATES WHEN TICOM [ﬁAmrH
F SERVICE DESCRIPTION OF SYSTEM COUNTRY'_ AX OF ATTAGKE8M RESULTS [REFERENCE AT ASA MARKS
ORIGIN - OF ORIGIN, AXIS | US.A USE  AND BY i
FRANCE-- 115 ARMY ~FIGURE 2-PART CODES wiTH ASOUT 50,903 ? ? ® T-9 1 SiM READ AFTER IF 1222 P 1, (UNIDENTIFIED} el
VICHY wwzs VARIOUS SYSTEMS OF ENCIPMERMENTS USED. . BEING DEPOS- NDIX A
USED BETWESN FRANCE AND COLOMIAL ARMIES. ITED Wt TH |
! ' ARMISTICE COM-
i 1 MISS10N |
Ll .
I
FRANCE 115 (army) 8-FIGURE 2-PART CODE. B 1 ? 1943 - ¢ T OR4 gtngnbtsu AND 1178 P & (UNIDENTIFIED) -
FRANCE 115 (ammMy) (5-FIGURE 1=PART CODL. LAFER REPAGINATED. SYSTEME ] - 1923 - ¢ 7 0w COMPROM| SED T 16 (ccummlsm BOUK l92 b
: %nm:m:nrs IN USE SIMUL TANEOUSLY. ) 3 CRYPTD- %23 1995 7 1"3% ogsﬂ NO TR ns WORK
|cﬂAPH|cu£ T £.)
| , T 1827
I 55 '
1
FRANCE 117 MILITARY TRANSPOSITION KEYS FOR SYSTEM 1923. I1933 V] F 1k57; ! - 194g - 7 1958 GERMANS  COMPROMISED | T 3613 {CODE BQOK COMPROMISED. SEE -
I | F 13?1' | - 155% ITEM 118.)
FRANCE 119 ammy 5-FIGURE T-PART CODES. USED IN FRANCE, NORTH | ? ? ? 7-1943-15452 7 OKH NOT READ BY, |1 168 P 7 {UNIDENTIFIED) --
1 AFRICA, WEST AFRICA, AND ECUATORIAL AFRICA. [ FEBRUARY 1945
FRANCE== 119 ARMY YU-FIGURE 5-FIGURE CODE SENT IN 5-FIGURE GROUPS, k4 ? ) 7.7 7 SIM NOT READ tr 1522 P2 (UNIDENTIFIED) L
FREE FRANCE ENCIPHERER BY ADDITIVE SYSTEM. j ; )
FRANCE™ 1ae! amvy B-FIGURE 2-PART CODE. SHOAT CODE. SOMETIVES €00C ? . ?-1 Y17 Okw COMPROMISED | T* 1649 {UNKNOWN} -
CNCIPHERED BY DIGRAPHIC LETTER SUBSTITUTION, ﬁslrgnc 1208 i
. 1 .
[}
| - |
FRANCE 121 ApMyY 4-FIGURE 2-FART FIELD CODE. ENCIPHERED BY A 1) 1 F 1 o ? 1937-1939 1937 oKW SOLVED AND 3 P 6 I ( UNKNOWN) =
. DIGIT REFEATING 2DDITIVE. [INDICATOR WAS 55555. RA : READ. ENCI- gg :
. PHERING TABLEY T 3684 | i
COMPROM| SED
1208, f
I
FRANCE 122 ARMy k-FIGURE 2-PART CODE. APPROXIMATELY &,¢dD SERIE 67 ? Yo 2-1920-7 T Okw COMPROMISED | T !R; (UNKNOWN ) =
GROUPS. ENCIPHERED BY DIGRAPHIC LETTER SUBST!- 1708 T '
I TUTION. : i
i - | ' i
FRANCE 123" aRvy 4-FIGURE 2-PART CODL. AFPROAIMATELY 55,88 CONCOR ? l ? -9 ? Onw COMPROMISED | T 179% {UNKNOWN ) i =5
s GROUPS. DIGRAPYIC LETIER SUBSTITUTION. SIMILAR DANCE WO, i -
| 10 1TE% 122. 3 1 5
1 .
FRANCE 12l ARMy L-FIGURE ¢-PART CODE. 'CODE ? ? t-1 T oKW clgznuuszo | T 1666 {UNKNOWN) -
ICHIFFRE .
SERIE 68 .
1
. ' 4
FRAMCE 125 ARSMY k-FIGURE 2-PART CODE. ENCIPHERED BY LETTER SuB- SERIE 69 * 7 ?- 1 Onw lcmnmlszo T 1636 {unxnown) -
STITUTION WiTH VARIANTS. NO GROUP BEGINS WITH &, Iﬂ‘
2 I
FRANCE 126 ARMY? L-FIGURE 2-PART CODE. SERIE 71 ? ? 2-194%-7 7 OKW || :t:?g:vcgé- T8N {UNKNOWN ) . ==
! COVERED !
: i
FRANCE 127 ARMY L-FIGURE 2-F4RT CODE, USED BETWEEN NORTH AFRICA  ATMY] ? 1 1943~ 1945 19%4 oKy | RECOVERED o 168 PP 1, (LNKNDWN ) -
ap (OASICA, PLVERSED 4TH GROUP SUBTRACTED FROM READ 18-19
THE 38D CPOUP ALWAYS GAVE SAME DIFFERENCE FOR ALL | ' !
I WESSAGES.
L)
i
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RESULTS  OF EUROPEAN AXIS CRYPTANALYSIS
AS LEARNED FROM TIC

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY : AME OF SYSTEM | DATES WHEN TICOM [STATUS OF THE SYSTEM
OF *SERVICE DESCRIPTION OF SYSTEM COUNTRY]| AXIS US. A ! F ATTACKED | RESULTS |REFERENCE AT ASA
ORIGIN OF ORIGIN 1 USE AND BY WHOM o,
FRANCE 128) ARMY 4-FIGURE 2-PART CODE, ALWAYS ENCIPHERED. AFR ’ ? ?-1942-7 T GERMANS ﬁ%;noms:o T 3683 {UNKNOWN) ==
FRANCE 129| APMY Y-FIGURE ?-PART CODE WITH SHORT REPEATING AODI- ? ] ? 19441945 ? OKH CAPTURED AND |1 168 PP 7, 19 (UNKNOWN) --
TIVE, WHICH MAY HAVE CHANGED WEEKLY. GROUP 1 WAS READ
MESSAGE NUMBER; GROUP 2 GAVE NUMBER OF GROUPS;
AND THE LAST GROUP WAS THE INDICATOR GROUP.
FRANCE 13@) ARMY 4-FIGURE ?-PART CODE WITH SHORT REPEATING ADDI- ? 1 ? i 19441945 ? OKH READ 1 168 PP 7, 19 (UNKNOWN) --
TIVE. USED IN TRANSPORT NETWORKS IN NORTH AFRICA
EXTERNAL CHARACTERISTICS SAME AS THOSE OF ITEM !
129. TRANSMITTED (N 3-FIGURE GROUPS. |
FRANCE 131] ARMY U=~F IGURE P-PART CODE CONSTRUCTED BY A CODE "TABLE ? * ? 1944-19%5 ;P OKn READ 1 168 PP &, 81 (UNKNOWN) —
IN WHICH RANDOM 2-DIGIT COORDINATES FORMED THE i ;
L-F1GURE GROUPS. ENCIPHERED BY DAILY CHANGING !
FIGURE SUBSTITUTION TABLES IN MONTHLY CYCLES. :
FRANCE 132| ARMY 4-FIGURE ?-PART CODE ENCIPHERED BY "ORDINARY" ? F 9% ? ? - 1947 1937 oKW SOLVED AND T ;gn ( UNKNOWN ) -
TRANSPOSI TION. ' READ 156 P 6
| 1o P 2
FRANCE--  133] ARMY (4-FIGURE 1-PART CODE NOT STRICTLY ALPHABETIC {(GaMMA?) ? (FRE 4) I(®-19k2-CUR- | T GERMANS NOT READ T 312 (CODE BOOK ABOUT 8f% RE- --
FREE FRANCE ENCIPHERED BY SUBSTITUTION OF A TRIGRAPH FOR THE | RENT) : COVERED BY GCCS AIDED BY ASA.
INITIAL DIGRAPH. SUPERENCIPHERED BY TRANSPOS!- [ ENC | PHERMENT SYSTEM ALMOST
TION KEY TAKEN FROM THE MAGAZINE "FRANCE LIBRE", COMPLETELY COMPROMISED BY
vOL. 1V, #23.) S-FIGURE INDICATOR REPEATED AT | GCCS. READ AT ASA SINCE
THE BEGINNING IN REVERSED ORDER. ! 1944.) .
FRANCE 134 ARMY L-FIGURE 1-PART CODE TRANSMITTED IN 5-FIGURE AT™ ? ? BEFORE 1939-7 ? GERMANS COMPROMI SED T 3551 {UNKNOWN ) ==
GROUPS. WAS ORIGINALLY A 3-LETTER 2-PART CODE. 192% T 3528
+ ENC IPHERMENT BY 18-DIGIT REPEATING ADDITIVE CON- ) P8
lsmucmo FROM THE DATE. I .
FRANCE 135 | ARMY L-FIGURE 1-PART CODE, REPAGINATED. VARIOUS EN- |G.N.1; ? ? 1927-194g-2 ? OKw . COMPROMISED T ?gln (UNKNOWN ) ==
CIPHERMENTS USED, SOMETIMES ONE-TIME TRANSPOSI- [G.C.1; 195% T 3
TION KEYS, SOMETIMES A REPEATING ADDITIVE. GoF. 13 ¥ lg 5
G.R.1;
i CODE B.LC T 354
CODE B.J; T 354
G.l.1: T 3552
REPERTOIRE T g"
1927 T 17151
T 1755
FRANCE--  136] ARMY? 4-FIGURE 1-PART CODE, NOT STRICTLY ALPHABETIC. CARNET DE ki ? 1941 - 2 PP oKW COMPROMI SED T 1647 (UNKNOWN) #07 g&vg'j
VICHY ENCIPHERED BY ADDITIVE TAKEN FROM A TABLE. CHIFFRE- | : 192% ?cé c('”_
VENT TP.Ls : MISSION,
FRANCE 137 | ARMY U-FIGURE 1-PART CODE, NOT STRICTLY ALPHABETIC. SERIE M ? ? 2-194g-2 ? oKW COMPROMI SED T g (UNKNOWN) kov TURNED,
VARIANTS USED ON MOST FREGUENT GROUPS. 2-DIGIT 190% T Z 2 VER TO
DIFFERENTIAL FOR GROUPS REPRESENTING PLAIN TEXT T RMANS OR|
DIGITS. CODE TO BE USED ONLY WITH ENC|PHERMENT-- T gg I TAL1ANS
LETTER OR FIGURE. TRANSPOSITION ONE-TIME KEY T 16 AT ARMIS-
USED. . : TICE.
FRANCE 139 AfMY-COLONIAL |4-FIGURE )-PART CODE WITH LETTER ENCIPHERMENT-- ? ? ? ? - 1939 ? SiIM READ IF 1519 P 2 (UNIDENTIFIED) oL
2 OR 3 ALTERNATIVE LETTERS FOR EACH FIGURE. : :
|
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS

LEARNED
(WITH Auuomnons

FROM TICOM SOURCE
FROM ARMY SECURITY AGENGY SOURCES

IN PARENTHESES)

COUNTRY NAME__OF ~ SYSTEM DATES WHEN T TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM COUNT i 0 ATTACKED | RESULTS |REFERENCE AT ASA REMARKS
ORIGIN | - OF ORGN| AXIS | US.A |  SE  'aND BY WHOM |
FRANCL 139 ARwY k-rIGURE 1-PART CODE. USED FOR SMALL WHITS, SCRIC FCy * ? 1-1933-1939-7| 1 Oxw COomPROMESED T l3,3R (UNRNDWN ) i
USED UNENCIPHERED IF NO SECURITY REGUIRED. SOME-|CARMET Of 165% T 128
TIMES ENCIPHERED BY 5-DIGIT REPCATING ADOITIVE CHIFFRE- T 1024
WHICH FPECUENTLY CHANGED. MLNT '
FRANCE ~~ 114 ARMY 4-FIGURL 1-PART CODE. ? 7 71 t-1938-17 T OKwW COMPROMISED | T 1623 {UNKNCWN } -
(FREE FRANCE) | | ; s T L3¢
* v |
FRANCE 151] ARMY 4-FIGURL 1-PART CODE, TRANSPOSED. ? ? ? ! FRIDR TO 1939 PRIOR T0 1939 | READ IF 1519 P ) (w10ENTIFIED) -
5iM i
FRANCE-+  182] ARmy 4-TIGURE |~PARY CODE, ENCIPRERCD BT LETTCR SUB- ] ] (rsm) 1064- (CURRENT] T Ok PEAD 1168 PP T, 11 (BROKIN AND BEING READ 08£) -
(FREC FRANCT) STIIUTION JABLE. FIRST GROUP ALWAYS TT15F. '
FRANCE 13 apwr, AIR K-FIGUPE }-FAPT CODE, NOT STRICTLY ALFHARETIC. l.) 2 C0LE ? 7 P QU217 T oW COMPROMISED | T 98k | CUNKNOWN ) s
FRANT 15%) ARy 2-FIGUPE 2-PART CODE. FROBABLY A FICLD COOE. CAPNET | ? 3 19397- 19622 T OKw £ OMPROMI SC0 T 1728 (UNKNOWN ] =
PLDUIT: 1058
222 | [
FRANCE 185| army? I-FIGURE 1-PARY [ODE, NOT STRICTLY ALFMABLCTIC. oL of re21 ? - Gin-T % GEPWANS PLCCSTPUCTED | T ;529 (LeaNOutl) -
SERVICE ‘ O; FOR=APS | T ot ;
1926 PaRTIALLY
g | COMPROMISED.
FRANCE 1UE! Ay F-FIGUPE T-PART CODE. USED TPANSFOSITION ENCI- ? FouIL {Fug 112) ] 19k DALY S wOPRiD Ov. T 1521 {UNREADABLE. BEING WORK(D »is
FHERMINT ., FROGASL NOT on.)
, RCAT.
TRANCE 1) ARy 2-FIGURE SUBSTITUTION TABLE WITH ALTERMATIVE 2 ? ? 7 - 7 ONK | FEAD. e P & {UNANDWN ) =
ECUIVALENTS, USED IN SYRIA.
FRANCE -+ 148 aemy CODE VALUES IN BLOCKS DESIGNATED BY FIGURE FOR 1 ? * *.? P GERMANS PEAD PARTIALLY IF 1523 (UNIDENTIFIED) e
FREE FPANCE BLOCK, LETTEP FOR LINC. FIGURC COULD BC SUe- 7 SIM
STITUTED BY DIGRAPH. LUSED IN SYFIA.
TRANCE 140 ARsY SUBSTETUTINN TABLES, 2 LEVIERS FIF NUMELR, ? ? 2 1y - 7 7KW | Comielrmitio 1 1749 (eDLETIFIED) =
|
FRANCE |$t'] ARy ) CIPHMEP SYSTEM, SIMFLE LETTCR SUESTITUTION. ) ? 4 o )4U-7 T On | reas 1178 P & {UNIDENTIFIED) --
SUBSTITUTION KLYS AMD BOXLE (HANGLD EVCFRY IL DArS ) l
FOMNCE-= V51 ARy CIPREST "Coniem 7 ? 7- 1 Oed RLAT [ 2 [ LR ) i
FREE FRANCE ScoourH”
FRANCE - = 2| Apsey CIPHCRY *SCEVILT ? 2 7.7 T OKH ogan 1 7hF2 (UvKEN ) L
FPEC rp.wr[ PO TILLUEY
FEMICE 153 Apsy 3 SETS OF INCIFMERING AEvS- -LETTER [IGRAPME, Vb R H PRy 1QUQ ok COmFRIMISED © | T 3557 (w_ayrmt} . =
: | 100%
fRANCE i5L ARMY 7 TRANSFOSITINN INCIFHERMENT BASED OM & KEYWORD MA b g k] 2. A 4 EHCIFHER I NG T kg (urimnOwi) =
TAKEM FROM THE EMCCOE. DIRECTIONE
COMPROMI SED
1984
1

CHARY NO.
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AS LEARNED FROM TICOM SOURCE
(\\_HTH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COU(I)“;RY SERVICE DESCRIPTION OF SYSTEM NT OF SYSTEM - D%TFES AT#EEI?EDI RESULTSjREPE%%ﬂGE STAT AT Agi . REMARKS
IPTI Y E
ORIGIN AXIS | US.A  SE  AND BY WHOM, |
FRANCE 155| {ARMY) CIPHER SYSTEM USING SIMPLE LETTER TRANSPOSITION. K ? ? 2-19h3-7 1 ORH |FEAD RN {UNIDENTIFIED) Jp=
FErANCE 157 ARMY SIMPLE TRANSPOSTION. USED IN SYRIA. ? A ? 7. T OKH ' READ LsgPr g {UNIDENTIFIED) et
i .
FRANCE 157| ARMY 21-LETTER REPEATING TRANSPOSITION KEY USED ON !CLEF ZERD ? l ? 1939 ONLY T OKW COMPROMISED T 1736 { UNKNOWN ) L
CODE RA. USED DURING MDNTH OF SCPTEMIER, 1939. A 2 183
REPLACED BY CLEF 2ERC 8 2. 1 i
i
FRANCE 158] Army 'mmspusmm ENCIPHERMENT BASED UPON A KEY, 13- cu:r 7ERC . ? 1939 oNLY 1 oKW COMPROMISED - T 1736 { LnnowN ) =
LETTERS IN LENGTH, TAKEN FROM THE ENCODE FOR 10 2 1928 }
E OM CODE RA. REPLACED 8Y CLEF 2ERO C 2.
FRANCE 159] ARMY ENCIPHERMENT FOR USE ON CODE RA. REPLACED BY CLEF 2ERO * 1 1939-194¢ L LT 1736 (unKNOwN) =
CLEF 2€RO D 2. ez
1 (]
FRANCE 164 arwy ENCIPHERMENT FOP USE ON CODE RA. REPLACED 8Y !cu:r 7ER0 ? { ? 1948 ONLY 1 oxw 7 LT 736 {UNKNDWN) -
CLEF 2ERO E 2. o . .
! }
FRANCE 161 ARMY 13-29 LETTER TRANSPOSITION mv. u:ncm 1S NEVER 'tu:r 7ERO * ? 1988 oNLY T OKW COMPROMISED T 1736 {LnNKNOW) -
A"MULTIPEE OF 8, FOR USE ON C |: 2 192%
FRANCE 162|AIR ! %-FIGURE 1-PART CODE, NOT STRICTLY ALPHABETIC. ] ? | 7 1939-1942-7 7 oMW COMPROMISED T 1639 (UNKNOWN ) -
SOMETIMES ENCIPHERED. l | : ! 1098 '
i
. i | .
FRANCE 163[AIR 'h~FIGURE 1-PART CODE, NOT STRICTLY ALPHABETIC. ? | FC 13 b2 ? ' 7-1939-7 1939 CERMANS | PARTIALLY PE- | T 3544 (LNRNOWN) ==
d sed CONSTRUCTER
FRANCE 1E8|AIR Ik-rmua: 1-PART CODE, ENCIPHERED BY LET1ERS. ? ? ' , P1939-¢ 1939 OKL READ 1LuReré (LNKNOWN ) ==
FRANCE 165((A1R) 3-FIGURE 2-PART CODL, CAPTIONATED. IDICTION- t k] | 1-1936-7 "2 oww COMPROMISED | T 1643 { UNKNOWH ) .-
NAIPE E1 1505
VOCABU-
LAIRE GEO- .
GRAPHIGUE | g
DU CODE
‘ AERQ; D.S5¢ | ’
I %3 '
FRANCE 166 |AIR | ~FIGURE 1-PART CODE. ENCIPHERED BY LETVERS ? 1 7 7-1935-7 7 oKL | READ l 1112 P8 (LnKNOWN) o
1CH CHANGED 2-5 TIMES A MONTE. : 5
FRANCE 167 [a1r WEATHER CODE. SINGLE DIGITS AND LETTERS. ENCE- [R.A.V. L * 1-1 T OXw !cmnm;sm it 180k {LuIDENTIFIED) ==
PHERED EY DAILY CHANGING ADDITIVE.
FRANCE 168 |AIR, NAVY COMBINATION LETTER AMD FIGURE CODE. PARTIALLY 0DE ? ’ 1938 - 2 1 Onw COMFROMIZED | T 1773 {uikeicws} .
PLAIN TEXT. USED FOR LIAISON OF ARMY AND NAVY. |AIR-MARINE
LESS THAN 120 GROUPS.
FRANCE 169 |A1R FORCE CODE ENCPHERED- ? p. 5. O L4 19hg- 1941 1 sis READ. :nF- TR (UNICENTIFIED) R
127 TLRED COOE |
CLLEING ms
| FOR FEB., MAY,l .
AND JUNE |«}IuI 1
i .
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(WITH ANNOTATIONS _ FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY NAME___OF__ SYSTEM_J DATES | _WHEN TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY AXIS us. A OF i ATTACKED | RESULTS |REFERENCE AT ASA
ORIGIN OF ORIGIN ) USE AND BY WHOM
FRANCE 176 navy Ao ADD I T1YE ENCIPHERMENT SYSTEM FOR D.S.-D 1997, D.5.-C 1] ? ? | 2-1948-1981-7| 2 oOkw COMPROMI SED T (UNKNOWN) --
DAILY CHMANGING REPCATING ADDITIVE OF VARYING ? SIS AND READ BY IF 1586
LENGTHS WHICH CHANGED ACCORDING TO DAY OF MONTH. OKW AND SIS
FRANCL 1T NAVY AIR ADDITIVE CNCIPHERMENT (RLCPLACING?) D.S.-D 188, ? ? ? 19Y41-7 7 OKW COMPROMISED 1 1866 (UNKNOWN ) --
SIMILAR TC 1TEM 174,
FRANCE--  i72| mavy Y-LETTER <-PARY CODL. 15 VARIANTS FOR LACH VALLEC|C.S. 22 % ? oGk 7?7 ? COMPROMI SED 13555 1 (UNKNOWN) --
VICHY, FRLE : OR 1SMCL . 1795% .
FRANCE : i
FRANCE 173| NAvY L-LETTER ?-PART CODC. 1SMCY 3 b ? 1951-1942 7 OKW COMPROM| SED T 1285 ( UNKNOWN ) s
D.5.%0 224
FRANCC 174 HAVY? E-LETTER CALL SIGN SYSTEM ? 1SMCH b ? -2 ? Sis READ. CAP- \F 1546 (UNKNOWN ) --
|(D.s.c 2a TURED. :
RERO .
FRANCE 175 HAVY? 3-LETIER CALL SIGHS. ? .S 4 ? ?2-9 ? SIS READ. CAF- IF 1586 (UNKNOWN) --
(D S.p2kk ! TURED.
VATl ) 1
FRANCE 176 NAvVY COMBINATION LETIER AND FIGURE COOL. SIGNAL COOEL. [C.5.-D 1 ? ? 1936 - ? 7 OKM C%;;RWISED T 573 { UNKNOWN) --
: 1
FRANCE 177|NAvY COMBINATION LETTER AND FIGURE CODE. SIGNAL COOL. [D.S.-D 174 ? k4 1936 - ? T OKM c%;tzwsm T 433 { UNKNOWN ) -
; . 1 .
FRANCE 178 NAvY 5-FIGURE 2-PART CODL, WITH ENCIFHERING TADLES. T.BM, 2 [T.B.M. 2 ? 1934 ONLY 1934 SI1§ READ IF 1506, 178, | (UNKNOWN). -
| ENCIFHERMENT SIMILAR TO THOSE MENTIONED IN ITEM . P3
1191.
FRANCE 179|NAVY S-FIGURE 2-PART CODE WITH ENCIFHERING TABLES. T.B.M. 3 [T.B.M. 3 1 1934-1935 1934 sis READ IF lg%, 178, | (UNKNOWN) . ==
Eucnmtnntm SIMILAR TQ THOSE MCNTIONED IN 1TEM P
7. '
FRANCL 18| NAvY -FIGURE 2-PART CODE. ? 1936-1 1936 OMM COMPROMISED T 58 ASA HAS COMPROMISED COPY. --
A d 5-FIGURE 2 oot 936-1939 % 122% 9 rslo TRAFFIC RECEIVED.)
FRANCE-- 121 NAVY -F IGURE 2-PART CODE. (USUALLY ENCIFHERED BY T.8.M, S63F.2.26; (Fex) 1939-(1943-9) | 1939 SIS COMPROM1 SED T 586 (HAVE COMPROMISED COPY CF T
FREC FRANCC, UNNING ADDITIVE TAKEN FROM A CMART.) V.N. ;3 0.5.B.354 1942 OKM AND READ BY IF éjxdh PP 1, | CODE AND ENCIPHERMENT. E
VICHY A.R. 3;  [D.S.B.359 OKM AND SIS. 2 CEIVED SOME TRAFFIC IN 1943,
0.5.87 39¢dp.s.B.361 IF 1586 READ. )
FRANCE=-  182|Navy 5-FIGURE 2-PART CODE. C-A. ?l: 3 . 7-1939-7 1942 OKM* COMPROMI SED T 588 (UNKNOWN) -
(VICHY, FREE . enG 3¥;
FRANCE i D.5.8 188
FRANCE 183 | NAvY 5-FIGURE 2-PART cooe. ' G.E. 5859 ] ? £-1948-2 7 OKM COMPROMI SED T 596 (UNKNOWN) .-
¢ D.S.8"2 ' ;
FRANCE 184 |NAVY 5-FIGURE 2-PART CODE. B.D.C. zZ;': 7. 22 ? 1935-1939 1935 OKM COMPROMI SED T 5% (UNKNOWN) ==
0.5.B 1 12048
1
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
LEARNED FROM TIC

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) .
COUNTRY NAME —"OF _SYSTEM | DATES WHEN TICOM, JTaTEs DFTHE SVoTeHl
OF . SERVICE DESCRIPTION OF SYSTEM ICOUNTRY]| AXIS us Aj OF ATTACKED | RESULTS |REFERENCE AT ASA EMARKS
ORIGIN A OF ORIGIN s USE AND BY WHOM :
FRANCE-- 85| NAVY 5-FIGURE 2-PART CODE. 8.0. c 1;p.D.G. ? 1939 - ? ? - OKM' COMPROM! SED (UNKNOWN) -
VICHY, FREE % CoA. CIAK; ¥ 2 SIS 9% oy 18 | IF 1;956
FRANCE .-.a |¢7 DAMCUT AND OKM., READ|
BY SIS.
i v
FRANCE “186| NavY ~FIGURE ?-PART com:. Ug,@@¢ GROUPS, WITH ENCI- |TBM 21  [TBM 2) ? [ 1938-1939 1938 sis SOLVED AND IF 1586, 15 B, (UNKNOWN) ==
HERING TABLE AND U, @@ APPENDIX GROUPS. ! i READ. PP"1-25
FRANCE 17| NAVY 2 FIGURE ?-PART CODE WiTH ENCIFHERING TABLE. TBM 22; * ? 1939 - ¢ ? SIS PERHAPS READ. | IF 1506, 168, (UNKNOWN) o=
#,80¢ GROUPS. PDSSIBLY PP 1-8
TBM
ENCI HER-
MENT "A"
FRANCE 19| NAVAL, DIFLO- | 4-FIGURE 2-PART CODE., ADDITIVELY ENCIFHERED. RD 37 ? (Fem) 198@-( 1944) ? OKM COMPROMI SED T 1789 (CoDE 128% COMPRNISEQ; EN- ==
MATIC, CONSU- | ADDITIVES WERE CHOSEN FROM 6 SETS OF 31 ADDITIVE : 1908 T 584 CIFHERMENTS BROKEN 1942.)
LAR, COLONIAL | TABLES, EACH TABLE WITH 888 DI1GI1S.
FRANCE 189 NAVY REVISICN OF THE ENCIPHERING KEY #68 OF THE NAVAL |CLEF k4 ? 1953 - ¢ 1943 PERS 2 S | COMPROMISED T 2458 (UNKNOWN ) --
ATTACHE IN BERNE. RUNNING ADDITIVE: TO BE USED s#gguu 1908%
WITH NAVAL CODE RD.
B[RNE)
FRANCE 198| NAVY L-FIGURE 2-PART CODE. ALWAYS ENCIPHERED BY ADDI-|DICTION- ? -- -1939-? 1943 PERS 7 S| COMPROMISED | T 2kk2 (NAVY HAS WORKED ON SYSTEM. -
TIVE TABLE. (USES SAME VOCABULARY AS RD 3%) AéRE £.Xe ) l‘; g:h ASA HAS NOT.)"
; FOR- =
I34EF'%LY RD
36
FRANCE 191| NAVY 4-FIGURE 2-PAR1 CODE. S SYSTEMS OF ENCIPHERMENT.|TBM 1 TBM 1 ko 1931-1934 ! 1933 SIS CODE AND EN- | IF 1586 .(UNKNOWN) --
- USED @@ ENCIFHERING TABLES. C 1 FHERMENTS
EROKEN AND
READ.
FRANCE 192| NAVY TRIGRAPHIC SUBSTITUTICN "TABLES # 13" TO BE USED |D.S.-B ? ) $-1939-7 I ? OKw COMPROMI SED T 919 (UNKNOWN ) &
ON B.D.G., T.B.M., AND V.N. 1. 013
FRANCE 193| NAVY 4-FIGURE 1-PART CODE, NOT STRICTLY ALPHABETIC. D.T.; 81g ? ? ?-1939-19471-7 ? OKw COMPROM SED T 963 (UNKNOWN) -
D.s.8 81
FRANCE 194 NAVY ? ENC I PHERED CODE. k¢ D.S.D 384 ? ?-7 ? SIS congnmnsco; \F 15086 (UNKNOWN) --
READ.
FRANCE 195| NAVY DIGPAPHIC SUBSTITUTION SYSTEM, 2 LETTERS FOR EACH ? ? ? ?-194g-2 ?  OKW COMPROM| SED T 935 { UNKNOWN) ==
FIGURE .
FRANCE 196| NAVY DIGRAPHIC SUBSTITUTION ENCIPHERMENT SYSTEM RE- €.C.S. ? ? 1947 - 2 ?  OKW COMPROMI SED T 734 (UNKNOWN) =
PLACING A MARCH 1929 ENCIPHERPMENT. COMBINES NO. 13 INSTRUCTIONS
LETTERS AND FIGURES. D.S.D 142
FRANCE 197| NAVY NAVAL KEY TABLES TO BE USED WITH CODE E.X. E’;zo aﬁ, ? ? 1941 - 2 3 ¥ cg;;amusco T 3562 (UNKNCWN) =5
s T 1
1
| i
FRANCE 192| NAVY TRANSPOS I TICN ENC | PHERMENT SYSTEM WITH DIGRAPHIC [D.S.-B  |NACOM; ? 1941 - ¢ ?  OKW COMPROMISED T 18¢ (UNKNOWN ) ol
LETIERP SUBSTITUTION. USED ON INTERNATIONAL CODE | 784 D.S.-8B % SIS 120% BY OKW IF 1586
BETWEEN COMMERCIAL SHIPS AND THE NAVY. 7843 AND SIS.
INTERNA- READ BY SIS.
TIONAL
CODE N.C. g
y | i
! 1

CHART NO. 1-2
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T
LEARNED FROM TICOM SOURCES
(WITH ANNOT&TIONS F_ROM ARMY SECURITY AGENCY . SOURCES IN PARENTHESES) )
GOUONFTFW SERVICE DESCRIPTION dF SYSTEM COSI'T‘IEW—OF RPN D%TFES AT“{'EEEED RESULTS REPE%%?J‘CE ST AEE > TEMREMAH(S
ORIGIN OF ORIGIN| AXIS | US.A | |SE  'AND BY WHOM
FRANCE 199 NAVY ENCIPHERMENT SYSTEM TO PEFLACE D.S,-B 7ﬂh AND 1S [N.C. NO.S t 7 191 - 1 T OKw COMPROMISED | T 19413 (UNKNOWN) -
SIMILAR 10 1T, s
FRANCE 260 Navy TRANSPOS I THON ENCIPHERING TABLES WITH Hc-u»u 0.5.0 126 ? ? 1944 - 7 1 oKW COMPROMISED | T 1633 (UNRNOWN ) -
. CHANGING KEY. REPLACES VAPETRA NO. 16. :SREI;A 1 ' 1558
rT;rec:-- 2¢1| PoLICE 5-LETVER 1-PAP1 coor.. k { ? ? 7-195¢-1942-7 ! T oKW READ 1178 (UNRNOWN) =
VICHY ' I :
I
FRANCE 2¢2| POLICE L-FIGURE OF 5-FIGURE ?-PART CODE. ? ? 1 5-!929-!939-1 ' okw READ T 2626 ! (UNRNOWN ) -
FRANCE 283| GENEPAL 3-LETTER 1-PART COOC. ? ’ ? ?-1 Y COMPR(MISED T 184 {UNKNOWN } -
PURPOSES [
FRANCE 20%) GENERAL h-FIGUPL 1-FAPT CODE. PAGINATION AND FIRST 2 cugr:p: ? 7 t-1 19261 PROBABLY | FROBABLY 100% | 1 3542 | (uraniown) {RESEMELLS
PURPOSES? DIGUTS 10 BE FILLED IN BY USCPS. 1 GLFMANS COMPROMISED BITTLER)
FRANCE H ? L-FiGURE-LETTEP 1-PART CMOE. 1 H.Z7.8. ? T-1 T GEPMANS | RECOVERED 3% | 71 2u84 {UNKNOWN) e
FRANCE L ? b=FIGURE 2-PART CODE. * € 2; STAT. ® 7.1 ? GEPMANS | RECOVERED 19 | T 2156 (UNIDENTIFILD) -
1-279
FRANCE 287 ? 4-FIGURE 2-P4RT CODL. ? Fs5 ? -7 71 RECOVERED 5% | T 2437 {UNIDENTITIED) C
FRANCE 2p8 ? 4T-FIGURE 2-PART CODE. »53"5?5 M 26 cautg 7 ?-1 7 ITALIANS 7‘:!;msmuc7co A {UNIDENTIFIED) -
FRANCE 219 * L-FIGURE 1-PART CODC. 9,90 GROUFS. ? 1 ? ? -1 * 2 ﬁﬁ:ncmsco 1 3958 (UNKNOWN) -
b
FRANCE-- 218 * PROBABLY L-FIGURE T-PART CODE WITH ADDITIVE EN- ? ? ? T 7 Sim NO1 RCAD IF 1522 (UNIDENTIFIED) e
FREE FRANCE CIPMERMENT .
FRANCE 21 * 4-FIGUPE ?-PART CODE. ’ FRAN? - ? #-1025-7 E ] RCAD 12536 (UNIDENTIFIED) -

CHART NO. 1-2
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
EARNED FROM TICOM SOURCES

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY NAME _OF SYSTEM | DATES WHEN TICOM |[STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY| AXIS Us A | OF ATTACKED | RESULTS |REFERENCE AT ASA REMARKS
ORIGIN OF ORIGIN ol USE AND BY WHOM
GREECE 1| (CONSULA® AND | 4-LETTER (2-PART) CODE. UNENCIPHERED. ONLY 18 | (ETA) G7 (GROD) | (19h¢-curep:m)| ? OKW AND PER9 ALMOST COM- T 1965 (HAD BRITISH COMPROMISED --
SOMC DIPLO- LETTERS USED TO FORM CODE GROUPS. | HAPS PERS 2 S| PLETELY READ | AND PERHAPS BOOK. CODE UNREADABLE.
MATIC) H ? SIM BY GERMANS, 1 22P2 VALUES ADDED. TICOM GAVE
' READ BY SIM. [D 71 SOLUTION)
GREECE 2 | (MILITARY 4-LETTER (2-PART) CODE WITH 5TH LETTER ADDED (107TA) ? (GRB) (194 1-CURRENT) ? PERS 7 S READ 1 2P 2¢ (BEGAN TO READ IN 194% WiTH --
ATTACHE, DIP- | FOR INFLECTION. (UNENCIPHERED) T 22 COMPROMISED BOOK. STILL
LOMATIC, AND ! T 22 READ. )
CONSULAR) T 22
GREECE 3 | CONSULAR L4-LETTER (2-PART) CODE WITH STH LETTCR ADDED BETA T (GRC) | (1938-CURRENT) ? PERHAPS READ, PRO- T l¢6% (BEING READ AS RESULT OF --
FOR INFLECTION. UNENCIPHERED. ONLY 18 LETTERS PERS 2 S BABLY COMPRO- | AND PERHAPS TICOM)
TO FORM CODE GROUPS. MISED. 122028
1 2852
GREECE b | CONSULAR 4-LETTER 2-PART CODE. UNENCIPHERED. ONLY 18 7 [ (PHI) F (GRH) BEFORE 1?39 -| 1939 PERS Z S| PARTIALLY RE- [ T 2352 (UNKNOWN UNTIL MADE READABLE --
LETTERS USED TO FORM CODE GROUPS. (CURRENT CONSTRUCTED AS RESULT OF TICOM)
-
GREECE 5 [MILITARY ? 4-LETTER ?-PART CODE WITH 5TH LCTTER ADDED FOR 4 ? ? ? -7 1941 OKw SOLVED ‘1 58P 5% { UNKNOWN ) -
INFLECTION, ADDITIVELY ENCIPHERED -- PERIOD OF
35. ;
GREECE 6 ¥ 5-FIGURE ?-PART TRANSPOSED CODE. ? ? ? ? - 1941 - ? | 1941 OKw ki 158p2 (UNKNOWN ) --
|
GREECE 7 |(D1PLOMATIC) 4-FIGURE 2-PART CODE. NUMBER DIGRAPHS ENCI- (ALPHA) ? (GRA) { 1942-CURRENT) BEFORE 194g READ COM- 1 22pP 28 (1IN PROCESS OF BOOK SOLU- --
PHERED BY LETTER DIGRAPHS, ENCIPHERING TABLE SiM PLETELY BY 13 é518 P3 TION) :
CHANGES WITH DAY OF MONTH. ? OKw OKW. PROBABLY il
? PERS 2 S READ BY SIM.
GREECE 2 {(o1PLOMATIC) 4-FIGURE (?)-PART CODE REPAGINATED AND ENCI - DELTA ? (GRG) ? - 1938 - Bt:rom: 1948 COMPROM | SED IF 1218 P2 (READABLE AS RESULT OF TICOM -
PHERED BY DIGRAPHIC LE"TER SURSTITUTION. (CURRENT) SIM BY GERMANS. T 2/; LIGHT TRAFFIC)
. ? GERMANS READ BY SIM. | T 326
T 3¢50
GREECE 9 ? 4-FIGURE 1-PART CODE. ELLENIKON ? ? ? - 1927 - ? | ? PERHAPS 1Z@% COMPRO- | T 3951 (ASA HAS COMPROMISED COOE -
KRYPTOGRA PERS 7 S MISED. BOOK. UNKNOWN SYSTEM) .,
PHIKON
LEXIKON
GREECE 19 | PROBABLY 2 UNENCIPHERED CODES. ? ? ? ? -9 ? FA READ 125p8 (UNIDENTIFIED) -
DIPLOMATIC
CREECE 11 |ARMY AND NAVY | CODES ? ? ? ? -2 AFTER 194g BROKEN BY 118 P2 (NO MILITARY SYSTEMS WORKED -~
OKH OKH ON) :
GREECE 12 |AIR UNENC IPHERED CODE. VERY ELEMENTARY. ? ? ? ? - 1941 - 7| ?OKL READ l Gg PP39 ((’N-? MILITARY SYSTEMS WORKED --
121 N
N
<
| '
! |

THART NO. 7-2
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
LEARNED FROM TICOM

(WITH ANNOTATIONS FROM ARMY SECURITY _AGENCY SOURCES IN PARENTHESES)
COUNTRY NAME OF SYSTEM | DATES WHEN TICOM |[STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM ICOUNTRY]| A A ! OF | ATTACKED | RESULTS |REFERENCE AT ASA MARKS
ORIGIN OF ORIGIN| AXIS | US.A.  ySE  'AND BY WHOM
GREECE 13 MILITARY 2-FIGURE SUBSTITUTION CIPHER WITH VARIANTS. ? ? ? ' - 194k 2 ! on 10 1944 | READ 1 178 P S é:c)) MILITARY SYSTEMS WORKED -
. 10
|
GREECE | AIR SINGLE TRANSPOSITION CIPHER. ? ? ? L% - 1941 - 2 1941 OKkH BROKEN AND 11ge e {NO MILITARY SYSTEMS WORKED =
. . ALMOST COM- ON)
PLETELY READ
GREECE 15 ‘Rm. DOUBLE TRANSPQSITION CIPHER. 2 ? ? 19442 - 19452 APPROX. 194k @B - FE OF | 1 1B P 5 (NO MILITARY SYSTEMS WORKED =5
ELAS OKH THE TRAFFIC ON)
READ |
GREECE 16 QIPLoumc #Agsgcs'z"l#orl{ggf;gpg:PAﬁzcgogfcg:ngggsfg %ccco: ? ? ? -7 ? SIM READ? IF 1518 ~ (UNIDENTIFIED) =
OR FOLLOW GROUP DIGRAPH.
1
.—i i

MI-Z

o PR Y v e a7~ B o
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
LEARNED FROM TICOM

aRCT

TUF ST oNE-

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY NAME ___OF , SYSTEM DATES WHEN TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY| AX;S OF ATTACKED [ RESULTS |REFERENCE AT ASA REMARKS
ORIGIN 0OF ORIGIN US.A | USE  AND BY WHOM
HUNGARY oW ? ENIGMA CIFHER MACHINE. 7 ENIGMA ? ‘ P-1941-7 ? OKH GERMANS BUILT | 1 84 P 3 (UNKNOWN) A
? SIM MACHINES BUT IF 1518 .
- COULD NOT COM-
: | PROMISE WHEEL
WIRINGS BE-
| CAUSE HUNGAR-
| 1ANS CHANGED
; THEM AT NIGHT. N
1 NOT READ BY
; SIM,
| .
HUNGARY 2| DIFLOMATIC 5=FIGURE (2)-PART CODE. ORIGINALLY UNENCIFHERED, ? LTI R (HUA) (1938-1945) i 194g OKkw SOLVED UNEN- Y 2248 (READ FROM SEPTEMBER 1944 TO (HUC, CIR-
BUT LATER ENCIPHERED. 5@¢ PAGE RANGE. INDI- CIPHERED} UN- END OF WAR. 1932 v)I CODE  [ULAR SYS-
CATOR WAS LAST GROUP OF MESSAGE CONSISTING OF ABLE 70O SOLVE BOOK COMPROMISED. TEM, USED
5 ODD NUMBERS. {USED ON TOKYO-BUDAPESY CIRCUIT ENCIPHERED. SAME SYS~
ONLY. ) TEM AND
BOOK. READ]
WBLE ONLY
WITH KEYS
: PERIVED
i FROM HUA.)
HUNGARY 3| oreLomaTic -FIGURE (2)-PART CODE. 133 PAGL RANGE. AS- 2 "v.3" (HUE?) 1938-194g-7 194¢ OKw NO SUCCESS T 2248 (NOT READABLC. 22 Vit --
UMED TG BE ENCIFHERED BY OIGIT-FOR-DIGIT SUB- : CODE BOOK COMPROM15ED.
STITUTION.
HUNGARY 4 DIFLOMATIC ~FIGURE (2)-PART CODE. PAGE PANGE. ENCI- ? "v.2" (HwD) 1933-194g-7  : 1948 oKW NO SUCCESS T 2248 (PARTLY READABLE WiTH KEYS =
ERER BY DIGIT-FOR-DIGIT SUBSTITUTION. INDI- i DERIVED FROM HUA AND HUC.
CATOR WAS LAST GROUP WITH 2 ODD AND 3 EVEN NUM- : 6 IX CODE BOOK COMPRO-
BERS. | €D.)
.
HUNGARY 5 ? TRANSPOSITICN CIFHER USING REVERSIBLE REVOLVING 2 ? ? ? - 1941 - 7| 1941 OKH SOLVED 1 58; 1 198 | (UNKNOWN) S=
GRILLE. USED BY HUNGARIAN RAILWAYS ADMINISTRA- 1F7126 P 2
TION, - .
I
IRAN 1| DIFLOMATIC -LETIER }-FART CODE WiITH VARICUS ENCIFHERMENT ? ? (1RA) (1939-CURRENT} ? PERS 2 S i SOLVED 122 9P 28 é:%ﬂ)cmmw:o. MOST KEYY =~
YSTEMS . £4D.
IRAN? 2| commerciaL CODE USED BY (ZECHOSLOVAKIA SKODA FIRM TO IRAN ? ? ? ? - 1935 - ?| 1935 OKL SOLVED 1162 P2 (UNKNOWN) =
AND IRAC CONCERNING BRIDGE BUILDING PROJECTS.
IRAC? COMMERC | AL CODE USED BY (ZECHOSLOVAKIA SKODA FIRM TC IRAN ? ‘ ? ? - 1935 - 7| 1935 OKL SOLVED 1162 P2 (UNKNOWN ) -
AND IRAC CONCERNING BRIDGE BUILDING PROJECTS.
IRELAND 1| DIPLOMATIC 5-LETTER 1-PART CODE. Sh,gff GROUPS.  USED UN- [GOVERN- B 2z (1EB, IEC,[(1EA, 1EB: 1928 pPEos 7 S | BROKE COOE . 5 16, 1941 (PARTIALLY BROKEN IN 1944 =
Ctre AND CONSULAR | ENCIFHERED AND ENCIFHERED WITH SUBSTITU,ICN “ND MENT TELC- AND 1EA) |192-CURRENT. | qul Fa LATER RECEIVE] “REPORT P 1 | WHEN COMPROMISED BOOK WAS 0B-
WITH REPEATING ADDITIVE WITH A PERICD OF 33¢ IGRAPH CODL 1EC: 1942~1945 COMPROMI SED D i6, 1942 TAINED. STILL BEING READ.
. COPY. IN 1941 | "RePORT PP 2| SUBSTITUTION ENCIPHERMENT
SUBSTI TUTICN 3 SOLVED IN 194%5. ADDITIVE
ENCIPHERMENT I 132 PP 3,4| SYSTEM BEING READ ON ugmns.
SOLVED. ADDIq ALSO SEE STILL BEING WORKED ON. ¢
TIVE NOT WOPK{ ) 54 P 3 i
ED ON IN 1941
1
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS

LEARNED FROM TIC

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY : NAME OF SYSTEM DATES WHEN TICOM [STATUS OF THE SYSIEM
OF SERVICE DESCRIPTION OF SYSTEM " ICOUNTRY] AXIS A OF ATTACKED [ RESULTS |REFERENGE AT ASA
ORIGIN : OF ORIGIN us. USE  'AND BY WHOM
)} TALY t | (FOREICN (S-LETTER) 2-PARY CODE. ABOUT 3%,88F GPOUPS. ‘ar 38 R 19 I1TF) 194 - ? 2 PERS 7 S 3, 625 GROUPS | T 225¢2- {18,25¢ GROUPS RECOVERED. ol
MINISTRY) 6 ENC I PHERMENT . 1TX-8) SOLVED cgﬁﬁn) ISED COPY RECEIVED
1944,
I
1 TALY 2 | FOREIGN S-LETTER 2-PARY CODE. PAGE RANGE ABA-OfU. NO | (AR 4g) ITALLAN | (1TG) 1942 - 7 ' 1942 PERS 2 S | RECOVERED ? [T 2194 (4,299 GROUPS PECOVERED. B
MINISTRY INDICATOR, NO ENCIPHERMENT. CODE - ‘ PERCENT COMPROMISED C(OPY RECE!VED
s BO0K 21 ; : 19k,
] . '
I TALY 3 ? 5-LETTER 2-PART CODE. ? P g ? D937 - 7 2 2 chc,gvcpco T 92 (UNIDENTIFIED) ==
. %
1TALY L | (roPEIGN E-FIGURE 1-PARY CODE. PAGE RANGE 190-3@2. H 25 H 26 ? BEFORE 1914 ? PR ABOUT 3,808 | T 2252 {UNKNOWN IN ASA BEFORE RE - "
MINISTRY) VALUES IN FRENCH, ' 3 -0 FERS 'S GROUPSBP[- CEJPT OF COMPROMISED COPY,
COVERED 1944, )
ITALY § | FOREIGN, ~-FIGURE 1-PART CODE. 18,502 OR 19,500 CROUPS. | RA 1 R ? L1937 - 0 RECOVERED T 98 (COMPLETELY RECONSTRUCTED -
N MINISTRY gmsx GROUP WAS lNDlCATOR.S ' CIFRARIO ? { PPERS 2 S g% T 2252 IN ASA. COMPROMISED COPY
‘ TASCABILE T gﬁ 5 RECEIVED 1954,)
1 3237 k
I TALY 6 | FOREIGN 5-FIGURE 1-PART CODE. PAGE RANGE @3- 186. RA R Il (1H) ? 32 '9’~‘¢ RECOVERED T 2252 (COMPLETELY RECONSTRUCTED --
MINISTRY 18, Ugg GROUPS, ENCIPHERED WITH "TABELLA LM" PER 19% T 3935 IN ASA, COMPROMISED COPY
AND 18-PLACE TABLE. : . RECEIVED 19U, )
. i |
) TALY T | FORFIGN 5-FIGURE 2- FA‘?T COL. PAGL RANGE I185-5L4. NO Y-1 R K (11P) 19354-1933 '| ?PERS 2 S 3,588 GROUPS | T 94 (COMPROMISLD COPY RECE!VED --
MINISTRY ENCIFMERMENT. h¢¢ GROUPS . 21t 1) | SOLVED T 2249 IN ASA FROM GCCS IN 1943.)
ox ! 1 4252
R 7 ' T 3233
1TALY 8 | FOREIGN 5-FIGURE 2-PART CODE. 27,788 GROUPS. aR 25 R8 178) 1933 - 7 2PERS 25 ! 9,599 GROUPS | T 2222 (8,198 GROUPS RECOVERED IN --
MINISTRY 17x-2) sbLveo T 3005 ASA. COMPROMISED COPY RE-
: CEIVED 194h.)
ITALY 9 | FOREIGN 5-FIGURE 2- PArn CODE . 26"5% GROUPS. EN- AR 29 R 12 (17¢) 1935-1938 o RECOVERED T 222@ (3,758 GROUPS RECOVERED.) o
MINISTRY CIPHERED WITH "TABELLA LM ?PERS 25 ABOUT 5% T 3¢8h6
I TALY i¢ | FOREIGN 5-F IGURE 2-PART CODE. 26, 1% GROUPS. PAGE AR 15 R 13 ? 1936 - ? [ ?PERS 7S RECOVERED T 2252 (PAGINATION SENT TO ASA BY | (3,928
MINISTRY RANGE 281-585. 20% T 30k GCCS, WHERE SYSTEM IS KNOWN | GROUPS
AS AR-Y, TRAFFIC NOT SEEN I1DENT I -
IN ASA.) FIED IN |
6CCs. )
| TALY 11 | FORCIGN S-LETTER 2-PART CODE. 29,864 GROUPS. NO EN- AR 30 R 14 170) ? -7 . 1%,125 GROWS| T 2252 (IE:’#M GROUPS RECOVERED IN -
MINISTRY CI1PHERMENT . 1Tx-3) . 1938 PERS 2 S [ 'soLvéD ASA. COMPROMISED COPY RE-
| CEIVED 194k.)
i . ’
ITALY 12 | FOREIGN 2 FIGURE 2-PART CODE., 27,A@P GROUPS. PAGE AR 17 R 15 2 1937 - 7 ' 1938 PERS Z S | 4,442 GROUPS | T 2222 (PAGINATION AND ABOUT 2¢¢ { KNOWN
MINISTRY ANGE 261-652. ENCIPHERED WITH 18#-PLACE TABLE. : ! RECOVERED T 3053 IDENTIFICATIONS SENT BY GCCS | TO GCCS
INDICATOR: ~@ BEFORE THE DATE. ; i 10 As),A. TRAFFIC NOT SEEN IN | AS AR-2.)
| | 3 ASA.
1 TALY 13 | (FOREIGN 5-FIGURE 2-PART CODE. 26,7d¢ GROUPS. IMPERG ‘ R 18 Em) 1937 - 7 2 PERS 2 § 6,886 GROUPS | T 97 (8,508 GROUPS RECOVERED. B
MINISTRY) 1TX-4) | (1938 - 2) SOLVEO;"READ 1 2252 COMPROM| SED COPY RECEIVED,
8Y PERS 2 S, | T 2314 1954,
WORKBOOK: 2% | 7 30ug
RECOVEREOD 1 3847
Ty
| 1-22pP3P8
} ]
i ]

CHART NO. 1-2



P‘-’"F’I“Q 3560861 @

RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
EARNED FROM TICOM SOURCES
(WITH ANNOTATIONSW FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)

COUNTRY [ NAME _OF_SYSTEM ] DATES | WHEN TICOM |STATUS OF THE SYSTEM
0 DESCRIPTION OF SYSTEM COUNTRY; AXIS US.A OF ATTACKED [ RESULTS |REFERENCE AT ASA EMARKS
ORIGIN OF ORIGIN Y USE AND BY WHOM
1TALY 4 5-FIGURE 2-PART CODE. 251 PAGES. (AGUILA) | R 22 (17x-7) ! (PUBLICATION! ?? RECOVERED T 96 (UNKNOWN IN ASA BEFORE RE- 4
) | DATC 1942) . 2p%-25% T 24 CEIPT OF COMPROMISED COPY
; ! "IN 194h,)
JTALY 15 5-FIGURE (2-PART) CODE. (17,775 GROUPS.) (AsSE) 1.7.B. ? (PUBLICATION 7 4 RECOVERED T 2196 (coumomscn COPY RECE|VED -
. 208 DATE 1941) % 1944. UNKNOWN IN ASA BEFORE
THEN EXCEPT FOR PAGINATION
SUPPLIED BY GCCS.)
i
I TALY 16 5-FIGURE 2-PART CODE. ? K 16 ? ? ; ¥ 2 Rgggvsnco T 2093 , (UNKNOWN) =
; 1 z
: I !
LTALY 1 -FIGURE 2-PART CODE. ? Kk 13 ? I 1917 - 2 ? ? RECOVERED T 20 " {UNKNOWN } --
7 5 . 3 | 1917 | EOvERED % ;
1TALY 18 S-FIGURE 2-PART CODE. ’ . ? K 19 H . 2 } ? ? RECOVERED T 184g I (UNKNOWN) --
: { 50% T 2098
L TALY 19 5-FIGURE 2-PART COOE. ? K 2¢ ? ? ?2 ? RECOVERED T 2094 i (UNKNOWN ) --
2% T 3839
I TALY 20 5-FIGURE 2-PART CODE. P P ° 1919 - ? ’ : O ¢ RECOVERED T 3042 (KNOWN IN ASA BY NAME ONLY, =
| LESS THAN 54 THROUGH GCCS.
1 TALY 21 S-FIGURE 2-PART CODE. P2 P2 ? 1919-192¢ ?? RECOVERED T 38 {KNOWN IN ASA BY NAME ONLY, --
S5@% THROUGH GCCS.)
1 TALY 22 5-FIGURE 2-PART CODE. P3 P3 ? BEFORE 1931 ! ? RECOVERED T 89 (PAGINATION KNOWN IN ASA, (ENCODE
' | 15%-20% SENT BY GCCS.) WAS
. | SOURCE
Of LMB
AND LMC
ADDIYIVE)
1 TALY 23 5-FIGURE 2-PART COOE. Py P4 ? 1924 - 2 T 2 RECOVERED T 9 {KNOWN IN ASA BY NAME ONLY, --
% -50% THROUGH GCCS.
I TALY 24 5-FIGURE 2-PART CODE. PAGE RANGE 12@-598. ? S 1 ? ? ? 2 a%gv:lggo T 2197 (UNKNOWN) b
1TALY 25 5-FIGURE 2-PART CODE. PAGE RANGE @@g-211. ? F.2. 2 ? ?-1918 - ¢ ? 2 RECOVERED T 2092 (UNKNOWN) -~
CHIF- 20% T 2097
FRIER-
CODE
I TALY 25 5-FIGURE POSSIBLY 1-PART CODE. ? K 14 ? ? ? 7 R%gv:nco T 3938 (UNKNOWN) ¥
I TALY 27 §-FIGURE 2-PART COOE. R ? R 3 ? ? ? PERS 2 S RECOVERED T 9 (UNKNOWN) -
50%-68%
1 TALY 28 4-FIGURE ?-PART COOE. ? C K15 ? ? ? ? RECOVERED T 304g (UNKNOWN) --
' 30%-4gs
RTI1%
. |

CHART NO. 1-2




.poc1@ 3560861 | . . S

RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
LEARNED FROM TICOM SOURCES
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)

COUNTRY NAME _ OF s_rer__| DATES | WHEN TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM ICOUNTRY AXI US.A OF ; ATTACKED | RESULTS |REFERENCE . AT ASA EMARKS
ORIGIN , OF ORIGIN S . USE  AND BY WHOM
1 TALY 29 | EMBASSY, GERMAN DESCRIPTION: "1943. U-PLACE ITALIAN ? 7 ? ? - 1943 - 2 ? RECOVERED T 343 { UNKNOWN ) --
MADRID FIGURE CODE COMPILED ON THL BASIS OF CAPTURED » ! 5%-1% T §5b9
MATERIAL. TRAFFIC: ITALIAN EMBASSY MADRID AND |
THE ITALIAN REPRESENTATIONS IN SPAIN."™ PAGE
RANGE @g-99.
I TALY 3% | FOREIGN 2-PART COOE. 21,409 GROUPS. AR 1 | ? ] 1931 - ? 1939 PERS 7 S ? T 2252 (UNIDENTIFIED) 8
MINISTRY ; USED IN 1939 '
I TALY 3t | FOREIGN 2-PART CODE. ABOUT 3%,80% GROUPS. USUALLY rRA 18 ? ? 1933 - 7 joLd PEPS 2 S ? T 2252 (UNIJENTIFIED) s
MINISTRY UNENC I PHERED . : ' . |
| i
I TALY 32 * 2-PART CODE. ABOUT 22,8@@ GROUPS. ENCIPHERED ? T8 OHNE ? 1938 - 2 1945 pees 2 3| RECOVERED T 2252 i (UNIDENTIFIED) --
WITH 18g-~PLACE TABLE. . BEZE1CHN- : Aeourpg 080
UNG GROU 1
I TALY 33 | POLICE 4-FIGURE 2-PART CODE. CIFRARIO ? ? ? 1942 PERS 2 S |¢¢$ COMPRO- | 1 87 {UNKNOWN IN ASA BEFORE RE- SENT BY
"S.P." MISED CEIPT OF COMPROMISED COPY) SCHAUFF =
LER OF
i PERS 2 S
# TO PASCH-
KE OF
PERS I S,
12 SEPT
1942,
1 TALY 34 | FOREIGN CODE - ENCIPHERMENT svsn:u ADDITIVE TABLES RUNN- | TABELLA | TABELLA 17A 1933 - 2 1948 PERS 7 S| BROKEN T 2252 (ADDITIVE TABLES LARGELY --
MINISTRY ING FROM 1 - 3D tn LM 178 | RECOVERED)
17C .
1P
I TALY 35 ? CODE-ENC I PHERMENT SYSTEM: 18@-PLACE FIGURE- ? ? ? ? 7 PERS 2 S 1 T 2252 (UNIDENTIFIED) =

LETTER SUBSTITUTION TABLES.

CRANT WO T2 —
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‘e
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY : NAME  OF SYSTE DATES ‘ WHEN TICOM |[STATUS OF THE SYSTEM
F SERVICE DESCRIPTION OF SYSTEM COUNTRY| A A OF ATTACKED [ RESULTS |REFERENCE AT ASA REMARKS
ORIGIN OF ORIGN| AXIS | US.A | ysg BY WHOM
JAPAN 1 | orPLoMATIC MACHINE C1PHER "TACH! - JB 48 {"rRED" 1935-1941 | BEFORE, 1 READ REGU- 1 64 P (SOLVED BY 1936) i
- BANA" OR MACHINE) ‘ A | PERS 2§ 939 LARLY 199 p 2 P4
"ANGOOK | ! l 0 58 P 23
TAIPY A" ' 1 118 PP 7-8
12pP2pP7
P16
JAPAN 2 | DIPLOMATIC MACHINE CIPHER, NOT RCCOGNIZED BY GERMANS AS "HINOKI " | 4B U8 {"PURPLE™  1939-1945 Ty PERS 7 S NOT READ D 5¢ PP 22-31,! (BROKEN 2@ FEBRUARY 194g) --
DIFFERENT FROM "RED™ MACRINE. OR TAN- MACHINE ) }3
GOOKI TAI - (JAA) | 647p 3
PUB" | 99 PP 2-4
1 18 pp 7-8
| 12PP2, 1,/
| % |
i |
JAPAN 3 A SERIES OF LETTER CODES USED BEFORE 193U i 7 PERS 2 S D 5¢ | --
GERMAN DESIGNATIONS RUN FROM JB 3 TO JB 28, PLUS ! !
JB 30 AND JS 31. ; |
; ; i
JAPAN 4 | OIPLOMATIC 5-LETTER CODE, GROUPS IN FORM CVCCY. 18,998 ? JB 55 4 'ogkg - 7 | 1941 PERS 2 S| NOT SOLVED D 5% P 3 ' (UNIDENTIFIED) ==
VALUES. '
;
JAPAN 5 ? U-LETTER CODE MADE FROM CO-ORDINATES. ? JB 51 ? ? -9 ? COMPLETELY T 335 (UNIDENTIF 1ED) B
RECOVEREO !
WITHIN LIMITS
. OF AVAILABLEC
i D1 AGRAY
JAPAN § | DIPLOMATIC 4-LETTER CODE, PRONOUNCEABLE GROUPS, ? JB 59 ? . 194) PERS 7 S| NOT READ D 5% P35 (UNIDENTIFIED) -
JAPAN 7 7 ., b-LETTER cODE, ? KIMi * ?-1 ¢ RECOVERED T 208 (UNIDENTIFIED) -
| 19% T 2081
T 2pg2
i T 2398
JAPAN 8 | (DIPLOMATIC)  2-LETTER U-LETTER CODE; INDICATOR WAS "LA", ? J8 29 (JAH) 1925-1945 | ® oKw OKw: FULLY |D 52 P 14 P16| (BROKEN IN 1927. 1925 COPY &
. ’ OR o] i ?TPERS 2 S RECOVERED. | | PP 2-4 OF COOE CAPTURED. SLIGHTLY
"LA®-copgd ("La") | PERS 2 S: I 118 PP _7-8 | CHANGED IN 193%. READ 190%.)
' GREATER PART |1 i58 P 8
of TEXTS
READ.
JAPAN 93 | DIPLOMATIC 2-LETTER L-LETTER CODE; 2-LLTTER GROUPS Cv OR ? JB Y (Ja1?) | (1941-1945) ? PERS 2 S ? D S8 P 33 (SOLVED 1941)
vC: L-LETTER GROUPS PRONOUNCEABLE. INDICATOR:
+ "1J". (OT14ER INDICETORSt 1P, AN, PA, KA)
JAPAN 18 | DIPLOMATIC | 2-LETIER U-LETTER CODE. 2-LETTER CROUPS V¢ OR * J2 47 | ("me™) ?7-? I 1pRs 78 ? 0 5% 33 (ReAD) -
Cv; Y-LETTER GROUPS WVCC. INDICATOR: "HE™
| USED AS SPELLER. |
|
/ I ] |
JAPAN t 2 2-LETTER U- L:nm CODE. TRANSPOSED ON KEY OF ? I gz 58 | ("pa-k1")| (1939-194%) ? PERS 2 S ? 058 P 3h ! ®meao) -
} LENSTH 7, 1€, 14, OR 15. FIRST CIPHER GROUP OF :
TEXT mmsposco ACCORDING TO UNIT OF DATE AND
PLACED AT END OF MESSAGE. ENCIPHERMENT CHANSED
i1 JUNE 19U@ AND 3 NEW 7-PLACE KEYS WERE FOUND.
i
1
i
, | |

CHART NO. 1-2




pocir) 3560861

L]
| RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
(WITH ANNOTA‘I’IONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY NAME QF __SYSTEM | DATES WHEN TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION -OF SYSTEM COUN AXIS | US.A ! OF ATTACKED | RESULTS |REFERENCE AT ASA REMARKS
ORIGIN OF ORIGIN | USE AND BY WHOM
JAPAN 12 | DIPLOMATIC 2-LETTER 4-LETTER COOE. 2-LETTER GROUPS, ANY ? JB 52 ("-12") | JAN 19} ?PERS 2 S SOME RECOVERED| D 58 P 34 (READ) -
EXCEPT "PAIRS;" 4-LETTER GROUPS PRONOUNCEABLE. 31 MAY 19 ¢ T 336
JAPAN 1 DIPLOMATIC 2-LETTER 4-LETTER COOE WITH INDICATOR IN FORM ? JB 57 njoi6 1 194g-1942 ? PERS 7 S READ BY PERS | D 58 P 34 (READ) -
3 CVCCV. ENCIPHERED BY TRANSPOSITION; RECTANGLE (x-5") g ? RIM/FA 2 S VIRTUALLY| PP L2- 123
HAD BLANK CELLS. ) ) THE ENTIRE T 2 .
. ’ TIME I 22 P21
i 1 54
) ' | »
JAPAN 14 | (FOREIGN 2-LETTER Y-LETTER CODE. U-LETTER GROUPS HAD ¢ JB 58 (Jat?) | (1941-1945) ? OKW 1 D58 P bg (SOLVED IN 19%1) -
OFFICE) FORM CCVC OR .WCCC. INDICATOR GROUP: "IP" | ?PERS 2 S 1 158 P
JAPAN 15 | (FOREIGN 2-LETTER 4-LETTER CODC ENCIPHERED BY TRANSPOSI- 2 J-13 "fup (UaE) (1941-1943) | 7 okw SOLVED 1 é' PP 4-5, | (SOLVED AUGUST 1941) =
OFFICE) TION. RECTANGLE HAD BLANK CELLS. JE™ JOR ¢ '
("u-19") 1 éla PP 7-8
; 164 pP5 |
1124 P°3 .
JAPAN 16 | DIPLOMATIC 2 LETTER L-LETTER CODE, TRANSPOSED ON BASIS OF ? "KOKOK" ? ? - 19%2 | 1941 oKW READ ! 3& P5 PhB (UNIDENTIFIED) =5
A REPEATING 19-PLACE KEYWORD, "KOKOK", "GAGAG", | SPP 2- s
E€7C., WERE INDICATOR GROUPS. VA PP; 1
1 15¢ P78
1
JAPAN 17 | DIPLOMATIC 2-LETTER L-LETTER CODE. 2-LETTER GROUPS OF ? ? (2Aw) $ - 1948 - 7 1943 PERS 2 S ? D58 P35 {COMPROMISED) -
FORM VC OR Cv AND U-LETTER GROUPS PRONOUNCEABLE.
INDICATOR GROUP: "KO".
JAPAN 18 | DiPLOMATIC 2-LETTER Y-LETTER CODE ENCIFHERED BY DOUBLE ? ? ? ? 1942-1943 1942 PERS Z S| READ FROM 1z2p8 (UNIDENTIFIED) =
TRANSPOS I TION. ; MICDLE OF
1942 TO JUNE
OR JULY 1943
JAPAN 19 | DIPLOMATIC 2-LETTER 3-LETTER U4-LETTER CODE. 2-LETTER ? JB 53 ("g=1b") | 1 UAN l9kg -| ?PERS Z S 2 058 P 34 (READ) -
GROUPS ANY, EXCEPT 'PAIRS AND DOUBLE VOWELS 15 AUG 194
LETTER GROUPS VOWELS; 4-LETTERGROUPS PRONOUN :-
ABLE.
JAPAN 20 | DIPLOMATIC 2-LETTER 3-LETTER ’i. LETTER CODE. 2-LETTER L 4 JB 54 ("-15"2)| 15 AUG 194¢-i ? PERS Z S ? D58 P 3k (READ) --
GROUPS ANY, EXCEPT 'FAIRS AND DOUBLE VMLS, E 31 ocT 194 !
LETTER GROUPS VOWELS, TAKEN FROM "u-147; L-LETTER
GROUPS PRONOUNCEABLE .
JAPAN 21 | DIPLOMATIC SUCCESSOR TO PA-K 1. 2-LETYER 3-LETTER L-LETTER ? 9858 | (mk-3m) | 1 JUL 1943 -] T PERS 7S ? D 56 P 34 (READ) b=
CODE. 2-LETTER ANY, EXCEPT "PAIRS AND DOUBLE 1 DEC 194g P 35 |
VM'S 3-LETTER VO\JELS TAKEN FROM J- M, 4-
LETTER PRONOUNCEABLE. |
1
|
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
LEARNED FROM TICOM
(WITH ANNOTATIONS _FROM ARMY SECURITY AGENGY SOURCES m PARENTHESES)

COUNTRY ) NAME OF SYSTEM A[ DATES | WHEN TICOM |[STATUS OF THE SYSTEM
F SERVICE DESCRIPTION OF SYSTEM COUNTRY] AXIS US.A ATTACKED | RESULTS |REFERENCE AT ASA MARKS
ORIGIN OF ORIGIN . USE AND BY WHOM .
JAPAY 32 ? 3-LETTER COOE, 1204 VALUES IN 20X 10Xx12¢. ? R 35 ("xa") 1934 - ? ! 1934 PERS 7 5 | BROKEN L AREL] (rEAD) -
JAPAN 2 ? ¥ TO JAPAN 22. ? B3 b o(Mmen 1936 - 7 1934? FERS BROKEN TRk (READ) e
3 3-LETTER COOE, SIMILAR 1O J _ . g Ry
1
i
JAPAN 24 | DIPLOMATIC 2-LETIER 3-LETTER CODE, THANSPOSED. RELTANGLE ? Jg 5k (JBaA) (1943-1345) ? PERS 2 S BROKEN 122 P17 (50% - gm READABLE TILL ! -
WAS 25X18, ORIGINALLY USED "SIGNATURE" NULLS, , T 348 MARCH 10US; 2S% - 5% IN !
(LATER ADOPTED BLANK CELLS INSTEAD.) | T35 APPIL 19L§ ulDER 25% ATTER
. ! ! APRIL 19%5.)
i ;
JAPAN 25 | DIPLOMATIC 2-LLTTER 4 (?)-LETTER CODE, TRANSPOSED. PEC- ? ? (JeA) (1943-1945) | 2 Okw BROKEM 193 PP 2-k (58% - 10P% READABLE TILL (18A 1S
TANGLE HAD WIDTH OF 25, DEFTH OF 1€, WITH 3LANK . o MARCH 1945; 25% - S6% IN A 2-LET-
CELLS. IN JAN i94b, BLANK CELLS RAN VERTICALLV | APRIL 191.5, UNDER 25% AFTER | TER 12-
AND HOR) ZONTALLY. | | APRIL 19%5.) é(zxr)gn_gm
- . . - CHANGE 1
NULLS DEA
| SCRIBLD
. TOOX
PLACE iIN
# JBA IN
DEC 19Uk
JAPAN 26 | or1PLOMATIC 2-LETTER COOE: INDICATOR GROUP: “CA". 2 98 54 (vay) 1936- 1945 1936 PERS 7 S| READ SMALL [ D 5¢ P 34 (BROKEN, FALL 1940) (OF reN
. AMOUNT ¥ 3179 E:E ‘l? l-:D
‘ BY JAA,
; JBB, JBG
| | 0r J8D)
JAPAN 27 | oiPLoMaTIC 2-LETTER 1-PART COOE, Cv, ENC)PRERED BY 3INGLE R ABARA, 2 1942-1943 19%2 PERS 7 S| PERS 2 S: 7| 1 30 PP 2-U (UNIDENTITIED) -~
TRANSPOS I TION WITH RCCTANGLE & WIDE, 5 OF 18 BCBCB, T OKw OKW: READ 122P17.
DEEP WiTH BLANKS DISTRIBUTED EVENLY THRCUGHOUT. cneoc, UNTIL 19kk
THREE KEYS. USED BETWEEN JAPAM AND BURMA, £7C.
PRILLIPINES, ETC. !
JAPAN 28 | DIPLOMATIC ?-LETTER ?-PARY CODEL. TRANSPOSCD. RECTANGLE 2 ? ¥ ? - 19k 7 Oxw ? I 9J PP 2=k (UNIOENTIFIED) ==
. HAD BLAMK CELLS. DAILY KEY. i
i
. ' \
JAPAN 29 | DIPLOMATIZ h-FIGURE 1P@-VALUE CODE ENCIPHERED BY BOOK ? ? (JAM) (1942-1944) i 2 OKkw ? 1 oz PP 2-4 (BROKEN JAN 1945, 254 - 508 5
ADDITIVE. ADDITIVE BOOK HAD 43,34 ADDITIVE READABLE; WORK DiSCONTINUED -
VALUES, EACH PAGE OF BOOK BEING DRAWN UP 2% X AP 19453 |
25, THE POINT AT WHICH THE ENCIPHERER STARTED ;
TO USE THE ADDITIVE WAS INDICATED BY AN INDICATO |
GROUP, £.G. TLUSR. AFTER THL ADDITIVE PRO-
CEDURE WAS COMPLETED, THE FISURES WCRE CON-

VERTED TO LETTERS, THEL SAME LETTERS ALWAYS RE- !
PRESENTING THE SAME NUMBERS.
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
FROM TICOM SOURCES

LEARNED

(WITH ANNOTATIONS _FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY ] _NAME _OF SYSTEM_J DATES ) WHEN TICOM |STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM cO AXIS US. A F ATTACKED | RESULTS |REFERENCE AT ASA REMARKS
ORIGIN OF ORIGIN - B USE AND BY WHOM
JAPaN 30 [ (coREIGN L-FiI3URE CODZ WITH OMLY 2,550 GROUPS. ENCI- ? JB &2 (vec) ' (1943-194%3) | %peRs 7 s ADDITHVE 1 22P 17 | (BROKEN JAN 19Uk; 2 ADDITIVE --
OFf ICE) PHERED BY SO0K ADDITIVE AND SIMPLE LETTER 3U8- STRIPPED AND | BOOKS USED, SECOND EFFECTIVE
STITUTION USING THE LETTERS CFGKLNORSY. ' BOOK -BREAKING | FEB 1944, BOTH RECOVERED.
BEGUN P2 % READABLE.)
JAPAY 21 | DIPLOMATIC~ DIGRAPHIC SUBSTITUTION AMD TRANSPOStTION APPLIED 2 C"ciroL- | ("ciFoL-  (19kg - ?) ? OKW ugEk - 5% i ;é P8 -
© | comErCial 0 i CODES, DESIGHATED AHSAJ, EIGAV, AMNUM, vevaz" | vevaz") | RECOVERED Pl
ILNIM.  AMSAJ WAS A 3, 4, 3-LETTER CODE; E1GAV 1 118 PF -5
WAS A-LETTER; AMNUM WAS 5-LETTER; ILNIM WAS UN- 1 1586p8
KNOWN. E£ACH CODE HAD 1¢,500 VALUES. 2 ENCI-
PHERING TASLESt CIFOL USCD ON CVEN DAYS, VEVAZ
ON ODD DAYS. | |
JAPAN 32 | DIPLOMATIC MONOALPHABETIC SUBSTITUTION CIPHER WITH Z-LETIER ? JB W1 ("yug") | 1935-19%) ! 9 PERS 2 S ? 0 56 P 33
GROUPS FOR PUNGTUATION: INDICATOR GROUP: "vuG". g ‘
|
! i
! |
JAPAN. 33 | COMERCISL | KONOMLPIASETIC SUBSTITUTION ACCORDING 10 1ot Dav | 7 ? ? v au - ol 2 o ! oL B
{7 THZ MONTH. INDICATOR: "IPapg” 2
JAPAN 34 | prrLomaTic TRANSPOSITION G!PHER WITH 5-FIGURE INDICATOR ? ? ? ?- 1943 - 9 PPERS 2 S ? DSE P35 (UNIDENTIFIED) ==

GROUP
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
LEARNED FROM TICOM SOURCES

(WITH ANNOTAT10NS FROM ARMY SECURITY AGENCY SOURGCES IN PARENTHESES) :
COUNTRY NAME __OF SYSTEM DATES WHEN TICOM [STATUS OF THE SYSTEM
SERVICE DESCRIPTION OF  SYSTEM CQUNTRY] A A TACKED | RESULTS |REFERENCE AT ASA REMARKS
ORIGIN OF ORGIN| AXIS | US el &

Latvia | | DIPLOMATIC TRANSPOSITION CIPHER, BOT4 SINGLE AND DOUBLE, 4 4 * -1 PPERS 7 S * | 22 P 1@ [UNKNOWY, ONLY PLAIN TEXT e

mnis SUPERENC) PUERED Wi T VIGENEAE SUBSTITU- MESSAGES RECEIVED AT ASA.}
LiTauania 1 | DIPLOMATIC TRANSPOSITION CIPHER, BOTY DOUBLE AND S1NGLE, b ] 4 + 7 -9 1 ?TPERS 7 S * (22 P 1@ (LITHUANIAN TRAFFIC NOT -

: ?o[;gnwcﬂ SUPERENCIPHERED Wi T VIGENERE SUBSTITU- ‘ l WORKED ON BY ASA.)
1 :
LITHUdRIA 2 | 1R FORCE TEANSPOSITION CIPHER WYy REVOLVING GRILLE. ? 1 b4 J 193%-193% ; 193% oxL READ CURRENLY) | 121 P & {LITHUANIAN TRAFFIC NOT -
| ¢ l WORKED OH AT ASA.)
MANCHURIA 1 | DIPLOMATIC S-FIGURE 2-PAPT COOE. 1 ? (Mar) | 194z-19%5 G T ¥ {NOT WORKED ON AT AS4,) -
MANCHURIA 2 1 S-LETYER 7-PART CODE. ? » ? 1233 - ? T PERS 7 S 1 T P36 (Unmcnnes } b
MANCHUREA 3 ? 5-LETTER T-PART CODE. (NDICATOR ABXYZ. ? 14 * 1946 - 7 T PERS 2 S * TP (UnkHOW ) -~
MANCHURTA b ? U-LETTER ?-PART CODE OF FORM CVCV. USCD BETWEEN ? ? 1 USED ONLY [N 7 PERS 7 8 1 TP 3T {UNKNOWN ) 4
L BEPL IN AND ROME . MARCH 104yt

MARCHUR A § ? b-F1aueE 2 HRT CODE.  ALL MCSSAGES STARTED WiTH ? ? ? -7 7 oKw COMFROMISED, | ¢ ITT P 3 {Uncnow ) ==

GRIYP oﬂ!
MANCHURIA 5 | DIPLEMATIC YRANSPOSITION CIPHIR WiTh BLANX CELLS IN PLC- ® 7 ? 1935 - ¢ 1952 PERS 2 §| SOLVED. Tpls P 36, {UNKNDWN ) =

TANGLE AND DAILY CHANGING KEY. USED JAPARESE 33-1

LANGUAGE .
MANCHURIA T | PROBABLY TRANSPUS| TION CIFRER WITH CHANGING ENC I FHIRMENTS ? ? 7 1935 T PERS 7 S ? 1 76 P 35 (LnkNOwy ) -

COMMERC 1 AL GOVERNED BY DATE AND Nuwgem,

ManCcHUBIA S | ? TRANSPOSI 110N ENCEFRERMENTS OF A SAS1C .JAPANCSE t ? 2 7 - ? PERS 7 5 14 122 P21 {UNKNDW ) -

3-LETTER BONK,

I‘ 1
1 t

CHART NO. 1-=




pocTf) 3560861

RESULTS OF EUROPEAN AXIS: CRYPTANALYSIS
LEARNED FROM TICOM SOURCE

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) )
COUNTRY NAME OF SYSTEM | DATES | WHEN TICOM ISTATUS OF THE SYSTEM .
OF SERVICE DESCRIPTION OF SYSTEM COUN AXIS | US.A I OF ATTACKED | RESULTS |REFERENCE AT ASA REMARKS
ORIGIN i : : OF ORIGIN | USE AND BY WHOM ’ g
MEXICO 1 |DIPLOMATIC -LETTER 1-PART CODE, WITH 28,088 PRONOUNCEABLE ? ? ? ?-194¢-2 T -SIM READ IF 1517 (UNKNOWN ) £
OUPS. USED WITH A DAILY ENCIPHER TABLE AND .
WORKED ON SLIDING SCALE PRINCIPLE, |
MEXICO . 2 |DtPLOMATIC ~LETTER 1-PART CODE. 180 DIFFERENT [NCIPHER- ? "POMOS " (Mxa)  (?-1941-19h5) 1941 PERS Z S | SOLVED D16 (B8 READABLE) ==
ENTSt EACH GROUP ENCIPHERED BY A GROUP .
BASIC CODE OF FROM | TO ABOUT 150 PLACES LATER. H
MEX(CO 3 |DIPLOMATIC 5-LETTER 1-PART COUE. ? MEXI KO (Mx8) | (7 194s) 7 7 RECOVERED T 2519 i (75% - 888 ReapasLE) (usco m
Ua:n pf ' LESS THAN 5% 194
: ONL. PORT-
| AU-PRINCE
LEGATION)
MEXICO 4 |DIPLOMATIC 5-LETTER 1-PART COOE, 20,%@¢ PRONOUNCEABLE GROUPS ? ? ? ?- ? SIM READ IF 1517 (UNIDENTIFIED) --
DAILY ENCIPHERING TASLE. CODE MIXED WITH CLEAR. .
MEX|CO 5 [pIPLOMATIC 5-LETTER ?-PART CODE. 7 "XEPIT" ? 98 - 7 . 1942 PERS 7 S | READ. 100% D 16 (ASA STATES THIS SYSTEM MAY i
: COMPROMISED. BE A PART OF MXA OR MXB)
ME X1CO € |DIPLOMATIC POLYALPHABETIC SUBSTITUTION CIPHER WITH 26 ? ? ? 1926 - 7 1926 PERS 7 S | READ D16 (UNKNOWN) --
ALPHABETS, 5 OF WHICK WERE USED AT A .m:. KEY
LASTED SEVERAL DAYS. STARTING IN 192;
CHANGED WITH EACH MESSAGE, SEPARATE uasnwnon
ALPHABETS FOR ENCIFHERMENT OF INDICATOR GROUF., o
MEXICO 7 [o1PLOMATIC POLYALPHABETIC SUBSTITUTION CIPHER WITH 28 ? ? (Mxc) (?-CURRENT) 1942 PERS 7 S | READ BY SIM. | D 16 (lm READABLE ) i
ALPHABETS, 1942 sIM . IF 1517
. : .
NETHERLANOS 1 |DIPLOMATIC, L-LETTER 4-FIGURE 1-PART CODE. {USED WITH AND ? 2 (NEB) 1939, PERHAPS | 1939 PCRS Z S PARTIALLY D 54, REPORT | (CODE BROKEN. ENCIPHERMENT --
MILITARY, AND [WITHOUT ENCIPHERMENT. 22@ GROUP REPEATING AND EARLIER-(CUR- BROKEN P 6 IN READABLE STATE.)
NAVAL ATTACHES |ADDITIVE USED IN ENCIPHERMENT. ) (NEB-1) | RENT) T 2§9¢
. T 2451
7 zhg
T 2h
NETHEPLANDS 2 ? FRENCH FIGURE CODE, 1-PART REPAGINATED. ENCI- ? ? ? ?-1939-? 1939 PERS Z S| PARTIALLY D 54, REPORT | (UNKNOWN) ==
PHERMENT BY DIORAPHIC SUBSTITUTION AND TRANSPO- RECOVERED . P
SITION WITHIN THE GROUP. T 28U
Y a¢u§
T 204
NETHERLANDS 3 ? MESSAGES TO AND FROM THE ROME LEGATION. ? ? ? ?-9 ? SIM A SMALL NUM- | IF 1518 P 3 (UNIDENTIFIED) ==
BER OF MESS-
AGES READ ;
NORWAY 1 [DrPLOMATIC S-LETTER 9-PART UNENCIPHERED CODE. ? ? ? ? - 194¢7 BEFCRE 1948 READ COM- 1162 P 3 (UNIDENTIFIED) --
FA PLETELY TO
194g.  NOT
AFTER 19hg.
| -
|
I
1

CHART NO. -2
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RESULTS OFEA|:¢ENL|J5§OPEAN AXIS CRYPTANALYSIS

FROM TICOM SOURCE

(}NITH ANNOTATIONS___ FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY b P o OF SYSTEM LgSMERY OF _ SYSTEM_4 D%TFES | TV¥'HENED FEULTS |8 TIE%%MCEBTATUS g; Zgi SYSTEM o
OF SERVICE ESCRIPTION ATTACK RESUL EF I MARKS
ORIGIN ; ’8F ORIGIN| AXIS | US.A USE  AND BY WHOM |
FERY il DIFLOMATIC S-LETTER 1- ,_-“R,' CODE.  INTIAL CIGRAFHS SLBSTI- ? ? (PEA) '(1924-CUPRENT)' 2 PERS 2 S ? T 1538 " (COMPROMISED) L
TUTED BY DIGRAPKIC TABLES AND FiNaL TE1GOAF: , ? SIM D 13 |
SUESTITUTED OY ‘TRIGRAFHIC TABLES. ] |
1
PERY 2l prPromatic SLETTER 2-PARY CODE ¥ITH i, (69 10 20,000 ? P ? 1926-1927-7 ? PERS 2 S NOT READ D Ic . (LNKNOWN) --
PRONCUNCEAELE GROUPS. i :
FERL 3. DIFLOMATIC S-LETTER 2-PAFT CODE. (ENCIPKERMENT MAYBE 'PEA" G "PERU: 2 2= ? ? | RECOVERED T 1391 - --
OF PREDECESSOS. ) I L IMA- ) LSS THAN 1%
: i GENF " i
| ! .
FERL L DIFLOMATIC 5-LETTER ?-PART CODt . (ENCIFHERMENT MAY BE ? i"PEvu: ? 2 -7 2 ? RECOVERED T 1397 i --
"PEA"CR PREDECESSOR. ) I(.;l:"{ : LESS THAN 5%

T35 56 —J0+

CHART NO. T-=
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(

AS LEARNED FROM TICOM SOU
{WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY F Y S, DATES | WHEN TICOM ME S
SERVICE DESCRIPTION ) & :
ORIGIN OF SYSTEM OF%NTR—\"— AXIS uSA Nﬁf&?cKED RESULTS |REFERENCE AT ASA REMARKS
POL AND 1| wNa ~FIGURE 1-PART C - ’ 1 ' k- ! oxw 1 OMPRO- ) . UNKNOWN NOTE AC-
vy 5-F 00E g:'tmw;lltti: (1928-1926) ! 1939 "l'ig!mc 177 | ( ) B
¢ DOCUMENT
SAYS THERY
:m: THREE]
‘ 1N ALL.
I
. - -t 2- 1925 k =
FOLAND 2| Nawy 5-FIGURE 1-FART ConT gz‘éunlaci: ? ? {192%-1925) 1939 Onw ggﬁmmo- T8 {unevoum) :grg“r\s-
"R 3 I':'&:B THIS
] | SAYS THERY
. WERE 3
‘ COOES™ IN
. AL,
1 | 5
POLAND 3| mawy I~PART CODE, PERHAPS'§-FiGUSE. SIYFE ,[ 1 * 1.7 A 1B28 COMPRO- | T 476 (LN1BLRTIFIED) e
eyt 1 I ] MISED *
i = - - 19Lh - " s -
POLAND DIFLOMATIC B-FIGURE (2-PART] CODE £NCIPHERLD BY ADDITIVE. ? ot (FLO) 7 - 195k - ¥, :g}x 5:!-' u n.:.m UNTIL| : llga s ; 1| TZ ungc.rs covmmm ﬁ“
19%1 PERS 2 S :AE :Gu- 1 2638 { iC n:clmm
| ; 4, VERY LITTLE OECIPH ReD]
POLAND 5| pipLomaTIC L-FIGURE P-PART CODE ? NPD * 7.t T-1 ntcovcza T 215% {WMIDENTIFIED) L
POL AND & | DIPLOMATIC L-FIGUPE 1-PART CODE * OFD ? -1 1-9 %ovcﬁn’ T 2152 {UNIDENTIFIED) =
POL AND 7| pimoaaTiC L-FIGURE 2-PART CODE * PPD5 1 L I ] t-1 E&cofmsg } g: {UNIDENTIFIED) -
POLAND 3| prPLomatic B-FISURE 2-PART CODE ] CPD ? -1 L I chwnﬁg T 21371 {UNIDENTIFIED) ’ =
ABOUT b 2'?&
. Tl
POLAND o | piPLOMATIC 5-FIGUPE T-PART CODE WiTH 18, P00 ?is. M- |t * 1 t - 1043 ? oKW MOST OF | ;l PP 26 ~ | (UNIDENTIFIED) -
PHEPED WITH ADDITIVE TABLE 2b X 26. TRAFFI1C READ
POL AND 1% | DIPLOWATIC 4-FIGURE T-PART CODE WITM 1§ GROUPS, ENCE- 1 4 1 ® 1943 -~ 7 T oMW MOST OF I 2: PP 24 ~ | {UNIDENTIFIED) ==
PHERED WITH ADDITIVE TABLES OF X 1. TRAFFIC READ !
POLAND 1Y [ DIPLOMATIC S-FIGUPE 2-PART CODE, VALUCS N FRENCH. * FRANZ. ? ?-12 -9 RECOVIRED T 214 {UNIDENTIFIED) B ==
€O0E DEP ABOUT 198
POLN. DI
LCHATIE?
pPOLAND 12 1 A-FIGUPE 2-PART CODE 1 I ? * ?-1 1-1 RECOVERED T 2153 (mnmu.rlm) --
| - ABUT 258
‘
e P
: & . -l
: : . . S
- KT R T s
ol 2 W P SR SR .~ - . T . 0 TP SEvgy . A o i i uLalazes "~:-iﬂ
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
LEARNED FROM TICOM SOURCE

(WITH ANNOTATIONS

FROM ARMY SECURITY AGENCY SOURCES

lN PARENTHESES)

- COUNTRY | NAME OQOF SYSTEM | DATES WHEN TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY| AXIS US.A I OF ATTACKED | RESULTS |REFERENCE AT ASA
ORIGIN : OF ORIGIN CUSA 1 USE  AND BY WHOM . -
POLAND 13| FOREIGN Y-FIGURE 2-PART CODE. ENCIPHERED ON KEY TAKEN FD 1 ® 1935-19k2 I 1939 r-[RS 7S |1941-19%2 ALL |1 53 PP 2-4 {UNIDENTIFIED) o
OFFICE FROM BOOK. PAIR OF ENCIPHERMENT TABLES USED FOR i | 19; MESSAGES PEAD,[I 1TV P 2 -
EACH OUTSTATION. INDICATORS: TWO 5-FIGURE : ? MOST OF THEM |D EN 1TEM 1,
GROUPS AT BEGINNING OF MESSAGE. - ! CURRENTLY
. : v 2538
POLANO 1| MILITARY 4-FIGURE (2-PART) CODE ENCIPHERED BY ADDITIVE. ’ ? (PLF) 19 - 1942 - 9 1945 Oxw, READ t 18 PP 8-9 | (ABOUT ¢ GROUPS RECOVERED. .-
ATTACHE . 3 . 1942- 1943, OFF OF WASHINGTON-
LONDON TRAFFIC DEC (PHERED .
~-1944, 198 OF WASHINGTON-
LON ON TRAFF1C DECIPHEREC. )
POLAND 15 ? 3-FIGURE ?-PART CODE ? POLNI SCH- ? ?-1 ? -1 RECOVERED T 2148 ' (UNIDENTIFIED) -~
ER DREY- ABOUT 9f% :
STELLER= o i
(_:(XJE [} !
\ :
POLAND 16 ? 3-FIGURE ?-PART COOE ? POLNISCH= ? - ? -2 RECOVERED T 2148 * (UNIDENTIFIED) --
- €R DRE!- ABOUT 98% i
. STELLER- . |
CODE M B
POLAND 17 ' 3-FIGURE_ ?-PART CODE ? 4 L] ? -5 L L RECOVERED T 2148 ' (UNIDENTIFIED) v
. - : ABOUT 92%
POLAND 18| AR FORCE 2-PART CODE, 2,8%% VALUES. ENCIPHERED. ] ? ? 9 -9 9 OXL 1% COMPRO- |} 121 P § P 7' {UNIDENTIFIED) -
. MiISED
POLAND 19 | NATIONAL TRANSPOS I TION-SUBSTITUTION CIPHER: CLEAR TEXT ? 33 L ?-? v ? OKH, READ 1 26 P € P 14| (UNIDENTIFIED) .-
RESISTANCE WRITTEN INTO 1@ X 12 SGUARE, TAKEN OUT IN COALLMS . |
MOVEMENT IN ORDER, CONVERTED TO FIGURES BY 2-FIGURE SUB- S i —a
STITUTION. TRANSMITTED IN 3-FIGURE GROUPS. -
POLAND 2@ | NATIONAL TRANSPOS I TION-SUBSTITUTION CIPHER. * 299 * -9 ? OKH, READ 1 25 PP 14~ (UNIDENTIFIED) m
RESISTANCE - 15 .
MOVEMENT
POLAND 21 | NATIONAL TRANSPOSI TION-SUBSTI TUTION C1PHER. * 17 T -1 ? OKH, ‘| READ V26 P 6 PF (UNIDENTIFIED) ==
RESISTANCE * 14-15
MOVEMENT L
POLAND 22 | NATIONAL TRANSPOS | TION-SUBST I TUTION CIFPHER ? 18 ? ?-9 ? OKH, READ 1 26 P & PF (UNIDENTIFIED) -
RESISTANCE . 1k-ag
MOVEMENT
POLAND 23 | NATIONAL TRANS’PBSITION-SUESTITUYION CIPHER. N ? 181 ? ?-1 ? OKH READ 1 26 P & PP (UNIDENTIFIEC) --
RESISTANCE . ' 1h-15
MOVEMENT —
POLAND 2h | NATIONAL SIMPLE TRANSPOS!TION CIPHER, ? k] 1 T - 1944 - 1 | 198h Ok BROKEN 126 P 4 (UNIDENTIFIED) -
RESISTANCE . P
MPVEMENY =
\
H \
. 1 A\. .
- 1
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RESULTS OF EUROPEAN AXIS CRYPTANALYSlS
AS LEARNED FROM TICOM SOURCE
(WITH ANNOTATIONS FROM ARMY SEGCURITY AGENCY SOURCES m PARENTHESES)

COUNTRY [ NAME___OF _ SYSTEM ] DATES WHEN | TICOM H
OF SERVICE DESCRIPTION OF SYSTEM ?UNTR_\’T axi US. A l?F ATTACK RESULTS .REFERENCE’ AT ASA
ORIGIN ORIGIN' AXIS SE  AND BY :
PORTUGAL 1| DIPLOMATIC ~FIGURE 1-PART CODE WITH 50, %% GROUPS. ENCI- 1 . ] POC? (POC: 1941~ 1041 PERS 7 5 ? |D 15, '2"' Re- (POC, POD, POC ALL 1905 c:n-| e
IERED DIFFERENTLY OM DIFFLRENT CIRCUITS: ADDI- POD? CURRENT) PORT, & 2 PROMISED; ALL HAVE THE SAME |
TIVE FOR CIRCUIT APPLIED TO LINC NUMBER; TRANS- : POC?, (PoD: 1939- 8AS1C BOOK.) )
POSITION OF GROUP ELEMENTS: 1,000-PLACE SUBSTI- i ;
TUTION TABLES APPLIED TD PAGE NUMBERS. (FOET  7-19H50
PORTUGAL 2| DIPLOMATIC poriowe 1-PaRT CODE. WITH 61,580 GROUPS. ENCI- ' ? 323 {rov) (194 1-CURRENT)} 192 PERS 7 §  READ I:I,‘l,gi 1gh§ RE- (19d% COMPROMISED) Lo
ERED. j %
. T !
! g
Y 3ge2
' !
PORTUGAL 3Jouumnc -FIGURE 1-PART CODE WiTH 350,200 GROUPS. ENCI- r o3 (POL) (19%2-CURRENT) 1952 PLRS 7 S ! READ D 15, 1982 RE- (IES COMPIOMISED) s
PED WiTH 1,80-PLACE TITUTION TABLES. > i PORY, B 3
PORTUGAL  k|DIPLOMATIC ~FIGURE 1-PABT (WITH 50,887 GROUPS. ENCI- 1 (Pou) (1943-CuRRENT) ? ? LARGELY PE- | T 3222 (9% RECOVERED; COMPLETELY --
PHERED Gy T TABLES.) * | % | 3 COVERED READABLE. }
l : |
PORTUGAL  5[DIPLOMATIC |5-rcm 1-PART CODE, 61,5867 GROUPS. ENCIPHERED. ? . 299 1 1-1942-1 1942 PERS 7 S RCAD :Dﬂ')g"r !ghg Re (UNIDENTIFIED) -
| p o
' !
PORTUGAL  &|DIPLOMATIC 5-naw§ 1-PABT CODE: BASIC BOOK OF wMICH "299" ? | a5 ? ?-1342-1 1942 CKw 12¢% couprd- | D 16, 1952 Re- (REPAGINATION “328" 15 asa's -
r AND :_22 " WERE REPAGINATIONS, 2% SUBSTITUTION 19%2 PERS 72 &  MISED; LOANED| POAT, P 3 FOJ.} i
1 TABLES USECD WITH IT. BY OKW TO PLR! :
: 15 FOR PHOTO: | i
STATING IN= ]
) CLUDING 9 .
TABLES; REST
| OF TABLES 8RO
. KEN. READ
: ! '
PORTUGAL T{oIPLOMATIC -FIGURE 1-PART CODE WITH hi GROUPS, EnCI- ' ? 7 ? ‘ ?-19b1-7 1991 PERS 7 S LARGE PART OF | 0 1€, 1933 26 (UNIDENTIFIED) L)
MERED Wi TH mnnf 1:5-Puc: TITUTION TABLES MESSAGES PEAD | PORT, B 2
FOR LINE NUMBERS AND CN SOMC CIRCUITS ALSO WiIT+ ‘ wiTH SOME f
1,8P8-PLACE TABLE FOR PAGES. DIFFEPENT TRANS- i GAPS. BEALIN-
(POSITION OF GROUP ELEENTS FOR EACH CIRCUIT. ' LISBON TRAF-
FIC NOT READ:
mnrruc yuu
cmhaco wap- !
IDLY.
E i
PORTUGAL 2 [DIPLOMATIC -FIGURE 1-PART CODE WiTH A1,% GROUPS. ENC)- b4 ? ? 7-19h1-2 1LY PERs 2 § l:mmms D _tu, 1951 Q| (UNIDENTIFIED) --
RED WITH TWENTY I3£-PLACE SUBSTITUTION TABLES ! * BROXLH, RE- PORT, P 2
FOR LINE NUMBERS AND Ol SOMC CIRCUITS ALSO WiTW ' cnmuaa MADE
“1,008-PLACE TABLE FO® PAGES. DIFFERENT TRAYS- , COOE,
|POSITION OF GROUP ELEMENTS FO® CACH CIRCUIT. . | NOT PEAD,
E i '
1
: |
| i
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
EARNED FROM TIC
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY souaces IN PARENTHE SES)

COUNTRY - [ NAME _OF SYSTEM_ | DATES WHEN TICOM [GTATUS OF THE SYSTEM|
OF . SERVICE DESCRIPTION OF SYSTEM. ICOUNTRY| OF ‘ ATTACKED | RESULTS |REFERENCE AT ASA R
ORIGIN OF ORIGIN| AXIS | US.A USE  'AND BY WHOM .
PORTUGAL 9 * 5-FIGURE ?-PART CODE. ? ? ? 7.2 | LI | RECOVERED T 3127 (UNIDENTIFIED)
| | LESS THAN 1%
PORTUGAL 18] - 7 5-FIGURE ?-PART CODE. ¥ ? ? ' ? -7 et RECOVERED T 3¢23 (UNIDENTIFIED)

s - i i LESS THAN 18%
I

PORTUGAL 11| DIPLOMATIC 4-FIGURE 1-PARY CODE, REPAGINATED. * 62 146 ? i 7-1936-1 o7 RECOVERED 30% | T 1336 (UNIDENTIFIED)
!

PORTUGAL 12 ? U-FIGURE 1-PART CODE, REPAGINATED. ? % ? RN ? 7 RECOVERED T 1332 (UNIDENTIFIED)
. 3% - 59%

PORTUGAL 13 ? 4-FIGURE 1-PART CODE, REPAGINATED. ? 5g2 ? ?-1 2 2 RECOVERED T 1333 (UNIDENTIFIED)

3 208 - 39% )

PORTUGAL 14 * 4-FIGURE 1-PART CODE, REPAGINATED. ? 611 ? ? -1 ?2 1 RECOVERED T 1334 (UNIDENTIFIED)

: 28% - 3%
B |
PORTUGAL 15 * 4-FIGURE T-PART CODE. * * [ 7?0t RECOVERED T 1335 (UNIDENTIFIED)
: LESS THAN 5% :

AR RECOVERED T 1337 (UNIDENTIFIED)

PORTUGAL 16 ? 4-FIGURE PrPART CODE. ? ? 7 -1
1 LESS THAN 1%
PORTUGAL 17 * 4-FIGURE T:PART CODE. * ? ? ?7 -7 R RECOVERED T 1338 (UNIDENTIFIED)
. LESS THAN 5%
PORTUGAL 18 ? Y-FIGURE ?-PART CODE. ? 557 93 ? ?-9 ? 1 RECOVERED T 1348 (UNIDENTIFIED)
: LESS THAN 3% .
PORTUGAL  19|DIPLOMATIC  |4-FIGURE P-PART COOE. ? 55 141 ? % -7 L | RECOVERED 11386 (UNIDENTIFIED)
LESS THAN 1%
PORTUGAL  2@|DIPLOMATIC MONOALPHABETIC SUBSTITUTION CIPHER. ? ? ? T-1942-¢ 19%2 PERS 2 S | READ DP<|)6' Igbg RE| (UNKNOWN)
" PORT,
i)
PORTUGAL  21|DIPLOMATIC 5-LETTER ?-PART CODE. ? ? ? 7-1937-7 ? SIM READ., COMFRO{ T 1598 (UNIDENTIFIED)
MISED.
PORTUGAL 22 |DIPLOMATIC 2 LETTER 5-FIGURE CODE, 64, ¢¢¢ GROUPS. ENCI- ? ? ? ?-1 ? SIM, SID | READ IF 1526 (UNIDENTIFIED)
HERED BY ESTIMATED z@¢ TABLES .

CHART NO. T-¢
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
EARNED FROM TICOM
(w_ly__Ay_[«gT_z_\TIONs FROM ARMY SECURITY AGENCY souacss IN PARENTHESES)

COUNTRY ' [ NAME__OF_ SYSTEM ‘| DATES | WHEN TICOM [STATUS OF THE SYSTEM|
OF SERVICE DESCRIPTION  OF SYSTEM COUNTRY « ATTACKED | RESULTS |REFERENCE| . AT ASA EMARKS
ORIGIN CPORGN AXIS | USA (e Al ¥ WHOM
]

PORTUGAL 23 DIPLOMATIC §-FIGURE 1-PART CODE. LINE DIGRAPHS ON PAGE IN ? ? ? i % - 194 l 1945 SID READ Ir ‘g'l (UNIDENTIFIED) -
TITHER ASCENDING UR DESCENDING ORDER. USED | . iF 152 ;
L 1SBON - ANKARA-BERN. [

PORTUGAL 25| DIPLOMATIC -FIGURE AND 2-FICURE 7-PART CODE REPAGINATED FOR 1 ? ? ?-1944-7 7 SiD READ I 1526 (UNIDENTIFIED) L
IFFERENT LINKS. UNENCIPHERED. TRAFFIC GEN-
ERALLY OF MARITIME NATURE.

CHART NO. T-<
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
LEARNED ~FROM TICOM

{WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOBRGES (N PARENTHESES)

COURTRY Y DATES | _WHEN TICOM mwmm
[+] SERVICE DESCRIPTION OF SYSTEM NT 'QF ATTACK RESULTS |REFERENCE! AT ASA
ORIGIN AXIS US A USE AND i
i <
RUMAN| 4 1| oiPLowaTIC -FIGURE 2-PART CODE IFHERED WITH HONO- ? T {1-1545-7) . -9 coMPRO- | T 752 {WORRED Ou ¢ ITYENTLY .-
?\LPHAEET) ik ™ ¥ ") 2-i-n »'172..:‘1: T ouRInG 1982, 19k3, |9§P: AND
T _19k8, ENCIPupRMERT STHCL
T1 i BEIKG ATTACKED, EMD |
1
RUMANIZ 2| DIPLOMATI ~FI ~PART ? 2-19%5-7 T-1 1 COMPRO- | T 751 1 (msr.m oN 1 --
1414 %’?ﬁg)a CODE (EMCIFHERED WITH ROOK 1 ! {rOF) {7-1945-7) ! u% = e 1Nz ?
it 3 Aoy s sr; b
i Anm (1]
RUMAN | & 3| piPLOMATIC Erm 2-PART CODE (ENCIFKERED WITH REPEATING [ ] {rOM) {1-19545-1) r-1 1208 COMPRO- | T 786 - (WORKED INTERMI FTENTLY e
1TIvE) . E HISED DURING 19k2, 1943,
1945. 111 smiu. BLING
N ) ATTACKED, END 1945.
umANla N | DIPLOMATIC -F IGUPE 2-PART CODE, w,m GROUPS. [NCI- T Rl ? T orat ! YPERS 7 S RCCOVERED T 222 {LMIDENTIFIED) ==
WITH 18-PLACE. TABL L : 5% - % DSkP g
RUMAN A 5| oipLomatic ~FIGURE 2-PART CODE, 74,80% GROUPS. [MNCI- 1 v A2 | 5 - TPERS 1S | RCCOVERCD T ziet {LM1oEnTIFIED) -~
Zcm:uw:wmruc:nm.c. : ; . 9% - 19% D54 P35
|
RUMAN A 6| piFLoMaTIC ~FIGURE 2-PART CODE, 7¢,80C CROUPS. ENCE~ 1 R 13 r | ?-1 1PERS 7 S RECOVERED ' T 2618 {UMICENTIFIED) -
ED WiTh 1@-PLACE TABLE. ABOUT 4% T d2e2
| [ DSAP IS
RUMAN] A 7| DIFLodATIC aﬂrlcmc 2-PART CODE, 190,090 CROUPS. ENCI- * 1] 1 (B R TFIRS 2§ | RECOVERED 7 2212 (LNICENTIFIED) .-
ERED WITh 1E-FLACE 'I'ABLE ) LESS TnAM 58 | D 54 P 15
i
Aumants 8| cipLoMatic g FIGURE 2-PART CODE, 12¢,¢CH GROUPS. ENCI- CIFRY 15 ? - 5.y ? PERS 2 8 PECOVERED T 1%92 {UHIDENTIFIED) --
HERED WITH If~PLACE YABLE. CRIGORCER, , LESS THAN 58 | D 5%'F 15
RuMANEA 9 | DIPLOMATIC -FIGURE 2-PART CODE, -1, 200 GROUPS. ENCI- T R 15 ? T -1 TPRS 75 RECOVERLD T 22i7 (LNIDENTIFIED) -
QED WiTH IB-PLACE T4BLE. . ' 54 - 182 1 2225
-l D58 P 5
RUMANIA 1 | DIFLDMATIC =FIGURE 2-FART COOC, 190,200 GROUPS. ENCI- ? 17 ? 1940 - ¢ " TPERS 7 S ! RECOVERED 1 efzk {tNiENTIFLED) -
zutm WiTH 1@#-PLACE TABLE. | I LEES T-AN 5% st P15
I
RUMANIA 11 | DIPLOMATIC ~FIGURE ?-PART CODE WITH 58,000 - <f, % 1 ? ¥ 1.7 " vsmm, sip | ocoor sees IF 1517 P {tNIDENTIFIED) o=
ROUPS. [HCIFHERED BY FiGleE SUBSTITUTICH i COMPROMISED; | IF 520 F 1
TABLE, i ENCI FHERMENT !
i BROKEM.
L}
PUMANTA 12 ] 5-FIGURE 2-PART CODE, ’ Ré * -9 L I 4 R[CO\T;;D T I8 {UNIDEHTIFIED) s
; -1
L
RuMANLA 13 ] G-FIGURE 2-FART CODEL. ' 27 ] 1-1 1o RECOVESED T 1807 {UNIDCHTIFIED) 1 -~
: LESS THAN 5% i
1
RUMANIA 1} ' 5-FIGURE 2-PART CODE 1 LR ? -9 -1 pgcovzagn ! 1 2223 (W10EH11F1ED) i =
! 58 - X !
RUMINIA 15§ r 5-F IGURE 2-PART CODE. ? o ? t-1 t-1 g;cmz;o T £215 (LNIDENTIFIED) ‘ ==
. - ' .
|
' )
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS

EARNED

FROM TIC

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY ) NAME__ SYSTEM_J DATES | WHEN TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY AX|S US.A 0) ATTACKED | RESULTS |REFERENCE AT ASA EMARKS
ORIGIN OF ORIGIN P USE AND BY WHOM !
RUMAN] A 16 ? 5-FIGURE 2-PART CODE | ? | @ ? ? -2 ? % RECOVERED T 208 " (UNIDENTIFIED) -
: i LESS THAN 5%
RUMAN] A 17 ? 5-FIGURE 2-PART CODE. ‘ ? | ‘ ? 2.2 7 ? RECOVERED v n3d (UNIDENTIFIED) --
! ! | ABOUT 1% |
RUMAN | A 12| DIPLOMATIC 5-FIGURE ?-PART COOE. FIGURE SUBSTITUTION ? ? 2~ ? SIM 133 COMPRO- | IF 1921 {UNIDENTIFIED) L
ENCIPHERMENT.  SEVERAL BOOKS USED SIMULTANEOUSLY.‘ MISED.
RUMAN| A 19 DIPLOMATIC 5-FIGURE ?-PART CODE. 57,8008 - 68,430 GROUPS. ? : ? ?2-? ? SIM, SID | 123% COMPRO- | IF 1526 (UNIDENTIFIED) -
ENC I PHERED WHEN HGH SECUDITY was DESIRED. KEYS | . i MISED.
WERE 49 X 5 AND 58 X § LONG. ! ’
!
RUMANI A 26| MILI TARY Z-rlcun: 2-PART CODE. EACH PAGE NUMBEREC BY ? | 1 ? T o1942-1943 ? SIM | READ IF 1521 (UNIDENTIFIED) Lo
ATTACHE NE OF FOUR 3-FIGURE GROUPS PRINTED AT [OP. : |
PAGE DIVIDED™ INTO TWO PARTS, EACH PART CONTAINING
BLOCKS OF 18 QGROUPS EACH. ENCIPHERCO WITH A :
YSTEM CALLED BY ROMANIANS "FISC." I '
- ) i
RUMAN| A 21|MILITARY TRANSPOSITION CIPHER. RECTYANGLE DIVIDED INTO AMG 1943 | ? ?-1943-2 ? Stm READ IF 1521 (UNIDENTIFIED) e
ATTACHE 4 SMALLER ONES, EACH ] X 1B OR 7 X 7. SOME I IF 1815
BLANK CELLS. CLEAR TEXT WRITTEN IN ON A PATTERN. ] T 15
r I
RUMAN] A 22|MILITARY TRANSPOSITION CIPHER, & RECTANGLES, 6 X 53 CIFRUL DE ? ?-19%3-7 1343 SIM i READ 171517 (UNIDENTIFIED) --
ATTACHE CLEAR TEXT WRITTEN IN ON PATTERN. MEMORI € ? “sip | 11520
RUMANI A 23| AIR FORCE ' TRANSPOSITION CIPHER. ? ? 2-1939-7 ? OKL NOT READ 1iw2z1p8 (UNKNOWN) e
RUMANT A 24|POLICE -CIPHER, DESCRIBED AS "&L:MENYARY“, BU1 NO DETA!ILS ? ? ? -1 7 OKL i READ CUR- 1121 P9 (UNKNOWN ) --
RENTLY

’AVAlLABLE.

CHARY RO, 1-2
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
FROM TICOM

EARNED

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY T NAME _OF SYSTEM DATES | WHEN TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM OUNTRY] AXIS US A OF ATTACKED | RESULTS |REFERENCE AT ASA REMARKS
ORIGIN OF ORIGIN USE  AND BY WHOM
RUSS!A 1| ARMY HAGELIN §-211 MACHINE, OLD STYLE, EMPLOYING K 37 k 37 - B ! 1941 OKH ACCOMPL | SHED 116 P 2 wE b
FRANCTIONATION, SUBSTITUTION, AND RECOMBINATION, THEORETICAL 153P 2
: SOLUTION ON 18- 1 92 P
LETTER CRIB.
AUTUMN 1941,
ODEL OF MA-
' CHINE CAPTURED
e 1
RUSS1A 2| ARMY SPELCH ENCIPHERER, TIME SCRAMBLING TYPE. ? Cxe - 1939- 1945 1939 OKH/GDNA,NOT BROKEN. 173 s =
i WA PRUEF 7 1 31 P12
1IF7123 P 13
RUSS 1A 3| Aemy TELETYPE [NCIPHERER, KEY GENERATOR TYPE. ? 2 - ?-? 1943 OKH * |NCT READ 131 P2 4 --
. |
RUSS A 4| agmy 5-FIGUPE ?-PART CODE ENCIPHERED WITH ONE-TIME PAD ? .7 - 2 - 1945 | ?  OKH ? 119.¢C o= L
: 1116
!
RUSS 1A 5| ARMY: BRIGENF, '5-FIGURE ?-PART CODE C11-A ? - 194@-10i1 ? 2 OkH T 8¢5 -
DIVISION .
STAFFS UPWARD 5
TO GENERAL |
STAFF
PUSS1A £|ARMY: BRIGADE, 5-FIGURE ?-PART CODE g23-a 2 - | 194ge- ? ?  OKH ? 1 %95 = -
DIVISION
STAFFS UPWARD
TO GENERAL
STAFF 1
|
RUSS 1A 7|AsMY: BRIGADE, 5-FIGURE ?-PART CODE gus5-4 ? - 9ug - ? ? OKH ? T %¢5 -~ -
DIVISION
STAFFS UPWARD
TO GENERAL
STAFF
RUSSItA Q| ARMY: BRIGADE,|5-FIGURE ?-PART COOE g62-4 ? - 194g - 2 ?  CKH. ? T 8¢5 -- --
DIVISION
STAFFS UPWARD
TO GENERAL
STAFF
RUSSIA 9| ARMY : BRIGADE,|5-FIGURE ?-PART CODE Bat-A ? -- ? - 195 ?  OKH ? T 8¢5 == --
DIVISION
STAFFS UPWARD
TO GENERAL
STAFF .
i
RUSS 1A 19| ARMY : TANK Y-FIGURE ?-PART CODE ENCIPHERED BY SUSSTITUTION. [PT-B ? =% 7 - 1945 ? OKH 180% COMPRO- 119 ¢ - ==
M;ﬁ;D, MARCH 119 €
1

CHART NO. 1-2
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4
AS LEARNED FROM TICOM SOURCE
. (WITH _ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) :
COUSJFTRY SERVICE DESCRIPTION OF éYSTEM ou NT oF o T D%TFES ATWIEEI?E RESULTS ;'(I:EOM pTATUS 0$ T";E > %
UL REFERENCE AT ASA
ORIGIN G Cron Axis | usa | e Iy B oM .
RUSSIA 11| ARMY$ GUARDS | 4-FIGURC T-PART CODE CNCIPHERED BY SUBSTITUTION, ? : 4 -- ? - Ighi LA ? 1i9c -= s
TANK 119 €
RUSS 1A 12) ARMY: TANK® U-FIGURE ?-PART CODE ENCIPHERED BY SUBSTITUTION. ? ? .- 7 - 1945 T OKH 7 119 ¢ -- .-
. 1 19 E
RUSSIA 13 :m; GUAPDS | 4-FIGURE T-PART CODE ENCIPHERED BY SUBSTITUTION. ? 7 - f_~ 1945 7 OKM .1 119 € -- --
119 E
RUSS 1A 14| ARMy B-FIGURE 7-PART CODE ? ? - 7 - 19U5 ? OKH PARTLY READ 1 :g E - =
i 1
RUSS1A 15] ARMY B3-FIGURL 7-PART COOE ’ 2 ? -- |§h|-_|9'h51 T OkH ? I 26 »-
RUSS1A 16| ARMY B-FIGURE 1-PART CODE 7 1 -- 1945 - ¢ 1 OKH ? ' lg C * -
. g E
RUSS 1A 17| ARMY 3-TIGURE ?-PART CODE 1 ? -- 1ak1- 1948 1 OxM ? 1 ;9 c e a
% 1 2¢
RUESIA 18| ARMY 2-FIGURE SUBSTITUTION CIPHER USING & 1§ x 10 ¥ ? -- 195g- 1943 7 SiM ? Ir 1517 -- --
STUARL COMTAINING ALPHABLT, FIGURES, ETC. DAILY
CHANGING KEY.
RUSS1A 19| ARMY 2+FIGURE SUBSTITUTION CIPHER PT U ki e 1941 -19k5 7 OKH 1 ] 555 - =
. T8
RUSSI A 20| apmy 2-FIGURE SUBSTITUTION CIFHER PT 41 N ¥ -- 194 1- 19457 7 OKH ’ 12 o -
RUSS 1A 21| ARMY GROUPS, |2-FIGURE SUBSTITUTION CIPHER PT k2 7 -- 1962 - 7 ? OrH ? 119 ¢ .- --
ARMIES, CORPS 119D
RUSS1A 22| ARMY TRANSPOSITION CIPHER USING REVOLVING GRILLE ? ? -- 1944 - 1 ? OkH ? 119 C --
PUSSIA 27 | ARMY . TRANSPOSITION CIPHER k4 4 -- 19l - 7 7 OKH 1 119 ¢ - -
PUSSIA 2| ARMY, AIR U-FIGURE 7-PART CODL OKK 5-8 ? - 1930- 13417 T OwH 7 1 316 - --
FORCE ’ . L
RUSS1A 25 Pg& ALP 2-r|c.un'|: SUBSTITUTION CIPHER PT 33 t e 1935-1939 7 OKH 1 T %5 -- --

~ GHART NO. 1-7
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RESULTS OF EUROPEAN _AXIS CRYPTANALYSIS
EARNED FROM TICOM SOURCES
(WITH ANNOTATIONS_ FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)

COUNTRY ) [ NAME __OF SYSTEJ DATES | _WHEN TICOM |[STATUS OF THE SYSTEM
[¢] SERVICE DESCRIPTION OF SYSTEM COUNTRY| AXIS us A OF ATTACKED | RESULTS [REFERENCE AT ASA EMARKS
ORIGIN OF ORIGIN , USE AND BY WHOM
RUSSI A 26 ARMY GROUPS, | 2-FIGURE SUBSTITUTION CIPHLR PT 39 ? -- ! 1939- 1942 ! ? OKH ? 119 ¢ ! .- --
ARMIES, CORPS, | | 1 1? D !
DIVISIONS, 1 24
AIR FORCE L)
RUSS1A 27| ARMY: DIVI - 2-FIGURE SUBSTITUTION CIPHER PT be N R 27 C mim 19h2- 9%y 7 0K+ ? 119 ¢ -- --
SIONS, REG!~ 731 119D
MENTS.  AIR - T 3349
FORCE
RUSSIA 28 AR FURCE 4-FIGURE 2-PART CODL vax 32 ? -- ! 1935 - ? 7 OKH ? T 335 -- --
1 I 1ip
{
RUSS1A 29| AR rorce U-r1GURE ?-PART CUDE ? ? EE [ 112 P 1] 70K ? 119 C .- --
. 119 ¢
. o
RUSSTA 3| AIR, CIVILIAN [ 3*FIGURE ?-PARL CODE, UNENCISHERED 9 2 -- 1943- 19bi ? 0K READ 116 ' -- -~
|
RUSS1A 31| AIR FORCE 2-FIGUSE SUSSTITUTION CIPHER PT b3 4 -- ? - 194y 7 OKn NOT SROKEN 1 19.¢ T G 55
1 166
RUSS14A 32| NKVD * 5-FIGURE 1-PAR! CODE ! ? N5/529/5 e T - 19k ? 0K 2 155 = ==
R757 ¢ ' T 2534
1556
RUSS 1A 33| NKVD 5-F IGURE ?-PART CODE ENCIPHERED WITH ONE-TIME ? 7 Loe- 1954 - 2 ? OkM ? T 554 -- --
PAD ADDITIVE. .
RUSSIA 3k | NKVD 5-FIGURE ?-PART C.DE ENLIPHERED WITH ONE-TIML ? ? - 194y - 2 ?  OKM ? T 542 b 5
PAD ADDITIVE T 504
RUSS1A 35| NKvD 5-FIGURE ?-PAPT CODE ENCIPHEILD BY DIGRAPHIC 2 ? -- ? - 195 ?  OKH . 2 12z _— 5
SUBSTITUTION, I liv
1 8¢5
. " l . . .
RUSSIA 35| NKVD, DIVISION| h-FIGURE 2-PART CODE ENCIPHERED WITH ADDITIVE WHITE SEA ? -- 19k3-13k4 1 19kU oxM % OF TRAF- | 1 1£6 e e
OF REGIMENT TO| ! FIC READ
DIVISION OF
BATTALION S1ZE
RUSH 1A 37| MkvD 4-FIGURS 2-PART CODE 49 R Y47 nge -- ? - 19k ? OKH ? ! 526 -- --
It
T 2517

*PEOFILE 'S
COMM| 5SAR| AT
FOR INTERVAL
AFEAIRS
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(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY [_NAME OF SYSTEM 3 DATES i WHEN TICOM [STATUS OF THE SYSTEM'R
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY. AXIS | US. A ATTACKED | RESULTS |REFERENCE ASA EMARKS
ORIGIN OF ORJGIN G USE AND BY WHOM
PLSS A I uRvn - -RESle |L-FIGURE 1-FAST CODL ENCIFUERED =Y SUESTITUTION. |703%0 IR ERES 1043 1QLs, T OOKH ? l --
SLRSTITUTICN. 3 ¥ |
1
| ., .
U5 ERI IR L-FIGURL 1-PART CLOC . ' ? -- 1Qk?-i9hg 2 OKK ? (- -
RUSH I Ut | KD L-FIGUSE ?-PAR” CODL EMCIPHISET WITH ADDITIVE. ? ? s 1939 - 2 ? 0%H ? T 855 o
) !
PUSS (A Ny KD Y-FICURE ?-Pap~™ (D00 ENCICHIRED WiTH 2DDITIvE, ' ? ? -- 1ak12.104y ?  OKM ” 126 s
| 1
RUSS A ERIEN At L-FIGURT 7 FART L WE rwcmw-[?[: £V SUBST: TUTION, !-\'I TA 2 - ? - 1akg 2 OKM ? v 525 ==
|
1
H |
R k3 NxvD j4-FIGURE ?-PAPT CODC LRCIPHTREN Y DIGRAPHIL Sva 2 -- ? -"10ks5 ? OKH ? 1216 --
) SUBSTITUTION, : T %3
RUSsIa ub[ukwp '4-FIGURE 2-PART (23C 2 e ouz 6m - | 2.2 > oKk 2 1 e -
! |
SUSS 1A e | navy 5-FIGURL ?-PART CODE ENCIPHERED WITh QND-TIML FAD ? KLAGLi- -- 1Qur-132%2 ? OKM | NOT SOLVED T SEM --
- CADDLTIVE, |ruur ot [ T 8y
eLssia 4 navy S-FIGURE ?-PART C2DL ENCIPHLRED WiTH DOUSLE ADDI - ? K3LNIGS- o 1242-13%3 ? Ok | NOT SOLVED T 564 e
Tive. 'BERG :
AUSS 1A L] aavy S-FIQURE 2-PAFT CODE £NCIP-ERED WITH PLRMUTED g FASAY -- 2 -2 o2 ooxv ? | bz .-
ADSITIVE. i
fLSSIa L3 vavy '5-FIGUSE ?-PAR™ CODE ENCIPMERED WITH ASDITIVE. ° KO P ANDEUS =7 ig36-19k ? Ok NOT SOLVEC ; %?n. =
USSR Lo|vavy “5-FIGURC 7-PART CODE ENCIPMERED WITH ADSITIVE. ? TROMSOT -- 1ahz-1043? ? ORM NOT SOLVED ; ;g_ =
a0 i - N
| ( b
! i : i
US4 0 uavy "L-FICUSE 2-PAR” CODE EMCIFHMIRED WITH ADDITIVE. v 'GAMVIK -- 1953-194% i ? OKe NCT SOLVED _Ir sgﬁ ==
b . k 2
; | c 33
i . '
RUSS | A 5i|[MAVY Ih-rncu;u 2-PART CODE ENCIFHERED WITH ADDITIVE. ? CPAZ - 2:1 ?  OKM4 READ AT TIMES } 2;51“ --
] N 20 W ? M 4/374/5 -- 19422- 1043 7 OKM AT TIMES A- 1 Lg B
QUSS | A 5¢ [HAvY ‘h -FIGUOE 2-PAPT COOL ENCIFHIRED WITH ADDITIVE. ;4“_.:?;4/4 9 oh3 e | ches T 562
*PEOPLE 'S READABLE T 56¢: T 564
COMMISSARIAT |
FOR INTERNAL
AFFAIRS :

CHARY NO. 1-¢




e

DOGILE) 3560861

RESULTS OF AENléE?OPEAN AXIS CRYPTANALYSIS

(WITH. _FROM ARMY SECURITY. AGENGCY

ANNOTATIONS

FROM TICOM

SOURCES

IN PARENTH

ESES)

SERVICE

DESCRIPTION:

OF

SYSTEM

T NAME

_OF

SYSTEM

COUNTRY
OF ORIGINI

AXIS

USA

DATES
OF
USE

ATTACKED
AND BY WHOM

WHEN

RESULTS

TICOM
REFERENCE

TSTATUS OF THE GYSTEM
7 AT ASA

10P _SEGREF—

2SSy 53 ey LoEIGURE £-PRT CUSE DNCIPRERED #1TH AD0ITivi. ks | 2 ?;9&;-191:3? L2 Onm SA% READAE | !g - - =i
o H : ~ T EEL
' r
| | . g
. . | P
RLES) S shoMavy E-FiGUTE J-Par- (DDE EMCIFHEREC 3Y SUBSTITUT IOV i 4 e hz ¢ - 192G- 0k :? 2 Dav VARIED AT DIF-|7 5%k i -- --
30 wASCE 13k, WITH ADDITIVE THIRCAFTCR. CKRT FERENT TIMES | 1‘16 i
1 ke |
SLSSHA 35 |y L-FIGURE 1-F3RT CODE ENCIPHERID WITH 20DITIVE. 2z -- 19:3-16k= ? OKY NOT SCOLVED ! !alf:'.' i ==
: © T gk
: i i 554
. ‘ 2 39
FUSSa 55 Navy L-FIGURE 1-FART CODE EHCIFHERED WITH aDDITIVE, 4 ' NARVIK - - iok2-1qky | ? CK AT TIMES AE()UTJ i -- --
) : i : i SGE RCADASLE | T ;T eke
! | | ] i
! : [
) | H
I | i )
| | o
FaiZia S [ L-FIGURE - 1+PART (CRE TNCIFRERED Wil= ADDITIVE. ° Deien i - 2 -7 2 CRv FEAD AT TIMES | | h:"-L ! s o
i ! 7e6k
\ T 1%z
'
SLSGI fSNavy:  SIGNAL H-FIGURE 1-FART CCDE LNGIFHIRCD 5% SLESTITUIIGH. [ D7 ¢ ' -- 19431945 7 oK SOLVED 7 oek2 . --
SyaATION: o8zt 1 ESL
| ¥ .
l's :
ALLEnS !
STEIN 111 . |
\
cyussIe 58 [tavy L-fiQueD !-PART CODE £ 7+-CREG By SUESTITLTICH, 7 LARSTED -- 1gh3 - T ? R -- --
h
i
FYSE ) B [avy ‘U-FIGUFE P-FART CODE THOIF=ERED 87 SUESTIIULYIQ, s OSLO o ighz-iol! 2GR -- .-
t
Tyes g i HavY E-FIGURL T-FRRT CLOT ARG -0 T WITH ATZiivE, ; ? BERGIN & ohI-tohy g B iOF SRyl Poefze 7o -- -
I L5
: i
] . .
mER OO0 rauy |’ SEIGURE P-PRBT CODE DN UF-ESLD WIIH 2L3ITIVE. k3 BT o ELRES A i WG SoeNID 758k -- --
| .
TUSSTa 3 RavY H-FAGURL -F477 CO0L ‘J\l SR TH ADDITIVE, e % .- B ERE % oHa HeT SCLVED 1 oads e s
¢ l a1t .mc -
i
)
- i CHART NO. -2
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{WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY [_NAME___| SYS?EM__{ DATES WHEN TICOM [STATUS OF THE SYSTEM
QF SERVICE DESCRIPTION OF SYSTEM COUNTR’Y’ AXJS USs A ATTACKED | RESULTS (REFERENCE AT ASA EMARKS
ORIGIN OF ORIGIN| e Il TBRES
RLSZ1# el [uavy E-FIGURL 7-FagT CODI E8UIf~ CRLO Wl i ADDIVIVE. 2 ™Y 2 I?',"Ii-i‘;’l} » vk RPES? ELF,RE;E:EU ok i N -
L .
PUSS 1 2 €5 haevy E-FIGURE 7+FAR§ LODL ENCIFHIRED WiTH DRI TIVE, ? TILSHT -- T - 19k L 2T NOT BLAD T 584 --
RUSS A 65 ey L-FIGURL ?-PiEi CODL ENCIFHESED WIln ADDITIVE. 3 M 5-kegd) -- ekt - 7 ? OKM HOT SOLVED 1 Eg o S
s L: i
|
y . I
RULSIA 67 pravy -FIGURE 7-PAR1 CLODL FHCIFHCRED WiTh ADDIYIVE. 7 ? -- ,;91-1: -7 7 OXM HOT SOLVED T 56k 1 5k, 5 -
| 0 39 !
RUSSIA 32 havy - IGURL ?-FaRT CCDL CRCITHISLO BY SUGSTITUTICH. 2 ALTA - gy - 2 7 Ohm FAFILY GE&D T 562 ! -- -
i , 1
RUSSIA 40 riavy L-FIGURE, “~FART CODE EMCIFHEREE BY SLRSTIILTIC, ? GOLOAR - 10k - 7 I 72 orm 2 T 584 = =
‘_ ]
RUSS| A ¢ Navy i -FIGURE T<RAR} CODL E:CIFHCRLD £y SUASTITUTICH. ? GEAUDEN? -- 1943~ 194§ 2 Ghu FLAD 0 OIF- 1 1as 1 b - --
FLRENT EXTENTS) T 5k2: T 5%
¥ : AT VLRIOUS 1 th K
| TIvES, D 39 o
.
L 1 ' By
D) 1 m
RUSS)a 71 Mavy L-FICURE 2-FaRT CODE EMCIFHERED BY SLASYITUTICH. 2 RKYBERG “= oy - 7 7 OKM ? } Ega -- --
FUSSIA T2 pavy N-FIGURE T-PACT, CODL EMCIFHERLD BY SUBSTITUTICH, 7 SPITTAL -- 1ok oMLy 7 DKM READ T 564 - i
FUSS 1A 73 havy !-‘.-rlcuaz T=PART CODE EHCIPHEPLE 5Y SUBSYITUTISN. ? % L/uBs /el - ey - v ? CEM ? T 565 T 52 - -
TANNEN=
l SEPG
| §
AUSSEa 7% pevy S-TICUAC ?-FART CODL {NCIFHORLO BY SURSTIIDILCH, ? VILLACS - k2 - % boagup o READ l1 ;':ﬁh -- --
. 1
AT 75 pan L-TIGURZ T-RaAFL (ODE ENCIRNERLD ©Y SLESTITUTICH. ? PuENA -- 1gk3 - * 7 OkM ? T 56k i e
1
RUSE [ 7O piavs L-FICUPE 2-PiRi CODE CHCIPHEPED BY 5L8S8TITUTICH. 2 W1HDAY s JANOIQYS - 7 | T Oem ? é Bt = -
' T 593
T 563
|
— |

CHART NO. T-=
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS

LEARNED FROM TICOM SOURCES
FROM ARMY SECURITY AGENCY SOURCES

(WITH ANNOTAT!ONS

IN PARENTHESES)

COUNTRY [ NAME "OF SYSTEM | DATES WHEN T__TICOM SIATUS OF THE SYSTEM[ |
OF SERVICE DESCRIPTION OF SYSTEM COUNT | AXIS S.A oF ATTACKED | RESULTS ,REFERENCE AT ASA
ORIGIN OF ORGN us. USE  AND BY WHOM -
RUSSIA 77 vavy 4-FIGURE 7-PART CODL ENCIFHEPED BY SUBSTITUTICM. ? ,u :’JEWE - 1983194k 7 ChM SCLvED [ ¥ 5he; T Hak -- as
M i I
| I L]
g |
RUSS1A 79 NAvY L-FIGUPE 7-PART CODE ENCIPHERED BY WRSIIT-7ors, | ? M bfgklh/fst e 1943-194k4 7 Ohm NOT SOLVED T 5645 1 542 .- | --
' |
I
RUSS1A 79 navy €-FIGURE 3-FIGURE L-FIGURE 7-FART CODE ENCIPHERED: ? DRONTHLIM[ == 19k - 7 19%: OhM SOLVED | T 564 -- -
BY SLBLTITIILCN,
) | 1 |
! | |
RUSS 1A 8 Navy l3-r|nunt 2-PART CODE ENCIPHERED BY SUBSTITUTION, ? u 3/333/5'  -- 19t - 7 7 oKy ’ | 1 5k - S
I '
RUSSIA ) NAVY 3-FIGUPE 2-PART CODE EMCIPHERED BY SUBSTITUTICN, lr-m-re'zr. M 3/533/5 - 19h3 - 7 7 CrM NOT SOLVED ;1 9%2 - --
1
PUSSIA 9| navy , 3-FIGUPL 2-PAFT CGDE EMCIPHLFED BY SUBSTITUTION, I ? vsyﬁ;v'{ -- 19L3 - 7 7 OkM $0T SCLVED T 542 - .
) | |
i 1
AUSS1A 3l wavy "3-FIGUPL 2-FART CODE ENCIPHERED 8Y SURSTITUTICN. T w 3/6|¢/5i - 1gE - ® ? O secur 707 | T 542 -- -
| :
I '
| . d
RUSS 1A ay| ravy 3-FIGUPE F-PAPT CODE ENCIPHERED BY SUBSTITUTICN. ,PT 3 BODY - 19%3-19442 7 Okm SOLVED ; hgl : w - -
; : :
1 gha': T ??:‘- !
i
. | ( !
AUSS1A 5] NAvY 3-TIGUPL 1-FAR1 CODE ENCIPHERED BY SUBSTITUTION. | ? L HBAL - 104%- 1048 7 G RLAD 1 by - &
J i )
‘ : ! i i T ;Z3= ¥ o5ek
i | l
1
RUSS(A 6| Navy . 3-FIGURE 1-PART COOE ENCIPHLRED BY SUBSTITUTION, (PT 13 NOSDR&P -- 1945 - T CHM HORPOKAP | ¥ gél: T 56¢ . - -
. PART ) ALLY T 56k
SOLVED: NORD-
nAY 11 NOT
v SOLVED.
: |
.
] ] I
RUSS A Q7| NAVY 3-FIGURF |-PART CODE ENCIPHEPED BY GIGRAPHIC 7 ST10LF - 1eLL - 2 T CKe . ? . -- --
SUBSTITUTICH. i | 7 56k
; 03¢
k |
RLSS 1A 4] yavy 3-FIGURE 1-PART CODL ENCIPHERED By SUBSTITUTION. ? TARCSCEY| -~ 19L4-19L T Oxkv 1 ? | T . -
- : | 1 4
' ] .
' ’ '
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RESULTS OF EUROPEAN AXIS GCRYPTANALYSIS

LEARNED
_AWITH _A_E‘N‘?TA_T.' 9!‘.’.5__

FROM TICOM SOURCES
FROM ARMY SECURITY AGENCY SOURCES

IN PARENTHESES)

COUNTR 'NAME _OF SYSTEM _ DATES WHEN TICOM _ISTATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY: AXIS US A OF ATTACKED | RESULTS |REFERENCE! ASA IREMARKS
ORIGIN OF ORIGIN. i USE AND BY WHOM
RUSSTA oa | avy 3-FIGUFE 1-PART CODL [xCiPHERED BY SUBSTITUTION., PBTSWS M 2/512/8 -in 1952~ 1947 ?  Ckv READ 0 Ig: | ho‘é - e
3 1 T 542; T 562
vASDY i i1 86k
i
2USS|A Off | NAVY: ARTIL- [3-FIGURL 1-PART CODEL ENCIPALREL RY SUBSTITUIION. 51-19-5.-4 M 3SR/ .- 1043 - 2 7 OkMm PARTLY REAC T 5ke -- --
LERY BATIEw-
1£S. GULF OF
F INLAND | H |
1
g %
| " !
RUSS | A a1 | NAVY -FIGURE 1=FART CONE ENCIPUERLD BY SUBSTITUTION ? Eu RARIH -- APRIL-MAY 10h2 2 OKm Lgg OF vALUES | T 5k2 -- -
DR BY SUBSTITUTICYH FLUS 4DDITIVE. : 1 KNCWN
! |
SUSS 1A a2 | navy =CIGURE 1-PART COOC ENCIPHERED WITsi GENZFATED ? B VLY - [ 11 T | 2 okm | HoT sowven 1 5k -- --
DD TIVE AND SURSTITUTION. | ’
i | ]
! : N 1
| | | ‘
SLSSTA o3 | Navy 3-FIGURE 1-PART COOE, CNCIPHCRED BY SUESTITUTICN ? i M4SUREN -- Ligki-19k3 1952 FINNS 'REZD PRACTI~ | T 56k . - -
TO 15 AUGUSY 10L2, BY ADDITIVE THERUAFIER. ; § 1952 OKM :CALLY 180% 1125 1 18
t
, ;
CUSSIA 9k | navY 3-FIGURE ?-PART CODE ENCIPHLRED BY SUSSTITUTION ? DANZIG -- | 19k2- 1944 2 oM NOT SOLVED T 56k == e
'AND ADDITIVE.
i
RUSS( A Q5 | NAVY 3-FIGURE ?-FART CODE ENCIPHERED WITH ACDITIVE. ? ,I.YBCFG -- 1983 - 7 2 Ok 2 T 564 - -
i
FUSS)A 95 | NAVY I3-rncus-n ?7-PART CODE ENCIPHERED BY SUSSTITUTION. 2 BUKET -- MAY-DEC 1943 ?  OKM ? T 564 -- -~
i ]
RUSSIA 07 | NAVY I3-FIGURE ?-FART CODE ENCIPHEREC BY SUBSTITUTION. ? INSTER- -- 962 - 2 2 OKkM READ WHEN T 564 - ==
BURG TRAFFIC WAS
SUFFICIENT
FUSS 1A of | Navy 3-FIGURE ?-PART CODL ENCIFHEFED BY SUBSTITUTION. ? ' VUK MAR- -- 1952-19%53 119k oK READ CURRENTLY T 56U - --
! BURG : PART OF TIME
. 1
RUSS 1A a6 | NavY 3-FIGURE ?-PART CODE ENCIPHERED BY SUBSTITUTION. ? "RIGA -- § JULY 1942- | 1952 OKM READ CURRENTLY, T 56U .- -
25 JuLy 19%2
RUSS A 1968 | Navy 13-FIGURE ?-FART CODE ENCIPHERED BY SUBSTITUTION. ? SALZBURG -- 1951-19k2 1942 OKM READ CURRENTLY T 564 2] %
! PART OF TiMg | 1 LE
!
|

CHART NO. %-2




e e T e T T T

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURGES IN - PARENTHESES)
COUNTRY - NAME OF SYSTEM | DATES | WHEN TICOM FVWUS OF THE SYSTEM fu
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY AXI U.S. A ’ OF ATTACKED | RESULTS |REFERENCE AT ASA REMARKS "ja:.. ,
ORIGIN - OF ORIGIN S | USA USE  AND BY WHOM '. : 8
RUSS 1A 181 | Navy 3-FIGURE ?-PART CODE ENCIPHERED BY SURSTITUTION. ? SEELAND -- 1943-1945 L2 okm ? I gg; I 16 s -- b
] ) - [ I
RUSSIA 162 | NAVY 3-FIGURE ?-PART CODE ENCIPHERED BY SUBSTITUTION. | PT & 1355 -- 8 gcgoegp 1953 2 OKM "NOT SOLVED T 562; T 56k -- --
- o -16 OCTOBER
1943
RUSS 1A 163 | NAavy 3-FIGURE ?-FPART CODE ENCIPHEREC BY SUBSTITUTION. ] ‘STAVAVGER -- 1983 - ? 7 OKM ? T 562 -- -~
I S N | ;
RUSS| A 184 | NAvY 3-FIGURE ‘?2-PART CODE ENCIPHEREC &Y SUESTITUTION. | 2 ———'T 7WES/s == 192wy T ORM— —READ T5k2 - =t )
. ! e
RUSSIA 185 Navy 3-FIGURE 7-PART CODE ENCIPHERED BY SUBSTITUTION, 2.0 oM 3/m19/8) -~ 1943 - 2 2 Okm : 7 T 542 -- --
| '
ta RUSS I A 166 | NAVY 3-FIGURE ?-Egg} CODE ENCIPHERED BY SUBSTITUTION. |D.S. 17 "IM 3/52h/s -- iAUGUST—NOvs.v.-i 2 OKM NOT SOLVED T 5k2 -- --
E !,BER 1943 :
' ;
U
ol| russIA 167 | NAVY 3-FIGURE ?-PART CODE ENCIPHERED BY SUESTITUTION. 7 M 3/563/S -- 1943-195Y 2 OKM Rggg ALMOST T 542 - = i
P : : 100% .
H . ;
RUSS 1 A 188 | NAvy "3-FIGURE ?-PART CODE ENCIPHERED BY SUBSTITUTION. 2 ? - MgﬁCH-JUNE 2 OKM SOLVED T 564 -- ‘ ==
% 1 1 i
2 L ]
i i
5 . o 2 !
— .| RUSSIA_ . 189 | NAVY: COASTAL [3-FIGURE ?-PART CODE ENCIPRERED BY SUBSTITUTION. ? 7 -- 1942-1943 1942 OKM READ T 564 - b
AND RATLWAY et s RO R - - il iR OU S
BATTERIES ON B R 5 g = e SR — _¥ s .
GULF OF FIN-
LAND !
RUSSIA 11g | NAvy: eﬁércs- 3-FIGURE ?-FART CODE ENC{PHERED BY SUBSTITUTION. ? 2 -- iok3y - 2 1 1943 OKM SOLVED T.Séh =8 o
IES OF kg2 | '
AND 435 DIVI- ' ) ' !
SIONS AND BRI - | :
GADE COMMUN| = ; :
CATIONS OFF |- |
| CERS \ | |
RUSSIA 111 | NAVY 3-FIGURE ?-FART-CODE ENCIPHERED BY SUESTITUTION, ? | ? -- 1944 - 2 ? OKM NOT READ T 564 -- --
RUSSTA Nz | navy 7 3-FIGURE-?-PART CODE ENCIPHERED BY SUESTITUTION., 2 Ca -- ;9hh - ?  OKM READ T 584 -- --
!
|
! l ’
|
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
LEARNED FROM TICOM SOURCES
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)

| COUNTRY -. NAME _OF SYSTEM | DATES WHEN | TICOM [STATUS OF THE SYSTEM|
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY AXIS US A OF ATTACKED | RESULTS |REFERENCE g AT ASA EMARKS
ORIGIN : OF ORIGIN = Ay USE: AND BY ‘WHOM
RUSSIA i 13| NAVY 3-FIGURE ?-PART CODE 2 FUVA -- 1941-1942 ? OKM NOT READ T 564 o S
RUSSIA 14| NAavy Z-FICURE ?-PART CODE ENCIFHERED BY SUBSTITUTION. ? TANA -~ 1943 - 2 " ? OKM . ? T 562 ' = ==
RUSSTA 115| NAVY 2-TIGURE ?-PART CODE ENCIPHERED 3Y SUBSTITUTION. " M 2/249/s -- . NOV-DEC 1942 1942 oM SOLVED T 5645 T 542 = _ s=
RUSS I A 116[ Navy ?-PART CODE ) ? M 5/588/5 - 943 - 2 2 OKM S T 542 ' S =
RUSSIA 17| ARMY 2-FIGURE ?-PART FI‘ELD CODE. MADE IN 18 X g R ? -- ?2 -2 ; ? SIM READ IF 1517 -- --
SQUARES. DAILY CHANGING KLY.
—|—RUSSHA—8—? ?=PARTCODE. ? ? -- ?2 -2 ? 3IS ma; COMPRO- | IF 15¢6 =% 1 ==
© .| MISED.
SAUDI 1{DIPLOMATIC 2-PART CODL TRANSMITTED IN 5-FIGURE GROUFS. ? ? S ?-1944- 1945 ? GERMANS NOT SOLVED T 43¢ (UNKNOWN ) -
ARABIA R . .
|
SAUDI 2|D1PLOMATIC 7 { CIPHER--2 DIGITS PER LETTER. ' 2 2 ABD) ABD: 1943- 2 SIM READ IF 1513 P 4 | (ABD: EROKEN IN 19%5. 180%| --
—| ARABIA ?‘éﬁ?}lg“\iig“sﬁififﬁ 2 DIGITS PER LETTE : (OR (cupm:m? N ¢ READABLE. ABB: BROKEN IN
J g ‘ : (ABB) (ABB: ?-1945- : 1944, 192% READABLE.)
I CURRENT) .
j :
l _ .
D saupt CIPLOMATIC i ! HER- - ? ? (ABD) | (?-1943-CUR- = 1942 PERS 2 S| READ - T 2852 (BROKEN IN 1945. NOW 107% s
) G 3 ﬁ;gggfbﬂ% CIPHER--2 DIGITS PER LETTER. SEE . REN$)3 9 READABLE ) o
3 | 1 . T e e

9

CHART NO. 1-2




DOCID:

3560861

~ CHART NO. 1-2

|
RESULTS OF EUROPEAN AXIS CRYPTANALYSIS |
LEARNED FROM TICOM SOURCES
(WITH ANNOTATIONS FROM 'ARMY SECURITY AGENCY SOURCES |IN PARENTHESES)
COUNTRY ; , NAME OF SYSTEM | DATES | WHEN _ TICOM |STATUS ‘OF THE SYSTEML?
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY AX| A ! OF : ATTACKED | RESULTS |REFERENCE AT ASA EMARKS
ORIGIN OF ORIGIN S | USA v yUSE  AND BY WHOM
SPAIN 1 |DIPLOMATIC L-FIGURE 2-PART CODE, ENCIPHERED BY MEANS OF A (CLAVE ? (sPA?) {(1938~cunac~rf 1939 SIM BROKEN IF 351' | (BOTH COMPROMISED) --
19 ~GROUP~LONG ENCIPHER KEY. 1537 OR OP i : 1F 151 |
' CLAVE (sPe?) :
1539) |
|
SPAIN 2 |DIPLOMATIC k-FIGUPE 2-PART CODE. ? SP. 234 ? 2 -7 ? PERS 2 S | RECOVERED 58 | T 1358 5 { UNKNOWN ) -= _
SPAIN 3 |[DIPLOMATIC 4-FIGURE 2-PART CODE. ? SP. 1339 ? ?2-% ? PERS 2 S | RECOVERED 28%- T 1383 {UNKNOWN) -- ;
! 25% T 253 i
| i
I
SPAIN L [DIPLOMATIC L-FIGURE 2-PART CODE. ? 2 ? 22 ? 2 RECOVERED T 1361 (UNKNOWN ) -- ‘
' N LESS THAN 1% |
. ! | |
E . | 1
SPAIN 5 |DIPLOMATIC 4-FIGURE (1-PART CODE REPAGINATED.) 14,0800 (24) "gy" (sFB) !.(19|5~CURPENT) 1927, 192 RECOVERED T 1382 (COMPROMISED. BEING READ.) -- !
: GROUPS., LAST TWO PLACES OF EACH GROUP ARE READ PERS 2 S 30% - Lg% D 156, REFORT , i
FIRST. - - 2, P2 =y
\ ' O |
!
SPAIN 6 |DIPLOMATIC L-FIGURE 1-PART CODE, RANDOMI2ED ON PAGES. i "3g" 2 ?-1927-? ' 1927 PERS 2 S | RECOVERED T 137 { UNKNOWN ) = !
19,88% GROUPS. : g% - 60% D 15, REPORT !
o 1, P2 o
o t
= £ !
SPAIN 7 |CONSULAR k-FIGURE'l-PART CODE, RANDOMIZED ON PAGES. ? "31" 2 ?-1927-% I 1927 PERS 2 S | RECOVERED * | T 13;& (UNKNOWN ) --
19,808 GROUPS. | S0% - 65% ; 158 |
f 0 1B, REFORT |
1, P2 i
l
!
SPAIN 8 |CONSULAR 4-FIGURE 1-PART CODE, RANDOMIZED ON PAGES. 2 "156" 2 ?-1938-2 2 2 RECOVERED T 1258 (UNKNOWN) = i
15% - 2¢% T 1251
|
SPAIN 9 R L-FIGURE 1-PART CODE, RANDOMIZED ON PAGES. 2 "CODE 2 2 -7 ? 2 RECOVERED T 1344 { UNKNOWN ) = ;
187" . 8% - 35% ! :,
% !
! i ;
! r s
SPAIN 19 ? 4-FIGURE 1-PART CODE. ? Cmg’ ? 72 =2 ? PERS 2 S RECOVERED T 121 (UNKNOWN ) E -- ;
: LESS THAN 1% | T 3811 ;
| |
SPAIN 1 ? L-~FIGURE 1-PART CODE, RANDOMIZ2ED ON PAGES. ? "CODE ? ? -7 ? PERS Z S RECOVERED T 1212 { UNKNOWN ) -=
: 199" Sg% - 60% T 1213
'
|
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AS LEARNED FROM TICOM SOURCES
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COU&\JFTRY SERVICE D‘ESCRWT‘ON OF  SYSTEM CSI&I\\JATE OF ~ SYSTEM | DATES WHEN TI%OM [STATUS OF ~ THE SYSTEM] _
: OF ATTACKED | RESULTS |REFE ENCE AT ASA REMARK
ORIGIN OF ORIGlN, AXIS | US.A USE  AND BY WHOM =
SPAIN 12 ? ﬂ-rlGURE 1-PART CODE, RANDOMIZED ON PAGES. 2 €copE 111 ? ?2 - ? PERS 2 S ﬁccovcnég T 121k (UNKNOWN } --
i -5
|
SPAIN 13 ? 4-FIGURE 1-PART CODE, RANDOMIZED ON PAGES. 2 "119" 2 2 =P ? PERS 7 S Ré;ovaggg T 1224 1 (UNKNOWN) -~
| 5 - '
_1
SPAIN 1y 2 U-FIGURE 1-PART CQDE. : ? k" ? 2-2 ? PERS 7 S | RECOVERED 2¢% | T 1226 { UNKNOWN ) -
| |
. _ |
SPAIN 15 ? 4-FIGURE 1-PART CODE, RANDOMIZED ON PAGES. 2 " 2 ?2 -2 ? PERS Z S Ré;ovzggg T 1345 ( UNKNOWN ) e
e ‘ -
| } !
.’ | i
SPAIN 16 ? | b-FIGURE 1-PART CODE, RANDOMIZED ON PAGES. 2 SP. 134 ? ? -2 ? PERS 2 S | RECOVERED T 1346 {UNKNOWN ) -
! | : | LESS THAN 1% ‘
| ! | ;
SPAIN 17 ?. th~FIGURE.{;PART CODE, RANDOMIZED ON PAGES. l 2 ’ mi52" ? ? - ? PERS 7 S . RECOVERED T 1256 (UNKNOWN) --
| | i _ LESS THAN 5%
! i
SPAIN e ’ U-FIGURE 1-PART CODE. e "157" ? ? - 2 PERS 2 S | RECOVERED T 1242 (UNKNOWN) - -
r 508 - 60% T 1243
i ]
SPAIN 19 ? h-rneués 1-PART CODE, RANDOMIZED ON PAGES. [ ? P 168" ? ? -2 ? PERS 2 S RECOVERED 5% | T 123% (UNKNOWN) -~
T 125 ~
|
SPAIN 28 2 .U~FIGURE 1-PART CODE, RANDOMIZED ON PAGES. ? ( mer" ? ?-1932-% L' 2 PERS Z S RECOVERED T 124k (UNKNOWN ) -~
‘ ; ! sk - 60% T 124
i L T 124
| z
' |
. ' ;
SPAIN 21 ? i4-FIGURE 1-PART CODE, RANDOMIZED ON PAGES. ? f "168" ? ?2 - ' ?PERS 2 S RECOVERED -25% | T 124¢ (UNKNOWN) e
|
SR 2z "B-FIGURE 1-PART CODE. ? "sp. 172" ? ?2 -1 ( ? PERS 2 S RECOVERED 4% $ }gsh (UNKNOWN ) --
: { T3 ;
SPAIN 23 ? ,4-FIGURE 1-PART CODE, RANDOMIZED ON PAGES. i ? "sP. 175" 2 2 -2 ? PERS 72 S RECOVERED 186%) T 1348 ( UNKNOWN) --
|
!
H
|

T CHARY AR

. ey 4
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AS LEARNED FROM TICOM SOURCES ’ |
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURGCES I[N PARENTHESES) -
COUNTRY NAME OF SYSTEM | DATES WHEN TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY AXIS S A ! OF ATTACKED | RESULTS |REFERENCE AT ASA REMARKS ;
ORIGIN . OF ORIGIN ! Us. A USE  AND BY WHOM , '
SPAIN 2k ? 4-FIGURE 1-PART CODE, RANDOMIZED ON PAGES. ? "SP. 179" ? N | . ? RECOVERED T 1349 . (UNKNOWN ) -
LESS THAN 10% !
|
SPAIN 25 2 L-FIGURE 1-PART CODE, RANDOMIZED ON PAGES. ? 213" ? 1 -7 R | g;cove;;o T 1352 ! (UNKNOWN ) = ;
‘ = 1 }
!
: :
SPAIN 26 ? 4-FIGURE 1-PART CODE, RANDOMIZED ON PAGES. ? "sp. 217" ? ? -2 ? 2 RECOVERED T 135 (UNKNOWN) =" i }
- 1 6% - 5% T 135 . t
| l
SPAIN 27 ? 4-FIGURE 1-PART CODE. 2 "sp, 229" ? 9.9 2 2 RECOVERED T 1357 (UNKNOWN ) -- |
: LESS THAN 1% ;
SPAIN 28 ? 4-FIGURE 1-PART CODE. ? "239" ? ! 2 -2 2 @ RECOVERED 5% | T 1359 (UNKNOWN ) -- ‘
SPAIN 29 ? 4-FIGURE 1-PART CODE, REFAGINATED. ? "SP. 243" 2 ?2-09 ? 2 RECOVERED T 1368 " (UNKNOWN) -- !
LESS THAN 5% |
)
I
SPAIN 3% P 4-FIGURE 1-PART CODE, REPAGINATED. ? "sp. 2u9"| 2 ? -2 ? 2 RECOVERED 5% | T 1362 ( UNKNOWN.) L -- {
EB SPAIN 31 ? L-FIGURE 1-PART CODE, REPAGINATED. 2 "261" ? ? -7 2 2 RECOVERED 6¢% | T 1379 { UNKNOWN ) -
» |
SPAIN 32 ? 4-FIGURE 1-PART CODE. ? 2nn H 2 ?-1937-2 ? 2 RECOVERED T 1371 (UNKNOWN) --
- LESS THAN 5% _
|
SPAIN 33 ? 4-FIGURE 1-PART CODE, RANDOMIZED ON PAGES. 2 ? ? ? -2 ? PERS Z S §5§°VER52 T 1218 (UNKNOWN ) - 2
’ - i
SPAIN 3k ? 4-FIGURE 1-PART CODE. ? 2 ? 2 -2 ? 2 RECOVERED 75% T 1329 { UNKNOWN ) =% |
SPAIN 35 ? 4-FIGURE 1-PART CODE. ? ? ? ? -7 2 @ RECOVERED T 1384 (UNKNOWN) ~
20% - 30%
SPAIN 36 ? 4-FIGURE 1-PART CODE. ? ? ? ? -2 ? * RECOVERED T 1343 (UNKNOWN ) =
65% - 0%
SPAIN 37 ? 42FIGURE 1-PART cébs, RANDOM! ZED ON PAGES. 2 ? ? ? -2 ? 2 RECOVERED_5¢% T 1372 (UNKNOWN ) --
i
N— bz b - I
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AS LEARNED FROM TICOM SOURCES 1
(WITH ANNOTATIONS  FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) _ 1
COUNTRY - | NAME _OF SYSTEM DATES | _WHEN TICOM. [STATUS OF THE SYSTEM| |
OF SERVICE DESCRIPTION OF  SYSTEM COUNTRY A A OF + ATTACKED | RESULTS |REFERENCE AT ASA REMARKS
ORIGIN OF ORIGIN . AXIS | US.A ysg  'AND BY WHOM :
SPAIN 38 ? L-FIGURE 1-PART CODE, RANDOMIZED ON PAGES. ? 2 2 [ -1 | 7 9 R%;OVE?%; T 1208 | ( UNKNOWN ) w&
: : 19% -
SPAIN 39 ? 4-FIGURE 1-PART COCDE. ? "3 ? -7 ? 2 RECOVERED. 5¢% | T 1215; T 1216 (UNKNOWN) --
- l T 1217; T 128
T 1219; T 12 '
| T.1227; T 1222 '
SPAIN Lg 9 4-FIGURE 1-PART CODE. ? "sp. 121" ?. - [ 7 9 -RECOVERED T 1225  (UNKNOWN) s i
3 } % - 15% : E
| | | 3
SPAIN b1 2 4-FIGURE 1-PART CODE. ? - "iygn ? -2 I RECOVERED T 1257 { UNKNOWN ) -- i
% i | 20% - 25% |
| _ | ; i | |
SPAIN 42 ? L-FIGURE 1-PART CCDE. ? R ? -2 ? % | RECOVERED 16% | T 1238 i (UNKNOWN) -- J .
L. N i o -' '
; | : P |
! R’
SPAIN 43 ? ‘4-FIGURE 1-PART CODE. ? "és5" ? i -2 ? RECOVERED T 1268 (UNKNOWN) o i
! ]% = ]5% g '
! - |
. Bl
_ A |
‘N [ et
SPAIN Ly ? 4-FIGURE 1-PART CODE. ? N.3d3 SP 2 - ? 2 RECCVERED T 137 ( UNKNOWN ) == !
‘ , 323 Sg% 6¢; . 375
| ;
i SPAIN b5 ? 4-FIGURE ?-PART CCDE. 2 "sp. 73" ? -2 b2 2 NO SUCCESS T 1263 (UNKNOWN ) -- ’
: ' |
| | f
l SPAIN S ? L-FIGURE ?-PART CCDE. 2 "ri2” ? -2 ? 2 NO SUCCESS T 1262 (UNKNOWN ) e !
| ‘ |
! SPAIN 47 2 4-FIGURE ?-PART CODE. ? g ? -2 A NO SUCCESS T 1261 ( UNKNOWN ) -- 1
' L | : |
| | | | |
f SPAIN 42 ? L-FIGURE 2-PART COPE 2 T Es —% i ? NO SUCCESS T 1223 {ONKNOWN ) -- .
t | | |
SFAIN ha ? ?k—FIGURE ?-PART CODE. ? "126" ? -2 L7 e NO SUCCESS T 1227 (UNKNOWN ) i :
| ‘ ' ?
| ; !
' SPAIN 58 ? "4-FIGURE ?-PART CODE. ? "SF. 128" ? -2 ? 7 NO SUCCESS T 1236 (UNKNOWN ) == '
f i
! i
[
|
I

CHART NO.

1-2



—DOCID:

)

3560861

CHART NO.

1-2

AS LEARNED FROM TICOM SOURCES
- (WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) :
COUNTRY [ NAME OF SYSTEM | DATES WHEN TICOM ISTATUS OF THE SYSTEM _ !
0 SERVICE DESCRIPTION OF SYSTEM COUNTRY: A A OF ATTACKED | RESULTS IREFERENCE AT ASA REMARKS ;
ORI OF ORIGINI XIS | US.A USE  AND BY WHOM : ! : |
SPAIN 51 ? 4-FIGURE ?-PART CODE. 2 "sp, 133" 2 ? -2 ? 2 RECCVERED l T 1252 { UNKNOWN ) -- l
, LESS THAN 5% "
s E :
SPAIN 52 ? Y-FIGURE ?-PART cooéi i ? "SP. 142" ? ? -7 ? 2 RECCVERED T 1253 - (UNKNOWN ) -~ ;
¢ LESS THAN 1% ,
|
i .
SPAIN 53 ? 4-FIGURE °-PART CODE. ) ? LI 2 7= 2 ? 2 RECOVERED T 1254 {UNKNOWN) -
- : B - ABOUT 1% i
|
SPAIN Sk ? 4-FIGURE ?-PART CCDE. 2 "155" @ 1931-1936-2 2 P . NO SuCCESS T 1249 { UNKNOWN ) --
; !
: , 1
SPAIN 55 ? 4-F IGURE %-PART ‘CODE. ? "161" ? ? -7 ? ? RECOVERED T 1259 { UNKNOWN ) P
: | ' LESS THAN 3%
| .
SPAIN 56 ? L-FIGURE ?-PART CODE. ? "6y ? ? -2 2 NO SUCCESS T 1247 _ (UNKNOWN) --
SPAIN 57 ? "4-FIGURE ?-PART CODE. ? i"sp. 178" ? ? -2 ? ? ! NO SUCCESS T 1248 ; ( UNKNOWN ) --
1 f :
| | ,' . o
SPAIN 58 2 “4-FIGURE 7-PART CODE. 2 "sp.amt 2 |2~ 2 ? © NO SUCCESS 4 T 1228 | (UNKNOWN) --
) t
SFAIN 59 2 L-FIGURE ?-PART CCDE. ? "VALENC A ? -2 ? 2 . RECOVERED T 1235 I (UNKNOWN) --
' t74" f i 5% - 0%
SPAIN 6@ ? l4-FIGURE ?-PART CODE. ? "sp. 187" 2 T 2 ? 2 VERY LITTLE T 135¢ {UNKNOWN) -- (
i SUCCESS :
! | i
SPAIN &1 2 ", 4-FIGURE ?-PART CODE. ? "sP. 209" ? ?- 2 ?? RECCVERED ; 7 1359 (UNKNOWN ) -~ :
LESS THAN 1% !
! | ;
[ !
SPAIN 62 ? | 4-FIGURE ?-PART CODE. 2 r253” ? ?-? ? ® RECCVERED T 63 (UNKNOWN ) - ;
: 60% - 0% I %6 i
T 130 (
. 3 ;
! | T §s§ :
: | | i
| | | | | |
SPAIN 63 ? | 4-FIGURE ?-PART CODE. ; ? "3ge" - 2 ? -2 ?7 7 RECCVERED T 1374 ‘ (UNKNOWN ) --
| \ LESS THAN 1% |
| ;
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(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) o
COUNTRY . : NAME OF SYSTEM | DATES | WHEN TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY AXIS U.S. A ‘ OF ATTACKED | RESULTS |[REFERENCE AT ASA REMARKS
ORIGIN OF ORIGIN 2 23, USE AND BY WHOM : :
SPAIN 64 ? U-FIGURE ?-PART CODE. ? "sp. 36" ? 2 -2 L RECOVEREC T 1376 (UNKNOWN ) ==
LESS THAN 1%
SPAIN 65 ? L4-FIGURE ?-PART CODE. 2 "sp. 345" ? 2 -2 2?2 ° 'RECOVERED T 1379 . (UNKNOWN ) --
'LESS THAN 3% !
SPAIN 66 2 4-FIGURE ?-PART CODE. 2 "ygz " 2 2 -2 2 9 RECOVERED T 138¢ (UNKNOWN) --
. i LESS THAN 1%
SPAIN €7 ) 4-FIGURE ?-PART CODE. 2 "5k e 2 2 -2 R [NO SUCCESS 71381  (UNKNOWN) --
. i
SPAIN €8 2 L-FIGURE ?-PART CODE. 2 ? 2 7 -2 ? % ? T 1265 ( UNKNOWN ) -
SPAIN 69 ? 4-FIGURE ?-PART CODE. 2 ? ? 7 -2 P72 RECOVERED T 1269 (UNKNOWN) --
: i LESS THAN 1% :
SPAIN 7% | DIPLOMATIC 2-PART CODE ENCIPHERED BY 168-GROUP KEY. 2 ? ? 1939 - ? 2 SIM ' NOT READ IF 1518 (UNIDENTIFIED) -
! i } i
SPAIN 71 [ NAVAL CIPHER 2 ’CIPhER 2 2 -2 2 SIS 100% COMPRO- [ IF 1585 ( UNKNOWN ) =i
13 MISED
) - v i ‘
SPAIN 72 ? 4-F IGURE ?-PART CODE. ? l 2 1941-19422? 1941 SIM NOT READ IF 1524 (UNIDENTIFIELD) e
SPAIN . GENERAL REMARKS ON SPAIN REFPUBLICAN: DESPITE ’ S
REFUBL I CAN | BASIC SIMILARITIES THE SYSTEMS DIFFERED IN INDI- |
| CATOR AND APPARENTLY IN TYPE OF TEXT. | ‘
SPAIN 73 | MILITARY " SUBSTITUTION USING DIGRAPKS @ TO 99 ARRANGED IN ? R. 5 2 1?7 -1938 ;1939 sis "READ Y lir 1584 {UNKNOWN ) -
REPUBL I CAN COLUMNS AGAINST AN ALFHABET STRIP CONTAINING ! | ’
3 NULLS | ,
SPAIN T4 [ MILITARY DIGRAPHIC SUBSTITUTION USING SLIDING STRIPS. 2 N. ? ' 2-1938-7 1938 s1Is vREAO iF 15¢k ( UNKNOWN ) ==
REFUBL ICAN ; |
|
SPAIN 75 [ MILITARY DIGRAPHIC SUBSTITUTION USING SLIDING STRIPS. 2 SN ? 7-1938-2 1938 SIS i READ IF 1584 (UNKNOWN ) w
REFUBL ICAN ! :
SPAIN & | MILITARY ! DIGRAPHIC SUBSTITUTION USING SLIDING STRIPS. 2 5 C.R ? 2-1938- 1938 sI5 READ IF 1524 (UNKNOWN ) =
REPUBL'ICAN '
| ' !
- |
SPAIN MILITARY . DIGRAPKIC SUBSTITUTION, i@ X 18 SGUARE AND ? S.N.D 2 2-1938-2 1933 SIS ! READ IF 1564 (UNKNOWN ) ! --
REFUBL I CAN | CCORDINATE SLIDING STRIPS 17 VALUES LONG. SuB- ] | —
| STITUTION BY 3CTH LETTERS AND OIGITS. _ 1 “‘*"‘*’j/"____'g_—'
- . O R NKN -
SPAIN 75 [ MIL1TARY SUESTITUTION BY DIGRAPHS $6-9G. ONE HUNDRED ¥ Sl ' ‘ 24193 1933 515 READ IF 150 (UNKKOWN)
CERUBLICAN DIFFERENT KEYS WERE USED IN ARRANGING THE SUB- | !
STITUTION. ; |
| | |
| |
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
AS LEARNED FROM TICOM SOURCES
(WITH ANNOTATIONS  FROM ARMY SECURITY AGENCY SOURGES IN PARENTHESES)

COUNTRY [ T NAME OF SYSTEM ' DATES WHEN | TICOM [STATUS OF THE SYSTEM|
OF SERVICE DESCRIPTION OF  SYSTEM COUNTRY AXIS A OF ATTACKED | RESULTS |REFERENCE’ AT ASA REMARKS
ORIGIN : OF ORIGIN US.A USE  AND BY WHOM |
SPAIN 79: MILITARY DIGRAPRIC SUBSTITUTION USING 19 x 19 SCUARE ANC ? S. MARZO ? 2-1938-2 1932 sis READ wr 1524 " (UNKNOWN) --
ROFUELICANY COORDINATE SLIDING STRIPS. SUBSTITUTION BY BOTH ‘
’ LETTERS AND FIGURES. . E 1

SFAIN oG MILITARY DIGRAPHIC SUBSTITUTION USING 13 X 13 SQUARE AND ? "R 2 2-1938-2 1938 515 READ 17 158k  (UNKNOWN)
REPLZLICAN CCORDINATE SLIDING STRIPS. SuESTITUTION BY MIXED ALARM"
ALFHASETS ANC FAGURES.

4
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(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY : _ NAME OF SYSTEM.| DATES | WHEN TICOM |STATUS OF THE SYSTEM|
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY AXIS US A ' OF i ATTACKED | RESULTS |REFERENCE AT ASA REMARKS
ORIGIN OF ORIGIN S.A USE  AND BY WHOM ;
= : : :
SWEDEN 1| (DIPLOMATIC) | HAGELIN -- SMALL MACHINE, SIMILAR TO M-2@9.° ? M (swa) S AR ! AFTER SFRING | NOT BROKEN |othz Py , (NOT READABLE -- NOT BEING --
A WHEELS. 4 19Uk OKH BUT MESSAGES ' WORKED ON)
‘ ' OKW IN DEPTH COULD
BE READ
4
i | 1
SWEDEN 2 | CONSULAR MACHINE THOUGHT. TO HAVE 15-NUMBERED WHEELS. ? ? ? 2 -2 ?Fh I.NO SUCCESS 1 152 P 3 © (UNKNOWN [F 1T HAD 15 NUM- THOUGHT
CALLED BY PW THE KRYTAA BUT MAY HAVE MEANT THE ; BERED WHEELS.) BY FA TO
KRYHA OR HAGELIN. BE 100%
SECURE
| ) N - R AL-
SWEDEN 3 ? TRAFFIC THOUGHT TO MAVE BEEN HMAGELIN. 13T ? ? 2 2.9 1941, AGAIN | NOT READ eap7  LTRAFFIC USING 22 c5]TE -
MONTH 25-LETTER ALPHABET USED; 2ND MONTH 25- : iN 194k PERS
LETTER ALPHABET USED. : » 7S
SWEDEN 4 | ARMY HAGELIN -- LARGE MACHINE. THOUGHT BY GERMANS 2 2 2 T . ? OKK NOT 2EAD BY ih2 Pl ( UNKNOWN ) - -
TO HAVE BEEN SIMILAR TO ENIGMA. ) ' ‘ ! | OKH
' i !
| | |
SWEDEN S | NAvY APPARENTLY- &4 MACHINE CIPHER. U-LETTER SYSTEM. 2 "h-LETTER ? | 2 - g%k - 2 194k OrM PROBABLY NO D33P 3, " (UNKNOWN ) --
" } . system” SUCCESS -~ 5
. | SCANT MATER- e
: - |IAL ]
, |
, d
' ]
SWEDEN 5| NAvY MACHINE CIPHER. ? KARL ? ? - 194k - 2 1944 OkM NO SUCCESS p138pP3 (UNKNOWN ) -- e
) S f
1 o . -
SWEDEN . 7 | Navy MACHINE CIPHER., ? PAUL ? ? - 104 - 2 | 1944 . 0xM © NO 3UCCESS D 3% P33 ( UNKNOWN ) --
E
SWEDEN 9 | Navy MACHINE C1PHER ' o RICHARD ? 2 - 19kl - 2 | 19k} OKkwm NO SUCCESS 532 P 3 (UNKNOWN) L
s !
SWEDEN 9 | Navy MACHINC CIPHER ? 0770 ? ? - 1g4% - 2 1 194k OkM MOHLTORE% D38 eP 2,3 (UMKNOWN) - :
1944, 1945 i
PROBABLY 10 :
SUCCESS !
1
; [
: .
SWEDEN 18 | NAvy MACHINE CIPHER ? SOFHIE ? 2 - 19% - 2 ; 1945 O PROSABLY NO D3¢ P23 {UNKNOWN) --
- SUCCESS -~ ‘ |
! SCANT MATER- ! ‘
I AL
i ‘ f
- | | |
SWEDEN 1t | Navy 5-LETTER ?-PART CODE CVCCv. PRORABLY A COVER- 2 MORSE ? 2 - 194k - 2 ' 19kl Okm PROBAELY NO D 38 P 5 (UNKNOWN ) -5 |
NAME SYSTEM. g success | ,
‘ i
] i X ‘ ) :
SWEDEN 12 | NAVY 5-LETTER ? CODE. CvCvC. , 2 SEDER 2 2 - 1Gkk - 2 | 1948 Okv 2 D3SPUY (UNKNDWN ) -- !
’ ; |
) .
; I
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(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY _ NAME OF SYSTEM J DATES | WHEN TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM ICOUNTRY AXIS | US A OF ATTACKED | RESULTS |REFERENGE AT ASA REMARKS
ORIGIN OF ORIGIN _ <. - USE AND BY WHOM
SWEDEN 13 ? 3-LETTER ?-PART CODE. ? | SASSNITZ ? ? - 194h - 0 ! 1945 OKM BROKEM D38rY I { UNKNOWN) --
SWEDEN 1] army 3-LETTER ?-PART FIELD CODE. 2 Sc2 ? ?2-? 1943 OKH READ IF 1286 P 5 (N? MILITARY SYSTEMS WORKED --
. | ON
SWENCY 15 | ARMY -LETTER PARTIALLY 1-PART UNENCIPHERED FIELD 2. SC3 ? ? -9 1943 OKH READ IF 126 P 5 (N? MILITARY TRAFFIC WORKED --
. tope. - ) i ON
\ | i
SWEDEN 15 ] amay -LETTER 1-PART CODE. ? I oscu ? ° - 9 © 1943 OKH READ IF 120 P 5 (N? MILLITARY TRAFFIC WORKED --
3 | . ) e ON
SWidEN i7 | MILITARY Z-LETTER AND 3-LETTER CODES. ? ? ? ?2 -9 . AFTER 1944 READ 155 P 11 (N? MILITARY SYSTEMS WORKED --
OKH ON
SWEDEN 12 ? 1-FIGURE 2-LETTER CODE, ?-PAST, 475 GROUFS. ? . "FIGURE- 9 ? - 1945 - 2 1045 OkM P INVESTIGATED [ D 38 PS5 (UNKNOWN) ' o
i . LETTER- ' : o
| . LETTER" i I
: ] iz
- | { | 7
SWEDEN 19 1(oup:_ou,mc) 5-FIGURE 2-PART UNENCIPHERED CODE. NO 35-FIGUR l 2 i 9 j(POTSIBLY ? - 9639 1947 PERS Z S ? IF 15153 P 3 (tF SwB-1, PARTIALLY COM- (TRAFFIC
: GROUP CONTAINED THE SAME DIGHT TMICE | ! SwB-1 OR i%4@ SiM p 22°P 21 PROMISED. BEING WORKED ON. |IM SWB-1
| ! SWE-2) IF SwB-2, BEING WORKED ON.) |AND SwB-2
! .-~ | CONTINUED
{ . S LATER
! ' , THAN THE
: : . . CLOSING
: : i ' DATE
: . ; { GIVEN BY
: i PwW FOR
[ i i THIS cCDE)
| ! . ,
_ : i ! | ,
SWIPLN 20| CONSULAR S-FIGURE, AND X-FIGURE 2-PaRT UNENCIPHLRED CODE. - 2 ] ? ? ''?.- 1939, ON BEFOPE 1939 READ I 122 P 3 (UNIDENTIFIED) : e
Tn 1039 ALMOST ALL LINK3 EXCEPT STOCKHOLM - | ; MOST LINKS = FA
TOKYQ™ "WENT OVER TO A MACHINE. : ]
i ' : .
WENEN RN RV RES T b.rigueg ?-PART CODE. i 2 i 2 ? AFTES 1939 | AFTER 1930 ? IF 1513 P 3 (UNIDENTIFIED) . --.
: -2 1LY : .
: : | !
WEerN 22 | MitiTaRy SIMPLE RECIPROCAL SUB3ITITUTION. i 2 ? ? P? -2 AFTER SEPT FEAD 155 P 1 (NO vILITARY TRAFFIC WORKED &=
! i L OKe __4)__’_————'———
Il 1 .
[l | "
fweoey FLUN EES TEVOLVING G ILLE TRANSPOSITION CIF-ERS, ? SRa-| ? | ?-2 1943 O+ READ IF 126 P S (NO MILITARY TRAFFIC WORKED ° ==
T sea-s : ON) i
i i i
' ' |
l 1
| |
| ; I
| | '
!
]
1

CHARY a1~




. DOCID:

3560861

)

RESULTSAOF EUROPEAN AXIS CRYPTANALYSIS

LEARNED

FROM TICOM SOURCES

: ' (WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) ) _
COUNTRY - NAME ‘ SYSTEM | DATES . WHEN TICOM [STATUS OF THE SYSTEM ,
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY; AX 5. A OF - ATTACKED | RESULTS |REFERENGE AT ASA REMARKS
ORIGIN OF ORIGIN' AXIS | US.A USE  AND BY WHOM R
SWEDEM 24 | ARMY TRANSPOSITION SYSTEM. "HARDER THAN REVOLVING ? P F ? ? - 194k - 2 7 o4k PERS 7 S| FROBARLY NOT | IF 128 P 5 (NO MILITARY TRAFFIC WORKED --
GRILLE." I 79kY 0K BROKEN 238 Pk ON)
1°L4 OKM
|
SWEDEN 25| MILITARY ELEMENTARY TYPE TRANSPOSITION. .0 \ ? ? ? -2 AFTER SEPT ' READ I 85 P 11 (NO MILITARY SYSTEMS WORKED i --
1944 OKkH ON)
SWEDEN 28 ? ? ? i FFFF ? 2 - 194k - 2 1944 OKM - 2 D33 Fs5 (Li<NOWN) ==
. | |
SWEDEN 27 ? 2 ? ! ? ? - 1944 - 2 © 194k Ok | ? D3F5 {UNRNOWN) --
. ; i
SWEDEN 2% | DIPLOMATIC MACHINE CIFHER ? ? ? 1939 - ? 2 SIM NOT READ iF 1518 (UNIDENTIFIED) : w=
. [ "
SWEDEN 29 | DIPLOMATIC MACKINE ? ? ? 1539 - ? ? SIM | NCT READ IF 1518 (UNIDENTIFIED) ' --
SWEDEN 3% | DIPLOMATIC? 5-FIGURE Z-PART CCDE. NO DIGIT REPEATED IN A 2 ; ? ? ? - 1939 ? SIM 2 1 IF 1518 (UN!DENTIFFED) ' --
GROUF. UNENCIPHERED. i ;
_ - ! , : !
SWEDEN 31 [ DIPLOMATIC 4-FIGURE ?-PART CCDE. ? ! ? ? 1939 -2 | ? SIM ? IF 1518 (UNIDENTIFIED) i <=
|
| |
. | I
| l e
1
i :
i !
|
{
i : -
' - |
!
!
i
|

“RITE e =
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— RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
LEARNED FROM TICOM SOURCES
(WITH ANNOTA‘IIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)

© [ CoNTRY | 3 NAME OF _SYSTEM | DATES | WHEN TICOM BTATUS OF THE SYSTEW[
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY OF ATTACKED | RESULTS |REFERENCE AT ASA EMARKS
o ORIGIN OF ORIGIN| AXIS | US.A . (sg  AND BY WHOM | :
i | — : 1
! SYRIA 1 | ARMY FRENCH LANGUAGE COCE: ‘TABLE OF 17 LINES AND &0 ? ? ? I 2-19k41-2 1941 SIM READ IF 118C F g i (UNKNOWN) -
COLUMNS, 3-LETTER GROUFS OF WHICK MIDDLE ONE IS | iF 118G P |
A VOWEL. “KEY WORD CHANGED ABOUT ONCE A MONTH. !
APFROXIMATELY 1,78@ WORDS. '
|
I SYRIA 2 | POLICE 2;7%5?78 ?-FART CCCE. ENCIPHERED BY SIMPLE SUB- @ ? 2 ?-1943 ?  OKH READ - 1178 P 3 ! { UNKNOWN ) --
i N. . i
i ’ :
bl : i
i : SYRIA 3 | POLICE CIPHER SYSTEM. SIMPLE FIGURE SUBSTITUTION. 7 2 ? 2-1943 ? OKH READ P18 P 3 (UNKNOWN) -
? SYRIA 4 | POLICE "ig x 1g MULTIALFHABETlCAL TABLE WITH OMOPHONES." ? 2 2 ? -7 . ? ITALIANS READ IF 1186 F 5 - (UNKNOWN) --
f (2?) "KEY" CHANGED MONTHLY. ‘ ’ '
i ; SYRIA 5 s 3-LETTER "CIPHER." | ? o o ' 2-1941-2 : 1941  SIM ;€§SBABLY" | 1F 118 B 3 E ( UNKNOWN ) -
! ? I syria .">é 2 3-FIGURE "CIPHER." : ? i 2 ? 2-194;-2 ! 1951 sim FROBABLY READ| IF 118C F 3 ( UNKNOWN) --
i - - ! , .
% ; SYRIA 7 | PCLICE "CODE". TABLE OF 12 x 1€. ) ? ? ? I ?2-1941-7 : 1941 SIM READ IF 118 P 3 (UNKNOWN) ‘ --
o ? |
o H :
. | !
| 5

- —— —
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
FROM TICOM SOURCES

LEARNED

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY | NAME _OF SYSTEM ' DATES WHEN TICOM [STATUS OF THE SYSTEM]
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY AXIS US A OF ATTACKED | RESULTS |REFERENCE AT ASA IREMARKS
ORIGIN OF ORIGIN * 52 B USE AND BY WHOM
SWITZERLAMD 1'DIPLOMATIC ENIGMA CIPHER MACHINE. (ENIGMA) ? (szo) (2-1942-CURRENT) ? PERS Z S READ AT DIFFER: | 22 P 14 P (THREE TYPES OF TRAFFIC PRE- --
| 2 SIM ENT TIVES. SIMl 19 SUMED TO BE ENIGMA--SZD 1,
! DID NOT READ. : | 54 P 2 S20-2, AND SZD-3. SZD-1 READ
i , L 1F 1526 . OVER 5B%, OTHERS NOT READ.)
1 ) I
] ' v
SWITJERLAND 2 DIPLCAMATIC U-LETTER ?-PART CODE 1IN FORM vCvC. (BOTH 1-FART (1.6, 1, 2 ? 1 (Sza FR.) {?7-1939-CURRENT) ? SID, SIM NO SUCCESS IF 1526 P &  (ALL READABLE.) --
AND 2-PART.) 3, %) S8 GER,
: S2C ENG
: SIR FR.
SWITZERLAND 3!DIPLOMATIC -Lcrrcn 1-PART CODE. 3,008 GROUPS. FIRST (CODE x)  "S.v. 1" | (szC) (1942-CURRENT) 194k SID 75% OF FRENCH | IF 1526 PP (128% READABLE THROUGH RE- =%
1 CETTER OF GROUP INDICATED PAGE, SECOND LETTER ?  SIM BOOK READ; g COVERY.)
! THE COLUMN, AND THIRD THE LINE. [INDICATOR: GERMAN BOOK T 1537
0 - 5-LETTER GROUP AT-BEGINNING:; (TWO BOOKS: FRENCH - TPARTIALLY READ; T 1502
© AND GERMAN) ! I T lo¢
. i i IF 0
. ! . '
SWITZERLAND 4 .CONSULAR 3-LETTER 1-PART CODE. VALUES IN FRENCH AND GER- (CODE G) CONSOLARE S2G FR. 3(?-19&1-cu99:~ﬂ 1044 SID | RECOVERED IF 1320 PP (128% READABLE THROUGH RE- ==
; MAN. FIRST LETTER INDICATED PAGE, SECOND LETTER! GZx (S24 GER ABOUT 25% OF COVERY.)
COLUMN, AND THIRD LETTER THE LINE. INDICATOR: ' FRENCH BOOK ga
! FIFTH LETTER OF FIRST GROUF AND FIRST AND FIFTH T 1587
LETTERS OF SECOND GROUP. |
. ' | ‘
SWITZERLAND 5 2 3-LETTER 1-PART CODE. VALUES IN GERMAN, ; ? ? ? 2 -2 2 ? RECOVERED T 1533 (UNIDENTIFIED) -
. P i ! 15% - 26% |
| 1]
SWITZZRLAND 6! ? ?-PARY CODE, VALUES IN FRENCH. ; ? ? ? ? - 1941 ? S1v READ IF 1517 # 3 (UNIDENTIFIED) s
b !
i } \
THAILAND 1|DIPLOMATIC 2 5-LETTER ?-PART CODE. USED BETWEEN BERNE, ' ? ? (THB) (1944-CURRENT) 2 GERMANS , PROBABLY NOT T 2364 (ENchHcRME&T'SOLVEU“iéhj. --
! STOCKHOLM, AND BANGKOK. (LANGUAGE UNKNOWN, | SOLVED. . CODE NOT WORKED ON.)
' ENCIPHERED WITH ONE OF THREE OIFFERENT FORMS , :
OF SUBSTITUTION. ) | N
THA[LAND 2 |DIPLOMATIC 5-FIGURE 1-PART CODZ. ENGLISH LANGUAGE USED. e ? (THA) (?-19%1-CURRENT) 1941 PERS 7 S ALMOST COM- D 16, REPORT | (BROKEN AND READ IN 1943. --
USED WITH AND WITHOUT ENCIPHERMENT. SOMETIMES 1942 FA PLETELY READ 2, P2 NOW 18#% READABLE.)
USED REPEATING S5-FIGURE ADDITIVE. (WHICH CHANGED D 16, REPORT
EVERY FEW MONTHS, OR MONOALPHABETIC, OR POLY- _ . 3, P3
ALPHABETIC suasrnrur|o~ USED. ) \ ' 17237
| ! 7 2% 3
: ! T 2303
' T 2370
]
THA|LAND 3 |(COMMERC 1AL ?) ? ey TE 2-PART CODE. USED BY MINISTER OF 2 ? ? P-v9h:-|9k3-? ? GERMANS PROBABLY NOT T 2364 (UNKNOWN) --
i I NANC . READ
|
THAILAND 4 (COMMERCIAL ?) ?-PART CODE USED BETWEEN EANGKOK AND BREMEN. ? ? ? 2 - 1945 ? GERMANS PROBABLY NOT T 2364 { UNKNOWN) e
; : READ !
: 1 |

CRARY NO.
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W),

3
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURGCES |IN PARENTHESES)
COUNTRY | ‘ | NAME OF SYSTEM | DATES WHEN 1 TICOM [STATUS OF THE SYSTEMW
0 + SERVICE DESCRIPTION OF SYSTEM COUNTRY AXIS U.S. A OF ATTACKED | RESULTS ,REFERENCE" AT ASA EMARKS
ORI OF ORIGIN A USE  AND BY WHOM :
TURKEY 1 DIFLOMATIC 2-PART CODE. ENCIFHMERED 2BCUT 1/2 THE TIME WITH ? 2 ? 193k-1935 19347 FERS SOLVED. [ 183 P 2 (UNIDENTIFIED) boo-- ;
| A REFEATING S-FIGUPE ADDITIVE WHICH CHANGED i 7’8 - '
DAILY BUT WAS SOMETIMES FEFEATED FROM YEAR 70 i ! i
YEAR. USED CN RATHES UNIMPORTANT TRAFFIC. i ; '
' | | !
TURKEY 2 DIFLCvATIC L-FIGURE 2-FART CODE. LATER GIVEN THREE FEFLG-  INKILAP ? | - ?-193¢-19%¢ ? SIv COMPROMISED. | IF 1517 F 3 (UNKNOWN UNTIL INFORMATION | -~ i
CINATIONS. SEE ITEMS 3, 4, AND S, RE AL, IF 1523 PP"Z, WAS RECSIVED FROM BRITISH. |
NO WORK DOME. NO TRAFFIC i
FERHAPS IF 115 RECEIVED.) |
i
! !
TURKEY 3 DIFLOMATIC 'REPAGINATION OF [TEM Z. USED IN MCNTHLY ROTA- ZAFER 2 (TUE) 1935-( 19%k) 1935 PERS 7 S BROKEN AND IF 1517 P 3 . (WORK HAD BEGUN WHEN PROTO- L -
i -TION WITH ITEMSE b AND 5. AFTER 19%€ SOMETIMES - 1952 sIM " REAC BY SIM IIF 1523 PPz, STAT COPY WAS RECEIVED FROM . i
ENCIFHERED BY 4E-FIGUPE FEFEATING ADDITIVE WHICH . AND FEES 2 S 3 THE ERITISH IN 1943.) NOT :
FREGUENTLY CHENGED. : 1 183 PP 2, 2 - KNOWN l
BY ASA !
I : TO HAVE i
. BEEN
TUSKEY Loprecomaric EEFAGINATION OF ITEM 2. USED IN MONTHLY ROTA- SAKAR| A ? (Tup) 1935-(CURRENT) 1935 PERS 2 S BROKEN AND IF 1517 P 3 (SOLVED IN 1953 AND 1944.) USED IN ;
TION WITH 1TEMS 3 AND 5. AFTER i9L¢ SOMETIMES . lgﬁe SIM READ BY SIM IF 1523 PF 2, MONTHLY .
ENCIFFERED BY LE-FIGURE REPEATING ADDITIVE WHICH f AND PERS 7 S 3 ROTATION
FREQUENTLY CHANGED. | 1 183 PF 2, 3
TURKEY ol DIFLOMATIC REFAGINATION OF ITEM 2. USED IN MONTHLY RCTA- ? S [ (TU2) 1935-(1945) 1933 PERS 7 & BROKEN AND IF 1523 PP 2, (SOLVED IN 1943 AND 1944.)
i TION WITH ITEMS 3 AND 3. AFTER QLG SOMETIMES ' 10L& SIM READ BY SIM . 3
ENCIPHERED BY LE-FIGURE REFEATING ADDITIVE WHICH AND PERS 2 S |1 183 PF 2, 3
FREGUENTLY CHANGED. ' ! i
. ' > i : !
TUSKEY £ DIFLOMATIC "4-FIGURE Z-FPART CODE. SOMETIMES ENCIF-ESED EY A CANKAYA ? {TUE) 19LE-(CURRENT) 19%i? SiM RECOVERED IF 1517 PP 3,1 (BROKEN AND-AIDEC.BY.BRITISH., ==
LE-FIGURE PEPEATING ADLITIVE WHICH FREGUENTLY 5,808 GROUPS 8, APPENDTX - REAC IN 1G43. -NOW BEING
CHANGED. USED BY THE TURKISH EMBASSIES IN BERLIN . F ALMOST COMPLETELY REAC.)
AND VICHY?, .
i { : * |1F 1523 P 3 |
| s
TURKEY 7 (DIPLOMATIC L-FIGURE (2)-FART CODE. ENCIPSERED BY 4 4@- INEUNU - ROMA (Tur) T 194e@-(1945) 1041 SIM | RECOVERED IF 1517 P 3 (FARTIALLY BROKEN BY BRITISH. --
H FIGURE REFEATING ADCITIVE. USED FETWEEN &NKARA " 1NONU) 5,868 groups | IF 1523 F 3 IN 1943, NO FURTHER SOLL- i
’ AND THE ROME [MPASSY, ' : | . TION DONE BY BRITISH OR ASA. !
, : ) | TRAFFIC RECEIVED AND SOME - :
| , DECODED AND TRANSLATED.) i
! : ' : i
TURKEY S iDIPLOMATIC, SET OF THREE Y4-FIGURE FARTIALLY 1-FART CODES IN  (CUMHURIET) ? (TUK) 1934- (194k) 1934 PERS 7z S ! SOLVED AND I 183 P 2 (COMPROMISED EOOK RECEIVED == !
CONSUL 4R ARABIC SCRIPT. USED IN MONTHLY ROTATION, SCME- ? "SIM " READ BY PERS | IF 1517 P % FROM THE BRITISH IN 19Lk4.) i
TIMES ENCIFHERED BY A 4€-FIGURE OF A 5-FIGURE 2 S. COMPRO- | ) 23 P . '
REFEATING ADDITIVE. | MISED BY SIM. | ! ;
. l '
: | - X! : o i -9 ? (L) (?' 19"'?'CUR' 10l g poAKeEsy saun gm am = o o fm o L —
TURKEY 9 DIPLOMATIC L-FIGURE 1-PART CODE. ENCIPHERED PY 4E-FIGUSF 4 Tl RENT) HQ3—Spt LLOKEN—AND H—i57 3 {EBR1T TS AND ASA EXCRANGED
1 QETEATING BDDITIVE (WHICH FRECUENTLY CHAMGED). ! 104Y PERS 2 S| REAT BY SIM.,  SEE aLSC VALUES AND BROKE BOCK AND .
' READ BY PERS ;I o3 F 2 ENCIPHERMENT. READ IN 19hkL)
i ZS. : '
i I :
TURKEY 10 IMILITARY i 5-FIGURE 7-Pa=T CODE. &LL GROUFS BEGAN wlT- | 2 ? ? ' 2-1940-1942  ? SIM BROKEN AND | IF 1517 P 3 (UNKNOWN) Poo--
ATTACHE B1GIT 1. IN i%42 REPLACED 3Y CODF DESCRUBLD IM ; READ IF 1823 F
, Farew i ,
I '
i
! .
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(WITH ANNOTATIONS FROM ARMY SEGURITY AGENCY SOURCES IN PARENTHESES)
COU(%\JF RY SERVICE DESCRIPTION A —— CNAME OF: SYSTEM | DATES WHEN | TICOM [STATUS OF THE SYSTEM
l Y OUNTRY OF ATTACKED | RESULTS |REFERENCE AT ASA EMARKS
~ ORIG OF ORIGIN| AXIS | US.A. USE  AND BY WHOM |
TURKEY 11 |MILITARY S5-~FIGURE 1-PART CODE. (AT FIRST) FREQUENTLY ? ? (TUA) '(19b¢-cunRENT) 1943 SIM BROKEN AND IF 1517 P &,  (PARTIALLY BROKEN AND AIDED . --
ATTACHE ENCIPHERED BY A 5-FIGURE (REPEATING& ADDITIVE. PERHAPS PERS | COMFLETELY APFENDIX E  BY BRITISH. LATER 1€@% COM- -
(NOW UNENCIPHERED OR ENCIPHERED BY 4@-FIGURE RE- s READ. ALSO  SEE ALSC PROMISED. NOW COMPLETELY '
FEATING ADDITIVE.) USED BY ALL TURKISH MILITARY COMFROMISED. |1 63 P 2 READ.)
ATTACHES.
' |
? TURKEY 12 [DIPLOMATIC, |2-FIGURE ?-PART COCE WITH LETTER SUBSTITUTION. 2 - ? ? - 1944 - 2 19kk READ. IF 120 P 12 (UNKNOWN) b
. MILITARY USED IN TRAFEIC FROM RUSSIA, BULGARIA, AND ITALY. : 1044 "OKH : .
ATTACHE : ;
. ! i :
TURKEY 13 | ARMY, AIR POLYALPHABETIC SUBSTITUTION CIPHER. USUALLY HAD ? ’ ? ? , ?-|9h¢-19u3-? 1946 OKK . READ BY SIM. | IF 1523 P L,  (UNKNOWN) --
5-13 ALFHABETS. MONTHLY KEY CHANGE; GECGRAPHICAL ! . . 1947 SIM |BROKEN AND APPENDIX A |
NAMES USED FOR CODEWORDS. J, W, X ARE USED AS [ . READ BY OKH. | IF 1517 P & - ,
NULLS. ] i : | IF 126 PP 14, - i
I N 11 ’ " )
' ! tF 18¢ F 3 ' [
' IF 115G P 2,3 !
. S , |
TURKEY 14 [MILITARY ?-PART CODE. SOMETIMES ENCIPHERED BY A METHOD 2 5 2 E: %-1936-1939-? 1935, 1939  SOLVED 1 183 P 3 { UNKNOWN=~NO MILITARY TRArrlq --
WHICH ENCIPHERED ONLY ONE OR TWC FIGURES OF EACH | . FERS 2 § i WORKED ON. )
GROUF,, , , ' i |
TURKEY 15 [MILITARY ?-PART CODE. ? ? ? ! 1939 - % AFTER 1939 PROBABLY I 183 P 3 (UNKNOWN ) | --
. | | okw, PERS’Z s ”SFASNOOIC "suc+ !
TURKEY 16 |MILITARY | ?-PART CODE. "A TURKISH PROCEDURE CODE." ? ? ? i 2-19h1-1943-7 1941 SIM i ? IF 1523 P 5 ( UNKNOWN) N i
: i
. . ; i
TURKEY 17 |MILITARY | 2-PART CODE. ALL TRIGRAMS BEGAN WITH THE LETTER G ? ? ?-l9ul-i9“3-?| 194 SIM i ?. IF 1523 P 5 (UNKNOWN ) - :
. - , AR : )
. ! |
[ ' . i
TURKEY 18 |reLice 2?-PART CODE, LOW GPADE. ONLY 18@ GROUPS. OF THE ? ? ? ?-1941-1943-2. 1941 SIM READ. IF 1523 P 6 (UNKNOWN) - i
FIELD-CODE TYPE, A SQUARE OF 10Xx1¢, WITH COLUMNS 1 !
AND LINES NUMBERED 1 TO 18, IN ASCENDING ORDER. ! i
THE ARRANGEMENT WITHIN THE SCGUARE WAS CHANGED |
PERIODICALLY. : . l
| ! I
TURKEY 19 |AIR 1-PART CODE. UNENC I FHERED. ? ? ? ?2- ! ? OKL EASILY READ ! 119 P 5 { UNKNOWN ) = :
E i |
5 ll |
TURKEY 2@ |AIR PERIODIC POLYALPHABETIC SUBSTITUTION CIPHER ? ? ? ? -2 ‘2 oKL EASILY READ 1 119 P 5 (UNKNOWN ) -- j
USING SLIDING STRIPS. CHANGED MONTHLY.
: i
TURKEY 21 |AIR SINGLE TRANSPCSITION CIPHER FOR WEATHER REPORTS. 2 ? 2 ?-9 L2 OKL EASILY READ 1 1I¢P5 (UNKNOWN ) --
i !
- ;
TURKEY 22 |NAVY - FOLYALPHABETIC SUBSTITUTION CIPHER. KEY LENGTH ? ' ? ? ?-1941-i943-2 1941 SIM BROKEN AND IF 1583 P § {UNKNCWN ) -- j
VARIED FROM 5 TO 13; NO KEY WORD USED. KEY \ READ IF 1S F 3 :
CHANGED EVERY 2 OR™3 MONTHS. SIMILAR TO ITEM 13, IF 1186 P 3 '
5 n i
; TURKEY 23 |NAVY' - - - - - PROBABLY NO 1 1 83 P ] =
i WORK DONE BY ,
i OKM ON ANY
_ NAVY SYSTEMS )
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| | LEARNED FROM TICOM SOUROES , .
i - : . (WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES "IN PARENTHESES) ’
COUNTRY N t AME_OF SYSTEM DATES WHEN — TICOM [SIATUS OF THE SYSIE
| - OF SERVICE® | DESCRIPTION OF SYSTEM - [COUNT AXI' ' SA OF -ATTACKED | RESULTS |[REFERENCE AT ASA
ORIGIN ' - N " OFORGIN| AXIS | US USE . ANDBY WHOM ) S .
. ? ' LY . r P .
TURKEY 24 |POLICE SUBSTITUTION CIPHER SYSTEM USING 2 FIGURES FOR - ? 2 2 2-1941-1943- | 1941 OKH | READ IF 126 PP 12, | (UNKNOWN)
. EACH LETTER OR NUMBER. MOST FREGUENT LETTERS: . : PERHAPS -CUR- ) L] . s
USED VARIABLES. . < o RENT
TURKEY 25 |POLICE 'SUBSTITUTION CIPHER:SYSTEM USING TWO OR THREE' "9 . ? ! 19%2- 19h3 | 19422 OKH PROBABLY READ | IF 126 P 13 | (UNKNOWN)
: FIGURES FOR EACH LETTER: TWO oarrcnznr SUBSTI - # PERHAPS CUR-
-TUTION TABLES USED. ' . . N . RENT . o
TURKEY 26 |POLICE = . |SUBSTITUTION CIPHER SYSTEM USING 2 OR 3 FIGURES ~ ? .| . ® ) 2-1941-1943-2| 1941 Sim READ IF 1523 P 6 {UNKNOWN )
PER LETTER. WEEKLY ‘OR MONTHLY KEY CHANGE. | ) ; . . -
TRANSMITTED IN 4, 5,-0R"6 FIGURES. . , = | -
TURKEY 27 |PoLiCE | MONOALPHABETIC SUBSTITUTION CIPHER., NORMAL - 2 ? ? 1941-1943-2 1941 SIM READ IF 1523 P 6 { UNKNOWN )
" | ALPHABET SLID AGAINST ITSELF WITH DAILY CHANGING 1941.OKH : IF 126"P 12
STARTING POINT. THE LETTERS G, X, AND W WERE ONLY I . ;
USED TO SEPARATE WORDS. . _ - .
TURKEY 28 ? 9?-PART CODE. ? 9 ?2 .| 2-9 1943 Okw | soLvep cRYPT-| 1 132 P 2 (UNIDENTIFIED) -
. R . . o y ANALYTICALLY.,
- . . . LATER COMPRO-
. . MISED.
TURKEY 29 ? "NUMBER CODE". - USED ONLY BY. THE TURKISH PRESI- | % ? ? 1943 ONLY ? OKH BROKEN IF 126 P 12 | (uNkNOWN)
DENT ON THE STATE-YACHT "SAVARONA"™ ON HIS TRIP ) .
TO 1ZMIR. , R
TURKEY 3% | DIPLOMATIC SMALL SUPPLEMENTARY CODE IN FRENCH. APPROXI- ? "FRENCH™ ({FRENCH "VERY OLD" 1948, 194; NOT READ .| NF 1523 P 3 (COMPROMISED COPY RECEIVED
MATELY 1,00¢ GROUPS. & CODE SUPPLE- SIM . FROM BRITISH WITH TUK)
. - ' MENT TO :
“ TUK)?
TURKEY 31 | DIPLOMATIC ?-PART CODE FOR USE ON BERLIN-ANKARA LINK. ? ? ? ?2 -2 ? SIM ? DY {UNIDENTIFIED)
TURKEY 32 [MILITARY, AIR,| ?-PART CODE.OF 261 PAGES. ‘ ) ? ? ?2-2 -2 SIS READ. COMPRO- IF 15086 (UNIDENTIFIED)
AND NAVAL : MISED.
ATTACHES - : L '
TURKEY 33 | POLICE L-FIGURE 2-PART CODE, UNENCIPHERED. . 2 ? ? | ?2-1943-7 1943 SIM READABLE IF 1N8C P Y (UNIDENTIFIED)
) g ‘ SINCE JUNE | IF 118F
1943 IF 118F P 2
TURKEY 3 [POLTCE STMPLE TRANSPOSTTTON CTPFER USTNG 29-LETTER — ? ? P=1ghT=2 o4 t-StM 2 H—3e—+3 HONHDENTHER
. ALPHABET; DAILY-CHANGING KEY. J, W, AND X ARE C1F 118F
NULLS, ) IF 1186
TURKEY 35 " ? " | "METEOROLOGICAL CODE." ? . ? ? S 1942 OKL "DECIPHERED" | IF 1188 P 17 | (UNIDENTIFIED)
1 1
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RESUI_TS OF EUROPEAN AXIS CRYPTANALYSlS ;
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUgFTRY SERVICE DESCRIPTION OF SYSTEM COSI\YTERY S Y2TEM D%TFES ATWTAHEQED RESULTS REPE%%NC A o A% " |
: E AT ASA REMARKS|
ORIGIN OF ORIGIN| AXIS | US.A.. ySE  'AND BY WHOM o |
UNITED 1/DIPLOMATIC CIPHER MACHINE OF SWEDISH ORIGIN, PERHAPS HAGEL IN, ? ? -- ?2-1944-9 ‘ 1944 OKw OKw POSSESSED | | 76 P 12 -- -- ;
K I NGDOM USED FOR MESSAGES FROM ITALIAN THEATER. : MACHINE; READ
ALL TRAFFIC
, FROM ITALIAN
THEATER.
UNITED 2|D1PLOMATIC 5-LETTER 1-PART CODE W TH 84,238 GROUPS. GOVERN- !B 22 -- ?-1939-1942-7 " 1939 PERS 2 S READ SINCE D 16, REPORT -- --
K | NGDOM MENT TELE- 1939. SUMMER 2, P ;
’ GRAPH 19%g, CAPTURED D 16, REPORT ;
CODE ORIGINAL GIVEN b, P :
TO PERS 7 S. .
UNITED 3| DIPLOMATIC S-LETTER 1-PART CODE WITH ABOUT 84,800 GROUPS. GOVERN- B 23 -- ?-t9h!-l9hé;? 1941 PERS 2 S | READ ALMbsr D 16, REPORT -- .- :
K | NGDOM ' MENT TELE- Wi THOUT GAP 2, P1 .
GRAPH D. 16, REPORT
CODE, 4, P2
AFRICA
UNITED 4|DIPLOMATIC 5-LETTER ?-PART -cooc. UNENC | PHERED. ? ? -- ?-7 ?PERS 2 S BOOK ONLY I 22 P 12 -- --
K1NGDOM o : PARTLY BUILT
UNITED 5(D1PLOMATIC L-LETTER 2-PART CODE WITH 16, 224 GROUPS. R CODE | B 25; — 1935-1942-2 ~ | PRIOR TO 194¢ | READ ALMOST o 16, n:pom -- -- .
KINGOOM FORCISN OFFIZE 1935 ) PERS 2 S COMPLETELY. P
CAPTURED AT | D 15 REPORT
BERGEN, 1948 | Y, CH
. 1172 P 3
UNITED 6|p1PLOMATIC 4-LETTER 2-PART CODE USED IN NEAR, MIDDLE, AND R CODE B 3¢ -- ?-|9h|-19h2-?f 1941 PERS Z S| AT END OF D 16, REPORT | 2 - _ -- .
K I NGDOM FAR EAST. 19417 1942 ABOUT 2, P1 e ¥
1,90¢ GROUPS |.D 16, REPORT
' wERE RECOVERD, 4, P 1
UNITED T|DIPLOMATIC 4-LETTER 2-PART CODE WiTH 16,80% GROUPS. ? B 31 -- 1942 - 9 1942 PERS 2 S| AT END OF D 16 REPORY -- --
K | NGOOM , 1942 2,2” 4, P
N . GROUPS RE-
. COVERED.- FIRST .
- TELEGRAMS.
READ IN.OCTO-
| BER 19%2. ya
UNITED 8|DIPLOMATIC L-LETTER ?-PART CODE, wcncuénznco. ? ? - ?-1943-2 ?PERS 2 S BOOK CAPTURED | 1 22 PP 11-12| -- --
K I NGDOM i IN NORWAY 3 - .
ALREADY READ ! :
BEFORE THIS. o,
UNITED 9|DI1PLOMATIC 2-PART CODE USED MAINLY FOR TRAINING IN 1942 AND ? ? -- 1942-1943 1942 OKkw SMALL PART OF | I 76 P 14 -- --
K1NGOOM |9h8ND ENC IPHERED BY ADDITIVE. ’lNDlCATOR WAS B : TRAFFIC READ-
sec GROUP. ; BEFORE 1943.
& \ )
= | o { . t S
—. CRART NO. 1-2
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(WITH ANNQTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) .
COUNTRY AME__OF SYSTEM DATES WHEN TICOM [STATUS OF THE SYSiEMﬂ '
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY AXIS US A OF ATTACKED | RESULTS |REFERENCE AT ASA EMARKS
ORIGIN - OF ORIGIN : $A- USE AND BY WHOM
UNITED 19 DIPLOMATIC ?-F IGURE ?-PART CODE. INTERDE - ? -- 2-1911-2 1941 PERS Z S| BOOK 18¢% COMH D 16, REPORT -
K INGDOM PARTMEN- 1941 OKw PROMISED 1941.) 2, P 1
TAL CODE 1941 OKL ADDITIVE PART-
LY BROKEN BY
; OKW, OKL.
i WORK STOPPED
; 1942. ;
!
UNITED 11| DIPLOMATIC ADDITIVE ENCIPHERMENT SYSTEM WITH KEYS CHANGING 2 ? -- ! 2-194-1941-? 194P PERS 2 S| PERS 2 S RE- | | 22 PP 17-18 - f
K INGDOM EVERY TWO OR THREE MONTHS. TRAFFIC PREFIXED i 2 OKkw COVERED 23% 131 P6 , 3
"PRODROME ", TOTAL LENGTH ESTIMATED BY PERS Z S ' OF ADDITIVE; I :
AT 18,208 b-FIGURE GROUPS, DID NOT AT-
TACK SO00K. v
OKW DID NOT
READ. . _
! i
| ;
UNITED 12| DIPLOMATIC DOUBLE TRANSPOSITION WITH SAME KEY-LENGTH FOR ? ? -- ?2- ?  OKW SOME READ 131P6 | =5 .
K | NGDOM BOTH RECYANGLES. . .
! ;
UNITED 13| ARMY L-LETTER OR 5-LETTER ?-PART CODE ENCIPHERED WI1TH |EMPIRE ? -- 2-1941-1942-2| 1941 OKM BOOK PARTLY IF 126 P 13 -- .
K INGDOM ADDITIVE. ~ CODE i BUILT '
UNITED 14] ARMY 3-LETTER ?-PART CODE. SECOND LETTER OF GROUP TIGER ? -- ? -2 2 OKW SOLVED IN SIX| | 76 P 13 -- '
K 1NGDOM WAS ALWAYS A VOWEL (INCLUDING Y). copE MONTHS. :
! _ !
UN) TED 15| ARMY-CORPS- | 4-FIGURE 2-PART CODE ENCIPHERED WITH ADDITIVE WAR OF - woC -- 194%-19%3 | 1943 OKH RECONSTRUCTED -- o |
K INGDOM DIVISION WHICH WAS A TABLE WITH STARTING POINTS INDICATED |FICE CODE S ? siM AND READ UN- % :
BY 5-LETTER GROUPS. ADDITIVE CHANGED ABOUT EVERY TIL CODE COM- |, |r 1P7 P :
TWO WEEKS. FROM SPRING 1943 ENCIPHERED WITH ONE- PROMISED IN® [ IF 1517 ]
TIME PADS. AFRICA, JULY | 1¥ 181G ]
’ 1942. COMPRO !
MISED ALSO IN
NORWAY, APRIL ;
1948, AND .
NEAR DUNKIRK |
JUNE 1948.0F |
REAC BY SIM. )
- _ |
UNITED 16| ARMY POLYALPHABETIC SUBSTITUTION SYSTEM EMPLOYING LINEX LINEX = 1945 - 2 1945 OKH NOT READ " IF 144 PP &-8 & ‘
K INGDOM BOOK OF RANDOM ALPHABETS AND NOTCHED CARD FOR :
SELECTING CIPHER TEXT. :
1
1
- i )‘ |
UNITED 17| ARMY, AIR 2-LETTER CODE WITH 28l VALUES APRANGED IN REC- SLIDEX BRITISH SLIDEX ?-1943-7 ? OKH OKH READ CUR- | 76 P -- ,
K | NGDOM FORCE < e O O ERCM 0 e SIDE- ?  OKL RENTLY; OKL 199 P 38 i
gsugtgélNgogﬁp?ggups FORMED FROM COORDINATES SCUARE, CEAT ELEEEND= ,r ,,A BB 13- ]
- ik e £CPLUS LY. ' 1h .
A NUMBER" IF 144 PP 2-3 |
PE : :
UNITED 18/ AIR FORCE COM-|CIPHER MACHINE: TRAFFIC SENT IN S-LETTER GROUPS. ? ? -- 2 -7 ? OKL NOT BROKEN 1 1g9 P 35 -- :
K I NSDOM MAND NETWORKS
i

BRI 17 A )
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(WITH ANNOTATIONS FROM ARMY SECURITY AGENGY SOURCES IN PARENTHESES)
COUOI\IJRY SERVICE DESGRIPTION PHR—— l& I'TFRY OF SYSTEM_I DATES WHEN TICOM STATUS OF THE SYSTEM
V] : U ATTACKED | RESULTS |REFERENGE AT ASA REMARKS
ORIGIN OF ORIGIN| AXIS | US.A DR D &Y Caiou
1
uNI TED 19] AIR FORCE CtPHER pEVICE ? "32 COL- 2= ?-1qL2-7? PRICR [0 1942 | OKS HAD CAP- | IF 126 P 13 i -- --
K INGDOM N CAL- OKH TURED DEVICE ‘
SAR COD- TRATFIC RCAD
ING MA- | UNTIL 193,
CHENEY i
i
UNITED 2@ AIR FORCE J~LETTER #-PASRT CODE. AIRCRAFT ? -~ -1 'T oKL 0L BROKE REGH 1 132 Pﬁz -- -
K iNGDOM REFORTING ' 7 Ok ULARLY TO AN | 1 137 P 17
codE ! CAPLOI TABLE
; EXTENT. OKw
' RLAT | TH
MANY GAPS.
UNITED 21| AIR FORCE 2-LETTER 7-PART CODE WITH DAILY CHANGE OF KEY, BO~3CH 7 -- ?-19Uz-% 1942 OxL BROKEN WITS g e 33 e P
K1 NCOOM CODE AID OF CaP- 112 e 3 !
TWRED KEY5. i
;
}
LNITED 22| A1 FOACE h-FIGURE ?-PART CODE., FIRST TWO GROUPS REPCATED 7z 2 -- 7-1906-1653- 71 1980 oKL BOCKEN IN MEDS | 182 P 39 | -= .-
KINGDTM AT END. USED IN RAF CROUND-GROUND TRATFIC. | TERRANE AN 1152 PP 12
AREA SPRING 13
» 1041 8UT HOT -
I O WESTERN
| FRONT, BOOK
RECONSTRUCTED.
R{AD WITH LAG €
or 2-4 wrexs.
BLCAME UNREAD
ASLE NOV 1QL3l
i
. 1
UNITED 23| AIR FORCE U-rtGURE 7-PART CODE, ENCIPHERED WITH ADDITIVE. ? 2 = ?7-15342-7 1952 oKL NOT READ AF- | 1 13 P& . -~
KiNODOM T1ER 1942
UNETED 24 a1m FORCE TRANSPOSITION CIPHER WITH KLY LENGTH OF 1§, USED ? SPESSART o ? - 1ghl 1943 OxM RCAD CUR- b
KINGDIM BY TORPEDD BOMBERS ON [XERCISES N NORTH CHANNEL . RENTLY b }:5 P 1@ - -
o uL.Pps
UNITED 25| ARMY, NAVY, L-FIGURE T-PART CODE USE0 FOR TRAFTIC BLTWLEM INTERSER- | STRAL- -- *-1 124h Oku NJT BROKEN hI .- i
K INGO0M AIR FORCE BRANCHES OF THE ARMED FOSCES. :IEC £1- | suw 1 thb P 3
HER
UNITED 26 | ARMY, NAvY CIPHER MACHINE WITH § WHEELS--2 OUTSIDE WHELLS TYPEX TYPEX == ?-1948-7 194 Oxi NDT BROKEN. o |2 P& -- --
KINGDDM FIXED, ’ 7 OKM MACHINES WITH- D &f; D 4%
194¢ Drw OUT WHEELS 1 2P}
BEFORE 1939 CAPTURED AT 1 EI PTIY ;
OKp BREST, OUN- 1 % P
KIRK, ANDSOR | ? Pi
NORTH AFRICA, |1 JE P &
’ - 1980,  KEYS 1 93 PP 1T, 16
% WERE SOME- 1112 p 3
[IMES CaP- 13 ey
TURED. 1 tiyps
Pik2 e 2
i 1hd PP 24
1 16] P 2
i i PP L-5 p §
Ir 1k2"p 8
i

TRARY RO T
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AS LEARNED FROM TIGOM SOURCES
: (WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY NAME OF SYSTEM DATES WHEN . TICOM [STATUS OF THE S??TEM‘
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY AX S. A OF ATTACKED | RESULTS |[REFERENCE AT ASA
ORIGIN OF ORIGIN| AXIS | US.A USE  'AND BY WHOM |
UNITED 27 | NAVY ADDITIVE SUPERENCIPHERING SYSTEM, EMPLOY ING STENCIL |"S.S. - 1942 - ? 1943 -OkM OKM READ FOR | D 15 PP 1#~11 s =
K INGDOM GRILLE. 1€,@@@ POSSIBLE DAILY STARTING POSITIONS|SUBTRAC- | FRAME" ONE MONTH: ) 22: D 37
USED TO SUPERENC!IPHER VARIOUS NAVAL CODES. TOR FRAME : ’ THEN CODE BOOK D U
! CHANGED, AND , 1 12 P §
OKM DEVELOPED || 76 P 14
THEORETICAL | P 2h
: SOLUTION ONLY.| I 114 P 2
{
UNITED 28 | NAvy CIPHER MACHINE COMBINED | ULM -- .f 1944-1945 . 1944 OxM NOT BROKEN; D6 =5 --
K | NGDOM y s CIPHER ! | WORK STOPPED | D 13 Pé6
MACHINE ON 31 JAN l9h? DI1EP7T
DhiPS5
DUIP2PUY
UNITED 29 | NAVY CIFHER NYKO TAUNUS -- ?-1942-% 1942 OKM NO SUCCESS D6 - --
K INGDOM REPORTED; D 13 P9
. WORKED ON UN- (D 18 P §
TIL BEGINNING [ | 147 P 17
OF 19uk,
UNITED 3% | NAVY SUBSTITUTION ‘CIFHER USING 37-PLACE ALPHABET: 26 |SYKO RHON - ?-1939-? z 9 OkM " | okM BROKE D 6; D15 -- --
K iNGDOM LETTERS, FIGURES ©-9, AND DASH. THERE ARE 32 9 37 OKL EASILY. OKL |D 18
COLUMNS. Sim READ ALMOST 1 129z 1 147
CURRENTLY. iF 118
SIM READ. IF 15086
IF 1517
IF 1523
: IF 151
|
UNITED 31 | NAVY L-LETTER, ?-PART CODE WiTH 32,#@% GRCUPS; TWO ? ? -- 1927-1939 ? OKM READ CUR- ] 1w P3 = o=
K I NGDOM VALUES TG EACH GROUF. RENTLY LN
1
UNITED 32 [ NAVY u -LETTER ?-PART CODE WITH BOOK CHANGING THE 15TH |FLEET HAMBURG -- ?2-1944-1945-2 | 1944 OkM READ FROM 15 | D 6; D Uk = ==
K INGDOM OF EACH MONTH. CODE ?  sis NOV 19U4h TO DI13P2P 8
: ‘ MAY [3ks5, oie8
READ BY'SIS? |1 12P §
183pP2
193 P NP
| 2 P6
! ??h PP 2-3
tF 1586
UNITED 33 | NAVY L-LETTER ?-PART CODE, ENCIFHERED. ANGLO- ? - ?-194}4-2 1944 OKM NOT EROKEN BY | D 15 PP 4-5 - --
KTNGDOM FRENCH | 2 sis OKM. 7 SIS.| IF 1586
CODE
UNITED 34 | NAvy ' 3-LETTER ?-PART CODE, USED BY CONVOYS OFF BRITISH|ECCO ' HAR2 -- ? - 1943 ?  OKM ? D6 -~ --
K I NGDOM EAST COAST AND I[N IRISH SEA. | DKIPS
|

~ CHART NO.
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(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY NAME OF SYSTEM DATES WHEN } : TICOM [STATUS OF THE SYSTEMR
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY AXIS | us.A OF ATTACKED | RESULTS (REFERENCE AT ASA EMARKS
ORIGIN OF ORIGIN " 5% USE AND BY WHOM
UNITED 35| NAVY -LETTER ?-PART CODE, UNENCIPHERED. U4-LETTER, COMSINED | ALTONA -- 1944 ONLY 1944 OkM ALBA, AMID, D6 -- --
K INGDOM RONOUNCEABLE INDICATORS:. ADCO, AGOG, ALBA, AMID; ASSAULT A" ) AGUA READ EX- | D lg P2P9
AGUA. USED FOR INTER-ALLIED TRAFFIC IN LANDING |CODE TENSIVELY. D185p8
OPERATIONS IN FRANCE. AGOG COMPRO- | I 12 P 6
: i MISED DURING |1 93 P 6
; INVASION OF
, FRANCE .
UNITED 36| NAVY -LETTER ?-PART CODE, UNENCIPHERED. U-LETTER, COMBINED | ALTONA -- | 1944 ONLY 1944 OKM BIKE, BOLO D6 -- --
K | NGDOM RONOUNCEABLE INDICATORS: BABY, BANK, BEEF, ASSAULT "8" PARTLY BROKEN | D 13 P2P9
‘ BIKE, BOLO. USED FOR INTER-ALLIED TRAFFIC IN CODE piBpr8
LANDING OPERATIONS IN MEDITERRANEAN. D Uk p 2
' 112Pp
193 P 6
UNITED 37| NAVY ?-FART CODE. M 2 -- P ° BROKEN, PARTLY| | 1ug P & -- --
KINGDOM PR ? T OKM THROUGH CAP-
. TURED MATER-
1ALS.
UNITED 38| NAVY UNTIL 3¢ SEPT 1944, 2-LETTER ?-PART CODE CHANGING|COFOX HUNSRUCK - ?-194i-2 1941 OKM READ CONTINU-| D 6 ) -- --
K I NGDOM DAILY.” FROM 1 OCT 194k, 3-FIGURE ?-PART CODE, ; SONTEL ousLY. D lg PP _&-7
CHANGING DAILY. D8PS
112 P 2
1 95 P
UNITED 39| NAVY 5-F 1GURE CODE UVTIL 26 AUG 194F; 4-FIGURC CODE ADMINIS- ? -- 1934 - 2 1934 OKM READ AFTER 6 | | 12 P 2 -- --
KINGDOM AFTER 2@ AUG 194@. USED UNCNCIPHERED UNTIL TRATIVE MONTHS OF I 147 P 3
SPANISH WAR, THEN ENCIPHERED WITH ADDITIVE. CODE WORK. ADDI- P 1g
[ TIVE BROKEN T h78
DURING SPAN- . . caa
ISH WAR. ROOK
CAPTURED AT | o
BERGEN, BUTe
I ALREADY RE-
i COVERED.
UNITED 4g| NAVY 4-FIGURE ?-PART CODE. FROM 1 DEC 1943 ENCIPHEIED|NAVAL MONCHEN -- 1937- 1945°? 1933 OKM BROKEN IN D 6; D ig -- --
K I NGDOM WITH STENCIL SUSTRACTOR. CODE NO.2 |BRAUN-- 1938. IN D zg; DM
: FOR PA- 19%1 coMPRO- | D 15 PP 5-6
TROL VES- MISED BOOK AT| | 12 P 2P 3
SELS,ETC. | TOBRUK. READ PS5
MONCHEN IN 1952, BUT | 1 93 PP 6,
BLAU--PER NOT AFTER 21, 22, &5
SONNEL INTRODUCTION | 1 92 P5
AND GEN- OF STENCIL 1 147 Pig
ERAL. 3UBTRALIOR IN{ IF 118F F 1
1943.
GNTED SHNAVY 4=FTGURE 7=PART CODE ENCTPHERED WiTH SUOK ADDI- | NAVAL FRANKFURT [COMBINED | 19%1-13943 1941 OKM; READ UNTIL D 6; D k4t -- --
K I HNGDOM TIVE. USED BY BOTH THE UNITED KINGDOM AND THE CIPHER CIPHER FRIOR TO JUNE 1943 | 12 PP k-5
UNITED STATES. NO. 3 NO. 3 1943 SIS IF 18 F 1
JNHTL %2 NAvY %-FIGURS 7-PART CODE ENCIPHERED BY BOOK ADDI- » NAVAL | KOLN -- FRICR TO 1938 | 1932 oK BROKEN.| D 6; O 4 . .
K 1 NGDOM TIVE. CIPHER | - 1945 ¢ READ. D k1
NO. B Faom 1943 on,| D IS PP 5-8
NOT READ. 1 12P2P5
: 1 93 P 26
195 p5
t 147 P Y
PP 15-1c
y .
. t I
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LEARNED FROM TICOM SOURCES -,
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) |
COU(E\JFTRY SERVICE R — oF & NAME _OF SYSTEM | DATES WHEN TICOM [STATUS OF ' THE SYSTEM i
I IPTI YSTEM COUNTRY] OF ATTACKED | RESULTS |REFERENCE AT ASA REMARKS| |
ORIGIN OF ORIGIN| AXIS | US.A USE  AND BY WHOM _ 5
UMITED 43| Navy L-FIGURE ?-PART CODE UNTIL FEB 10BY, THEN TwO ? KOLBERG -- 2- 1944 -2 1944 Onm READ Cé -~ -- '
K INGDOM L-LETYER CODES, £ AND B. ONE WAS USED FOR IN- A AND B DP9 .
DIVICUAL DIRECTICON-FINDING BCARINGS, CHANGED : i
SEMI -MONTHLY. THE OTFER WAS USED FOR CONSOLI - '
DATED DIRECTICON-FINDING REFORTS, CHANGED MONTKLY. '
UNITED Ll NAvY 1-FART CODE UNTIL 1 JULY 194k; Z-PART CODE THERE-|FOXO HUNSRUCK; -- ?-j9hy-2 1944 OKM READ UNTIL D 6; O Uy == --
KINGDOM AFTER. SONTEL 1 JuLy 1944 D lg p2pP8 !
AND FROMHOV | D 18 P9 ' ;
1944 TC END I 12 P5 :
OF YEAR. 11 P2 '
UNITED 5 NAVY 1-PART CODE, CHANGING DAILY, UNTIL 1 APRIL 1944: [LOXO HUNSRUCK; -- 2-1944-2 194} Okm READ D 6; D by ~- --
K I HCDOM 2-PART THEREAFTER, CHANGING DAILY. SONTEL DI gi 2 ]
D kel '
12 P :
I 14g P72 |
UNITED LE| Navy 1-PART CODE UNTIL APRIL 194k, 2-PART THEREAFTER [MEDOX HUNSRUCK; -- ?-1944-2 1943 OKM READ UNTIL 06 o =& '
K INGDOM VOCAEULARY IDENTICAL WITH COFOX. SONTEL . AUTUMN 1944, | D 13 P g ;
; WHEN WORK D8P |
STOPFED. BOOK| D 44 P 2 ]
- FOR MARCH- 1 12P5 !
APRIL 1944 165P7
COMPROM1SED. :
APRIL 194k, i
READ AGAIN !
1945, !
UMITED L3 Navy ?-PART CODE TRAXO HUNSRUCK; -- ?-19h4k-2 1944 OKM BROKEN CON- D 6; D 4k -- o ’
K I NGDOM . SONTEL - TINUOUSLY,® DiI5PzPS8 .
READ UNTIL 1 95 P 6 i
SUPERSEDED . i
| |
UNITED 48| NAVY lONE-TINE PAD ENCIFHERMENT SYSTEM. CONE-TIML |ONE-TIME -- ?-1944-2 1944 OKM NOT READ. 0 I5PY Cis -- :
KINGDOM PADS PADS : ? OKkw PADS CAPTURED| 1 31 P 6 !
IN AEGEAN IN | 1 83 P 6 :
MARCH 194k, i
|
t
UNITED Lo Navy ADDITIVE SYSTEM: CONTAINED 1£€ PAGES OF 3¢ LOMG SuB- 2 -- ? - 194} ?  OKM ? D U PP 12- -- -
K INGDOM -|LINES OF ADD!TIVE. HALF WAS FOR ADDRESSES, HALF | TRACTCR . 13 :
FOR TEXT. VALID FOR ABOUT 14 DAYS. |
i
UNTTED 50 CONSULAR AND =CETTER 2=PART CODE USED FOR—ADDRESSES HRHAVAL —GOVERN FEPEN 2ok roll 1ohg oo READ CUR-= & == ==
K INGDOM NAVAL HORE CODE, ALSO .USED FOR CONSULAR SERVICE. HAG |MENT TELE RENTLY IN D15 P 18
A NAVAL SUPPLEMENT. GRAPH 194g, eASIC | D18B8P9 l
CODE BOOK COMPRO- | | g3 PE 11 !
MISED 1GUg. 1 ]
NAVAL SUPPLE-| | 147 P 3 .
MENT COMPRO- !
MISED BLRCEN '
CONSULATE
i 194¢g,
L]
t
L
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS |
'
LEARNED FROM TICOM SOURCES |
(WITH ANNOTATIONS FROM ARMY SEGURITY AGENCY SOURCES IN PARENTHESES) |
COU(;\JFTRY SERVIGE I — T — chNMTERY OF SYSTEM | DATES WHEN TICOM [STATUS OF THE SYSTEM |
U ' OF ATTACKED | RESULTS |(REFERENCE: AT ASA REMARKS '
GIN OF ORIGIN| AXIS | US.A . ySE  AND BY WHOM i |
UNITED 51[CONSULAR AND | 4-FIGURE ?-FART CODE USED IN TRAFFIC BETWEEN NAVAL STETTIN - - ?-1944-2? " 1944 OKM ABOUT 2@¢ RE- | D & -- £ !
K1NGDCM NAVAL SHORE STATICNS INCLUDING CONSULATES. SHORE . LATIVE CODE- D15 P if
CODE GROUFS OBTAINED D 47 PP 5-§
NO ABSOLUTE I 93 P i2
VALUES. !
UNITED 52| NAVAL ATTACHE |4-FIGURE ?-PART CODE ENCIFHERED WI1TH ADDITIVE. INTERDE- BREMEN -- 7 - 194g-1942 1938 Okm OKM RAD NOT 324D 6 -- o I
K INGDOM DISCRIMINANTS VCVCV OR CVCVC. PARTMENTAL 1958 OKL COVERED BASIC || 12P 5 !
CIFHER - 194¢ Fa BOOK; COMPRO- | | 22 P 12 |
1943 OKw MISED 19k¢ IN [ 1 31 P 11 '
NORWAY . I 111 P E |
| P 119 P |
1. 147 PP 1~ - :
| | II, 12
. - 1 152 P9
: 1 172 PP U4
| iF 1188 P g
UNITED 53|MERCHANT NAVY |5-FIGURE 5-LETTER CODE, ENCIFHERED EY SUBSTITUTIONBENTLEY  TATRA -- ? - 194} 1944 OKkM OKM READ. OKL | D 6 -- -
K1NGDOM OR UNENCIEHERED. LATER ENCIFHERED WITH ONE-TIME [CODE ' | 194k oKL READ EASILY. DI3PQ
PADS. . 0Di1fpP9
: 1 93P 2P
: : 173
) i I 119 P 5
- | I 152 PP 9-1
I | i *
I i . :
UNITED 54 MERCHANT NAVY |B-LETTER OR S-LETTER 2-PART CODt, UNENCIPKERED MERCHANT IMERCHANT -- 1940 - ? - 194 OKM OKM CAPTURED 1 63 P 28 -- ==
K INGDOM CR ENCIPHERED BY SUBSTITUTION. NAVY CODE [Navy CODE 19%g oKL SEVERAL COPIES | | 121 P 11
K IN NORWAY, I 147 P g '
READ TRAFFIC | D 63 ;
SOON THEREAT- - !
TER. OKL READ '
FROM EARLY IN
WAR. N :
UNITED 55 MERCHANT NAVY :h-LETTER 4-FIGURE ?-PART CODE. ENCIFHERED WITF |MERCHANT |GALLIEN ik 1942?-CUPRENT| 1942 OKM BOOK CAPTURED. p §; D 43 s e
K INGDOM TABLES AND PADS. SHIPS ? SIS GkM READ CUR- | p 12 P53
CODE; MER- L RENTLY 1 UAN [ p 48 p ¥
SIGS 1944 TO END OF| p 43 p |
WAR. SIS READ.|-| 12 P g P7 i
2 TABLES RE- 1 95 P 5§ ;
CONSTRUCTED. IF 1586 |
UNITED 56 AIR FORCE 3-FIGURE ?-PART CODE, ABOUT 1,P@# GROUPS. ENCI- [AIR FORCE ["AIR FORCH -- ?2 -7 ? SIS SIs READ; CKL | 1 169 P L@ -- -
K | NGDOM PHERED W1 TH "SYKO MACHINE. CODE COOE * ? OKL READ "LIKE IF 1513 P 2
_ CLEAR TEXT" IF 115SF F 2 i
UNITED - 57 DIPLOMATIC ?-PART CODE. [INDICATOR ABABY OR ABABI. ? ? -- 2-194@- 194F SIM READ If 1524 e -- '
KINGDOM . )
I
UNITED s8(DIPLOMATIC ?-PART CODE. ? ENGL ISH -- 2.2 2 SIS READ. 1000% IF 15086 . ! e
K INGDOM DIP cogs COMPROMISED
. ) !
UNITED . 59| D1PLOMATIC DETAILS OF SYSTEM UNKNOWN.. ? : ? -- ?7-7, ? SImM PARTLY RECON- | IF 1517 -- --
K I NGDOM I STRUCTED
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS

LEARNED . FROM TICOM

SOURC

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COU(;QFTRY SERVICE DESCRIPT oF NAME OF SYSTEM | D%TES i WHEN ) s IR TI%OMCE STATUS 0 THE SYSTEM]|
| IPTION SYSTEM COUNTRY| . ' F- . ATTAGCKED | RESULTS EFEREN REMARKS
ORIGIN OF ORIGIN| AXIS | US.A USE  'AND BY WHOM -
a . . 1
UNITED 68 | MILITARY CIPHER. * SAME TYPE ns SYKO. USED FOR TRAINING ? ANNA - 7.0 ! ? SIM READ IF 1517 -- --
K1 NGDOM IN THE UNITED KINGDTM '
: J
UNITED 61 | MILITARY S-LETTEP ?-PART CCDE OF ABOUT I8¢ VALUES. CODEX CODEX -- ? -7 1942 SIM READ ONLY IN- |IF 1528 -- --
K1NGOOM FREARRANGED VOCABULARY. CODE VALUES SLIDE 1944 OKH FREGUENTLY gy [IF 5P 8
AGAINST VOCABULARY DEPENDING ON MESSAGE INDI- SIM. SOLVED BY|IF 187 P 8
CATOR. : OKH,
UNITED 62 | MILITARY .| 2-LETTER CCDE MADE OF COORDINETES OF A 676 ? -- ?-? ? SIM READ IF 1517 3z e
K INGDOM | SGUARE. DAILY CHANGING KEY. :
' [
UNITED 6k | MILITARY Y-FIGURE ?-PART CODE, ENCIPHERED. ? ? -- ?-2 ? SIM READ IF 1518 -- --
K I NGDOM : . . s , . :
! .
UNI TED 65| AIR - LAND 3-LETTER ?-PART CODE USED FOR CROSS-CHANNEL ? ? R 1944 s1D ? IF 1527 -- --
K 1NGDOM . TRAFFIC. | )
. |
UNI TED 66 |RAF CODE FOR COMMUNICATION BETWEEN PLANES AND DROME- ? l."x" - 1 2. ? SIS, SIM READ F 1513 -- --
K I NGDOM "ENCIPHERED BY SYKO." IF 152
UNITED - 67| AIR FORCE CODE ? AIRFORCE -- ?-? ‘9 sIs READ. COMPRO- [IF 1586 -- --
K 1NGOOM . CODE C.O. ot MISED.
e |
UNITEC 63 | NAVY-AIR TACTICAL CODE. ? FOX’ -- ?- 9 | 2 sis READ IF 1527 -- --
K INGDCM '
UNITED 69 | navy TWO-LETTER THREE-LETTER ABBREViATION CODE. ? SELF -- ?2 -7 ? SIM READ. COMPRO:|IF 1523 -- --
K INGDOM EVIDENCE’ . MISED. . I
|
UNITED 7€ | NAVY 1 4-FIGURE - 7-PART CCDE WITH 1E,@€3F GRCUPS. KEY ? ANGLO- -- ?-° 1942 SIS AND |READ = [IF 1527 -- --
K INGDOM * ENC1PHERMENT. AMER ICAN GERMANS
UNITED 71 | NAvy _4-FIGURE 2-PART CODE. USED NON-REPETITIVE ? 2 -- 1941-1943 1941 SIS READ DEPTHS. |If 1527 == -
K1 NGDOM CIPHER KEY. ) 1.0T READ AFTER
_ ) 1942 BECAUSE
OF INDICATOR
CHANGE .
UNI'TED 72 | Navy ENCIPHERED CODE. 39,700 OrR 104,000 GROUPS. } ? 2. -- ?2 -9 ? SIS READ te 1586 -- --
K I NGDOM ENC I PHERMENT BY VOLUME 1% PAGES WITH 3% LINES OF .
S DIGITS. .GOOD FOR 3 MONTHS .
UMI TED 73 [ Navy TACTICAL coots WITH DAILY CHANGING ENCIDHERIVG ® ? -- ?-0 ? SIS READ IF 209 -- ) --
K 1 NGDOM TABLES.,
UNI TED T4 | NAVAL AIR- CODE : 2 NAVAL AIR .- 2.0 ? SIS READ. COMPRO-|IF 1586 - -- -
K I NGDOM CRAFT i CRAFT MISED.
! CODE NO.
o 2 S.P,
g2192 2 .
J
|
! !

CRART NO. 1-2 ©
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LEARNED FROM TICOM SOURCES
, (WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY ' NAME _OF SYSTEM | DATES | WHEN . TICOM pnnus OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM 8OUNTRY AXIS US.A i OF ATTACKED | RESULTS EFERENCE AT ASA ARKS
ORIGIN ' : F ORIGIN e B USE AND BY WHOM|
UNITED 75 | NAVAL INTELLI-| CIPHER 2 NAVAL" IN- IECTRR QP | | ? SIS READ. 183% IF 1585 ' -- | ==
K1 NGDOM GENCE : TELL!- I ' COMPROMISED, |
. : GENCE NO. :
1 S.P.
#2307;
-IPetok
uNITED 76 | 2 |5-FIGURE 1-PART CODE. SIMILAR TO U.S. GREY. ? : 2 -- 2-2 2 SIM READ IF 1518 -- --
KINGDOM : ; |
, | -
UNITED 17 ® 4-LETTER 2-PART CODE, UNEMCIPHERED. ? | 2 -- 2 -9 . ? SIM READ 1F 1518 .- --
K INGDCM L : ‘
UNITED 78 |DIPLOMATIC 1-PART CODE. ? I"INDIAM -- 1939- 10k ; ? FA READ 1 172 P 3 -- --
K 1 NGDOM WORD -cCOE" | _ : \
! .
UNTED 79 |DIPLOMATIC SUBSTITUTION TABLES FOR ENCIPHERING GOVERNMENT i . ? - 2-1942-7 - 19h2 PERS Z-S| PERS Z S READ| | 172 PP 3-4 -- B
K I NGDOM TELEGRAPH CODE IN EIRE TRAFFIC. 26 RANDCOM : . 1943 FA UNTIL 1643,
ALFHABETS. . i i FA READ BERL IN
! » . AND MADRID
- : i LINKS. |
! .
UNITED 56 {FOREIGN 2-PART CODE - ~|r coot | ? - -2 2 PERS 7S BROKEN IN & i1 172 F 3 -- --
K I NGDOM OFFICE ; 104 ‘ MONTHS, &,090:
: . : GROUFS IDENT I |
. FIED.
vivep 81 [AIR FORCE ,AIR-GROUND CODE CONF'DEN-I ? -- ?-1 ? GERMANS COMFROMISED | IF 115G PP 344| - _ e
K INGDOM : : TIAL AIR | : _ | B o e
CooE" - ! - S :
uNITED 82 * 'METEOROLOGICAL "CIPHER FCRMED OF §-FIGURE GROUFS. 2 . -- 2-1942-2 | 1942 OKL | 8% DECIPHERED IF 1184 P 5 = =
KINGDOM LETTERS BEING ENCIPHERED IN THE RECOGNITION GROUF. ' F g :
.TWO TYPES: WITH A VOWEL AT THE BEGINNING, AND ' |
WITH A CCNSONANT. I i
UNITED 83 ? . .DETAILS GF SYSTEM UNKNOWN, ‘ ? piRCRAFT | - 72-19u2-2 I 1942 OKL |nno ogg - |IF 118aps -- [—
K INGDOM . MOVEMENT . 1943 SiS? | FF Q-1
i ‘ COCE . | ! IF 113F F 2
! . | !
I » |
! ! |
! i ' i
; I
i
! [l . ! [}
‘ | . |
| B |
i i
f | | i
' |
| i J

CHART NO. i-2
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES .N PARENTHESES)
COUC')\‘F.rRY SERVICE DESCRIPTIO F S SONTRY === D%TFES ATV%,’EEQ'ED RESULTS REH-Z%%MCE SIS OF - AnE STSTEM |
| IPTION 0 YSTEM COUNTRY| ! G AT ASA REMARKS
ORIGIN : OF ORIGIN| AXIS | US.A USE  'AND BY WHOM
UN I TED 1 [DIPLOMATIC S-LETTER 1-PART CODE OF ABOUT 72,884 GROUPS OF -- B-1; -- ?-7. 1516 PERS Z S | READ. * ORIGIN-~[ DF 15 -- --
STATES CVCVC PATTERN, UNENC I FHERED. GREEN ALLY SOLVED BY
"SUSSEX NOTE"
! ; WHICH PROVIDED
g ABOUT 1,2¢¢
GROUP CRIB.
i , SOME 28, 990
: GROUPS RECOV-
' ERED BY 1919
i
UNI TED 2 |[DIPLCMATIC S-LETTER CODE. USED BY COL. HOUSE IN TRAFFIC TO -- 8-2; COL. -- ' 1916~1928. , ? PERS 7 S NOT READ. OF 15 -- -
STATES WASHINGTON, HOUSE 'S | !
R GREEN & |
BLUE CODE
UNITED - 3 [DIPLOMATIC 5-LETTER 1-PART COCE OF ABOUT gg,¢¢¢ GROUPS. UN- -- B-3; -- 1918-1943 1919 PERS 7 S | READ CURRENTLY| DF 1 - -~
STATES : NCIPHERED. STHIL IN USE IN 1862 GRAY CODE 1919 SiM AFTER 1919, tF 18 o
SOLVED.ON BaA-
SIS OF PLAIN
TEXT OBTAINED
FROM EMBASSY
IN STOCKHOLM.
UNTTED 4 [DIPLOMATIC S-LETTER 1-PART CODE WITH GROUF FATTERN CVCCV. -- B-5 -- 1919 = 2, 1919 PERS Z S | READ BY CRYPT-| OF 15 = -~
STATES ABOUT 1l,4g# GROUPS. ANALYTIC COM- )
¥ PROMI5€E,
UNI TED 5 |DIFLOMATIC 5-LETTER 2-PART CODE, ENC)PHERED. -- B-6A; -- 1926~ 1944 1924 PERS 7 S | 86% RECON- | 22; DF i5 == =
STATES A-1; ACI 1941 okw STRUCTED N
' 1939. 186%
i COMPROMISEO IN
1941,
UNITED 6 [DIPLOMATIC S-LETTER £-PART CODE, ENCIPHERED. -~ B-6B; -- 192¢-1942- 194¢ PERS 7 S | PRESUMABLY NOT| I 22; OF 15 < --
STATES | B-1 19442 READ
L3
UNITED 7 DIPLOMATIC 'S-LETTER 2-PART CODE, UNENC!PHERED. -- B-7; C-1 -- 1928- 19422 1937 PERS 2 S | READ DF 15; | 22 & o
STATES T 371; T 372 ’
D 3C
Iﬂ . |
UN!TED 8 preLomaTIC 5-LETTER 2-PART CODE OF "aBOUT 125,53 GRCUFS." -- -- 7 -~ 19352 1933 PERS Z S | READ CURRgNTLY DF 1;; 122 -- - ;
STATES , am-8; 19541 OKwW AFTER 19 TF 18; IF 15 -
BROWN .2 FA? 162% COMPRO- | | 9
MISED IN 19%41.
UNITED 9 DIFLOMATIC 5-LETTER CODE IN 3 VOLUVES. "MESSAGES WERE EN- -- BROWN -- ?-2 2 SIM READ. COM- | IF 1518 - - :
STATES CODED IN 3 PARTS, ONE PART FROM EACH VOLUME. PROMISED. IF 1524
UNITED 1@ DIPLOMATIC 5~FIGURE 1-FART CODE OF ABOUT 3,084 GROUFS. UN- -- 2-1; -- ?2-(1918)-? 1016 PERS 7 S | READ. (CM- DF 15 -- --
STATES F HERED . BLUE CODE PROMISED 8Y
"SUSSEX NOTE"
UNITED 11 DIPLOMATIC 5~FIGURE 1-PART CODE OF ABCUT 72,8%¢ GROUFS. UN- ~- | 2-2 -- ?2-7 ? PERS Z S | READ. SOLVED |DF 15 -- e
STATES ENCIPHERED. USED MAINLY BY CHARGE D'AFFAIRES AT ' BY NOTING STA-
CONSTANTINOFLE WITH WASHINGTON, BERLIN, VIENNA, | TISTICAL RE-
ETC. / SEMBLANCE TO
B-1 WHICH WAS
READ.

CHART NO. 1 -¢
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LEARNED FROM TICOM SOURCES :
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES |IN PARENTHESES) . ) !
COUNTRY NAME _OF SYSTEM | DATES WHEN TICOM |STATUS OF THE SYSTEMIh y
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY| AXIS | US A ' OF ATTACKED | RESULTS REFERENCE AT ASA EMARKS| .
ORIGIN OF ORIGIN| s USE AND BY WHOM g
———= - !
UNITED 12 |DIPLOMATIC 5-FIGURE 1-PART CCDE OF ABOUT 47,80¢ GRIUFS. UN- -- |z-3; RED - 2. ' ?PERS Z S READ. LATER OF 15 -- -- :
TATES ENC I PHERED . ! ' CCMFROM| SED i :
AND FHOTOGRA- \
PHED AT FRANK-| !
FORT AM MAIN ;
' |
UNITED 13 |DIPLOMATIC 5~FIGURE 1-PART CCDE OF ABOUT 24,00¢ GROUFS. UN- -- -7 -- 1915 - 2 1919 FERS 7 S PARTIALLY SOL-|DF 15 -- --
STATES ENC I PHERED . ; vED -
UNITED 14 IDIPLCMATIC STRIP CIPHER, NO STRIP ELIMINATION, GENERATRIX -- | -- 1942-194% 2 1952 PERS 7 S READ CURRENTLY| | 2; | 22 -- : -- '
STATES SPLIT 15-i5. . - 1942 Okw, POS-| i9h43-io4} 1 25; 1 3) |
: i STBLY OKH lg; IS4 |
| % FA | 1895 1 178 ! .
- - : FE7S; 113 4
X 1 ég, 1 4 '
: 1 58 F 51 I
| | IF7178; TF 13 g
I ' . b25;71 Sk :
| ! !
UNITED 15 [DIFLOMATIC DOUBLE TRANSFOSITION SYSTEM USED BY "COORDINATOR -- { DOUELE -- ?2 -9 7 PERS 7 S !FRESUMABLY 122 -- - !
STATES OF INFORMATION, WASHINGTOW." ' TRANSPC- : ! ‘NOT READ. |
: - SITION -
: ! |
‘ . ! . i
UNITED 16 MILITARY 5-LETTER (COE, ENCIPHERED WITH 1§ TABLES OF 2@ -- ? -- ?-1Gy2-2? i 1942 siM READ. PHOTO- | if i524 -- -- ol
STATES ATTACHE RANCCM ALPSABETS, VOWEL FOR VOWEL, CONSCNANT FOR , "STAT COFIES :
CONSONANT, | GF CCDE BOCK ‘
| RECEIVED FROM .
" HUNGARY o
| TABLES RECCN-
STRUCTED BY .
SIM, i
§ — ;
UNITED 17 MILITARY 5-LETTER COCE, ENCIPHERED. Mi-3; WAR -- ?-1942-2 | i9%2 PERS 2 S | 1Z€¥ COMFRC- | OF i5 -- T |
STATES ATTACHE . DEPART- MISED . : | |
MENT CON- i i '
FIDENTIAL | !
CODE NO. | : :
| ¢ i |
UNITED 1% MILITARY E-LETTER CODE, UNENCIFHERED. -~ Ml-1 - ?-i942-2 1952 PERS 7 5 | 1EEE COMFRC- |DF 15 =% - t
STATES ATTACHE | MisED ,;
! i
UNITEG 19 MILITARY DOUBLE TRANSPOSITION, USING INCOMFLETE RECTANGLES. - MILITARY -- ?-1542-9 1542 SiM READ IF 519 -- (PROBABLY i
STATES ATTACHE , ATTACHE 'S ! 133 RECGVERED
EMERGENCY I BY ANA-
CIPHER : TGRAMMING )
UNITED £ |ARMY CIFHER MACSINE -- AM Z; -- 194) - 2 ? OKL NOT READ 1 748; 1 132 -- ) --
STATES AMEG ICAN ? OKH? 1 113: t 199 ;
i "BIG" MA- ? OKM? I 119; D 7 :
| CHINC !
UNITED 21 |ARMY HAGELIN CIFHER MACHINE. -- b an-1; -- 1942 - 2 1943 OKH 19%-2%% OF ey | 48 e ==
STATES ' M-2€9 1943 OKkM ARMY TRAFFIC |1 4S; | &6
1943 OKL? INTERCEFTED i 765 1%
?  OKW WAS READ i the; 1375
? PERS 2 S P3nr3g :
1935 1 83 !
1 &5 1 |¢§ :
1 §19; IF 137 |
Ir 127: 1 32
1.22; 1 5¢
1 95; 1 47
’ i . CHART NO. 1-2
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
LEARNED FROM TICOM

(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) -
= : —— |
COUNTRY NAME OF SYSTEM DATES WHEN TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY AXIS | us.A OF ATTACKED | RESULTS '|REFERENCE AT ASA REMARKS
L ORIGIN OF ORIGIN e USE AND 8Y WHOM ;
UNITED 22 | ARMY 5-LETTER 1-PART CCDE, UNENCIPHERED. -- WAR TELE - -- ?2 -2 ! 19422 PERS 7 S| READ: COMPRO- | DF 15 P 3 == -
STATES . GRAPH CCDil | MISED BY FHO-
1919 TOSTAT CCPY
1
UNITED 23 | ARMY 5-LETTER 2-FART CODE OF ABOUT 14Z,@@0 GROUFS. -- TELWA -- 19k3 - 2 1945 OKL READ 12% IN I 1125 IF 17% -~ -~ :
STATES UNENC I PHERED. 1944, CUR-
RENTLY IN 9L5
UNITED 24 | ARMY L-LETTER OR 4-FIGURE 2-PART CODE. -- P'F'C' -- 7 194g@-i94k? 1944 Ok READ OCCASION- | 763 IF 27 - -
STATES < - _ ALLY. COM- tF 127 . .
PROMISED . _
UNITED 25 |ARMY DUUBLE TRANSFOSITION. --  POUBLE - 2-19%45-7 1945 CkK READ OCCASICN- | S&; 17 4] -- -- i
STATES TRANSPO- ' ALLY. I 2z; iF 31> ’
SITION I :
UNITED 26 | ARMY-AIR STRIF CIFHER, NO STKIF ELIMINATION. -- "cENEB" -- 2 -7 l 1942 OKL READ UNTIL 1 1iz; 1 9 o -- -- :
STATES : . I : STRI® ELIMIN- | (7 175 '
i ATION WAS IN-
TRODUCED . IN
1543,
¢
UNI TED 27 |ARMY-AIR POLYALPHABETIC. SUBSTI TUTION USING 25 D15CS. = "SIRIFY; -- 2-1942-2 1942 OKH READ Iodies 13 -- -- :
STATES . "URSAL"; | 1942 OKL . boise; | lis : i
"coac™ 17 97; .
15175 . ‘
:
uniTED 28 |ARMY-AIR DIGRAPHIC CODE CHART WITH CHANGEABLE COORDINATES. -- [sLIDEX -- ? - 1945 ? OKH READ CURRENTLY | 76; | 30 = -
STATES ? OKL WITH 1-3 HOURS | 189; 1 174 -
LAG. 17 147; 1FRkY Ul
. |
UNITED 29 |AIR ENCIPHERED SPEECH DEVIE. -- "MUSTANG -- 2-2 | 1945 Okw DEVILE CAP- ] 11; 13 i - -- ;
STATES _ TIGER= TURED FROM I BL; g 32 :
STEDT" ) MUSTANG PLANE. | 965 1 104 !
i THEORETICAL *| | 127; D 68
| SOLUTION ONLY | 57; | 28
i IHE :
i I 1865 1 19¢ |
UNITED 38 |AIR CIPHER MACHINE. - |am2; -- 2-2 P2 oKL NOT READ. b 743 ) 189 -- -- L
STATES AMER I ZAN | 2?2 OKH? I n2s 1 113 !
"B1G" MA- ?2 OKM? 1 19; D 7 ' )
CHINE | !
UNITED 31 [AIR HAGELIN CIPHER DEVICE - |AM-1; -- 1942 - 2 ! SEE UNITED 18%-20%
STATES e M 289 - STATES 21 |
UNITED 32 |AIR 2-LETTER CODE. DAILY CHANGE OF CODE. -- %omaen -~ ?2-1944-2 ' 19ub OKL READ ‘CURRENTLY] ) 109 == = '
STATES : ICODE ! |
@ a
UNITED 33 -- -- 194k - 1944 OKM NOT READ DF 3; D 1 -- . .- :
STATES COMBINED CIPHER MACHINE, “COMSINEE_ 9 i 9 D 1%; D1 '
UNITED STATES- | PHER ¥ D43 1 N l ‘
GREAT BRITAIN [CHIUNE '
JOINT ARMY- :
AIR-NAVY
CHART NO. -2
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RESULTS OF EUROPEAN AXIS GCRYPTANALYSIS
LEARNED FROM TICOM SOURCES
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES)

COUNTRY NAME OF SYSTEM | DATES WHEN TICOM [STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY| AXIS U.S. A OF A AT TACKED RESULTS REFERENCE AT ASA REMARKS
ORIGIN OF ORIGIN M L USE AND BY WHOM ;
UNI TED 34 |ARMY-AIR-NAVY |HAGELIN CIPHER MACHINE. -- AM-1; -- 1942 - 2 (SEE UNITED  [READ 1 23; 1 46 -- --
STATES M-2¢9 STATES 21) : 6; : gg
' ! h2; 1175
e . 1; 1 35
| a Hl
. ! S? i 1%3
P 119; 1 112
IF 1875 IF 127
UNI TED 35 |ARMY-NAVY 3-LETTER 2-PART CODE, UNENCIPHERED. FOR JOINT -- Kco.nsmco“ - 1944 - 2 1944 OKM READ "EXTEN- |D 12: D18 ~ -~
STATES ARMY-NAVY ASSAULT OPERATIONS. U-LETTER PRO- SSAULT ' SIVELY." ALSO |D 4
NOUNCEABLE INDIZATOR. CODE COMPROMI SED BY i
! CAPTURE. s
UNITED 36 |NAVY CIPHER MACHINE. ~- AM=2%; -- ‘ ? -2 ? OKL NOT READ 1 74 1 1949 : -- --
STATES "g|G" MA- ? OKH?. Pz 113 !
CHINE ? OKM? t19; 077
UNITED 37 |NAvY HAGEL IN CIPHER MACHINE -- AM-13; -- | 942 - 2 (SEE UNITED RE.AD--ONLY A |1 513 ' -- --
STATES M-249 STATES 21) FEW DAY'S TRAF | 92; | 35 |
. FIC, DUE TO
LACK OF DEPTH
UNITED 38 |NAvY STRIP CIPHER . - "DUPYH" . 7-1942-2 1942 OKM READ. COMPRO- 1 12; 1 93 ! . --
STATES MISED STRIPS | .
AND SETTINGS
! RECEIVED FROM
! JAPANESE .

CHART NO. 1-2
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
S LEARNED FROM TICOM SOURCES
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES |N PARENTHE SES)

- [COTRY T avic DESCRIPTION OF SYSTEM  BOUNTRT aee | ey OF° | ATTAGRED | RESULTS RE.FE??%NCEP T O Aea o M evarcs
| GIN — _27T"T GFORGN AXIS | USA USE  AND BY WHOM o i AR"?
URUGUAY 1 |DIPLOMATIC 4-LETTER 1-PART CODE wIITH 2,142 GROUPS. INTER- ? ? (URA) ! (% - CURRENT)! 2 PERS 2 S | COMPLETELY | D 16, REPORT (ALMOST COMPLETELY READABLE.) --

i SPERSED PLAIN TEXT AND PLAIN TEXT ENCIPHERMENT. ] ' ‘ READ ; 2, P§ .
. 190-PLACE TABLES USED TO SUBSTITUTE 2-FIGURE y ! .

| GROUPS FOR LETTERS OR SYLLABLES. ;
URUGUAY 2 |DIPLOMATIC  |5-FIGURE OR- 4<FIGURE CODE. _ S s | 2 ? ?-9 ? SIM :gggbcqamo- IF 1517 [ (UNIDENTIF 1€D) -

URUGUAY 3 [DIPLOMATIC ?-PART CODE WITH DIGRAPHIC FIGURE ENCIPHERMENT. ? ? -‘ - 3 ?-1927 -1? ?PPERS Z S o ? D 165 ﬁEPORT (UNKNOWN) .-

T




DOCID: -

3560861

F————

tv7L3" — ‘}mu T
L} ,’»- -\\ \) .‘v,-,... - . *
. \ . e
LEARNED FROM TICOM | o
(WITH ANNOTATlONS FROM ARMY SEGURITY AGENCY 'SOURCES IN PARENTHESES)-
COU(5\|FTRY SERVI'CE DESCRIPTION OF SYSTEM CgAr’:IATERY o oo D%TFE'S ATV"II‘EEQ'ED ‘RES ULTS REPE%%NC‘E
U
ORIGIN ' OF ORIGIN| AXIS | US.A USE - 'AND BY WHOM
VATICAN ! ? L-FIGURL ?-FARY CODE ENCIPHERED WITH A TABLE. R ‘|vat. 7. - ?-i938-1939-? 1939 PERS 7 S [TABLES SOLVED. |T 93
‘ e. 2 1939 RLM/FA  |RECOVERED I
= JABOUT 15% OF
" IVALUES.
VATICAN 2 ? ~LETTER 1-PART CODE. FIRSY TWO ELEMENTS INDI- ? "NULLE -- f ?;|9h3-? 1943 SiM . |s#B-508 erOUPS |iF 1; Z - --
. ATE PAGE AND LAST ELEMENT INDICATES GROUP. 2" ! RECOVERED. IF 1526 P
LETYERS "vy" AND "2" USED AS DUDS OR AS SPELLER
INDICATORS . i Lo .
VATIC AN 3 ? -LETYER 1-PART CODE. FIRST TWO ELEMENTS INDI- ) "NULLA E" -- 7-1944-2 1ok s1D, siM |READ IF 1526 P 1¢ -- --
ATE PAGE AND LAST ELEMENT INDICATES GROUP. IF 1517
LETTER "€" USED AS DUD OR AS SPELLER INDICATOR. L&
VATICAN 4 ? 3-LETTER ?-PART CODE. ? VATIKAN -- ? -9 ? 9 RECOVERED 3%%- [T 2195 -- A .-
| CODE 11 5¢%
I Ly
VENEPLELA 1 | DIFLOMATIC }h-LEszn 1-PART COCE. 12,00¢ GROUPS. INTER-~ ? ? (vze) (2-19%1-CUR- | 1941 .PERS 7 § ? D 16, REPORT (95% READABLE) -
' SPERSED ENC!PHERED PLAIN TEXT. RENT) f 2, P¢5 )
. ! - T 3% -
VENEZUL A 2| 2 4-Ficure 2-PART COCE. ? ? ? -9 ? 2 RECOVERED LESS|T 3814 { UNKNOWN ) -
. |THAN 3% i
VENETUELA 3 | DIFLOMATIC IPOLYALPHAE[TIC SUBSTITUTICN CIFHER WITH 5 TO 1¢ 9 ? (v2a) (?-1941-CUR- ' 1941 PERS Z § READ D 16, REPORT ( 199% READABLE) --
_ ALPHABETS. RENT) 2, PS5 :
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RESULTS OF EUROPEAN AXIS CRYPTANALYSIS
LEARNED FROM TICOM SOURCES
(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) ~

COUNTRY NAME OF SYSTEM | DATES WHEN TICOM |[STATUS OF THE SYSTEM
OF SERVICE DESCRIPTION  OF SYSTEM COUNTRYT ™ A OF - ! ATTACKED | RESULTS |REFERENCE AT ASA gF_MARKS
ORIGIN OF ORIGN| AXIS | US.A = ySE  'AND BY WHOM
YUGCSLAVIA- 1|DIPLOMATIC 5-LETTER 1-FART CCDE ENCIPMEPED BY SUBSTITUTION. ? ci . P-1944-2 1944 si10 ENUIPHERMENT | T 1604 (UNrNOWN) ' --
CROATIA USED BY THE FOREIGN OFFICE. DATE GIVEN AT END SYSTEM KNOWN.
OF MESSAGE PRECEDED BY S OR.SVT. - ; . PERHAPS READ.
YUGOSLAVIA 2|(DIPLOMATIC) |{4-LETTER 2-PART CODE UNENC|PHERED.) ? 2 (Yor) ° (1935-CURRENT) 1944 OKw READ T 7197 (GCCS BROKE CODE. ASA NOW --
. & READING 1#@%. VERY LIGHT
TRAFFIC.)
. | ,
YUGOSLAVIA- 3(DIPLOMATIC 5-FIGURE 1-PART CODE. APFROXIMATELY 38,908 ? ' ? ? 2-1943-19U%-2 1943 SIM COMPROMISED. | IF 1525 PP 56 (UNKNOWN) s
CROATIA . |GROUPS. CODE GROUFS SPLIT INTO SINGLE DIGITS AND . READ JUNE_19LY
DIGRAPHS, EACH SEPARATELY ENCIPHERED, . : --SEFT 1944,
YUGOSLAVIA- 4|DIPLOMATIC AND|5-FIGURE 2-PART CODE. ABOUT %ﬁ , P00 -4¥, 000 GROUPS. 2 2 ? t 1934-1944-2 1944 SIM AND | PLAIN CODE IF 1525 PP 2, (UNKNOWN) -
MICHAILCVI TCH|CONSUL AR ATER REFAGINATED. ENCIPHER TABLES USED IN TWO : ) . PRECECESSOR COMPROM I SED. 5, 6
AND TITO DIFFERENT WAYS. (SIMILAR TO ITEM 2. VARIATION . - i ENC I PHERMENTS
OF YOA ENCIPHERMENT.) ; ) NOT READ. -
.- i 1 ’ .
YUGOSLAVIA 5|DIPLCMATIC AND.5-F IGURE FARTIALLY 1-PART COCE. APFROXIMATELY ? ; 2 ? - 1918-1934 ? SIM AND PROBABLY READ.| IF 1525 PP 2, (UNKNOWN) --
MILITARY gA % GROUPS. PAGES RENUMBERED PERIODICALLY. ; " .| PREDECESSOR : 3 ,
ATTACHE | LEAR TEXT IN SERBIAN. ENCIPNERED AFTER 1921. . i : i
: l
YUGOSLAVIA- & |DIPLOMATIC? 8= Fl,LRE T-PART CODE. ENCIPHERED BY SUBST{TUT|QN 2 2 ? 1934 - * 1929 CR 1937 ? 122 P2 { UNKNOWN ) --
SERBI A : i i : PERS 2 S I !
! |
YUGOSLAVIA T |DIFLOMATIC? -FIGURE ?-PART COGE. ENCIPHERED BY DIGRAPHIC 2 ? ? ' 1938-1943-2 1935, 1943 READ 12,9 ° { UNKNOWN) -
§UB°TITUTION WITH TABLES CONSISTING OF 16¢ DI- PERS 7' S i
{GRAPKS. I
YUGOSLAVIA S|DIPLCMATIC? 5-F1GURE: FROEABLY 1-PART CODE. ? ISTOCK HOLM ? ?2-2 ? PERS 7 S APFROXIMATELY | T 2138 (UNKNOWN) - -
S : @81-249 | 15% RECOVERED
YUGCSLAVIA 9|DIPLOMATIC? 5-FIGURE 1-PART CODE. 2 SD I ? ? -7 " 2 PERS 7 S RECOVERED T 2119 (UNKNOWN) --
i LESS THAN 3%
|
YUGGSLAVIA i8|DIPLCMATIC 5-FIGURE 1-PART CODE. 2 71xD 2 2-7 ) ?PERS 2 S APFROXIMATELY | T 2238 {UNKNOWN) - : --
. | . ESART: | 35% RECCVERED
: : E 345-12 w
YUGOSLAVIA 11|DIPLOMATIC "4-FIGURE ?-PART CODE. PROBABLY REFAGINATED TO ? SERBIEN ! 2 2-1924-7 ? PERS Z S WORKED ON T 217 (UNIDENTIFIED) --
: 15-F IGURE. :
: . i
YUGCSLAVIA 12 |DIFLOMATIC ?-FIGURE ?-PART COCE. "CHRILDISK™ ENCIPHERMENT. 2 ' ? ? T - I PRIOR TO 1941 | COMPROMISED IF 1517 P 4 (UNIDENTIFIED) --
CRCATIA © SIM .
. ’ ) ! i .
YUGCSLAVIA 13|DIPLCMATIC? PROBABLY CONSISTED OF A SGUARE 1@ x 1@ WITH KEYS ? ) ? ?7 -9 i 1942 SIM READ IF 1524 P 4 (UNKNCWN ) --
CROATIA FOR EVERY MESSAGE,
YUGCSLAVIA ik [MILITARY "2-PART CCOE. ? %27 Am ? 1921-1927 1 19232 SIM READ FOR 5 IF 1525 P & { UNKNOWN ) . --
ATTACHE BOCK* YEARS.
YUGOSLAVIA 15 |MILITARY SIMILAR TO ITEM 12, BUT MORE COMFLICATED PAGE : ? 2 ? 1927 - 2 ? SIM 2 IF 1525 P 4 ( UNKNOWN ) : --
ATTACKE NUMBERING WHICK CHANGED YEARLY. ENCIPHERMENT i
SIMILAR TO LATER SYSTEM OF FOREICN OFFICE AND
\DIPLOMATIC MISSIONS BUT OF SIMFLER CONSTRUCTION.
i
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(WITH ANNOTATIONS FROM -ARMY SEGCURITY AGENCY SOURCES IN PARENTHESES)
COUNTRY ; NAME OF SYSTEM DATES WHEN : . TICOM [STATUS OF THE SYSTEMi
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY| AXIS | US.A OF ATTACKED [ RESULTS |REFERENCE AT ASA
ORIGIN OF ORIGIN A USE  ANDBY WHOM|
YUGOSLAVIA- 16| ARMY ENIGMA K -- 3 WHEELS AND NO STECKER. ? . 1 ? 1941-1942-2 1941 OR 1942 | WIRINGS COM-' | 9§ P2 (NOT KNOWN TO HAVE BEEN USED.) --
CROATIA ) . OKw PROMISED i941 |1 58 P 3
: 0R¢’9h2. READ

YUGOSLAVIA- 17| ARMY FIELD CODE OF THE 26 X 26 SGUARE TYFE. CHANGE- ? ? ? 2 -2 AFTER APRIL BROKEN AND IF 1517 P 5 |(UNKNOWN) --
TITO ABLE ALFHABET COORDINATES. . 1941 SIM RECCNSTRUCTED
YUGOSLAVIA 13| ARMY" CODE OF THE 26 x 26 SGUARE TYPE. SIMILAR TO ? ? . ? * 2-1941 BEFORE 1941  |.READ IF 1519 P 3 (UNKNOWN) --

ITEM 17. TABLES CHANGED EVERY TWO OR THREE - ' SIM i

MONTHS . , |

v : | |
YUGOSLAVIA 19 |ARMY FIELD CODES OF THE 14 x 18 SGUARE TYPE. ? ? ? ? -2 ? SIM ? IF 1525 P 6 :(UNKNOWN) -
YUGOSLAVIA- 2@ | ARMY DIGRAPHIC SUBSTITUTION, 2-SGUARE CHECKERBOARD. ? ? ? 1641-1943 AFTER APRIL £ASILY READ IF 1517 P 4 [(UNKNOWN) -
CROATIA USED IN THE FIELD. i 1941 SIM IF 1528 P 2
IF 1512 P 47
TUGOSLAVIA 21 |{ARMY DOUBLE PLAYFAIR. ? ? ? ?7-2 7 SIM 1 IF 1525 F & [(UNKNOWN) --
YUGOSLAVIA- 22 |AIR REVERSED PLAIN TEXT IN UNALTERED SEGUENCE. ? ? ? 7-19k@-1943-2 ? SIM ? IF 1525 P 6 |(UNKNOWN) --
CROATIA o
YUGOSLAVIA- 23 |[MILITARY ?-LETTER CODE OF THE 26 X 26 SGUARE TYPE. SPACES ? ? ? 2= AFTER JUNE READ IF 1528 P 4 [(UNKNOWN) --
MICHAILOVITCH CONTAINED DIGRAPHS, TRIGRAPHS, AND WORDS IN FULL. 1943 SiM
YUGOSLAVIA 24 |ARMY -NAVY 4-FIGURE 1-PART CODE. ? ? ? ? -2 | ? OKw cgg;noulszo T 962 { UNKNOWN) - o -~
' ] '
- L}

YUGOSLAVIA- 25 MILITARY OOUBLE TRANSFOSITION CIPHER SYSTEM WITH SAME KEY ? JRC (vos) (1943-104)4) .? OKH REAN BY GER- |1 69 P 2? (TRAFFIC RECEIVED. WORKED ON --
M1CHAILOVITCH FOR BOTH RECTANGLES. RECTANGLE WIDTH USUALLY 12 ? SIM MAKS AND D-3% PP 1-11 |FOR 1-2 MONTHS 194k, NO

OR 13. NO CALL SIGNS USED. KEYS WERE ANNOUNCED ® PERS Z S | ITALIANS IF71528 P 4  |SUCCESS.)

iTHEN FOLLOWED COVER NAMES OF ADDRESSES. . IF. 1525 P &

L

YUGCSLAVIA- 26 MILITARY iDOUBLE TRANSPGSITICN. ? ? ? ?-? ? OKH READ 113 PS5 (UNKNOWN)) - =
TITO
YUGOSLAVIA~ 27 MILITARY SIMPLE TRANSPOSITION CIPHER ON A FATTERN OF AN ? i ? -2 -7 1944 sI1D PROBABLY READ |F 1525 P 6 { UNKNOWN ) 5
pM1CHAILOVI TCH INCOMFLETE RECTANGLE, WITH KEY VARYING FROM 13-

21. USED IN THE FIELD.
YUGOSLAVIA- 23 MILITARY POLYALPHABETIC SUBSTITUTTON CIPHER WITH 5% ALPHA- 2 2 ? ? -1 ? SiIM READ IF 1528 P 4 |(UNKNOWN) ~-
MICHAILOVITCH BETS. _
TEEEStAV A= 29 MTTTTARY FOCYALPHABETIC suasT:TUTIBN“T OR 2 DIGITS PER ? ] ? 2-1944-2 ? OKH ? 169 P 5§ { UNKNOWN ) =i
TITO LETTER, WITH 3, 4, 5§ » 9, 11, OR 19 ALPHABLTS. 1 52P5

KEY CHANGED EVERY 5 DAYS. USED BY DIVISIONS AND

' BRI GADES. o

YUGOSLAVIA- 38 LuLerRr Z-DIGIT SUBSTITUTION BY MEANS OF 1 X 1 ENCIPHER 2 ? ? ? -7 ? OKH ) I 69 PP 22,23 |( UNKNOWN) --
TITO : ING SGUARE FORMED FROM A 1§-LETTER KEYWORD WRIT-

TEN IN VERTICALLY.

. . L -lJ_ o A — - U
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. (WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES IN PARENTHESES) B
- —_— s e O —TIE SR
COUNTRY . AME _OF SYSTEM DATES | WHEN TICOM ﬁﬂWUS OF THE SYSTEM
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY AXIS S A OF + ATTACKED | RESULTS REFERENCEI AT ASA REMARKS
ORIGIN , OF ORIGIN] AXIS | US.A. ysg  AND BY WHOM |
YUGOSLAVIA- 31| MILITARY 2-D13IT SUBSTITUEION BY. MEANS OF 3 x 3 ENCIPHER- ? 2 ? b2 -2 b2 oxu ? 1 59 P 23 (UNKNOWN) ) -
TITO ING SGUARE WITH B-LETTER KEYWORD WRITTEN [N i .
HORIZONTALLY. PROBABLY USED BY 11TH DIVISION OF ‘
STH CORPS. ;
I
YUGOSLAVIA- 32| MILITARY AND | MONOALPHABETIC SUBSTITUTION, 2 DIGITS PER LETTER,|NOVA ? ? 1944-1945 ? OKH ! NOT BROKEN 1 59 PP |o->¢ (IN EFFECT THIS 153 A NON-RANy  -=
TITO (DIPLOMATIC) | AND ALSO AUXILIARY 3-DIGIT CODE, ALL SUPERENCI- |SIFRA i BUT COULD HAWE DOM ONE-TIME PAD ENCIPHER-
PHERED WITH NUMERICAL RUNNING ADDITIVE CONVERTED i ngN ¥';?r| :ﬁ:goaN?TﬁfgﬂgigoégT:EAtfg'
FROM THE T A T N. « MORE TR < - Ti
PR E TEXT OF A BOOK. WUSED ABOVE DIVI:IO. : ROLVADLL, RS TE NOT WORK-
ING ON THAl5 PROBLEM.)
i i i : . i B
YUGOSLAVIA- 33| MILITARY? ‘BELIEVED 7O BE SIMILAR TO 17TEM gz. MESSAGES TO 2 ? ? L ?-194i4-2 {7 OKH NOT SOLVED I 59 P 3¢ {UNKNOWN } . =
TITO MOSCOW HAD A SPECIAL GROUP 66665, SOMETIMES i | !
. 11111 66666 E1THER AT THE BEGINNING OR AT THE END| i 4 i
OF THE MESSAGE. FIRST GROUP OF THE ACTUAL MES- : ) i -
SAGE USUALLY REPEATED AFTER ADDITION OF A CERTAIN '
NUMBER. i
YUGOSLAVIA- 34| MILITARY MONOALPHABETIC SUBSTITUTION--LETTER FOR LETTER ? \ ? ? © 2-1944-2 ? ORH READ I 69 F 2 (UNKNOWN) . -
TIT0 OR 2 DIGITS PER LETTER. USED BY BRIGADE AND i ‘ 152 P35 ‘
UNITS.
. |
b~| YUGOSLAVIA- 35|MILITARY MONOALPHABETIC SUBSTITUTION, 2 DIGITS WITH 5- ? I ? ? I 2. 19hli-2 2 OKH : ? I 69 PP 2-3  (UNKNOWN) -
TITO DIGIT REPEATING ADDITIVE. USED BELOW DIVISION |
LEVEL., ' i
i |
YUGOSLAVIA- 36|MILITARY MONOALPHABETIC SUBSTITUTION, 2 DIGITS PER LETTER, ? | ? 2 © 2-194Y-2 ? OKH 2 1 59 PP i-5 (unknOwnN) e ="
TITO WITH NULLS INSERTED IN EVERY S5TH AND 6TH GROUPS ! - -
AND MULTIPLES THEREOF, AND WITH 15-DIGIT REPEAT- |
ING ADDITIVE. KEY CHANGED EVERY T TO 14 DAYS,
'USED BELOW DIVIStON. { | . 5 '
i | .
. | V
. ' ! - 1
YUGOSLAVIA- 37|MILITARY .MONOALPHABETIC SUBSTITUTION, | OR 2 DIGITS FOR 2. ? 2 ?-1943-194%-2 7 OKH READ 151 P3 (UNKNOWN) --
MICHAILOVITCA SINGLE LETTERS, WITH SHORT REPEATING ADD!TIVE. . 1 52P5 '
BASED ON A KEYWORD. , :
| : .
YUGOSLAVIA= 33|MILITARY "MONOALPHABETIC SUBSTITUTICN, 2 DIGITS PER LETTER, 2 2 2 2-194%4-7 . 7 OKH 7 1 69 P g (UNKNOWN) - ! --
T1T0 ENCIPHERED WITH REPEATING ADDITIVE FORMED MATHE- ; '
MATICALLY FROM AN ADDITIVE SGQUARE OF 327 DIGITS. i | i
| : 1 |
1 1 i
YUGOSLAVIA- 39|MILITARY MIXEN SUBSTITUTION ENCIPHERED BY MEANS OF ! ? I ? ? -2 ? OKH ? I 32 F5 {UNKNOWN) - !
TITO ' . ADDITIVESFROM A FIGURE TABLE. ! ; |
i a H . ]
' i
YUGOSLAVIA~ L@ |MILITARY VARIABLE SUBSTITUTION WITH SHORT REPEATING ADD!- b4 i 2 ° 7| e-194k-7 ? OKH READ t 33 PF 3-i5 [ (UNKNOWN) ; --
110 | TIVE. CIPHER CHANGED EVERY MONTH. USED ABOVE
DIVISION, LATER BY UNITS. -
YUGOSLAVIA- L1 |MILITARY VARIABLE SUBSTITUTION WITH ENCIPHERING TABLE. : ? ? ? 2-1944-7 ? OKH 2 © 1 69, 1TEM 13 (UNKNOWN) e
TITO .
i
YUGOSLAVIA-42 |MILITARY 1308 GROUP CODE IN 3% X 6@ RECTANALE SUFERENCI- ? ? 2 l ?2-2 7 OKL READ EXTEN- [ | 121 P 9 (UNKNOWN) o
TITO FHERED BY “ENCIPHERING ROWS. ! ; SIVELY i :
I | '
YUGOSLAVIA U3 2 .5-LETTER ?-PART CODE. ? 7 ? ?2-9 ? GERMANS ? T 2122 (UNKNOWN) =
J
| I
i

s e ¥ T T mw T T -
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(WITH ANNOTATIONS FROM ARMY SECURITY AGENCY SOURCES |IN PARENTHESES) ) !
COUNTRY .. NAME OF SYSTEM | DATES | WHEN TICOM |STATUS OF THE SYSTEM ;
OF SERVICE DESCRIPTION OF SYSTEM COUNTRY| AXIS US A ' OF ATTACKED | RESULTS |REFERENCE AT ASA REMARKS| |
ORIGIN OF ORIGIN - A USE AND BY WHOM . . :
YUGOSLAVIA LY ? 5-FIGURE PROBABLY 1-PART COOE. ? STOCKHOLM ? ' ?2-2 I 2 Germans APPROXIMATELY [ T 2139 " (UNKNOWN) -- :
258-499 | o 26% RECOVERED ;
YUGOSLAVIA U5 ? 5~FIGURE CODE PROBABLY 1-PART. 2 2 ? 2.2 ? GERMANS RECOVERED T 2124 . (UNKNOWN) == '
. LESS THAN 23% :
. * | !
YUGOSLAVIA 4§ ? 5-FIGURE ?-PART CODE WITH ABOUT 3d,080-U4g,dd3 ? : 2 ? 1934 - 2 ? SIM - COMPROMISED IF 1525 P 2 ( UNKNOWN) -- '
GROUPS. CLEAR TEXT IN SEREIAN. : :
YUGOSLAVIA- 47 ? 5-F IGURE PROBABLY 1-PART CODE. -? S DIV ? ? -2 . 7 GERMANS APPROXIMATELY | T 2123 (UNKNOWN) --
SERBIA I l 25% RECOVERED
[ f
YUGOSLAVIA 48 ? 5-FIGURE 1-PART CODE. ? | 2 2 E 1941 - 2 | 7 ? lag; COMPRO- | T 2576 ( UNKNOWN ) --
: : MISED
i _ | f
YUGOSLAVIA U9 ? 4-FIGURE PROBABLY 1-PART CODE. 2 , ? 2 ?2 -2 ? GERMANS APPROXIMATELY | T 2126 (UNKNOWN ) - :
: | | 15% RECOVERED |
YUGOSLAVIA 56 ? 4-FIGURE PROBABLY 1-PART CODE. ? SD V. I ? | ?-9 ' 2 ceruans APPROXIMATELY | T 2113 ' (UNKNOWN) = i
. ' 15% RECOVERED :
' - —
| YUGOSLAVIA 51 ? DETAILS OF SYSTEM UNKNOWN. B SDV. I *? 2?2 -2 ? GERMANS WORKED ON T 2123 « (UNKNOWN) -- Sg i
|
YUGOSLAVIA 52 ? DETAILS OF SYSTEM UNKNOWN, ? HOF CODE ? ?7-2 ? GERMANS 2 T 2123 (UNKNOWN ) -- )
YUGOSLAVIA- 53 ? DETAILS OF SYSTEM UNKNOWN. 2 5D vl ? 1933~ 1 ? GERMANS WORKED ON T 2123 (UNKNOWN) I -- i
SERBIA ' i
YUGOSLAVIA- 5k ? CIPHER TRANSPOSITION WITH INCOMPLETE RECTANGLES. ? ? ? ?2 -1 | arTER APRIL RECONSTRUCTED| IF 1517 P 4 (UNKNOWN) -- :
CROATIA : 1941 siM S !
YUGOSLAVIA= 55|MiL1TARY ""TABLE OF 28 X 28, ABOUT S5¢@ WCRDS. TRANSMITTED ? ? ? ?-2 ? SIM "'"HAS BEEN RE- | IF 118C, P & | (UNKNOWN) -- |
SERBIA IN 5-LETTER GROUPS. DAILY KEY. ] CONSTRUCTED. " i
YUGOSL AVI A= 56|MILITARY SIMPLE TRANSPOSITION WITH VARIABLE LENGTH NUMER!- ? ? ? ?-° ? SIM READABLE tF 118¢, P & | (UNKNOWN) -- i
SERBIA ) CAL KEY. ALL MESSAGES BEGAN WITH BRX CITIRI. ; I
INCOMFLETE RECTANGLES. i
|
i
1
|
1
| !
! '
i .
- |
I
= —GRART WO, 1-2 .
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