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TOP SECR:ffi:'//COMH~"fmqoFORN 

1. (U//FOUO) Intelligence, counterintelligence, and intelligence-related activities 
that violate law, regulation, or policy substantiated during the quarter, as well as 
actions taken as a result of the violations. 

(U) Intelligence Activities 

(TSf/Sn'/REL TO USA, AUS, CAU, GBR:, MzL) Unintentional collection against United 
States persons. .. · ·nstances in which Signals Intelligence 
(SIGINT) an.alys.ts inadvertently collected communications to, from, or about United States 
(U.S.) p.ersons while pursuing foreign intelligence tasking were reported in 2008. Unless 
othe~ise noted, all intercepts and rep01ts have been deleted or destroyed as required by United 

. ...-·····States SIGINT Directive (USSJD) SPOOI 8 . 
······ ···········:.t(.b)(1) .~·· ·•··•···· 

"iin::n .. J... (U) Unauthorized Targeting ............ ······ ······ • (b)(3)-P.L. 86-36 
(~.> (3J-.P.:: :c:···sG~3!?.. . ... ······ ······ ······ f (tl)(3)-50 USC 3024(i) 

"::\... ···· ... '(T~l/£Y;~·irfANationa.L.Securi.tyAgency/Ceni~~i· securit 
"<~~..... the telepho.1:i:: ~11.mbers·ass6ci:iitedw-ith .. <:l ... ~. s ·1,.,.-.....,...-___,,..,....-.....,..-,..,.........,..--r--...,..----:--' 
\.::\. I lwifhoutv.~rifying that consent foi~c<Jllestion .had been given b the nd 

SNCSS anal st tasked 

\\I approved by r e Diiecter.of NSA. The selectors, on cOV<rage 
\<: were detask~d>I linte~cepts were pu~ged from data repositories on 

· when the mistake was found dunng a target review. 

~-rm"l'M"'"'"f'lfrt~~~fi'.:r.r"" A software roblem resulted in collection on al ...I 
1-----'"'"""""~---...... --~~~ ...... ....__T_h.._e ..... s ..... o._ft_w.....,are, I . . .... ·I 

was ·tu.riied~off: when the violation was recogJJ.i·z&t .. ·it 
........... · · w,a~.· r~!11rned :to .seni.foe after the probi€iri\V~s'=diagnosed,.,Gorr~:9tec(·and tested. 

{6)('1;):;:;;:·:":"''. ..... ::.~:11..f :lated collection was purged from the database and related analys~~ .. !?,.?.t· ::::::.:/ ~~·~·· .g ~ _ P . L . 8 6 _ 3 6 
(b)(3)-P.L. 86-36 .... ........ . ...... .. .. ....- ,../ (b) (3.)_ -50 USC 3024 (i) 

· ' were inadvertez:itly 
"lJn~nown to the system test<::rs. tht .... ! - ..... , 

selectors were oLw_n_e_d_b_y_a_U- .S"'T"'"" _______ .......,·"fhe analysts removed the l I 
... from the query and checked the remaining selectors to avoid future testing mistakes on 
·1 I 

(b) (1) 

(bl (3) - P. L . 86- 36 
(b) (3) - 18 USC 798 
(b) (3) - 50 USC 3024 (i) 

Derived From: NSA/CSSM 1-52 
Dated: 20070108 

Declassify On: 20320 I 08 
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f<b.l(3) - P.L. 86-36 
~-------------------------------..j..l.ib~·~· ~3~-~0 USC 3024(i) 

USC 798 

(!5JU·l 
(b) (3)"~·i? : I: : ~6-3.6. i 

('f~)/§f!Jtqf')I lprior to approved consensual collection, an NSA analyst 
queried on a U.S. telephone number retroactively! f The analyst 
did not understand he could not search for data pnor to the consensual collection authorization 
date. The query and results were deleted the same day. . .......... · ..... (bl (1 i 

...... · · ........ . ................ . . (bl (3) - P.L. 86-36 

(S//811/~ff) I lanNSAJCSS j. . .. ~nalyst°"t~rgeted a foreign person in 
the United States without AG authorization. She learned that a person tied to thd .. I 

lwas··ifl:-the··United .. States.and.w.as.suspe.cted .. .to . .ha\'.e.plann.ed .. a,!1.:::<:):P~!:():!!PP::l9J~~ .. P.l~.qe···· 
L------------'l .. Thi:nking .. only'Of'theurgericY .. and .. ri'ofthe target's location, the ~~~ ~~~ - P . L . 86_36 
analyst queried an NSA database for information without seeking authorization to target the <bl <3> -18 usc 798 
individual. No results were returned. The incident was found by the analyst's auditor, and the 
analyst was counseled and received remedial training. 

(TS!,LSI/,lt>Jll) An oversight resulted in the continued targeting of a U.S. person after his consent 
to monitoring expired. 

L-------------------' ··Although-.the.consent ..... e_x"""'"-:ir'"".e."'" .. d .... ............... _ _ ...,... _ _. 
NSNCSS analysts did not remove th.~ ... §~1~.ctor .. from .. colleetioffuntil .................... .... . 

O resulting·intetce_ptS··wel:e··r>"lirge(i from NSA databases. 
86-36 

(b) (3) -18 USC 798 
(b) (3) -50 USC 3024 (i) 

ffSHS:E//~W) An NSNCSS analyst tasked collection on a U.S. person before receiving AG 
authorizatio!! .. o.nl I The analyst wrongly believed that authorization had been 
re~~jyed·:""The unauthorized action resulted in the intercept ofl I ·"'T~~ rn - P. L. 86-36 

l~'" ::= ~~~-::,~ ~nd nt ~~~:~~:~ ~:~e:~n ~~:g~:.hen the violation was <b 1< 31 - 10 use "' 

'\'.,il\i;Ci:J;~~~·: · - ; --'"" ' the.I l usetltliOU.~~]i iii -e.L. ,._" 
\ SIGINT .. Sys.t~.m to locate·a believed to bekidna:pped·I I The seJectors<were-10 usc 798 . 
\\ tasked before authorization was obtained from NSA. After the NSA OGC denied the (b) <3>-50 USC 

3024 
(l) 

\\ authorization request~ .. thel I was found. He had not been kidnapped. The responsible 
\\ analysts have received additional intelligence oversight training. 

'\ (TS/fS!fflff} An NSA analyst incorrectly tasked a U.S. telephone number for collection o~ 
\\I I He assumed that the selector was foreign becauscl I 
\\ foreign intelligence target. This mistake was found dming a review of tasked selectors on 
1 I The selector was detasked the same day. The analyst was paired with a senior 
analyst for additional training. No collection resulted from this violation. 

(TSffSf//MF) A selector for an AG-authorized target remained on collection for nine days after 
the AG authorization expired onl IThe. .~~-1-~~tor was detasked onl I 

······· 
.. ; 

(b) (1) 

TOP SECRET//COMHff//HOfi'OltM (b) (3) - P.L. 86-36 
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............. )"(b l ( l l 
................ · / (t? l (3) - P . L . 86- 36 

fT8//8INREL TO USA. F\'EY) QnD·o«:::·c~~i~~s between I ·1 
.A ] analysts incorrectly entereLd-t-he_i_r _o_w_n_i_n_fo_1_m_a_t-io_n_i_n-to __ __, 

__ .. / an NSA database for SIGINT collection and analysis. Believing that the data field re uired 

No collection occurred as a result of the process violation. A rev.i.~w·ofiilft~rgeted selectors 
related to the target confirmed they had been terminate.4 o.n-·ofbeforel r 

······· ······ 

__ .. / information on the analyst who tasked the selectors, the analysts entered their 
•••••• ...- ' ~ m .J:Wh.~nJhe . .lJ1i.$J~~~-::~asidentified··on---------.-... _... 

'(6)'('1')"':::::::::: .. ' mm • lthe data was removed, and the anaJysfS'received·additional.ta.~ki.I.l.8. .. ~~.~}'.ling. 
(b)(3)-P.L. 86-36 .. 

.. .. . 86-36 
,.l..!.!;;!..l..!..~~~~~~...:....~..!...L.I'----------------------~~ SC 3024(i) 

USC 798 

(TS(lSJ,t/ReL TO USA, F\fE7t) I Ian NSA ana1 st mistakenly 
targeted I ... ~~1.onging. t0-.al lins.tead of the as~2ciated 
~ith .. a·fote~gn . .target-.... The"vfolation was corr~9t.~d .. by .. the.analyston· ~1~he 

., ...... ;;;;:;;::::::::::::::::::::::a:ssoofo:teJ::coHectionwasj5iirged .. 'from. ih~ .. N·SA database. (b )(3)-P. L. 86-36 . 
(6)'(1')""""'"'"'::::::;....... (b)(3)-50 USC 3024(1) 
(bj~.3fP t::"· aa~:::::::::·........... . (b)(3)-18 USC 798 -~< <: .. :·_. ... (l"im'St/i't~f'J............................... I selectors were detasked and co11ection was destroyed when 

., .... \ ....... N$A.~uspected·that..a.Joreign targennightb.e .. a. .1}.S. person. An anal st misunderstood the 
"\::::.. directiR·n:to treat the ta.rgetas .. a.µ_.s. person until ihe'target'· d retasked the 

..... :~~lectorsl · .... ···. ..• I 'thesele.9_~ors were again etas e an intercept purged from 
NS/\ databases when-ttie violation was identlfiedl I 

·........ ·· ... 

(fSi/Sf//ltl!L iO U5A, :F VEY JI I an NSA analyst improperly searched for 
infor~atiq_~ _on eight NSA analf ts to_ acq~ire translation metrics for their ~erformance . 
appraisals. ·I"·.. _the violation was founl by a dftabase auditor, who proy~~.~~ .... m .... m .. 

additional trairiiz:i_~ to the analyst. The queries returned results;·which"were .. purged from (b)(1) 
the NSA database_ I (b)(3)-P.L. 86-36 

(U) U.S. Person Status 

(g,l/81HREL) onOoccasions;·targetS"inttiaUythotighffo"b'eTegifo~~!~::Ma ::rorefgn:::w~i~".fouii~~~ ; ~ - P. L . 

hold U.S. citizenship or permanent resident status. In D instances, intercepts were_Jetained and 
reported as authorized b USSID SP0018. The remaining collection was delete~j..from the 
database for audio.- pre-release transcripts. Additionally, on O occasions, targets 

...._---..--......... ----' heJ!nited States. Another legitimate foreign .!.a.:rnetLI ______ _, 
in .. the United States: .... ·In-a!J instances, the collectio.JJ..was·tefrrninated. 

Ul.1--,-s_g_S'f1- ·0 ...... n D 0ccasi9ps, targeted ............... .. .. :::::·· ... ·::~~::~~~............ ersons 
.·" 

. .a ... .. person .... ....-
,....._ ______ ........... --------' ..................... L---___;;,;;.....;; .......... ---------.. . .;;.,,_.....,.....;;,_,,i 

............... .. ...... ::::::::::::::::::::::; ...... 
1f~i· .. ; ~ ;..... TOP SECR:ET/!COMflqT/fHOFORl~ ........................ :::::,· ..... ::,, .... ('~:;:::;·:·;· 
(bl (3 ) - P . L . 86- 36 

3 
(b) (3 ) - P . L . 

(bl (3 ) - 50 USC 3024 (i ) 
86- 36 

86- 36 
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\(b) (3) - P. L . 86- 36 .. ····:::<;::-· <bl (3l - P. L . 86- 36 
(b)( 3 i - so use 3024 (i) 'for ~ECitEf7'/COlvfftq'f7'/MOf"OftM ..... .... cti·~<3l -10 usc 798 

·1· lindicated use b·1 1 1~r / ;:::ces ·ihe ·\\<e 1 (l) . - J! . · ' ·(f:.il (3l - P. L . 86- 36 
numbers were removed from tasking and the intercept was deleted. . ... ....- \ \. 

.... ·· 
.. ··" 

.·" .·" 
/ . . 

L----------------------' No reports were issued on the intercept. 

(SHSI) I J 

(rsn sDmFJ I ..... L: :Ns~cs:s::ana1y~t5: 1a~~~~~airs·~:::15:6i,§9ri:~\~ ~g~-P. L. 
86

_
36 I hhe·anatysfs'eardiedfor a u.s~· · Ula raw traffie ·database because he \ 

did not realize that thel lwa~ ... ()wned b a.-.-;;;;;: __ ..;;;.... ______ ...-;···,;;..>_::--_-"'...1 
the analyst did not follow research roceduri°.S .. ::whi:chre uired him ."to .c~1eck 

·· .. ·· .. ·:occurred when \ 
anot er analyst fajled.to··revie I l ·QUe~i_es were term~naLt-·e-,_a_n __ ,...r-e-st_Il,...ts_w_ e-re_n_o_t_r_et_ru_· n_e_d,.... --_- ................ 1,...·s-tak~:-.~-~::_Y! ___ e-re~fo-u_n_d__. 
dunng the aud1tmg and oversight functions, and the analysts were retramed on search· ..... ,, .. _(b)(

1
) 

procedures. (b)(3)-P.L. 86-36 

ti on -revealed that 
__ (.:...b)(3)-50 USC 3024(i) 

L------------------------,i------""""."""------~ was 
used by a U.S.L---------------...1 -Th.e transcript" no~ed a conversat¥on 
between two U.S. -Wh.en NSA/CSS iea1ned. of the i.ncjdental collcxtion, 
minimization proc irected"bythe·-USSJ.P SPOOl~L -.. .. .. · .......... 

·········· 

f[Sf/Sb~ff 
.,l..:..::::.:~:..:..:..:~--------------------------""""""j~ ll 

3l - P. L . 86- 36 
3l - 18 USC 798 
3l - 50 USC 3024(il 

(Sf/Sf//REL TO USA, FVEY) I l--a .. y_~~id foreign target I I 
the United_ States. Tasking was tenninated, and colleetion.,':Vas purged from NSA databases. NQ 
reports were issued. <bl <ll 

(bl (3l - P. L . 86- 36 

C'f~//5lt71<lr) OnOo~?asions, tar ets initially thought to be legitimate and foreign were found 
to hold U.S. citizenshi . · ·-N_~A terminated targeting! lwhen the . 

,L..-___________ ...._..relayed thatJhe target held a U.S. passport. Colle~tion was! 
j purged from databases, and ep§iis-w~re cancell~d. , ke1e¢tor was / 

not detasked when U.S. person status·Wa$_SllS·.f.;Cted. ·Th~ detasking failure resulted,_inl\ I ! 
intercepts between "· tors were po-~itiyely • ! 
linked to ~n The selectors\vere • ! 
detasl).e(.collection was purged ·an(l __ _NsAl.C~s:::~na:Jy~ts were retrai 1;·~d\m the 
pr.0t.ess for vetting inadvertent collection. ······························· ...... --·-::-- ·::::<:::-... ...\ \ U 

·;b;;:>:::86-36 - ·- -":S~~'~,,,::~ II 
TOP SECRET//COMfNT//NOFORH ·°(b)(

1
) 

4 (b)(3)-P.L. 86-36 
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........ ·°(b)(1 ) 
....... (b)(3)-P.L. 86-36 

_., ... ::-'''''°"'··· (b)(3)-18 USC 798 
::· (b)(3)-50 USC 3024(i) 

durin an 
NSA analysts collected communications om a target in the 

,___ _____________ _ 
United States. The analyst failed to confom the target's location 
prior to the collection. The messages were when the error was 
id en ti fied. 

..''(b)(1) 

(U) Poorly Constructed Database Ouf?.Jies:::: .. ::.~··.. (b)(3)-P.L 86-36 

(S//SIWREL) There were Oinsl.;·~~i::~;·~nintentidnal collection caused by poorly constructed 

database _quelies. All res~J.tswere del~ted fyom tifeD str afce sys~em: _ Ad_dtionally, NSA 
analysts improperly quened selectors m N,SA da~abases on occasions du_nng 2008. 

(TS L/Sl~(ReLTO. ~SA, FVEY) On D b; the D~ccasions, NSA analysts fa~·l:~l'to . .ye@' that 
~els were located outside the United States before conducting database que1ies. lijfthe 
LJinstances, the oversights resulted in metadata collection. No data was retrieved. All queries 

(b)O) were terminated and when collection occurred, the data was deleted. No reports were issued. 
(b)(3)~RL. 86-36 

. (S//SlftREf:: TO USA, FYEY) During ;n
found that a ·uni or anal st ueried the 

audit of database queries, an auditor 
pfa U.S. 

"'-er.;...;s...;;.o.;...;n..&...-________ .. _·· ··_·· ----........-------- the analyst queried th L-------' 

a foreign intelligence target. She had not consid.ered the ....._ ______________ ___.,_____, 

possibility that th a lLS. person. No collection resulted from the query. 
The analyst received additional training on intelligence oversight authorities from her auditor. 

~~~~~.::rfH-!~r-f~~r-------ian NSA database audit~-~--f~und·that..ari 
. .... .. ... .. ... .. ... .. ... . .:::::.:>'' (b) ( 1 ) 

·•······ •' ... · e queries arid results were deleted, and the analyst enrolled in (b)(3)-P.L. 86-36 
(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) ·(~)(:1:)» .. ;:: ············ refres er traming. 

(b},(.$}·1?. L 86~36 ....... n 
\..,> ..... ··········....... (T8NS1H~ff) On ccasions during training courses or research, NSA analysts queried the 
\ .. \.._ ·f .. lof other analysts. In both cases, no results were returned. The analysts 

\ ............ :··... were instructed on proper qµer~ .. ~ns~:-ucti .... o_n_. --------------, 

\\ an NSA mistakeajy 
included the e-mail address of in a query list of targeted addresses. Th~ (b)(1) 

· d hi · (b)(3)-P.L. 86-36 analyst notice s mistake the same day, and the query was terminated with no results on (b)(3)-SO USC 3024(i) 
I I 

(U) Detasking Delays 

-;..:~~--------____. an NSA analyst learned that a targeted foreign e:p::lailuu ,, .......... . 
theUnited States·onl I Defaskirigw~''.not~:~::::::::~ -· (b)(1) 

accompL..li-sh-e~d~u-n-h~.1 ---.-....;;..;--. This0 day(fetay was the result of human error. The (b)(3)-P.L. 86-36 

analyst did not read the status report containing the detasking request. There was no collection 
between! I ····"" 

TOl) gJ;CRET//COMH<ff//NIOPORJ:q 
5 



DOCID: 4165173 ........... ·······(b)(1) 
TOP SECRET//COMHff17'frQ'OPOI~Jq (b)(3)-P.L. 86-36 

..... ..... ..... ... (b)(3):·~0 USC 3024(i) 
······ 

,.l..!..:::::.:..=~=..:...:::.:....:;;;:;~~~~ ......... ....,t al~ .. 9f.the .. s~I~ctors a.;:.:.tt~ri~b.:::.ut.:;.:;e~d...:.to;:;:..:.:a...:.tal;;l;;l· r.....:.i.....:.:..lll:.l.llo......_ __ __.___, 

r'--,_.--~----------'when NSA analyst J.---------------T 
the.U:9ited States. Target activity in the Unitedl"--"'S_.ta __ t ... es..._ ___ ---,i--....... _.-----

Selectors ·w.ei'e .. remov~'1 from collections stems ··and 
calls were deleted 

'···· ... 

~~h'f?IH'"'11r---------, ~:~SA ,;.;~;~;:I~;Q~~ ~ -... · 1~~i;Cfu~ qfl - >- k,\\ j 
. ut .. failed--to .. detask .. the .. telephone.numbers::::::rn:e:process :failure::WI~::::11 L------,,..-------, .......................................................................... :··:::::::::::::::::::::: ........ •••:::::::::;;;;::'"'..:::• (b)(1) 

corrected on · hefft~~.:~~t.?.!:::~:~~:Ii:1.¢:ntili.ed ... .There·was.::~<:>:: ~9.J.Ie.~~i,9;p:;:ftort;::::.::::::/ (b )(3)-P. L. 86_36 

(TSHSb\iloELTO UM, ~~:,; · ' · .. ••· - • ~;-~;;~-~tates 
onl !selectors attributed to .. a·t~tget·'\7\fere detaskedl l"however, 
one collection site did n<:>_~si,etasQ·e.::mail selectors. The intercept associated with the 
I f iSif to the United States was purged from NSA databases on L..I ___ ~ 

(S//SfNREL TO USA, FVEY)I la -targeU.t!itially thought to be legitimate and . 
foreign was found to be a U.S. citizen. Although queries wer(ftenninateda.nc,i. selectors were/ 
detasked, collection was not purged from NSA databases in a timely manner. Puigifigtoqk:) 

..... (b)(1) 
place 11 days after the selector was detasked, when the analyst retume_~ .. .?.::?::~::~-~9k:lea'Ve':·· (b)(3)-P.L. 86_36 

(TS//Sli'/RELTO USA, PVe'i l~r.i:::NsA;iri~I:~~~ -f~undD~~lectors that 
should have been detasked when NSA learned the.target was a U.S. person. When the..target's 
U.S. erson status was discovered in. .early-2668, the telephone selectors were detasked,\µt the 

electors had .. been·9.v:erlooked: .... Noqueries on the selectOts"had"b'e'erf"inadebefore (b )(1) 
L..-______ ,..hen the selectors were deleted, and all collection was purged from tl\Q)(3)-P.L. 86-36 
database. ················· ··::;?'tf>R1} ·········· . (b)(3)-50 USC 3024(i) 

. ············ .. ..··:::/ (b).(3):..p_. L. 8€>:36······ ............. . 
?.J ICiuring; rQ?ti~e oy_~rsi ht, a~"N.SAdatab.~se __ auditor found 
one select?rsl ~h the United St~tes frorit ······ Acco. di!.1 ....... . 

o e analyst responsible for the query, \ \ ·· 
This p~ocess violation resulted in collection. Tl he sdectors were removed from the query(p,~~ 
collectiOn was deleted onl _ ·-.. (~)(3)-P .L. 86-36 

r----------.· (b)(3)-50 USC 3024(i) 
(Sh'Sb'i'REL 'PO USA, f'V~Y) I Ja review of~ ! found 
that selectors forC:J for.~ign intelligence targets were not detasked t I 
I I ·Th~ selectors were detasked and collection 
between I IJ:ias: P:\,ff.~_ed from. t:J.~A databases onl I/ 

...... :::::::::::::::··· ... 

{'f~/7'~1/iI~r) A val id foreign target traveled to the u~:lted::St~~~~· an~ I 
before.the associated selector was detasked. Ad" ·· t was submitt¢'d 

is.it to the \ i 
L,-,..__,......,...,.~~~..--.......-:,.....,...,....---r""T'"---:'---"'":"'7"r-=--.. ...., ..... ~ ..... ::::: ..... ::: .... T". a""ift'°"e-r.-:-:.th;-. e-... .t:-ar-g~(f.~tut:ne.Q ... \I 

for .. detasking:HHTo .. lessen::th~(>::'(b )( 1) 
- y"'"'st_s _ar_e_n_o_w_r_e_q_m,...red- t~ I···" (b)(3)-P.L. 86-36 

TOP ~E'.Cft:E'f/J'COMft~Th'?iOFOEUJ 
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c ,,,,_ ...... (b)(1) 

... 
.. --········ 

I I Collectio~ ·~;~C.i~ted with this violation was purged from NSA 
._d_a-ta_b_a-se-s-:_1~---_-_-_-_-_ ... _-_-_-_-_-..... ...,I ···················· 

(b)(3)-P.L. 86-36 

('fS/fSINitBL 'fO USA, FVEY) On two occasions, collection occurred while valid foreign targets 
were in the United States. In the first instance, detasking was requested I I 
r I but the selectors were not removed from 
l I All related collection was purged from NSA 
databases. The second instance occurred onl ~ Selectors were deactivated from 
I frhen the taq~e~ fthe United States, but collection 
occuned.beforel · }letasked the selectors. The intercepts were purged from an 

"{b>'{1·)· .. · NSA database as they were identified between! .. ······: ·: _\ . .. ........ , No reporting 
(b)(3)-P .L. 86-3ctesulted from either violation. ...""""" .......... ::::/:r-~b)(1) 
(b)(3)-50 USC 3024(i) ... :.:::: ·::-"'·" _ . ....-:::::...- (b){3)-P.L. 86-36 

,....:.--....=.:o ......... = ......... --.,__ ____ """'""° .. _ ..... _····-·· ......... :afi :NSA anal s(learned that0 forcign targets were 
the Dnited States targeted e-mail selectors were detasked, 

L-------------------' and collection for that da was purged from an 
NSA database. When confirming the detaskin the anal st found 
that the selectors had not been removed from The 

The selectors wer 
L-----r--...LI..ll.!.~~...w.1.U..J~!.l,UJ~------_,,..,,..,..._-...-;;:;:::....::::::::::_J·· had not been 

.. .. .. . . . .. conducted from ~('t>)(1) .......... ..... . ....... ... .... .... \_.....-" 
(b)(3)-P.t. 86-36.. .... ... /(b)(3)-P.L. 86-36 .......... °<b)(1) 

(U//fOUO' Destruction Delays~ .. ·Inc:Jinstances, iNSA analysts were not timely in (b)(3)-P.L. 86-36 
removing SIGINT collection from NSA databases. i \ (b)(3)-50 USC 3024(i) 

(TS ll~II//P,W)l linadvert~n.~. intercepts collected o~ !were purged from one 
database, but the analyst forgot to purge the data from a second database. The NSA analysis and 
production staff found the oversight onl ~t which time the collection was deleted. 
The analyst reviewed the procedures for purging collection to lessen the possibility of.a ........ .. 
recmTence of a retention violation. . . ..... .... . ..... ·· ,;,;:::.::::::::~~:<.'

1 

(b)(1) 
...................................... • .. 

1
;;uu•""1":: .... ·::./ / (b)(3)-P.l. 86-36 

iiilh1tl .. •••·• _...·· / . 

(f~//517/NP) onO occasions, .. N·sA:J'cs.s ... ~nal sts did not pu..rg~::unint~ntional collectibn from 
NSA databases in a timely mann~ei.:r·~-------JJlll. :.i.;;:·:::iiii::_::~:.1.1""'w· .;u. .. "i...oµOiJ.M.lodJ.4 r for a legitimate ' 
foreign target was detasked on · the United States. 
Collection was not removed from 

~~~'¥d~~~~r:.~ft''tt Human error caused all.pelay in deleting one transcript 
from an NSA database. an NSA 1anaryst 'sµbmitted a purge request with 
the intent of deleting collection fro He mistakenly believed that the reauest 
would effect purgin: . W:Cl§,,,~~leted fromL.I ______ __. 
I J when the mistak.e .. was found. ···,·--:::::--. ... 

(b)(1 ) 
(b) (3)-P. L. 86-36 

TOP ~ gCRJZT,~'COMFtflWNOFORN 
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(U//FOUO) Unintentional dissemination of U.S. identities. _.,,,,,,,,,,, ......... ·:::::Y (b)(1) 

..... :·::·:···· _......-" (b)(3)-P.L. 86-36 
(S//SI//REL TO USA, PIEY) During 2.Q.08,l· .. -· .. ·JSfGrNT products·Viere cancelled because they 
contained the identities o.f.JJ.S-,·petsons, organizations, or ent~,ties. In all instances, the reports 
were either.not.i:eisshecfor were reissued with proper minimization. Additionally there were 
D rnstances in which SIGINT analysts disseminated __ 90fumunications to, from, or about U.S. 
persons while pursuing foreign intelligence tasking:"" All data have been deleted or destroyed as 
required by USSlD SP0018. _.......-·· ......................... °(b.),(1) 

.. ....- (b)(-3.)::P.L. 86-36 
..- ·.·· .. SC 798 

~~~~~~------Jm~~~~~~~l.rm:iJ....I:Wlll1..,_ __ ---'lo..l.LQ.l.....c.i:1· ~--.. SC 3024(i) 

~-:----:::---"""":"'"------:::-----:--r=::::::!.L------,r-----___J· asjpstructed to destroy the 
files. Destruction was confirmed on ··········· ... 

............................... ......................... ········· 
. ...... ...... ...... ............. ..... ..... ....... ...................................... :::::'.''""::::,. (b) ( 1 ) 

~,t/~fFJi hnforri:i'atiori .. aboliiii't::Cs~ .. P~~son was posted on INTELJNK~ -~hict\J)(3)-P.L. 86-36 
is a classified and highly secure intranet used by the U.S. fntelligence Com,m-unlty. A graphic 
containing a U.S. address was posted from l l··when the mistake was 

identified and corrected. ············ ····:::(6)(1) 

(fS//SI7!'_f~.JI !during a review of interce t . -·~ ~~~g~~~o\J~~336024(i) 
·· ' :c•••I NSAJCSS analyst i:';~~aj;;a~~~~ frPm - · - · - · --·· _11"~~! !egi;iJ~~f~:~~:ita:~~t 

·•:'"":::::;:::::;;;;;;;:;;;:;;;;;;::::::~e§tfoyedlhe'five intercepts for the timeframe the target was in the · mte tates. 
~g~-~~::P.. L . 85:·35;;;;;;;;;;;;;:::::::::::;;;;;;;;;;;;:;;:;:;;;;:;;;;:::::::::···························""' ,...---------, 

....... ::.:----.... :····· ....... _(T£//R~~ TO usA·;··FVE'::••::::::::::::::::::::·::· ···1'1Jl:NSAJCS.S ..... ~~-~-I yst included unminimiz~ ... :::;;;· : ""' 
\ ....... SIGIN1mtheformofal_ ................................... Jo .. ~ L:::>, .. (l))p) 
\ "·· 1 I t th" USSID SPOOI 8 . 1 t" ...... d. ........... J ': ti(3)-P.L. 86-36 \\ · . cus omer. en · is . ~10 _a ion was is:?.Y.~j .. d (3)_ 18 usc 798 

\~ the analyst •r ~!~ °.~~tomer destroyed the files ~'~'lTl '~~ ~at~ ~:": :t~ fOfWOrded to (b)[3)-50 USC 30241 

-FF~R-F~TT-f~"'r-f~ .. ·ff· .. ~ ..•...•.. ·•··• arfNs';./~ss· ~~~lystl i I 
,.&--------.....-.-;;;_--.--~:'T"'""---.._ .. _·Wh_.,·· en .~h.e--etior was found the same day, thel I 

as··· estroyed. itfdeveloprnent were reviewed for U.S. person 
m ormatlon, and the analysts received remedial training. 

(SHSJi/ftl!Lj khe name of a U.S. organization involved with the .. """ 

.··· ... ··· I · ·· ... ··· .·· Fithoura 1;n~;~1N~i~~~:~Jl~~:~;;;;-::~-:~~:,~=~ to l "" ~}1il:;a\J~~37~8 
.. .... .... understand the foreign intelligence or assess its importance. The tip was recalled and the (b)(3)-50 usc 3024( 

·(b) (1}............ recipients destroyed their copies. · 
(b)(3)-P .L86~3.P. .. 

······· 

an NSA anal st included int4 SIGINT a?.?.:L.l! .. ~ ...... (b)(
1
) 

~---------------~~:--~-7-~. ~~~~~~~~~--~Th~ .. ~~ile~ (~~~P.L.8~36 
L--....,,.....--==-=--:=---:----:---:--:----:--:-::--:---'·although, .. .w.1.th.1.J:l.}~.~-~, the sn.,9~. (b )(3)-18 usc 79~ 

part of the SIG INT production chain. Additionally, the same unminiriiizoo··a.rrd·uneval-uated:::::::::::::,, .. 
traffic was forwarded to a assigried"fo ........... {b)(3)-P.L. 86-36 L-------------------

TOP SECRET//COPt;ffiqTh'HOfORN 
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NSA. Thel lwas··n-0t·auth01ized"tore«Seiv·e"uriiiiiiifrn1·z:·e;a .. al1<l .. il~·~~~l~~i~a ·sia'f~h~. 
In both instances, the disseminated data was destroyed o~ 1. 

(T8NSb'fHF) Before obtaining U.S. identity release on _an NSA analyst 
e-mailed a briefin that included identities of a U.S. ·ai:i.? U.S.L-.-_;....._...;...__.......,........, ...... 

aterJ~.~t morith: ... 9nL-......,.. ...... ...... -r----"-'......_---, 
Lw...,,....,e,_.n...,.,..~e-an-:-a~ys'::'."'.:t"""'.r-:-ec'.""'.·o::""'.g~n--1z:-:e'.""'.'l""":tre:-:-m~1s::t-:iakr-e:-,-:shr. e:-:;d1~. re~cted destniction.o.f the"brief by th . 
as she applied for an identity release :had:,QQ'.i--ecoa.,.·.- r...--..,...,...-..... 
e-mailed briefing to destroy. .. ............... · .. ::::. : .. ::::::::::::::,, .......... (b)(1) 

......... .. ................................. ·· (b)(3)-P.L. 86-36 

(S//Stfi'RELTO U~_!.\, .F.YBY) ... 1----------.....,hhe .. ~~~e of a U.S. person was included 
ine:J-·e"'tnaillips to elements inside and outside the SIGINT Production Chain. The violation 
was recognized the same day. The e-mails were recalled and a destruction notificatfon was 
forwarded to all addressees. 

an NSA anal 

st forwarded 

(b)(3)-P.L. 86 

...... ../ .. ·{6)(1) 
"·..... _../ ·<:)

11 
(b)(3)-P.L. 86-36 

. .... .. . . . ... . . _... (b)(3)-18 USC 798 
L..,.,-----,.-..,....-___,,,........the.anal.y~tP..<:>.1.1.~~d that-he.h~4 ... r.i:?t mm1m1zed the .. U.S. 1dent~frers. He (b)(3)-SO usc 3024(i) 
directed and confirmed the destructiori"'O'fthe ·charts.byf "·........ .... ......... . .. / ... ....... J 

(U) Foreign Intelligence Surveillance Act (FISA) A<:,~~yitie:.:·:::::':':""'::::::;;, .~~~·~ii-P .L. 86-36 

('fSh':5t/fiq:fi') NSA incurred violations on 0 Foref; ·Intelligence Surveillance Court 
(FISC)-authorized targets in 2008. All collection has been terminated, and all intercepts 
have been deleted or destroyed as required by USSID SP0018. 

l0)..(1 
(b)°(~ -P.L. 86-36 
(b)(3. -18 USC 798 
(b)(3 -50 USC 3024(i) 

(S//Sf) NSA retaint)ll !data longer than the retention pe1iod authorized by a FISC Order. 
Unaware that thy .. tetention period was a condition of the docket and not a technical limitation of 
the data man5lg~ment device, dataflow managers kept the data longer than the 30-day retention 
limitatiot}S~t by the court. The data was sequestered onl land the court was 
notified:··· The FISC revised the order to match the natural retention period$ ofNSA systems. 

.............. . 

(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 

TOP SECRE I //COM:tWfh'MOfORtq 
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(TSf/Slffl<fl') Additionally, ~~ere w~O incidents in 
which the targeting of foreign telephone numbers overseas resulted in collection of calls that 
originated from ~ I 
I J 

. . . l . '.\Vh~~'\he 
call ongmattonocatton was tdentitie.d on those days, the intercept was deleted from the·./ 
database. No reports were issued. (b)(1) 

(T~,~'gl//~JF) I lanNSA ... ~nalyst retained an inadve1tently acquired 
communication of a U.S. official while taigetitrg··a· FISG~.t.tuthorized telephone number. 

(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 

The U.S. person had been called from the targeted numbed · ...... ····.... ..I 
The transcript and associated voice intercept were deleted from the databas·e··imd··the.d.~ta······ 
management system on I lwheffthevi01'ati6n"was"fecogi.iiied;:::::::::::::::::. :::::::::::::"!'..'.''.:Y(l:?)(1) 

. .... ................. . ... ··········· ./ j (b){3)-P.L. 86-36 
~~~1'7'1'1t~.----------,anNSA .. tea~··l~ader discovered·thai"°~····~· · .. . ·. 

in the United States L...,..,....--..,...---~~~-----::~----------;"'.~,.......- .... .'.f~){1) 
query and resulting collection was deleted ~~ ... sartfe· day. . .. ,, ···:::::::/';"''" (b)(3)-P.L. 86-36 

/······ · ·· ·: ./ (b)(3)..,_50 USC 3024(i) 

(T£//£'b1~lf) I l ·ariN·s~;cs.§ .. fie1g, :artalyst::fi~~~d·i~fo~.at'i~n onl I 
i~terce~ts t_o other SIGTNT a.?.al:§ts ::~~p:g:a-·ct>t?munication tool that w' . . 
d1ssemmat10n tool .f9d · ········· J data because it does not have I l·When the problem was recognized on .,..... __ ___..___,r""lh~e-d~a-t_a_w_a_s"""'.d"""'.el::-e-ted-. __ ..... 

Although not a violation of the FISA and related authorities, the practice does not provide 

an audit trail of U.~.Jerson infonnat_ ion passed to others w.i.~~~?. ... ~~~ ... ~.!.9.~.T..B.~<:>~~~ti()l1 ::?:B:~:f.b"'""····· 
The process for usm · lwasamenderl1 ............. m ............ m. • .......................................... ! ····· (b)(1) 

- '.ii. ...... ·· .. ..... - (b)(3)-P L 86-36 

~~~++N~.---------._an .. NSA7cs·s··~~·~1· .. ··~~-·~~·~~~~:;~d a FISC-authorized selector . . 
associated with a forei n ...... ... .... .... ...... ....... ··: .. :· ":{;fi'.;;;;;;;::::;:(b) ( 1 ) 

.. ..... (p,)(3)-P.L. 86-36 
. , , . .. . l>ur~ua{~~(3)-50 USC 3024(i) 

to the FISC order, detaskm However, a problem with the 

~~~~l~~:s:ss::~~ified on re·v;:~:;~~~;g~~~~~~e·~{;J~e.;~~i·~ria~~~~f-:-Te sysl?:~~::::::::'(6)(1 ) 
additional selectors affected by the system problem were removed from tasking. . .......... ·· (b)(3)-P.L. 86-36 

····· .... 

(T£N8Jf1~ff) The identity of a U.S. person was not masked onl h vhen a file on a 
FISC-authorized target! fanaly$.t_r.~co&rnized the 
oversight, deleted the file and notified NSA. The NSNCSS analysts associated wi'tn"th.~::>· 

. . . . . . . ·············· (b)(1) 
v10lation were retramed on PISA m1mm1zat1on. . ... ··········· (b)(3)-P.L. 86_36 

------. ............................... ···· (b)(3)-50 USC 3024(i) 
(l'Si/SI7/lq'.P)I ~ anJ~_§.Aana:l.ystlearned that a telephone number had not been 

' 

~ecatise of a·tYP.ing error. This mistake resulted in the collection o~D 
..._ _________ __.l·fron:i the United-.SJates between! k Once identified, 
the typing error was COlTected, andthe[:J·inti.1;cept$ .. Were deleted from the NS"'{\ database ;<m 

I ! ·········...................... . ............... •••::::::::::::::::::: .. ::::::::::·····........ .............. ,I 
··············· . . 

·············· ··················· ········ .... ::::::::::::··-..... :····...... \ 

·············· ··················· ······ ... ::::::::::;:~;~::::::::··· ·· .. \., : : 

................ . . .. ••• •••• •• :::::::::;;;~;_:_: _:;· .·.·.·.·... .. \,\ f 

··········· ··················· \ / 
............. :::'.'.'.'.'.'.'.'.~~~~'.'.'.!!!!:\/ 

(b)(1 ) 
TOP SECRET//COMIM'fttr'10fi0lt1'1 (b)(3)-P.L. 86-36 
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DOCID: 4165173 ,./(p)(1) 
_./ (b)(.3)-P.L. 86-36 

,..~-1 1<"!T'nr'r"'O'- I 
\A l.Jf l .._, .. ,, ,I. , ... II 

IOP SECREl//COMIN IJ/NOFORN ... / (b)'(3}-18 USC 798 
,./ (b)(3):::~o USC 3024(i) 

..... \, ·· ... 

fi~~~~------1r----.i...N-.:JS~A...i.··~·· i.l.l.l;M...L.W.i~.lo4M.I. ...................... ···· .... ·····...,· ·96td<;ph6~';~~(~~(h~i~~~lgl-PL 
86

_
36 had not been vetted as Althou<T authonzed to query ./ • 

tele hone business records data directl anal sts 
<The FISA business 

Lre_c_o_r..,.s_q_u_e~r-1e~s-r-eq-u"""'1-re--re~as~o-n-a'"T"'l'e-su-· s-p..,.ic"""i-on---;dret':"'"e-rm---:-in-a-:-t':""'io-n-. -::Th:;:;;-:i-s-m-:i-sp_e_r_ce"'""pti·~i;::W:<IS .. .eb.rrected 

through instruction. Search results were not retained by the analysts, and no repo1:kw'.~re issued. 
This mistake has resulted in increased internal controls 

. 86-36 
L-----------------------:~.......,;;;;.._---:~......._7'""'"""'7...__\UT\,5"f'~ USC 3024(i) 

-f'"~~++f>.ct-++H um an error resulted in tli~Jargetlfiii Oif l~:g:iail sei;;;,f ~:I '. ·. '. 
.._ ______ -t-A...;; .. ..... Jt_h_ou-". gh~ .. _ ... _th_e_, .. selectors were re1:r.i.o.ved l ··... .·:>,.. .· I' . 

... NSA analy.sts··cfid not ann9tat~ that the .. selectors were \. • 
. ....- .. ..Consequently? .. the_E]s~le.~t9rs. remained activeLJ 
All collection related to fhe·-targets V(..as··de~tfoyed, an.d)1Q reports were issued.\ · · 

/./ ... L----... -.... ~ .... - An .... other human error resulteg. in "f~~·::~~ti~rtg-·oO:·e-.rn~i·~.::~:~J:e~tQrs from · . 

............ 
,// ·:: : ... · _.e··selector$ ·Wete-re.~ov~.d fro1!i l-. I. 

L--------.,.---.a.....------·'·....,· · .... · ....... ...... 1. ~ ~- · ~)ysts did nofaruiqtat~. tnat:;t_he J 
_... . ....- · selectors were terminate .··co~s-eqtiently,th~Q:s·e.~~?.~?!s,,.,_ ff 

,/,....,... rer11.~in<;xLa.ctiv All collection related to the targets was destroyed;::=~g~:J 
·'(~;;::iii ............ · .... no reports were issu ...... . .......... ···::::::=· (b)(1) 

(bl "(3 l:·::p:;.L . B·6-.3~. ...... ······ ...... / (b)(3)-P.L. 86-36 

·········... ("i3#sf;i/R:JZETO USA an-Ns·A"-~nalyst e-mailed FISA-aµtllorized 
·· · .coU~ction ~iafifto· ... wh.Q was not autho1ized to receive the PISA data . .. .u·:s. person 
info~rriatj_on was not me u e m the e:inaiL-The .. N$A analyst, who misunderstoo'd inf01matiou 
sharing policy~ confinned the destruction of the data.h}i'"th~ Ion.I.·/ I 

··· ........ ........ . ........ ···· •""''"/(b ) ( 1 ) 

(U//FOUO) Busin~ss··R.~cord FISA (BRFISA) ...... -7/:.-:......... ! (p) (3) - P. L . 86- 36 
··... ..··········· ..- / ( ~ ) (3) - 50 USC 3024 ( i ) 

-F~~HH-Ff~A-f*M~Plif···· .F·· · ~.-----...,,,,,.---i an NSA_.ari~l;st accessed BRfISA\data for 
The vi I · ,.. · /anal yst'c:::=J 

./ T~an~~ 
updated the navigation software on ·and other analysts were reminded to 

terminated 

update their software. No data was retained, and no reports were issued. 

p~sed a mistyped phone number 
to an NSA analystr----------= ... 'l"'"e- .. -Q-i::te--:d":"'"ig-:-it':"'"c~h-a_n_g_e_r-es_.'ulted. ·in..t~e targeting of anJ I 

I l a1:1mber.inHB.Rf.I~A. ~ata fro ml ·· ........ ]. .f.11 related call 

.................. :::·::::: ...... ::::::::· ········· .... :·.·:;:::;::·:··;;;;;;;;;,,,/ 
................. 

(b) ( 1 ) 

101' SECltljJ //COMfH'f//MOFOR·N 
(bl (3 ) - P. L . 86- 36 

I 1 
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··········· 

..... ····· ··· (b) (1) 

(bl (3) - P . L . 86- 36 
(bl (3) - 18 USC 798 
(bl (3) - 50 USC 3024(i) 

rc;..;.h;.;.;a;;..;;in""'in"'"'.g;;o..;;..;re'""'s-.ul""'"ts .... ll--___ _Jlwere ·p~rged onl ........ ······ l ~.ndLI _________ ____. I I ............................................................................ :::::::::::"--(b'i.<1 i 
....... ········· (b) (3) - P . L . 86- 36 

(i~/i~thnF)I l· .. anNSA analyst improperly accessed BRFISA data for a 
U.S. telephone number. Although the number was associated with a foreign target, it had not 
been approved for call chaining in the BRFISA data. The analyst did not know that approval 
must be sought for BRFIS.Aj l·call .. chaining ... N.o .. datawas.retaine.d, .. a.ndn9 .. r~p9rts were 
issued. · · .. ······:::::'''"'?.fl:5'l'·(lJ... ~~~ ~;~ - P . L . 86- 36 

..... ····· . (b) (3) - P':·k ...... 8.6- 36 (b) (3) - 50 USC 3024 (i) 

~~ilfffl~ The Pro.tect-Amef.i~~··A~t of 2007 (PAA). Th~;~··~ete[]PAA incidents in 
ftfre .. incid.~nts·;··e~mail addresses! . ..I 

___ __.._ ......__....,belonging to legitirnat<;)'.foreign targets, whose foreignness was confirmed 
a as mg, were active in the United State~{ <bl C3J - P . L . 86- 36 

(TS//SI//RELTO USA, FVEY) o iQbccasions, NSA analysts tasked e-mail se.1.~?.!.<>.r..~ ............... :·:;::,,, ..... :· 
that had been incorrectly typed. Tasked I lthe .. ·seTecfofs"\vef~::lnyalid.:::::::"'::,:::::::!:~'·{b)(1 ) 
and no collection resulted. The selectors were removed whenJh.e.mi~takes::v;:e,x:e:recQ.gni'Z'e<I / (b)(3)-P.L. 86-36 

on ·a:p,:::NsA:·ahaly§t.Jearffe(f .thafhe had ta~ked 
a target's old e-mail address on · Th ···:e Wl;J..s .. no·cofiectjcm .. O'n that selector,/' 

:::::m::;:~ ::~~: on l:~_;ail sel~=r that did not ~el~:: to the 
intended target was tasked because of a typing error. The location of the tasked e-r9fol address is 
not known. No collection occurred fromj 15,yhen the 

· ·k ·d ·fied ······· ··· .. tbl ( 1 i m1sta e was 1 enh . ...... ··::::: ... ····· / (b'J-.13 i - e. L . 86- 36 
... ........... _... .... j (b::J. (3.) - 50 USC 3024 ( i) 

~f:Q,~J+Rio~1 Human error led to the targe.ting· ofiin··1~~~fr~idual w.hile .. h~ was in th¢ UnitM .. States 

.............. · uririg.ihe visit, "I \\.I 
....- ...... mter~.~P!.~ .. :V.V..Y.f~ deleted .. fromthe·database··a~~fdafa irianagement system when the violation \~.as 

·Afrhou h the tar et s . ..···· , \.\. 

· ·/~lf,!(l((::::::::::::::::::frfentified onl I No ~s:.portfog resulted from the collection. \ .. >·· ... 
( bTfS·i:· .. p L .... -8·6- 3 6 ... · .. .. 

··..:<:'.~;:;::;·;::·:~:::.:,~$:;;;~J1'ii~FfColleetion,,9.9:!1tin~~~··during a target's visit to the United States because of a file\···· .. >····· ... 

····· ... :·:::: ···... . :rohlem. Although .. th.~ .. selector was \. · 
··.. · e United States.on· 

~:.:;..;;.;~.....,.."'""-"""""'"''""'""r-----L-------------
L...--.-. ____. · intt,:.ce,.·· ;..;.ts;;.;. .. .;_co;;..;l.;..le;.;;c;..;. .. fe;;..; .. a;;.a· _______ __.were purged from the database when they 
were.identified dn System checks have been implemented to prevent the probl.em 
from ;:eyurring. ·· .. ···. (b.)(1) 

··.. ··· (b)(3)-P.L. 86-36 

(T~;/,l£J,t,~~·L.TO USA, F\;·EY0 a translation mistake resulted in , · b)~)-1 8 use 798 

on a tar et wh.ile he w · 

.i.b> c1i 
(b) (3) - P . L . 86- 36 
(b) (3) - 50 USC 3024 (i) 

TOP SECRETf/CO:MIMT/fi<QOFOR?-i 
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DOCID: 4165173 .. ,/ .. ·::?(p)(1) 
. ....- . ....- .... /.. (b).(3)-P.L 86-36 

'fOf SECftET/J'CO:Mflq'fmqOf'Oft!.~ ...... -...... ....- .. (b)'(3)-18 USC 798 
·· (b)(3)-50 USC 3024(i) _____ ..... ·,;;...,······ 

(TSNSI//~W) A targeted e-mail select01I 

outside the United States. 

.... ··· 
.... ··· 

······· 

L--------' ... N-0.oolleetionf.lceurred,····· ····· ;·~~ •• '.~1.~.~'.~T ~;; ,: :!•:}i''(b)(1) 
..... . .. ,,,, .......... .. ,, .. ..-.. (b)(3) P L 86 36 

(£//Sfi'/fqf) orc=Jo·ccasiOi-i's';"''NsA/Css"'~~·~i· sts did not Pl.1rg~::P:Af.\'.~'ref~t~d.".~~11~~~i~~::irom - . . -
NSA databases in a timely manner. . .. :aife~}nail .. sele.ctgr:: ofiff~gj.tirh.ate foreign 
target was detasked becaus ...... ,,:Ahhough, . .the _d·atabase • 
purging began 61 ection..fr6fu the atabases )N~S not removed until 
L-------------..,_ .. a_n_ .. o_th_ .. e_r_ta_r.-.......et se~.~ctofwas detasked{b-~t !he. purging of folir 

databases was not completed until ·.Lastly, I ./... b. target selector was 
detasked, but the data was not completely purged from the LJdatabases until I I 
(TS//Sb'l'Mf")1 

! (b)(1) 
j (b)(3)-P.L 86-36 
j (b)(3)-18 USC 79~ 

........ _ .... ·-' 

,. ......... ·::::;/ (b)( ) 

(T:lll'Sl//MF) NSA failed to remove a target selectorfrQJliliiShri :~en . . ' :::·/>/' ""' )-PL 

86

-

36 

c~~~~~~=::J)~~=~~~~==~::r:::::::::::::: ::""(b)(1) 
L_ __ _,.... _ __._::;R~·e=se.:;arch·revealeiftha· L------------"T"_ ..... __ __.l_he Unite{~~g~~~8\J~~37698 
States onL--___ __. The .. s.~lector was detasked o · No collection occurrffl1(3)-50 usc 3024(i) 

(TS//SfHR:EL 'fO USA, 'FVBY) During a tasking record review, NSA learned thac::::::::Jtargeted 
selectors had been tasked under the wrong PAA authorit . This due diligence measure foµnd 
that analysts had mistaken! selected PAA Certification inste.<J.:~ ofl l<fhel I 
errors occurred from -with..no .. resu1ting .c.Qllechon. The ! 

I l·oceurred .. fro · ,,The::as~o.94.l.t.~43P:i~~;s~m::~~~:;purg~g:::ff.gm 
NSA databases on ...... ........... ........... ............ ..,,, ..... ,.,,,,,::::::::"!''"(b)(1) 

/. (b)(3)-P.L. 86-36 

(TS//S:f//REL TO USA, FVEY) A selector was tasked onl landd~tasked the same 
da when the anal st reco nized that the taroet location research had not e b)(1) 
..1....-----------------------------r-.. """.'!' ..... .-• ...__----i~h)_@)-P.L. 86-36 

L---------------------------__,·· No collec )'('3)-50 USC 3024(i) 
occurre . 

('FS//Stlf.NF) NSA failed to detask an AG-authorized selector from PAA collection when the 
FISA Amendments Act (FAA) was signed on 12 Jui 2008. An NSA analyst reviewing tasking 
files discovered the oversight qn The tele hone number was detasked the 
same day. No collection gccurred betw.~e 

............ ......................... L--------------' 

NSA analysts learned that an e-mail address did not belong 
L---------..------~ 

to the intxtj(;Ieg..targe( .. The forwarded a mistyped e-mail address that was tasked under PAA 
.1iii·:·;::;:~~:::::::::: .................... . 
(b)(1) 
(b)(3)-P.L. 86-36 

TOP 8ECRETHCOM:Hff/ftq0f0ftM. 
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Certification I ITbe e-mail selector was detasked, and resulting 
collection was purged from NSA databases! I·-.... 

···-.... . ... 

·NSA anal sts learn~d ... thata.tar et's ;~"Uta·1 e 

<Cne"selecto11 
Lw_a_s_d_e-ta_s_k-ed ___________ a_n_d-.. c-o_H_.ec_t_io-n-.. w-.. a- s-.. p-.u-r-g-~-..... ""'.".fr_g_!J.1_ .... N-.... -.~-.J:i:~:.::a~- .~--': :t.~.~~:~~I=:J:> \ 
L..--____________ ___.......................... .. .................................................. ::·:::·::::::;::~!!'(b)(1) 

___ ........ .._ ..... _ ..... _ ...................... ··:· / :>/ (b)(3)-P.L. 86-36 

(T~P~J,£/RJ<;L TO 1J"SA, FYEY) During a tasking record revie\\_' .9.JJ.I ................... l ·'N~A 
analysts learned that a targeted selector had been task(!.d .. under· the wrong authority. This 
due diligence found that the analyst mistak~nl.y-s·erected F AAI ... ........................................ :::·'l ::::::"·· ........ '(b)(1) 

Certification instead of the F A.:f.\J.... .. ........ lcertificafioii: No collection opturred ~~~g~~~o\J~~336024(i) 
between I lwhen the selectors were tasked andl !When the 
selector was detasked, and no repo11s were issued. 

(8/f3b'/MP) Update. In the NSA/CSS report ending 31December2007, NSA re orted one •• 
instance in which a valid target was incorrectly tasked frogi • 
Further analysis of the incident revealed that the targ~t'·s"focat10n outs1 et e United States was 
verified according to approved procedures at t~~--tirne of tasking, and there was no charnze in the 
target's location 1 ........ I • 

................................... 

1 .............. 1tt>mr · ... . 
.....__ _____ _, // (~)°(a)~R,L. -~6~36 . .. ...... · · ··· .............................. .. 
{TS"~V/-ReLTO USA,_,,FVE1

() T~e ·FJ.SA Amendments Act. ThereWete"D FAA incidents 
in 2008. / \ ........ .... .... · 

(fSifS!//REL'FO yl~'~, !'VEY~ ·······... .·· · .......... l~ NSA analyst forwarded FAA data to 

reci ients who were not cleared for FAA. The analyst iht~!lded to send the e-mail to cleared 
/ " analysts but"sel~ted an e-mail alias with a 

broade audience. The e-mail was recalled and destroyed ord I 
, __ ''~T/ro..Tr,1 l 

\

1) 
B)-P.L. 86-36 
B)-18 USC 798 
B)-50 USC 3024(i) 

... ........ _.:··;:r,L (1) 

(TS//81//RELTO USA, Fvr:xtj During<:iJaski11g .. record"re\~e;·0~·-1--=---------.lti~~ (b)(3)-P.L 86-36 

analysts learned thatD. targetecfs'electors had been tasked under the r rongruthority. This due 
diligence found that the analyst mistakenly selected PAA Certification i,~1stead of the FAA 

\\,_ 

\ b)(1) 
(b)(3)-P.L. 86-36 

'fOJJ ~f'.Cl'tl!'fl/COMfiq'f//t<TOfJO:ttl~· (b)(3)-50 usc 3024(i) 
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DOC! D: 4165173 ........... ·"(t>)(1) 
(b)(1) TOP SliiCR;gT,l/COM~lT/fHOrOR:'H ... ... (b)(3)-P.L. 86-36 
(b)(3)-P.L. 86-36 ... (b)\3)-18 USC 798 
(b)(3)·!50 USC 3024(i) ... (b)(~)-50 USC 3024(i) 

.... I --------..,., .. !Certification. No collection occurred be_~w-eenl l~hen th.e" 
selectors were tasked and I lwh~_n_.t.he ··cotTect authorization was assrgned. \ ... 

~~......+;.p.,i..+.;---------. .. N&A:a~~i .. ··:~:· 1~~;~~dlhat.a t . \\\ 

L..-----:----::----::-1-....1.!~~~=~....t.l..l1', missed when ofhersele.ct.Q?~··wer~ .. 9etaske4. The 
selector was detasked md .. colleetion.was.purge.dJrnm::NsA:aat~b.ases on 
_______ _._ ______ ..,········"""""""''"""""""""""""""""""""""""""""""""""""""""'"""""""'"" ... :::::::::::::::::::: : ::::::~:::_;_!l_i!i'(p)(1) 

_.,,,,,,,,,,,,,,, ............... ...-···· _ .. / (~)(?)-P .L. 86-36 
······ 

""'---------.....,.,,...------· ::'.fhe~analyst submitted a d_~tasking request 
bo:f"tne detasking did not take ~ffecf·'""·;;;;..,..-~;.__~___.i.....-r_...~N~S-::A-d-:-a-t-::ab-::a-s-es___. 

L..w_e_r_e_p-ur-g-ed..,.....-of.,.....~ c-o ...... llection onl I····..-·· 

(S/fSIH~ff) A target selector was not detasked during a target's I ~isit 
to the United States. .N..S..A analyst requested detasking of-.the 
tar et's e-mail selector on ·The .se.J~~.t.?r\.v~sreruoyed l I._ 

. ·buHhean.aly,sJr.~~p9~sible for·I h c;:tasking_process ·<.:··. 
inadvertently omitted the requesq ··""'"""'"""h ;;;;;.,. \; 

'{5}(1):::::::·· ............ r!Resulting<:,'-Olleetion··waspurged··fromNSA"<lataba:s't~s·:· .. ·No··reportill'g occiiiied: .... ·:::::::::~:::::::;;:m::::!~(b )( 1) 
(b )(3)-P :C-:'·8~···............................... . .. ·············::;;:::::::::::;,............ __ .. / / (b )(3)-P. L. 86-36 

(b)(3},~~ usc~~;~;i;f p~"FY!?o A:ta,get w)~Yrfi~c"::on itiZOiiSh( wasl~;;;;rrectl{~/ ... 

"··· ... violation of FAA Section 702. A U.S. person may_not:be::fo:sked uil'(fefthe ......_ _ __. 
"··I I certification. The NSA ana.Jy.s~::4iff:fiofnotice the target's dual citizenshi 

when the e-mail selector was tasked~··::Resti1tin collection was ur ed from 
NSA databases 

"---_........,,......o;;. __ _,··· ·· so ware processing error prevented the deletion of the data 

t&).'(1} ::::;:::::::::::: ···· ::::::::: ........... ,_,:::::::· ........................... . 
(b)f3)-P L. ·g5~3s..... . ....... _ ..... _ ..... _ ...... _ ... ........., ___ ......, ...................... . 

\:::::::::'::·.:... (fsiisiWMf>')l. l ·an· FA~~:~;~i;?~:i;~d .. t~~:g~t .. ·;a:5··\l's!ng ... aii"e:maH .. addre~D 
<::<::<::··.. Collection was purged .. froml INSA databases on 

,__ ____ ---. __ __.bufi!i'softw.<il:r.e processing error prevented the deletion of the data from 
· · The roblem was isolated! land the data was purged from the 
L-------------- To ensure no other purging requests were affected, the 
system administrators re-processed all purging requests dating back tol J 

an FAA-tasked e-mail account associated with an 
~----'-1.------.....,r:"""from .. the .. United States. The selector was not detasked/ 

until beca..u.se of a databas~ .. softw;:ire problem, which was corrected .on 
J.-------..... ···-The .. ta.rg~.t. ·selector-to .. P.e detasked :Was·-in. the processing backlog. !Related 
• collection was purged from NsA·databasesL ... :.:···············....... ···············., 1-._ No r~porting 
i occurred. ······ ........ ··· · 

.... ::·:·:·:-.. :·:·:: ·:· ... · .. 
... ::,,;;;;:11.:· ... 

°(b)(1 ) (b)(1) 
(b)(3)-P.L. 86-36 (b)(3)-P.L. 86-36 
(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 
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DOC ID : 41 65 1 73 
TOI' ~~CftE'ff/COMtH9:'/flq0fOR:H ... ···" \bl ( 1 i 

""""".· (·~) (3) - P , L , 86- 36 
"""·"" (b\(3) - 50 USC 3024(i) 

was not 

_____ . .._ .... _ .... _ .. 

that a tar et s~lector 
.................. 

('fSh'8J/J'REL 'FO USA 

·-.The .. a.ri,~lysfsulnnitt~q the detaskin .re uest, b~t fai led to 

~no~t~1~y~t~e..;;;..;..;.;;;.;;.;;.;;;;;.~;..;;..;;;1~c~e~o '--------------"""""'---~-........ -~~ 
1i..---------.Lil··ResultingGollectio.n .. was .. pur.ge..d ... frnfil.Jl:i:~::t{$~::~~~;a,,§~~· ,6n 
L.I ------------'~HNo·Teporting"OCCU~~~~.~··.:.:::.:.: ...................... :::::::::::::::::::::::;:::-. .. :: .. ::~::::::::::::::::::;::•:"""~tt.~.; ~ - P. L. 8 6 - 36 

fFS//Sb';'HFj ~an .. e·::ffiali"~~iector w(i.~ .. taske~ff~~coiiection under the F·J\A 
I ICerti.fi.cate,.although the targ~.t...didnoff.neen1ie FAA tasking standards. The 
error was identified onl l"ancF~~::selecfot~~ .. ?.etasked on I ·1 
The tasking process has been changed to r.¢uce the tisk of future"mistakes; .... Applicf!J?.1.~ selectors 

I I N... 11 . · d ... ,,,.,~l.b > < 1 > 
lotH .. J... are now .. · o co ection or reporting occurre ... '. ............ :::::::::::::::>·} c'~?,_< 3 J - P , L, 86_36 
(bJ(3.J - i?': J;. .. , .... .a.6- 36 ........... ......... ./ ! (bFt:~) -50 USC 3024 (i) 

................. cT~//£J//~EL..T?. USA. FVID'l Human error resulted i~. coHectio;· of..atar .. et ".Yhile/~e wa~·:j~·:!he 
Umted States fro1n! I / / \ ": 

.. .. ........ // ,1 ......... ~· 
' ,/ ' ····. 

error occurred .:when a // 'analyst used an 
"The list noted the tar ~et as',·outside the United States . 

..:..:.:.:.::.::.:.:..::..:.:::.s~.:.:.:..:.i.........;:..__···.-.... -... ----.L....:=...;;.;;.;;;.;;..;.~;;.;;;;..=;...;;;;;::.c;;i.;;_;,..All relatec:l collection was 

purged from NSA databases oit 
L------------' '""""""'"""'""""""'"""" ........... ·::::::::.:.::::;::=:'''"tr:bb·"·l .. r( 31 ll - P. L. 8 6 - 3 6 :::::::::::;::;::: 

. "(g;';'SM'?W)I ............. l :atfNSA;:'anafy~'t ... . 
L----'~heUhHed .. Stat~s, but failed to remove th,r':~::::::::::;1:::a ..... :;;;;s~ki;· 1-1g-.'"'!!:fo~ .. r-t-=-h-e_t_ar_g_e-.t1~s~ 
e-mail selector. The process failure was corrected on L--------..a.;.; ... ..:.:.h:.:.e::.n..:.th::.e.:....:.o..:.:v..:.:er;.;;s.;;,!i ~h::.t....:.. 
was identified. Collection was purged from NSA databases on L--------------' 
/r"W"\- , ,_ ... ' - .. _ ... . 

\ ~ .... 11 u 1.11 1 ·u JI 
············ 

, ....... . 

"· ... ·· .. 
................ 

l. 

............... 

......P.~Hfii!-ffft~~FA++'~--fi'~~Human error caused a three-day detasking delay, which resulted 
in collection while the target .· the United States. The request to terminate 
the FAA-authorized collection was submitted 9~1 l but was not completed until 
I l .... The analyst left on Fri4~f'and did not return until Monday, at which time 
the selector was detask~d, and the resultil):!f collection was purged from a NSA database on 
I l- ... N.o"te{Jorting occ~p!~d on the unauthorized collection . 

... .... . :·::::::::::::::::, .. / ·····"'':"'" 

(b) (1) 
(b) (3) - P. L . 86- 36 
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(T£//£I//REL TO USA, FVEY) Computer Network Exploitation. I 

°tbl (1) 
{~")(3) - P . L . 86- 36 
<ti·H·~l -18 USC 798 
(bi\(J·l .. ~50 USC 3024 (i) 

\\\\ 

----------------------+m"\" )(1) . 
(T£//£I//-REL TO USA, FVEY)I 111)(3)-P.L. 86-36 

(TS//31//KEL rO USA, r'VBY)I 

\ i 0110u1 1·111' J I 

(T8//Sf/i'HF) I 
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.............. 

\1 

J 
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(U) Counterintelligence Activities 
(U) Nothing to report. 

(U) lntelligence-relate<;l:::Acth/itles 
.... ····· . ...... . 

··" ·······N~ l (ll 
... ..- (b )( 3 ) - P . L . 86- 36 

(b ) (3:).- 50 USC 3024 ( i ) 

··:::::::-. 

(T5nSI7)ltEL rqosA, FvEY)Fr9rnl······· I 
L...--~-as-·i_ri ..... ap....,propriately foi-Warded':-'.-to,l-------L---.-1 ..... N .... S.-A,...jr--------''---, 

.... 

analysts failed to follow NSA policy and guidance for dissemination of SIG INT 
technica m ormation and sent the data to the non-SIG INT analysts. The recipients destroyed the 
data o~ I ... 

.............. 
. ..... 

2. (U/JFOUO) NSA OIG Intelligence Oversight. inspections,lnvestigations; ... a.nd 
Special Studies_ · · · · .. · · · .. ·:>··:· 

'cb)(1) 

(U) Intelligence Oversight Inspections (b)(3)-P.L. 86-36 

(U//POUO) During 2008, the Office of Inspector General (OIG) reviewed various intelligence 
NSNCSS activities to determine whether they were conducted in accordance with applicable 
statutes, Executive Orders, AG procedures, and Department of Defense and internal directives. 
With few exceptions, the problems uncovered were routine and showed that operating elements 
understand the restrictions on NSNCSS activities. The NSA/CSS Inspector General will track 
corrective actions through implementation. 

(U/~OUO) NSA/CSS Hawaii. No questionable intelligence activities were discovered 
incident to the inspection. A survey of the workforce within and outside SIG INT operations 
revealed a general Jack of understanding of SIG INT collection, minimization, and dissemination, 
but a good grasp of the restrictions related to data repository searches. The inspection found 
non-compliance in the completion of initial and annual refresher intelligence oversight training. 
The database to track training for those with access to SIGINT databases and their auditors was 
not accurate. Annual refresher training was 69.5 percent complete. A highlight of the inspection 
was th atabase .. a.pd Standard Operating Procedure (SOP) developed by 

section. :··The:SO-P..ga.:s1educed the detasking time 
i--o-m _________ a_n_d.,...h,...as---=h~e'"!"lp_e_d.,...p-revent collection·violations. ::.':: .. ::.:::::!!:!::,,,,,,,,, ........... 

1 
bi 

11 
l 

(b) (3) - P . L . 86- 36 

(U//FOUO) NSA/CSS Colorado. No questionable intelligence activities were discovered 
incident to the inspection. A survey of the workforce within and outside SIG INT operations 
revealed a good understanding of intelligence oversight authorities. Mission Operations 
employees displayed a good understanding of the intelligence oversight authorities in relation 
to collection, minimization, and dissemination. Although frequent intelligence oversight 
training is being accomplished, internal controls for oversight are lacking. The inspection found 
non-compliance in the completion of initial and annual refresher intelligence oversight training 
within the mandated timeframe, and non-compliance of intelligence oversight training for 
reservists and deployed employees. NSA/CSS Colorado lacked a process to track training for 
employees with access to NSA databases and had no processes to update the data. 

TOP SECRETHCOM~qTf/HOFORH 
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(U / ffouoi l ··N<fquesifonable·i·~t~iii8~~~~-~~~·i·~i~i·~·~· .. ·c6>«3>-P · L 
86

-
36 

were discovered incident to the inspection. Despite a 98 percent intelligence oversight training 
compliance rate, the results of a workforce survey were mixed. Weakness was shown in key 
subjects such as the definition of a U.S. person and the handling of unminimized and 
unevaluated SIG INT. The inspection found that intelligence oversight roles and responsibilities 
were not clearly defined and intelligence oversight processes and procedures were not developed 
and documented. 

(U//f70UO) " N~fqiie'sfio'iiab'fo·i~t·~liig~~~~·::~-~)JC3)-P . L. 86-36 

activities were iscovere mc1 en tot le mspection. vera , t ere is generally a good ...-
understanding of the intelligence oversight authorities. A joint inspection found that thef ... r 
would benefit from documented and communicated processes. The focus of the I J 
intelligence oversight program has been E.O. 12333 training, but not local incident handling 
procedures. Intelligence oversight training for newcomers is at an 86 percent compliance rate, 
and over 99 percent for annual E.O. 12333 refresher training. Although collectors, analysts, and 
supervisors are aware of the restrictions on the collection, analysis, and dissemination of U.S. 
person information, local incident reporting standards and internal controls to track newcomer 
training and the use of sensitive NSA databases are needed. 

.. ............................................ \.~) (3) - P. L . 86- 36 

(U/~000) NSA Office of I I NO'qu~~·ti;~·able intelligence a~hvities were 
discovered incident to the inspection. A survey of the workforce within the office reyealed that 
the analysts generally know who to contact with intelligence oversight questions. Th·e .. 
organization had an intelligence oversight training compliance rate of over 93 percent."\The 
inspection found that the intelligence oversight within NSA's Office o~ ·1 is 
appropriately managed and compliant with standing regulations. 

\bl (1) 
(Ji;!) (3) - P. L . 86- 36 

(U) Intelligence Oversight Special Study cti;tc3J - 5o use 3024 Ci> 

(S//REL TO USA, FVEY) NSA .-1 ---------------;"(l\ ... 
. On 26 Se tember 2008 the NSNCSS OIG com ecial stud ~'f..the 

NSA 

The objectives of the review were to identify authorities for the ha~~Hiiig of data i.nl I and 
to determine whether pol icies and procedures are in place and fqU6wed to en..sufe compliance 
with those authorities. ·yve also revi~wed s_ystem se~urity p~_~etfoes rel~!~~J9 .. llinformati_on 
systems. We found thatthe l l1s not m compliance _yvith the ~.S·1\_.Assoc'iarer5itectorate for 
t ecurit(i and Counte1i~tel~igenc~ p?Ii~ies and procedo/es_in tly.~~::insfances . Specifically, the 

l~cks an overs1ght .. board; r~qmred quarterly.-fueeh1J.~§:.w·1th the NSA OGC do not occur; 
and executive reviews have not been conducted...-The sttidf also found that three audit~· n 
practices do .riot.follow intekal co~trol stan,sJatd.~]: :!hefe .. are no procedures fo~ ~~~_i.ting 
I huenes; a_l).d· 9y;~rs1gh._t. . .9~ I sY.~t.~i.:nseeur1ty is lackmg. T e 
NSA/CSS OIG will frac¥ CO~t'.ctive acti9rfl~.:rough con.:ipletio·1L ..... 

................. ~:.f~i6;;'.~;;::'''.'.'.::·:::··::: :::::· .................. . 
(bl (3) - P. L . 86- 36 
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(U) Intelligence Oversight Investigation 

(Sh'St//REL TO USA, FVEY) Alleged Unauthorized Disclosure of Classified 
Information and Misuse of the United States SIGINT System. The NSA/CSS OIG 
reported alleged unauthorized disclosure of classified infonnation and misuse of the United 
States SJGINT System last quarter. In May 2008, a Navy Cryptologist met with an uncleared 
Navy Family Readiness social worker and disclosed that he had used the SIGINT system to 
target his ex-wife and other family members. An OIG inquiry found no evidence to support the 
sailor's claim. 

Jpl <ll 

3. (U) Substantive Intelligence Oversight Program Changes. 
(b:l (3) - P. L . 86- 36 
(bfJ.3) - 50 USC 3024 (i) 

(SNSI/fHf) Practicing due diligence, NSA has improved internal controls to reduce the risk.of 
unauthorized collection. As a preventative measure,! \ \ ·l 

................... 

(TSffSf/1~ff): J 
l 

IN..SNCSS analysts found thatl 1.e-mail selectorsrL.,_ _________ .,.__.....,....1 
··..... ~ in 2008. In each case, the s~lectors.·/ 

were detasked. Collec.tion occurred inl ~fth~I instances; NSA databases ~ere .................. .... 
purged of the intercept:·· .. No .. reports w.ere issue9·:/····· ... 

4. (U) Command level c~~ngE!s .. J.o p Oblished di~ective.s or policies cqn.ce.rh.ing 
intelligence or i ntelligence-relat~cfaptivities. ·. ' .·· 

: ......... · ···· .... ·· .. 
(U) Nothing to report. ··· ... 

/'// ·· .... ·· .. 

(b) ( 1) 
(b)(3)-P . L . 86-36 

TOP £BCRETJ/CO:MfHTf~~OFORH 
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(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 


