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SUMMARY 

PURPOSE: To forward to the Intelligence Oversight Board (!OB) of the President's 
Foreign Intelligence Advisory Board, via the Assistant to the Secretary of Defense for 
Inte.lligence Oversight (A'!'~D(IO)), NSA:s qu~rterly report on. ~ts inte~igence a~tivities. 

BACKGROUND: Executive Order '12333 and Executive Order 12863 require 
Intelligence Community agency heads and Intelligence Community General Counsels and 
Inspectors General, respectively, to report to the JOB on a quarterly basis concerning 
intelligence activities that they have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. Enclosed memorandum covers all reportable activities known 
to the Inspector General and General eounsel. Per PIOB letter of 6 August 1982, Agency heads 
are responsible for reporting separately any additional reportable activities kno~vn to them, 
unless the President has specifically instructed that the Board is not to be informed. Director's 
signature signifies that no other activities which require reporting are known to him. \ 
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4 January 2002 

MEMORANDUM FOR THE CHAIRl\IIAN, INTELLIGENCE OVERSIGHT B(JARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U) Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION l\IIEiv10RAl'IDIDtI 

(U) Except as previously reported to you or otherwise stated in the . 
enclosure, we have no reason to believe that any intelligence activities of the 
National Security Agency during the quarter ending 30 September 2001 were 
unlawful or contrary to Executive Order or Presidential Directive, and thus required 
to be reported pursuant to Section 1.7.(d) of Executive Order 12333. 

· (U) The Inspector General and the General Counsel continue to exercise 
oversight of Agency activities by means of inspections, surveys, training, re\iew of 
directives a,nd guidelines, and advice and counsel. These activities and other data 
requested by the Board or members of the staff of the Assistant to the Secretary of 
Defense (Intelligence Oversight) are described in the enclosure. 

(U) I concur in the report of the Inspector General and the General Counsel 
a~d hereby make it our combined report. 

Encl: 
a/s 

This Memorandum is Unclassified 
Upon Removal of Enclosure 

~~K~_) 
MICHAEL V. HA~fN~ . . -

Lieutenant General, USAF 
Director, NSA/Chief, CSS 

DERI\°ED fRO.\t: :\S . .VCSS:\11.!3-2 
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1. (U/fFOUm Inspector General Activities 

a. (U//FOUO} During this quarter, the Office of Inspector General (OIGJ 
reviewed various reports of inadvertent violations of the Attorney General f..\.G) 
procedures, as well as Department of Defense and internal directives, to 
determine if corrective action was appropriate. ····················::::::::::::::::::::::'"'""" ... "eo). ( 3 > - P . L. 8 6 - 3 6 

..... ········ ..... 

.----b_._(_U ..... h'FOUO} .~ . .QlGteam ·corid'uct~~:.~ .inspecfi·~~· of th~ .... I 
I l·-The·team found thatLJra:s ·an adequate program to ensure 
compliance with E.O. 12333, but recommended that the organization refresh 
procedures for reporting possible intelligence oversight violations with all 
personnel. The recommendation was implemented. ' 

2. (U/~OUO) General Counsel Activities 

a. (Cl/CON!ftv'f} The OGC reviewed various intelligence activities of the 
United States Signals Intelligence System (USSS) to determine whether they 
were conducted in accordance with applicable statutes, Executive Orders, 
Attorney General procedures, and Department of Defense and internal directives. 
The OGC advised Agency elements on a number of questions, including the 
collection and dissemination of communications of, or concerning, U.S. persons, 
the reporting of possible violations of federal criminal law contained in SIGD<l' 
product, the testing of electronic equipment, and the applicability of the Foreign 
Intelligence Surveillance Act (FISA). With few exceptions, the issues presented 
were routine and indicated that the operating elements understand the 
restrictions on SIGINT operations. 

b. (TSiS'GO~fINT~W) The OGC did not file any reports with the 
Intelligence Oversight Board during the fourth quarter ofFY-2001; however, a 
report describing several inadvertent violations of the FISA minimization 
procedures was filedl I · 

(b)(3)-P.L. 86-36 

3. (U//F'OUO' SIGINT Activities 

a. (Sf/COMI:NT) Collection Against U.S. Persons 

(1) (U//FOU07 Intentional 

· (gYGOMIN'f) DIRNSA approval for consensual collection against 
D·pe.rsQP:.~. was granted during this quarter, while DIRN~A-approved consensual 

collection agairts[JlL.P.: ... P:~~ons was routinely terminated during the quarter. 

(SflCOMHfffiMF} .... The .. Attorney.G~geral granted authority to 

collect the communications or[JU.S ... pe.rnQP.::?. .. ~~~~ .. ~~~.:.:~~:art:~:.~ ....... . 
.............................. ...... . 

• :::u ••• , 

(b) ( 1) 

1 (b)(3)-P . L . 86-36 
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lb.) ( 1) 
(b)°··t@ )....- ,f..J. 86-~G, .. - ...... ~ ...... u •• Xll1 I ox se..::::u,ID:Ao".'. .. · .. ···;;;" ... (b) ( 1 ) 
1 bi My~~ &ls<:: 7~aL 6 s 1 7 7 ....... . ...... ·· ... ·:::::'" (bi ( 3 i - p. L . 
(b) (3) -50 ··-lJ:SC 302 4 ( i ) ....... ··········· ...-:::/ . 

.................... (S//COMIN'TffliF) In accorg.~ce·sviih ·u~·SID 1_~.,··$.:;~:fi~·n 4.1.c.2, the 
DIRNS~ granted authorit to colleet'ifrformation on LJu:.S: ... persons who wed~. 
kidnapped a known t.efrorist organization iri\ 

onty was to contmue pendi.9g .. the release ofthel ·1 

.................... 

(2) (U//FOUO) Unintentional ...-.... ·•· 
... · 

(G//COMRtT) There wer f~·~idents involvin the use of im ro er 
retrieval strategies agains.tth. ·· (bTT3Y-"'P·: .. I:r"··· .. 8.6. .. 36 

I ~aw-traffic .. files .. tfiis .. quarter. Several of the incidents occurred in the immediate 
aftermath of the 11 September terrorist attacks when rumors were rife that the rules 
governing SIGINT collection were going to be suspended. The NSA Ge~eral Counsel 
subsequently made an Agency-wide appearance on 17 September on NSA°s secure 
television network to inform the workforce that the rumors were not true; he 
emphasized that the rules had not been suspended or changed. 

b. (U//FOUO) Dissemination of U.S. Identities 
(b) ( 1 ) 

86-36 

(1) (U//¥0UO) Intentional (b)(3)-P. L . 86-36 

(S-COMilitp) In accordance with section 7 of USSID 18, I ···lu.s. . 
identities were disseminated. In the following table, parenthetical keJ\VOrds denote 
the justification for the dissemination of the U.S. identity. Statistics show the 
number of instances when: in the "UNM..l\SKED" column, the U.S. identity is revealed 
in a serialized end product; in the "USER REQUESTED" column, a U.S. identity is 
released to a user at the user's request. 

JUSTIFICATION (7.2) UNMASKED 
USER 

REQUESTED 

7.2.c (Necessary) 

7.2.c.l (Foreign Official) 

7.2.c.3 (International Narcot-
ics) 

7.2.c.4 (Criminal Activity) 

7.2.c.7 (U.S. Government Offi-
cial) 

TOTAL 

2 
TOPSECRET#COl\flNT//NOFORNNXl 

TOTAL 

I 
l 

I 
( b ) ( 1) 
( b ) (3) - P . L . 86- 36 
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(2) (U//FOUO) Unintentional 

(Sf/COMUff//MF) During the fourth quarter of 2001.) .. 0SIGIKT""" .... Th) ( 1 l 

produ~ts ~ere cancel~~ because the~ontai~:? .. ~h~ide~titie·s ·ofO.&persons .. (b) <
3

J-P.L. 
86

-
36 

_ .organizations, or entities. Ofthese,L_JWerere1ssued with the reference to the' C.S. 
person obscured. 

..-:-t/t{-1;>) (3)-P . L . 86-36 

..... OGA.········ ... 4. {U//¥0U(:/:::::::::1 Agencv Re!ati6~~::;:>;'/ \ ' 
(81'/COhffiff') .<:~~pnga visit to' .... I _,.....-_ ___, .... 

.... 'persoz:ifreVfrom the NSA Oversight ·C;tnd· 
...,....o_m--p..,..1_a_n_ce- o-rg-a-n"""'1-za- t:-10- n_ an___,""TT"-e""" .. ~ . ..,..... .. ce of .the ~n~ral C · ·. rved a.ii· 
warrant officer work:in on a SIGiNT com ··utef ternilnal 

.............. .......... and p.ersonhel work-in close / _../ 
proxinnty in the ofnce.::space .. w.h~:r.~ thl·s .. ~dderi:~ . was observ.~c:i>-s.~cer:=Js.nd ~~ 
warrant officer in qµestion are SIGINT .. custom~f,s~· rath~.i; than-SJ:G'Q'IT produ.¢.ers, 
this was recogni~ed. as a violation ofUSSID 18. If!S 'NSA'-s:ungers.tand;iqg\th~r.f this 
incident will 9e ... ~eported by l 1..- NSA ha$ provided assi~tan~~::at.I~;;gµ.t~bnce 
t~I . !regarding corre.ctive measur~s and ~ .. ~.?.??:~Y,$.::to::moru'~or. t~~ ~ ~; ~ _ P . L . 8 6 _ 3 6 
situation. These measures mclude ~P,$.:uru:l.K:t~a:t. eomputer work stations aj.:f ( 3) - so use 3 02 4 ( i l 
secured using scree.p,.lockswh:eiieverarialyst~leave their stations, and that d1e 
~P~:~§9nn~l-rep'C5rf"t~ a SIGINT com:$.ander, not their customer. Th~ .... --..... 
LJpersoiiD.el had been reporting to I !'commander. 

{U//POU()j. Since the 11 September terrorist attacks, NSA has received 
a number of requests for I .. I support from 
federal law enforcement agencies and Intelligence Community pfil.ners. To 
facilitate the incoming requests and ensure integrity of the wor~(the SIGil\1 
Directorate isl 

... ·············· 

lwill ensµfe that ptop~r"pr,_ocedures 
.... a-re____,,,fo...,,I""'"lo_w_e_d.,,....-w..,,.h-e-n-t..,,.h-e-r-e-sp- o-n-s-e-s-a-r-e-s-en- t.....,...ba- c"""'k..,..·· to an ~rternal agen:cy.-··"The KSA 

Office of the General Counsel (OGC) and the FBI Office of~e:ral('.:ounsel are fully 
engaged in this process, and the NSA Office pf tl).e .. Insp.e~totGeneral is conducting 
a testable policy base review of the operation a..s" it...i:$.::bei.ng conducted . 

. . · ... · ... ·· 
}...:;:::~:,,::'":>"' 
(b) (3)-P . L . 86-36 
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