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(U) National Security Agency/Central Security Service Annual 
Intelligence Oversight Report 

I. (U) Intelligence, Counterintelligence, and Intelligence-Related Activities that 
Violated Law, Regulation, or Policy and Were Substantiated during the Year, as 
Well as Actions Taken as a Result of the Violations 

A. (U) Intelligence Activities under Executive Order (E.0.) 12333 Authority 

(U) Unintentional Collection against U.S. Persons (USPs) or Foreign Persons in 
the United States 

(U//FOUO) During calendar year 2010 (CY20 10), Nationa l Security Agency/Central Security 
Se1v ice (NSA/CSS) analysts on0occasions imrdvertentty··iarg-eted ... oYcolleded ......... . ......... 
communications to, from, or about USPs while pursu ing fo reign intelligence tasking. All 

intercepts and repo1is have been deleted or destroyed as required by United States Signals 

Intelligence (SIGINT) Directive (USSID) SP00 18. 

°(b)(1 ) 
(b)(3)-P.L. l 

1. (U) Targeting 
(U/IFOUO) Tabl~.+ !i.6. ~ 2~33 -Targeting Violations, 
CY2010 .1/ / / " ' (U//¥et:T67 During CY2010, 

procedural and human errors 

contributed .. JoO violations wherein 
NSA/GSS"".. analysts targeted 

.. coin.munications to, from, or about 

.. 
....... ·· 

.. 
........ ·· 

: : 
/ . 

/ 
/ 
' 

Failure,.to review donte.ht of 
tra~~ef / · 

r1tfie United Stfites 
ii \ 

No. of 

Occasions 

No. of 
Selectors 
Affected 

USPs or fo reign persons in the United 

{bJt~)"'P':b:8@~.~.: ... 
··=:::::<::::::::::::a .. :···· · ·· ·····~~:;~~-~:ci;::: ofi :::: .. r .. ··· , ..... otO 

Failure to verif# forei.gnness* pf 
the selector / · · · 

Human errqf - An<!lyst • 
neglected ~6 detas~ selectors 

~c~~~io_ps during CY2010, NSA/CSS 

analysts::!ask~d selectors associated with 
USPs. .. ............. . 

··......... ···. 
··.. ···· ... 

b. (UttFouo) c)'fi··.cJ~r-·Ooccasions 

Failure by analys~{s) to share 

L .· I l , jfhe United 
State~ 

Cus~6mer failed to notify 
NSf(/CSS ._j ........ .,........ ___ ____, 

0 he United States 

during CY2010, selectors fo r valid Selectorwasoverlooked 

fo reign intelligence targets were not Failure to understand 

detasked while the targets were in the _p_r_oc_e_du_r_es _________ _._ _________ __. 

United States. (U//FOUOt 

(U//POUO) *For purposes of thi s report, " fo reignness" refers to a target's status with respect to 

being located outside the United States. 

TOP SECRET/ICOP4UlTff PlOi;QRPl 

Derived From: NSA/CSSM 1-52 
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tt>J(l) ·· .... _2. (U) Database Queries 
(b)(3)-P.L. 86~~6" ·· ·· ... 

\~\ a. (S//Rl:L .... TO USA, ....... F'lE'i) During 

(U//rOUO) Table 2: E.O. 12333 - Database Query 
Violations, CY2010 

\\. CY2010, NSNCSS analy-~ts"·· ... o-n0 
\~\. occasions performed overly broad or poorly 

No. of 

Occasions 

No. of 
Selectors 
Affected 

.\\.. constrncted database queries that potentially 
\.~>.... targeted USPs. For example, queries used 

Failure to verify foreignness of the ....-·:::J b).(3)-P.L. 

_s_:;_~~_;,_,;_~_~e-~_nd_e_rs_t_an_d_pr_o..,,.pe"""'r~-----...-.-~ : :_9;/ . \._~...._I I 

"l=========================. ..... I w_l_li_,ch 
Failure b ............ · . . 

produced imprecise results. 

(b}(3.FP.~.t'.!ii86•36;,,,,::::::::::::::::::::·: · -... . ....... ..... Analyst included in query dates ... ...-
"··· ... ··· ......... :::::···b-:·· ..... (J!(/F'O'UO}:::Qfr:::O gf:::::::CJ occasions, during which target was known tq./ 

"·····... "other .. errc>"i:·s .. contrib~.1ted to vi olatloiis: ... · .. on0 _be_i_n_th_e_u_n_it_e_d_s_ta_t_es ___ .... _ .... __ _ 

·.. of the~e" ... D occasio~~;····· NS-NCS~ analysts Analyst operating under err.o·neous ...-··· 
· ···· guidance or information ... ...- · 
"···· .. u. sed selectors associated with USPs:·····orr··D 
~-0 occasions, NSNCSS analysts used 
selectors associated with valid foreign 
targets located in the United States. 

c. (U//fi'OUO) Note: Although the number 
of times an error occurred is noted, the 

Failure b 

Human.,.e .... rr ... o ... r ............................................ , 
pasted 
into qu e._r_y .- o--r_m __ c.,..u....-e ....... ----.""'· 
selector) 

(U//rOUot 

number of times an analyst submitted a specific query to a raw database 
known. 

is not consistently 

3. (U) Detasking Delays 

(U/fFOUO) On I 1.occasiQl1$ .... 9 .. t1.t:~ .1~g ..... ~.Y20 l 0, USP selectors or selector s associated with 
valid foreign targets in the Utlited States were .. not .. defiisked "'as ·required: ..................................... .. 

(U//Fetfe7 Table 3: E.O. 12333 - Detasking Delays, CY2010 

Failure to implement 
detask order 

Selector overlooked on 
a list of selectors to be 
detasked 

No. of 
Occasions 

No. of 
Selectors 

IOP SECRE I J/WMIN I// NOFORN 
2 

{~)-~~-)-P .L. 86-36 

.................. 

U/IFO't10) 

-36 
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4. (U) Retention 

(U//FOUO) During CY2010, there was one instance of improper retention. Intercept of a valid 
foreign intelligence target in the United States was retained I l .. Thetlii'fffopel: .. i:·eieliiio.db)(3)-P.L. 86-36 

..... ··· 

occurred because an NSA/CSS analyst fai led to mark the co llection properly for deletion . 

.. ,,,,,,, ........... "°(p) ( 1 ) 
B. (U) Dissemination of U.S. Identities .. ::::::::::::::::::::::::::::;::::::::>'... (b)(3)-P.L. 86-36 

(SffSI/IREL 'fO USA, F'V r: t) NSA/CSS issuecf.I ............. ·· 1s i6 J"Nfproduct reports during\ 

CY2010. In those reports, SIGINT, ... analysls. di ~§einit'iat°~d communications to, from, or abdut 

USPs or entities on I l··occa.s'i'~ns while"i)·~·;:sui ng foreign intelligence tasking. A totai otc=] 

SIGINT products were found ... to .. b'ei 1~proper, and the repotis were canceled as NSA/CSS.0 

I l a'haly·;~s learned of the USPs, U.S. organizations, or U.S. entities named in 

products without authorization. All data in the canceled repotis was deleted as required, and the 

reports were not reissued or were reissued with proper minimization. 

(TGi/Glm4F) Table 4: NSA/CSS Title I FISA Violations, CY2010 
C. (U) The Foreign 
Intelligence Surveillance 
Act (FISA) 

No. of 

Occasions 

No. of 
Selectors 
Affected 

1. (U) NSA/CSS Title I 
FISA 

(U//FOUO) During CY2010, 

NSA/CSS incurred _... .. ··D 
violations related t_9..-Foreign 

Intelligence . ....- S~11veill ance 
Court . ....- ·(FISC)-authorized 
taraets:,... 

.I::> 
...... ·· 

Selector in use by an unauthorized target 11 ......................... 
~ :'.~ '.:~ ig~/~PL 81 

..................... ·:·::::::::·:-. 

\ 
... 

Selector was misused I ............ I,... 
lraw traffic database, or 

other restricted data sources) 

USP selector included in NSA/CSS's FISA 
application in error 

Human error - Selector contained a typographical 
error 

Target erroneously believed to belong to an entity 
(b)(3)-P.L. 86-36 authorized under a valid FISC Order 

FISC Order was misunderstood 

-t+S/101/flk) 

-36 

(TSf/SlffNF) *The error occurred because an .~~.A ... f.lS.C .. Orderr .. which .. was·Teneweal .......... ::: :::r :::::::: ::(6)(1) 
I l ·specifl'ea "thafonly'I la~_out which members were as.~pciated·"~ith (b)(3)-P.L. 86-36 

( lauthQ_rized under the order could be task.'ed ..... The previ ()JJS .. ordetallowed,l._ _____ _, 

L------..,..-----....,.-----~_.,;;;;,;__;::::::====i';:-·. uld be proved to be 
associated .... _w_it_h...._ _____ ...... a:.'~:?:f,tt~;:::~~--tlie order . ... 1 _ ___, __ ..... lw~re tMked and 
detasked ... :.::: ::::::: ····· ... 

··.:::···: .. ::: ··· .......... . 
I 11 h "'"• •• •• • 

............. . .. :: ::::::~~~/ 
TO~ SEER:Ef//EOP 11Pff//NOFORtl 

3 
(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 
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(U) Detasking Delays 

(U//FOUO) During CY2010, 0 violations wherein the FISC-authorized target selectors were 

not detasked as required were discovered. 

(U//Fet1e)) Table 5: NSA/CSS Titie I FISA Violations - Detasking Delays, CY2010 

[b)(3FP·L···86~36······· .............. 
~: ... . . .. ........................................... 

No. of 
No. of Selectors 

Occasions Affected 
. . . 

Miscommunication resulting in a failure ~o det~~k 
selector 

Analysts discovered targeted individualsD 
................. 

I I 
Selectors were not fully detasked ............ 

Human error - Analyst neglected to detask selector 

Additional selector was overlooked 

Analyst misunderstood detask 
requirements/procedures 

Selectors previously authorized had not been 
detasked prior to start of new FISC Order 

UITFOUO 

(U//fOUO) * The FISC directed that selectors for this target be verified every six months. 

(U//FOUO) **Applies to all O selectars: ................................................................................................................................................................... '(6)(3)-P.L. 86-36 

2. (TSP>'SliiN i;) Business Records (BR) Order 

(TSli'81ffNF) During CY20 l 0, there was one violation of the BR FISC Order. NSA/CSS 

discovered that BR metadata for a U.S. telephone identifier was queried on 9 Mard12010 after 

authorizat ion to target had expired on 7 March 20 l 0. The incident occurred because the 

identifier was mislabeled authorized unti l 23 March 20 l 0. In June 20 l 0, NSA/CSS implemented 

a new program to revalidate automatically an identifier' s authorization status. 

3. (U) FISA Amendments Act (FAA) 

(U) Section 702 

(U//FOUO) During CY2010, NSA/CSS analysts onO .occasions incurred violations ofFAA 

§702 authority: Otargeti.ng. inc..i~.~.f.l!.~« .. Onon'.7.~ 1~~p l iarit databas:_5me.ries,O detasking delays, 
andD ·tasking ···el'l'Ors: ................................................... ::::::::::::::::::::::::::::::::=:::::;,,, .. .\(b)(3)~~-.L. 86-36 

l"Cl~ SECREf/]'COI 111ff/f f40F0Rf4 
4 
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I 
I 

...........
.. ·······°(b)(3)-P.L. 86-36 

a. (U) Targeting 

(U //FOil 0) Procedural or human error contri buted toOt~rgeti ng viol atio "':,, "''''''' ,~"" ,~;;'!/6)(3)-P L 86-36 

(U//FOUO) Table 6: NSA/CSS FAA §702 -Targeting Violations, C.'f2.01<f :::::.:-·· 

··············· 

····::::: ... ····· 
.. :::: ... ······ 

····; ... ··· 

_ .. ··::::rxi~_,:::Pt 
_ .. o:cc~sfons ............ 

····················::::::::::::::::::::::::::: - ~ . 

.. . ... ················· lth'e .. "United States was not reviewed, or information_ ... ··<······_: ... ··.::: [./ 
!Was overlooked .. ··· / ...-

No. of 
Selectors! 

Affected • •. 

Analyst misunderstood detask requirements/procedures .. ·······::.: ... ····· ........ / .· 

I 

Selector was tasked using outdated foreignness .. ·········_/······ 

Selector was not detasked because of a software problem .. ··········: ... ········ 

Selector was detasked late because I lthe U~it~9..-states 

Citizenship was not reviewed (target was a U.S. citizen) .................. ······ 

Failure by analyst to detask selecto~ lthe United S_~at~~_..-by the target 

Selector was tasked before approval .................. ······ 

.. r 
Incorrect selector was tasked - Insufficient research was condllcted on selector 

.. 

Failure to verify foreignness of the selector .......... · 

Customer failed to notify NSA/CSSI ~he United States 

(U//~) 

... ,,,::itl:::~!!:'"{b )(3)-P. L. 86-36 

;U/ ::~::• ::~:~·~~iO;~~;~::~~~~sts u ::,,:~le,tors aswcimed with USPs or 
a selector! / . ....-·· .. ::..... . lthe United States in FAA §76~ J·aw traffic 

database. OnL:]ofU 'i)ccasions, NSA/CSS analysts used selectors associated with FAA §702-

authorized target(s) located in the United States. 

TOP SEEREf//COl 111ff/trmFelU4 
5 
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(U/1150UO) Table 7: NSA/CSS FAA §702 - Database Query Violations, CY2010 

No. of 
No. of Selectors 

Occasions Affected 

USP selector used in query against FAA §702-authorized collection - Analyst was unaware of ... ····:;:;;;;;;;; ;;;;;"";"'"''(b)p)-P.L. • 6-36 

the prohibition to exclude §702 data, or selector entered in error ... . ... ······:::::;;;;;;;;;;;;;;;;>"' ................. ...- \ .... . 

Analyst included in query dates during which target was known to be in the. .. Unitea-·:;s:t~:t~§::::::::::::::::::::-·· 
······ ······ .... 

Unauthorized selector used to query in FAA §70~ lravtcia..tab~.~e::~··Analyst failed to 
verify foreignness .... ········::::::: ....... ···· 

········· ....... .. 
Analyst failed ! ···············:::::::: .. lth:~·"u~·ited States by the target 

···············: ..... ···· ····· 
······ .... ·· I 

.• 
·············· 

Failure to understan(j .proper procedures -Analyst queried on U.S.-based selector because it was 
I jan.FAA §702-approved target 

Failure to understand proper procedures - Analyst did not understand that the presence in the 
U.S. afforded the valid foreign intelligence target protected status 

Analyst failed to note that selector had been detasked due to the target's presence in the U.S. 

c. (U) Detasking Delays 
. ...- ···" (b)(3)-P .L. 86-36 .... 

... ·· .... ··' 

(U/fFOUO) During CY2010, there wereOdei~~-ki ng delays wherein FAA §702-approved 

selectors were not detasked as required. 

(U//FOUO) Table 8: NSA/CSS FAA §702 - Detasking Delays, CY2010 

(U//rOUO) 

No. of Days 
No. of Selector Tasked 

I 

Selector was overlooked 

System problem 

Selector was dual-routed in error - Selector remained on tasking 

ldetask.p.r.Q~.E?<i.~ .r.: .. was unsuccessful 
...................... .. ·················· 

Analyst overlooked a detask notification °(b)(3)-P .L. 86-36 .. 
Failure to review! ... l the U.S. 

Selector discovered to be a USP - Analyst failed to immediately detask 

TOP SEEREff/COP 11PfFf/ PIOFORtl 
6 

No. of Selectors Past Required 
Occasions Affected Detask Date 

(b)(3)-P .L. 

·. 

(U/fFOUO) 

6-36 
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d. (U) Tasking Errors 

(U//FOUO) There wer$.·0 FAA §702-
related tasking errors--1"~ CY20 l 0. In one 
instance, an NSAj.CSS analyst inadve1iently 

( U/IFOU~ Table 9: NSA/CSS FAA §702 -Tasking 
Errors, CY2010 

No. of 
Occasions 

No. of 
Selectors 
Affected 

re-tasked ..... I:~:J .. selectors that had been Selectors were inadvertently 

detask.~( . ....-Selectors were again detasked, re-tasked 

(b)(3).-P.L. 86-36 ·· ... ·· .. 
"·. 

arn;t. ···:daf~ collected from oriJy c:J of the -l-nc-o-rr-ec_t_§_70_2_c_e-rti-fic-a-tio-n------1 

... s¢ie~tors was purge<i, ....... -1n .. ·ffi~· other instances, _a_p_p_lie_d __________________ ___, 

... ·:::::::>NSNCSS ..... a.nal')i'st~ ... discovered that selectors (U/JFOUO) 

.. /:::::-·· Jor·-valid ... foreign intelligence targets had been tasked under the incorrect FAA §702 certification . 
. /'"':: / .. The selectors were detasked. 

'(f;)(3)-P.L. 86-36 
\...... e. (U) Retention 

\ 

\..... (U//FOUO) During the second quarter of CY20 l 0, NSNCSS implemented a new process to 

-.... .............. ensure that FAA collection that is required to be purged is purged from NSNCSS databases. A 
....._ _______________________ ~ o identify data that should 
be purged or aged off .(p)(1) 

(b).(3)-P.L. 86-36 
f. (U) Other 

/ tp)(1) 
./ (~)(3)-P .L. 86-36 

/ (~){3)-50 USC 3024(i) 

(SffSl/fREL 'fO USA, F"lE"i) I ··INSNCSS repo1ied to the Deparp~~nt of\ \ 
Justice (DoJ) and the Office of the Director of National Intelligence an instance Ji\ which . ~. \ 

(SffSiffREL 'fO USA, FYE'/) DoJ reported thisr-1 -------.~{the FISC in accordance 

with the FISC Ru I es of Procedure. I I ~ 

I OP SELKE I ]/COMM I II 1q0Foruq 
7 



DOCID: 4165175 
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lDP SECRCT/ICOMlfff/f lmffil~:I~ 

(U) Section 704 

(U//FOU~ There were [:] violations of 
FAA §704 authority during CY20 10. In 

(U//FOUO) Table 10: NSA/CSS FAA §704 Violations, 
CY2010 

D · ... instances, approved ·FAA §704 
. . 

selectors ... were submitted to sit~s that were 

§704 selectors submitted to 
sites that were not approved 
for FAA §704 collection 

No. of 

Occasions 

not appr6v.~d for FAA §704 collection. 
The selecto..S··.were detasked, alld there was 
no collection. ...,r.I~e LJ .. instan~ce involved 
a non-compliant d~t(l_base qpeiy The query Non-compliant database querY.. ........ · ······ 

was deleted , and there·.'.Y'v'ere ·~o (esults. The Detasking delay - Qv.errook~d 

No. of 
Selectors 
Affected 

· · · selector ....... ··········· 
~:l~y violation involved a ~~ay detas~·~~ -..... -.... -.... -..... -... -::::-... .,,...... ~----------t.. ____ (_U_il_r_O_U_O_)___. 

(U) Section 705b 

············· 
:: .. ···· 
(b)(3)-P.L. 86-36 

(Sl/lt£L TO USA, t'VEY) During CY2010, O violafrc:ins of FAA §705b authority were the 

result of0·non-co-rnpliant..databa.s.~ .. Q.l.' ~fi.~.~1.0d-etasking:.:d.irnY.s;··and ... o.n.~ .tasking error . 
..... '' ................ ..... ..... ..... ..... . ...... :::::::::::::::::::::::::::::::::::;;;;;;;;;;;;;;;·;;:;:·;;:::·::::·'('Q) ( 1 ) 

..... .......... ..... ··· (b)(~)-P.L. 86-36 

(Sttltl!:L TO USA, f··\lEY) NSA/CSS is pursuing an initiatiye .. ·wiih .. DoJ to modify NSA/GSS' s 

a. (U) Database Queries 

~ ' 
§702 minimization procedures ________________ ___, ....... ______________ .... 
collected FAA §702 data -rfapproved, this change would align NSA/CSS's .....__ ______ .... 
procedures with the Federal Bureau oflnvestigation ' s (FBI) procedures, which permit such 
searches. 

(8//REL TO USA, F'VEY) Table 11: NSA/CSS FAA §705b - Database Query Violations, CY2010 

No. of 
No. of Selectors 

Occasions Affected 

FAA §705b selectors used in query against FAA §702-authorized collection - Analyst w:~ .--··· ·::::::::::::::::::::::::: .... ·;:::::::::::"""'::::::(b)'( 1 ) 
unaware taraet was under ~705b authoritv ::::::::::::::::::::::::: :::::: .. -···· . .... ....- (b)(~)-F 

........... ·· \. 
FAA §705b selectors used in query against FAA §702-authorized c9.llection .. 4····:::: ...... ······ J····_ ........ . .... ·· 

I 1 ....... ....... ....... -··::::· ... ......... ......... ' ..... ···· 

FAA §705b selectors used in query against FAA. .. §702~aufh·~~i-zed collection I I····· ' 

I······· ······ 

FAA §705b selectors used in query against FAA §702-authorized collection - System 
problem 
FAA §705b selectors used in query against FAA §702-authorized collection - Analyst was 
unaware list included §705b selectors 

lDP SECRCT/ICOl 111ff/il~effiFU4 
8 

.L. 86-36 
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....'.A:'.n~a~ly~st~f~ai'.'.:'.le'.'.:'.d~to~su~s~pe~n~d~q~u~er~ie~s~b~e~fo~re'.'....t~a~rg~e~t's~r~e~tu~rn~t~o_'.'.th.'.:'.e'...:U~n~it~ed~S~ta~te~s=;::=:::::::i:==~~:::::::::;;;··"~· ;;;;;:;;:;;;;;;;;;:::::;::= · ~~ ~-g~.~F . L. 
86

_
36 

FAA §705b selectors used in query again.?.t...f.AA .. §702-authorizea··coiie.~ti·~~ \._ I ,..................................... . .... ·········· 
Analyst queried unauthorized targe~ tilh~~i~ed §705b 

taraet - Analvst failed to verifv authorization 

(S~/AEL TO USA, FVEY) 

b. (U) Detasking Delays 

tSffREL TO USA, FVE"i) During CY2010, there were D-in$.t~nces of detasking delays in 
which FAA §705b-authorized targets remained tasked after the autho·~:·1·z:ation.J1.ad expired. 

············ 
············· 

············· 
---------------------------·:(b)(1) 

(SI/REL I 0 U~A. FVEY) Table 12: NSA/CSS FAA §705b - Detasking Delays, C'(.2010 · 

No. of 
Occasions 

Selector overlooked ....... ...-· 
on a list of selectors to _ .................. · 
be detasked ............ 

I ·"as· not 
instructed to detask 
selector 

.... ··· 

No. of Days --Sel~t~r 
........ · .. "Tasked Past 

N~, .. ot __ ...... ,..... Det~=~ug;! 
.S.eleetors 

............... ~b)(3)-P .L. 86-36 

No. of Days 
Selector Tasked 

Past Required 
Detask Date 

(6//REL TO USA, FVEY) 

······· 
...... (b)(1) 

, (b)(3)-P.L. 86-36 
! (b)(3)-50 USC 3024(i) c. (U) Tasking Errors ······· 

······· 

('fSffSllJN~ NSA/CSS analysts di scoyered--·lha't'.. el.~ctors associated with an FAA §705b-
authorized target were erro~1.~ous1y·--fa-~ked The selectors, 

I lfei11;ined on task.__ ___________ .....,... ___ ......____, ........ before 

the selectors were detasked. There was no collection. ... · ............. 
·· .. ~ .. ·· 

4. (U) Data Handling Errors 
(b)(1) 
(b)(3)-P.L. 86-36 

(U/tFOUO)'"OnOo.c,:?asions during CY2010, FISA- or FAA-derived information was available 

to NSA/CSS analysts ~ot ·cJ~ared for access. On O of theseD occasions, NSA/CSS analysts 

inadvertently forwarded FISA.>or.F AA-derived info1;mation via e-mail to unauthorized 

recipients. OnO·o.f.th_~se Oo.~~a·sioJ.ls, e-mail was sentto an alias that included NSA/CSS 
analysts not cleared for FisA:::--or ·FAA:::tf~i:l_ved inform~tion. 

············ ····· ·-.. . . .... ·· .. 
........ ::::::::::::::::::;;,,,.,\/ 

(b)(3)-P.L. 86-36 

1"012 )li(R&ff/~P41PJ:r/f PIOFORPI 
9 
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5. (U) Unauthorized Access 

(U/AFOUO) NSA/CSS reported during CY20 l 0 seven instances in which database access to 

FISA- and FAA-derived information was not terminated when access was no longer required . 

Once identified, the accesses were terminated. 

D. (U) Other 

1. (U) Computer Network Exploitation (CNE) 

(TSitSlifNF) 

2. (U) Consensual and Other Collection 

t~).(1) 
(~)(3}::.p.L. 86-36 
(b}(3)-18. .. USC 798 
(b}{3)"'~o us~ 3024(i) 

.. ·. ·· ..... 

(U//fOUOj In CY20 l 0, there were0insta:nces .. ·inwhich .. ·co1rneiisffa!::::~~5,Jlecfioi1:::agreeinefifs'''""("6)(3)-P.L. 86-36 

expired and the selectors remained tasked. IQinstances;·"oeca·~;·5~· of human error, tasking 

continued for one additional day. There was no collection. In the last instance, tasking 

continued for six days because the IC customer provided an incorrect date for the target's return 

to the United States. All coll ection was deleted, and no repotis were issued. 

(U//fi'OUO) Also during CY20 10, NSA/CSS analysts discovered that an incorrect selector was 

tasked in support of two IC agency-sponsored consensual orders . There was no collection, and 

no reports were issued. 

(TSh'SlffREL TO USA, FVEY)I l .. a.r. NSA/CSS analyst queried a raw traffic 

database using a USP 's telephone selector outside the .Dlrect9r, NSA/CS S (DIRNSA)-authorized 

period to que1y and task the selector. DIRNSA had authoriz~~i"'tol.ly~tion on telephone selectors 

associated with two U.S. hostages. The authorization allowed task ing.'a:nd ... querying on the 

TOP SEC~E'f/fe6MmT}/ 1qofORN 
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DOCID: 4165175 .... ·····:::-::··{b).(1) 
rop SFCRFJ+/COl'l4ni:rmioroRr• ............... ······ _ .... ....- (b)(_3).~P .L. 86-36 

....... ·············· .. ·· ········ ...... · .. ·_ ......... . 
······· ------------------··-····_ ..... _____ ...... 

selectors ........... · .. ··~n NSA/CSS analyst "·· ..... . 

queried one of the telephone selectq.rs-trsi"ng a date rangd "·I 
I l····th~ analyst deleted the query and the results ... l _____ ... ··J No 

reports based on the query results were issued. 
/{p)(1) 
f (b)(3)-P.L. 86-36 

E. (U) Intelligence-Related Activities · (b}{3)-50 usc 3024(i) 

~SffSIHNF) To reduce the ri sk of unauthorized telephony collection and prevent vio l ations):~\. 
NSA/CSS instituted a process that gives analysts greater and faster insight into a tar~et' s '\\ .. 

location. I \."1 
\\\ 

[ When -------------------------------collection did occur, data was purged from NSA' s principal raw traffic repositories, when 

required. 
, .............. . ""°(-t;>)(1) 

.----------------------·····-·····--------""'b"'+:i··.3)-P.L. 86-36 
(SffSl/INF) · .. }~~o USC 3024(i) 

·· NS.NC SS analysts found 

·when collection ...._ ___________________________ __, 

occurred, it was purged from NSA/CSS' s principal raw traffic repositories, when required. 

(U//FOUOr Although not violations of E.O. 12333 and related directives, NSA/CSS reported 

during CY201 oO ·instanees·· .. i11·which .. database .. access . .w.as .. no.tte.rminaJ(!Q .... Wh~D: .. l'.l~.~S.S.. was no 
longer required. Once identified, the accesses were terminated. NSA/CSS also report~d·o·:::>(6)(3)-P.L. 86-36 

instances of unauthorized access to raw SIGINT 

ffSf/SlffREL ~O USA, FVE"i)1 

II. (U) NSA Office of the Inspector General (OIG) Intelligence Oversight (10) 
Inspections, lnvestigati ons, and Special Studies 

A (U) Intelligence Oversight Inspections 

I OP SELKE I ]/COMM I]/ 1qOF0~1q 
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(U//Ft>tJ0tDuring CY2010, the OIG reviewed various intelligence activities of the NSA/CSS 
to determine whether they had been conducted in accordance with statutes, executive orders, 
Attorney General procedures, and Department of Defense (DoD) and internal directives. With 
few exceptions, the problems uncovered were routine and showed that operating elements 
understand the restrictions on NSA/CSS activities. 

1. (U) NSA/CSS Georgia 

(U/fFOU~ The NSA/CSS Georgia IO program, although not fully mature, has significantly 
improved since the last inspecti on. The program lacks a review element to assess the adequacy 
of oversight controls within NSA/CSS Georgia and tenant organizations. Processes put in place 
are not evaluated for efficiency, effectiveness, or compliance. Mission elements do not receive 
ri sk management reviews through the IO program to evaluate oversight controls commensurate 
with high-risk mission areas. Reviews to assess effectiveness of processes used to add and 
remove employees from IO training tracking systems, assess training compliance, and conduct 
analysis of incorrectly answered IO test qu estions are not conducted. The NSA/CSS OIG will 
update actions taken by NSA/CSS Georgia to address the inspection findings in a future report. 

2. ( u //f'O u 0 ) I ........ J:::::::::::::::::::::::::::::::::::::::::::_:_:_:_:.:_:_:_:_:_:_:_:.::·:::::::'.'.'.'.''.''.''.'.'::':_'_'_'_·~:::::J6)'(3)-P .L 86-36 
~--------------.... -..... -.... -... -.. ....-- ---..... 

(U/~ The I l .. 10-p:rogralii ... ha~-.. ~;~d~rgone several leader._s.JJip .. chaiig·~~--in the pas(few 
years and, as a result, is still maturing. The site's progr~in -wo'lild .. benefit from co~~itft;ed 
attention to documentation of processes and _p.roeedili~e-~. The site does not hav.e"st~ndard 
operating procedures (SOP) for IQ,. .. -Record~ documenting compliance wi_t.h"fO training 
requirements forl lpefso~el are incomplete; however, I l ·c~mpliance with the 
required IO annual refresher training is good. 

3. (U)._I ________ l _ .............. ·(b)(3)-P.L 86-36 

_ ............ --·7(b)(1) 
/ (b)(3)-P.L 86-36 

(b.)(3)-50 USC 3024(i) 

(~//ltl!:L 'fO USA, FVEY) During an OIG r~yiew;--NSNC .. SS discovered that the .... I ------.) ._\ 
had no 

formal process to veri.fy. .. whefher individuals with access to 
-------. ... h_a .... ·a"h~~n appropriately \rained. -----------------------4 

had deleted c~unts because the \individuals no longer required access to the d_ata,-
account holders obt~li-red .. _required USSID SPOO 18 training, ~nd· cc.ount .. tiold'e·~:~ obta._i-ne_d __ .... 

required clearances. To p ·;:~v·ent .. future ,unauthorize.O ac,:C.es~~::th 
established a formal account reqt~~st--pi:¢.~~ss =by :VJhT~i~- clearance._s_a_r_e_v_e-ri_fi_ed_ b_e_fc_o1--e- a-cc- o-u_.nts 
are created. .(b)(1) 

(b)(3)-P.L 86-36 ... 

t=:=i~~,~~o_g ic_ ~~ "'ic:~_l> 'C>IJ eJ<::$ G ~ - - - - - - - - - - - - - - - - - - - - - - - -F : ' (bf(3)-P L86-36 

IOp Sli(R:E+f/COP11tff/ff40Fl5FU4 
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(U//FOUO' csGD had. ... ~.o docu mented procedures fo r accompli shing IO training o~--
SIGINT personnel and fo r com.pletrng .. Jp qua1i erly reporting. Although the CSG Chief -/Nas 

designated as the IO Officer (IOO), no ~lt.ei'nat eJOO was designated. During the CSG 1Chiefs 

extended absence, the site had no official IO point o'tconta.9.t. An alternate IOO, who was 
designated before the inspection began, is drafting SOP for icffraini.ng and for incid e~{t and 

·········· . 
qua1ierly reporting. 

5. { U JI I· -· .......... ....... -·············· :.: : :: :: :: ::::::: : : cc:::•::•······:;;.t b )(3)-P. L. 86-36 

(U//FOU~ TheCJ101Woi~li~~·· .. 1;~~· i~~~·~·;:~~:~····~;~~·~·~an tl y since the ~.007 ... t~;~ect i~p. The IO 

Program Manager (IO PM), now a fu ll-time employee, has been in th.t}--positip·n fo r fbul\ years, 

provid ing continuity fo r the site' s IO program. The site ' s IO pro9.e~fs.es an91proced~~es l,ave 

been shared as a best practice with IO PMs du-oughout the NS,AlCSS exie'nded entJrpri s~: .. To 

assist in handling increased oversight responsibilities, the) d°PM d eleg~ted certain !IO fun~tions 
to experienced personnel in key mission areas where t,hei:~ is risk fov~xposure to USP ' 

information. Despite the delegation of functions, _tJ1{ IO PM does ..ii~t have an offi9iaHy 

designated alternate, creating a single point of..fafiure. This was,..6oted as a program weakne~~ in 
inspections in 2004 and 2007. The OIG w.it(track corrective St6tions. i • \ 

.... ····· ....... 

.. ···· ........... 

(U// ... , ith NSA Analysis and,.J(oduction Managers, oversees the 

SIGINT mission perfo rmed a / ... 

'under the DIRNSA SIGINT authority. The 
._I_O_ C_o_o_rd-i-na_t_o_r _h_a_s_e_st_a_b-li-sh_e_d_ a_v-ia_b_l_e _I_O_P_r_o_g_ra_m ..... that enables management of the .... I __ ..... 
extensive IO responsibilities. Forward -deploye d perso1mel in AORs that are in constant flux 

follow documented procedures to manage data. Branch procedures are easily accessible to 

perso1mel with implementation responsibilities. 

B. (U) 10 Training 

(U/tFOUO) As a pa1i of NSNCSS's Comprehens ive Mission Compliance Program, NSNCSS 

is working to modernize existing compliance and IO training programs. IO training consists of 

a review oflaws, regulations, and poli cies pertaining to NSA/CSS. Effective l Ju ly 20 10, 

review ofDoD ' s Directive Type Memorandu m 08-052 became part of the NSA/CSS core IO 

training. 

TOP SEEREf//C6Mllff// 1~6l'O~I~ 
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(U) ACRONYMS AND ORGANIZATIONS 

(U)I ..... _ __, 

(U) BR Business Records 

(U) CNE 

(U) CSG 

(U) CY 

(U) DIRNSA 

(U) DoD 

(U) DoJ 

(U) E.O. 

. Computer Network Exploitation 
···· ... 

Cryptolog·i~.. Services Group 
Calendar ··············Year 

\ 

Director, Nati.oilal..Security Agency 
..... 

Department ofDefense·· . 

Department ofJustice 
'··· .... 

·· .... 
··· .... 

Executive Order ·· ... 

(U) FAA Foreign Intelligence Surveillance Act Amendments A9t 

(U) FBI 

(U) FISA 

(U) FISC 

(U) IC 

(U) IO 

(U) 100 

(U) IO PM 

(U) I I ··· 
(U)D ········ .. ···· 

Federal Bureau oflnvestigation 

Foreign Intelligence Surveillance Act 

Foreign Intelligence Su1veillance Court 

Intelligence Community 

Intelligence Oversight 

······ 

········ 

······ 

In~~lligefic~ .. Oversight Officer 

········· ····.::::1n.t-e11i·g~~-~e Oversight Program Manager 
········ ····· 

... ······ 

... · 

·· ..... 

(U) NSNCSS .... ····N~~ional Security Agency/Central Security Service ........ 
(U1 ...... __ ____.I ·· ... 
(U) OIG 

(U) SIGINT 

(U) SOP 

(U) USP 

(U) USSID 

Office of the Inspector General 

Signals 

Standard 

Intelligence 

Operating Procedures 

U.S. person 

United States Signals Intelligence Directive 
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