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SUMMARY 

PURPOSE: To forward to the Intelligence Oversight Board (IOB) of the President's 
Foreign Intelligence Advisory Board, via the Assistant to th~ Secretary of Defense for 
Intelligence Oversight (ATSD(IO)), NSA's quarterly report on its intelligence activities. 

BACKGROUND: Executive Order 12333 and Executive Order 12863 require 
Intelligence Community agency heads and Intelligence Community General Counsels and 
Inspectors General, respectively, to report to the IOB on a quarterly basis concerning 
intelligence activities that they have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. The enclosed memorandum covers all reportable activities 
known to the Inspector General and General Counsel. Per PIOB letter of 6 August 1982, 
Agency heads are responsible for reporting separately any additional reportable activities 
known to them, unless the President has specifically instructed that the Board is not to be 
informed. The Director's signature signifies that no other activities that require reporting are 
known to him. 
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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE C. MEADE. MARYLAND 2075 5 - 6000 

7 March 2002 

MEMORANDUM FOR THE CHAIRlVIAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U) Report to the Intelligence Oversight Board on NSA Activities ~ 
INFORMATION MEMORANDUM 

(U) Except as previously reported to you or otherwise stated in the 
enclosure, we have no reason to believe that any intelligence activities of the 
National Security Agency during the quarter ending 31December2001 were 
unlawful or contrary to Executive Order or Presidential Directive, and thus required 
to be reported, pursuant to Section 1.7.(d) of Executive Order 12333. 

(U) The Inspector General and the General Counsel continue to exercise 
oversight of Agency activities by means of inspections, surveys, training, review of 
directives and guidelines, and advice and counsel. These activities and other data 
requested by the Board or members of the staff of the Assistant to the Secretary of 
·Defense (Intelligence Oversight) are described in th~ enclosure. 

I 

!1/Ac~Yi fl l/!Jrif;ui/ttur-
BRIAN R. MCANDREW 
Acting_ Inspector General 

uN0~ 
~OBERT L. DEI1-i 

General Counsel 

(U) I concur in the report of the Inspector General and the General Counsel 
and hereby make it our combined report. 

Encl: 
a/s 

This Memorandum is Unclassified 
Upon Removal of Enclosure 

~;:-.ti./ 
MICHAELV~ 

Lieutenant General, USAF 
Director, NSA/Chief, CSS 

SECM'flfCOMRff/RH 

DERIVED FROM: NSA/CSSM 123-2 
DATED: 24 FEB 98 
DECLASSIFY ON: Xl 
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1. (U) INSPECTOR GENERAL ACTIVITIES 

a. (U / /FOUO) During this quarter, the Office of Inspector General (OIG) reviewed 
various reports of inadvertent violations of the Attorney General (AG) procedures, 
as well as Department of Defense (DoD) and internal directives, to determine if 

corrective action was appropriate. . ...... ····· ... ::::::_:::~:>):."''':< b l ( 3 l -p . L. 

b. (S//SI) An OIG team conducted an inspe<:,.t.i.on-ofthe Sign_~Is ·Inee.mgence 
Directorate (SID)I k-·The team founsttha_tL]·did not have an 
office-wide Intelligence Oversight (I/0) program, 9~st:il't~g·fu inconsistent 
compliance with I/O policies. Several recoJ:ru?.)eiidati9ns.were made to remedy the 
inadequacies identified. One recommen9-ation adslressed publishing policy and 
procedures for executing and managing .. thec=]T/ O program, to include such 
things as specific supervisory r~spc>'nsibilities, newcomer and refresher training, and 
mechanisms to verify tha~)lllemployees took the training. Other recommendations 
includ.e list1g I/. r~la-ted duties in. the 1/0 point of ~on~act:s perfo~ance plan and 
updating th /0 web page to include the orgaruzation s I/O policy and 
procedures and the name and responsibilities of the I/O point of contact. D 
concurred with the recommendations and has implemented them. 

c. (S;'/Sl}"ln our report for third quarter 2001, we described an incident in which an 
analyst claimed that he had not submitted a query on a U.S. business even though 
audit data indicated otherwise. Our investigation of this incident determined that 
the query was unintentional. A copy of our report of investigation is attached. 

d. (U I ffOUO) The OIG issued its "Strategic Assessment of Intelligence Oversight" 
on 14 December 2001. Copies of the report have been provided to the ATSD (IO) 
under separate cover. 

2. (U) GENERAL COUNSEL ACTIVITIES 

a. (C//51) The OGC reviewed various intelligence activities of the United States 
Signals Intelligence System (USSS) to determine whether they were conducted in 
accordance with applicable statutes, Executive Orders, Attorney General 
procedures, and DoD and internal directives. The OGC advised Agency elements 
on a number of questions, including the collection and dissemination of 
communications of or concerning U.S. persons; the reporting of possible violations 
of federal criminal law contained in SIGINT product; the testing of electronic 
equipment; and the applicability of the Foreign Intelligence Surveillance Act (FISA). 
With few exceptions, the issues presented were routine and indicated that the 
operating elements understand the restrictions on SIGINT operations. The OGC did 
not file any reports with the Intelligence Oversight Board during this qi1arter. 

SFCRf I:/ICOA'f:INTHXl 
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······· ····· ·· ... ···· ... ····· 
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3. (U) SIGINT ACTIVITIES 

a. (a//SI) Collection Against U.S. Persons 

(1) {U) Intentional 

(S/ / SI) During ~his 1uarter, the DlRNSA granted approval for consensual 
collection agains p~r$.<?.ns; DIRNSA-approved consensual collection 
againsQ U.S .. p~:r:~~:ms was ... rotltinely)~rminated this quarter. 

......................... ················ 

(S//Sl) The Atto~eral g~~ted .~iuthority: t:Q::¢.:<:>.!1ect Jhe 
communications of U8: personsduring. . .this..quartei~:::::::::::::::::::::'""""" • · 

····················/ ( b ) ( 1) 
........ . (b) (3)-P . L . 86-36 

(2) (U) Unintentional 

····· ·· ... 
······ ... 

uarter unintentjonal fetrieval strateo-ies using the/ 
raw .traffic files 

._r_e_s_u_lt_e_d ____ _.in-· --c~id,....e-n-ts-ag_a_in_s_t U_ .S ___ p_e_r-so_n_s ___ A_l_l_in_c_id- en_t_s wer.¢ reported to 

responsible oversight officials and investigated; corrective actions were taken. 

b. (U/!FOUO) Dissemination of U.S. Identities 

(1) (U) Intentional 

-1.:,S/ /Slt-In accordance with section 7 of USSID 18J IU.S. iden tities were 
disseminated. The following table shows the justification and the number of 
instances of dissemination: in the "Unmasked" column, the U.S. identity was 
revealed in a serialized end product; in the "User Requested" column, a U.S. 
identity was released to a user at the user's request. 

" ... .. . =··: ·. 
. . .. ··• ·· .. · JUSTIFiCATION Unmasked User . ~equested TOTAL . .. . . .. . . . 

7.2.c Necessary 

7.2.c.1 Foreign Official 

7.2.c.2 Disclosure of classified info 

7.2.c.3 International narcotics 

7.2.c.4 Criminal activity 

7.2.c.7 U.S. Government Official 

TOTAL 

......... 
(b) ( 1) 

SECRETHCOI'tfINTllXl (b)(3)-P . L . 86-36 
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~f:CRETHCOlrl:INTllX:l 

....... {-p ) ( 1) 

nm en 1ona . ....- ·· .. (2) (u) U 
. t t • I ........ ( b ·). (3) - P .L. 86- 36 

(S//Sl) During the fourt~.q~~~rter of 2omJ-lsIGINT products were canceled 
because they contained_..the identities of U.~ersons, organizations, or 
entities. Of these,G ere reissued with the reference to the U.S. person 
obscured. 

\ .b l (1) 
4 (U) OTHER ACTIVITIES.. ·b.i (3J - P .L. 86- 36 

• (b}.(3) -50 USC 3024(i) .... ····::/' .. '{°b ) .. (3) - P .L. 86- 36 
........... ...-·· a··.GA······· .... 

··········· .. 
(U) External Agency Relations ........ ··· ....... ··· ......... ....- ··· ...... . 

(S//Sf) Last quarter ~.erepo·rt;d·:::~~ an_ .. indd:~t at the I \. ··· ... ······I 
----------~·NSA Oversight.atid"Compliance and OGC personnel 
identified improper use of a SIGINT com.:p'~t~r terminal by non-SIGJ:NT personnel 
and other issues. Although correctiy..e--"actio~ Were implemented, another problem 
was recently identified at the · ... SID Ovedi ht.and Compliance personnel 
discovered that sm~e .. at.least ersonnel at ad 

......................... "····"···"··"''"'''"'''''::: ... ::::b_e_e_·n .... :· ------------------------------
(6)(1:).· ................ ,, .. . 
(b}(3 ):P·:L •.. 86~36·"· ··· 

..... ······ .... 
····· .. SIIJpe:rsOJJP.el had repeatedly informed that this information 

.__w_a_s_c_o_n_s_1"T"e .... red raw traffic"that·may . .r.19t be disseminated to other than SIGINT 
production personnel. !!had als~· beert remir.i,~ed that their unit does not have 
dissemination authori~s USSID) and is not usfu:g·anapp.rqyed dissemination 
vehicle. After continuing dialogue, this issue was finally resolved. ··As·ofl 

uarter, ____ ........., ______________ ........, ....._ ______________ ____. 

L-------r---------"""""' ...... ro"""v"'"'i""'d'""'e"'"s -...N"""S"""A'"""""c""'o""'o"'"rd..._,ination and assistance on fall 
requests o .. sup ort from federal law 
enforcement agencies an igence om.rrtumJy par,t:ners . .__....,.-___,..--___,... .......... __ ..,... 
has been established to facilitate this effort; the OIG''s~.t:~~table policy base review o ./ 
the o eration is on oin . Durin this uarter there/We~e: instances--1 I 
approval, provided assistance ' / whlc ···. .··· a,:t~r ?tg 

,.f{°;;;~~::::::::: ....................... .. (b)(3)-P. L . 86-36 

(U) OGC Legal Authorities Briefing 
( b ) (1) 
(b ) (3) - P .L. 86- 36 

(U //~OUO~ The SID has engaged the OGC to present a briefing on NSA's 
legal authorities and restrictions to the entire SID workforce (civilians, military, 
contractors and integrees). It is geared toward a broad tmderstanding of the 

SfCt?:."E'ff/COlt1:tN't';'·a t1 
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fundamental legal principles underlying the SID mission. At the briefing, each 
individual is given handouts containing a list of all the legal documents that must be 
read on a yearly basis, procedures for handling a USSID-18 violation, and points of 
contact for specific oversight issues in the SID Oversight and Compliance Office. 
The first briefing was presented on 6 September; after a 2-month hiatus related to 
the September 2001 terrorist attacks, briefings resumed on 6 November. The go'al is 
to brief each person assigned to SID by the end of March 2002. Most individuals 
assigned to NSA Headquarters will attend a live presentation of the briefing; those 
assigned to the field and other persons unable to attend will be able to view the 
presentation remotely or via videotape. 

(U) Databases 

A ditiona ly, many 0 ·ces of Prim9ry·Jriteres · 
I lm···o;der to ensure that they are not collected against or 
named in product. 

SECRETf!C01°'1flNT/.IX1 
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NSA/CSS OFFICE OF THE INSPECTOR GENERAL 

SUMMARY REPORT 

IV-01-058 

7 January 2002 

I. (U} INTRODUCTION ······ ·· .. / ,,,,::.:......... }?" 1\;l I : l ~: · L · 8 6 - 3 6 

(g/151) The Chief, O~ersight and.,,C.:'o~plfance (O~«;J) Office'J1?tified the OIG by 
rnernorand~.!nl l .. Jh~l:"an analyst wo_i~ing.-in......=th='°'" ..... _______ ...J 

h~'i"d used the{.,,,:::;=:>: l~ysfem to query oriiU.S.· Routine review 
b /< :the baClC-up--auditor, revealeq .that . . 

,__ ___ .,_,:Jfufaied onl ./ .... J.~ .. u:~:' located m.......,__....,..... 
L--_____ ........ o ..... r ..... te .... d ..... t ..... h....,e ii).ddent to th,~::O.&GOffice~ and ari--.µlqmry was conducted 

·6f O&C. .. ..'\'fb) ( 1) -.... . 
..__ ______ __. ,./ \(\,) ... (·a .) - P . L . 86- 36 . . 

~bncl~d~d that .. tPe query could\ ,,uy have been 
.........,,............,,..--r-'-'---"-:"-----~...._ ___ -_ -....,e>cpl~~ed that the .. I lquery 

was ···.; that.were rnade'·at the exact same time on 
I that 
ut not •. 0 e quenes .. ~ere va quenes 

._m_ a __ e_o_n_t...--a-t ........ at_e_a-n""""d,....t..,..ime; and h~ had·~o Jqiow edge ohhe othe~ fi.ueries, 
which included thel jq~e~y. \_ \ . 

(Sf/SI} I ltb~n sought t~"fin.(:Lffl \ • k ould have inadvertently or 
unknowingly qt~eriedl ·· .. ·:······· .... 1-P.~~s°i:>~el.~ chf_rge of.~9el lsystem 
·were unable to find a scenario thatcoµJ~-·~'.'P.!~. aft ma,_gvertent q~~-~,r.ybyl._ ___ ..... 
therefore, the matter was referred to the OIG~::<"<.\ ./ . ...-·····: ... ···················· 

···.:::-~;·;l.:::::: ....••....... 

( b) ( 3) - P. L . 8 6-3 6 

II. (U) SCOPE 

any links could be established betwee an its ke officers, or 
itslocation~-~~-e-~_te_~_ie_w_e_d~---~--------~~~ .. ~ (the 
back-up aud'IToif,an'd . Operations Manager)_.We 
obtained and reviewed the bac.~up audit repory 11ertaining ~9·1 t query 
activity! Ja.IQP.:~ with ·wh.~t his office/sfibmitt~.!i·a?..0.unhe incident to the JG · 
Quarterly Compliance Report. ......... ... .. !/ _....··:::::: .......... 

··········· ........ :::·::::: ... ::::J!, .. ,,:::::::::::: .... ,. · 
(b)(3)-P. L . 86-36 

Personnel Privileged Information 

SEC'F<Eil!COlvIINrt!X1 
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Ill. (U) FINDINGS .... ·. "~::::'.:~:':::~-~-.: .. ~.~ 
86

-

36 

ALLEGATION: (SI/SI) Did -1 --_-/:~J~lat~ ! · ·~5:1.p.)a,wofiibiti~~s by targeting a u.s.1 II 

(S/fSI) Not Substantiate . ..../ ./// / \\ \ \. \::~~::::·~·. ·~:::~hpp~;·~"ili1~··..... Ucnowingly or 
intentionally queried ______ !..,\ .... \; _ ·....,\ - ·· ...... · .. :· C~eck:S:~~~th Secunfy~ · I 
did not es_tablish_ any l~~ .. ~e~~¥7n ·.and.. \.. "·:::::... its key officers, or its f 
geographic locat1onL / /// / IF,ur the .. _backup::~1,lditor testified that /she 
had conducted furthed.ri' tiir ihto o eratiorts and le~ined that a (b)(1 

(S//Sf)j /./ ' l ·(~i~fj'~ th~·t he has ne'{er\peen involved ~···~·~y USSI~ .. i"B.J:ncidents 
since he st~r'tea as.:>an analyst/at NSA in October 1978. He said af··the time of the .. incident 
he thougJ:tt I // l ; \ l~ut adde_d that he had._ no interest utll 
I k1uring:;the µme fraiPe of the incident. eaffirmed What he state~ 
O&C report ;'Jhat !:le was nisponsible fo \ ···· ... 
and reco~ed~the.i:-.. <J;~~ries as querie~ he had made~ ~e past: but\~?r-----..,. 

I t~a1d h,khad no ,idei'rwher.~ .the otperl lqµ_~nes, including the ....._ ___ ___. 
query, caµle fr9fn since h,~ could not recall~ver .. b~ving qiieri~p on them at all. . . 
Nevert~~lessr l~dmitt~d tha_t h~ may have··911eried of":~?.~sidered querying on I 
I / I· several months pnor, thinkrn~ ····· ······· ... . _ I! 

l·but could not recall more than that. // l~.> < 1 l / 
/' (b ~( 3)-P ; L . 86-36 

(S//SI)1 lh~?tified that he made a thorough inquiry, a.,ndl~ led him t~·····... f 
conclude that no one other-tJ.:tan I lc:ould have been n~sponsible for the I \. I 

·.pulc;i not deterrni.pe wh ~.vould have q\.ieri~d OJ::l 
,__ __ ....._...__...._:., .. ,...e-.. a"'"'d,....,d,...e"""d,...t ..... h-a-t ,_____..__ _ __,is not 6n 

(31/~I) I I·· : er.yis~~-.~~d.);~:·ba.~k-up ·a~dHor ,Ort / 
I ~estifiect t.hat she noticed the . t.i.§f.}'. crtit~g.:~ ··r:?utui~ a.udi~ and 
contacted! I 'she. sta:t~c:l:::.t.J:\at . .. old::h~E-h.~i!~fol~qQl•'kn:Ovv hcrw or/ w.hy 

I could have t!;~:~1ge.ted ... The.r~ft~~~"~:~~ :~g~~~:~:.~~:::~~~::~~~;;~:~~l·::::::::~i::~::::::iiiiii11iiiiii::~d~stem 
( b) ( 3) - P. L . 8 6-3 6 

estified that she learned from t.l)e perations manager that 

s1rm ar to w 
....._-.....--------~ r-----~"'"'--------........., ·· wri~ten technical ex lanation of hov.y.: 
ex ;lained 

(S.f/SI}..I .. ,: l:·stiii~~ that based on I klean record and credibility, she 
det~.rfuin.~d''tha:t · gu~zy: of:I t-vas inadvertent and due to the 

":--....,......,...,...._ __ ~----"-S ... he went on to say that..thoughl kould not recall 

~iif ~~:;~~~g~gliil he mestlikeljil / / / I 
<b l 13)-P . L . 86-36 Personnel Privileged bzFonnation <b l 1 l) 

')' (b) (3)-P . L . 86-36 

SECRETllCOi\fIP.·lTllX1 
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: ...... ····················· ~ frl .... (3 ) - P . L . 86- 36 
....... ····················· 

instructed all anal 
nd .. w'ill - ........ -,,....,,...---,,..,....-------.....-----..---------,,,......-- .... seek additional ____ .. aining·Jor ................................. , """'"'" ............. ::::::::: :: ::: ' "::!,,,..,(~) (3 ) - P . L . 86_ 36 ----

·. erations managgr, .testified .. that she thoro~"·.,hl 
L-------,.._ ____ __......,.r---... -..... --, ..... :'$fated she concurs with " .... 

ex ·~a\:'.~rtent "· 

......................... 

ueries §ti~J:aUC)\·ys·that they were pr9bably.__ _____ .,._ ____ ......... 
.---.....i.'--""'--~'---_,:coul_c.l · not recall them. There· ls no way to confirm.__ ____ _, 
..,_ ___ -.::d::ir..:.e.:,;ctory .. be.cause, atl tdirection,I ~eleted all of his 
.__ _____ _,shortly after the I fincident to prevent future inadvertent queries. 

(SI/SO We conclude that I Rt1ery ori .......... -lwas 
inadvertent and the cause was corrected::.... · 

......... ~·~ .... 

V. (U) Recommendation _ ...... / 6:>.) .. ( .. : .: ... - P · L · 
86- 36 

(U I /fOUO) Case be closed without furfhe'r action, a~'<l._I ___ _,fbe notified of the 
results. · · 

.: :· 

Concurred By: 

____ ji 
Senior Assistant Inspector General 
for Investigations 

Personnel Privileged Information 
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