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SUMMARY 

PURPOSE: To forward to the Intelligence Oversight Board (IOB) of the President's 
Foreign Intelligence Advisory Board, via the Assistant to the Secretary of Defense for 
Intelligence Oversight (ATSD(IO)), NSA's quarterly report on its intelligence activities. 

BACKGROUND: Executive Order 12333 and Executive Order 12863 require 
Intelligence Community agency heads and Intelligence Community General Counsels and 
Inspectors General, respectively, to report to the JOB on a quarterly basis concerning 
intelligence activities that they have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. Enclosed memorandum covers all activities reportable to the 
PIOB known to the Inspector General and General Counsel. Per PIOB letter of 6 August 1982, 
Agency heads are responsible for reporting separately any additional reportable activities 
known, to them, unless the President has specifically instructed that the Board is not to be 
informed. Director's signature signifies that no other activities which require reporting to the 
PIOB are known to him. 
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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 207!55-6000 

25 March 2003 

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U//FOUO) Report to the Intelligence Oversight Board on NSA 
Activities - INFORMATION MEMORANDUM 

(U//FOUO) Except as previously reported to you or the President, or 
otherwise stated in the enclosure, we have no reason to believe that any intelligence 
activities of the National Security Agency during the quarter ending 31 December 
2002 were unlawful or contrary to Executive Order or Presidential Directive, and 
thus required to be reported pursuant to Section 1.7.(d) of Executive Order 12333. 

(U//F'OUO) The Inspector General and the General Counsel continue to 
exercise oversight of Agency activities by means of inspections, surveys, training, 
review of directives and guidelines, and advice and counsel. These act ivities and 
other data requested by the B d or members of the staff of the Assistant to the 
Secretary of Defense (Intelli c Oversight re described in the enclosure. 

OEL F. BRENNER 

IjX~~ 
VITO T. POTENZA 

Acting General Counsel 

(U/IPOUO) I concur in the report of the Inspector General and the General 
Counsel and hereby make it our combined report. 

Encl: 
a/s 

This Memorandum is Unclassified 
Upon Removal of Enclosure 

~v:4 
MICHAEL V. HAYDEN 

Lieutenant General, USAF 
Director, NSA/Chief, CSS 
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1. (U) INSPECTOR GENERAL ACTIVITIES 

a. {C//51)-0uring this quarter, the Office of Inspector General (OIG) reviewed 
various intelligence activities of the National Security Agency /Central Security 
Service (NSA/CSS) to determine whether they were conducted in accordance with 
applicable statutes, Executive Orders, Attorney General procedures, and DoD and 
internal directives. With few exceptions, the issues presented were routine and 
indicated that the operating elements understand the restrictions on NSA/CSS 
activities. 

b 

chartered to develop ,.. 
I l··As .. executive agent, the DIRNSA provides · ·th .people, 
intelligence inforrnatio~,. and adi_ninistrative and enabling support. The 195:P~ction 
found that the NSA affiliates assigned tol _ !detailed to 
NSA organizations are well versed in their mtelligence oversight responsibilities. 

----------· t_h_e_N_S_A_O ..... IGconducted a Joint Inspection of t!J. 
The inspection found several 'o/-eakn .... _~s-s_e.,.._s _in____,,th_e .... 

,___----r_-... t::-e-;-;ll":"'"ig_e_n-ce---;:::0::-v-e-rs"'.":"ig--;h;--:t:--:(;';".IO~) p~ogram. The.A lhad ~pr·foq:nally designated 

an IO Officer· Binders corit~ll of the re._quired IO ~~f.et.~9ceS'were foun~ in the 
workspaces thr~ughoul the~ Howev_er, a~l IC?,.Je.£.~!.ences were not readily 
accessible on th ·}:\_ome_ pag~. on th~·NSA .¥-l~c;lllet and.Jhel jweb-based 
IO refresher training di<i._ nq_t meet poD_.and .N:~iA'InLJ.:1imurii requirements. Remedial 
steps have been taken to adqr~s~ tfle~"s.h!Jrt:S~:unmgs 

···--.:::::::\L;·::,:,:::==<:::: ........... .. 

( b ) (3 ) - P .L. 86- 36 

2. (U) GENERAL COUNSEL ACTIVITIES 

(C//51) The NSA Office of General Counsel (OGC) reviewed various intelligence 
activities of the NSA/CSS to determine whether they were conducted in accordance 
with applicable statutes, Executive Orders, Attorney General procedures, and DoD 
and internal directives. The OGC advised Agency elements on a number of 
questions, including the collection and dissemination of communications of or 
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concerning U.S. persons; the reporting of possible violations of federal criminal law 
contained in SIGINT product; the testing of electronic equipment; and the 
applicability of the FISA. With few exceptions, the issues pr~sented were routine 
and indicated that the operating elements understand the restrictions on NSA/CSS 
activities. The OGC did not file any reports with the Intelligence Oversight Board 
during this quarter. 

3. (U) SIGINT ACTIVITIES 

a. (SI/SI) Collection Against U.S. Persons 

(1) (U) Intentional 

(~//~I) During this suarter, the DIRNSA granted approval fo~ .. ~~:n~~-~ual 
collection against[]persons; .. Q~:RNS.A;.approvea::c:onse.fi~il~i'colle~tion (b l ( 1 l 

againsOcJ-:S:15efsons··was···r~utinely terminated this quarter. ( b ) ( 
3

) - P . L . 

(S//SI) The Attorney General granted authority to collect the ,,· 
. . f us d . thi .... /(~) (l) commurucationso ten . . persons unng squarter. ,.-·;::>::>>( b~}( 3 ) - P . L . 86_ 36 

86- 36 

'(b)(l) 
(b)(3)~~ :L·~ .. 86~36 .... (2) (U) Unintentional 

.. ....-:::::>""....-" ... (b f (3) -18 USC 798 
,....::::::: . ....-_-.. ...-_...... (b )\ (3) - 50 USC 3024 (i) 

(E//str 

..... ·· 
............ ···· 

while tar 

....... ·· 
.. ··· 

_. .. ....- Only the communicant 
....._ ___ __, ... as audible. A request to waive the destruction of the 

probable U.S. to U.S. communication was drafted but not pursued, 
although the traffic was retained. Due to the passage of time and the 
tentative nature of the communication, the waiver will not be sought, and 
the traffic will be destroyed. 

.. ........... . 
.... wi_t.hgµt::proper·a.:.qfuorization: .... A's 'sOon as the error was 

,__ __ --,.L_;;;;:"""';;;;; ..... ;:!::...,::::""':::::~:: •.. :::::::::::::::: .......................................... . 

(b) ( 1) 
(b)(3)-P . L . 86-36 
(b) (3) - 18 USC 798 
(b) (3) -50 USC 3024 ( i ) 
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( b >"'t;l}~ P.- .L . 8 6- 36 ... · ·······::::::>_;:w,.x(~~ >) <( 31 )) - p. L . 8 6-3 6 (bl (3)."'fl.0 ... 0SC .. }.024 (i) _ _______________ .,. _.., . .. . 'W. 

·..... ··.... TOP SECRF: l l7C01'VIINlJ/N'OFORN/7"-.1...··/ ... /·/ dh .. _( 3)-18 USC 798 

............... ·· ...... ··... ..... ..... . ................. / ·············· ... / . . (bJ{f~~) -50 USC 3024 ( i ) 

, ' --i~en:~~d 6Y[]He~sJ.quafie';~: it inforn:iedl / / l ~~/all idenJ(;~~, 
related to bot~ persons were irnmed~_9-tely remo_yed frofe. I ) · · 
I l:.:·_No hits occurred on e.~.ther identifi~r: · .. 

·...... .·· .· 

(T£//SI) In a~ .. effprt to tprg~~--~oreign----------------------..........,..·· 
... ....- site conduct.~ · 

.· as downloaded int L---...,----.....,..---......... ~ ~-------___. processing system or target development. Identifiers found to belong to U.S. 
persons were removed fro9 lhnmediately upon recognition . 

.. tb}-{.JJ 

(b) ( 3 j .. .:::-p·;··L ...... ~.~-36,~..._~-1-1--!11.J+;+. This uarter unintentional retrieval strate ies using the 
.......... .aw traffic files 

· cidents against U.S. persons. All incidents ~ei:_e reported to 
responsible oversight officials and corrective actions were taken>-... 

(b ) (3) - P . L . 86-36 

b. (U/iFO UO) Dissemination of U.S. Identities 
........ (b) ( 1) 

(1 ) (U) Intentional 
,........-" (b) ( 3)-P.L. 86-36 

.......... · 

(~//~I) In accordance with section 7 of USSID 18,I l·u:s. identities were 
disseminated. The following table shows the justification and the number of 
instances of dissemination: In the "Unmasked" column, the U.S. identity was 
revealed in a serialized end product; in the "User Requested" column, a U.S. 
identity was released to a user at the user's request. 

. . 

JUSTIFICATION Unmasked ·User Requested , _ _,.. · TOTAL .· 
.. • ' ' ' • • I ~ • • 

.. · .. . 

(b ) . ( 1) 

.. 

7.2.c Necessary 
(b )\3) - P . 1..i 

7.2.c.1 Foreign Official 

7.2.c.2 Disclosure of class. info 

7.2.c.3 International narcotics 

7.2.c.4 Criminal activity 

7.2.c.7 U.S. Government Official 

TOTAL 

3 
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(2) (U) Unintentional 

(S//ffi.} .. Qµxing .. this .quarter;OSIGINT products were canceled because they 
"f::S:F-C::ii ::·· ..................................... c"<)ntained the identities of U.S. persons, organizations; or entiti:~· 
( b} .. ( 3 ) _::·p .. :··L·~ ···-8.f?.:-3 6 ... (-~ ) ( 1 ) 

·... .. .. . ······· (b.) (3) - P . L . 86- 36 
·..... (3) '(U) A.aw Traffic Dissemination Oytside·the SIGINT <b l-.n> -18 use 798 

·•··•··•··•··•··... PrOduction 9hain · tb J (31 - so use 302• tiJ 

.................. · r6vided raw traffic electronicallyt ersonnel 
Once it was realized that this activity was 

.... o_c-cur_r __ m_g-,"""'t...--e-re-.--e-as_e_o-raw SIGINT to unauthorized users was 

immediately terminated. A concept of operations has since been 
developed detailing strict handling and dissemination procedures 
d . d d . fth d .... ·····.0~) (3)-P. L . 86-36 es1gne to ensure a equate protection o e raw at_~: .... ... ...... . ...... . 

......... ......... ···· •.. 

(~//SIT"An individual itj .······· ··J 
I Improperly disseminated raw traffic via e-mail to an NSA 
contractor who is not in the SIGINT production chain. The unintentional 
recipient subsequently purged the e-mail. · 

4. (U) OTHER ACTIVITIES 

(U) lntegrees in Analysis and Production 
··········{'l:).)(1) 

(b)'(3)-P.L. 86-36 
..... : ..... 

1·Iff"all cases, these individuals were provided with USSID 18 training. ------
Ore:anizations havine: inteITT"ees at NSA included! 

...... ·· ..... · ·{('b ) (3) - P . L . 
(U) Assistance to Law Enforcement ..... . ·· ·· ..... · 

.............. 
········· 

___ cs_1_'7_·s_1_1_1_~J_P_H_provided · ~~~~~;~ -~~- I .... _··· ___________ l 
DRV FM: NSAICSSM 123-2 
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during the quarter. This support included I 

H;>> ( l l 
(b}...( 3)-P. L . 86-36 
(bft~ l -18 USC 798 
(b) (3\~50 USC 302 4 ( i ) 

··· .... ···! 

.----=~---......---'the l\J.?.A Office of Securi an conductin a 

,__ ______ .._w_h....,er;~t-;tt~:~~=:~~Ad about .. ! // 

I ormation regar ing unus..;~ffilidio~sUS~~jousa¢tivityacquired d.ir;ng th~ 
L !process.is .. d.iS§~mi.P.:~.t.~9.: ... t.~L ,I l lfor. .. further investigation ................................................................ · : : ::::::::::::::::::::::::::: ..... ::::: "":;;;;;:::::::::::::'. ' '.'.':/('~ l ( 

1 
l 

./ ! ( b ) (3) - P . L . 86- 36 

(U I /FOUO) The Office of Security provided ..... ! -----.... -,... .-· ....,f 
I l·at the request 

of the FBI and with concurrence of the NSA OGC. 

(U) Working Aids 

(U) No new working aids were developed during the quarter. 

(U) Databases 
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