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SUMMARY 

PURPOSE: (U/JFOUO)"To forward to the Intelligence Oversight Board (IOB) of the 
President's Foreign Intelligence Advisory Board, via the Assistant to the Secretary of Defense 
for Intelligence Oversight (ATSD(IO)), NSA's quarterly report on its intelligence activities. 

BACKGROUND: (U/WOUO) Executive Order 12333 and Executive Order 12863 
require Intelligence Community agency heads and Intelligence Community General Counsels 
and Inspectors General, respectively, to report to the IOB on a quarterly basis concerning 
intelligence activities that they have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. The enclosed memorandum covers all reportable activities 
known to the Inspector General and General Counsel. Per PIOB letter of 6 August 1982, 
Agency heads are responsible for reporting separately any additional reportable activities 
known to them, unless the President has specifically instructed that the Board is not to be 
informed. The Director's signature signifies that no other activities that require reporting are 
known to him. 

RECOMMENDATION: (U) Director sign the enclosed memorandum. 
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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE. MARYLAND 20755-6000 

17 March 2004 

lYIElVIORANDUivl FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U//FOUO) Report to the Intelligence Oversight Board on NSA 
Activities - INFORMATION MEMORANDUM 

(U//FOUO) Except as previously reported to you or the President, or 
otherwise stated in the· enclosure, we have no reason to believe that any intelligence 
activities of the National Security Agency during the quarter ending 31 December 
2003, were unlawful or contrary to Executive Order or Presidential Directive, and 
thus required to be reported pursuant to Section 1.7.(d) of Executive Order 12333. 

( U/~OUOJ The Inspector General and the General Counsel continue to 
exercise oversight of Agency activities by means of inspections, surveys, training, 
review of directives and guidelines, and advice and counsel. These activities and 
other data requested by the Board or members of the staff of the Assistant to the 
Secretary of Defense (Intel~ Oversight) are described in the enclosure. 

( :ta f , 
J~EL F. BRENNER 

J
nspecto,r General 

· --±-~L ~A ~ , . G" 1 '.·r• · -- :;......__ 
'-' .: .. / ·.....)'. "6 " l 

VlTO T. POTENZ 
Acting General Counsel 

(U/li"OUO) I concur in the report of the Inspector General and the General 

Counsel and hereby make it o;;.=;~ 

Encl: 
a/s 

This Memo1·andum is Unclassified 

MICHAEL V HAYDEN 
Lieutenant General, USAF 
Director, NSA/Chief, CSS 
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1. (U) INSPECTOR GENERAL ACTIVITIES 

a. ((J{fS{) During this quarter, the Office of Inspector General (OIG) reviewed 
various intelligence activities of the National Security Agency/Central 
Security Service (NSA/CSS) to determine whether they were conducted in 
accordance with applicable statutes, Executive 0:.rders (E.0.s), Attorney 
General procedures, and DoD and internal directives. With few exceptions, 
the issues presented were routine and indicated that the operatip,g .. elements 

. understand the restrictions on NSA/CSS actiy~!ie..$. . .......... ····:::::::::·:::::::::::::::;:::::=·· ~:-}-.g ~ _ p . L . 8 6 _ 3 6 
......... ········ ········· .... ....- .... ....- ·········· ,... (b ) (3}""= 50 USC 3024 (i) 

b. (81/SI) The :NSA .OIG compiet~d a revi~w-of thel .... ···· . --···I 
...___ ..... I ·The review determined _~pat all] fhad appropriately reported 
compliance issues to th~NSA.OIG. Regarding intelligence oversight (I/0) 
training, the llhadTnitiated mandatory online training for all personnel, 
eliminating tlie"p:evious separate and cumbersome I/O training processes for 
field and headquarters personnel. The on-line training module documents 
training completion in a database. 

ectors from the 

, .. .t}le NSA OIG com leted a follow-up 
mspec ion o e "· ... The joint • ' 
inspection report notes that the site's web-based. I/Orefr.~sher traiping • , 
program was rewritten, eliminating the deficiencies notec:i .. chiringth.:e·l?-st' 

inspection. ·········· ·············································· ... ::::.'.·.:~'.>\~_) < 3 l - p. L . 
............ ............ 

d. (U/fFOUO) An QlG..inspectioif .. ofth~ ..... . ....... 
I ldeterriiinecf that the organization was compliant with E.0._ .. .12333 and 
DoD Regulation 5240.1-R, as well as NSA/CSS Directive 10-30.-··· .. The Division 
conducts annual I/O refresher training and routinely submits .. compliance 

reports to the OIG. ./ 

e. (U//EQBOTinspectors from the l J ··~nd NSA OIG 
completed a joint inspection of the Fort Gordon Regional Security Operations . 
Center (GRSOC), GA. The inspectors concluded that all newcomers to the 

DERIVED FROM: NSNCSSM 123-2 
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site receive 1/0 training from the Security Services Directorate, GRSOC, 
during initial security indoctrination; however, the initial 1/0 training 
videotape does not address some service-specific requirements. Annual 
refresher training is conducted via a computer-based module that tests and 
documents completion in a database. The inspectors tested 22 percent of the 
personnel at the site to gauge general I/O knowledge and the ability to apply 
it to site operations. The test results indicate a good understanding of the 
regulations governing I/O, but a slight weakness in practical application. 

2. (U) GENERAL COUNSEL ACTIVITIES 

(Cl/SI) The NSA Office of General Counsel (OGC) reviewed various 
intelligence activities of the NSA/CSS to determine whether they were 
conducted in accordance with applicable statutes, E.O.s, Attorney General 
procedures, and DoD and internal directives. The OGC advised Agency 
elements on a number of questions, including the collection and 
dissemination of communications of or concerning U.S. persons; the reporting 
of possible violations of federal criminal law contained in SIG INT product; 
the testing of electronic equipment; and the applicability of the Foreign 
Intelligence Surveillance Act (FISA). With few exceptions, the issues 
presented were routine and indicated that the operating elements 
understand the restrictions on NSA/CSS activities. The OGC did not file any 
reports with the Intelligence Oversight Board during this quarter. 

3. (U) SIGINT ACTIVITIES 

a. (S/ISI) Collection Against U.S. Persons 

(1) (U) Intentional 

(8//SI) During this quarter, the DffiNSA granted approval for 
consensual collection against8persons. DIRNSA-approved 
cons~nsual col.lection against V.:.s ... persons was routinely . 
terrmnated this quarter. ········ ... ······· ... 

······· ... :······ ... 

(S//SH The Attorney General (AG) granted···a:.;;,~~prity to collect the 
comm uni cations ofl jU.S, .. P~r~?.:1:~ .. ?:~~~-g .thi~;,,,~uarter . 

.... .. ':r . 
. ·················· lb-.) .. (1) 

(2) (U) Unintentional ..... ······················· (b) ·C'3·k::.: _. L . 86-~ 

a. (TSh'Sf) The Si~~-~-~Jntellig~-~~-~ Directorate (SID) inapproprl.ately · .. ~ 
targeted a _y ,S,-··person located ml lfrQ_ml ··I 
I lafte'i· receiving a copy of an NSA request-tQ_ the AG to target the . 

···... ' 

./ • ... 
(b) ( 1 ) 

2 (b)(3)-P. L . 86-36 
TOP SECRETHCOM~lTh'ORCO:Hi'/;p.~QFORH//Xl (b) (3) -so USC 302 4 ( i ) 
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individual. The analysts handling the request were unfamiliar with 
the process for requesting AG authorization, and incorrectly assumed 
that the signed NSA package, prepared to obtain the authorization, 
was the final AG approval. Upon recognizing the mistake, SID 
immediately terminated all targeting and destroyed all intercept. 
Because collection resulted in no reportable foreign intelligence, no 
reports were prepared. The OIG is investigating the incident to 
ascertain the extent of shortcomings in NSA's process for obtaining 
and implementing AG-authorized collection. . ....... · ( b ) ( 1) 

(b ) (3) - P .L. 86- 36 

. erson located 

... ··:::::::::::: ....... -------------,.....,....,,_-.,,.,....--..,....-----,,...--..,.......,,..,......,....,,.----,.-!. 
..... · After discovering the individual's · 

,,,,,,,,<'"''"" . ~;!irc::~;;::;·i::'i:1~~~n'!:.5~~~!:~~~~~~:;::t~~;~~~!;'~~~::dthe 
·N;n (·l} .. provisions ofUSSID-18 that permit retention of U.S. person 
(i:n:::~ .. ~) - P . t . · 86.-3E) information necessary to maintain technical databases and for traffic 
( b ) .. f~~}.';;:;,s_o usc 30if·™~:lytic .p1:1rposes. · 
( b ) (3-.}-.:-.Hl .. USC 798 ···· ...... 

. ....................................... ··:::::::::_)'\(b ) (1) ············ 
c~. !+if.R-i-1:-TI / ~ b ) (3) - P .L. 86- 36 __ ...;__.....;..i. ________ 11-______________ ....,._.L-;,....... 

............. / 

........ 

.. =<::-. and that the anal st initially beliey.ed"was associated/with the \ 
.. <::::-.. Subseqµenf~esearch revealedlhat the . 

·· ........ .. 
.......... 

Noting that the telephone number had nev~r been detasked 
from NSA ~.oHec""'ti-. o..,..n ..... · _........____,.,_....., fterl / I 
I !the .analyst ha er detasked. ..... .............. 

·SID task:~d-
telephone numbers belonging to ~ 

... OV.er .... a_p_e_n ..... o-... -.. -o""'···-ti-m_e_,_o_w_e_v_e_r_, ..... 1t,..._e_c_a_m __ e 
,... . ...- .... a--a-r-en-t----,th_a __ t-r· ----.h-e-··"""n,......umbers: 

,,,,,,,",,,/:":,/ ,./That nt1m:ber was subsequently detasked, all traffic 
........... ~ . ....-:::::::::....-··.:: ... obl(;li.nedfr,9-m .. fh~ tasking was destroyed, anQeports .cpn.t~_~ning 

_../ .. ··<··,.... ,... ....... _,..inf<>.;gnation obtained during the tasking were canc::~lled" ···· • ( b) ( 1) <" ..... :: : ;~Ji lthel ····································· lissuedl i::~::P. L . 
,,~:::lfii@:~~~~:::~:::::::::>"'" which were later found to be based on cornmunicati~-n~ .. _of a valid 

.. (b) (1) ...... . 

86-36 

(b) (3 ) - P. L. 86- 36 ..... 
(b) (3 ) - 18 USC 7 98 
(b) (3 ) - 50 USC 3024 (i) 3 (b) ( 1 ) 

(b)(3)-P. L . 86-36 
(b) (3) -50 USC 302 4 ( i ) 
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foreign intelligence target with a u.s~ l··The······ (b) (l) 
-----.....---......-----" (b ) (3) - P . L . 86- 36 

reports were cancelled and the collection was destroyed. 

f. CTSl/SH Without seeking the requisite waiver from the DIRNSA. the 
.................................. l ................................................................... ldiss~~nated··tol I 

·1'£l 'i ~i~ifiji:::;;;;;:::::;:::::::::::· ........................... information about a U.S. ····etsonobtained b inadvertent! interce tino-
(bl ( 3')·..,;·p·;·L : ···-a-(5::::3e-············· . ............................................... ~-......;.;;..-......- ___ ........ _ ___.___. __ ......._ ___ ...____.. ..... 
(bl ( 3 i -·sa··-.U:sc .. ·3{).24··cir::::::his ·eo . . unicatiOns ···and 

···... ········ 
········· .... 

fathe W!'ke of tll0 irit~t~ ~he 
L.or-.o,....-r-""""'"°"'"""""r---......... ""'T"""--'T""""""-.....;r,..a.......ince ·t<i lthrou~~J · \ 3) - P . L . 86- 36 

... ....- ./ ( b ~\"(3)-18 USC 798 
_.......- .. / (b f\(B) - 50 USC 3024 (i) 

a SID anal st condutt~-~ d~;abase se~--~~lies 

....... ·· 

---.. No reports were issued on the resulting material, the retrieval 
was deleted, and the analyst who performed the searches was 
counseled and given additional I/O training. 

// (b) (3 ) - P . L . 86- 36 

This uarter unintentional retrievals using'the h. 

....__------..----------------------' ·~aw traffic files 
resulted i 'neident..s against U.S. persons. All incidents were 
reported to· responsible .'Oversight-offi.<:.!als and corrective actions were 
taken. All unauthorized traffic collect~cfhas··beend.E:?.-?..~royed . 

........ ·>· (b) (1) 

b. (U/fFOUO) Dissemination of U.S. Identities ........ ......... ......... ( b > < 3 l - P . L . 8 6-3 6 

(1) (U) Intentional 
..... ···· ········· 

..... ···· ········· 
..... ···· 

········ ········· 

(&'JSI) In accordance with .. secti~n 7 ofUSSID 18, U.S. identities were 
disseminated lltirii~s during this quarter. The following table 
shows the justu'ication and the number of instances of dissemination: 
In the "Unmasked" column, the U.S. identity was revealed in a 
serialized end product; in the "User Requested" column, a U .S. identity 
was released to a user at the user's request. 

4 
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• ;,, •. ~'~{J,u~~~1~*~;~~!~~·¥~ *r~~r~:~~; .*g~t~~~1~t; 1'.rs~L"";:.:·. 
7.2.c Necessary 

7.2.c. l Foreign Official 

7.2.c.3 International Narcotics 

7.2.c.4 Criminal Activity 

7.2.c.7 U.S. Government Official 

TOTAL 

········· 

........ 
.... ··· (b) (1) 

( b) ( 3) - P. L . 8 6-3 6 (2) (U) Unintentional ··········· 
·············· 

(£/,£81) During this quarter,OSIGOO ·~~oducts were canceled because 
they contained the identities of U.S. persons, organizations, or entities. 
Those products that contained information derived from 
communications of U.S. persons were not reissued. 

(3) (U) Raw Traffic Dissemination Outside the SIGINT 
Production Chain 

a. ('f~//SI)I l · th~ .I/O officer atl I 
I l-<leterm.in.ed that ther · · · ... ... . k~assined 

website, which is available to bo't'h .. those .per.~.Qnnelwho .. are part of the 
SIGINT production chain and those who are n:~t; ·coiitai~ed::r.aw;;;;;:,J 
SIGINT traffic. The raw SIGINT data has been removed. . .. ··::<)1b) (l) 

...- / , rb ) (3) - P . L . 
. .... . ..... ·" .... : .l 

...... 
........ ·· ....... .. 

..... · . ..... .·• .... · .·· .... . .. ..... .. .... · .. · 
.......... . ..... ·· .... · . .... . .. .... .. .... · ,.· ..... ,.· 

......... . ....... 
e ensures t at t e 

personnel are trained by tl}_e ·OGC on NSA's legal restrictions and on \ 
proper handling and 9.issemination of SIGINT data) I 

86- 36 

I !·Personnel working in or with SID during the firs~ 
quarter of fiscal year 2004 include representatives of thel I··· {b) <3 ) - P · L . 86- 36 

\\ 

5 
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re_le_c_tr_o_n_ic_a_l_ly~w __ it_h_t_h_e_I ~~~~~~~~~~~~~-~--· ~~----~· f ib> 131-P . L . 86-36 
_I __________ !··· .... · 

4. (U) OTHER ACTIVITIES 

(U) Assistance to Law Enforcement 

(8118{) During this quarter, the SID approved requests for technical 
assistance from law enforcement includin re uests from. _ ....... ::"'''"!'<·~I I 1 I 

. ! , (3)-P . L . 86-36 

·Assisfiiiice included 
....... ······· 

(U) Working Aids 

(U//FOUO~ The SID maintains "U.S. Identities in SIGINT" and a 
matrix of blanket reporting waivers on its web page for use by all NSA/CSS 
analysts. The E.O., NSA/CSS Regulation 10-30, DoD Regulation 5240.1-R,. 
and USSID 18 are also available on-line. Several offices in SID maintain 
files to be used to prevent targeting of U.S. persons. 
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