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'l\lE.NfOHAN'DlJM FOR THE CHAJRM} .. N. IN'rJ!:LLlGENCE OVERSIGHT BOARD 

SUBJECT: nJilfOUOi R~pfrrt to th{~ fntelligflnce Oversight Board on NS/\. 
Adivit.if.:8 - lNFOmvIA'J'ION MJ!;MORANDUM 

(lJ!WOUOt- Extept as prcvi.onsly reported to you or the Pr0~ri<kmt, <ir 
othcnvise stat~~d. in. the enclosm·~!. ·1.,ve have no n~<•~~on to bdj(w~~ tlw.t <:tnY intellif!'Cnce 
~div:itif:s of the National Sectu:it:~· Agency during the quarter ending :30 ch.me ;i{}06 
Vvet:e H:nlawfi.11 or contrarv to 1!:2'~~entl.:vE~ Order or Prns.id~ntial Din.~ctivf~. and thns 
rt.:!quin:d to be reported piJr~iuan.t to Section 1. 7.(d) of Execut.Jve Order 12;3:33. 

,.·· 

(~r'--ROBERT L . DEITZ 
\ .. > ('' 'i ,.., 1 1en~ra ~,.;oum;e, 

Em+ 
Clnm·t~~dy i.?t.'.pott. E\pproved for Release by NSA on 12-19-2014 . FOIA Case # 70809 (Liti gation) 

This J1;fom~>rm1dtnn is Unc.ln$s:ified 
Gp.on H(imova.J ( i f F:n~J.:):'\lU"(~ · 
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1. (U} ~NSPECTOR GENERAL ACTIVffi.ES 

a . COHOO During this qua:rt~;r, tirn Offic1:: of 1nspcctor c~mera1 (OlG) reviewf:~d. 
"rJri .. ,,, .. :, in-·~~iJ; crpp(:f' 8.<:ti''it·i<'~ nf i h<.' !~·.,tion':i.i ~{'..;'"1'l~V AP·"'·"cviC,>r:tr·;} ~~H·"tri'·" '':'.Pl"VlC€ \.(. ts..,... .. J . • L ~s ·'C ···,. ...... \i ..... ~. ~'· ......... 'IO .... J. <· ' ' . \, ,,..,,., ..... .,A tF. 1 ... . r,, '-''-'· _, ...... l 1,(A ...... .; .; l,,. 't. .. J $.,.;. 

CNSAJCSS) to ~fot(:.rminc ..,,vheth(~r they were conducted in f1Ctordancf?. -\.;;,:jth applicabh:; 
st 3.tute3,. Executive Orders (E.0.s), Attorney G-cne:ral (AG) procedures, and 
Depart.nH.:nt. of Defon::>E~ \DoD) and .internal diroctiv(~S. 'With f(~·.v exceptions, the issn<:::; 
rn'es~mt!;~d wen::~ rnut.inc and indic~:lt.t:>.d that the open·1t:ing elerrn>.nt~; undl'.lrstimd the 
restrictions on NSNCSS activitiPs. 

b. C'fTl//Jf!n<P) :In the first quarter fiscal year 2006 (report dated 28 Fd1n1ary 2006) 
\Ve reportr>.d mi:s1.1B1:i- (jf the U.S. SlGINT Syst,~i.n.. An investi.gatlon subsbnt..iat.ed the 
allegation that an NSA.. errmiov~~e used the SIGTNT Sv8tem to tan-7.et his foreig11 
gfr'i th end 1 n r l ·Th(:·matter·1rn:s·he-eri'.· ·r.r~fa.iiecl'To .. th(;·NsA .. (5ti\~~ .. ~f......... ( b )(3 )-P. L. 86-36 
Security, omce ofEmp!oyr~e H.(~'Jatkms ~md t.hP- Office of Ge.nern1 Coun~;d (()QC) for 
appropr.iate ;'(ction. 

2. (U} GENERAL COUNSEL ACTWfflES 

ICH~JD The NSA/CSS OGC n~viewed vnriou::; intelligmlc~.:r act:iYities of the NSA.!CSS 
to d(!termine wb.eth~~r they were conducted.ju accordance \vi th ~pplicabfo statutes, 
EOs~ AG pro·~edun>.s, and DoD and inti.:~rna1 directives. 11w OGC ad:vised Agency 
demenLs on a nmn.ber of quest.)<ms, inc:lu<Jjng the collection and diswn.~)nation of 
comnumieations of, or conce,rnin~{ U.S. persons; th(~ rnport.i:ng of pos;-sihlc vinl<it:ions of 
federal criminal law contained in Signals Intd!igence (SJ.CHN1') product; th<:~ '!it~stin.g of 
e1ectronic f~quiprn.ent., and the appiica.b:i.lity oft.he Foreign Intelligence SurveillarK'B Act 
(FlSA). ·with fow cxeept.iorrn, the issuE.~s presented wt.~re routine arid indic~ted that the 
operating (~foments under.stru1d th<..; restr.ictions on NSA/CSS activities. 

3. (U) SIGiNT ACTIVITIES 

a. (S,i;.'.~Hj Colfectlon Against U.S. Persons 

86-36 
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. :.. . . ~ .. . 

h. {SfjOJ) The AG ~~rant<id «uth<>rity to collect th1~ con.nnul)icilt,;~ns of0 1J.S. 
pe.n;ons ov(?r~ea~ during this quarter. ....... 

.. ··" 
... 

(2) (U} Unintentional ...... · 

_,. ' W . " ) .. . "'"\ r ·1 ~ J. \.... r-1:·~· ·· · ' • rt. '(" l <r., 1 t8n ... .H11 . 4f , r 1~s quar~er, t,it.'re wer<! L...JU1stances m. wh1,:h ,-;,l ~..1.NT ana.ysts 
inadvertentlv collected com.municntions t.o, from .. or ahout U. S. \'..'icrsons whi.le ., . . ... . 

pursuing foreign intel1ig1~nee tat...;king·. A.li of the inci<lE~nts were rf>port€d to rc~;pm1sible 
ov~~rsight omcials, and corrective actions w<:1:re taken. 

b. (Ul/f'QYO) Dissemination of U.S. tdentities 

(1} (U} intentional 

D.in!Ct.ive (l.TSSID) SPOOl8, U.S. identiti(}S w.ere disseminated ~irri.es du:ring this 
tSkS!) !n accordance with section 7 oftJnited State, Si:1l• Inteliigenco 

quarter. The :fol.lowing table shows tbe justificat.ion and the num ·~r ():(instance}j of 
dissemination. Jn the "Umnasked by Am~lyst" column, the U.S. ident'it.Y"~as revealed 
in a s1~rialized end product; in the "Unmasked at User ReqlH~st': c(Jhim.n , ~·--~r.s. 
idm1tJty wa~i relt;a~:md to a user at the i.is'°;r"s request. ·-....... 

r- · · ·.·~~~i:.lli;~fa~~- .•..• : .Fuu::::~~:·T:c-0:::~~:-.-. ETi:~~~~ . I 
!
1
. ·-·-~-- ·.> :: · .:_.~{?).'/'Ltt:·:.by Anaiyst/l :· us~ Request· ·:,:f\\·~' : .. :r ·>·< .. _,! 

(bl (1) 
l (bl (3)-P . L . l 7.2.c Neccss;uy 

}-·-.. ··--- ---... ·----------··- ---:---·-··-' ~ ..... , ~ . Cf' - 1 
~-~:.:.~.:~~~-.'.~~~~(~~~~-~) t lC ~~----··-·~--· ---·----·----·----·-

j 'l.2x .. :.3 Internfl~iona1 Nan:otks 
1---····--·--··-----...-·-------··------·------
1 7.2.cA Crimir1al Acbvity 
I -· 
t----··-··-.. ·---- ·--- "- -··---··---------·--···-·"--... -----------

1
( 7 ') - .-:' T «,: (-0V('1'l" l''L"'I'· { ' )t.fi"·c;,.l I 
- '·'-·'-·: ~::_:~~ .. :' _:_:_'.~~~~~: _____ :~~--···--·--
! TOTAL 
L---·--··--··--·------·- ---·-.. ·------- .. t: .. ::: .. :::: .... :: ... ==--=-:: .. ::: .. :: .... :::.,.:::~::: .. :::--=============:=.! 

2 
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·. :! . . ' · .• 

. .. 0(b) (1) 
{2) (U} Unintentional !\(b l (3)-P . L . 86-36 

.· : : ·. 

a . (£//Sn Durinff this quai.~tC:~:~._Q1!IGINTpro<l.ucts w<~r~ ca.ncellod bee~rnsc they 
contairH;d the identities of U.S,.··r>~~rsons, o~g'rmizations, or en.titiE~s. In all hu-;tam:e1s, 
th<:: reports w~re eit.he.r not i~f~fo:.;_;ued or '.-ve~e 'n-~issu.ed with the propPr m:inimization. 

b. In on~ }n.stancµ:· · an\el~~ctr-onic mail (e-mail} containing th(~ 
-, .... , .., ~ .f• ,... T 1 ::::::, :i. .. .., < • -~·, !".i C.:: .,. -. ('.'.'O;• ... ~d '' 1· .) t ., > l.a.L .• ~· 01 <:1 1~ . .... -OE.J.::;~m .. -"' .. , ...., 0 .• 0..1. t w i .r1 , .. l e 

(3) (U} Raw Traffic Dissemination - SlGiNT Production Chain 

4. (U) Other Activities 

a. {U/ffOUO) Unauthorized Access 

. I I ........................................... ::::::7b_._,·.,·_.,.:)· (3)-P.L. 86-36 ( 1) (T8M3f// REL) analy~ts'ofttsfrte ... oftfo~ ~JGINT · , 
production chain had access to unrninirnized met~3.dat.a. I 

(2) CT'C/.'f.31//0C//Z~·.f?) I j.r.,eL.-P-P-tt-:-_.,-?.<-.:i-~1-. -co_r_n_p_u_t=-.€-~1-· -sf-~c-, t-tr-:i-:"t-y-,-:, i,...0T5-~1':"'ti,...o-n--:-t.1-) -:-tl"'"h_e_.tr:"'!~"l"S'l"".1~~,,!"':"l",,_!1',. --l" .. 'T.'.. n 

the cundnct o± their mission) ~1:naly_sts accessed NSA sensitive dai;aoa..s·N.> 
without t rru:ni ng (Jr :µ.roper authorization. -~\f "te~i~f;:{)'!;1~--<i( f.:he dnt<.'J bHses that1 m<(Y- hm·e 

····· :···· .. ·:·· ... ·· 
::::::::::::::·· 

I H '""•• 

(b) ( 1) 
(b)(3)-P.L. 86-36 
(b) (3) -18 USC 798 
(b) (3) -50 USC 3024 ( i ) 
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' ·. . ' ·'' • • ' ' ! \ • •, : ~ • ' J ' I,, ' ' ' • ... ' ; • ' ' ' ... 

bcf:n acces~ed t:m:itu.ln;;; U.S. per~n:n .infr)nJ.1ati.on. An in.ve~>ti.g(~tiun by tho NSA 
Infon:mi.tion Syst.\~rn. Inc·id.r.;:nt Hi:'poi:t. Tc::1m (NJ_Srn .. '.n j:; ongoing·. Th~ NSA/CSS OJ.G 
will report further when tbe NISIR.l' investigation. i;::. c;,<>mph~t~~d. 

(bl (3) - P . L .... ~6-36 

... (.~.ff(Cfl:Jl) I P.J.S. P<~rson )nfonnatl1)n was hnpropf~r\y :?han.)d with 
thf: I l-... A·eount-c+rtr{rrnri~J.m . .a.ri.aJ.yi3LforY.<.~r.4.ed ~ 
d.occm('.nt con~ain:i ng info~·1.1;_i~-~:1..'>.:~---~~J-~>_1.i::l.· .. ~ ... \I.:.~., .. p.~·:.son .. m1dc=J·U:S; .. hcrsims~~~e4' ........... ::::::p:;-l ( 1 l 

I j .... Wlthm···hr.n.11"$ ol d1~1eovE~nng tl.1c violatwn, \-he document v,;as destrny_~d·: bl ( 3 l - P · L · 8 6-3 6 

The rnfo:r-rnoiion hnd. not ber;n farther dis1:!eminated whiJe inl ~ ..... 
b. (Uf!FOUO} Foreign lnte!Hgence Sm·vemanc~ Ad (F!SA} tncidents. 

(1) ('f8f/0f/fPW'l Or~ ~icc.?sior1s, we foam~~ of the unintentional collection of 
persons in t.he 1.Jnjted St.ates! 

I l··ln··aJ1 .. {:asesth.e. .~oUect:ion \i.1f:i8 dHstroved in accordance \<:;;ith··USSlD SPOOl8. // 

--(u-'J'-1 ( .... T8119I/ftqf?) An an~;·;~~··:~~;;.;:~.~~~~···· ······ ······ ····-~··· ·· ···· ·· ···· ·· ···· :~~~--~~;~~~~:;~·~;~~~;~~:d:: :b~: .. i~:::~;:§A:::i~~~~) 

instance'.:' of umwthorizE.,JJ collection. Then~ wer;;~ n.o ret1otts _,ubhsht:!d on the 
collecti0.n,·· <md thb 

......... orcr;~;fo trac.k the action until de'5truction is confl.n:ned. As o1 / 
·~·ore added into the 

P . L . 86-36 
18 USC 798 
50 USC 3024(i) 

"f-trl ··U) · l" ·"" .. or( er. 
(b} ·c3')'·:::·p. •. L .. 86-36 

·····.•.. . 
···· ... the 

......... ri.:::i...lo.=..s.::..a..;;~~---------------r-----.....t......----;.J 
k{~~:·t- ...... e.':'.maiL~1ddn)sses on eoverag0 ~fter the ...... .···· 

··....... ...The·e·maH .. address~s· wetedettisXcci .. asth'~'.y··1i11ertb l ( 1 l 
i....,d~i~-,~-~-v-e-n;~~d~~ r--~~~~~~....._~;....;....;..;.;;;.;;;.;.;;;..;...;~..;, (b) (3)-P . L . 86-36 

(b ) (3) -50 USC 3024 (i) 

+z+,~-.µ..~'+-, ~ .. ~, :,l'!" ... .1~·:::::::::::::::::::::::::::::;:::::::::::_-,..1.<l;:::.l::;;;S;;.;:.C;,.;.:D..;.Y.;;;t~~r.e~·d;:::...;t;;;,;'h;.,;;;B;;.;.t;...._---, 
UH~tada.ta as§]i:>c:fat;ed witn p:r<-}vious y p:roce.sse<1 voice ...._ ______________ .,...._. 

I .......... jhad not bem1 purged in f.lccoi'dance with FJSA retontion ... // 
req-..;jre·:r~Jent:s: .. ··This was discove:r.:9¢!._:1yh.en .. t.h(!· ~rfcl ............... ···· .. ... .... ...... ....... ... ....................... . ...._ _____________ __. 
.. ;;::::::::::................ .. ... ... .. .. . . ....... ···· 
(b) (1) 4 

(b) (3) -P . L . 86-36 t t .. : \t·. :,\~i·.:. · t. ~. ;: \ t ! · ~ ·J ·_. c .n.z.\ .. ( ?:~· . '.~ t .. t t. ?N.~~ 
(b) (1) 
(b ) (3)-P . L . 86-36 
(b) (3)-18 USC 798 
(b) (3)-50 USC 3024 (i) 
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\~) (1) 
(b'),_(3) -P . L. 86-36 
( b) ~~) -18 USC 798 
(b) (3) .. -50 USC 3024 (i) 

; . . 
·" {p) (3) -P.L. 86-36 .... · 

........... ·· 
..... , I ....---------.... ,... .. ·;.. ....-------.,. 

()Vl:it ... _____ _.n?pr.rrts 'lve1"e ... to irn d.atahas~ . 

............. ........ ..... ...... . 
... . ....... ............... . . 

....__ __ ___, ..... """" .......... ........ ........ ........ ........ :::::>•f-(~b")''"iii"'""""'"""""" 

................. · \( 'b}'{._3 ) - P . L . 8 6-3 6 
d. {U) Assistance to l.a\."{ .. Ertforcemenl \.. ······-... 

( ~'.!HDiJ D_?i_:~.9-K~thi~--~~~~-;fft~~r, the ~lD tes··:::h):d:·;i-'t:ollrequr.?.Rt fo~ lingni~tic: sup1~ort 
and I E·m· tecnmcal ai=;s.rntance tr.om \ TeCri.'n'tcal support WBS ::ilso p:rovided 
onc.B to the -.. 

e. (U) \IVorking Aids 

(U/lf'OL:01Th(~ SID OfficE>. of Oversight and Cornpliance mRintains •ins. Ident:itfos 
;_ Q1G1'1'rn>ll .• l , ·t,..·v f-'l; <: ,., : ~! " ··t} .· .;t·-" · 't ' 1 \, • • a·~il· ""' ' 1'"1.\-., . .i1. .,, ; ~. ! ar, •. t a rn-.~ .~.t. .. o . u .. s .... c,.~inr:i..1on en.,, iox.. lt:., on. 1 ::; \1 eo pa~~" .. or t.~,e f.l.J .::f:: 

'NSA/CSS gnterprir;;e. Th.e e.o., NSAiCSS Policy Nmnber 1-2:3, DoD H..ognlJ:ihnn 
t)2<10.l·R, and OSSID SPOOJ.8 are aho avai1abfo on-li.ne. 

J 
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