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MEMORANDUM FOR THE CHATRMAN, INTELLIGENCE OVERSIGHT BOARD

THRLL Assistant to the Secretary of Defense {(Intellis gence Oversight!

SUBJECT: (U/ASEST Repurt to the Intelligence Oversight Board on NSA
Activities - INPORMATION MEMORANDUM

(/A0 Bxcept as previcusty reported to you or the President., or
otherwise stated in the enclosure, we have no reason 1o believe that any intellipence
avtivities of the Nationa} Security Agency during the quarter ending 30 June 2006
were unlawfil or contrary to Exervilve {}zutr or r’i‘?%‘t) ntial Directive, and thus
required 16 be reparted pursuant to Section 1.7.(d) of Executive Order 12533,

(LA The Inspeetor General and the Genersl Counsel continae to
exere tse oversizht of Agency activilies by ,r-mm of wcpw“nnrw, surveys, ir elnma,
veview of directives and guidelines, and ¢ u\”«(e and counsel. These activities anc
other data re quested by the Board or members of the staff of the Assistant to Hw

Secretary of Defense Untel TAEs Ow emza}u} 'mf deseribed in the enclosure,

D ™

JOEL F. B REN '\J ER
: In,ﬁ;};(mto r General

{»ROBERT L. DEITZ
T General Coungel

(/A er 1 concur in the report of the Inspector General and ihe General
Connsel and hereby make it our combined report.
J b

fiRIT B, m L%z“ﬁ\ﬁﬁ&
Lisutenant General, U, 8. Army
Dirsctor, NSA/Chief, LSS

Ench

Carterly Repott Ept:srowed for Release by NSA on 12-19-2014 FOIA Case # 70809 (Litigation)

OFRIVED FROM: NSAJCSSPS §-52
DIATED: 13NOYDE
BEOCLASSIFY (N: 2

This Memorandum is Unclassified
Upon Removal of Eneclosure
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1. (U} INSRECTOR GENERAL ACTIVITIES

. S During this guarter, the Office of Inspecior General (O1G) reviewed
various intelligence activities of the National Security Agency/Central Sccurity Service

{NSA/CES! to determine whether they were conducted in accordance with applicable

statutes, Executive Orders (B.0.8), Atterney General (AG) procedures, and
Department of Defense (Do) and internal directives. With few exceptions, the issues
presented were routine and indicated that the operating elements understond the
restricions on N3A/CSS activities, '

b, €FRFSTATY I the first quarter fiscal year 2006 (report dated 28 February 2006}
we reported misuss of the U.S, SIGINT System. An investigation subsiantiated the
allegation that an NS4 enpplovee used the SIGINT System to target his foreign

girlfriend in | The matter hyag been referred to th
Security, Office of Emplovee Relations and the Office of General Counsel (QOGO) for
approprigte action. '

2. {(U) GENERAL COUNSEL ACTIVITIES

=S5 The NBA/CSS OGO reviewed various intelligence activities of the NSA/CSS
to determine whether they were conducted in accordance with applicable statutes,
EQGs, AG procedures, and DoD and internal directives, The OGC advised Agency
elements on & number of questions, including the collection and dissemvination of
commumnications of, or concerning 11.8. persons; the reporting of possible viclations of
federal criminal law contained in Signals Intelligence (SIGINT product; the testing of
electronic equipment, and the applicability of the Foreign Intelligence Surveillance Act
{FISA). With fow exceptions, the issues presented were routine and indicated that the
operating elements understand the restrictions on NSA/CSS activitios.

3. (U) SIGINT ACTIVITIES
&, TSI} Collection Against .S, Persons

{1} {U} Intentional

a, A E-During this quarter, the Director, NSA/Chief Central Securify
Service (DIRNSA/CHCSS) granted approval for consensual collection against] -

(b)(3)-P.L. 86-36

#0) (1)

U.8. persons. DIRNSA/CHCSS also approved pon-consensual eolleetion of|. Tus. {b) IRl B9 30

companies|

[0S, organization

believed to support terrerist activity, | hgents of foreign pewers|

[U:5: citizens believed to have been held against thew wi1§I |
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.Dis 8. persons was rout inel)

by a forei

LR R

rei**m'xafr‘d this quarter.

Ty power-oF group engaged in

SSB-approved consensual fsﬁ; o0 tion

b =t3#55 The AG granted authority to eollect the communieations of D 5.

persons overseas during this guarter.

{2 (L Unindentional

s This quarter, there were
inadverte mix coliected communications te, from, or about U. 8

I:Iin stances in which SIGINT analysts
8. persons while

purswing foreign intellipence tasking. All of the incidenis were reported to respensible
ovaralgnt officials, and corrective actions were taken.

b. (UMEQUG) Dissemination of U.S. Identities

{1} (U} Imentional

~t8#8Trin accordance with section 7 of United Siates 8i
Directive (LSS SPO018, ULS. identities were digseminated
gquarter. The fellowing table shows the justification and the num
dissemination. In the “Unmasked by Analyst” column, the

mals Intelligence
times during this
ar of instances of
U.8. identity was revealed

in & seriglized end pmr‘nct' in the “Unmasked at User Request” column, a U.S.
identity was released to 2 user at the user’s request.

q
4
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E ‘lfij’I'ﬁiﬁ:ﬁiAﬂcﬁ- E

: '-‘..','i.-i'nmaskeci . g ﬁﬁmasised at
o by Analyst . User Request”

Necessary

7201 Foreign Official

i 72053 International Norcotics

Sy P
¥ A

4 Criminal Activity

7207 LS Govermunets Official

TOTAL
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{b) (1)
b) (3)-P.L. 86-36

{2} (U} Unintentionat

a. s uring this i';narte:t\':l‘a;i{ SINT products were cancelled because they
contained the identities of U8, persons, organizations, or entities, In all instances,
the reports were either not reissued or were reissued with the proper minimization,

k. In one instance| Jan electronic mail (e-mail) containing the
pame of a 1.8, persan was shared with thel |
| | The e-mail was suceessfully recalled

£3} (1) Raw Traffic Dissemination — SIGINT Production Chain

| The S1D ensures that the
personnel are frained py the OGO on NSA/CSE's {egal restrictions and on proper
handling and dissemination of SIGINT datal |
Such persons working in or with SID during this guarter included representalives o

3

4. {U} Other Activities

a, {UFFSH6es Unauthorized Access

(1x

production chain bad access to unminimized metadada. |

| |rep(_n_‘_t-=.?.d a computer security violafion to the NSA/OBS in
the conduet, of their mission] poalysts accessed NSA sensitive databases
without training or proper authorization. Al lesstone of the databases that may have

-
o
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=P.L.

) (1)
) (3)
} (3)-18 USC 798
) (3)-50 USC 3024 (1)

86-36

18225 — (b)(1)

(b)(3)-P.L.

{b) {(3)-P.L. 86-36

== |analysts outeide of the SIGINT _ (b)(3)-P.L. 86-36
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hoen aceessed contalns U8, person information. An invesiigation by the N
Information System Inciderd Report Team (NIBIRTY is ongoing. The NBACSS QIG
will report further when the NISIRT mvestigation is com }_Ltﬁ.-@.f}.

(B} {3)-P.L. B86-36

|¥‘:‘ person information was impreperly shared with

| -A-counterterrorism dfidf}”\{ forw r:i*d*c(’ &
document containing informativn about a U.S. person and i i o) (1)
Within hours of discovering the violation, the docume ut was destroyed. b) (3)-P.L. 86-36
The miormation had not been further disseminated while ml I

b, (/PO Forelgn intelligence Surveiliance Act (FISA] incidents

(1 FPSRaEAE Or hcc_asie ns, we learned of the unintentional collection of
persons in the United States|

| | In all cases the collection was destroyed in aceordance with USSID BPODI1¢

{FESASEFATTrAn analyst 'targc:ted| hﬁ tongercovered by a FI"?}{; 'éb'kﬁi%ﬁ,)

P.L. 86-36
18 UsSC 798
50 USC 3024 (i)

instances of unauthorized collection. There were no reports published on the

coltection. | land the
_OFG will track the action unti] destruction is confirmed. As of] |
[were added into the

)y(1) - TISS order.
(b){3)~P.L. 86-36

(BLRESUSTAEL TTnaware thail | the

NIA Officel

[kept] - Je-mail addresses on coverage after thel

| ]

[ | The esmail addresses were detasked as they wen) (1)
discovered| | (b) (3)-P.L. 86-36
(b) (3)-50 USC 3024 (i)
{4} CPEHRHINTY _ |discovered that
motadata associated with previcusly processed voice | |
| Jhad not been purged in accordance with FISA retention _
requirements. L his was discovered when the| [ard
T ; -
b) (3)-P.L. 86-36 S R L ST LA S A U T S Bt B £ U R P 3 2 {b)(3}—P L. 86-36
{(b) (3)-18 USC 798
(b) (3)-50 USC 3024(i)
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tb) (1)

(b) (3)-P.L. 86-36
b) 3)-18 USC 798

{b)(

3)-50 USC 3024 (i) i “{b) (3)-P.L. 86-36

Y &:leIx"epr_:rtss 1-\:;;&%'&] ]t-'ié | |aarabase.

Software chenges were made | |

| Prc— = )

(b
d. {i}} Assisiance to i..aw Enforcement

—r'étb‘-rb-lrz,a ing this quarter, the ST responded ;-olzlmque,ﬂt for 1 guntlc support
ind| For technical assistance from Technical support was also _"sz‘owie'-o
once to thel

(1)
)43)-P.L. 86-36

,.}

e, {U) Working Alds
(UAROT0T The SID Office of Oversight and Compliance maintains “11L8, Identities
in *’;‘I(;i\’”"’ ant a matrix of dissemination authorities on its web page for use by the

NSA/LCES Enterprise. The E.O., NSA/CES Policy Number 1-23, DoD) Regulation
5240.1-R, and USS10 SPOO3E are also avalable en-bine.
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