
, DOC ID : 4165195 

NAT.iON.t11.L SECl.N=?.ffY AGENCY 
C ENTRAL SECURITY SE.RV.ICE 

7 J"une 2006 

MEMORA.1'.TDUM FOR THE CHAIRMAN> INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SlJBJ.ECT: (U/fFOUO) Report to the Intelligence Oversight Board on NSA 
Activities - INFORMATION M'E.MORANDUM 

(U/lf?OUO) Except as previously reported to you or the President, or 
otherwise stated in the enclosure, we have no reason to believe that any intelligence 
activities of the National Security Agency during the quarter ending 31March2006 
were unlavvful o:r contrary to Executive Order or Presidential Directive, and thus 
required to be reported pursuant to Section 1.7.(d) of Executive Order 12333. 

(U//'FOUO) The Inspector General and the G1.-meral Counsel continue to 
exercise overs.ight of Agency activities by means of inspections, surveys, training, 
~revie\v of directives an.d guidelines, and advice and counsel. These activities and 
other data requested by the Board or members of the staff of the A.<;sistant to the 
Secretary of Defense (Intel~~~! ~~~,s~~~~ ar(~ described in the enclosure. 

· · {£\e/t r lf 1k 
( .... ···------~·- . 

jOEL F. BRE~'NER 
\. ) Insoefctor General -· ---~---· ,_ y ! // j ~·--·-·-· 

/';:,/ :( l:..l·~:-- .- ·--···~;:~·-:;_~-;:::~,. .. 
,/ ;; •. ! ! ., .. I. __ , ... ~ 

ROBERT L.:.l>EI1J.:'.e' 
Ge:ner;tlS9urrsel 

(U/t:POUO) I concur in the report of the Inspector General and the· General 
Counsel and hereby make it our combined report. · 

/ I /) 
_/;~-/?-· !'\ ft~ ! ) 

<7-.l, t_.) ';:;;'(j ,f·-·-f/ 
KEITfI B: ALEXANDER 

Lieutenant General, U. S. Army 
Director, NSA/Chief, CSS 
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Quarterly Re.port 

This Memo1·andwn is Unclassified 
Upon Removal of 1!-'ndosure 

DERIVED f'RQM: NSA/CSSPM 1-52 
DATED; 23NOV04 
DECLASSl.FY ON: 20191123 

TOP SJ3CREH'llOOMfN'f/ffALRN't' KEY HOLEi/NOli'ORN//26~81128 



, DOC ID: 4165195 

1. (U) INSPECTOR GENERAL ACTIVITIES· · 

a. (Cf/SI) During this quarter, the Office of Inspector General (OIG) reviewed 
various intelligence activities of the National Secllli.ty Agency/Central Security 
Service (NSNCSS) to determine whether they "Nere conducted in accordance with 
applicable statutes, .ff:xecutive Orders (E.0.s), Attorney General (AG) procedures, 
and Department of Defense (Do:O) and internal directives. With fow exceptions, the 
issues presented were routine and indicated that the operating elements 
understand the restrict.ions on NSA/CSS activities. · 

b. (U//FOUO) NSA 0 IG inspectors completed an. !.n.~p~.tion of-thel···························:::::::F'Tb) ( 3) - P · L · 8 6-3 6 

______________ IOn--3t··M·arch"20"06. The intelligencf:) 9yer·s!ght 
program was found in good order. . ........ ....-

.... 

c. (U//POUO) Stemming from the NSA OIG special _13tudy··~f the .~c6;ss to Signals 
Intelligence (SIGINT) byj .. · l·-U review of 
possible E.O. 12833 infractions in areas uwetated to NSA/CSS was conducted 
(report <lated 28 February 2006). Th,e:re··v;;ere no E.O. 12333 violations or improper 
management in I lacfion related to the review. · 

d. ~Last uarter we re )Orted alleged misuse of a SIGINT Database by~ ................ . 
-employe~ .. (teportd~t~:a::2:s:Feh1;uary2oo6r···Th~) ( 1 > 

L..i-n-c1 ..... d,....e_n_t .... h_a_s .... b_e_e_n._r_e..,..fe-r-re-d.....-to_t_h_e __ ........., OIG·for··aaTon .. as deemed appropriate. · (b l ( 3) - P · L · 8 6- 3 6 

VI 1¥'0UO) The speci~1. ~tl~dY.. .. of the NSAtq_ssL .... ··: ....... ·:: .:·· .. ·:: .:·· .. ·:: .:·· .. ·:· ....... , ·. .. ....... , !"- · (b > < 3) - P · L · 

re':eal:d. tl_e_fi_ci~fi.(training-· ~ccounta?illty (report dated 22 August.2?05). The 
1as·1tisfatuted a formal trackmg and follow-up system to ensure trrumng 

c p ance. · . 

f: (3#8Iffli:F) In tlrn second quarter of fiscal year 2005 (report dated 17 May 
2005), we reported the misus~ of the U.S. SIG INT SystBm. An NSAICSS OIG 
investigation revealed that an NSA employee had misused the SIGINT system by 
conducting unauth.o:rized electronic surveillance of a non-U.S. person abroad for no 
legitimate foreign inte11igence purpose. The matter has been referred to the NSA/CSS 
Office of the General Counsel, for consideration of referral to the Department of Ju~"'tice. 

uarter fiscal ear 2004 (re ort dated 

Derived From: NS/v'CSS!v1 l -52 
Dated: 20041123 

Declassify On: 20291123 
TOP SfCR:E1',·ToMfNTl,1'ALENT KCSfllOLL"f!~OFOKlCz0291123 

86-36 



DOC ID : 41651 95 

(b ) (3) - P . L . 86-36 

Tor SECRETFCOMl!fl','ffAU~NT KEYHOLEJ/t.JOFOfHL'2829! I?) ·\b ) (1) 
( b ) (3 ) - P . L . 86- 36 
( b ) (3 ) - 50 USC 3024 (i) 

f land the NSA OIG conducted a joint inspection of the 
I I Action has been completed to 
rectify the weaknesses in their intelligence oversight program documentation. 

" h. (~1/Sl) The OIG reported an investigation of unintentional collection of a U.S. 
person in the first. quarter fiscal year 2004 (see report dated 17 Ma._r.cl.i -~0.04) . ... From. < b > < 

1 
> 

I INSA-Signals Intelligence Directorate (SID) targeted the <bJ <3J - P. L . s6- 36 

com.munications of a U.S. person located abroad without the required AG 
authorization.. As a result of the OIG finding of shortcomings in the control 
environment, OIG recommendations for improvement have been implemented. 

2. (U) GENERAL COUNSEL ACTIVITIES 

(ClfSI> The NSA/CSS OGC reviewed various intelligence activities of the 
NSA/CSS to determine whether they were conducted in accordance with applicable 
statutes, EOs, AG procedures, and DoD and internal directives. 'I'he OGC advised 
Agency elements on a number of questions, including the collection and 
dissemination of communications of, or concerning U.S. persons; the reporting of 
possible violations of federal criminal law contained in SIGI°t'.TT product; the testing 
of elect.ronic equipment, and the applicability of the Foreign Intelligence 
Survei11ance Act (PISA). With' few exceptions, the issues presented were routine 
and indicated that the operating elements understand the restrictions on NSA/CSS 
activities. 

3. (U) SIGINT ACTIVITIES 

a. (S.#81) Collection Against U.S. Persons 
/((b) (1) 

(1} (U) Intentional ,... _...:.:~i (b) (3}-P . L . 86-36 .. · . ; 

,•' ! 

a. (Ta.<t~I) During this quarter, the Director, NSA/Chief Centr~l Se(:!uri 
Service (DlRNSA/CHCSS) granted approval for consensual collection againp.;;s;.;;.t _.,...... 
U.S. persons. DIRNSA/CHCSS als.o approved non-consensual collection of 

--~-= .... 
U.S. companies openly owned and controlled by for~ign governments; U.S. 

ersons known to be ents ofa forei wer,C]U.S. citizens taken hostage bl 
-=====--..--'"""":'1-~~~------=~-DU.S. citizens involved in l....._ __ ___.j 

an .S. citizen who escaped fron 
~~~T'""J"lll~ ---~~-___. 

CSS-approved consensual collection against .S. persons was 
routinely ten11inated thi~ quarter. · 

2 
·--·op f"lTRr r ·co;"it><!T'"r. LF~'i- '(f' 'f{Ol j" :HofORl ' ,',"'~fl?9 1 t°) l .j ..;_ ..1 I .' ,v .. i · . • '_ ·' (\ ; ,_;. . J. .. ~ f __ J , Q, , .._ , _ -

• ••• •• < •••• • • 

·· ..... f. ..... ···· 
(b) ( 1) 
(b) (3)-P . L . 86-36 
(b) (3) - 18 USC 798 
(b) (3)-50 USC 3024 (i) 
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b. (8h'8I) The AG granted authority to collect the communications or·Du.s. 
P.ersons overseas during this quarter. . ... / . 

....... / 
(2) (U) Unintentional · 

a.. (8/!Btlfli!') This quarter, there wereO instances in wljl~(~alysts 
inadvertently collected communications to, from, or about U. S . . Persons while 
pursuing foreign intelligence tasking. All of the ipcidents wer,.e'reported to 
responsible oversight officials, and corrective actfons were t~ken. 

· b. -(8//SI) NSA/CSS analysts discovered that al ./ .... / ~asked 
c::::J;elep~one numbers that served U.S. perso~s. Th~lnumbers, approvedifor 
tasking inl 1 .. \V..~.!e removed from t~kin_g .. ·o_r,il bl ( 1 l 

............................. :" ............ ,..... ! ... /_.../ (b ) (3 ) -P . L . 86- 36 

b. {U/IFOUO) Dissemination ;;f-lLs:;:::1aentities 1 .. /....... (b l (3l -1 8 usc 798 
. .. ..... :::::::"""" /-" (b ) (3 ) -50 USC 3024 (i) 

.... \b}.._( 1) 

(1) (U) Intentional (bl (3J.,,,.E' . L. 86-36 

· (a) (SN<lI) In accordance with section 7 of Uni~:··~~:;.;;~·Slgn~ls __ ___ 
Intelligence Directive (USSID) SP0018, U.S. identities were disseminatedl .... __ ..... 
times during this quarter. The following table shows the justification and the 
numbE)r of instances of dissemination. In the "Unmasked by Analyst" column, the 
U.S. identity was revealed in a serialized end product; in the '"Unmasked at User 
Request" column, a U.S. identity was released to a user at the user's request. 

7 .2.c.1 Foreign Official 

7.2.(.3 International Narcotics 

, 7.2.c.4 Criminal Activitv r---- , 
, 7.2.c.7 U.S. Government Official 

I TOTAL . 

3 
TOP SCCRETr'C0\1H~'f'/TALLNT KCYM.OU L .~Ol- t:Jh.l~;; "-0..!9112_, 



DOCID: 4165195 

(b) ES//GH While 
............ 

a ress t a contame transm1ss10ns of c 1 p.ornograp y. . .. gcause .. o suspected 
criminal activity, the incident is under rey.iev/ by .the ... NSA/CSS OGC for a referral 
determination. _,,,,:::::::::::::: ........................... . 

_./\(b) (1) 
./ \(b) (3) -P. L. 86-36 

(2) (U) Unintentional .. / 
_,.·,,· 

a. milsl) During.-thi·~· quarter O sIGINT products were cancelled because 
they contained the i>!entitiE~s of U.S. persons, organizations, or entities. In all 
instances, the repo'fts were either not reissued or were reissued with the proper 
minimization.,.... ..... 

....... 

?.:." e;FsNSf/l~tF) An incide1:1t involvin~ the verbal di~seminrion of the names 
o~ IU.S. persons occurred dur1n'1. a _meetm: between NSA an~~ . . I .. 
I 1to NfAL ... "'" .... I No .~~1tten nqt.es 
were taken during the meetin~, a?d th~ lwere:mstrueted ,,£0,:~~~~ard 
and not share the U.S. person mforroation. . ... ··::::::::::::::>:::::>,... ·\(~~ ~ ~~ -P. L . 

········ •' .... :· . . 
86-36 

c. (6//81) Through telephone c9I,P.munic·affo~~· tb:·and·'fio~i " .. ="' "" •.I 
information was collecteg.and disseminated on ·· :S~ .pefsons. Tp.e"collectiori, \ 
which OCCUE~.~~lbetvvee.... . ·as destroy~_q.::6nl \ 1 

I ~ Tfiil.ning was con ucte an proce ures were developeclfo meet the , , 
information need without violating U.S. person privacy. ,.:> .. 

d 
· 10wingly posted U.S. telephone num ers on a 

/ classified ... Orrceidentified.'::=the .. daia·:w·a:s· removed from .. ihe ........ 
/ portal. Research indicated that of th ' vents I re orted du::.~:: ~::ve timeframe 

"(6')(3)-P.L. 86-36 

/ ........... r-------,.---............ _____________________ __. 
, ·············· (b) ( 1) / .. .. .... 

~~~:~·( . ...,... ..... .. = ... --{-3-) _.(U} Raw Traffic Dissemination- SIGINT Production Chai~: i~i =H L~~~
6

~~t (il 
(b)°('3.)-P':t .. s~-36 

······... ··· ......... . 

·... Eo//s·nl ........... ! _____________ ___. 
4 

..,,OP w·cr FT 'f()) lP 'T •er It "•t "f Ki""HOL£'/,1 ' 0rEH.Hi00?~H:?:'\ I s...; •. l .. ,,, . ? ..... <' .1Q . 11 /\ ~.C ... <S ... t . ...... . -.< F . -·- ... 
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(b) ( 1) 

TOP Sf:CRETi/COM.f?ff.'.T.'\LOff KCYI IOLE/:NOfORN:'/2029 I 12} 
........ / \b) ( 1) 

........... ,/ (b) (3)-P.L. 86-36 ---------------------------......... ~····-· __ ....,..., _ ___..., ........., 
// ........ ..... 

. // 
.. · .. e ensures that t e per~onne are 

........ t-ra-1 .... n-e ......... -":""l""""~":ool""l'.,....-~....,.;o"~~o:-;--o;--"""'T'"'restrictions and on proper hindling iu1d 
dissemination of SIG INT datal jl Such persons 
working in or with SID durin2' this quarter included representatives of the 

b) ( 3) - P. L . 8 6-3 6 

4. (U) Other Activities . . :-..:·:-" { b ) ( 1 ) 
... .·· .. (~ .. J"·(.3) - p . L . 

\~~>·\· · ··············· ... 
86-36 

a. (Ulff'OUO) Unauthorized Access 
... · 

('t'8ff3b'I t~F) \Vith the assi~tance ·ofth~· NSA OQC;· .. al \\ .. \... ··1 
web site was made .~.wn:pliai.li with intelligenGe ·ov'E~rsight authorities by restri~tjrig 
raw SIGI~J'..aec6ss to authorized users.J .···..... \ \.. ..I 

I I users outside of the SIGINT r6duction· chain had access to the web site \ '\ 
which contained metadata (b }'· 1.) \ 

.... 31_ ....:·.f . L . 86-36 

b. (U/f POUO) FISA·lric.idents . ( b > < 3 i - P. L . 8 6-3 6 
(b) (3)\~5· .. ? USC 3024 (i) 

~. \ 
... ···· : 

_..;...Cl..;..,) E1'§.>'l8flfnF) While colfocting an FISA Court~authorized target I , 
._____.hin NSA/CSS analyst ~ccesSE!d personal data on U.S. persons. The incidental \ 
collection immediately stopped when the error was discovered 

\ \ .. 

,;..;;;..;;.;...;.;;.....;..;..;;.;;;;_;.;;;.;;.~...;;.;....;..;...i _______ ""'I""'"'""' 

_..1-1..1..w..w'Ujlected data was removed from._t .... h .... ·...._ ________________ _. 
the 

(2) ('f3/fSt/R{P.)I l i~~t;nces.pfunintentional collection of U.S. person~/ 
occurred d:urifi" this quarter . • ! 

.In itll cases L-------------------------........,. .... -... ---'· .•! ....... ..... 

··... .. : .... 
(b)(3)-P . L . 86-3q 5 (b) (1) 

l UP ~EC. RI::, (i1l..OMM [:;!!\LEM r IC~. l f·f()L~/;}:i01"'0R?<f//'2829l l'.!~1~ ~ ~ ~ ~ = i8 L ~s~6;~~ 
(b) (3)-50 USC 3024 (i) 



DOC ID : 41 651 95 

TC>P 'ii;C'l?ETi.'COM.lf>ff-'."fAlXNT KEYHOl.£!/WJfORW,"282~1 i23 

....... ····:::;:~i!.~l<-P } ( 1 ) 

the collection was deleted, and there were no reports issu?,.d .. as· a:· x.·e:$~r~;;gU~~\ .. (3 ) - P . L . 86- 36 
• ..... ···· ···· .. ··· ,...-,.;''/ ! { I;\) (-.~) -1 8 USC 798 

co11echon. . .... ········ ,.. ... ·_ ......... /"/ j ct>\ d ·}.-50 usc 3024 (i) 
········· ········· ............ ..····· .. ::::" ...... ~ \ \ \ ...... .. ... . 

... 
.... 

·outineI y seen. in .......... .......... ...-:>"' ./ \\.tere\ 
L..t:-. n-a-:'d-ve-·r-te_n_t:-h-, c-o-:'l:-le-c-te"""'.d:;::!:...::.=:::.:.:.:....:.:.:.::..:.:..:.i..---..,,;;;..-....,;;;.......,;;,.,;~.-/-..._....i._.L...;,, \ \ \,_ 

.. ···· 

.__ ______________ .. Son.war~ .. fi1 pl~,c:" ,./ ·\r,rm(·~~~ ~;~ - P . L . 
8

6- 36 

modified, tested and verified to recognize alt.data fi~lds-"to-co-_ 1 .... ):e_c...,.t...,.t ... e- pP ..... 'o..,....,..e-,m- . \ <~> <3> - 5o usc 3024 <i> 

(4) E'f'87'f8I//!VF) Unaware that a ta:r ····::ed.f6;~~,...... .. .. // f 

......... ,../_../ / ept t e targe ed.\ 
person on coverag 'The Office ha.d not been · 
monitorin. the collection o.ri a re u1~1' _9asis and did not notice thatl 

........ ,./ " The number was removed frL..o-m.....,.,th'"""e-- .,..F.,..l"SA..,.....--' 
L_.--~--~-"""'":'"--------..-:......---1 

_......... after the error was discovered. However, because 
r-----'-........ ;..._----__. 
L...-____ _."\vas · so on coverage, the telephone number was then added to 

another FISA order and the collection was not dt:~stroyed. 
. ..... ::;:;;;:::::: ,. .... ( .. !J) ( 1 ) 

... . ····· .,,.. ({},) (3)-P:L. 86-36 
d. {U) Assistance to Law Enforcement ··········· .. ···:::::::::::::::::::::'::·· ·········· 

··············· 

(s;//gf) During this quaI;ter, .. th~rsrt5";esponded to ·:~:::::~-~sts for lin .. 
· support an<lC:Jfortech;1ical assistance fro . .....----..__......_ ____ ....._ ___ __.., 

istic 

Technical support was also provided Ol)..ce··to I h~·spectivL.e.-y-.----------------1 

e. (U} Working Aids . 

(1) (U/t.flOUO)-The SID Office of Oversight and Compliance maintains "U.S. 
Identities in SIGINT" and a matii.x of dissemination authorities on its web page for 
use by the NSA/CSS Enterprise. The E.O., NSA/CSS Policy Number 1~28, DoD 
R(~gulation 5240.1-R, and USSID SP0018 are also available on~line. 

(2) {3//31) NSA/CSS Georgia developed an intelligence oversight operating 
instruction that addresses roles, responsibilities, raw traffic database access and 
reporting, and developed a working aid to assist withj ~equests: .................... Tb> c1i 

(b) (3) - P. L . 86- 36 
(b) (3) - 50 USC 3024 (i) 

6 
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