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MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

'l'HRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U//ii'OUO~ Report to the Intelligence Oversight Board on NSA 
Activities ~INFORMATION MEMORANDUM 

(U//POUOJ Except as previously reported to you or the President, or otherwise 
stated in the enclosure, we have no reason to believe that any intelligence activities 
of the National Security Agency during the quarter ending 31. March 2007 were 
unlawful or contrary to Executive Order or Presidential Directive, and thus required 
to be reported pursuant to Section 1.7.(d) of Executive Orde1· 12333. 

(U//POUO' The Inspector General and the General Counsel continue to 
exercise oversight of Agency activities by means of inspections, surveys, training, 
review of directives and guidelines, and advice and counsel. These activities and 
other data requested by the Board or members of the staff of the Assistant to the 
Secretary of Defense (Intelligence Oversight) are described in the enclosure. 

(U/fPOUO) I concur in the report of the Inspector General and the General 
Counsel and hereby make it our combined report. 

. c jn (JJ{J 

Encl: 

. :;f;'' (V ~, 'f';---t . 
. KEI'rH B. ALEXANDER 

Lieutenant General, U. S. Army 
Director, NSA/Chief, CSS 
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1. (U/IFOl:IO) lnteUigenc~, counterintelligence, and intelligence-related activities 
that violate law, regulation, or policy substantiated during the quarter, as well as 
any actions taken as a result of the violations. 

\b) (1) 
(b.) (3) - P. L . 86- 36 

Intelligence Activities ................ 

(81/£1} .. Unintentional collection against United States (U.S.) persons. I ... I 
instances in which Signals Intelligence (SIGINT) analysts inadvertently collected 
communications to, from, or about U. S. persons while pursuing foreign intelligence 
tasking were reported this quarter. . ... ······· ·····;~~,{~; - P . L. 

86
_

36 
··············· (b) (3·f~.18 USC 798 

(8//8l) Action taken. The selectors for the affected collection were detasked from 
selection management systems used to manage and task selectors, such as 
telephone numbers 

·. USC 3024 (il 

.__,.~~~~ .......... ~~~---....,,,..,,......,....~___,.~....,,.,,........,..~~~---.. .......... ~~--.1 
to information collection systems .. .lJ.nintentionally intercepted e ectromc 
mail and voice communications were e ete . Data was removed from data storage 
systems. Conective actions were taken to lessen the .. risk.pf recurrence included 
additional training and education and changes to internal .contr9ls and software. 

···· .. 

(8-/fSi) Unintentional dissemination of U.S. identities. During this ~~~-arter3CJ . • 
SIGINT products were cancelled because they contained the identities ofU.S>····· ... \J · 
persons, organizations, or entities. In all instances, the reports we_X.:~ -~ither~~~>.o:'-'~:~: :;: - P. L . 86_36 
reissued or were reissued with the proper minimization...... .... .. .... .... .. ... . .. ·····:::>:> .. ...-

I (T81/61/~iPl ForelJ:~:ll!~e::~:~!~::i:~f ~~~!;~~~~~~;{:~:'~~zed 
for collection under a ::mother 
user sometime around ate an all 
associated communications collected ,.. / ·:~ere deleted. · 
Authorized collection of the communications assocfated with' an.in:div.id.:t:ial listed in 
al lcourtorder·wasstopped·gnf . (:When .. analysts.lear~d1 
that the individuail I/ ~bl ~3~ - P . 1 . 86- 36 

(bl (3l - 18 USC 798 
(bl (3l - 50 USC 3024 (il 

('f8/!8Y~tF) During a .. review of selection terms entered into · 
--~~~--~--~~~-I l(or tasking that beg . nder a new court order, analysts 

found-LJ inappropriately task~d. Onl authorized 
selection terms were ep.tered''lntd .. 

. / .',;:::::::::::::: ....... ,. ........... . 

(bl (1) (bl (3l - P. L . 86- 36 
(bl (3l - P. L . 86- 36 

Tot' SI!ctt~:'f dCOMft<f'f //HOJiORH!/20320108 
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(b) (1) 

l'OP StCRElY/CO~tIMfi'ff~.Qf..0~-N.Y!632eies 
......... ············· 

(bl (3) - P. L. 86- 36 

..... (bl (3) - P. L. 

·as. fe~;·inated and unauthorized· seJecfioli· t~.~mr~::~~·;: ~emoved 
L-rr~o=r------__J~---------, All:as·s~ciated comrrfur;,ications were 

isolated and subsequently destroyed .. No;eports were generated. ------
('f8/t~I//i~fi') FISA dissemination: ... D~1mrt:s::publishedl·--.................................. ................ [::~_~:~.r~ bl < l l _ 

I ~contained"dO.riie.stic communications collected under a / />.:::/ (;bl <
3

l e . L. 

I _ · Q~rt order. The reports were cancelled I ...1 ... 1.\f_ftnagefS 
reminded analysts ofthf?ir responsibilities related to the recognition .. and,..prnper \ 
dissemination of domestlc ·co.JJ:lmunications. I l ... an .. aryalyst sent\ 
unminimized NSA FISA-derived .. CQ_mmunications tol I- \ 
I hv:ialysts withoul'rm:>.per authorization. The s~e day,I l 
analysts were instructed to delete the corii:m:qnications. Uneval_uated, unminimized 
SlGINT derived from cotir.t approved collection·wa.s improperty' disseminat~d to a 

·........ .··The same d .. . ·) 
sha.red the information \vit . The 

,__ ___ .... su.b.~~9:~1.e.~tl~:-~~-~~royed re·;:~.prop~l~ ~~$~~µi~~-~-~4""'" .. -m"""'·a""" .. ,t-e-(.l"""~-~...,,.- ~--?. w ........ """'ic __ _ 
contarned the ident1ficafaons .. .of U.S. entJt1es... ..... .. .. 

... ··· .... : : .... : : : ::: :: :: :: :: ;:;; : ;::; :;; ;;;;;;,, ,_ ,/~··:·:·:::::::: ..... ....... .. .. ~ ~ ~ ~; ~ - P. L. 8 6- 36 

(U) Counterintelligence Activities (bl (ll <bl <3l - 18 use 798 
(bl ( 3 l - e . L. 86- 36 <bl< 3l - 50 use 3024 < i l 

Nothing to report. 

(U} lntelligencewrelated Activities 

Nothing to report. 

2. (UJIFOUO) lntemgence Oversight Inspections 

(U/IFOUO) During this quarter, the Office of Inspector General (OIG) reviewed · 
various intelligence activities of the National Security Agency/Central Security 
Service (NSA/CSS) to determine whether they were conducted in accordance with 
applicable statutes, Executive Orders, Attorney General procedures, and 
Department of Defense and internal directives. With few exceptions, the issues 
presented were routine and indicated that the operating elements understand the 
restrictions on NSA/CSS activities. 

86- 36 

86- 36 

~c~-~~h~~~~~~~r~~~) ~~~~~~~~~S~S~~~e~o~r~~~ia~.~In~s~p~ec~t~o~rs~f~r~o~~t~h~e~~~~~~~~~~~~:;~~·<bl <3l - P. L. 86- 36 

nd·the NSA!CSS OIG completed a join_t inspection of NSAJCSS Georgia. 
- e-,r-s_o_n_n_e .......... within operational areas, especially high-risk mission areas, are well 
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versed in the intelligence qversight authorities. No issues were identified within 
operations. The NSA/CSS OIG will track the minor deficiencies of program 
documentation and oversee corrective action. 

(U//FOUO) Training programs. Advanced intelligence oversight training on United 
States Signals Intelligence Directive SIGINT Policy 0018 (USSID SP0018) and the 
FISA was created for operations watch officers to provide more in-depth information 
and training on application of the authorities. · 

(U//POUO) Intelligence oversight program structure. NSA/CSS Georgia has made 
significant improvements in its intelligence oversight program. The program 
management function was transferred to the operations staff from the security 
directorate. 

(U/IPOUO) Intelligence oversight processes. The site recently transitioned from 
locally generated training to an NSA/CSS Headquarters Signals Intelligence 
Directorate (SID) tool that tracks all intelligence oversight training and 
aut-0matically generates notices to employees, supervisors, and intelligence 
oversight program managers when training is required. Also, NSA/CSS Georgia 
has implemented a process to track intelligence oversight training for newly arrived 
employees by using computer account creation information. 

(U//FOUO~ Inspectors from 
the NSA/CSS OIG completed an organizationl inspjction of the NSA . 
HeadquartersJ l··The intelligence oversight .. training 
program suffers from a lack of oversight. The NSA/CSS OIG will.:track.J;:h.e .. ············· .... 
deficiencies and oversee corrective action. ·······'""::·::::::::::~>cbJ <3J -P". L. 

(U/fFOUO) Training programs. A deficiency in training accou.ntabilft~·~~as not~·~ 
during the inspection. Only a small number ofl !employees had com.pleted the 
required intelligence oversight training in the last 2 years. · 

(U//FOU07 Intelligence oversight program structure. The I I division is 
responsible to SID for intelligence oversight training and reporting. There is a lack 
of managerial oversight to ensure the training requirements are met. 

(U) Intelligence oversight processes. Employees are awar e of their reporting 
responsibilities, and incidents are reported in a timely manner. The overall 
weakness of the intelligence o\rersight program is caused by a lack of managerial 
ove.rsight. \ 

TOP S:BCREfJiCOMRH/1'?lOFORJ'tl/20320 l 08 
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3. (U) Substantive Changes to the NSA/CSS lntelfigence Oversight Program 

(U) Nothing to report. 

4. (U) Changes to NSA/CSS published directives or policies concerning 
intelligence, counterinteltigence, or intelUgence--related activities and the reason 
for the changes. 

(U) Nothing to report. 

5. (U) Procedures governing the activities of Department of Defense (DoD) 
intelligence components that affect U.S. persons (DoD Directive 5240.1-R, 
Procedure 15) Inquiries or Matters Related to Intelligence Oversight 
Programs. 

(U//FOUO) Special Study. The NSA/CSS OIG conducted a study onl L. __ ......,... _ ___, 

I lthat receive raw SIG INT. The objectives of the 
review were to determine whether selected! I have the proper 
authorization to access raw SIGlNT, have been provided guidance on its.proper • 
handling and use, and have adhered to applicable intelligence oversight author.:i.~~~s. 

· ....... •::"""""'"""'"".,, .......... ::,..( b ) ( 3 )-P . L . 86- 36 

(U//I'"'OUO) SID documentation, guidance, and intellige!lc.~ 9versight related to the 
sharing of raw SIGINT with the I fvfaiied is inadequate. The 
internal controls within SIP to oversee SIGINT enabling work performed at the 

I m:1ted were· not effective, efficient, or measurable. Many SID 
and I ~employees were not cognizant of required intelligence 
oversight training and related oversight procedures. The NSA/CSS OIG will track 
the deficiencies and oversee corrective action. 

(U/WOUO) Inquiry. During this quarter, the NSA/CSS OIG Chief of Intelligence 
Oversight and the OIG Ombudsman completed an inquiry into a complaint of 
improper intelligence collection at a field site. The allegations were not 
substantiated. 
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