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MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U//FOUO) Report to the Intelligence Oversight Board on NSA Activities -
1NFORMATION MEMORANDUM 

(U//FOUO) Except as previously reported to you or the President, or otherwise stated in 
the enclosure, we have no reason to believe that any intelligence activities of the National Security 
Agency during the quarter ending 31 March 2008 were unlawful or contrary to Executive Order or 
Presidential Directive and thus should have been reported pursuant to Section l. 7 .( d) of Executive 
Order 12333. 

(U//FOUO) The Inspector General and the General Counsel continue to exercise oversight 
of Agency activities by inspections, surveys, training, review of directives and guidelines, and 
advice and counsel. These activities and other data requested by the Board or members of the staff 
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure. 

/t ~ 
GEO~ARD 

(b) (3) - P . L . 86-36 

(lJ/ffOUQ1 I concur in the report of the Inspector General and the General Counsel and 
hereby make it our combined report. 

KtL~ 
Lieutenant General, U. S. Army 

Director, NSNChief, CSS 

Encl: 
Quarterly Report 

This document may be declassified and marked 
"UNCLASSIFIED/ffo1 Official Use OtHy 
upon removal of cnclosurc(s) 

Derived From: NSA/CSSM 1-52 

@>pproved for Release by NSA on 12 22 2014 , FOIA Case # 70809 (Litigation) _Dated: 20~70108 
Declassify On: 20.,20108 
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1. (U/lFOUO) Intelligence, counterintelligence, and intelligence-related activities 
that violate law, regulat ion, or policy substantiated during the quarter, as well as 
actions taken as a result of the violations. . . ...-····u;> l ( 

1 
l 

...- (b)-.(3) - P . L . 86- 36 
(U) Intelligence Activities (b l (ll ...- .. ....- (b l ·('3.J -18 usc 798 

(b ) (3) - P . L . 86- 36 ..-- (b ) (3)"-o:.50 USC 3024(i) 

fl~'O':tt"*l~~~~::i!:~=ftiA:N>', E::TH*;-, ~tj-Vnbit~ntional collection aga;rist. United 
· States persons. instances in which Signals Intelligence (SIGINT) analysts ... 

inadv.ertently collected communica:io?;~.t";lrom, or about U.S. persons while pursuing Fofi;;."1) 
mtelhgence taskmg were reportf?Jhts quarter. J _J 

l "all collection hasL.....,b,_e_e_n_t-e1-m-=i-n-at-e-:-d .-A-:-ll'.""'.i~n-te-rc-e-p-ts-an-d:-r-e-p-ort--s--' 
have been deleted or destroyed as required by United States SIGINT Directive (USS ID) SPOOl 8 . 

........ ·· 
........ ·· 

······ 
_,::::::::: ... ····· 

b 1 

........ ·· 

····· 

.. ... · 
........ ·· 

····· 
······ 

·~t:b:ij .ll.'l" ·· .. ... . .. .. .. .. .. . . .. .. .. .... .----------------(_b_l _(_3 _) -_P_._L_. _ 8_6_-, 36 

tb;~ \~~'~'.i ·::~ ·i~&;'~HR~l; ·~~ j !9 A .. FT"' fin I r
1

2 4 
< i 

1 

' ··. ·. l === ~ . \···<••·········· J_._~s-·s_u_e_o_n..:: .... ·:::;;-.e;;;;;:·m ..... ...... er~: .. ~-~-... ~-t-: .... --... -... -----------------ri~N';'"o_r_e_p_or-:-t-s -w-·e-re _ ___J 

\ (~Ii/REL) Th:r~i:~~j bll!i~~~:~~flliiirt1enti9nal collection resulting from noorlv 

\ I constnlcted d:tabase r ries All ibiUlts ~"."~ ~~le~~ ~omLI ------------

(~//SI//REL) O~l'Ooccasions, targets initially thought. to: be1~gi.t![tlate and foreign were found to 
hold U.S. citizenship or permanent resident status. In one instaiice~1 ·-- ....... P,ptercepts were retained 
and reported as authorized by USSID SP0018 because the calls contained 1iifoI:0:1:ation related to 
criminal activity. The remaining collection was deleted from the database for audi'O-;·I I 
and pre--release transcripts. 

(TS/JK~//~lF) On j l the NSA . · learned that a 
foreign target h¢1d dual U.S. and citizenship. The target's §.electors were immediately 
detasked. A r(ftroactiv~and"future dissemination waiver was gral)tdl by the Attorney General on 

I k{;; 1 -<~ 1 - i~;;: 1 
(b)(3)-P.L. 86-36 (b)(3)-P.L. 86-36 

(b) (3) -50 USC 302 4 (i ) 

Derived From: NSA/CSSM 1-52 
Dated: 20070108 
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t 'l;it :.(·-1.} ...... . 
(b")..(3t.,,, .f:· L·~ · 86.:::}.? 

~~~~~~~Q1t[J~~~~;1~~S; targets l lthe United States. Another 
l~gi\irh·?.te foreign..tai'get .. was found to have an address in the United States. In all instances the 

cd~~!:~\\:s terffilnat~~ ~- .... ..... . 

~~~~~~----"'T"""-"""""':'."_Ja.h·N.S..A analyst learned that a targeted foreign e-mail 
accodnt ....... he Unite<l_ States "o-nl I Detasking was not 
acco~·µi,..h-sh,.....e,... ... d.,... .. u- n-t"".'"11,..· ---------, This da de fhuman eITor. The 

TOP SECRE'fHCOMR~'f/i'tqQf'OR:H 

analyst "qid nJ There ~-~·l&f8_<)11ection 
between"- L-----------.-------- . ...- (b.l" .. (j} ""P. .. ,L . 86-36 

........ .. .. ..... 3024(i) 
(TS//St;~JF) 

... 
,/ 

"fnc:Jinstances, the Ln-u.,...m-.-e.,...r_s..,..w_e,...r-e-re.,...m-o-ve--.-~o-m-t':'""a-sk'1,.... n_g_a_n-,d""".'t7'"h-e-:-in""".'t-er-c-e-pt:--w- a-s -;-d-;el;-e:-te-:d;--'. 

' · .... 

(S;'fSfHRLL TO USA, FVEY) we.re inadvertently targeted during . ._! __ _. 

Unkn.9.~".1.1 to the system tesfot~db.:~Oselectors were,.clwncd by 
La......,.."""' . ...,_r-------"T"""p-d':'""'":""'should have been rem0yed:prj6r .to the"quer.y. The anal_ysts removed 
the ·from .the qu~ry and ch~ke&the .. re~naining.seJectors .. to.avo:i.t;l.:-fytu.re testing 

... ... ...::::::,...... .. .... , .. (h t ( 1) 

(b ) (1) (b ) .. °(3;-). - P . L . 86-36 
(b ) (3) - P . L . 86-36 . . ··::·:~. O. USC 3024(i) 

.:f:fm~~fr~~-f'1f'efyA software problem resulted m collection on a · smce 
·· ... 

was turned oft,: en t e violation was recognized. It was returned to service 
I .L~fier the problem was diagnosed, conected, and tested. All related collection was 
purged frq(rf the database and related analysis tool. 

(T£.'ll>j>,{il'.JI lprior to approved consensual collection. an ~SA analyst 
q~er~~o ~p"a U.S. telephow: number retroactively I .... -:-" ......... ·! The. an~yst 
did J.).O~_..tlnderstand he coula not search for data pnor to the consen~yal.eollechon authonzatlon 
da!f:/ 'the query and results were deleted the same day. .. .................... .. 
/,/ '(b·; (1) 

,/'" ( b) ( 3) - P. L. 8 6-3 6 
.(b ) (1) (b) (3)-50 USC 3024 ( i ) 

<b l (3) - P . L . 8
6

-
36 TOI' 3eC:RET/i'COMINT/H~oro1u~ 
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r'.XOODO. .. : ........ 4165261 
(b) ( 3 ) - P • L ·~"""8'&'-36.,.,,,,,,,, . _... .. ·· ... (b )( 1) 

(bh.(3) -18 USC 798 . """"""""""•• """"""''""•:I?:P .. ~.ECRET//COMfHT//NOf~.~tJ.· (b)(3)-P.L. 86-36 (l~)'(~)-50 USC 3024( i ) 
:::::::::::·:.:.:· 

\ ••j ffSliSIHREL TO USA, FVEYll I an NSA analyst :l1~5i~~~~a~:u~~l .... ~d-d_r_e·s_s_l-------,Lf 
·a U.S. person. Two and a half hours later, when the analyst learned of the unintentional 
collection, he deleted all data related to the U.S. person. The anaiyst terminated i...1 ___ _.k. 

I ·...._ ~·eancelled ··the ·datahase.queries.; .. and<liscontinued.anai.ysis........................................................................... ···· ... 
(3)-P.L. 86-36 

./1 (b) ( 1) 
.. /.- ](b ) (3)-P . L . 86-36 

(g//81/i'NF) The Protect America Act of 2007 (PAA). There were PAA ihcidcnts this 
uarter. .In· of th · t · .............. . 

····:::: o egttunate oreign. ... t.?.:rge.ts,. .whose foreTgnries·s was confirmed at 
.. : .... :::::::::::::·:::>':>''.,.·:: ... '.'.'.::.: ...... tasking;.. in the United Stat es. "(J;)'"('i) - P . L . 8 6-3 6 •• •. 

'(:b} .. (1) . •. 

(b}. .. ( 3l....,·P.,: L . f(Efi;.l.~JN~lF) Human error led to the pursuit of a target while he was in the United States ) IV en 
··... ···....... Althou h the tar et sele 

e v10 atJon was..recogniied The-res:0.JHng 
database ~·d .. th.~ v;1ce·li'---c...------.-m ... anagemenisYste 
was also removed·L-______ __.on the same day. 

interce Jts were deleted from the 
The selector L---------' 

. .. ;;;;;;;!!il"""'"""tb) ( 1) 
... ···::::::::::::::•:::..> ..... (p)(3)-P.L. 86-36 

(TS//SIHREL TO USA, FVEY) On two occasions NSA analysts·t(:ls:k.,:ecf¢.~fh~fr .. ;~lectors that hi!l 
been incorrectly typed. Tasked th~::se:f.~ctof.i::W'efi;invalid and no c · \ 
resulted. The selectors were remov en t e·m.tstake.s:::~'efe .. recognized 
respectively. Also :::m::NsJ(anaryst learned that he ha .._ta-s.-,e-"d ..... a-ta-r-ge-t"!""'s-o-:1~d 
e-mail address Ther.e-·was· no collection on that selector, and it was removed 
from tasking ............. · 

(S//Sl//J>ff) Last Quarter we renoj'ed one instance in which a valid target was wrongly tasked from 

,.,I Further analysis of the incident revealed that the target's 

{~;;:) 
(b)(3)-P.L. 86-36 TOF 8ECRE'f7YC0Mf1~7'/flq'Of'ORN 
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L---------------..... L ______ ---1··We also report~ all..O incidents 
from last quarter as "violations," an incorrec..1 term, since no vio1atioh··o.f the ter.ins ... of' the PAA or 
of the procedures designed to detennine the targ(~t is reasonably believed"to .. pelocated outside the 
United States took place. ····.!·(b) ( l l 

(b)(3)-P.L. 86-36 

(U//FOUO) Foreign Intelligence Surveillance Court {FISC)-authorized collection. 

,l.!.::::::.:..~.'...!..:.;~.!..!!.~~:::!=:.1.!.w.i.w...1,j~.1.1.1.o.1"'t' OC.?,:J.!.~:ajl ........... ···········:: ········ . ····:::::==: ''"'""'"':::::::::""" ...... (b} .. ( 3~ .. ~.r . L. 

L----.....,..____,--:--:-:~r--'l'":"~~<'.>twarded -Forefgn Jj1elhgence surveillance Act (FISA) 
;:..:..::...:..;..;;;.;..; __ ._··.;;.;·Ih ........ l_)o __ ·t,...h_,insta:r_i.Y.esthe ·· analY$.!~ immediately deleted the data 

and educated the ··· (b) ( 1 l 

86-36 

(b)(3)-P.L. 86-36 
(b) (3) -50 USC 302 4 (i) (T£//£Jl/~lF) There we.re.. incidents in which the t · · mate foreign telephone 

numbe~§ resulted in collection 
of calls J. '" ... ..,,...,,~==~::::--::r~~TI::"!7::'.:rc:;::;::::--~===::=::'. ... · .... ····· 

.· .-::: .. :: .... ::::: -----i.,.n"'" . . ""'.a. ........ ...,.1"""ns=an=-c~e:-::s-, :n:t :-:::e~c:-:::a,.,'-s-::w::-:e=r=-e-:;d::er:le7.te::--:dj""1::::· mn=1-:ed:i'i:::a7te::11 '.""'.'y::u=p-=-o=-n-=re~co=gn=it~ic:-:1n~i:n~a:zj~7.: .. cordance 
,.,,,,,,::::::::> ... with U SSID SPQ.QJ~::g~:i.9~Un~~.~ .. and no reports werejssued .... .AdditionaHy, betweenl/ I 

-~mi:':-;:;:-' ~eas resultL~:7i:~g'.;'.~\~1:::inwhich the targeting of forei tele hdiie number (b) '.!)-PL 
86

_
36 

··-..... . ······ = •·•·· L--------......,. .. '.'.""""""'"' ·· · ·· · ·eirt e ca·· ·ongination.focation.was.identffi:~9:::9.~Jb.ose::fra.ys, the 
interceptwasdeleted .. from.tb~. ?..atabase. No reportswereissued. ~ ~ ~ ~~~ -P . L . 

86
_

36 
............... (b ) (3)-50 USC 3024 (i) 

(TS//SL'i'UF) NSA incurred violations on0 FISC-authorized targets this quarter. All collection 
has been te1minated, and all intercepts have been deleted or destroyed as required by US SID 

SPOO 18. . .................... ··::::::;;;;::;;;;::•"'"", .......... ·.(bl < 1 l 

(Ts Vin/,~Jf) I l ·affNSfii::::~g:~1y,;1::~~~~~~a::~::ih~dS~~~~:=~;··~cquired /;p> < 
3 

i -P · L · 
8 6

-
36 

communication ot a U.S.I Wh:He:.targetiiig a FISC~authorized telephone number\ 
The U.S. person had .1?.~~.ncaHed·from the targeted number I I 
I l·The transcript and associated yojcf intercept were deleted from the database 
and the data management syst~r.nl _when the violation was recognized . 

...... ·· 

(TS//St//HF) 0 . /...... an NSA team leader d · 
in the United· Stat.es The query 
with i~~:D~~tirri~teL-re_s_u ... t-s _w_a_s_,d:-e":""le_,te-d~th_e_s-,a.-.w-.e-.. d-:-a--y-:·::: ..... ~ .. ,,....---------__. 

,tsfr'~;;i;;~: -retainecj ~iifu\Q~~~;~~n the retention period authorized by the FISC. 
,,,/=:;:;,;unaware tha.t.the-retention period was a" condition of the docket versus a technical limitation nf .,::''.'.>:''" h 7 •••• • ••••••• 

/::::::::::::::·:;·:::: : ::::::::::~~ ... ~:LI --------------~::::::-------_____. 
( b ) ( 1) 
(b ) (3) - P . L . 86-36 

TOP SECRETh'COMfHT/,~JOFOR~1 
4 

.... (b)(1 ) 

(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 
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'{:b.) ( 1) 

(b{_·:(·· .. 3.··· ... ·.) •• ~.~ . L .... _ 8_6_-_3_6-------, 

J I The data was sequestered and the court was not1 ~':1: T~~ .. J::.!§C(,b)(.
1
) 

TOP gf!CltEf//COMH~'f/fMOfi'OttN 

revised the ordersl J 
L. -------------------' (b)(3)-P.L. 86-36 

\ (b)(3)-50 USC 3024(i) \ __ :@!/SI/iR::EL) Unintentional dissemination of U.S . identities. During this quarter, 
.. LJSIGfNT products were cancelled because they contained the identities of U.S. persons, 
organizations, or entities. In all instances, the reports were either not reissued or were 
reissued with proper minimization. . ........................................ '/ (b l ( 1 l 

....... ......... / (b ) (3) - P . L . 86- 36 
,, ........ . 

(~WSil/~JOFO-;:_R~lt:,:q!....) L ______ l!:a~'fi~ .. N.!:S~·A/~·· ~C~e::!.:n~tr~al..l s~, e~c~u!.!..riw..tv~~..1.Ml....u......;i...;1..1....1.~ ....... ....._----, 
learned from 

CU) Counterintelligence Activities. 

(U) Nothing to report. 

(U) Intelligence-related Activities. 

"(b ) ( 1) 
(b ) (3) - P . L . 86- 36 
(b ) (3) -18 USC 798 
(b ) (3) - 50 USC 3024 (i) 

(Si'/Siaff) Practicing due diligence, NSA has improved internal contr 1 

unauthorized collection. As a reventative me 1< 

(b)(1) 
(b)(3)-P.L. 86-36 
• (b)°(~)-50 USC 3024(i) 

2. (Uh'FOUO) NSA OIG Intelligence Oversight Inspections, Investigations, and 
Special Studies. · 

(U/if0U01 Duiing this quarter, the Office of Inspector General reviewed various intelligence 
activities of the NSAJCSS to determine whether they were conducted in accordance with 
applicable statutes, Executive Orders, Attorney General procedures, and Department ofDefonse 
and internal directives. With few exceptions, the problems uncovered were routine ai.1d showed 
that operating elements understand the restrictions on NSA/CSS activities. 

(U//FOUO)) NSA/CSS Hawaii. Although progress has been made in intelligence oversight 
training, the program still requires ·work. Some of the intelligence oversight training and testing 
materials contained inaccurate information. Annual refresher training was at 69.5 percent. The 
database to track training for those with access to raw SIG INT databases and their auditors was 
not accurate. The NSA/CSS Inspector General will update in a future report actions taken by 
NSA/CSS Hawaii to correct the inspection findings. A highlight of the ins ection was the 

.. database an · , ' :ird Operating Procedure develop~d .. by 
.......... section. 'D1e pr.ocedurehas·reduced tliL.e_ e-ta-s .... 1_n_g...,.tt,....me 

L--01-n..---------..,..._.a ... :D~.9;; ... .h~as .heiped"to. prevent collection violations. 
/1-...---.....----.... ~ ........... . 

·1i::):::t{:)::··.::..... ······· 

( b) ( 3) - P. L . 8 6-3 6 

TOP' 3ECRE'fh'COMH•fft/N0¥0ltM 
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3. (U) Substantive Changes to the NSAICSS Intelligence Oversight Program. 

(U) Nothing to report. 

4. (U) Changes to NSAICSS published directives or policies concerning 
intelligence, counterintelligence, or intelligence-related activities and the reason 
for the changes. 

(U) Nothing to report. 

5. (U) Procedures governing the activities of Department of Defense (DoD) 
intelligence components that affect U.S. persons (DoD Directive 5240.1-R, 
Procedure 15) inquiries or Matters Related to Intelligence Oversight Programs. 

(U) Nothing to report. 

'fOf 3ECRETh'COMfNT/fTqQf OR~J 
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