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NATIGNAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

FORT GEQRGE G, MEADE, MARYLAND 207558000

26 February 2007
MEMORANIUM FOR THE CE‘IAIRI\'U&N, INTELLIGENCE OVERSIGHT BOARD

THRU: Assistant te the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U/ASHS) Report o the Intelligence Oversight Board on NSA
Activities - INFORMATION MEMORANDUM

(U0 Except as previously reported to you ¢r the President, or otherwise
stated in the enclosure, we have no reason to believe that any intelligence activities
of the National Security Agency during the quarter ending 31 December 2006 were
unlawful or contrary to Execulive Order or Presidential Directive, and thus required
to be reported pursuant to Section 1.7.4d) of Executive Qrder 12333,

(U/POEST The Inspector General and the General Counsel continue to
exercise oversight of Agency activities by means of Inspections, surveys, training,
review of directives and guidelines, and advice and counsel. These activities and
other data requested by the Board or members of the staff of the Assistant to the
Secretary of Defense (Intelligence Oversight) are deseribed in the enclosure.

1 _,r?

Frvien 1L z(f;u Ui
BRIAN R. MCANDREW
Acting Ingpector General

r‘?}’{;—."{’""\ J?))u jL
VIO T. POTENZA
General Counsel

{(U/AeE0T I concur in the report of the Inspector General {md the General
Counsel and hereby make 1t our combined report.
F

KEITH B. ALEXANDER
Lieutenant General, U, S. Army
Director, NSA/Chief, CSS

F;;inmh gt Epproved for Release by NGA on 12-19-2014, FOIA Case # 70809 [Liigation)

This Memorandmn s Unclassifiod
Upon Removal of Brclosure
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1. {U) INSPECTOR GENERAL ACTIVITIES

g, Bevipws

—#85 During this quarter, the Office of Inspector General (OIG) reviewed
various intelligence activities of the National Security Agency/Central Security
Service (NSA/CES) to determine whether they were conducted in accordance with
apphicable statutes, Executive Orders (E.0.s), Aitorney General (AG) procedures,
and Department of Defense {(DoD)) and internal directives. With few excepiions, the
issues presented were routine and indicated that the operating elements
understand the restrictions on NSA/CSS activities.

Bd.(1)
b. (U} Inspections (b)) (31=P.L. 86-36
ml l Inspeci-{}‘rs fr()n';l R I i ':::'i:""'f'-m""'tL‘I) (3)-P.L. 86-36
and the NSA/CSS OIG completed ajoint inspection of NSA/CSS Texas,
The process to track [ |database access and the] { §|‘; o I——
developed by the Counterierrorism division were commendable; however, the (b} (2)-50 USC 3024 (1)

intelligence oversight program suffers from fragmented management, a lack of
consolidated control, and a lack of oversight at the program level. The NSA/CSS
(1G will track the deficiencies and oversee corrective action,

2. {U) GENERAL COUNSEL ACTIVITIES

“E#58-The NSA/CSS QG reviewed various intelligence activities of the
NSAFCSS to determine whether they were conducted in accordance with applicable
statutes, E.0.8, AG procedures, angd Do) and internal directives. The OGC advised
Agency elements on a number of guestions, including the collection and
dissemination of communications of or concerning U.S. persons; the reporting of
possible viclations of federal criminal law contained in Signals Intelligence
{SIGINT) product; the testing of electronic equipment, and the applicability of the
Foreign Intelligence Surveillance Act (FISA). With few exceptions, the issues
presented were routine and indicated that the operating elements understand the
restrictions on NSA/CSS activities.

Derived Fron: NSA&A/CSEM 152
Dated: 20043123
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3. (U) SIGINT ACTIVITIES
a, =SHeR-Collection Against U.S. Persons

{1} (U} Intentional

a. =S8 During this quarter, the Director, NSA/Chief CS8S {DIRNSA/CHCSS)
granted approval for consensual collection & -fa.i:I}s;tl:]U S, persona. DIRNSA/CHCSS
ajsn approved non-consensual collection of U.S. companies openly owned and
conttrolled by foreign ;,01«emmvnts._lZlU.S. organization helieved (o support terrorist
acflw‘;typljewi nts of foreign powers during travel in'the United States, U.S.
ritizens beljeved o have been| held against their will in|
1.5, citizen taken hostage| _ | and|
have Been taken hostage] | DIRNSA/CHESS-approved
consensual collection against] JU.S. persons was. mutmf}\; terminated this quarter,

[belicved 1o

b, 45AHEThe AG granted authority to mlierj ihe communications (}iI:lU S.
persons overseas during this qufntf'r

(2) (U) Unintentional

a.—5+68[___ |mstances in which SIGINT anaiysts inadvertently
collected communications (o, from, or about U. 8, persons while pursuing foreign
intelligence tasking were reported this quarter. Al of the incidents were reporied to
respensible oversight officials, and corrective actions were faken. Where appropriate,
the following actions were taken:

+ The selectors or telephone numbers for the affected collection were detasked

»  Queries were aborted and deleted| |
| _ .
| | . q'r_.__;.'; 3)-1

= Intercepts were deleied and franseripts were removed from | |<lata_1§'ase.

o | land the related query were deleted from

] | |
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(3)-B.L.
(k) (3)-60 USC

« Ipadvertent collection il had been| Jduring the analyvsis phase of

SIGINT produciion was removed from thel

Jsvstem. |

porial.

nd related data was removed from the

b, LSBT Corrective actions 10 lessen the risk of recurrence included
additional training and education, changes te interpal contrals, software changes,
or discussions with our Intelligence Community pariners responsible for Human

intelligence.

b. (LW/FOUOY Dissemination of U.S. Identities

{1} {U) intentional

—t55H-In accordance with section 7 of Untted States Sif‘fnals intelligence

Directive (USSID] SPOOIE, .S, identities were disseminated

imes during this

quarter. The following table shows the justification. and ihe number of instances of
dissemination. In the "Unmasked by Analyst” column, the U.S. identify was revealed
in a serialized end product; in the “Unmasked at User Request” column, a U.S,
identity was released (¢ & user at the user's request.

Y
b

C

86-36

3024 (1)

(b} (3)-P.L. 86-36

1(1)
) (3)-P.L. 86-36

JUSTIFICATION

Unmasked by
Analyst

Unmasked af User
Request

TOTAL

72z Neacessavy

721 Foreign Official

7.2.c3 International Narcotics

7.2.c4 Criminal Activity

72.c7 115 Governinent Official

TOTAL

(2} (U} Unintentional

—S458 During this <;xxa113r,|:|SIGII~I T products were cancelled because they
contained the identities of 1.8, persons, organizations, or entities. In all instances,
the reports were either not reissued or were reissued with the proper minimization.




DOCID: 4165198

{3} {U) Raw Trafiic Dissemination

a—ESHSH SIGINT Production Chain. | = 4511

fB){3)-P.L. B86-36

[The STD ensures that the persennel are trained
by the OGO on NSAMCSS's legal restrictions and on proper handling and
dissemination of SIGINT data| Such persons

working in or with S1D during this guarier included representatives of] fo o) (3)-P. L. 86-36

4, {U) Other Activities

a. {(W/FOE8-Foreign lnte!i;gence Sum:ilance Act (FISA) 2ncidents

[(HIOB = _ e
(b)(3) P.L. 86-36 K 1)—@% INSA analysts rmg‘mz:,& that the
:}speakmg emplnyees of a| fhad used telephones that
were authorized for the collection off _ |
employees. The use was traced back To] "The {elephone numbers
associated with the U.S. persons were delasked. The collection was destroved. No
reporting resulted from the collection, -~ tb) (1)

(B (3)-F.1 8616
||_‘; | [=] 4

- o~3¢ Tl I3V =P T 86-36
TR {b){3)-P.L. 86-36

(2FSHEHANT) An NSA }anguage analyst discovered that a telephone xmmher
had heen detasked inf o lis &l |

| 1338 oversight resusied in coliection|

[when the intercept was purged from the database. No
reporting resulted from the collection. I—I

(3HtFHSHANT) Human erxor resulted in the targeting of 4 |

- Targeting of thel hational had been terminated| |
| [when he left the United States in] | The electronic mail
emall] address was detasked d coltection that had occurred onl

718 I anga coliection that naa 0CCur b
_en] [swas pirged from th latabase| I

(b)Y (3)-P.L. 86-386
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rifaman error resulted in the collection of]

[that
wers Lmtqd@ 2%19 time period authorized by the Foreign Infelligence Surveillance
Court (FISC), Although|

|"1ﬁ;er t}.le 1"1.3_(.‘-.0!’_69,
was signed onl

| The d«}mmenm Were ddewﬁ
[when the error was tﬁuuwemdl

£ L= bl

(HIREASAPIS-Communications from an authanzed targef were collected aﬁﬂr -
he entered the United States, | INSAIoarne&

[ |that the target had been in the United States from{ ' |
[ |--all target-associated collection was de'stmyed

(6 HFESHIHATT |"-€in ‘ang!y ﬁj&‘ f.{arm.',r‘"a{ed tasking on
| |at o FISA-targeted [ie) t}ib Lmted
States when INGA learned that thel

[ I'No re;}brting 1 a.«'uﬂted from the () (2
unaunthorized collection. NSA analysts are rmrwwmg the database to determine if’
collﬂcuon ocourred.

(7)—{-’13%%}5&}104&}}1 the metadata foﬂtaiephmie intervopts colsatad |
during the quarter| .

L. 86-386

I
r
I

| Collection was terminated, intercepts were deleted, and reporis
were cancelled. .

()RS

|an anaiv J: in Lha, NSAI

I;li-m properly disseminated unpublished SIGINT obtained through FISA
collection. U.S, person information was passed via email to a

" (b) (1)
e ¢ Up{en OGA
recogrution of the violation, NSA direcied the &e%tmctmn 3 the Taformmation. The
| |destroyed copies of the email | L[]
e e as ] | |
[ fcommunications of U.S,

viglation|

persons. All collection ceased when an NSA linguist identified the unin tent;onal
| All U.S. person meeraatmnq were deleted from
the database] - :

(b) {3)-P.L. BG=36

th) (1)




