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M~EMORANDUiv1 FOR THE CHAIRMAN, INTELLIGENCE OVE.RSlG:HT BOARD 

THRU: As1:;i:~tunt to the Secretary of Defense Olitelligen~e Oversight} 

SUBJECT: (U/W.OUG1 Report io the lntellige.nce Oversight Board on NSA 
Activities - lNFORMATlON MEMORANDUM 

{U/iFOUO~ Except as previously reported to you or the Presjdent, or otherwise 
stated in the endosu.re, we have no reason to believe that any intEdligenC<'.! adivities 
of the N8tional Becurit.y Agency duri.ng the quarter ending 31 ~cember 2006 were 
unlawful or contrary to Executive Order or Presidential Directive, and Urns requin~ · 
to be reported pursuant to Section 1.7.(d) ofBx<•cutive Order 12833. 

(U//FOUO) The Inspector GenernJ and t:he General Counsel continue to 
exercise oversight of Agency activities by means of inspections, surveys, training, 
.review of directives and guidelines, and adYice and counsel. Th~se activities and . 
other data. requested by the Board or members of the staff of the Assistant to the 
Se<;r~tary of Defense (lnt.ellig<mce Oversight) are described in the (-!Jlclosure. 
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BRIA."{ R. MCANDREW 
Actjn.g Inspector General 

(U/1¥-0U01 I concur :in the TE:~port of the Inspector Gener.al and the General 
Cm:ms(~l and. he.reby make it our comhined report. 

. c/(OJ; 
KEITH B. ALEXANDER 

Lieutenant General, U.S. Ar.my 
Director, NSA/Cbief~ CSS 

End: 
Q.u~n.i1?1·1y R~ptn-t 

@>pp roved for Release by NSA on 12-19-2014, FOIA Case# 70809 (Litigation) 
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1. (U) INSPECTOR GENERAL ACTlVITlES 

a. Revie\>VS 

(Cf/Bl) .Durjng this quarter, the Office oflnspector General <OIG) reviewed 
various intelligence activities of the National Security Agency/C'.-entral Security 
Servk~ (NSA!CSS) to determine whether they were conducted in accordance with 
applicable statutes, E.xecutlve Orders {E.0.s), Attorney General (AG) procedures, 
and Department of Defense {DoD) and jnt€rnal directives. With few exceptions, the 
issues presented wenl routine .and indicated that the operating elements 
understand t:he restrictions on NSA/CSS activities. 

b. (U) lo~pections 
[b) . ..(_l) 
(bl (3·).-::.€_- L. 86- 36 

···. 

~~(~~~h~~~- ~:~I·~~~~~~~~~~~~--~- ~~~·~ec~t~~~r~s~f~~0~1n~~~~~~~~~~~~~~~;~::··::~~·rcbJ C3J - P. L. 86- 36 

and·tJ.ie.NSAJ(~SS OIG c.omp~~W.d.ajoin:Cin~:Pe.ction ofNS1VCSS Texas . 
._T_h_e_p_1-·o-ces-...... s to track I ld~ta.hase access and the~ < lf> < 1 > 

.__ ................ --. ........................................................... -[~ ) (3) - P. L. 86- 36 
deVf!loped by t.he Counterterrorism division were coromendabie; hovvever, the lbJ C3J - 50 use 302 4 Ii 1 
inteHig<mce oversight program suffers from fragment:ed mai1agement, a h~ck of 
consolidated control, and ri lack of oversight at the program level. The NSNCSS 
01G wiU track the defiejencies and overse<~ corrective act.ion. 

2. {U) GENER.AL COUNSEL ACTIVITIES 

(C//BH The NSA/CSS OGC reviewed various intelligence activities of the 
NSA/CSS to determ.in<~ whether they were cond'ucted in accordimr.e with applicable 

· st::ttutes, E.0.s, AC proce<lures, and DoD and internal directives. The OGC advised 
Agency elements on a numb~~r of questions, including the colfoctfon and 
dissemination of communications of or concerning U.S. persons~ the reporting of 
possibk!. violations of fod€.ral criminal law contained in Signals lntel1igem:e 
(SIG!NT) product; the testing of electronic equipment, and the applicability of the 
Foreit.rn Intelligence Surveillance Act (FISA). With few exceptions, the is&1.1es 
presented were routine and jndicated that Llle opei·ating elements understand the 
restrictions on NSNCSS i~ctivities. 

Derived From: NSA/CSS.M 1~52 
Datt.>d; 20041123 
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3. {U) SIGll'11T ACTIVITIES 

a. (SNS!) Collection Against U.S. Persons 

·'/'('!:;>) ( 1 ) (1} (U} rntenUonai ..... ·" / \(\~::r:~.) ~ ~.: L. 86- 36 

a. !TE//~H D\ning this cp..iatter. the 1;!1re<.itot. NSA/Chief CSS {DIRNSA/CHCSS) 
granted approval for con~ns'i:lal coilcctiop'-" ::~aij1st0tJ. .. ?. ·i'>'e~!_'ons.. nm.NSA/Cl1CSS 
also approved non-9;111sensual collect:ior,Vof U.S~ <:<im!1~~nies"openly owned mid 
contrnlh~d by f.o,.rci:~'(n gove.rmm~nt.s,QU.S. orga.nir4Uon btli.~ved fl:>·~.uQ )Ort terrorist 
actlvH:y.Q~1gents of foreign · o·wers 9bring travel in\p1e Unif~~~ Stat.cs~ U.S. 
citizens believed to have been Je-Jd . rainst\ lheir wlll 't.Q. 

--~~~--~~~....,,......,,..~......,...,... 

U.S. cilizen taken hostage .and believed to 
have been ta.ken host.age ._[)JRN$A/CHC.'3S-aj'>1~roved 
consensual collect.i.on ag.airn:>t .J ...... persons \~·«i~fou tln{~l.f tcrrnin.ate(;t,_this qua1ter. 

b. l8// 6H 'D1c AG granted authority to C<.l;lict'p»~v(:~mrnunicauon~"ci10u.s_ 
rJersons overse.as dur!ne: thi5 quart.er. "\··· 

~- (b) (1) 

. (b) (3) ~ P . L . 86- 36 
(b) (3) - 18 USC 798 
(b) (3) - 50 USC 3024(i) (2) {U) Unintentional \b > < 1 > 

(~) (3) - P. L. 86- 36 

;i, (S/f6I) 1.------~nst.~mces ln which SIGINT analyst<> inadvertently 
col!c<::t.ed comm.unica.tions to, frcun, or about U. S. persons while pursuing foreign 
lnt~~mgence tasktug W{'.H! reported this quarter. All of the mcident.s we:·e reported to 
responsible- oversight. officials. 4nd corn:ctive actions were t.:,)ken. Where. appropriate. 
the following actions were tal~en: ' 

• The selectors o-r lckDhom:: numbers for U1e affeded colled'ion were detasked 

• Queiie.& were abone.d and deleted 

bl (ll 
bl (3l - P. L. 86- 36 

.· .. <bf'(3l - P. L . 86- 36 

·1nterce. )ts were ddete:d "~:~t"ltunsc.ri )ts were removed from .------.t·l···'.'_._ .. 7'°""'· 
(b')-.(;3 ) - P. L . 86- 36 <>··-. .. .. 

··.......... .. ....... ~ ... I _______________ ... _ ..... l~d"the. related <1ue.rv ·\1rere. del4le<l from 

LI ~ 
···...... . ... r 
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... ·:="'.(b) (1) 

T n n ·· cc1>t'T · PA? u>ft"~ ' qt:Ar;~ ·Jhtn" P1'~·// (bl (3) - P. L . 86- 36 
n .J'I ».v~. ' , Hi'l:-~. iu: ... . li7h, o:1: .... i ,r- ik.7,.L.}·°".~/ (bl (3) - 50 USC 3024 (i l 

........ · ....... 
........ . .. · 

lnadn~rtcnt co!lc<:tlon that had bcenl....----.1t1\;~n!:'"tl~<~ analvs!s nhase of 
S!GINT production was removed f.rom thd .. / }.;y.:~tf:.-:~. I 

• A target accourrt was ddasked an~-f~lated data was removed from ihe I ~forlal. 

b. ~//3trCon-<~l.iw~ actions to lessen the iisk of recurr<:nce Included 
additional t.ralning and educa.tion, changes to intemal cont.rnls. software changes, 
or diseussio:ns wiili our Jn.teUigence Community prui.ners responsible for Hu.man 
lntellig<~nce. 

b. (U/lFOUO} Dissemination of U.S. Identities 

(1} {U} intentional 

(3/;'GH Jn accordance \Vith ~ectJon 7 -of United Stn.tes Signals Intclllgence 
Dlrect.iVe (USSID) SPOOI8. U.S. identities were dissen1in.atedl ln~pcs duxing this 
quarte1~. The follo\ving table shows the ju.stifk.ation and t11e number of-tfls:<:a1x-.es Qf 
dissemination. In the "Unmasked by Analyst~ c<>lumn. the U.S. identity was ·reY.eated 

I 

(bl (3) - P. L . 86- 36 

in a seriali.i'.£d end produd; in the "Unmasked at User Request" column. a U,S, 
identity was released to a u.s~..r at Ulc \.!Se.r's requ.est. ... >(bl (1) 

.... / (bl (3l - P. L . 86- 36 

,...._~~~~~~ -~--~~~~.....-~~~~-~......,..~~~-~~~~~---~~~---"~_._, 

TO~~L jUSTfflCA TION 

·--·-----------
'.7.2.c.1 Foreir--ll Official 

1-------··---·---- --1 
7-2.c.3 lntemat1on.al N,1rcotks 

·-------- ···--- ------! 
7.2.c.4 Criminal Activity 

[ 7 .2..~.7 1J .S.· G~v~.mcnt-~ffidal __ 

Unmasked by 
Analyst 

Unmasked at User 
Re<luest ........ 

L ___ .TOTAL ---· 
~-·-·---------------------------

( 2) (U} Unintentional ,...,.... ....... . 

(SI/SB During this q\larterQS!~~NT products were cancelled because they 
contained the identities of U.S, persons, organizations, or. entities. 1n al] instances, 
the reports were either not n~issued or '"'ere reissued with the proper minimization. 
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(3) (U) Raw Traffic Dissemination 

.---..;..a.;_ • ...;.(;.;;.£';....'/..;..S....;B_S_t....;G...;;.tN...;._T_P_r_o_d_u...;.c..;..ti...;.o..;..n_c_h_a_i_n_.. -----------------.:~::::::::: ":~~n ~ ~ - e. 1 . 

///:>? 
.............. 

The SID ensures that the per&l:nnel 5lto trained 
..,....)}-, .,.,th,...e-) ..,....,or;o:'-""T"::~~~~:--""""!"'"-re-strictfons and on proper handling a.nd 

86- 36 

diss(-~mination of SI GJNT data I l ... Such )er.sons 
worki.n in or v;..ith SlD durin this uarter included re resentatives o ···7<bl <3l - P. L . 86- 36 

4. (U) Other Activities 
······················· :::>'' .. \(bl (1) 

a. {UlfFOl-JO) Fot·eign Intelligence Surveil~~r.t.~~ .. Act.(FlSAJlndde~!~:::::::::: : ::--- (~: : ; : =ia \sg6;~~ 
{i)){1} ························ · ....... _... / \bl (3) - 50 USC 3024 (i) 

(bH3)~P. L. 86-36 (1 sts reeogniz~~tf~at the \ 
·· .. I ~8%akin·g:· ~~ployees of a .. ad .. used tele hones that 

·· were authorized for the colledion of ...
employees. The use was traced bacK to 
associated with the U.S. p<"xson..~ were d' .. e-:-ta-s"T"""e""I"""" . .,...,..-e-e.o4 lection was destroyed. No 
reporting resulted from the co.H.ection . ..... _.....(·bl ( 1 l 

.•. ···. (o·) (3) - P. L . 86- 36 .·····:::''°cbl (3l - P. L . 86- 36 

(2)..(T&!/Sf//Ufi') An N'SA larfg~ e an.al ~~t.ruscovered th~t a tele hone··~~fu.iJer 
· · l1ad been <letasked i11 ·· rs··~ 

.... 

datab~se, No ' ....__ __ _ 
' 

.. ' .1.'<~rgeting o t .. ·, ationaJ had .been .. rermina~d 
// I IW.h.~n he le t .~~~ . .Unit&1 .. Sta~.sj .r-------·-.,...,. ....... le_e...,.,...e.,.,c ,...r-on_1_c_m_a.,,..1"T"'""----' 

./ (ema.11Yaddress wasi letasked an . .. colle!:tirnl .. .th~:tJ.u~9,()~l1f:'.l'ed only 

.,~ ,,::,,,,: : ::: : ::: : ::<:>.~I · .. ·· 1.~~a~·.-J)rrriie4 ... »=.~~ .. ~1 l iatgJ:i~~~ I ...... 1:::::::::::: ~~n~~ - P . L .. 86- 36 

/,:::::;:::::::: .. :::. ··:::...... (bl (3l - P. L . 86- 36 (bl (3) - P. L . 86- 36 
(b)(l) (bl(3l - 50 USC 3024(il 
(bl (3) - P. L . 86- 36 
(bl (3) - 18 USC 798 
(bl (3) - 50 USC 3024(i) 
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(1) (1'0i10l//Nf) Human error resulted in the c-ollection oij ltl~at. 
\·vere outsid<~ the tim~ period authorize<l by the Foreign lntelligence Surveillance ···· ....... . 
( . ., ·p1·sc) ;\ 1 1 . l fl J l"'Ie(., .......... d ....... ,"'"l'Bb < l l 

.. .-ourt ( . . -' ' r '"'U_. _,t_11 .... o ... u...,· ... ).._. ---------------:::::~·=a=,.t~:e=r.=·t:!!!'l~~~ .. ·=· :-.·,:,::"'~· ".,..o .... r,_·~,j"":: . • .. .. . / (til(3) - P. L . 86- 36 
was signed on · <ti> <3> - 10 usc 798 

,...-..;...;....;;..;;:.;:,,;;.;.,;;.,.;.;...;,_..._ _____________ "'!!!!l·""'.::.r.n'=· .::'.. i~e,.· d:--o ... c;;;;;~u;...n_1e-· n-f~:S~ ... v.-,.;;.er-€~d.,..el::-e-:-t-<.~a.~· <ti> < 3 l - 50 usc 302 4 < i > 

,-..-h'eiiThe error was d:isc~~JJ>:P~d'I k ... • 
...__ ___ - .--,-, - , - .- ., __ ___, . • .................. . .................... :::::::::;~::.(b) (l) 

(o) ~'PD11S/1 ~if' ) Communicat.wn~Jro1fi an authonzed target_; .. w.e.recolle~.ted .. aft1:r i (bl <3J - P. L . 86- 36 

he entered the United Stat:~§J INSAfoarned I I. • 
I lthatth.~:. . ~.~-~get .. had hef.m in the United States froml ...... ....... \. I 
I k·All .fiii'g~t~associ.ated ... ~9..l.1..~!ction wa13 d.c:.-9tro~fed. \ 

. . ......................... ::~···:··: : ::~....... ... .. ... 
······· ·················· 

(6:1-4, ~~~N"~r---------, atoo taski11g. on ..... ·\. 
i:n .. :the:·e n:1tea ·:" ... ::.:(~> < l > 

.. . ,-~ ti>) (3) - P. L . 86- 36 
r--"...,_....._ ........ ....__---.-....._____. ........ .......,........,--....._ ____ __,....,,.,,,.,,...._=....---.....,,,...,,;;;;,....,...-.....,..,......1· (f,) ( 3) - 18 USC 7 98 
...._ __________________ __, ·Noreportingresu1te i:rom t. e fib> <3> - 50 usc 3024Cil 

unauthorized <:ol.le<-:tion. NSA analyst.s are reviewing th~_ dat~'ibas.e to determine if ff 
collection occurred. ...... ............ fj 

.••• =~ .......... ······· 

(7) {TgA'Oll!Hf) Although theJnetaCi~ta fo 
during the quarter 

telephon.e .. interct.~irt.5«:o1lei.ted//":: ....... :: .. ::""( b > < l l 
,... (b) (3) - P. L . 86- 36 

.... Collection was terminated, inw.rcepts were <l~leteff~and reports ------ ........ were cance. e ......... .. ......... . 
........ . .............. (b) (1) 

(8) f'i'S//Sf//Rr1)I l~'n~~~~j;~t .. i~· ~iie N~AI-~ .. _· ______ I~; ~;~ =~01us~6;~~4 <i> 

ll·impTlJperly' dis~eminat~d unpublished S~GL'l\J'T_obtained through F'ISA 
~n- U.S. person mfonnation was assed v1a.<~mml to a ... 

... ... ... .. "'tf~~~·::::::::::"'"' 7 ~~~ ( 1) 
L---.,...,.----,,....,...-..,,....,.,..-,....-.....,,..,,..,,....,.....,,.....----.,......,..--........ ----;;;;;;;...,.....,...,,.......-;;;,;-__, 
recognition of the violation, NSA dir.~ted the destruction of the information. The ; 

I l<l~tioy~.d· copie,s of the" email I ~--01 

I I · .. .. .. ...... 
(b) (3) - P. L . 86- 36 

..... 1 
______________________ ICommtinications of u .. $.. ........... .. 
persons, All collection ceased when an NSA lingu.ist .. identified the Uf!;inrelltional 
vioI.ation l .J .All U.S. 0(3rson conyersation9 .. were .. deletcd from 
thel ldatabas~I , I ..................... .. 

' ,.· (bl (1) 

(bl (3) - P. L . 86- 36 _; .... / i~i m=rf ~~r;~t (i) 

(b) (1) 
(b) (3) - P. L . 86- 36 
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