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FORT GEORGE G. M&:ADE. MARYLAND 20798-8000 

18 February 2010 

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (lntelJigence Oversight) 

SUBJECT: (U/fFOUO) Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM 

(U//-FOUO) Except as previously reported to you or the President, or otherwise stated in 
the enclosure, we have no reason to believe that any intelligence activities of the National Security 
Agency during the quarter ending 30 September 2009 were unlawful or contrary to Executive 
Order or Presidential Directive and thus should have been reported pursuant to Section I .6(c) of 
Executive Order 12333. 

(U//FOUO) The Inspector General and the General Counsel continue to exercise oversight 
of Agency activities by inspections, surveys, training, review of directives and guidelines, and 
advice and counsel. These activities and other data requested by the Hoard or members of the staff 
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure. 

(U/fPOUOj I concur in the report ofthe Inspector General and the General Counsel and 
hereby make it our combined report. 

Encl: 
Quarterly Report 

Lieutenant General, U.S. Anny 
Director, NSA/Cbief, CSS 

This d cument may be declassified and marked 
"UNCLASSIFIBD//Pe1 9Eficia:l Use Only" 
upon removal of enclosure(s) 

TOP SECRLTHCOMH4Th't~OFOffiJ 

@>pprovedforRelease byNSA on 12-19-2014. FOIA Case#70809 (Litigation)) 
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·toJ ( 1 ) 
TO P SECRETHCOMFHT//~JOrOR?( 

(b ) ( 3 ) - 1 8 us c 7 9 8 
(b) (3) - 50 USC 3024(i) 
(b) (3) - P .L. 8 6-36 

(b'):::{~J - P. L. 8 6 - 3 6 
~ .. · 1\:>:;;;~: . . 

\.. ·· ... 1. (U/lFOUO) Intell igence, counterintelligence, and inteHigence~re lated activities 
··.... . :~hat, violate law, regulation, or policy substantiated during the quarter,\as well as 

: .... : .. actiohs .. taken as a result of the violations .. / \ .. ' . ' ..... : . 
•1.,, 

'•, 

( • · }lr,ttellig~QC.Eh~~tivities 

(T8/18J))ffi:,L TO US;\ FVEY) Unintentional collection against Un~ted States persons 
. Thi. quart~r~ th.er · w i:eO i_nstantes in which Signal Intelligen e ( I l T an ly t · . ·\ 
\.inadv rtentl. 1 faige.ted r c ll cl~d co1'lu.nuni ation to . .tfom. r about nit d tat , .S .. 
p r n, 'vhi le pu1~tiiog fo reign i~t lligenc~ 'ta .king. All intercept and rep rt hav been del t d 

r <l troyed a reqult. ~l. y ni ted Stal s SI rl 1 'Qire ti e LI ID) SP0018. 
·-.:::::::<:.,::\ . "''·-., 

,,...~~...,........,,.......~,.,___~ ...... "'rl Trav~fto the t)nftect ?tates. Duri ng this rep rt ing, 
pe.riod;O valid fi r i~n targ~ --- the ni(d . tate . 

\_ interc pt obtained while the targets 
I I o r p011s w r 

· .. ·. 

man NSA databa e 
from the deleted int rcept. '""'""' .. ,,, ...... J~) ( 1 ) 

· "" . ' °' ( b) ( 3) - P. L. 8 6-3 6 

8 6-36 

(TS/,'DJ//:REL TO USA, FYEY) Collection occurred on fo rei&m int lligenc target while 
he \vas in the United States. 0 1 an.NSA anal •st I arned that the tar et 
travel d to the UnitedStates 0 1 

(b) (1) 
(b ) (3) -P . L . 86- 36 

I) ·riH·c I 1\1111: 1 S t SS I l ~ : _ 

Dati:J: 2\t071l I llX 
Di:.· 1.1:.. ii~ Un: 20120108 
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To r ~!S:Cltf:T//COMINTFMO'FO:R:N 

(TSHSb'/REL TO US A_, FVEYJ An t SA anal st ov rt oked wh n he detasked a 
foreign int Uigence target' s s l ct L the nited States n 
I IT he elector _\ as found E}11d detaskecion ntercept 
.----------tl_1e___,target was inth p ited-Stat s w·as µ·urged ... __ fr_o_m __ a-n--S-A- da_t_a-ba_ e_o_.n 
...___ __ __.I - - --

"" .Tbi -~n < ·-

(b)-(3) -P :£; 86:::-36 (U _) Tasking Error 
·· ... . -.. 

++<~"'"""~-.i A lJ. . telephone numbet wa mi taken] task d for· ·o-llciiottd.....,... ____ _. 
·an 'NSA analyst tasked a tele )hone n.umber believed to b associated with a foreio n 

~ellig n e targ t . LJa .. . number. 1...T .... h ___ s_e .... le_c_t_1_· \_V_a_ d_e-ta_ k_c_l ..;;,.o""'nr------------,..r- su-J-ti_n_g-in_t_e_r-·e_p_1___. 

was purg d. o repo1is were i ued on the collect ion. ······- ..... (b) (1) 
(b)(3)-P.L. 86-36 

(TS!/SJ//Hf) I hnr · p A 1~~1~age anal )rst l ea ~·ned th~tl 
tasked telephcme number elect{) '~ .he li ved t b used by for ignintellig._e_n_c_e_ta-r-ge-t-·. -. ""'I"'"'h __ ..... 

r suiting ollection otO alls wa del te i an ! the elect r~ \.V r detasked onl I 
N reporting was produ ed bas d on the c llection. 

) Database Queries 

(b) (1) 
(b) (3)-50 USC 3024(i) 
(b) (3)-P.L. 86-36 

(TS//Sb1/?ff ' o iQocca jp_ns. analy ts constructed p or database querie that had the efD ct of 
targeting . ' . person in databases with ui;_un~nim ized !GIN info rmation, and on0 of tho_e 

asi ns, the queries ret urned result from the -da taba e.. Th return d r s ults from the verly 

~~~~~ ~::t ~~c~[J~~ tc~~[Jv:~~~~~~~.ted , __ und_n_~~ . ~:~~-~rt~ .. ~~-~~~ . .!.._ .• ~ t1~~--- ·~:~-~)~~~g~,~~ . ~:·~~- 1 ) 
· :_ (b) (3)-P.L. 86-36 

• ( TSi?'Sb'1.'+ff~ _ h an ~~ .. -·-anal. r qLleri_ .d.1 I 
I Im an NSA databas<:: . The err r <?_c urred be aus _ ~he analyst did not p rtonn 
~- veri_0_i ___ c __ _ (lt i~no __ ±)lie before submitti~_1 g th qu_ r 1

• Th : quer' returned 
L __ Jfi -ult htch . ere deleted on No reportmg w s 1 u d based on the 
qui;ry. r~$tifls: ---

"('flf((J..~ - - -- ·--
( b)\3) '::_"l. 8 USC ) .98 

(b) (3) "-SO use 3o24f' th databa e audito r found the en or. be analy t 
(bl ( 3 l--P · L · 8 6 - 3 6 L-....._t"""ea"'""· ·""'"rt-re-- _ .... q_u_e-rv ...... rL..e-s-ul_t _o_n __ ....o..;='"-..;,;.;,;,, hen he returned from leave. The results were 

1101 r vi wed prior-to <leI)i.on. - - .__ _____ ,.......,. _____________ ____, 

• (T£//SIAJ1EL TO USA. FVCYj l~n analyst qu ried an N "' A 
databas~ (on a fore ign mtelhgen~etai:g~~ :v-hi le the tar cet was in the 
United tate . The analv t mistakenly believed that h \ :; . uld seaf"'h 

he Uni te.cLS tates. ----.-.e-su- 1-ti_n_g __ ._ _________________ .,...... _______ ~ 
intercept was purged from the databas· on 

(b) (1) 
(b) (3)-P.L. 86-36 

TOf 3ECRET//COlvtfNT/7H OfOltH 
2 
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• 

, ... ·· 

TOP SECRET//COMTNT/fHOFORN 

. (\b) (3) -18 USC 798 
(b) (3) -50 USC 3024 (i) 
(b)(3)-P.L. 86-36 

. .. 
: " 

fTO I 'G"f " " ' f" \· ~ 1 1 01/ 1 \i .J human error resulted in the taroetin T· of a lL :telephone 
number.. A SIGJNT analyst 

I lofa forcig ._1-1"""rn-t-e""ll"'"1g_e_n_c_e_ta-1-·g_e_t .... i 1-1 -a1_1.,..N"""S.,..., A.,......,d,...a-ta...,.bas .... : --co- 1-1t_a.,..i n"""i .... ng ...... .._. __ 
unm1mm1zeda,nd tineva!uated JG INT data. Th query and re ults w re delet di\ 

< I IN reports w r i 'Sued. !'-. .,.....___. 

'," -·· - ....... 
::;;;;;;:;::;;;::;:;:;;; 

·!"::.:: ...... ; ..... "'" 
('bJ+l) .. II rTS/./S, 1 /,.'·NP (b).}3)-"P~:L; 86-36 .,., ___ l: _ __.1.-___________________________ ._ 

(b) (1) 

• (S,\'tlli/l'{rj h hil.e reTwingl kilis le8rned in ~. que1 tool training 
class. an 1_S . analyst qu ri d on himselt and an ther U.S . pe.{onLJ Th 

· analy t explained that he th ught the query tool \ as a training ver i n. Thi violation 
wa, found h the ar1 · l_ ·t' audit r. oil 'ction result d fro m the m istake. he analy. t 
coJnpl .ted add itional U$ 10 SP 018 training an I was counseled that targeting U.S. 
person \. a not authmiz d af any time. 

11 (TS//SlhNrJI la STGIN anaJ t targ t d a . . t lephone number 

• 

• 

when que1_ "ng a telephone numb r beiieved t .be us d bv a valid forei 11 intelli ence 
target The mistak 0 CllIT d ecause th anal)1 ~t The 
quer. did not return any results and\ a delet ·a _______ _. 

returned from leav . No reports were issued, 

.,..(_T_8_l,_1S_l_/,_'H_J __ . .l _________ ar_1_N_S_' A anal st qu ried an._I __________ ___. 
analyst believed that it c uld b queried 

"T"----------------........ --------. collection r sui ted from the 

no reports were l 

(TS//Sf/i=!'ffJI Ian SA analyst inadvert ,n tly targeted a .S ..... I _ ___, 
.__ _ __.I \., hi I resear hing information on associated with a valid f ~:e i g11 targ t. 

.. The erroneou quer wa detected b I an audito1 he quer produced 
D r ults; b er,no reports wer issued based rt .the query. The analyst detas .ed 

· the elect9rl I \ ··... .·· . · · 
"_..._ \ ,/ ,/ 

/ • (yg//£:b'~Jf.7 .... l _________ ..... Jan. 1 analyst perform cf,...· a_g.._u_e....:ry~·n...,.· ·· · .. ._· ____ _,, 
.. · .· .· that _res1~l . echrl the llection of · .S, data du~ to a srten:i eirnr .· / /: I I The analyst de I et d the results With ut '~~ .... ie-,yv-:.,...i.!1-g-. ,t.,._h .. -e-n _____ _ 

(b) (1) 
(b) (3) -18 USC 798 

(b) (3)-P.L. 86-36 
TOP 3CCRLT//CO~llNT//~~OFORN 

(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 
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........ 
Tb}:"01·F" · ~ ::' 
( b ) '\3 ) - P . L ; 

• 

FOP SECRI~T//COMHHH-l'ff)FO R?J 

/ ' (b)(3)-18 USC 798 
(b) (3) -50 USC 3024 (i) 

,. (b) (3)-"j>.L. 86-36 

f 

t:t'.l~~tCbt::±J. _________ _Ja§Jr1.1fil.i£'1J]alQngiJJ t qlleried a t"a'1\' 1 1fl:JT daraba e 
ft r reali zing the mi t.ake, th anal, 

resu ts from the ddabase . No IGJNT r porting 

·.~ ·.''(''fs,vsf,,'}4_F1l . I an A analy t perfom1ed a query onl .... ____ .,.,_,, 
I ~ii '~ ·rn:i.v •.. EG rNT database hi l researchi ng a fo r ign i nt~Uigence target. he 
mi take o curred.'becaµ~e.. the analy t was not familiar vvith u~in g th databa. e. The 
ana lyst de let d th query .. ~rid res.µ lt. that ame day. · 

• (TSf/Slk~ff) Durin an audit of an databa e 
audi tors noted that an ana ly t had queried The .__ __ .,......,.....,..._ ............... _______ ~ 
rror ccurred \vh n t:he ana lyst opied and pasted th • .from one database to 

' n ther. frer reaJizing th rror, th anal st deleted t 
infonnation was di sem.in t d. 

i(b) (1) 

0 

) One End of the Communication in the United States . (b) (3) -50 USC 3024 (i) 
(b)(3)-P.L. 86-36 

xecutive Order J 2333. unminimized 

• (('li!."' {llR[L T() lfS 1 fl rp" I 
I JL J.,, -" . "-": ' " 

(U) Detasking Delay 

• (TS//SI//REL TO USA. f'{EYi ctor 
intell igence targetretfiainecl n task.ing aft r th 

• 

(b) (1) 
(b) (3) -18 USC 798 
(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

on 

and -----

.__ ___________ __.at which time;: th ·electors w re deta$ked . While 

TOP S[CRl~T//COMP~TSNOfORN 
4 

(b) (1) 
(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 
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(b) (3)-P.L. 86-36 

NSA ' s Att me 1 General authorized pr cedures all w the targeting of .S person· 
rea uably b Ii d to be held aptive by fo reign power . ollection houid have ceas d 
v hen th . h tag " as r leas d. o oil .ction occurr d mm the unauthotiz d targ ting, 
and no reports were i ued fort.hat tinleframe . 

• (T8//Sli/RBL TO USA. FVEY) ·ele tor b longing to a for ign int llig: n e target wa 
not detasked when the target traveled to the Un ited Stat s on two se arate occa ion .. in 
one case due to a ~oftware problem in the Although an 

SA analv t detasked the e-mai l selector on 
.._~~~~~~--,-~~~~~~~~__,.;.i 

fai l d to deta k th selecr.or. The anal t did not 
.._....,...,,........,,....-..,.....___,,...,....~---,,....-~~---' 

)rob! m unt il On/ 

from 

t o .J~P rts were is · 1 · •. Th sofl:war~ problem wa not corr · ·fe 
.... b_y -th_e_e-~ 1-1d_o_t'""'"' t_h_e_r_e1-)o_rt ..... ing quarter.· bLwa proces w~ls imp.Len) nted t. notif)" a11aI.ysts 
when detasking do s not OCCUL We will provide an"li"pdate vvhetrth ~()ft\varcf problem 
has be n resolved. . . ',·)::"(b) (l) 

... ·· (b) (3)-P.L. 86-36 

• (TS//S .b',~ff ) Human err r cau.s d targeJing-0f . : ·r r on ·beyond ih.e dat s in\ 
cons nsua! coll e ti on a ~reements . ·Tarr. t_i11g occurred .. . nC]:i ~ca ion · b_ t en · \ 
I I and l Jh cau c .. ·· analysts did not review consensual 

• 

collection tasking. II tion r ulted from th targeting rr r . The error r suited 
from a lack of training :fi r new p r onneJ, personnel Iran. ition, and manpower hortages. 
To reduc the ri sk of recurrence. t h organization createc I !before each authorization' s ._x_p_i-r·-1t-io_n_, _______ __. 

targeted a 
(b) (i) .._---....-----.--------....,........,.,......,....,,....--........ -------' 
(b).( 3 ) _ 1 8 usc 7 98 int lligence target . e ana not con 1 er t 1a t t 1 

(b) (3J-so usc 3024 (i) LJ.S. person. While reviewing the query re ·ults the anal t recognized the m istake. On 
(b) ( 3 ) "-P.L. 86 - 36 I . . ·. Ith .analystqe]et~d th query and the result were delet d from th lSA 

databa e. No reports were i ued. The analystwa· ouns. le.ct cm h w to create proper 
quen . ... \(b) (1) 

(b)(3)-P.L. 

(TS/ISV/:PJf·) Dissemination of U.S. identities The A EoterpA ~ issued .... I ----..lsIGIN T 
product reports during this quart r. In tho rep()rL , "lG.ilYf nal ts dis eminated 
connnunicati~ns to, from, or aboin U.S~ pets· ns or ntities btained \Vhile pur-uing 
foreign int Higence tarrrets. Sl IN product .. were cancelled a NSA and econd 
Party partn r analysts learned of the U . . p rson .. , organizati ns . or entit ies named in the 
product without authorization . · h data wa deleted as required and the reports wcr not 
reissu d or they were retssued with prop r minirn izati n. 

IC'(/("\! !tf+rf. TE) PC' cl f'"' .. ,, . .,, .. 1 
\1<.511 t..)V1 _'CJ:,-·' """I 7 -cLJi {., ",_,1 J • 

...... I...___--------
TOP 3ECRCTHCOM!t;;l//NOF0Rr~ 

5 

86-36 
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.,{b)JJJ 
(~}(3)~P~L, 86-36 

._ · .. 
. . 

·- ·. 

"fOfl SECR:ETJ/COMJN T//hiOFOltM 

(U, The Forei9f1 lnt~lligenc~ Sl.irveiU;ance Act(FISA) 
·-·--. ·-

( I) Unauthorized Targeting 

(b) (1) 
(b) (3) -18 USC 798 
(b)(3) -50 USC 3024 (i) 
(b)\3)-P.L. 86-36 

\(TS//Sf//R£L TO USA, PlEY)Olrl . I an· SA .. _anaJy t revie~~iitrg ·. ~ele tors 
I ~ rnep that a fore igfr ta.rgetha:d traveled to the United tat es: the an-lyst 
deleted the and in truct d bra nch per. nnel to delete an e-mail 

No report were issued based on the colle tion. · · · 
..._..,......,....---..,.....--..... 

SA analyst learned that a selector for an a roved target . 
(J 

· .. tasked from ______ _. No reporting was i 

(TS//Slh?ff1 .... _.,..-___ ..,.........,...__,I an . A anal st targeted a .· . person before proper 
auth )rizatjon ha l b en btained . Th anal st imm dial ly clelet d the query aft r reali z ing that 
the . e lector belon •ed to a .S. I on. o collection resulted fro m the query. 

( U) Database Queries 
{b) (3)-P.L. 86-36 

(TS/!SIN~;[F). 0.- nQcc ion _ S!Gll report s were canCeijed ~nd not rei ued. During a 
p st-pubhca11 n r v 1ew1 th ~ _ lu f Jound that lJ . 
organizat ions ere mentioned in the reports . On the fi rst occasionJ Jwas 
l i~ted. and _in the remai?-1~gQcport .,.m:i...arsociation wa mentioned. Th~ reports :vere . 
rei ssued with proper mmm11zaoon. heL_Jcancell d lGI. r ports are rnclud d m the 1t m 
above on unint ntional disseminattoi1 of U .S. identities. 

" : .-

· Retention \b) (1) 
(b) (3)-P.L. 86-36 

(b) (1) 
(b) (3) -18 USC 798 
(b) (3)-P.L. 86-36 

(S//Sl//REL TO US A, FVEY) I database developer noted that a 
database contained FJSA data older than the ret ntion tim authorized by the ourt. The data 
\~·a di covered during a r view f .__ ____________________ -----i 

AU files containino the FIS data 
o _pre ent future ret mion rror-, t eve opers. 1aye 

-----------------------and implement di ) 
FIS.A dat_ a_~d permanently r mQye FlSA data older 1ha11on year: ---------- .:· '.: - ·-·--. 

(lS//SI/,'l>ff) Business Records (BR) Order 
''" ••, ::: : 

(b) (3)-P.L. 86-36 

(TS/ISTY:i>lf) Business Records Orderll . n 17 and 22 epternber 2009. an S.· 
analyst forwarded r .p rts and an e -m£t.il~ pers.()nn I wh had not rcceiv d re iuired 
specialized BR training. -· · 

(b) (3)-P.L. 86-36 TOI~ '."SE: C:R:ET//COMIN TnHOrOtOo:J 
6 

(b) (1) 
(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 
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(b)(3 ) - P . L . 

(b) (1) 
TOP SECR:ETh'COtvtn<J'fh~10FORM 

(b)(.3)-P.L. 86-36 

(TS//8l/1~ff) Pen Register/Trap and Trace (PR/TT) Order 

authorized numb r 

( The Protect America Act (PAA) 

( Nothing to r port. 

(U The FISA Amendments Act (FAA) 

(U) Section 702 

( Targeting 

..-------------- · . rr r au ed a for ign intell ig nc~target. tas d 
_____ ___. _________ . · ertification , t remain on collection at .AJ I 

h ile the target was in the Uni t .d tate . The o1tware rror 
anct last d onl two mi nut . Whil pr nting th ompl t .,....,..._....,.... _ ___, 

selector, th detaskin interface indicated a successful deta king . The enor was 
Th elect r was 

"'""----..---------..,.------..,--------~ R arch to del nnine if other tasked electors were 
.___....,,.... ___ ____. onduct"d.·· · o tber .sel . tors were aff cted . AU 

and n- re1). ft ~·ere i _ .. ~~d fr m the 

·················· : : :::)~ i~~ i~~ -P.L. 86-36 
86

t~f~//SL'/REL TO USA, FVEY) On l Ian ·-;~-~~aly~t rroneoul/ interpr ted d ta 
J land target d a non- .S . person without uffi ient basi .l ·:b lie ,' tbat th target 
had Jeft the · nited tates. The s lector wa d tasked o~ ./ lcoJlecti'on obtain d tor that 
time period v,ras purged fr rn S databas , and no r ports ~vere i sued . 

..------__,....,.... _______ for a fureign 
in tell igenc tar et were detasked o 6n the ad i e f the A ! G . pon 

nd iscussi n with the ta king anal_ st, the OGC 
.....,.--:--.....-""T""l:~'T"""T---,.-----r'l'"1-c1-n-:-t .... Ju---:-'-nfi ation to task the J ctor .. Data oll ted from 

data ~ e~ rand Ill report. 

(b) (1) 
(b) (3) -18 USC 7 98 
(b) (3) -50 USC 3024 ( i ) 
(b) (3)-P. L. 86-36 

TOP SECRETHCOMfNT//HOrOtitl<l 
7 
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TOP SEC RET/'COMIHTNNOFORN 

{'(~) ( 1) 
(b) (1) 

(b) (1) 
(b) (3) -18 USC 798 
(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

(b) \3) -50 USC 3024 (i) 
(b) (3) "'R,L. 86-36 

, (b)(3)cc-P.L. 86-36 

· (U)Detasking Delay 

r--="'""""-'--"'"""" ....... -=-.-......-.:.......Joccasion the s 1 ctorsforf orei m inte lligen,ce targets 
tasked under tb Certification remained on ta.skin!! while the tai\2.etswer in 

the Uni ted trites r m ....._ ____ ... 
I ~he United , tat . A analyst attempted to detask the rarg"ts' ·electors but was 
unable to enact the detasking becau ·e her d task ino ri. vil ges had be n chan<red. Th . f!naly t 
fournJ th softwar mistake on nd .deta. ked 

('B·)HJ the sele tors onl t· ect1on t at t 1e target were in the United State 
(b) (3):::.f.L:, ~?~~~s delet d fro m databa esl I 

(b) (3)-P.L. 

.. :::: .••• ;,;;;;;;;;;;j;;; ::;ll; ::: 

(b) (1) 

··· .. :::.::: .. 

f ts/,;s·b4~ri" ) 
detaski11i:fof.a ... _s~el~e~ct~· --r~-~...._~..., 

e-mail select r 
·tem. causing 

USC 3024(i) 
(b) (3)-P.L. 86-36 

fFS//St//llEL TO USA, l'VLY} While conducting al IFAA e t _t r rnview1 I 
an 1 A analyst found that one s le tor belon''.ll1g 10-a target \ as m issed when the tar et' 

(b)(3)-P.L. 86-3,6 /1 · ir .. , . j(,' r> ~H.'V · . . . · , 
(1Sn Sin RBL TO L.n r:, f, EL,) Human error 1e ufted m a d la an e-mail sel ector 

..... ;,,,; .. ~~:; ; . . . 

(b) (1) 
(b) (3)-P.L. 

.. . ::--· 
J:<:•• ': ·· ·····•· 
(b) (1) 

8 6 \'JtS//Sb'i'REL TO USA. fV:EY) target, ta k d fo r co ll ction und r the f AA.,_1.......,.....,........,........,........,.... ..... 
ertification s d in time to avoid coll i ion wh n th target entered the '1,1ited 

St . on S - ' ubmittecl the d tasking request n 

pt. 

./ (U } Dissemination 

~on quently, tne select rwas not 
as c 1l ~cted before th targ t1s s~.l ector wa. 

SA datab,'1.sel I o r ports 

(b) (1) 
(b) (3) -18 USC 798 
(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 

(TS//Sfi?~ff)Osr~iNT reports were cam·el led and not r i. sued. In th ! fi r 1 report, a foreign 

.. ~t~~~! l igence forget tasked under F A4 ······· J c~,rti .1. ationl . I 
(b) (1) 

(b) (3)-P.L. 86-36 
TOl3 S[CR::EThCOMH>/T/,q" ~OfOH:P .J 

8 
(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 



O.Q<Z=:iID: 416557 9 
\OJ \3J -:Ju u::;c 3024 ( i ) 
(bj .(3)-P .L. 86 - 36 

TOP SECRETHCOMlHTJ/NOFORH 

\ \ JJujted States. D.th]" report , all on the sa. m orei ~n intell.igen e targ t tasked und r 
I c r 1ficat1on, were anc II d when analy l learn d that th 
w a nalur liz d . . citiz rt Th0 can elled lGJN .r port · r included in th 
all r menti ne secti n on the di "'semmation f .S. identities. 

A 
target 

(SHREL TO USA, rVEY)I j~n NSA analy t fi rwarded F data t SA 
p r onneli s me fwborn w re not authoriz d lo vie. F.. data. The e-mai l w·as recalled and 
re ipi nl de leted copi I I 

(b) (1) 

(U} Section 704 (b) (3)-P .L. 86 - 36 

( ) othing to r pore 

(U) Section 705b 
(b) (3) -P.L. 86-36 

( Database Queries 

(TSHSt/'.'tff~ jaii A anal . tdid?otperf~~m du~ di l i gen? prim:to . 
c nductmg a query m response tol ~qu st for m fo rm.atl n. Th anal ( t ' h lS the ubJ ct 
matter exp rt on the for ign intelligence tru'get\Va - n leav . o anoth r anal t researched the 
request. Alth ugh the analy t as not t ld that th~ // ·. t a a . . p r n w ho 

as pr viou I th subject of -A 70 b cov rage , the analy t hould have full 
re ar hed the targ l prior l acquiring d1:1kon a for ign int Jljgence target. he anal. st 
tail d to check th e pirati · n of the court order prior t hi s quer . Th .. ourt rder had xpired 
on . The mi.stake ".Yas· .ound b th ·u.bje ' t matter expert wfien h. return d from 
..__ ______ . - ............ Jhe qu · ri d data was d~l.~tedJ I '6-~ata wa 
dissrninated to and n reports\ r i sued. ' =,, .. (b)(ll 

(p) (3) -P.L. 86 - 36 

SA anal st m istaken! / 

( Other 

( ) Unauthorized Access 

.-- ·· ... · ..... 

······· ... > .. (bl (1) 

(b) (3) -50 USC 3024 (i) 
(b) (3) -P . L. 86-36 

(U) Computer Network Exploitation (CNE) 

--- 1- ,,,.., ,.. ,-...Tr"<." I 
J. U I l-. , / 1 ~.J.. 

TOP SECRETHCOMJN'Ti','?<OFORN 
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on ·· ... ············· 

(b) (1) 
(b) (3) -18 USC 798 
(b) (3) - 50 USC 3024 ( i ) 
(b) (3) -P.L. 86 - 36 
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.\,.....,.I \~I 
(bJ (3) -18 USC 798 
(b)i3)-50 USC 3024(i) 
(b) (3)-P.L. 86-36 

(TS 11SI I t?.ff11 M • li J , 

l'T'C'< /IC' l f n.. · 1-d 
\ _._ '"" ' ' ' ~- ~ · .,..,_, ._ ~- /I 

(T9 I 'St' 't '. F)I ; }{ ,, . \ 

TOP fSECftETi1CO!vm~i77HOf?OftN 

I 

(b) (1) 
(b}.(3)-18 USC 798 
(b) (3) -50 USC 3024 (i) 
(b) (3hP.L. 86-36 

······... ······· ... 

(bh(l) 

\LJ) \~!>~ 1-0 UO\.., I "1 

- : rO USC 30 
(b) (3) -it>L. 86-3 

/ 
(b (1) 

. 

· .. 

.I 

8 
24 (i) 
6 

Dissemination (b) (3) -18 usc 798 
(b) (3) -50 USC 3024 (i) 

. (b) (3)-P.L. 86-36 
(TS//Sb'/REL TO USA, FVEY)I la SlGlNT anal 1st sent an e-mail contaming 
unm inimized . . person dat · to a cu st mer and an N~ A data repos itory. h mistak was 
discovered by the rec.ipient, who le leted the -mai I and n;:que ted a minimized v rsion. The 
analy~t .su sequ~~tl . del ted th e-mail and re 111 the e-_mail wi th minimized data. The cof y 
comammg unmm1m1z d . . data ot to the data r po. nory \\'8.$ deleted .... ! _____ ___. _ 
( Collection 

__ <.· (b} (1) 
. (b) (3)~.:i>.L. 86-36 

(TS//SE//REL TO USA, FYEY) sele tors w re task d~t a ... I ___,,, _ __. 
by an analyst v ho \Vas una ,re t 1at ·.1d not have authorization to ta~k w1der the FAA. 
Responsibilit · · or the selector was transfl n-ed to an NS · Wa hington organization authoriz d 
to c nduct FAA-related ta kjng. 

') Counterintelligence Activities 

Nothing to r port 

,-or ~E:Cft f:: l'//COMfl<:l'f/fMOfi'OttN 
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i p) (3) - SO USC .3024 (i) 
():)) ( 3 ) - P . L . 8 TOP SECRET//COMl~H//?JOFGR~J 

i (b) ( 1) 
(b) (3) -P .L . 86-36 

In tell igence~related Activities 

(TS//Sb'/i>W) T reduce the ri k f unauth rized telephon ' coll 
instituted a roe s c <ri ve anal sts 

ln th 
occurre .. H was purged from NSA d tabases. 

N 

1nslane ·-was··purged··from·· (b) (1) 
(b) (3) -P.L. 86-36 

('fS//St8R:EL TO USA. FYEY) lthqucrl111ot vi6fa.ti n of · .0. 12333 .an"d related diTecti es .. 
S reportsc=Jn.start es 111.which database ace s a p.ott rminated when .access was 

no long r r quired . Once ident ified. the a ces es wer termiriated. Additionall y, there ere two 
in tanc f a ount haring~ I a11. instruct r i n a training la5 acces. ed 
the computer and SIG l r database account of a student and quen d a fictitious s lector. !'he 
in truct r v a teaching th class at a l cation away fro m 1 1 A Headqua11 rs. and dou.ld not 
acces his comput race unt or database. Two problems occurr <l. Th fi r tis that the in tru t r 
acce sedan th r' computer and database ace unt. The · cone! is that h did noUvet his 
fictiti ou query t en ur 1h elector did n t b long t a n anal t st pped th 
instru t r and d leted the re ult. )f the databa q uer 1• I fN A learned 
that tw IGl l~ analy t \Ver usi ng a third analyst's account to acces 1. S databases. 
Althou b the two ana ly ts \>vere uthorized to access th · databas s, their a tion ·violated 
comput r ecurity policie . The anal ts· database accounts were disabl cl an I later re tored due 
to criti al mi si n support r qu ir m nts . 

2. (UJ/FOUO) NSA Office of the Inspector General lnteUigence Oversight 
Inspections, Investigations, and Special Studies 

//FOUO) During this quart r, .the lG r vi wed various intellig nee activiti of the 
N I S to determin whether they had b en conducted in accordance with tatutes. Executi e 
Orders. ttorn ; G n ral proc ure . and Depaitm nt of Defi nse ( and internal dire tiv s. 
With few exc ption , the pr blem uncov red w re routine and h \V d that l erating lements 
under tand the restrictions on CSS activities. 

(b) (1) 

/JrOUO) Misuse of the U.S. SIGINT System (USSS) (b) (3)-P .L. 86- 36 .... 

l~/,t~J//RELTO US.'\. F\'EV ) I Ian ~-~y analyst a.'sign d to 
t_ l_}~ I ln:port._t:!<l_l_,_c._1 u-e-n-. e-d .... ,-------------f n violation f 

(b) (3) -P.L . 86 - 36 TOP SECR:l2T.'/COMRflWNOFORJq 
l 1 

(b) (1) 
(b) (3) -50 USC 3024 (i) 
(b) (3)-P.L. 86-36 



0(00:Q'.l D : 41 6 5 5 7 9 
l'h\ /':;2\ _ C:, () TT ~r ~()')11 1-i \ 
\~J. \.._,,/ .._,,...., "".....,...._. ...,..._,._. .. \ ...._ / 

(b) .(3) -P . L. 86- 36 
TOP SECRETh'COMINl/fi~OFORN 

P0018. R .portedly the analy t qu ri d the fmeign numbers to aid in l aming the 
I Panguage. Th , naJyst's action' as not in . upp rt f hi . fficia l, mis ion-r lated dutie . 
Th analyst' databa acces and his acces to d a si fie informa1ion have been suspended. 

c 
- - (b) ( 1 ) 

Congressional, JOB, and DNI Notificatigos _.... (b l (3)-P.L. 86- 36 

:~~11111rj 
ur -,oses was ava il al J 

, .. ··· ···· ····· 

mmitt es 
OMS EC 

3. (U} Substantive Changes to the N~~~S$ lnteHigence Oversight Program 

( U) Nothing to report. 

4. (U) Changes to NSA/CSS published directives or pofiCJ~$ ·-<:oncerf1ing 
intelligence, counterintelligence, or intelligence-related actlVift.~.s aitd the reason 
for the changes .. , · · 

(b) ( 1 ) 
(b) (3) -18 USC 7 98 

( · ) Iothing to re1 ort. (bl (3) -so usc 302 4 ( i ) 
(b) (3)-P.L. 86-36 

5. (U) Procedures governing the activities of DoD intelligence components that 
affect U.S. persons (DoD Directive 5240.1-R, Procedure 15) Inquiries or Matters 
Related to Intelligence Oversight Programs 

( ) othing t r port. 

I OP Sf.::C JU: f//CO!vllloey'f/fMOJ'IOflN 
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