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MEMORANDUM FOR THE CHAlRM.AN. INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U/ffOLO) Report to the Intelligence Oversight Board on NSA Activities -
INFORMATl.ON fv1EMORANDUM 

/ 

(l.J/,!f()l.J()T Except as prcviousJy reported to you or the President. or otherwise stated in 
the enclosure. we have no reason to believe that anv intelligence activities of the National Securitv 

..; - .; 

Agency during the quarter ending 3 l J\:1arch 2009 were unlawful or contrary to Executive Order or 
Pregidential Directive and thus shou ld have been reported pursuant to Section l.6(c) of Executive 
Order 12333. 

(Oi/1"'{)t.;&) The [nspec1or General and the General Counsel continue to exercise oversight 
of Agency activities by inspect.ions, surveys, training, review of directives and guidelines, and 
advice and counsel. These activities and other data requested by the Board or members of the staff 
of the Assistant f.o the Secretary of Defense (Intelligence Oversight) are described in the enclosure. 

(U/.TOUO) T concur in the report of the lnspector General and the General Counsel and 
hereby nrnke it our combined report. /i ~(>!;< ,UJ 

I. J..'iJ . 
KE.I I t3. ALEXANDER 

Lieutenant General, U. S. A1my 
Director, NSAJChicf, CSS 

Encl: 
Quarterly Report 

Th!;; d1,c.:unwnt may be <k~clas~ificd and mnrkd 
"l..iNCLAS'.:\IFIEDf. Fc11 O!lic.i,li U.<c. 011!y .. 
u1wn removal of enclosure(.'>) 

Derive.d From: NSA!CSSM 1-52 

@>pproved for Release by NSA on 12-19-2014, FOIA Case# 70809 (Liti gation) pated: ~?.???.I?~ 
Declassify On: 2u32u I 08 
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1, (UUFOUO) lntemgence, counterintemgence, and intelligence~related activities 
that violate law, regulation, or policy substantiated durin g the quarter, as w en as 
actions taken as a result of the violations. 

(lJ ) lntemgence .Activities 

ff8//GL' RLL TO USA, rvr:v) Unintentional collection against United States (U.S.} 
persons. This quarter, there \VCrcO instances .in which Signals intelligence (SlG1NT) analysts 
inadvertently targeted or collected com,1rnnications to, from, or about Li . S. persons vvh11e 
pursuing fr)reign intelligence tasking. All intercepts and reporL<; have been deleted or destroyed 
as required by United States SIGINT Di~cctivc (USSlD) SP0018. 

..( j;)) ( 1) 

....-···/f'(b) ( 1 ) (b").._( 3 ) -P.L. 8 6-36 
(U)UnauthorizedTargeting .. ::>/ l t~;.:.:~:~.l. -P.L. 86_ 36 (b) (3) .. ~So usc 3 0 2 4(i l 

(T~~i:.;'Sf./,'!~f) OnL:J·)c'{~·~~ions, .~ef~ctor$ Jo~+ .... ·· <::iu,_s. persons were tasked under cons~~)sµal 
collection before the approva!/process WflS contpih~~L-. ..(\Jthough thel "·I 
subrnitted the prerequisite 9f>'nsensual collection "i~rrilf;!._iri-... I ________________ _ 
the final approval had nqYbeen granted ~y the Dir(~<;tor>.National Security Agency (D£RNSA) 
prior to tasking. The .NSA analyst erro11eously beli~\ed OQC approval wa<.> sufficient to proceed 
\vith tasking. and dj.(f not co1nplete the c~1)proval proce·s~>. Tfie.yiolation wao; found and corrected 

I l·<.vhen the selectors w¢re detasked. Nh .. collecli9n resulted from the violation. 

~'1".H-~+r.:rt"tt.-----------.... NSA tarnetcd a ;>s~ tele" ... ~dn.e nurnber in error. The 
number passec to NSA from ·. vas incorrect because ------------------------0 fa tv. in} error. NSA analvsts discovered the tv in error ori wber~I ... ...,.... __ _. 
-----------------------.---__ .... __ vv_;i_th_i_n_3_·o minut.~s, the 
analysts replaced the incorrect number with the numbe .._whi9h was 
obtained through a consensual collection authorization. No collection occ111:rd·d ftom the selector 
tasked in error. ........ \/ 

,.....-"(b)(3)-P.L.86-36 \(b l (1) 

(Uj trr~·ve1 to the unit,~q,,state~:./~~f-i:~:~ .. ~E<t·:· .. ·s6.:::.36 ~ ~ ~ ~ ; ~ =~a \s~6;~~4 (i) 

(S/.'8I.'i'RLL TO .~J.H1\,:J?~l.i:'.~~if.!'.;:~1,;~-1~g this~ix}rting ~~~:i~cl~··Dv~~·i·~ .. ;~;~·;·~~· iaigetsl I 
I lt.he:tfoited States. 'ht.-~king was\terminated, and collection, whic,1 occurred in 
LJofthe0 .frfatances, \Vas purged.Jrhm NSA databases. No reports were issued.\ 

+1~4'T+~H~n~~F-"1'M"r.Jh of the , instances o~ lthe United 
v 'Ould have been avoided had timely action L-.-...--r-----""'"""..., 

been taken to research the t~Jrf.!et,'s Although the analyst requested a reviev,, of 
the vith access to the database vvas on sick .._.......,.,......--___,,.........-""'."'----------......... 
le<1ve. T 1e rcsea .· revealed the target was in the United States 
''s of .. The selectors were detasked, related collection was deleted from an NSA ---.... ---... 

( b ) ( 1) 
(b ) ( 3 ) -P.L. 86-36 
(b ) (3 ) -50 USC 3 0 2 4 (i) 

TOF SECR[T/,'CO\fvHt~T//HOfOR:N 
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database onl land .. the .. ana·lyst .. applied .. for .. a.r.ese.archacc.mi.f.lJ..t.9..r.~?,,~.~e the risk of 

future violations. .. .... ·::::::> ::=="""''"::·::;;.>"" ?:t:L ~; ~ _ P . L. 

(TC//fiJ:fR[L TO US.\, rVLY) ln another of the afqremenfi-On(~.<i«~·~ilectiqn.)f~~idents>:~lie .. target 
entered the United States on ... ....- ·~n NSA anal\:~t·· ...... . 

86-36 

attcrnpted unsuccessfhHy ........... t)\'1 the target selector q.n " ........ \ ... "· 
A malfunction of)he..graphlc<~Juscffi1terface application preven~ed execution " \-.., 

ot""ai1\· otbcr .. atfion. Once the database '"'as returned to service. the ana vst found that 
_ ....... \ 

L...-_ _, .. ·C()llcction occurred on ·!'nterc.epts were purged from the NSA 

da::·~:'.s~~ .. . . .. .. . . , ' ., ' I: : ································%· · ··············· :······························· : ; ' '''''"'t!>J I 1 J 
( J .._;,, .;t, RLL l 0 lJ>.;; •. l·< h\) onO'>eeasmns~ .. colle.cnotf'occurred w~~.1J<; .. y9J~d::~<?,r:e1'gl'1::>.::: •·. _ 

86
_

36 targets were in the United States. In all instances, coUectiQn was.Jetmi:nate:a::and"sdect9f'S, ··· (b l ( 3 ) P · L · 

were detasked. Collection, ('.cc~rr..i.~1.~J11[]oftl1eni;1St.~hc~~ .... )v.aspi:frged fron; .. NS.;} / · · 
databases. Inl lrnt idents, v10Iat10ns re'surte~U.mm procedural error.~k· / ---- / / 

· ··e ttP JI r' - ·r" A ""ll "")-"' .J ·''F'·:; ········· . • . .// / f :: 
• (1,_,,, .Ji,. REL I 0 1J d: t, 1 , L (.) .. An N SA analyst did not confirm )liat the target was \ 

outside of the Unitc~LStates"before conducting a query of an l)lS'~~ data.ba:Se. Although the 
initial infi)i:tnatitih"iippeared to show the ekctronic mail (e."n1ail) acco\.ditl I 

.. J , ....... · I the analyst searched on the selector on ........ \ 1ithout the 
...... · prerequisite check. Another NSA analyst found th~"vi olat ion on · nd 

(b.i'c1i noted that the e-mail account! khe United States. The query and 
~~~ rn =i01us~6;~~ associ<~tcd results were deleted on I 1 .. No.i:epo1:tS .. 'N~I~...i.~.~1:1.~~1.J~m that 
<bl <3> - so usc 3024 <i~ol lect1on. .. ,, .. :;:;;;;;;:::"'7(bl (ll 

• ::aiH~S~~·~~;~:~~i;;;i~:~·;~:~:·~::::~:~t~r (:i~~: i - P. L . 

86

-

36 

should have been detasked ii "Theseleetcfr"l){;.iong.ed·t6 ·~ foreign n~tional 
L-------------i_11_·u .... 1c th;j.t.~d .. Statesl l"'r'he selector, beli9hed to have 
been removed in "\.vis noticed while an NSA analvst was pros¥cuting 
another valid foreign. target. The selector was detasked o~ !"No collection 
relating to the U.S. person selector has been found . 

....... ·:::?\bl (1) 
(lJ) Database Queries ....................... · ....... :,.. (bl (3J - E>. L . 86- 36 

(g' '8!/,'RCLJJHJS;({:~;! ,¥) 911cii:cas io;,;;J::' SA analysts constructed poor database queiies, 
and onG'f'those occasions, ,.the qu~i'ies returned r:e;mlts from the database. The returned -results 
from the over.ly broad orJJ1fompl.etc queries was deleted, and no reports were issued. Procedural 
errors contributed toQ ii' the o violations. · .... 

(C' iTJ"IH'l TOlW1' PTF\I "1, NS·\ I 1···""'"(6)(3)-P.L.86-36 ,o . . . .> · ' · ··'··'. .; ._,,{, v .. , 1 1_ _an 1 f. L... ----------'· 

analyst failed to restrict his database querv with foreign target selectors, resulting in the 
targeting of a u.s.I h yithout authorization. With the 
intention of coHecting a communication, one end of \vhi~h was in the analyst 
mistakenly be! icved that he could query ..... for 
fhreign intelllgence purposes. .... . ............ .. 

·-..... J: .... -··· 

TOP SECfH~T/'COMFHT!/HOFOf<N 
.., .. 

(b) (1) 
(b) (3) - P. L . 86- 36 
(b) (3) - 18 USC 798 
(b) (3) - 50 USC 3024 (i) 
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('b.J (1) 
(bi°.('3.J - P. L . 86- 36 
(b) (3)·::·$0 USC 3024 (i) ..... . .. ··lbl (1) 

····..... . .......... ·········· (b}(3)~P:L .. 86.~~6 ....... ()?J (3) - P. L . 86- 36 

~- .... cn:;//Sl/.'RLL Tf!.JJ..fi.!r, rv:cvr·~\nother NSA mrnlyst used. til'i::· fr~·i::rnl I~{~;~ =~~ ~~~ ~~~4 (i) 

I litrliis search for f()[ei in intelligence related to the U.S. ~residential. \ 
inaugui.:i.'iti9n. Fro1.n the analyst mistakenly .. believed that the\ 
term typed Jrl ....... · was pcrrnissible. The mistake, fo'::l.r:id . .l~J)I I was\.. 
correc,Jtxhhat day. No collectjon resuheq .from-·the .. q'licry........ \ ... 

/ • / (T~ ;,SI 11~ l'J TO 11:;x; VViiY) ;Iu;,;.11 ~rror resuj1ed i~ the targeting o~ \ ,_ 
.... . ... . J. .. ·· l<A.n NSA anaiyst and his auditor 

.................. ·· ···· ·· incorrectiv a .. Jic.d . .tar 1eti.nu .. .r.uidance-... resuhin · .. in· ueries to an NSA database. ·. 
'• 

~~i~;;~:~~::i:~~~:i::j:::·~:~~;~:·:::::·: :::::··• ... '":······ ' ";· . .... . . . . ..... 
··· ···· ····· q9crres-, .... l.h~~. m.1stake ffrNluced query results, which were deJeted \.Vithout review. 

············ .................. .. 

• ('fS,'/~Sf/,:Rf], .. ::f6US·A, . .[~y'EY) x~·,N.$/\ .. ttnatvstuse.:9 the term (bl (3) - P. L . 86- 36 

search fr)!· foreign ······· the 
analyst mistakenly be.lieved that the terni typedin ... \.vas permissible . . ...._..,.....__,r--~~~-----, 
The query, found by the analyst's auditor, was deleted ·olT ·and all related 

··· .•. 
collection \Vas destroyed. 

~~'N;~~:;g:;·c: ··0s~-36. ~~~ ~;~ - P . 1 . 86- 36 

-_ ··.:::'::':::,,':''':::;::::::·~ In an attem t to locate a translated intercept, an <bl <3J - 5o usc 3024 <i> 

· .. ·<:::::::::::::"'N:SA analvst search~(fOfflhe of the transcribing linguist. .. The 
....... 1 ···................ ~iolation \Vas f()Lmd by the analyst's auditor. No results were reh.~rncd . 

···· ....... ......... :::::::::::::·... /{ b) ( 1 ) ( b) ( 1 ) 
. ; . ···· ..... ······ ... ::::::::::::::::··.. / (l;>l (3) - P. L . 86- 36 (b) (3) - P. L . 86- 36 
(L) Detasking Delays··.... ·· ..... ··.::::::·... /! (bJ (3 ) _50 use 3024 (il <b> <3> - 10 usc 798 

. . ··-..::::::·· .... // \ (b) (3) - 50 USC 3024 (i) 

···. ..::::· 1~'.f~:·· ht~he numbers remained tasked after an Attorney 
General authorization had ex ired ()ii The NSA analyst detasked the 

, ·dectors aware of 
\ 'The violation was identified·on: and the 
\ selectors were detasked the sam.e dav. No collection occurred betwee· and 
l I A review of the i;cidcnt resulted in a change .in operatin~ .. .P..1:'.?..~.~~.l.1_n,:~ ..... :::::::)." ... ,(bl <l> 

cr;,; 1,'FI '/~fF) The selectors of0 rnlid'fcfre'ig!1 .. t·a·~g~t~··~·~~;k~df .............. ..................... ::::::::.:: ·:>:'./ (bl (
3

) - P. L . 
86

-
36 

I lwcr.e 1)01. removed from tasking when they were approve,d .. for targeting·tmd.~r · .. •. 
Foreign Intelligence .. S.titvdllanct~ . (:::ourt (FlSC) Orderl l····Consequen_tl-y< .. thc .tai·gets' \, 
communications were intercepted! h1ft~r.t.I.~ey entered the_.Ufihed S.:tatcs in l ) 
2008. This oversi 1h.t was found durin J a selector revie\v ........... ·"The selectors \ 

.. , . . . , , . ... . .. ~ . , . .. .. . . ()~}"" , . ?~r§.~ .. ~!.~1.!.~:~·:~~~~:::?:?::~::f ~~1.1.~~·· · \ collection on the targets smce the) entere<l·-the·L.n1 .. ted·.States,.............................. . ....... ,,,,,. ........ :: ...... 
'--------' (b)(3)-P.L. 86-36 

(S/18F'llLL TO Ufo\, fVLY) Unintentional dissemination of U.S. identities. There 
wcr90 instances in which SlGlNT analysts disseminated communications to, from, or about 
u .. ;;{ persons \Vhi!e pursuing foreign intelligence tasking this quarter. All data have been deleted 
5,}t destroyed as require~: ... ..InQ .g.f..the0 instances, SIGlNT products were cancelled because 

./ they contained ~.b.<>i<le.!iti.ties ·6f U.S. persons, organizations, or entities. The reports were either 
............ ~:~~:~:::~;~:~;;~~g::6r :~vcfe .. i~eissued with proper minimization . 

. / .. : .... ,:::::: 
(b) (1) 
(bl (3) - P. L . 86- 36 

·ror gECft[T/,'COMHff /,'HOrOfeY~ 
. .., 
·' 
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(t;)(3)-56-usc -3-024(i) TOP t;ccRcTrcor.vuNT/;NorortM .... ·· .... ··::::::::::::::::'.':'}7. :~: : ~ : - P . L . 86- 36 

(S/l~l'.'.IU:L TO USA, f'YL'l') I la!iNSAana1V~lt;;i1:~:~~~~~ize 
SIGINT .. _befrlre he shared the data with an analyst fron~...th '------,._.-,--,....-,....----'T"""-...... :bl (3J - P . L . 86- 36 

The data.;j 1inc,J1Jded .. fr)formation on ·U.S. persons. TheL--_ _. 
analyst was contacted onl and he destroyed the data. No r_yports \Vere issued on 
the dissen1inated data. /./ 

· (I'f.J/l8kfRLL TO t:SA:, f'VLY) \Vhile NSA I lt~alysts were developing 
(b}.,(l) 
(b) 't·3) P . L . 86- 36 
(b) (3·~ 18 USC 798 
(b)(3J\50 USC 3024(i) 

(S.'/NF) Information shared with I _.,..,. ... .,. ............................................................. l ·ana:lysfby"a~::NS:i\::::::::::::::::t?)<3)-P .L. 86-36 
an.alvst enabled theL:}1n:aly:::rrn··i-i:Ssbcfotc a telephone number w1th a U.S: . .JlCr5otf:··· .. on / 

an NSA analvst · .. / 

........ ····...... ··Al~,1ough the comp!¢~~-.'.{. 
nurn er was not given io th~ amllyst, 1vaisufficient to is~¢'c.iate 
it \Vith the owner. who is a U.S .... person. ... ·::::::::::,,,,, ....... f~/ 

1 
l 

···.... (b) (3) - P . L . 86- 36 

(U) Report Cancellation Delay_ ...... ...-f~t~·-g.~ .,,.P . 1 . 86_36 /bi ( 3 i - 5o usc 3024 (ii 

, . ....- . ~n N·~)~ .. f~~~:1;·~tlearp.~d froml ~{~at a valid 
foreion tar :ret held_.ckfol ~nd U.S. citizenship. Alrho.µgh the selectors were deta.c;.ked on 
'-------_...ind collection was purged f~(.1~1 NSA database·s~C:Jrcports generated from the 
unauthorized collection were not cancelled unt1·~ I The delay in report cancellation 
occurred because of a miscornmunication between two analysts. Each believed the other was 
going to cancel the reports. 

(U) The Foreign lntemgence SmveiHance Act (FISA) "{b) (1) 

(!;>) ( 3 J - P. L . 8 6 - 36 

(U) Unauthorized Targeting 
(b·) (3) - 50 USC 3024 (i) 

er cm:; I/. 'J>~ r) Bet\veen .... :G:ot1ec:ti0f:i:::~n~]11.~1e~J:o11;::g::ffi';:fiei .. 1~ ~ ~ ~ ~ ~ _ e . 1 . 8 6 _ 3 6 
selector after the FISC Order, hm.t·expife(L ... Puril)g:::rout:ffie::~efoctor screening, an i 
NSA Team Leader noticed that an e.-::n1a.il-se.~s;.ctofl1acfifo'Chcen specified on the newl I 
Court Order ... ::n1e :se:f~-~t6i'"\v~1s··~·emoved from and taskin on ; 

'-------_,an<frefat~d collecti.on vvas purged from an NSA database on L.------__. 
No reports based on unauthorized collection were issued. 

.................. .. .................. :::::::::::::::::::::::::::::::::::::::::::::::'.''.""'.'::::::: '"'~tl : ~ : - P . L . 86- 36 

NSA"feariie.(f'ihatg, F1SC"ap(5fr)·\~Cd scl ec.to_1J_......... .., 
....:... ____ .:..i... ________ ...__ __ ·· C\HJeC'tion s e.cialists analvz.cd-the selector metad~~a 

to determine that ... \. 

I l -Thc.: ~-9.f~r;.~~!E .. ~~-~:~. detasked on . _ .arid coJkction from'--..... ...,.........----' 
was purged from NSA databascsthc··same.day. ..... J.9 ... ~~duce the nsk of a recurrence, oyers1g t 

·········· .... · 

TOP SCCRL'f','COMINT'/?~OFORN 
4 

.......... <#"('~) (1) 

(b) (3) - P . L . 86- 36 
(b) (3) - 18 USC 798 
(b) (3) - 50 USC 3024(i) 
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roccdures have been modi· ·d to inetuaC ::.. ,......... ················ .... · .. 
················ 

41652 07 

........... -:::::: ............. :.··:·:::::::::::: ................ ::··:··: .. ···: ::·::·::»: ::·::··:···"::::::::::::::::::==:.:i;:·::::::':.:::=;;;;;;;;;;;;;;;;;;;;;;;;;;:~?~;.} ~ ~ ~ - p . L . 86- 36 

~--......... ~onc:J;ec~:!5.iPU:s~: ciill~et16i,-65rffi'iii.1ed after FISC. .. .9..rd~rs: ::::::...... / ; -..: 
viofafi()i°is were i.§.oiated 01 ~g.::a :'inaJf.i,metio11 _l;let\liee 

...... ··· 
······:::: ... ··· 

selectors continued atted he FISC C<fortPtrler:expired pu .... •• ... ColJectk)1l 
between ........ ·· f.~is::~:;G~·ged fro.1J.1·-N'SA databases. The selectors 
vven:~ rcta.sked·linder the FISA Amend1i~t~fifs Act FAA). ......... Certification 
I I· .. the "i~ISC C~urt Order ,::.e~x.i.:.i~re~d~on~ ______ __. 

Collection from 'electors was purged from N SA database on ················· ......... .. .... · ::::::::::::::::_:::::.:~;:;;;:::-"-} .. ~: : ~ :-e. L . 
86- 36 

cr~ 11~tuPJ2L TO t :£,\, FVEY)I l aNSA. an~lys~_.querieda~ .. :NS_~·:>fat~base f~r 
intelligence on a U.S. person fr)r a period not covere.d by.f.JSC·Oh:lerl J A!ibough the \. 
order was signed and effective as of! lthe analyst queried backyl I 
The analyst tenninated his query and deleted the results onl ~.\!hen he recognized 
his mistake. 

1'1'<' I :n ,. ',.,_ ~r·\I 
\ . ' \._: ' "'- ' J..t. ! ~ }I 

..... ··"! (b) (1) 

(U) Business Records (BR) Qrd¥.fr ~(bl (3) - e . L. 86- 36 
········ :: ····· 

I 

(bl (3) - P. L. 86- 36 
(bl (3) - 18 USC 798 
(bl (3) - 50 USC 3024(i) 

~""""'"'~~ • .u' · ....:i·~ On 7 Janu~ir:;:;··2009, while so.arching collectionl 1:::::::::,, ... 

NS:A:··m1a:ivsts !f()\Tffd'BRTISA"'dat:a ·111duded in the querv results. or<b> <3>-e.L. 
.... tl-1e-., --sc_q_ec--t-o-rs_u_s-:e_d_i_n_q ... ueries, <rnly0 had been approved under the reasonable ;rticulable 
suspicion (RAS) standard. Although the riumbers were associated with a foreign target. the 
selectors had not been approved for call cqaining in the BR FISA data. The analyst did not know 
that approval .must be sought for BR. FIS'i I call chaining. No data was retained. and no 
reports were 1ssued. 

(Tfl/,'Gl'.'nf) On 9 January 2009, an NSA analyst violated NSA call-chaining procedures \.vhen 
he inadvertently did an extra hop, or call-chaining expansion during a BR FISA chaining event 
resulting in fr)ur call-chaining expansions or hops. The Court order prohibits more than three. 
Immediately, the analyst realized fi.1ur hops were processed, and he deleted al! of the results, 
\Vhich were foreign. 

TOP SECR[T/JCOMINT/,~~OfORti 
5 

86- 36 
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(U) Update to previous report 

fl'E5/'SW~JF) As reported last quarter. on l 5 January 2009~ the Department of Justice 
reported to the FISC that NSA had been using an "alert list' ' to compare incoming BR 
Fl SA metadata against telephone numbers associated with counterterrorism (CT) targets 
1J1at NSA had tasked for SIGINT collection. The Agency had reported 10 the FISC that 
the alert list consisted of numbers for \vh.ich NSA had determined that a RAS existed that 
the numbers were related to a terroris t organization .. a<.;sociated with·l ...................... w ...................... .. F :::::::::::'Th> < 1 > 

.......... ...................... .. - - (b) (3) - P. L . 86- 36 
I l··HK¥We\YC:f"fhe ... m<~ority of selectors on the alert list had not been CbJ <3J - 5o use 3024 Ci> 

subjected to a RAS determination.. Analysis through call-chaining was not performed 
unless the number met the RAS standard . 

. , ...... ... ... .. , .. ................................. : .. ......................... ~ , ~~~g~-P.L. 86-36 
·NSA"!>uspended the companson of BR l· ISA metadata L-...,........,........,..--"'"" 

against CT target se cctors. an in the conduct of a comprehensive review. NSA 
identified other processes used to query the BR Ff SA metadata that also did not conform 
with the Court's orders or that were not folly explained to the Court. The review also 
identified some manually entered queries that were noncomplianl with the Courfs orders. 
None of the cornpliance incidents resulted in the d issemination of any reporting from 
NSA to any other department or agency. Upon discovery of these compliance incidents, 
N SA. irnrnediately rnade changes to its processes to ensure that the Agency is handling 
and querying the telephony metadata in accordance with the Comt's orders. The 
corrective measures indude implementation of conirols that prevent any automated 
process from querying the telephony metadata NSA receives pursuant to the Court's 
orders and which also guard against i:nanual queryi ng errors. 

(TG//'..H/;'f~f) The Department of Justice filed prelimjnary notices of compliance incidents \:vith 
the FISC on 15 January, 21 January, 26 January, 2 February, 25 February, and 31 March 2009. 
The F1SC issued an order on 5 March 2009 allowing NSA to continue to acquire the BR FJSA 
metadata but im.posing further restrictions on use of the data untif the completion of the 
government's end-t<M~nd system engineering and process report The report will include further 
information on steps to remedy areas of concern, oversight efforts, and minimization and 
oversight procedures to be employed if t.he FlSC allows resumed regular access to the BR FlSA 
metadata. 

(U) Pen/Trap Order 

(U) Nothing to report. . 
_... .... (b-J..(ll 

...- (b) (5}~.J? . L . 86- 36 

(l.J) The Protect America Act (_f.AA) <b> <3i-5o .. ·u$.~ ... 302 4 <i> 
... · .... 

Cf SF~I//REL TO USA, f ):lE\h A delay in the review of intercept ;;Qbtrib.:uted to collection on a 
target while he was ip .. d1e United States. The se.lec.tor \Vas tasked under PAAI I 

Certification. on but not checked bv the analvst until 

the United States. Th.~ queri re.s tilts were delet.Gd .. onL...-_____ __, No reports were i~_sued. 
"· ...... l::::::::: ... ······· .... .. ........ .... 

(b) (1) ·«b> <1> 
(b) (3) - P. L . 86- 36 (b) (3) - P. L . 86- 36 

TOP SCCRC'f:'/COfvffHT!f:~OFOltN 
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(b'ft.;;·i°·.::. i:,.:::L;~·· trE1- ·.:>b TOP t1ECRL'LX~O!vfn~fi/:<!OfOR1~ ····· ·······::::='" .. \bl <1 > 

(T8 '/::.:/~i;~;·t~'c1g·~··rv1,~1 i)~~li~~;.~Ki ~i ~~~;~ ;~Viet~ I / I ~~~~ ~:.:o L Us~ ';i;' '' 1 

analysts learnedtl)<1t- ·~:· t4r<refsdectors had been·tas.~ed ... urider the wrong authority. The \._ 
selectors. taskcd .. €:).i1' . had bee.n·-tflSi<:ed under the PAA · 

I lin§tea~iof the ::ertification 2oo"if ... The selectors were 
retasked under the correct certification oh· No collecti.on was purged because 
the two certifications share the same minimization rules and database storage protectjon.s. No 
reports were issued. . .......... \(b) ( 1) 

.-:::::::, .. · lbl (3) - P. L . 86- 36 

{T~J/:SI//N I") H mnan error resulted in the targetino of a dual u .S. and I .... ..... ··· r2iff;.en after \ 
an NSA. analyst learned of the dual citizenshi .. The anal 'St failed to detask 
the e-ma.i1 address while he pursue( thro\.1gh 
an FAA 704 authorization. When this proc~~ss weakness was identified the 
selector vvas detasked. No collection occurred during the period of unau onzed targe~mg, and 
no reports were issued. 

'cbJ ( 1 ) 

(U) The FISA Amendments Act 
(b) (3) - P. L . 86- 36 
(b) (3) - 50 USC 3024 ( i ) 

···.::?t·b) ( 1 ) 
.. ............. _.../ lb)·l.3 ) - P. L . 86- 36 

(U) Tasked under an incorrect FAA Certification .. ····"·" .·· _ ........ ·-_..> t b\~ 3·l .. ~5o use 3024 ( i i 

(TS//Hli/RJ:L TO USA. l'V§¥l Dliiii;~ ~ ;~;king rec9til~~,{ew l ' ········...... ii'!SA 
analvsts k" ' < < tt~t selector had been tasked under the v~rong ·authoritv~ Thc·.sclector. 
task~d on . had bee~ tasked un~e{ the_rfNAI . ~ . .·. "·K:ertl-f.icatio~ 
,__ _ ___.lir'fsiead of the FAA. .................. . . ....- '° TJle selector was retaskcd under th~ 
correct certification on · T6··00.Jlectionoccurrcd. · 

(TS 11~1/1REL TO U~:.1.'\ , FVEYj .. ....-·· ........... :::03~~~~:6:::~e•pa:r:~J~. incidents w~~e identified. 

An NSA analvst discovered that a selector had been task:ed:under:::rffe::\l\.r1.o.ng auth-oritv from 
.: ............ ":········· ····.'.:::~. · .. ., 

··Ano.thcr analvst tasked a S.Clecfo:r::iliider .. the wron!l 
... a-u"'"'tl_1C_ff..,..it_y_f,..._n-n-11 ______________ .........,. .... /i3~th:seJ:ectm:::~~~d .. b~D3~~¥.~~,<~~~r,~~~- .. -...._ 
FAA Certification mstead of the FAA .ertificatton :::''''"''""""';;:::::::::: ::::, ... \ . 

..... ······ ::::::(6)(1) 
. ....- .. (b)(3)-P.L. 86-36 

(I SJJ5li/REL TO U3J\, fVI:Y) During a tasking selector rcview_l ___ ,....-...,.....___,~INSA 
analysts learned that a tar<rt~t selector had been tasked under the wrong authority. The selector, 
tasked o ·had.h~~r:t _tasked under th~.EAA0C~_r.:t.i.fi.cation l ! instead of 
the FAA C~~r.t(1l~at~~l.~ ····..... . . . . l·:::The .. selector was retasked under the 

c orreGt/f er ti i cat 19n,,on ::::N.o. .. c.oilQ~U.Q.V. .Q~§.~~~4.:::::: : : : : :: : : : :: ::: ::: :.· .·.·.· .· .· .·.· .· .~::<~ ..... ••"'"11111!f!ffii!!!!!!!!!!!!!::::::.......... ::;;::::;;;:::::::::a ... 
. ( b ) ( 1 ) 

(b l (3 ) - P. L . 86- 36 
(b) ( 1 ) 
(b) (3) - P. L . 86- 36 
(b) (3) - 50 USC 3024 (i) 

·1up SH.RE I ii(ONUN'r/;~liOFORN 
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(U ) Unauthorized Targeting 

Tor SCC!t['LXX)MIN'f//NOFORN 
./(b) ( 1 ) 

./ f\(b) (3) - P . L . 86- 36 
./ f ~b) (3) - 18 USC 798 

./ f IbJ (3) - 50 USC 3024 (i) 

~~;,..;;;..;;..;,.;.~~--------..,.......J1-,..~;.;.· '.:..:it~h.;;;.~)t.;;;:.lti'!--)q:...; ·:..:A.:.:...A~705(b) authorization, an N~.!.\..i.n.tem.quertedO 
./ ! \\ tar et wbo .. is .. alJ:S~"cifizen to determine 

............ L.w- 1"""et;;;::.1::_.e_r .... 1_e_vv-.. c.-1s-· s-··t'"i..,,..l .,,..in---.-..... ,.;;"- .... -.. -..... -.......... e:r~-h-e.r-· .. -.... -..... -.: ... :: .... ~ .... ~ ..... ;;; ... .:.=~- btained from the search was deJeted 

/::::::::::.::::::.:::: .. !~:rj ............................... f NC:?,.:.(>ther collection rqsuhed. The intern has completed additional formal 
.. ~~:j;:!:~::;:::::::::::::: ..... iraining on database qperics and has been a~signed to work with senior analysts. 
(~_:H:~:~- .,, ~.: .. 1·: .. ·e·6"''36 ............ ............. . ... / ' . .. .. . .. . . .. .. .. .. . . · · · .. 

"··...... Colt2Z•f1on .. oecurr~.9 1et ·spec'ified on the FAA 705(b) authorization. 
~u{NSA analvst n:)~md·mman .............. tasked 

(b) (3) - P . L . 86- 36 

the target 6'i'1: The tasking \Vas based.on:- eport that 
mentionec!Ahe number belonged to an unidentified associate of a counterterrorism target. The 

........ I !detasked the selector and purged all related collection from NSA databa_~~.s. on:: (bl ( 1 i 
.... "·I I ...... · / (b) (3) - P . L . 86- 36 
\ ./ (b)(3) - 50USC3024(i) 

······· 
·········· 

\ (TS.'/?.5I.'/?Jr) Human error resulted in the tarh~re;;;;.Ji_n.:.;.u~o_f_· ·a ...... ________ ........,o.~l I 
·1 I An NSA analyst)ncorrcctr}: / ~ild tasked a 
selector under the FAA Ccrfffication. In addition to activity / / ,... nd 
I l-the . .s~Jf:pt()E was through dai y 1 igepye revit;:ws of 
selectors. The sdccttfr'\Vfi'~"detaskcd .~). 

········ 
......... ....... : ···.. : : 

..... ::::::··· // .... · 

(U) U.S. Person Status .... ::'::::'.:.:,o_::::~;::::>{£(:i: -P . L . 86- 36 
·········· ...... ··· 

(TU//SI//pJf") onl l ax(F~\:~\~~~i·tii~;;:i·;,~.dtatge·~:·~~a~ .. ~:·ing an e-M~il address that 
I l··The .~elector wa~ .. dct~s~~d··o~ l<ir:d collection was 
purged from an NSA database 01 ··While researching the evet\t. NSA analysts 
found that the target \vas n)he United States onl I The event was 
not immediately found t~_<;:cat!Se of a sofhVar.~ error. A software modification \.Vas implemented 
on [ ltt(correct the problem. J\r()'·r.c..e.orting occurred from the unauthorized 
col)ect10n. ... .. .. 

..... 
··· .. 

('l'S 11$.!f/Nf) 01 anFt.\A.-authorized target '-~;;;s .. using an e-mail address that 
~...:....--~_...;_.;J..----..-......... Th9 .. l'.:-n1.allselec.t0r was detasked o.rll·....... I- No collection 
fCSll k . 1 ... 1.t1ona y, the analyst iearncdl .... 1. 

I l t.hatth~ .. ~?._rgefpossess:e.:<:ta- U.S..: assport.,...i_n Co.t~flitt 
\Vlth lhe results of a previous NSA status re uest th.~tr:sy~ak~fn_o\U .S . 
citizenship. A second request to ·0nfirmed .. LLS.cit.izel:iship::5tm~ii~Jii1·;;\ I . 1... ........................................... .................. . . ...... ..................................................... _ .. :::::::: .. :::::::::::: .... _:::·:::·· .. :::::::::::::::;;:::::'""""' .:._: ~: : ; :-P. L. 

- - ............ . ··········· ··········· ············ ············· ··········· ··········· 

NS7\" ~liii1'i}:~,~~Jeamed .. thafan FAA-authorized target \:vas/aetive 
in the United'L, ........ t-a-te_s_o_1 ..------1..._;;..;...-,:.rhe ·c~inaiI selector was dctasked onl f I 
.A.lthough appropriate actions were taken to purge the data from NSA databases, the time .taken to 
com lete the action exceeded NSA's sdf-im. osed · n · · · · · - ·ng days. 

repor mg occmre . 

TOP 3EC:ttPT//COMJJ~'l / i ;<iO H)RN 
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fOl' ~l£Cttt! L:C O!vfIWf!/!~OPOtU~ 

(U) Detasking Delays 

(T3F8I/!RLL TO USA, f'YLY) Human error caused a three-day detasking delay, which resulted 
in collection while the target was active in the United States. The request to terminate the 
F AA .. authorized collection was submitted on ·but.the selector was not detasked 
until I l .. The .. ana!.ystdid not Thc:::r.~§~tJJipg collection 
was purged from a NSA database on ... J ·o·reporfrrii.Foecurrm:i:on::the::::::::::::::::::::::::,,,,,.,. 

. ~. ' , _ ............ ··::: . .-· (b)(1) 
unauthonzed co!lcctmn. . ........ ·· .... ···· .... ·· ... ...-· (b)(3)-P.L 86-36 

. .... ··· ............. 
............... 

~+-""'~~.,,a..+.o+--++t-++......,i:i,--i.~ ......... An NSA analv.st .. didhot·d'~t~~k a targeted tele hm'ie -~umber 
telei)h()~~~- n~irnber L----------------=~ 

Trvino to grarner intelJigr._e_n-,,,-,,,, 0_ 1_1 ..... "'. t~·1-1ret auth<)riz··d bv FA A 70"b dock•'t ··· thc .. anarv·sr:::::(6)(1) 
• o · · ..,.._, "' ·• b · ..... •· ' ~,,_ J .Y ..... • " (b)(3)-P L. 86-36 

kept the number on tasking to obtain information on the target's // The (b)(3)-50 use 3024(i) 
selector remained tasked! J·\¥hen the analyst was directed to 
de task the selector. No collection occurred during the period of unauthorized targeting. 

\ bl (3 ) - P. L. 86- 36 

\........ f fS//SU/R[ L TO Lm A, fVCY) A judgment not to l ~'esu.t_~~-d in 
\.. collection of a foreign target whi!.e he was 1n the United States. An NSA analyst believed thaf~r ............ . 

\...... routine -~ · , · ' " ·-~ · submitted on ..... voufd::he::co:mp1et~:'P.hdt:''!Q.:the:::::::::::::::;;:::::~::::;;:: :: :: !:' '(~H~)-P L 
86

-3
6 

\... tar0 et's he·Uff!te<l"Stafos on The::anah;st'\\ias on sick-kifve ( H ) · · 

\ and was not able to v~.rif:y..thedetr-i'ST<ing. ~ction. The c:Jnle~cepts 
o w 11 e the target was __ i.n.the.lJnited"S'fotcs were purged from NSA databases on I I···· .......... . 
O:: ' [ ' f ' "'' ! ::o. I:: I 'T'.C:. l_ ' ,., A fl T['' ~':I. i' I 1 -l , I . f' F /\ A. 704 l . d ( t .J, ; •. n 1 NtL, 1 o con:, • L 1; · um.an error resu tec1 m t 1e ursu1t o · an ,-,,, -aut 10nze 

taruet while he was in the Unit>d S' ~ · ····· .. 
·the·e-maiLsekctor remained tasked ::·: .... 

L1--e-sp-. O- n-. s-·i-b-le---.---~-H-,g--~-t-O'-ff-ic-~~-:::'-:Y.-_~:...J~:;~:i.~;.;. ... ;;..~!..::.:€1..:.1:tJ.:.:.j.1.:;:;.Jg;.;.· :;;;;;:d~U.;:;litl""n.;;.;.·g;.;.J . ..:.he.:;.;,;~r:~~'=r~'.~~ ~-~".'. ~ ' : l~'""";;;ij;ii"""''!: , ;; ~;;:~::!:.p .L. 86"6 

,,__ ____ __...,t-r .... t , __ t.._.o._·t='h .... e .. United State~ : .... J .. h~ ... analysHecagnrzed the m 1sta~«;! .0nl ............. ... ...... :_./· V 
.__ ________ _ .. No ·ci.illec{fr)n occurred as u result of .t.hc.:viotation. . .............. ,.../ 

······························ .... ·· ..... ...... · , ..... 

(S.'/Sl/.}Jr) A selector \Vas not detaske~ durtrt6"a .. taroet's v'f~it to a United 
States territorv. NSA learned .. oft:!fo .. t~:<wel on <fr)(I detasked the selector on 
I , l .. ·Coffe~t-ion occurred before the selector was removed from tasking. That 
collection \vas purged from an NSA database onl 1-No..r.:.porting occu1Ted. 

(Tg//3I//N'P) A miscominunication between t\VO NSA analysts contributed to c~He·ction.o.n a 
foreign target after he entered the United States. When the analyst~ .. _l _e~.r.~~.'.il . mm . l::::::: .. 
I . tnemUnited··Sta.tes·m:l·· ............. : .... ~ ..... m,H·: ...................... l ::e~idi =affalysf'belleved .. 'fhe .. ()ther· ~-e_1:~Jq~t:.~~:::::::::::::::::=""' .. /~~~~~~-P.L. 86-36 
collect10n for the duration of the v1s1t. 1 he rmstake was found and.the .. selector if 

was dctasked on were .. purged from the /! 
NSA databases. 

fH3//Dl//REL TO UDA. l'VEY) A communication problem resulted in delayed removal of 
an FAA selector from targetin r while the tar 1ct was in the United States. 

TOP sr:CRCT//COMIN I uNOFORN 
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to the United States of an FAA 702 authorized tarn.et. uested detask.irn1 of the 
se l cc tor be fore ·"Th~:~~~~~~B~2~~a.;$.:lj~~t,:::::::::i::i:Ji:ii:!'!'!!!""'"~~ ~g~-P. L. 

86
-3

6 detasked beforeL·" """t. .... 1e-· e-.,_-n-rn"""1..--se"'""•!,...e-ct-o...,rr-------------__.__., o:tne··t:JmtedStates on 
I 1···~fhe' ei'frir·:~~;:~iLfd~nti.fied ·n1Y ........ · ··1mfffhe sclector.·Was .. detasked on 

I '. f:otIOClfoil did not occur from the .•~li~ii:~ . _ _ _ _ . _____ . >J~l<j>_PL ... ,., 
(T~.</f;I,'/N'FjRcsearch of an incid.e.nLr.ev.caled .................... .... ~b~~3~-18 usc 798 

I ~oorraileflhe ... seTc.~t~;r was tasked tor co ection ·According .. ~?.. NS.A (b)(3>-50 usc 3024<i) 

procedures, a target analvst should have detaskcd a selector when the collection de.fr1ohstrated.a ........... . 
lack 0 f usefoi in tel Ji ocn~e. s ubsequentl v' the c-mail..addi:ess l· .. ····"······ ................................... :::::::::::::::::::::::::::::::::::::::::::::::::::::;;;;;:::!.:., '.'"::::::'"""(b)(1) 

o . .......... .. . ...... .: .... · ... ··· · · . . · ..... - (b)(3)-P.L. 86-36 I l·T:he .. sele-ct<w·wus .. defasked on I IN(rcu·t1ecfior1 on the target was found in 
NSA databases. No reports were issued. 

(U) Dissemination of FAA Data 

(T~s//:3J/: ?<ti) I l·tmmi.l1!1.11ized col __ l.~~-!,i.Qn .. :was fo1wardedtal· ................................. ,:::::::::::::::""··· < b > < 3 > - P · L · 8 6 - 36 

I IA .. U :~f -·se!'&cfor.:i.v~ .. I!Ot minimized in an analyst-to-analyst 
exchange. When the violation was identified. the message \¥assuGccs:;;J~tlly recalled on 
I 1 ........................................................................................................................................ ............................................................................................ .. 

......................................... ·············· 
..... ;;;:;;;;;;;,;::::'"''! (b) ( 1 ) 

··········· .......... :::::::::::::::::::: .......... ,·.• (b)(3)-P.L. 86-36 
......... 

........... ········· ..... 
(U) Destruction Delay 

(TS//SI//~ff) U.S. person data v~'.~.?. .xctainedj........... . ..... ~f6fo.·a·~ NSA analyst pµrge·d···the dat} 
from NSA d~1.~~~h~tscs ,. --~rhe··nfrget, believed to be fhrei J at the time of taski_1)g··61~ I 
I h.vH~:f found to be a U-5. citizen .in -~J1e··analyst intended to 
request authorization to retain the calls collected but did not .. ptli.sue the request. The 
collection was purged from NSA dat.t ases l f·No reports were issued. 

(U) Other 
(b)(1) 
(b )(3)-P. L. 86-36 

(lJ) Unauthorized Access ··············· 

......... ···· :::/(b)(1) 
··· .·· ... ../ (b)(3)-P.L. 86-36 

.- (b)(3)-50 USC 3024(i) 
················· 

(TSNSI/'Nf) I I an j\J_§Aanalysfc~ii~;~~ the help of anothe_r..NS°~· analyst for 
.......... trn·nshition assistance. In __ .~igin.g· s<f'~ .. }'[SA data \vas viewed at an NSA0 site not authorized _f,9r 

'i'0i :~~:+······- .. ~he data. 'fhc0 anal§st recognized the mistake and deleted the data. . ....... ::::::>'..'.'./ ~~~g~-P . L. 86_36 
( bH 3 l - P. L . 'il°6"'36·-.......... ....... . ,.....- ./ (b)(3)-50 USC 3024(i) 

...... tf ''t~rf TE~ ~· ; ;~·-~····· fH}"' '' l ..1 ..... ........ •• ..... L·/. l 
·.. 1 , " ,_:.sH, • ., r A-new .Y.~~~~~atcu l ......... · ,...·· rvLt 1 no 

........ established authority to conduct SIGJNI~ ·atternpt.edJ9 obtain Sl!Ch·ali'thority_.b\;· ina propriately 
\1~_ing a parent organization's SIGTN'T' addrss to sJon~~ir:aim1y~ts- ,............ NSA 
auth~~rity and directives were hvpassed by .. ·NSA delete~) e · . .r 1' ata ase accounts 
of the--1 I and instructed! Ion proper access procedures. 

~.'/f)!//R:tl:) An NSA supervisor mistakenly granted STGINT database access to a )erson not 
authorized t()r access. 
L...------....---------'anaJyst.q~tailed to an NSA Cryptologic Center accessed .NSA 
databases. The nalyst:s.NSA .. ~~mervi's.ordid .. not-fo.ll.(l}Y. the documented process _fo( . 

L...--....1 ........................ ······· . 

................... ... :::::::::::::··...... . .... 
:::::::::::::::::::· '"· ,,.··· 

(b)(1) 
(b )(3)-P. L. 86-36 

. .... 

TOP ?;ECRET/ICOMP.JT/.'NOf'OR}{ 
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(b)(1) 

TOP SLCfU:T//COMn'i t :Ji<JOFORN (b )(3)-P. L. 86-36 
~b)(3)-50 USC 3024(i) 

database access. Access was tcrminat?..dl I While thel !employee had 
SIGlNT database access, he \;vas _9orfipliant \Vi th the intelligence oversight training mandates. 

0(
0

~ ) ( 1 ) .... ·;:::::"".:::='(b)(1) 
( b) ( 3 ) - P . L . 86- 36 ..... ::::::> .. .. / (b)(3)-P.L. 86-36 

,.. .... ,.- (~)(3)-18 USC 798 
,... ,... "' _././ (b)(3)-50 USC 3024(i) 

(TCHSl/,'HLL TO CEA. fV~~Y) FISA data \Vas not affqr.ded'the .. prppet pi~tectiqnb~cause of an 

(U) Improper Storage 

ov'ersight during a research and devdopmerite.ffo1t: .... NSA r.ese~frchers did noJ·include FISA data 
in the development of · .. s6 .software to pr~per'iy label FISA data \ 
was not built into the pr.9.grnnf ........ 
I FFhe .. }nistake was correctc ::::::':'(b)(1) 

researchers with access to the data were clea1..re-,d..,...,,.fr-ff~F~· l~S-· A- a-cc_e_s_s_--'L-------.:;;;;;;;;;,..._ __ ...J ... / (b)(3)-P.L. 86-36 

he chief 
deleted the entries containing U.S. entities and"cnnfi.r.med removal fr9m·"the 
No reporting or dissemination of the U.S. entities occl.frred. .. _,......-· L----------' 

"· "•(b)(1) 

n ') j D t T f. (b)(3)-P.L. 86-36 
1. ~.! mproper a a rans er (b)(3).50 usc 3024(i) 

(tSH'.51//l~F) Human error resulted in the introduction of U.S. person selectors in a software 
upgrade test I lan NSA contractor used unminimized SfGlNT collection to 
test inforrnation transfer between twb NSA svstems. The data was to have been minimized 
before it was sent from one systern to\the oth-~r. During a systerr..1 .. s.he.ckL..I _______ __. 
the mistake \Vas t<..1tmd and the files 'l.v~rc purg~9.Jhcsarnc·daf ..... 

(U) Minimization 

(1 S!1S1!1RtL fO tJ~A, FVCY)I "· I an NSA technical director identified a 
ossible \veakness \.Vith the minimization of FAA and PAA data L...------------.,..:..i 

and related graphi.cal. .. use.r..interface .have .. heen dis.;:1,b.J~QJ,>ending further research._,..The 
._N_;_S_A_I_n_s_p ... ector G·eneral wi ! ! track corrective action through c-0mp1ct.'l';~:... ....... ....... ......... ....... . .... (b)(1) 

... (b )(3)-P .L. 86-36 
(b)(3)-18 USC 798 

(U) Premature Access (b)(3)-50 usc 3024(i) 

(S/J8C'RLL TO UGA, !'VEY) Accesses to sensitive NSA databases ·were not terminated when 
l NSA analysts were assigned to work with tbel I 
/II The NSA analysts accessed the d~tab<fs(~s periodically f~gm l I 
//~to unrninimizcd and unevalu!;lJCd .SIGlNT by NS/\ .. anal'ysts was approved for that 

// location opl !.. .... /·/· .... / . / 

,;'.! // / · Addi·fr;~;.~~;.;~ .. ~SA analysts working with thd L ::::: ... 
' .. .. ..................................... ,....................... . (b)(1) 

..-,...~"'.""""'.'""".""'.'""-=""'---:--~---:--...,.-.\_v..;..e;..;re;... .. a;... .. c;..;.., .. cc·sshig"SIGfN1 databases w1thout authority. Access(b)(3)_50 usc 3024(i) 

..-which NSA anaivsts .. lmd since wa~ .. tt:;.nninatedl I while the (b)(3)-P.L. 86-36 

Lc;, :~;~~~;t~e~~'.'d11CCCii was . rncessccc fo"a sec(}lld ~~~~:t;,~:o~~~ i~~!~:~~" 
(b)(1) 
(b )(3)-P. L. 86-36 

T(}P 5EC REf//COMH~T'//NOFOIH~ 
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SIGINT databases without the proper approval. Analysts are prohibited from logging into the 
databases while the access approval is pending. In both instances, the requests for access had not 
been completed by the parent NSA organization. .-:;::;;;;•''';!(b)(1) 

.. · ·:>::::/ i (b)(3)-P.L. 86-36 
.-. r. ) . " r - . , • .. ................ :::: ... ·<::<" / (b)(3)-50 USC 3024(i) 
(5,J'R:tL 'fO U~A, J1 v EY} A. software error resulted m premature approyalto aceess:F?\A a,nd 
PAA data in an NSA. database. The NS/\/CSSI ··· ....... ,... .. ::::..... I.is 
authorized to ap )l«Wc re uests for SfGINT database ac.9ess;"\.¥hile !heSH~ .. agptoves access to the 

L...--------....... --------.....,...~W.Jifie app~:o:vif( SlGH)iT"database access, a 
software error enabl.cd ... ro.~/a.l.hv . t.he ""This weakness was 
identified, reported, and corre.<.:ted:"dliring an . ~c'~es~:):e'Vi{f\~ An 
examination of ·accesses revealed that one tirii1v;t.:&ad.access to 

. "·::ibe:·anal .... v-st_d_i_d __ n_o_t -................ 
L..p-u ......... 1"'"s-.1-r-ep_(_W_t_s -c-o-nt_a..,..i1"""1i-n-g"""'I"""::;-\ .... A- (-)l....,. I,,..) 1_\ _A_c..,..:h.-1t_a_, ________ ___. ...... :::::,,,::::::::::;:;:::;;;;'"''" ............. ···"·· 

(b)(1) 

(U) Unauthorized Access (b )(3)-P. L. 86-36 

(U//F() tA)j During the quarter, an analyst's access to SIGfNT databases was not terminated by a 
Cryptologic Center upon completion of ten:1pornry additional duty on one occasion. Although 
the analyst \.Vas cleared fr)r access, losing organizations must terminate access sponsorship. and 
the gaining organizations must sponsor database ae-c.ess. This mandated practice is an oversight 
internal control. 

(U) Computer Network Exploitation (CNE) 

I. 

(bj{1) 
,..(bj(3)-P.L. 86-36 
(bj(3)-18 USC 798 L...---------------------------------' (b)(3)-50 USC 3024(i) 
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- fnJ.'/S I/,'~JO I ~b)<f> 
,..;_ ___ ___:...&....------------------------------'--.~)-P.L. 86-36 

(U) Dissemination 
(bl(l)' ··· ·· 

•<b)(~H?-.1,.. ·35:35 ... . 
• (b)(~)·:5~):QSG .. 3024(i) 

~.....,~i;.....,..~....,.----......,• -""'\.i;...> .. ..,. ",...-<oi;t,''''.-'''::~::·.-.... ______ ___, rs A· t~~~n11ii'atcd· ...... -... -.... -.. ------. 
··· ... ··· ... ··· ... ··· ... 

\Vh.iie res~at'yhing"tl~c prbb~em,'NSA recognized and rectified 
... v-ve-,·~a-.n-c-s~-·e_s_w-,1-t_1 _a_c_1 __ tl ... onai oversigh~ i"nternal"cq_ntrok ..... $pedrkalJy, steps were taken to verify 
USSH) SPOO 18 train.ino for the accm.int holders. ·ensure audi.tors a.fe·:as$igned to each analyst 

· -...... "· to I·) ·k" 'n >w .i "> .. ·p.~rson information. 
lii:nitcd access W«.tS restQre vas\est_ored On 

··· ... 
'~(C~:;;l:/;;N;:t;·l7j;:;i-_ r-------------, .. data that was not releac:;ab.le .. to 

·· ...... 

c-rnai s were deleted upon recognition. Computer Security Incident Reports '\Vere submitted to 
NSA. 

3)-18 USC 798 
3)-50 USC 3024(i) 

( S/ /Sl!!Rl'.-L "f'O tJ :SA., f'VF.:Yj , ........... . 
;1~~~~~~~~~~~~~~~~:;~~~~:::::::::::::::::::;;; ... =.--... =.-····;;;,.·-.... _.-... _ .. -.. :::::::::· ... _.-.... _.-... _ .. -... ~ .. -........ -.... _ ........ _ ........ ::::::r,~~g~.p_L.86-36 I j ......................... ••••m"• ,,•' ,,••' ..... ·(b)(3)·50 USC 3024(i) 

············ 
········ 

111 (S//SJ/,'RLL TO l.JEA, f.VE'().lrrr=Jinst:anccs··f':fsX a11al.v.sts· tlfat 
contained U.S. per~on ·in!~)r.mati-oirfo th.~ . 

. :}~rlhe3trs ······· ihsfon~cs ... , -w""!'·h""!'ic-;1~1 -0-cc_t_tr-red-.. ':'".-.o-n .... ------.-a---
····· ... . .1:h~f frn;moci;;occurre orlJ~) 

.... ········::::::::::::::::::.,.,,,, ::·····" :w hen ·-the :'ll~Liii1ne . .D~nitedStat-es: .. ·The (b)( )-P.L 86-36 
~i5)~~:;: ;;;;;;;;;:; ;; ;;: : ::;: : :::::,:::':'::::_:·:.:::::::' dcstruycdthe"ihte'fcej)fi111d i1()tl'f1ed .. NSA of the incidents. (b)(3~~~~ ~~g ~~~4(i) 
(b )(3)-·P:L . .e(l_-36 ................. .. 

1111 ~~+,L,Llf.i\1;.;-t--:~r+l'~°"""f.i"tt'l~~ containing 
·······tJ,_?. person inf()rmation \.Vas 

h)(1) 
b )(3)·P. L. 86-36 

L--..---....,.,.-..,...-.;;;-........ir--------------------,t>--.....,,.....-;;;..----~b)(3)·50 USC 3024(i) 
when collection \Vas A(l.S. analyst noticed 
the U.S. person infor ... n-1a-:t-:-ic-n'1 ;:::::::=============!....-___ ___:. ___ _ 

··.,.: 'A as gut1 
... v-vo- 1-·k-in_g_:r _v\-.. i-th- th_e _________ _.r6 c~~blish..t(_mnal procedures for ~ndh;~g U.S. 
person infi)rmatio._n _________ _. .. ...- ·······...................... . .... ..... ·· 

.. ··· 
(b) (3 ) -P . L . 86-36 "·(b)(1) 

'fOf) ~r:CitET//COMH<IT!!MOfORN. 
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(U) Counterintemgence Activities 

(U) Nothing to report. 

(U) Intelligence-related Activities 

'Mm 
(b )(3)·1?. .L. 86-36 
(b)(3)-5CH.ISC 3024(i) 

·. ·· .... 
·· ...... . 

(S/,.31//MF) To reduce the risk of unauthorized telephony collection and prev~;;lvi,91~.L!J.W......i..J~i...., 
instituted a rocess to qive analvsts greater and fos ter insio t into a tar et's 1ocatio~1> 

·· ...... 
·· ........ . 

\Vhen collection occurred, 
I.,....---------~---------------------------------------------------------" it was purgec from NSA databases. . .......... "/(b)(

1
) 

.------------------------------------------------------------------.. .;;;,; .... ·;;;;_""·-" ----------, /! (b)(3)-P .L. 86-36 
-'(Q'f~l;:,.1J/+a./~;Hfl+i/,''foor:Mtff~?) / / (b)(3)-50 USC 3024(i) 

t . at occurred ii \ .. :::::::::::::::: :::::::::::····· ········ ::::············ 
. ., I s -. ' ' v ,..., 4 ""'C" r . ., '3: 7'' .. .. ' ...... : :: :~:~:~::~:::::::::::::::a::n::n,:11: 11 :: 11 :0 ·•to ' " "'• • • • • •• :::::::::::::::::::•.. \\ 

(C . ..'llLL J 0 {.Jsn:, I \1L1 J Although not violatmns of E.0. lL-'-'-' and relatea 01r~·ctrves, ........ ........ w .... : : : ' ":::: : :,, .... \ 

N s A/CSS repc~rtsc=]in~tanc~~·i; which ·d'arnbase' acce'ss\~ias"froflermfrl'afo<l \v.hen ac'<::ess"\vas "'''''"A~~g~-P .L. 86-36 

no longer required. Once 1dentihed, the accesses were term mated. / 

(TG/,''.JI!J'RLL TO USA, f'V[Y, Collection occurred on U.S. oersons because of J 
\Nith thel 

I/ 

.. ·· 

l .. an&the· data{i,)(1) 
Lc-·o ..... >li .... c-c-te"""d'"""•-1s-u- r-. e-s-u1,....t-o ... f"""'th,...e-·~ _m_a.,..,H.,...u -n-ct..,..i<_m __ w-·a_s _p_u_r~-~e"'""d"'""f,...ro-n-1-t,...he___,.d-au-a,...b-a~-_.e-. ------------- (b)(3)-P .L. 86-36 

(b)(3)-50 USC 3024(i) 

2. (U//FOUOt NSA OIG intemgence Oversight Inspections, Investigations, and 
Special Studies. 

(lJ/:TOlJO) During this quarter, the OIG reviewed various intelligence activities of the 
NSA/CSS to determine vd1cther they had been conducted in accordance with applicable statutes, 
Executive Orders, Altorney General procedures, and Department of Defense and internal 
directives. With few exceptions, the problems uncovered were routine and showed that 
operating elements understand the restrictions on NSNCSS activities. 

(U!?'fOt;fJ-1 NSA/CSS Threat Operations Center 

(U//I"OtJO) An NSA OIG inspection found that the intell igence oversight within NTOC is 
appropriately managed and compliant with standing regulations. NTOC has established effective 

TOP SECRCT//CO?vm~Tm~orORN 
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..... · ..... 
...... ...... 

...... ···(b)(1) 
/ ., (b)(3)-P.L 86-36 

(b)(3)-50 USC 3024(i) 

management controls to ensure that .. ·~l~thorities are properly 
executed on the NTOC operations floor. .Based on training statistics reviewed, the inspector 
frmnd a 95 percent rate of cornpliance for intelligence oversight training. 

(lJ/Ll:OlJf.1) Alleged Unauthorized Disclosure of Classified Information 

('1'"' " ("' f ; <i'qfT ']''! 1 I , i , I l ) 1'·' 
• \._,,. 1...) (: l \,., L--..--..,.,.... ....... ---:---:------:":""""'"".~~=-------r--..----:--:;-:---..... 

,./(b)(1) 
. (b)(3)-P.L 86-36 

(b)(3)-50 USC 3024(i) 

is conducting an invest1gat10n into the release of a SIG TNT report to an inte..!Jigcnce 
officer bef{)re the report was sanitized or vetted for proper release. The data dissemihate.d ... ..... . 
I ltneludedNSA ... datathat .. is .. potentiaHy ... a .. signifieant .. eomµromtse·-of..SlGJNT:::, ... (b)(

1
) 

capabilities. The OlG \:viH track this action through completion. (b)(3)-P.L 86-36 

(U) Congressional, 108. and DNJ Notifications. 
Tbl"t·3.)..::J?. : .. L · 86- 36 

(ifi;:i§f'/Nr~ INSA/CSS notified the Majority Staff Director of the Senate 
Select Committee on InteHigence of the prnccss to resolve the Business Records matter, provide 
additional information to the Committee on other matters that have been addressed previously to 
the Comrnittee, and to notify the Committee of one additional matter which was only recently 
identified. A copy of the f{>ur part notification is included as an addendum to this report. 

3. (U} Substantive Changes to the NSAICSS Intelligence Oversight Program. 

(U) Nothing to report. 

4. (U) Changes to NSA!CSS published directives or policies concerning 
inteUigence, counterintemgence, or intelligence-related activities and the reason 
for the changes. 

(U) Nothing to report. 

5. (U) Procedures governing the activities of Department of Defense {OoD} 
intemgence components that affect U.S. persons (DoD Directive 5240.1-R, 
Procedure 15) Inquiries or Matters Related to Intelligence Oversight Programs. 

(U) Nothing to report. 

TO'fi ~gCftE'f//COMftq'f//?iOfORN 
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