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MATHGNAL SECURITY AGEMCY
CENMTRAL SECURITY SERVICE
CORT GESRGE G. MEADE, MARVLAND 20755-8000

23 February 2009

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U/FeE0TReport to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

(U/AF963 Except as previously reported to yeu or the President, or otherwise stated in
the enclosure, we have no reason to believe that any intelligence activities of the National Security
Agency during the quarter ending 31 December 2008 were unlawful or contrary to Executive
Order or Presidential Directive and thus should have been reported pursuant to Section 1.7.(d) of
Executive Order 12333.

(U/F6E0T The Inspector General and the General Counsel continue to exercise oversight
of Agency activities by inspections, surveys, training, review of directives and guidelines, and
advice and counsel. These activities and other data requested by the Board or members of the staff
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure.
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VITO T. POTENZA N
General Counsel

(U//B065 1 concur in the report of the Inspector General and the General Counsel and
hereby make it our combined report.
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iq;i(m B. AUEXANDER
Lieutenant General, U. S. Aomy

Director, NSA/Chief, CSS

Encl:

Quarterly Report
This docurment may be declassified and marked
TUNCL ASSIFIED/ /S trermtrs-ondae
upon removal of enclosure(s)

Derived From: NSA/CSSM 1-52

— Dated: 20070108
Epprovedfor Release by NSA on 12-19-2014_FOIA Case # 70609 (Litigaton) Declassify On: 20320108
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1. (U/IFOUOT Intelligence, counterintelligence, and intelligence-related activities
that violate law, regulation, or policy substantiated during the quarter, as well as
actions taken as a result of the violations.

(U) Intelligence Activities

—TSUSI/REL-TOUSA EVEY) Unintentional collection against United States

persons. This quarter, tl_le_r_e__wereDillstances in which Signals Intelligence (SIGINT)
analysts inadvertently targeted or collected communications to, from. or about U. S. persons
—-while pursuing foreign intelligence tasking. All intercepts and reports have been deleted or

) (1} destroyed as required by United States SIGINT Directive (USSID) SP0018.

(b) (3}=P.L. 86-36 (b} (1
; - (b): (3}—P L. 86-36
(U) Una_qthonzed Targeting (b) (3)-18 USC 798

(b) (3)-50 USC 3024 (1)

An NSA analyst wrongly tasked a U.S. telephone number for collection on
He assumed that the selector was foreign| |

foreign intelligence target. This mistake was found during a review of tasked selectors on
| | The selector was detasked :fand the analyst was pailed with a

senior analyst for additional training. No collection resulted trom thlS vlolanon """" EE; ié) G ae
| .L. 86-

| an NSA analyst 1mp10perly searched
for information 0n|:| NSA analysts to acquire translation metrics for their performance -
appraisals. The violation was found by a database auditor |who provided:
additional training to the analyst. The queues 1etumed| |results which were purged trom
the NSA database|

(b) (3) ~P. LB hc gy | | an NS
T [ |mistakenly included the e-mail address ofI |in.a query list of targeted
addresses. The analyst noticed his mistake the same day. and the query was termipafed with no
results | | (b) (3)-P.L. 86-36
(b) (3)-50 USC 3024 (i)

ASUSHREL-TO-HSA—HS5-On two occasions. collection occurred while valid foreign targets

were in the United States. In the first instance. detasking was requested on| |
| but the selectors were not removed
All related collection was purged from NSA

databases. The second instance occurred | Selectors were deactwatedlZl
| | but collection
occurred before] |detasked the selectors. The intercepts were purged from an
NSA database as they were identified beginning from| | No
reporting resulted from either violation. i ) (] )
- ' (b)(3)-P.L. 86-36
—FShsHaE| [ NSA analysts learned of a follection
violation. Analysts believe that] kil [records occurred| |
(b) (
EE; E3}_P - (b) (3}—P.L. 86-36
(b) (3)-50 USC 3024 (i) }E; g;:ég ggg gggqu) Derived From: NSA/CSSM 1-52

Dated: 20070108
Declassify On: 39480914
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~Unfortunately, all related collection was purged from NSA databases in 2004,
The details of the violation are still being researched. The NSA/CSS Office of the Inspector

General (OIG) will track this action and report the results. -'-:"(b} (1)
P 4 (b) (3)-P.L. 86-36

—FSHSHREHY On | | an NSA analyst learned -thé’t[:l f'orelén targets were
| the United States| _ Jtargeted e-mail selectors were detasked.

[ ' ~Jand collection | |Was purged from an

NSA database. When confirming the detask1ng| |the analyst found that the
selectors had not been removed from| | The cause of the

problem was software-related. The selectors were removed| |

No collection resulted becausel [had not been conducted from
(b) (1)
=7 4b) (1) (b) (3)-P.L. 86-36
(U) Database Quenes e (k) (3)-P.L. 86-36 (b) (3)-50 USC 3024 (i)

-(-S#S-H-FR-E-L—-:FG-H-SA—F%ﬁE-\L) Onljoccasmns NSA analysts constructed poor database queries.
[11|:|0fthe|:|0(:casmns collection resulted from the overly broad or lncomplete queries. All

resulting collection was deleted. The remaining I:lmmdents did not result in collection. No
reports were issued. '

““FSHSHREEFOUSATYEY-Additionally, 011|:|occasi0ns, NSA analysts failed to verify that

targets were located outside the United States before conducting database queries. In[ Jofthe

linstances. the oversights resulted in collection. | |
| | All-queries were terminated and when collection occurred -the data was deleted.
No reporting occurred. = “tb) (1)

(b) {3)-P.L. 86-36

s ) (
. e (b) (3)-18 Usc 798
(U) Detasking Delays i b) (3)-50 USC 3024 (i)

—FS5HS5HASFA valid foreign target traveled to the United States and| |
| before the target's selector was detasked. A detasking request was submitted
on| _Jthe
United States. The detasking did not occur until| | after the target returned

overseas. This violation was caused by an inefficient process for detasking. To lessen the
risk of future violations of'this type. analysts-are now 1‘equiregl__,.to|

| Collection associated with this vietation was purged from NSA
databases| I .. :

: (b} )
(b) (3)-P.L. 86-36
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#(b) (1)
i(b)(3)-P.L. 86-36

(U) Destruction Delays

Human error caused aD-‘day delay in deleting | |
from an NSA database - an NS A analyst submitted a purge request with
the intent of deletmg collectlon fr0m| | He mistakenly believed that the request
would effect purging for| | was deleted from the| |
| when the mistake was found.

-('Sv‘v‘S-l#R-E-He-H-Sﬁ—F#E-\L) Unintentional dissemination of U.S. identities. There

welelzlmstances in which SIGINT analysts disseminated communications to, from, or about
U.S. persons while pursuing foreign intelligence tasking this quarter. All data have been deleted
or destroyed as required by USSID SP0018. In Dof theDinstances SIGINT products were
cancelled because they contained the identities of U.S. persons. organizations. or entltles TJ\Le)
reports were either not reissued or were reissued with proper minimization. (b} (3)-P.L. 86-36
(b) (3)-18 USC 798
i | an NSA analyst included information from SIGINT about a
L fo the
NSA] [although, within NSA_ the] s not part of the
SIGINT production chain. Additionally. the same unminimized and unevaluated-traffic was. .

forwarded to | . _assigned to NSA” The "(b)(3)-P.L. 86-36

—(-"l"-S#SMlF—}-Beto:e obtalmnt* Us. ldentlty release | | an NSA analyst
e-mailed a briefing that included identities of a U:-S.| fand US| lto the
| |late| that month. | |
when the analyst recomnzed the mistake, she directed destruction of the brief by the .
as she applied for an identity release Thel |had no record of The
e-mailed briefing to destroy. e

'“:'?(b} (1)

) Rt (b] (3)-P.L. 86-36
.(.S.MS-LMP«E-L:FQ—U-SA—F-VE-&‘H |(he name of a U.S: person was 1ncluded
i|1:|e-mall tips to elements inside and outside the SIGINT Production Chain. The violation
was recognized the same day. The e-mails were recalled and-a clestm ction notlﬁcatlon was
forwarded to all addressees. :

—FSHSHREEFO-HSA—FVEY)] | | an NSA analyst included[JU.S.

person | I|
| I'he NSA analyst torwarded |

|the analyst noticed that he had not mmnmzed the U S identifiers. He
directed and confirmed the destruction of the charts by].

o o

) (1)
(b)(3)-P.L. 86-36 (b) (3)-P.L. 86-36
(b) (3)-18 USC 798
(b) (3)-50 USC 3024 (i)

(5]
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(U) The Foreign Intelligence Surveillance Act (FISA) o))
) (b)(3)-P.L. 86-36
(U) Business Records Order __ ol (b)(3)-50 USC 3024(i)

ASHASHREFOHSA—TvE0n 28 October 2008, an NSA analyst accessed Business Record
FISA (BRFISA) data f01|:|telephone selectors without authorization. The violation occurred
because the analyst used an old version of the navigation software |
[ | The analyst updated the navigation software on 9 December 2008, and
other analysts were reminded to update their software. No data was retained. and no reports
were issued. __;"(_b) (1)

(%) (3)-P.L. 86-36

—FSTSREETOUSATVEY) On 31 October 2008

passed a mistyped phone number to an NSA analystl | The one digit change
resulted in the targeting of an| [number in Business Records FISA data from

3 November 2008 until 5 January 2009. All related call chaining resultswere o
purged on 35 January 2009, and| lon 6 January 2009, o \'3;3

) (3)=50 USC 3024 (i)

—FSH#SHATFT On 15 December 2008, an NSA analyst improperly accessed BRFISA data for a
U.S. telephone number. Although the number was associated with a foreign target. it had not
been apploved for call chaining in the BRF]SA data The analyst did not know that approval

issued. (b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

(U/A0B67- Although the following violation occurred during the January through March 2009
reporting timeframe, the incident is significant enough to warrant early reporting.

—~FSHASHAE On 15 January 2009, the Department of Justice reported to the FISA

Court (FISC) that NSA had been using an “alert list” to compare incoming

BRFISA metadata against phone numbers associated with counterterrorism

targets that NSA had tasked for SIGINT collection. Although the Agency had

reported to the Court that the alert list consisted of numbers for which NSA had

determined that a reasonable articulable suspicion (RAS) existed thai the numbels

were related to a terrorist organizatio n associated with|. # i e E‘ i T 36
| | the vast majority of selectors on the alert llst had not been () (3)-50 usc 3024 1)
subjected to a RAS determination. The circumstances surrounding this incident
are still under research. The NSA/CSS OIG will track this action and report the
results.

(U) Pen/Trap Order
(U) Nothing to report.
(U) The Protect America Act (PAA)

(U) Nothing to report.
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(U) The FISA Amendments Act

—tSHSHANF A target selector was not detasked during a tarfretsl i | visit
to the United States. | | an NSA analyst requested detasking of the
target's e-mail selector o'nl | The selector ‘was removed| |
[ Pl [ but the analyst |detasking process
inadvertently omitted the request as he processed | ]

|:| Resulting collection was purged from the NSA databases. No lepomnfr occurredf

(B (31-50 1

(3)=P.L-

(PSS REEFOHSAFY¥EY During a tasking record review NSA
analysts learned that a targeted selector had been tasked under the wrong authority. This due
diligence found that the analyst mistakenly selected FISA Amendments Act (FAA)I_ntl

| |Ce1‘t|ficat10n instead of the FAA| - |Certification. No collection
occurred between| | when the selectors.were tasked and| when
the selector was detasked. and no reports were issued. ik (1

—FSHSHREETFOUSATVEY A target w1th U.S. and| Litizenship was incorréctly tasked
under the FAA |Certification | lin violation of
FAA section 702. A U.S. person may not be tasked pursuant to section 702 of the Act. The
NSA analyst did not notice the target's dual citizenship when the e- mall selector was tasked.
Resulting collection was purged from| INSA databases| ' I

[ | A software
processing error prevented the deletion of the data| |

—FSHSHANEY | -an FAA- auihorl zed ‘target was actlve on ane- mall address
-Collection was purged fromlIlNSA databases on
| but a software processing error prevented the deletion of the data from

“The problem was isolated| Jand the data was purged from the
| | To ensure no other purging requests were affected. the
system administrators re-processed all pu10r111U requests dating back t0| |
e an FAA-tasked e-mail account selector associated with
|the United States. The selector was not detasked
until | pecause of a database software problem, which was corrected on_ (b)(3)-P.L. 86-36
| [ The target selector to be detasked was in the| | Related
collection was purged from NSA databases| e R . ANO TEPOITING
occurred. e (D) (1)
i /(b) (3)-P.L. 86-36
~FSHSHREH—FOHSATFYEYT NSA analvsts learned | [that a target selector
was not
an NSA analyst requested detas]ung of the target's e-mail selector on
L
| The analyst submitted the detasking request. but failed to
notify the detasking office |and the need to bypass the standard] I
detasking process. Resulting collection was purged hom the NSA clatabases on| |
| I NO iepol‘[lllﬂ' Occurred ....................... T T

: (b)(1)
: (b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
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—(—"FS'f‘r"S'!'r‘?"H'F'Tl | an NSA anfc_llyst--learﬁed that an e-mail selector tasked for
collection under the FAA] |C'ertiﬁcate did not meet the FAA tasking standards.
The selector was detasked| | As a result of this incident. the tasking

~_process-has been changed to reduce the risk of future mistakes. Applicable selectors are now
| No collection or reporting occurred.

| an NSA analyst detasked a telephone selector of a target

~ active in the United States. but failed to] |
| | The process failure was corrected on[_ [when the oversight
was 1dentified. .C_Qllec_t.lo_n was purged from NSA databases on | |

—FSHASHREETFO-HSA—EEYS-Human error resulted in collection of a target's communications

while he was in the United States from| | |

| The secon‘d error occurred when al |

{analyst| )
joted the target as outside the United. States [ B -

| All related collection was purged trom NSA dafabasesl _ I

—ESHSHAEY]

~TSUSUREL-TOUSAEVENS Human error caused Dday detasking delay, which resulted
in collection while the target selector was active in the United States. The request to terminate
the FAA-authorized collection was submitted on| | but the selector was not
detasked until| | The analyst left onf fand did not return until
at which time the selector was detasked. and the resultmU collection was punfred from a NSA
database on| ] No leponmg occurred on the unauthorized collection.

(U) Other

“{b) (3)-P.L. 86-36
(U) Unintentional Dissemination '

—SHSHREEFOHSATFVEH | an NSA analyst e-mailed FISA-collected
data tol who was not authorized to receive the FISA data. U.S. person information
was not inclu in the e-mail. The analyst, who misunderstood mfmmatmn sharing policy.

confirmed the destruction of the data by the] |
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U
%

-(-"F&#S-I#P\‘F-)- Human er101 1esulted in the tarﬂretlnﬂr oﬂ e-mail selectors from| |
| _ =] Althouo'h the selectors were removed. from| |
| ' M e, INSA analysts did not annotate that the selectors were

terminated | ] Consequently, the[Felectors remained ‘active I'd:l
e

| | All collection related to the targets was destroyed and no repo:ts were issu

=FSH#SHA Another human error lesulted in the targeting ofI |e mail selectors from]| |
| Although the selectors were removed t|0m|
| NSA analysts did not annotat e that the selectors were

terminated | | Consequently. the[_]selectors remained aei'i've:l

| | All collection related to the targets was destroyed. and no reports were issued.

(bY{1}

(U) Computer Network Exploitation

“FSHSHRE—FO-BSAFVEY

SRS R RO Ry | an NSA analyst learned that a

targeted e-mail address had been detasked on] |because the target was in the United
States. |

(U) Counterintelligence Activities

(U) Nothing to report.
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(U) Intelligence-related Activities

SHSHAES-To reduce the risk of unauthorized telephony collection and prevent violations,
NSA/CSS instituted a process to give analysts greater and faster insight into a target's location.

When collection occurred. it was purged from NSA databases.

NSA/CSS analysts found that De-ntail selectors|
[this quarter. No collection occurred

S \l’if.l

~EHREEFOHSA—FYEY Although not violations of E:O. 12333 and related dilectives RELI SRR Ly BAeRe

NSA/CSS reports Dmstances in which database access was not terminated when access was
no longer required. Once identified. accesses were revoked. In another instance. a work
study employee was issued a database account in error. Accounts are only to be granted to

analysts on a need-to-know basis, which was not the case with the high school work study
employee The student had ot received traininU and it was not activated before the account was

I:lwas inap ropuately ’ror.warded to i
analysts failed to follow NSA policy and guidance.fordissemination of SIGINT
technical information and sent the data to the non-SIGINT analysts. The recipients destroyed the

datal =

RSSO | =
analyst wrongfully shared his NSA Network: (NSANet account password with another SIGINT
analyst assigned to| | The analyst mistakenly believed he could

share his NSANet for training purposes. The analyst was relieved of his duties and transferred to

the| | :

S SHSHREE-FOHSAFVER] Jthe Officer-in-Charge (OIC) ofa| ]

forwarded unminimized and unevaluated SIGINT to all-source analysts outside the SIGINT
production chain. The data did not contain U.S. person information. An analyst at Fort Gordon
recognized the mistake. The e-mail was recalled, and destruction of the data was confumed by

telephone. The OIC completed refresher training on SIGINT dlSSClTlll'lﬂthll

p— lanalyst sought and

learned that af -

(b) (3)-P.L. 86-36
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FOP-SEERET/TCONMINI/TNOFORN
(p)(?,)-P.L. 86-36

received NSAl [database access through his former NSA/CSS
organization. The| [had determined thatl_ldatabase access was not needed in the analyst's
job. After three unsuccessful attempts to gain database access through the normal request
process. the analyst contacted his former duty station and was sponsored foraccess on
ldatabase access was terminated| | Addltlonally i

_}-found:§

1" o
(b)(3)-P.L. 86-36

|analyst and] .. [analysts sponsored for
database access by an owamzation not authorized to sponsor access within the
area of operational responsibility. Database access for theIZlanalysls was

terminated pending proper sponsorship.

—FSHSHARE—FO-HSA—FVEA Last quarter NSA reported 4 lproblem with the| I

[ |malfunctioned. and the
| causing the retention of U.S. person| |intbrmatio_n,
fodification was added to extend| 13
The NSA Office of General Counsel has provided retention guidance to the atfected - "))
organizations. (b)(3)-P.L. 86-36

(b)(3)-50 USC 3024(j)

2. (UIFF©HE63 NSAI/CSS OIG Intelligence Oversight Inspections, Investigations,
and Special Studies.

(U/AFOH6) During this quarter. the OIG reviewed various intelligence activities of the
NSA/CSS to determine whether they had been conducted in accordance with applicable statutes.
Executive Orders, Attorney General procedures. and Department of Defense and internal
directives. With few exceptions. the problems uncovered were routine and showed that
operating elements understand the restrictions on NSA/CSS activities.

(U/FOE8) A joint inspection found that the would benefit from documented and
communicated processes. The focus of the ntelligence oversight program has been

E.O. 12333 training. but not local incident handling procedures. Intelligence oversight training
for newcomers is at an 86 percent compliance rate. and 99 percent for annual E.O. 12333
refresher training. Although collectors. analysts. and supervisors are aware of the restrictions on
the collection, analysis, and dissemination of U.S. person information. local incident reporting
standards. and internal controls to track newcomer training and the use of sensitive NSA

databases are needed. The OIG will track corrective action through completion.

(U/F686) NSA Office ofl I ................................... i—— D | 8636

(U/FOH6Y An inspection found that the 'illtelligéiiéé oversight within NSA's Office of
is appropriately managed and compliant with standing regulations.

TOP SECRE T7CONMBNTANOFORN
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(U/Fet6) Alleged Unauthorized Disclosure of Classified Information and Misuse
of the United States SIGINT Service (USSS). I

TSHSHREETTFOHSATFYEX-The NSA/CSS OIG reported alleged unauthorized disclosure of
classified information and misuse of the USSS last quarter. a Navy Cryptologist

met with an uncleared Navy Family Readiness social worker and disclosed that he had targeted
his ex-wife and other family members through his job. An OIG inquiry found no evidence to
support the sailor's claim.

(U) Congressional, I0B, and DNI Notifications.

(U) Nothing to report.

3. (U) Substantive Changes to the NSA/CSS Intelligence Oversight Program.

(U) Nothing to report.

4. (U) Changes to NSA/CSS published directives or policies concerning
intelligence, counterintelligence, orintelligence-related activities and the reason
for the changes.

(U) Nothing to report.

5. (U) Procedures governing the activities of Department of Defense (DoD)
intelligence components that affect U.S. persons (DoD Directive 5240.1-R,

Procedure 15) Inquiries or Matters Related to Intelligence Oversight Programs.

(U) Nothing to report.
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