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MEMORANDUM FOR THE CHAIRMAN, 1NTELUGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (lntc!ligc.:nce Oversight) 

SUBJECT: (U/frOUO) Report to th.e Intelligence Oversight Board on NSA Activities -
H\fFORMA T10N MEMORANDUM 

(U/JrOlJO} Except as previously reported to you or the President, or otherwise stated in 
the enclosure, we have no reason to believe that any intelligence activities of the National Security 
Agency during the quarter ending 3 l December 2008 were unlawful or contrary to Executive 
Order or Presidential Directive and thus should have been reported pursuant to Section 1.7.(d) of 
Executive Order 12333. 

(U//FOUO) The Inspector General and the General Counsel continue to exercise oversight 
of Agency activities by inspections, surveys, training, review of directives and guidelines, and 
advi<;e and counsel. These activities and other data requested by the Board or members of the staff 
of the Assistant to the Secretary ofDefonse (Intelligence Oversight) are described in the enclosme. 
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,,,,...,.., i r ; , . A 'st /:" ( . { /: / ,_ "w; r . {( 

.... t ~.k...,{J. ---vf_.:.- ' -····X- _..,. ..... ~ ,, 

GEORGE BILLARD 
Inspector Gen,tpra{.-..,,. f 

I q·--·- r: . } , 
I I . J\, '.J \ t-.... 7 . · J.../····~,.C-"'-· 

; / / / .!'.) f-. • \1 ,, \- 7' 
~, ~ ~ ' u 

VITO T. POTENZA 
General Counsel 

(U//¥0UO) I concur in the report of the Inspector General and the General Counsel and 
hereby make it our combined report. 

I /J_ • /,// /} 
~/ .A--- / )/ l!_.{V 
I(\ /l/ r1 

KEiq:fi B. ALEXANDER 
Lieutenant General, U.S. Anny 

Director, NSA/Chief, CSS 

Encl: 
Qua1terly Report 

Th!s d()Cument may be declassified and marked 
··LJNCLASSIFIED/irm OHici:.: Uae Oily" 
upnn rcrnovnl of cnc!o~urc(s) 

Derived From: NSA/CSSM 1-52 

e\pproved for Release by NSA on 12-19-2014, FOIA Case# 70809 (Litigation) Declassi~ya~~~ ;~~i~i~~ 
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1. (U//F6UO) Intelligence, counterintelligence, and intelligence-related activities 
that violate law, regulation, or policy substantiated during the quarter, as well as 
actions taken as a result of the violations. 

(U) Intelligence Activities 

(Tsusw JU:L TO TIS A, l1VllY) Unintentional collection against United States 
persons. This qua11er, the,~~ . .wereO instances in which Signals Intelligence (SIGINT) 
analysts inad.y ertentty ·t ifrgeted or collected communications to, from, or about U S. persons 

........... while .. pu·i:s~;·ing foreign intelligence tasking. AJ I intercepts and repo1is have been deleted or 
yt;: j:::~ · {) destroyed as required by United States SIGINT Directive (USSID) SPOO 18. 
<ht d .f'"'·P ... L . 86- 36 (b) (1) 

\.::;:·...... .. .... (tJ} .. U11.;:iuthorized Targeting ~ ~ ~\{.~~ =i s L~s~6;~~ 

\\:~::::.:----......... (TS//Sl/;;·;; .... ~~ .. NSA. ~:nalyst wrongly tasked a US telephone number for collect~~:1 ~~ .. - 50 
usc 

3024 
(i) 

......... "·I I He assurriea that.. the selector was foreign 
\.._\I foreign intelligence target. Thi~"·inistak.~. was found duri._n_f&_a_1-·e-v1-.e-w- of_t_a-sk_e_d-se-le-. c-to-,-.s-_o-n 

..... _____ _.I The selector was detaskecH _and the analyst was paired with a 
senior analyst for additional training. No collection resulted from this violation:-.:.:-. .. ::"·::.::'"" <.b) < 1 ) 

... . .. ................. _...,... / (b)(3)-P . L . 86-36 

(TSt/SJ//RBL TO USA, ·~VEY) I ........................... ···· . 1 ::~:~: Ns;.::.~~atyst" .. ~.;;pfo.~erlY searcQed 
for information onO ·NSA.analysts to acquire transla!_i9n. nietrics for·their ~rformance \._ 
appraisals. The violation was found by a database. ... audifor \.vho provided\., 
additional training to the analyst. The que.r.ies .. teh1rned results, which were purged frch~1 
the NSA database I 1......... . 

Tn:)·· {·1) .......... . 

<~i''''r~\;::. .:i{l'§~lsf#nF) I I an NS ....._ _________________ __, 
\. .. ... ::::::1 !mi stakenly included the e-mai l address of in.a .. que1y li st of targeted 

aclth:~sses. The analyst noticed his mistake the same day, .... a_n_t_e _q_u-e1 .... y was t~i~in.ifuttt\ch.)With no 
resulfa·I I (b ) (3) - P . L . 86- 36 

(b ) (3) -50 USC 3024 (i) 

(TS//Sl//'R.SL TO USA, FVEY) On two occasions, co llection occurred while valid foreign targets 
were in the United States. In the first instance, detasking was requested onl I 
t--------------------_.·Q~1_t the selectors were not removed! I 

All related com~·ctiqn was purged from NSA ' / 
L...-........ --------,-n"'"'st-an_c_e_o_c_c_u_n-·e...,.,... ______ ____,::selectors were deactivat~d,Q 

but coll.ect.lon ...._ __ ...,.-......,.._..-_____ .....,.._..,.......,.....,....-----=-....,...---........ ---' 
occurred before detasked the selectors. The intercepts were::pur,ged fo\ui an 
NSA data~ast(as they were identified begimli ng from._l ____________ ~ .... J No 
reportil)g" i·esulted from either violation. .. ............................ ::::::::::::::::'';'\!:?) ( 1 ) 

_.......- ........... . ............ ............ ............. ,.... ,.... .. ( b )".( 3) - P . L . 

.rr~:1ts1//Hfry .. NSA .. aiiaf .. ........... .... llecti~·i1 .... .. 
,... ........ violation. Analysts believe that ·reeords occurred .... 

.... ...._---~-------' ------.. ·········" .. · ········ ........ ·· 
( b ) ( 1) 
(b ) (3) - P . L . 86- 36 
(b ) (3) -50 USC 3024 (i) 

"(b) ( 1) 
(b ) (3) - P . L . 86- 36 
(b ) (3) -18 USC 798 
(b ) (3) - 50 USC 3024 (i) 

Derived From: NSNCSSM 1-52 
Dated: 20070 l 08 

Declassify On: 39480914 
TOP SE CRET//COf\iffH'ff/tqOf()filq= 
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I l· .... Unfortunately.., ..... '!JL.i:,~1.~.t.~.~- collection was purged from NSA databases in 2004. 
The details of the violation are still being ·i:eseaichect .... The ·NSNCSS .. Offi.c~. Qftl!.e Inspector 
General (OIG) will track this action and report the results. .. ...... ,,,,,,,, .............. ::::::::::::::::~'.~~~!!' (b) ( 1) 

........ ·:::::::::::::'"""'"""'"""... . .............. ::::: ........ ..-:/''' ( b) ( 3) - P . L . 8 6-3 6 

(TSf/Sb'i'REL) On ....... a11::NSA::::a~~f~~~'"1'~~;:~~d .. th~tl .. ·:::::'fi0·;:~i·~r(iJ~'.~ets were 
heUnHed States ............. t{irgeted .. e--rnail selec;t9~~ ... were detasked , 

.__ ____________ __,,....... ........... __, ...... ·a'fid ·~ollec(ion ·:·:~s ... purged from an 
NSA database. When confirmiOA ... thfdetaski n(} ih~ analyst found that the 
selectors had not been . .rem6ved from . The cause of the 
roblem was. softwa~~-related. The selecfors were removed ,./ .......... 

"No··~~llection resulted .. f?.ecafis~ ·had not been '.conducted .. ·from 
\ ..... ············ 
( b ) ( 1) 

..... :t"l J;>.l (1) (b ) (3) - P . L . 86-36 
(U) Database Queries .......... ::::::::·::>... (~:~..":~s}. :-.~ · L. 86- 36 (b ) (3 ) -50 usc 3024 (i) 

(SHSl-H:RJ?J::.-TO·V~-1~~;:::f<;~·~) OnO~·~~~·si;·~-~-~--NSA. .~nalysts constructed poor database queries. 
In°'fthe06cca~i6.ns, collection resuh.~d""f!:om the overly broad or incomplete queries. All 
resulting coll~cti9n"was deleted . The remah~ng"Dincidents" did .. ~~-?t result in collection. No 
reports were i~stied. \., ......... .. 

(TS//Sb'(RE·~ ... TO USA, FVEY) Additionally, ·~·rlOoccasions, NSA an~ly~~~··ra1.1~.~ to verify that 
target_s ... were located outside the United States before conducting database queries. li1n of the 
llihstances, the oversights resulted in collection. I J 

..... ·· 
....... 

.... ··· 

.... · ...... ·· 
...... ·· 

...... ·· ... ·· 

I 1-.. AJl .. querieswere .. terminate.d '!:04 .. .wb.~r .. ~l lection occurred ,)he"data was deleted . 
......,,.N"""o- re_p_o_1i ,...i n_g_,occu rred. ..... ....... .:·::::::::::::::::::::::::"·\b.J.. ( 1) 

( b ) "1·3) - P . L . 86- 36 
(b ) (3).-....l.8 USC 798 

...... (b ) (3) -s·o-.... ~.~-c 3024 (i) 

-f.:.HW~ffN't"rA vali?. .. Jo.reign "farg.~t··~raveled to the United States andl "· .. J 

(U) Detasking Delays 

· ef6re the tar(}et's selector was detasked. A detasking re uest was submitted 
on ....... he 
United States. The detasking did not occur until after the targe(i·eturned 
overseas. This violation wa; caused by an inefficient process for detaskirfr( .. ·T~ lessen the 
risk of future violations of thi s type, analysts..·are now requir~g .. .tol I 

I l ... .Collection associate_d· with thi_~_yiolation was purged from NSA 
databases! .................. L ::·::::,,,::,.. _./ ...................... · 

........ ::·: ..... ···· 
(b) ( 1 ) 
(b)(3)-P .L. 86-36 

"t'Ofl ~:EatE"f//COMftff//HOFORJq-
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.... ·:::::==)('(:;':<_)_ (1) 
__ ,,..._.... .u (b.H3) -P.L. 86-36 

-l(~U)~D....ie;,i,isl'o,tr~u.,,ct-io..,.n~D~e~la~y;-st;::t::t::l::j:±JtJWlllll.ll..t:µD.L,· • ,t;~~~ ·:bf ~liay :\~;;;i~g ... I ------. 
.. an NSA,inalyst s~\bmitted a ... purge request with 

the intent of deleting co":-:ll:-e-ct-:-io-.. n-,-;:"':'::fi-;6:;.-in....,.._ ...... "-----.,.1He /pist~enly believ~q that the request 
would effect purging fo_r ....... / \fas deleted from the·j I l::Wb:en the mistake was found. / .__ _____ .... 

' 

(Sh'Sb1':R:EI;..'KfiJSA, FVEY) Unintentional disse1fuinatipn of U.S. identities. There 
wereO ·rnstances in which SIGINT analysts di ssentj1hated cc/mmunications to, from, or about 
U.S. persons while pursuing foreign intelligence ta~king this/quarter. NI data have been deleted 
or destroyed as required by USSID SPOO 18. In Q of the0 instances, SIGINT products were 
cancelled bec~use they c~ntained the ident_ities ofl!.S. persons,_ o_rg~niz~tions, or entitie~b 1/11 
reports were either not rei ssued or were rei ssued with proper mm11rnzat1on. (~) (3) -P.L. 86-36 

(~) ( 3) - 18 USC 798 

an NSA analyst included information from SIGINT abot\t a 
o the 

N ·A a -tloug 1, ... .w.~tun N A, t e s .. n.Qt part of the 
/ .... ....-SIGINT production chain. Additional! the same unmini1~~Tz·ea···and'Tmevaluated -.. tra.:ffic::~~;::::::>"·· 

,.......-··· forwarded to ................................... ·assignect·"t6.NSA: The (b)(3)-P.L 86-36 

_,.......- as·not .. authotiied "fo"ieceTve unminimized and unevaluated SIGINT. In both 
·lB:1:'t~;>,:~·::::::::::::::::::insti111ce$, .. .f.h~: 9. i'sseiii'ihated ... 'data was·d·estroyed 1 I 
( b ) (3 ) l?... •.. L . 86 36 .......... . ................ . 

...... ('i"S#~l//~W)· .. ~~f~·1:~--~-b:f~:i:rii:~g:::{is: ::i<l~r~ity·Telease.-----------. an NSA anal 

e-mailed ibrief.i.ns that included identitie·s .oflf"U:S: ............. an.~. u ... s_. ---------..... 
I ··· ..... ....... l later..~.l~at liioTrth: L-..,.....----r------, 
when the analyst recognized .. th~ mistake. she directed desfriiction ... of the.brief by the 
as sh~ appli~d for an identity rele.asel I The I l :h~d)~2::ff .... ,,~_/......,1-__ ......... o ..... · - 1e_.... 
e-mailed briefing to destroy. . ................... ;:.:,:-"· (b ) ( ll 

.----------·····-.· ····....,····················· .:::. ••• ..··:.:··/ 1(b) (3)-P.L. 86-36 

(SUSH~LTO USA, .f.).'.EY)I hhe. na~~~ of a lJ.,.S-:--1).e~s·~·n was focluded 
irLJe-1nail'li'{»s···fo .. elements inside and outside the SIGINT ~i:odtfct,~01·{ Chain. The. violation 
was recognized the same day. The e-mails were recalled a.nd·--a de~trti"ction notification was 
forwarded to all addressees. ....... .......... · 

.......... ·· 
.. ·· 

.. a~ NSA analyst included 

the analyst noticed that he had not minimiZ,.ed··the U.S. identifiers. / Be·· 
._d-i1--e-ct_e_d_a_n_d_co_nfi_II_.·med the de-~~_ruction of the ch~.~:.~,,,~~---···/ / I 

........ . ....................... ) .·:.·" 
······ ... .:/:.· ........ ····· 

(b)(1) ( b ) (1) 
(b)(3)-P.L 86-36 ( b ) (3) - P . L . 86- 36 

( b ) (3) -18 USC 798 
( b ) (3) -50 USC 3024 (i) 
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(U) The Foreign Intelligence Surveillance Act (FISA) ·············°(1;>)(1) 
················· .····· (b).(3)-P.L. 86-36 

(U) Business Records Order ·················· · ····· (b)(3)-50 USC 3024(i) 

(T~//£1//REL TO USA, FVEY) On 28 Octobet.2008·~···~·~··~;~· analyst accessed Business Rewt:d 
FISA (BRFISA) data for0t~lephopeselect.or s without authorization. The violation occurred·.._ 
because the analyst used a°:.9.ld .. :versf?n of the navigation softwareJ ·1 
I l··Tfie analyst tiPd<it_ed the navigation software on 9 December 2008, and 
other analysts were reminded to update theti'·-sqftware. No data was retained, and no repotis 
were issued. )\ J;:>l ( 1 ) 

/ O{f.. .. (.3 ) -P . L . 86-36 

ff8//8b'/R:EL 'fO USA, f"Vf 'tj On 31 October 200$J 
passed a mistyped phone number to an NSA ;analyst .. l\,......_ ____ _,l,...T-. -he- o-ne- d-ig-it_c_h_a_n_g_e __ __, 

resulted in the targeting of anl lillnnber i·1~. Business Records FISA data from 
3 November 2008 until 5 January 2009. All related call. chaining results I · ······ jwere 
purged on 5 Janua1y 2009, and I fon 6 Janua1y 2009. ;~ ; ;;i _f/usg6;~~ 

(bl (3 ) - 50 USC 3024 ( i ) 

{'fS//8l/flqff) On 15 December 2008, an NSA analyst improperly accessed BRFISA data for a 
U.S. telephone number. Although the number was associated with a fore ign target, it had not 
been approved fo r call chaining in the BRFISA data. The analyst did not know that approval 
must be sought fo r BRFIS~ l caH .. chain ing·: .. ··No .. dataWas .. Tetai nea~ · .. and ... no·i:·epolis.w81>~1) 
issued. (b)(3)-P.L. 86-36 

(b)(3)-50 USC 3024(i) 

(U//FOUO) Although the fo llowing violation occurred during the Januaty through March 2009 
reporting timeframe, the incident is significant enough to warrant earl y repo1iing. 

(T~//~I//?W) On 15 January 2009, the Department of Justice reported to the FISA 
Court (FISC) that NSA had been using an "alert list" to compare incoming 
BRFISA metadata against pho ne numbers associated with counterterrori sm 
targets that NSA had tasked fo r SIGINT collection. Although the Agency had 
reported to the Court that the ale11 list consisted of numbers for which NSA had 
determined that a reasonable atiicul able suspicion (RAS) existed that the numbers 
were related to a terrori st organi zatio n associated w ithl ........................................... ·····J:::::::::::::::""'""'"T5 J <1 > 

'- ............. ................... . - ( b ) (3) - P. L . 86- 36 I J .. ··thevastTi'i'ajcfrity of selectors on the alert list had not been Cb J <3J - 5o use 3024 Ci > 

subjected to a RAS determination. The circumstances surrounding this incident 
are still under research. The NSA/CSS OIG will track thi s action and repoti the 
results. 

(U) Pen/Trap Order 

(U) Nothing to report. 

(U) The Protect America Act (PAA) 

(U) Nothing to report. 

'fOP SE CRET//CO:h>ffiffh~JOFOMJ 
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TOP SECR:ETi'/CO'.M'.Hffh'MOFORlq-

... ,::•f~>Q.l ( l l 
(U) The FISA Amendments Act ·····>· .. /! c-t;f{S l-P L 86-36 

(SHSlffl'lf) A target selector wasMid~~~~: ;:zg ~~;~:~;:~T I visit 
to the United States. ' an NSA\analy'st. .. r~ql!_~sled. detasking of the 
target's e-mail selector·O"n ...... / · The selector .. was re1n'<xvecH I 
_____ .,.... _____ but the analys "· detasking · i'clc~ss 
inadvert.~nHf. omitted the request as he processed \ . . ·· , l ( l l 

c=J··Ilesulting collection was purged from the NSA databases. No repo11ing occtJrtedJbl (3l-P. L . 86-36 
\ .. <>' (b) (3l-50 USC 3024 (i l 

ff8//8b'/R£L TO USA, FVEY) During a tas~_i_Qg .. i:ecorcri~~~i~J\ ,... .... INSA.._ 
analysts learned that a targeted sele.c.tor·had .. been tasked under t 1e ~r69g .. authonty. This dti.e 
diligence found th?.t ~h~. ana:lys(ini.stakenly selected FISA An_1~nd"ijiet~ts A~t (FAA) 11 
I jCe1i1ficat1on instead ofthe FAAI ....... l·Cert1ficat1on. No~ 
occurred between! lwhen .. tl1es~tecto!;.§ .. NJere . .tasked .... an9.I (:~hen 
the selector was detasked, and no reports were 1~_s.11ed. . ........... --·--:::::::::::::>'/{~: : ; :-P. L . 86_36 

(TS//Sb'/REL TO USA, FVEY) A target .... wi'f'i~- ~ S. and) btiien~-hi·~----~a~ 'i"n~-i~1~~~~-l-~/tasked 
under the FAA I ICe1iificatio n I _ ...-b·~ viol_;a'tion of 
FAA section 702. A U S. person may not be tasked pursuant .. .to-"section 70,2-"of the Ad. The \ 
NSA analyst did not notice the target's dual citizenship_w hei1 the e-mai}.--selector was· tasked. · 
Resulting collection was purged from NSA databases _.../ 

. ....- · A so ware -------------------....... ------~~-----__, 
processing error prevented the d el etio n of the __ ~.~~.~...... ............... ::.::_:·:·:·,;,,;;:;;;;;;:::::: .. ::;;;;::::;;::;;;:.;.;.:,;;;;;:::.::;:;:;~:; ::;;;;:;:;:;;;;;w· : ~: : ; : _ P. L . 

{TS//Sb'/HF) .. ·an-·FA.A::aqthq:ri:zec.l:J~frg'efwas .. active oi\a;p:::·¢; iifai I add r¢ss 
____________ ::::C0.:IJ~:c1fo~ :::wis · µ~;-~ged §:.oml·......... · ...-··::::::::.-·:. INSA databases on 
t---------..,,....t:::O:iifa-·soffware processing errot"preve9teg:::the deletion of the data from 

·Theproblem was i so lat~<;!I land the data was purged from the 
.. T Q' .. ensure no .. othe·r purging requests were affected, the 

..__sy-s-te_1_11_a_ . .,...n-11 .... n .... 1s-t1--a-to- r-s- 1-·e--p-1-·o-c-es-s-e..,.....all purgi_9g-·tequests dating back tol I 
.··· 

.. a·~· FAA-tasked e-mail account selector associated with 
,;...._~..;...;..;..;;._;.~----------------oL.;........;.;. ...... the United States. The selector was not detasked 

86-36 

/'._u_n...,.ti""'l -------..,...e-.c-a-u-se-..... -_<:>""'.f._a_d,...a__,tab· ase software problem, which was corrected O~\ . ............. (b)(3)-P.L. 86-36 

.__ ________ ___. ... The.targ~L.~~J~g~§(:.t.?.::?~--detasked. .. »'~s in thel .. 1--.. Rel~ted 
co ectlon was purged from NSA databases 1--............................................... ::::::::::::::::::::::::::::::::::::,,,,,,,,,,,. ....... J No reporting 
occurred. .. .......... ·--::. ··1 ( b) ( 1 l 

...... .. ......... __ _........-· ' (b ) ( 3 ) -P.L. 86-36 

s s .. learf1e(f . ....- 'that a taraet selector 
.. ·· .. ·· .. ·" 

a'if:NSA analyst requested detasking_..o{the target's e-mai l sylector on 
.. ··•·· 

... .J.he analyst s9bi11itted the detasking ... request, but failed tO' 
Ln-o':""t1,...-~......,..e-:t-as..,.,-,-ng~o"'T'l"'1-ce-r------------,and the need to bypass· the standard! I 
detasking process. Resulting co ect1on was purgec:LJro.1.r.i the NS(.\ .. dat~ba.~es0:fil · I l .. ·No· .. repo·rting .. occurred, .......................... :::::::::::::::::·:::::::;;:::('g:j:;~,~-;,,===::: ........ . 

(b ) C3i~P~L. 86-36 ··· ... ······ ... 
(bl (3l-P.L. 86-36 
(bl (3l-18 USC 798 

TOP SECRE'f//CO!vHHT//HOFOfilq= 
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······ ... 
········ ········ 

·········· ..... (bl (3l-50 USC 3024 (il 
(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 



DOCID: 4165206 
...... ······ (b) (1) 

······· ··•···· 
······· (b) (3) - P. L . 86- 36 

······· (b) (3) - 50 USC 3024(i) 
······· ······· 

(TS//Sb'/HF} an NSA anaJyst·+eifr~~d that an e-mail selector tasked for 
collecti611. under the FAA ·Certificate did not meet the FAA tasking standards . 

...... ··Tll~ selector was d~task.ed As a result of this incident, the t~sking 
.................... prncess ·has .. b'een ... ~hanged to reduce the risk of future mistakes. Applicable selectors are now 

1<::::;:::::::::::::::::::::: .. wl I No collection or reportincr occurred. 
t~:;:·~·~:::;g:;J''.""~·e~·~6 .. ,,,,,,,,,,,....... 0 

······· ... ::·<:··:·.,,:·:*S.{/Slh~~f"oirl::::::::::::::::::""""""· I an NSA anal st detasked a tele hone selector of a target 
. ·········... adi\.l~·::i1J.t.he United States~· buT'failedJp 

..... I LT.he process failure was- co"""i ... :fe-·c_t_e,..:.-:o-n-·: - .. -.... --------. ......... ..----..----
was identifiecL·· .... QolI:e~iQ.n was purged from NSA database·s .. cm· ······... ...... ...... ....._ __________ ___, 

····· .... ······· ... 

(TS//Sli/REL TO us;\;··pv~:Y)::::Ht1:1na .. 11 error resulted in collection of a target's communications 
while he was in the United States .fro.in-

analyst ,/ ... 
,_ _____ ___ 

1oted ... the .. targef:~$.35.:1/tslde·the·United ... Stat~~> ! _./ 
_____ ....... ____ ....... Nl r~l;ted ... coffedioii ··was .. 151:ii;gect .. ·rro1n::NsA,,d,atabase&:...,.f.,.,., .................... _ .... 

(b) (3) - P. L . 86- 36 
(b) (3) - 50 USC 3024 (i) 

' 

(TS llSW~L TO U~A, FV~Y) Human error caused ... ~ !day detasking delay, which rdst~fted 
in collection whi le the target selector was active)n°fhe United States. The request to tern\in,ate 
the FAA-authorized collection was submitt~_c;l...-9,n l I but the selector wa$ dot 
detasked untill .I The_.5lg~ly·si le~_ .. onl ~nd did not r~~_t_1 .r.n. until·I I 
at which time the selector was d¢fas~~d;· .. a9dtheresulting __ 90llection·-was .. p.urged from a;~SA 
database on I . L:N~.-: r.~~porting ··oc-ctfifed .. on the unauthorized collection. fl 

'('f;'j"('ii (b~(l) 
(bl (3) - P. L . 86- 36 (b) (3) - P. L . 86- 36 

(b) (3) - 18 USC 798 
(b) (3) - 50 USC 3024 (i) 

(U) Other 
.. ...-···"'(b .). (3 ) - P .L. 86- 36 

(U) Unintentional Dissemination .. ·· \\..._::··· ...... ··· ... . 

(~tt~l1"ULTO USA F\>'f;Yfl "I an NSA···ana_lyst e-mai led PISA-collected 
data tol 1wfio was not authorized to receive the FISA .. dat.~_. U.S. person information 
was not rncluded rn t\e e-mail. The analyst, who misunderstood infonirati.on sharing policy, 
confirmed the destruction of the data by thel "···I 

TOP KEGRBT//CO~ffiIT/i~JOFOffiJ 
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..... · "{b) ( 1) 

'fOP 8ECR:E'f//COMlN'fh'MOfOR1q /...... tt>l (3J - P . L . 86- 36 

~?=~~~~~~~~~ 1~1 ;0 USC 3024111 

\·\ .. \.,:~<:· . NsA::aiiaJysts . .di~ not an.nofafe ... that--the. se.1~9.!_ors were \ ... 
\ \ .. \<:\Jen11inated"· .. Conseqnentiy;.::!.~ec=Jselectors remain.ed ·actrvell 
\\ \\ ..._ AJl collectioh·-.re._Iated to th'itfarg.~t~ .wa:s desfro-yed,. ao.~L no reports were i ssu~ 

\ \\ (T~)/Sf/fHf) Another human err~; .. ;~~~;·h~~-:i.I~ · th:""~:~;~~:i:~~:::&f[J .. ~::•!1~:;;· ·:~~-~~~~;~··"tfom \ 
\ · \. Although the .. selecto'fs .. were removed from 
\ --.. "NSA analysts ci"iCl"·not.,annotat e thaL..t -th_e___;se;;;;.1-ec ..... l-o-rs-... -w.-.~-re __ ___. 

.. terminated· Consequently, tliee:Jselector s remained adivel .... ..---
to t 1e targets was destroyed, and no reports were issued. 

(b),j l) 
(bJ·t .3J - P . L . 86- 36 

(U) Computer Network Exploitation c b J (\3.J - 18 usc 7 98 
(b) (~)..;-50 USC 3024 (i) 

". ... 

(TS//Sfh'R:EL TO USA, FV-E'Y) I 

l 'T' C' 11"1 11'11. Tr.\ I ( b\)·.fl'J• .... _···· 

~\~A-~-· ----·-·-~~, ..... ·------------------------------------------------------.... ~·~-, ~• 86- 36 
"-.._ USC 798 i\ ··,,. USC 3024(1( 

-----------------------------------------
(TS//Sl//~J:IY. 

_..// 
,.. ... 

(U) Counterintelligence Activities /// 

(U) Nothing to repo1i. 
(b) (1) 
(b) (3) - P . L . 86- 36 

TOP SECRET//CO:tofflIT//NUFORN-
7 

(b) (1) 

(bl (3) - P . L . 86- 36 
(b) (3) - 18 USC 798 
(b) (3) - 50 USC 3024 (i) 



DOCID: 4165206 

.. ::::::::::::: 

"(..p) ( 1) 

(B·~ ( 3 l - P . L . 86- 36 
(bJ°'\3 ) - 50 USC 3024 (i) 

(U) Intelligence-related Activities .............. 

(ShlSIN~W) To reduce the risk of unauthorized telephony collection and prevent vi-~'i'a~ions, 
NSA/CSS instituted a process to give analysts greater and faster insight into a target's ·location. 

l\'ll 1-"I r . L . 86- 36 
(b).(3) - 50 USC 3024 (i) 

.... ~ ............ 

this qua1ier. No collection occurred . ...._ __________________ ____. 

·············································································( b) (1) 

(C//R:ELTOUSA, FVEY) Nthough n9t.yiolations·-ofE:O: ... T2"3"3"3" and related directives, <bJ(3) - P. L . 86- 36 

NSA/CSS reports O insta11c·es··in .. whfch database access was not terminated when access was 
no longer required. Once identified, accesses were revoked. In another instance, a work 
study employee was issued a database account in error. Accounts are only to be granted to 
analysts on a need-to-know basis, which was not the case with the high school work study 
employee. The student had not received training , and it was not activated before the account was 
terminated. The Branch Chief who authorized the account was counseled on the impo1iance of 
understanding work roles before submitting individuals for da,~.~9.i:l.s.e .. ~s<:>~unts:===::::""'::::::::::='··~~~ ~~~ - P . L . 86_36 

················· ································: .................... ····· _... . ...- (b) (3) - 50 USC 3024 (i) 

(f S//SI/!R£L TO u~.A., .. .Pw7£Y)I ···················· ····· ····I 
11-was· .. rna(>"{fropriate,ly ... forward"ed'fol l:::NS4._ ______ __. 
~I !failed to fo llow NSA policy and gu id a.r.ig.e .. for··dt§.semination of SIGINT 
teclmical information and sent the data to the. .. non-SIGINT analysts. The recipients destroyed the 
data I l ........................................... ,},~'.(\.~;·: .. ~·~·: L·:·····a.6:·%·· ................... .. 
'TS"Sb''REL TO US• F' rE'n ................. . 
'\ }ff 2q, ,. i ' -----.,..-....-,...--....... ------...,.........,...--...,.....----__, 
analyst wr~ngfully shared his NSA Network, (NS~et) rcount pa~sword with ~nother SIGINT 
analyst assigned to l I The analyst mistakenly believed he could 
share his NSANet for training purposes. The analyst was relieved of his duties and transferred to 
the ...._ ___________________ ____. 

(TSHSI/IREL TO USA, FVE'\'JI lthe Offi~er.:-in-Charge (OIC) of a . ._I _ __. 

forwarded unminimized af)d"'lmevaluated SIGINT to all -source an~lysts outside the SIGiNT 
production chain. Th~ .. d·aia did not contain U.S. person information ... ".,A.n analyst at Fort Gordon 
recognized the mi.stake. The e-mail was recalled, and destruction of th·h .data was confirmed by 
telephone. TJ).e ... 6IC completed refresher training on SIGINT disseminad'oi~. · 

aJ)alyst SOl!ght , and ...._ ____________________ ···········...... ·· ..... ! 
············ ·· .. :· 

( b ) (3 ) - P . L . 86- 36 (b) (1) 
(bl (3) - P. L . 86- 36 

'fOP 3:ECR:E'f//Cotvffiff//HOf10RJq 
8 

(bl (3) - 50 USC 3024(i) 



DOCID: 4165206 
TOP 8E~T1/COlvliN 1 //NOFORN 

°(b)(3)-P.L. 86-36 

received NSA data.Qase access through his former NSA/CSS 
organization. The had determined that data.ti~se .. acce$..S was not needed in the analyst's 
job. After three unsuccessful attempts to gain database acceSS"tlu~:ti:gJrthe .. _n~rnnal request 

rocess, the anal st contacted his former duty station and was s onsored .. for··a6ces$. :_?l1 .... 
atabase .. aecess .. was--term.i-nat.ed. ::::::Add!ti911~n:·::~ ::::trom"'"·"··· · 

. . . .. . ... . , ........... , . : ::: .. ...... :::found::: .... . ...... ..: ... >)l~~ ~g~-P . L. 86-36 
·analyst an('.!.. .............................. analy:S.f$. .. sponsored··for / 

----d-a-ta-b-as-e-.... """'a:C'C:;ess "b'Y.::.~'i1 ... orgai:iizatiorr'il'ofai:i.ii10rized to sponsor access w1 .. 1w e ·' 
....._ ___ __,area .. ofopei:·ational responsibility. Database access for the 0 analysts was /

1 

terminated pending proper sponsorship. 
1
/

1 

(TS//81//R:EL TO USA, FVEY) Last quarter NSA reported problem with th / 

causingJl.1.~.retention of U.S. perso i----------... odificatio.n ... wa'S::ad.d~i:Ltt'.) :~~~:~11.~,...-----------....,..--~~ ---, 
The NSA Office of General Counsel has provided retention guid.ance 'tO' the"affeeted ,, .......... ::,,,1t;)c1> 

organizations. (b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 

2. (U//'FOl:IO-t NSA/CSS OIG Intelligence Oversight Inspections, Investigations, 
and Special Studies. 

(U/fFOU01 During this quarter, the OIG reviewed various intelligence activities of the 
NSA/CSS to determine whether they had been conducted in accordance with applicable statutes, 
Executive Orders, Attorney General procedures , and Department of Defense and internal 
directives. With few exceptions, the problems uncovered were routine and showed that 
operating elements understand the restrictions on NSA/CSS activities . 

.......................................... ··::::::_:::::::::::::::::::::::::;;;;;:'''"'"'(b) (3 )-P. L. 86-36 
············· ...._ __________________ __, .............. . 

(UNFOlJ'.O) A joint inspection found that th~~?~}:I.f:b~~~~fl~ ::tr?··~~ .. d~·cumented and 
commumcated processes. The focus ofthe~telltgence oversight program has been 
E.O. 12333 training, but not local incident hand Ii ng procedures. Intell igence oversight training 
for newcomers is at an 86 percent compliance rate, and 99 percent for annual E.O. 12333 
refresher training. Although collectors, analysts, and supervisors are aware of the restrictions on 
the collection, analysis, and dissemination ofU.S. person information, local incident reporting 
standards, and internal contro Is to track newcomer training and the use of sensitive NSA 
databases are needed. The OIG will track corrective action through completion. 

(U/ /TOUO) N SA Office of I , ........ w ....... w·::::·:::.:: ... ·:::: .. ::: .. ·:.: ... ::::· ... :::::·: .. ::::::::::::::::::: ::::::::::::::::::::::::::::::::::::::::::::::::::::;:;::_,,::.><b)(3)-P .L. 86-36 

(U/lf"OUOt An inspectio~ .. ..fq~rnd .. .that .. the .. itnellig.enc~ -~-~~rsight within NSA's Office ofo /· 
I ~-S· apprapriafdy managed and compliant with standing regulations. 

I OP SEC'lttT//COMHff/i'tqQf OffiT 
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(U//FOUO) Alleged Unauthorized Disclosure of Classified Information and Misuse 
of the United States SIGINT Service (USSS). 

.. ......... ·· (b) (3 ) -P . L . 

(:Stt:Sl//ft:EL 'fO USA, FV-EY) The NSNCSS OIG repo11ed alleged unauthori~ed···disclosure of 
classified information and misuse of the USSS last qua1ier. I l ·~(Navy Ciyptologist 
met with an uncleared Navy Family Readiness social worker and disclosed that he had targeted 
his ex-wife and other family members through his job. An OIG inquiry found no evidence to 
support the sailor's claim. 

(0) Congressional, 108, and DNI Notifications. 

(0) Nothing to repo11. 

3. (U) Substantive Changes to the NSA/CSS Intelligence Oversight Program. 

(0) Nothing to repo11. 

4. (U) Changes to NSA/CSS published directives or policies concerning 
intelligence, counterintelligence, or intelligence-related activities and the reason 
for the changes. 

(0) Nothing to repo11. 

5. (U) Procedures governing the activities of Department of Defense (DoD) 
intelligence components that affect U.S. persons (DoD Directive 5240.1-R, 
Procedure 15) Inquiries or Matters Related to Intelligence Oversight Programs. 

(0) Nothing to repo11. 

'fOP 3:ECR:E'f//COMftff//iff)f"Oft1q
l O 

86-36 


