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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

18 February 2010

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U/A6H63 Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

(U/AFOT6F Except as previously reported to you or the President, or otherwise stated in
the enclosure, we have no reason to believe that any intelligence activities of the National Security
Agency during the quarter ending 30 June 2009 were unlawful or contrary to Executive Order or
Presidential Directive and thus should have been reported pursuant to Section 1.6(c) of Executive
Order 12333.

(U/LEEOHO) The Inspector General and the General Counsel continue to exercise oversight
of Agency activities by inspections, surveys, training, review of directives and guidelines, and
advice and counsel. These activities and other data requested by the Board or members of the staff
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure.

Lo

GEOR% ELLARD

Acting General Coun ve]

(UASHO) 1 concur in the report of the Inspector General and the General Counsel and
hereby make it our combined report.

Lieutenant General, U.' S. Army
Director, NSA/Chief, CSS

Encl:
Quarterly Report

This document may be declassified and marked
“UNCLASSIFIED/EosOfoial-toe-Ondy=

upon removal of enclosure(s)

Epprovedior Release by NSA on 12-19-2014 FOIA Case # 70800 (Ligation])
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Eb)(3) P.L. 86-36

1. (UIIFOY6}Intelligence, counterintelligence, and inte'liigeﬁc‘ié-related’Eéctivities
that violate law, regulation, or policy substantlated durmg the quarter, as well as
actions taken as a result of the v:o!attons - R

(U) Intelligence Activities

mdd\ cmmh targucd or co leum,d mmmunmatmns to, lmm or aboul U. S pemm\ while
pursuing foreign intelligence tasking. All intercepts and reports have been deleted o‘ deslm\ ed
as required by United States Sl(rlT\l Dueutnc( ISSID) SP0018.

(U) Unauthorized Targeting_,

. A National Suum\ Atmnu (NSA) analyst discov c‘led | Iha1
E lwironu, Mail (e-mail) sel le remained tasked after an Attorney General authorization’ hdd
expired on “The NSA analyst detasked all selectors onf |bdurc
the authorization expired. but was not aware| |
The unauthorized targeting took place from 1 l
when Foreign Intelligence Surveillance Act (FISA) Amendments Act (TAA) 705b authorization
was obtained. No collection occurred between A review of

the incident resulted in a change in operating procedures.

(SUSTREL A O-HA—FVEYS-A software updatg caused al failure in one
fesulting in collection of] between
| The old version of the soltware was reloaded, and the
[was rebuilt to correct th problem. The collection was purged from
- the NSA databasd

|human error caused| |
} The mistake was found and t.onulu.‘ |
NSA-Attorney General- -approv ed minimization plOLc.LILllt.§ do not permit NSA to use U.S./
person identifiers as selection terms in repositories of collected communications, It is unknown/
how mun.h or even if, unauthorized data was collected: and it is not possible to sort thGI:r}'
exuhs from valid foreign intelligence targeting results or purge the data by 1\.than11’1¢‘ the
U.Ss. pe1 son selector without further I:\ccutm, ()ldcr (E.0O, ) ]7 ﬂ% \mhnons :

> \ciu.i(u\ hulonung 10 al.S.
pel son were retaskud by mistake. The telephone selectors had been d‘.msl\eq
\\hm NSA analvsts learned of the t target's U.S. citizenship, but the detaskinig analyst failed'to

: ~ |Conse quently, the selectors were mask:.dl |

intercepts were collected. The selectors were detasked and appropriately marked to

Ao
(b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

(b)(1) A (1-
(b)(3)-P.L. 86-36 Dated: 30070108
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®)(1) _
(b)(3)-50 USC 3024(i)
(b)(3)-18 USC 798
(b)(3)-P.L. 86-36

“prev ent tasking, and the related collection was pmwd from the NSA database
“No repom were muuj

R e Humdn error resulted in the targeting uf| while he
vax in the Unmd States between) | The NSA

analyst learned of
«. but forgot to
~detask the selector. On]| i |thc palvst learned from collateral intelligence that the
target had been in the United States since] . The targeted selector was detasked
on 5 vith no collection noted between] |

an NSA analyst authorized to conduct Communications Security
(( ()\18} () Monitoring operations identified possible criminal activity of child abuse. After the
discovery had been reported. the analyst incorrectly reviewed other collection from the U.S.
person looking for more evidence of child abuse. The analyst was not authorized to search the

COMSEC data for a purpose unrelated to COMSEC. e 55‘3533 T —
(b)(3)-P L. 86-36

>The target of a tasked selector was in U.S. tmxtmml Walers fnr one dav before the.

SClL(IUI’ was removed from tasking.| e Lo |
The two analysts responsible Tor monitoring-~ |the tdr&t‘t were on leave when

the target entered U.S, terrifgrial waters on IThC selector was removed from
collection on No c¢ollection occurred while the vessel w as in U.S. waters. No

reports were issued. Asa result of this process weakness, additional analysts were added to the
o prevent future oversights.

- | while reviewing skills learned in a database training class, an NSA
anal\ st queried the personal c-mail address he shares with his wife. The analyst explained that
he used the familiar e-mail address because a query for target selector data did not produce
results, and he was concerned that he was not formatting the query properly. This violation was

_found by the analyst's auditor] | No collection resulted from the mistake. The

~ analyst reviewed USSIHD SP0018 and completed additional database training.

|un NSA analyst found that a targeted selector

the United States on] | This was discovered during a Department
e OF Justice i ted audit of The selector was detasked on
b)) : No collection or reporiing occurred while the target was in the United States.

(b)(3)-P.L. 86-36

selector remained on tasking during a target's visit to the

United States."

b))

(b)(3)-50 USC 3024())
, . T (b)(3)-18 USC 798
J4O0R S ECR O TATOTORN (b)(3)-P.L. 86-36
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(b)(1)
(b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

Thq [selector was detasked on] [when an NSA analyst found the mistake. No
‘ ___queries-were made on the selector from and no reports were issued while the
b)1 _______ it lml'gl \»\ as m lhc’k mtt‘-d States. E

(b)(S)PL 8636_ &

e | |NSA anilysts found
l _I'he selector was.detasked| [ ani]-- _Jrelated intercepts were purged from |
an NSA database the same day. Additionally, NSA analysts lbu"nqe lectors also tasked
since] |remamul on tasking after the target entered the United Statesin

[ The selectors were detasked, and]__Jintercepts were purged from an NSA database on
|Nu reporting resulted from the collection. The risk of recurrence has been

..... reduced through changes in the detasking notification process. No reports were issued on the
(b)(3g P 86 36 intercepts:

An NSA analyst failed to LhLL}\ a target's .S, person status prior to tasking:

\eluumrs were tasked] : | The analyst found his
; mistake while conducting target rcsearchf 'Al‘l| Fcicclnrs were detasked on
b |and the resulting collection was purged from an NSA database. No reports were

issued on the collection.

(b)(1)..

(b)(3)-50"USC 3024())
(b)(3)-18 USC 798.
(b)(3)-P.L.86-36

P | NSA analysts found that a valid foreign target's selector was

The selector was -dclasked//

| | A database check revealed no collection. and no reportingocc .uud on thc
S U.S. telephone number.
(b)(1)
7 7 (b)(3)-50 USC 3024(i)
(UU) Database Queries (b)(3)-P.L. 86-36

4 (_)El'u:usiuns. analysts constructed poor database queries lhzitxlérgetcd U8,
persnna and on]_Jof those oc casions, the queries returned results from the database. The
returned results from the overly broad or incomplete queries were. dulclul dnd no reports were
issued. Procedural errors wntrlbuud luDul lheDmeumm

(b)(1) e 5 an NSA analyst czuuh.d what he bl.l ved to be a foreign

©)3-P.L 8636 el reslied n collection op a - ‘Foreign intelligence
mdicated that e md tht analyst queried iht., selector without
mnﬁmning' | ‘The analyst's auditor found the mistake

(b)(1)
(b)(3)-18 USC 798
(b)(3)-P.L. 86-36
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(b)(1)
(b)(3)—P |_ 8636

o)1)
(b)(3)-50 USC 3024())
(b)(3)-P.L. 86-36

(b)(3) PL 8636 T

4165580 o)1)

7 (b)(3)-50 USC 3024(j)
/ (b)(3)-P.L. 86-36

2009, and the related collection was purged lmm ihL h\f\ damham. ‘| No
xcpnrllnn occurred from the collection. g :

an-NS, \ ‘\u_nala DL\Llﬁpﬂ]Ll'ﬂ analyst quuud

1h an effort to uhldm| , |

. foreign intelligence targets. The violation was found by the analyst's aud!(m
| | [he| 'rcxu ts obtained were deleted] |aml the analyst was
wunaglgd on unauthuuzcd xcuunhu» No, wpurtma_ occurred from ﬂ‘u. collection.

‘ﬂ—) ()n ~ |while pursuing a mrgcl related m the
“an analyst failed tol |prior 0 conducling a

query I\& as located in the United States. Found by an auditor

the query did not produce results.

- :}n‘: an NSA analyst queried a list of selectors not related to

~his Current office’s mission. He had used the list during a previous assignment in another
2 &

O S LNEY Ol while pursuing a target related to dl

office: of the selectors were found to be in_the United States. No collection resulted
from thequery. The selector list was destroyeq

an NSA analyst huh.d tn| [prior to conducting a

QuEery. fwas located in the United States. Found by the analyst's auditor

‘ ~fthe query and results were deleted from the NSA database
[No upon\ wereissued on the query results, and the analyst was counseled on due

chlwt,nu,

|a,n NSA analyst used the

with no other;

qualiﬁcrs./l [the analyst realized her mistake when the query returned
appmxitnate}ﬂ lmul The results were deleted m[hnm uuu\| |

an NSA analyst quumd a target selector diltl it had bLLn

,c_iemsml Unknown to the analyst, the” l.n«mt selector had been detasked w hw it was /

|the 1 nited States. When the analyst learned of the incident. he

dc,lucd the msullmu collection| | No reports were issued on the
--eollection. ‘

Thuman errorresulted in the targeting UiI:ll S lalnphunc

“numbers related 1o a foreign| | The NSA analyst forgot that the database

he queried contained unminimized and unevaluated SIGINT data. No w[lwlmn grcmltud

~from tth:Iqucric& which were deleted| |

(LSHSH .‘\'ﬁi |an NSA analyst performed a database query on a'U.S. e-

mail dddruss while researching a valid foreign targct.l |

S audimr on

I'he mistake was found by the annl'\ st

(b)(1)

(b)(3)-50 USC 3024(i)
R T R T A P AR s b)(3)-18 USC 798
LOP SECRE THCOA ISt Eb;g:’:g-P.L. 86-36
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Sl L)
(b)(3)-P.L. 86-36

and the query results were deleted The auditor provided
additional query 11‘:lininu to the anatyst. No reports were issued. " ‘

iaiw Umntentvonal dassemmatlon of U.S. identities ihL \‘\ A Enterprise Muu.i
I:t\!(xl\ I' product reports during this quarter. In these reports. SIGINT analysts ‘
improperly disseminated communications to, from. or about pt* S. persons or entities while:
pursuing foreign mtelligence. All data have been deleted or destroyed as required. A total of
SIGINT products were cancelled as NSA| |analysts learned of the U.S.
persons. organizations. or entities. The reports were either not reissued or were reissued with
proper minimization.

{U) The Foreign Intelligence Surveillance Act (FISA) L 548
(U) Unintentional Access

AHS On 1 June 2009, Dol notitied the FISA Court (FISCY of a possible compliance
mudcm undu the

(b)(1)

(b)(3)-50 USC 3024(i)
(b)(3)-18 USC 798
(b)(3)-P.L. 86-36
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(B)(3)-50 USC 3024(i)

(U) Unauthorized Targeting

AT Targeting continued on a FISC aulhuuml target’s e-mail selector after

L
L)

I_ | An NSA analyst noticed the lack of collection.
on Research revealed the target|
ThL selector was removed from wilcumn on No collection or reporting
occurred. ‘

AnNSA anal\ st misinterpreted the provisions of a FISC ()rdu nd initiated
lmudmu of cellular telephone numbers that were not specified on the Order.

TThe
T SeleClors Weleris s;kcdi ias the misiakes were 1dentified.
b)3)-PL.8s36..  NSApurged intercepts from the NSA database.

NSA learned that a FISC-approved selector had not been removed
‘rmm cmlutmn when the targey| |
| . | The
selector was dctuskcd| [and all related collection was purged from NSA databases
the same day. No reporting resulted from the unauthorized collection. b))
(b)(3)-50 USC 3024(i)
(U) Database Queries EE?S?ILE_‘L_UBS&E%

— i an NSA analyst queried non-FISA datal

| [ The mistake was found by the analyst's auditor [1he
unauthorized collection was not revicwed and deleted from IhL que results
\0 reporting occurred on the non-FISA data. : '

(0)(3)-P.L. 86-36

NSA analysts guéried non-FISA data

B [ The analysts copied the wrong e-mail selector into their quu\
_______ = il lerror was found the same day by the analyst's auditor; and ,
by mistake was discovered by the analy 5£| | All associated results were delue;( on
(0)(3)-P.L. 86-36... ] |when the mistakes were ldumin.d No reports were issued on thg !mn -F I\X
data. : /
S L an NSA analyst queried non-I'ISA data
| | The analvst did not| }«\"hen crafting
the query. The query results were dclclcdl [when the errors were
identified. No reports were issued on the non-FISA data.
Human error resulted in the [m'getim,,ofl L’:::lccmrs'
Jan NSA analyst mistakenly selected an option|
|'IhL mistake was noticed by the analyst-and corrected| |I he results
associated with the unauthorized wllu,imn were deleted and no reports were
issue don IhclI data.
o)1)

(b)(3)-P.L. 86-36
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[ In all instances. the calls were deleted immediately upon,”
recognition. in accordance with USSID SP0018 guidelines, and no reports were issued.

usiness Records Order

(U) Nothing to report. «. 7 (6)(3)-50 USC 3024()
(b)(3)-P.L. 86-36 T (b)(3)-18 USC 798
* # (b)(3)-P.L. 86-36

45 Pen Register/Trap and Trace Order
(1) Nothing to report,

(U) The Protect America Act (PAA)

ey Dulmu a ‘m\km; record review I NSA
dnah Sts mund that an mu:mutl hdrget selector.]

| |'l’hu incorrect selector wag detasked TNSA
analysts do not know 11 the incorrect selector is a valid e-mail address. No collection lL‘sUhLd
trom the typing error. No reports were 1ssued. :

(U) The FISA Amendments Act (FAA)

o
(U) Section 702 i (0)(3)-P L. 86-36

(L) Tasked under an incorrect FAA Certification

“lan T\S A analyst discovered lharl selectors
asxmmud W uh a \ahd foreign target had bem incorrectly tasked under 1hc|
Certification Because there was insufficient information to Iink the targets to
| the selectors were removed from tasking and
the associated collection was purged from the NSA- dambam ,

SUSIZREL TO-LSAFHS an NS}'\ analyst discovered that a Seleuh}i‘ had
been tasked under two muhmi ies. The target sclector was-incorrectly tasked under the

-~ Kertification Instead of replacing the|
Certification Wi e wrrgclui e Iﬁ‘cmlu ation. the]__kertification
was added. Thd-~~ |Certification was removed from the asking information
and LQHLUMH undu lhcl ertification was pmgui from NSA damb&\u

o)) o
(0)(3)-P.L. 86-36 (0)(3)-50 USC 3024())
(0)(3)-P.L. 86-36
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~(B)(1) _
(b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

(U) Detasking Delay

: - id not detask a  [target selector when the
target cntux.d ”\L l!mlul “Sldlbb 0 Over intercepts were purged from the
NSA database without review when the mistake was identified. The analyst was
counseled on detasking procedures. T o

(U) Section 704

)(1)
(b)(3)-P.L. 86-36

(U)U.S. Person Status

~AFSASHAFY On two occasions. not all selectors were detasked when ’\I%f-‘\ anat;x earned |
that an FAA Section 704 target was in the United States. In the first instance, when an .
inexperienced NSA analyst learned on| lhat a tar get was in the f!nmd States,
the analyst mistakenly removed _lfrom taski ing the same day. No FAA-
related collection occurred between| W hr.n [ht target was in the

United States. Collection| T [was purged horr|:|\ SA
databaseq B As 3 Jmult ol this violation, the mission ares
amended analytic traming to mnfoxu tasl\m" and detasking procedures.” The branch also
implemented| s |'I he second instance
occum.dl i‘w'hcn ;umthcr analyst detasked selectors|

| - Was discovered and
terminated]| |and the resulting collection was purged from the NSA database the

same day. No reporting resulted from ecither violation.
(U) Section 705b

(U) Unauthorized targeting

: an NSA analyst mistakenly queried a selector while the target
was in the United States._The target. authorized for overseas collection under FAA section 705b.

was in the United States No collection or reporting resulted from the

unaulharlud lamelxm,

() D‘étabase Qyéries

an NSA analyst constructed a poor database query. which

The analyst had
\A 705b-authorized target. The
and the query results were deleted

- an NSA analyst mistakenly queried PAA data while pursuing a
FAA 705b-authorized target. Her mistake was compounded when she searched umelmmcs
preceding the authorization. The guery| | |
intercepts \C‘crc destroyed

J e (b)(1) _
o)) (b)(3)-50 USC 3024(i)

: : (b)(3)-18 USC 798
(b)(3)-P.L. 86-36 e e
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| |wheti the violation was identified by the analyst's auditor, No reports were

1ssued.

F5ASHA fan NSA analyst mistakenly queried a uldmhme for data outside
the authorizgtion date, The 705b authorization was granted uiﬂ I Data queries for
dates before were not authorized. Queries on argeted selectors were
conducted to obtain target data between - | No data was
obtained from the query. P 7 N

(U) Unauthorized Targeting

TS7SHAHS NSA analysts left a target's ielephonie selectors on collection while
/ INSA analvsts were notified by the
FBI U.S. person in

NSA analysts should have
| [No-collection occurred betweenf. . s

(b)(1)

(b)(3)-50 USC 3024(i)

(U) Detasking Delays (b)(3)-P.L. 86-36

& AM-Human error caused ¢ detasking delay, which resulted in collection while
the tar ud was in the L mud States. lhe ‘\\w\ dﬂdi\ st fearned on] hmt the target

i ( 4 1he analvst detasked the {grget's telephone
This oversight

setectors on|

.............. “was-found-on [The resulting collection was purged from NSA databases on
TGl No reports were issued from that collection.
(b)(3)-P.L. 86-36
—SUSHAES-A target selector remained on collection after an NSA analyst learned

that ihe selector was not associated with the intended farger:] |the request to
detask the target selector was overlooked by the anabyst [prmmhlc or the detasking. This error
was brought to light |‘.\th thé e-mail selector, tasked under the FA/
Certificationd |thu United Stateq | The selector was
detaskud on |4nd the data was purged from NSA databases on| |

2009." The delay between recognition of the violation and detasking and purging action ouuncd
, hLCdU\t 1hc mml\ stre apmmbh hn the action-was on leave.

H «(')fl |an NSA analvst learped that a targeted selector remained tasked
after the selector The analyst
s : esponsible for detasking was on leave when the initial detasking notification was submitted on
(b)(3)-P.L..86-36 j [T'he analyst was fnotified again when the selector was again
R | The selector was dumhcdl |th data
. was purged front-NSA databases No reports were
issued from the collection. - ’

*’;
7

s f! <+ i Not all the selectors were L‘le'\ \cdl the
United States or telephone numbers associated with The
(b)(1)
(b)(3)-50 USC 3024(i)

gy Oy e
FRANVS JRT N A W 30 S BE

ALV EANE FINTAIVATPAN! (b)(3)-18 USC 798
0 (b)(3)-P.L. 86-36
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o)1)
(:b)‘§3)-P.L. 86-36

target were detasked buausc of an-analyst's oversight. Thd o Imlcums were
detasked or] —— Lmd resulting collection was mu'rt.d hum NSA databases
No reporting occurred from the umn,tummml U’)”p&.fnm. ’

AN kb;\ andh sts lwmcd that a target selector |
the United States on| Ibut the selector was not detasked unuil
_|Thel  |intercepts were purged from NSA databases on
R O]
(U) Destruction Delay e b)3)-P.L 86-36
AEAEULS. person data was not purged tmmD\% A letdhdxm in a timely manm:r ;
C uHulmn olmmlu{ whilean FAA targ get was in the United States was purged| P |
after NSA analysts learned that the e-mail selector] | The
data was [’aurgcdl he
LS. location. I_ land because ot staffino shorttalls. a backloe for

purging occurred.
No reports were issued.

[ CISISTIRA target tasked under FAA] T Certification the United States for
(b)(3)-50-USC 3024() T—
(0)(3)- p L 3635 before a request 1o purge NSA databases of collection was obtained I:l
] ithe target's e-mail selector] | The request 1o purge the data was
’ ‘Sufimi;tts:‘td Pureing anmunu,d imniediately and was completed
e and because of staffing shortfalls. a backlog for
o purging occurred p—— |

No feports were Tssued.

®)X1)
(b)(3)-P.L. 86-36

/ $9-A targeted selector remained on tasking hiter NSA
andl\ sts lLade that the target was a U.S. Green Card holder. | |when an
NSA analyst learned of the U:S. person status. he submitted a detasking request on the selector.
Action was not-taken on the detasking request. This mistake was compounded by delays in

purging the data from NSA databases. Data was not purged i‘mm{ |
i ] |a|‘1cr NSA analysts learned of the target’'s U.S.

pemun b[df.{)b

delay ini purging data from a NSA database occurred after an NSA

anah st kamcd Ot hat a targeted e-mail seléctor the United States.
After the selector was ddd?kbd, |action to complete purging of the data from the
NSA database was not completed until| | land
because of staffing shortfalls, a backlog for purging occurred. |
| IT\D reports were issued. ' '

A foreign target's selector was not &l(.ld\l\t,\l unl L’vhcn the

authorization expired. The selec of |the United States nnl |‘l he

analyst on the mlcctm but failed to-detask-it. Consequently, the
selector] s i [when FAA {ummv was. »’mucd ThL

selector was-detasked]

”"(b)m)

.......... : b)(3)-50 USC 3024(i
(b)(1) — ey A A TR T ANLOYE YR N ( )( )_ 5 ()
(b)(3)PL 86-36 | L5 SIS 3 T W A0 S AR WL e S0 % R B e v e (b)(3) P.L. 86-36
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(b)(1)
(b)(3)-P.L. 86-36

(U) Dissemination

—SASHAS On 24 June 2009, during the end-to-end review of the FISA Business Record (BR)

Order implementation, the review team found that NSA diweminmed one SIGINT product report
in a manner not authorized by the FISA BR-Court Order. The report, u,omammgl' Il L
telephone numbers, was forwarded tol 1
AL lhc‘uqmst of NSA, wrged the data from its
TCPOSTIOTTCS] — at
(U) Other e
(b)(3)-50 USC 3024(i)

(U) Unauthorized Access . .'f"g(b)(a?’ Fsl »86‘36 (P)3)-P.L. 86-36

- |dndl\ st W nrl\mg_ n thL NS, Xl |
[was px.rmmuj access to unminimized SIGINT and U.S. person data for
almost two years with training credentials that had been allowed- to lapse by his organization.
The security violation was compounded when \SA did not confirm: ihb analyst's training before
allowing him access to unminimized SIGINT. Employees. with access to unmlmmlzul SIGINT
data are to successfully complete USSID \P(JUIS training bi-annually. T he[ ™.
USSID SP0018 training was two years out of scope. The anah st's access to Unminimized
SIGINT data was terminated| when the oversisht was identified by an
Staft Officer. The analvst returned to the .\

»ia= INSA technology developers and analvsts working with |
accessed 4's aud metadata database account from| in
violation of NSA/CSS Manual 130-1, NSA/C SS ()puaiic‘ma] Information Systems Security
Manual. The discovery was made by a ddldbd'sk manager who questioned the running time of a

',quu\ while monitoring the data system. The database contained which

* of the users were not authorized to access. Several procedures were not followed propurh

leading to the access of unminimized and um_\_jgluatcd data;including FISA data. without
appmpnatc chuabau access authorizations or database oversight requirements. First, the project

“-activities had not been vetted through the NSA Office of General Counsel. Second, compliance

“advice from NSA SIGINT Directorate's Oversight and Compliance had not been sought. Third,

“some-employees had not completed trammg: necessary for data-handling.~Of the

(b)(3) P.L. 8636

:cmplm ees| had not wmplemd uamnw for handling data.and - ptthe| |

v da_ta The division chief misunderstood that
_access to the ddm was pgrnnncd upon suhmission of access reqiiests: I
N metadata weré purged from the|

an NSA analyst forwarded a PowerPoint slide
3 collection to |

containing unminimized SIGINT from E.O. 1233
[ Jrecipients before the slide was reviewed’ and revised by the
1 |Branch. The PowerPoint slide was part of an integrated graphics and

multi-media report and did not coritain LLS, person information. When. Ihc analyst saw thdl the

(b)(3) P.L. 86-36
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-7 (b)(3)-50 USC 3024(j)
(b)(3)-18 USC 798 “{(b)(3)-P.L. 86-36
b1y (b)(3)-PL. 86-36

(b)(a) P.L.86-36 |

G

(b)(3)-50 USC 3024

(b)(3)-18 USC 798

(b)(3)-P.L. 86-36._

\"\\l\LUPlLIﬂ\ confirmed deletion of the Pm\uPomt slide.

“text ni ‘the report had been released he assumed that the xhdg could bu dixsumnalu Al

: k- ~E An NSA iIlC,’éﬁTCCH\};iiﬁ]f;}i'éll‘ticd a
spreadsheet containing FAA dala (o an NSA] who had not been
cleared for the FAA-obtained metadata. The linguist mistakenly believed that thd . [had been
cleared an FAA data. |

| . | The access violation was compounded when the|  [did not notice the FAA data

handling L.d\L"lf and further disseminated the spreadsheet to others within the: SIGINT Production
Chain by e-mail._An_ mmivst recognized the handling caveat and notified [lL)I the improper
disseminations. | |au.1pluns not authorized access to FAA data wniumcd

deletion of the e-mail.

s e an NSA cryptanalyst showed FAA data
to anothm u\pmndl\ s ~I'he other cryptanalyst was not cleared
for FAA data. When the cryptanalyst Rd'l/{.d that the content was deriv ed tmm FA. \ collection,
he removed the data from his computer screen : \

o

: . b)(3)-50 USC 3024(i
(UI) Computer Network Exploitation (CNE) Ebggg,;_P_L_ 86.36 J
R
{U) Dissemination
5SRO HS ALV LY
SRS AVEY SIGINT intercept
containing U.S. person information was

-While reviewing] [a TS analyst noficed UL pemon

informatiory S

; N |3n NSA analyst forwar LlLLI an e-matl umhnnm“
F \,A ddm to uuplsnu pi whom had not wmplc.tui training n.qungd or access to FAA

"d

nmnmnnn Within one hour of recognizing the mnldku the analysts not authoriz
dLu.,\\ Iu f- A A data had deleted the L-I'HCII} : N %

B
(b)(3)-50 USC 3024(i)

o)1) i G R A S , (b)(3)-P.L. 86-36

(b)(3)-P.L. 86-36
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(U) Counterintelligence Activities
(U} Nothing to report.

(U) Intelligence-related Activities

ik To reduce the risk of unauthorized tekphum co kntmn and prevent \mhtidn\s. NSA
msntuu.d a process to give analysts greater and t&stcr insight into a mgu s location.

[ In the] [nstances when collection

occurred, it was purged from NSA databases.

IN%A analysts founcl fe-mail selectorg] |'|
[ Collection occurred in

unl)l F!‘zhu nstances ;fmd was purucd from ‘.\Sx’x”d:tmbascs.,

Ihmw 1 not violations of E.0..12333 and relited directives.
V‘xA (( \\ u,pmansldncu 1 which database access was not tu‘mmah.d V\hul access

no longer required. Once identified. the accesses were terminated. o))
(b)(3)-P.L. 86-36

SRS A EYS-While developing a brief to present tO ﬂ
| i ¥ ]
| |[containing data not releasable to foreign nationals {\OTOR\ ). Research
* revealed that one of the four graphical user interface (_(,v[ Iytoold I
| — - the GUL This
security matter occurred| I;md was discovered by an auditor

"The GUI aurhenmamm access was cor utcdl | No-NOFORN data was
retained by lhc analyst. = | Tt 3

)

(b)(3)-50 USC 3024(i) G | "i(b)(1)
(b)(3)-18 USC 798 (b)(3)-P.L. 86-36 (b)(3)-50 USC 3024(i)

(b)(3)-P.L. 86-36 (b)(3)-P.L. 86-36
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2. (U/FFBU67Y NSA Office of the Inspector General Intelligence Oversight
Inspections, Investigations, and Special Studies

(U/A6H63 During this quarter, the OIG reviewed various intelligence activities of the
NSA/CSS to determine whether they had been conducted in accordance with statutes. Executive
Orders, Attorney General procedures, and Department of Defense and internal directives. With
few exceptions, the problems uncovered were routine and showed that operating elements
understand the restrictions on NSA/CSS activities.

<)1)

(b)(3)-50 USC 3024(i)

U/EOHOrNSA/CSS Texas (NSAT) Bhizes

(U/FeH63-Joint 1G inspectors examined intetligence oversight (1/0) pmumm man: m«,mun /O
training. I/O knowledge. and application of I/0. Despite fragmented oversight of 1/O training,
NSAT operates well in the application of the NSA authorities. The recently appointed I/Q
Program Manager is well known and has begun to make improvements to the site’s /O
processes. The governing Mission Directive does not encompass responsibilities for the
oversight of reservists working NSAT missions or delineate Service Cryptologic Components’
responsibilities. A highlight of the inspection was the mt.mulou: tracking of sensitive SIGINT
database accesses within several mission product lines: The OIG will track corrective actions.

(U/ASEOs Investigation of Alleged Improprieties at NSA Georgia (NSAG)
(b)(3)-P.L. 86-36
ESARELFO-US ARG [ 14 Ayoust 2009, the NSA OIG completed an investigation into an - ¢
allegation that thg Iorogram at NSAG unlawfullv intercepted and i

processed U.S. person commumtauonﬂ

[Our investigation involved| fnterviews of the complamant, more
than|  Mitness interviews] fand the forensic analvsis of almost
records. We found no targeting of US. persons by

(U/He 3 ,thmmml}\ the NSA OIG Huh&ldmmlpd an a!}cualmn that An\ SAG dnal\ st, at the
ILLIULH[ m thgl had queried a SIGINT raw traffic L]dldhd\u on the m.lu,tm ofa person in the
U mud \Ldtcb The person was a relative of a valid foreign intelli &:\ ence hug : <

(b)3)-P.L 8636 o)1)
(b)(3)-P.L. 86-36
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a soldier within a U.S. Army |

bised the USSS to target his wife, also a soldier stationed He
queried an NSA database for her| .| Following questions from his

auditor, the soldier confessed his actions: Afier investigation by the unit substantiated the
misuse: the soldier received-non-judicial punishment., Through a Uniformed Code of Military

Justice Field Grade Articte 15, the soldier's rank was reduced from Sergeant to Specialist: he was

. given 45-days extra duty and forfeited one half month’s pay for two months (suspended for 180

i 3}PL 86-36

ia\ s). The unit has revoked the soldier's access to classified information. o))

(b)(3)-50 USC 3024(i)

.. (U) Congressional, 0B, and DNI Notifications i P (*5..)(3)'P-L- 86-36.

|I\\ A notified the C onnxuarmmi ()x uswht ( omimitiees oi a data
retention unnphanu problem| e . |

\q A officials moved

immediately to remedy the error and tmpl,ememed 10 nmuu that additional FISA-derived

wouldbe sent only to a repository that has the correct age-off

peuod for FISA data. An update to explain remedial steps NSA will take to bring
the repositories mto compliance was forwarded| | Copies of the notifications are
included as an addendum to this report.

| NSA notified the Congressional Oversight Commttees of

jour nalms claims of NSA's irresponsibility in executing its mission pursuant to E.O. 12333 or
FISC Orders. In the letters, NSA provided factual data to refute the claims. The notification is
enclosed. .

HSHA NSA provided a notification and update on the handling of
Busmesa Records and Pen Register/Trap and Trace data obtained under FISC Orders. Reviews
conducted over the past several months have uncovered inadequate attention to internal systems
and systems architecture that resulted in a failure to fully comply with Court imposed procedures
documented in the FISC Order. The notification describes several compliance matters and
remediation actions that have been disclosed to the Court and Congressional Oversight
Committees. The notification and End-to-End Review of Business Records FISA Report is
enclosed.

3. (U) Substantive Changes to the NSA/CSS Intelligence Oversight Program

(U) Nothing to report.

4. (U) Changes to NSA/CSS published directives or policies concerning
intelligence, counterintelligence, or intelligence-related activities and the reason

for the changes

(U) Nothing to report.

LOP SECRL LI OMIHNETORN
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5. (U) Procedures governing the activities of Department of Defense (DoD)
intelligence components that affect U.S. persons {DoD Directive 5240.1-R,
Procedure 15) Inquiries or Matters Related to Intelligence Oversight Programs

(U) Nothing to report.
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NATIONAL SECURITY AGENCY

FORT GEQRGE G MEADE. MARYLAND 20755-6000

06-17-09 P06:49 OUT

MEMORANDUM FOR STAFF DIRECTOR, SENATE SELECT
COMMITTEE ON INTELLIGENCE

SUBJECT: (U) Congressional Notification - New York Times article “E-Mail
Surveillance Renews Concerns in Congress” — INFORMATION
MEMORANDUM

(U) On 17 June 2009 The New York Times published an article by James
Risen and Eric Lichtblau entitled “E-Mail Surveillance Renews Concerns in
Congress.” The article contains many assertions that make it seem as if NSA
is broadly irresponsible in executing its mission pursuant to Executive Order
or Foreign Intelligence Surveillance Court (FISC) Orders. The opposite is
true.

(U/ASE04 As you know. and we have acknowledged, NSA has recently
identified and reported compliance 1ssues with FISC orders. However, the
article’s assertion that NSA has deliberately and illegally collected domestic
communications of U.S. persons is patently false. The accusations are far
afield of the compliance matters we have experienced which largely relate to
deficiencies in the way NSA systems managed data that was lawfully
collected. Moreover, the {act that the compliance issues have been identified,
reported to the FISC and Congressional overseers, and that steps were taken
to remedy them testilies to NSA's commitment to oversight.

(U) While it is difficult to know exactly what the article’s anonymous sources
are referring to in regards o each of their claims, given the gross
mischaracterizations of the article it is important to state for the record what
we know to be true,

o —HSASTASFT Early in the article it states that in 2005 a former NSA
analyst was trained on a program in which NSA routinely examined
large volumes of Americans’ email messages without court warrants.
Given the lack of context provided relating to this cleim, it is difficult
to know what is actually alleged to have occurred. However, if this
refers to the previously well documented and publicly aired allegations
of David Faulk, the allegations are false — a conclusion that NSA's G
will soon report out.

AN ALY B N alls SEAN Ry S L LY €
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e (U} The article goes on to suggest that NSA is not up to the challenge
of protecting the privacy rights of U.S. person communications that are
encountered as a result of lawful collection of foreign intelligence. To
the contrary, NSA has robust minimization procedures and
mechanisms in place to limit to the greatest possible extent the impact
on privacy rights. These procedures are subject to either approval of
the Attorney General, in relation to collection pursuant to EO 12333,
or to the FISC, in relation to collection pursuant to FISA,

: ¥ Later, the article provides an illustration of a supposed
uunphancc problem in which NSA's attempts to target 1,000 emails
Bt result in the collection against those 1.000 plus another 1.000 that are

(b)(31-50 USC 3024() ~notintended: |
(b)(3)-18 USC 798
(b)(3)-P.L. 86-36

NSA has employed significant resources and effort to counter

These mitigation ¢fforts involve continuous process improvements to
prevent and/or «th-i_(iér‘IZIat the earliest possible point and the
application of our targeting and collection minimization procedures

o (U//O0+ The article also identifies a 30% threshold for the inclusion
of U.S. person information within NSA databases. There is no truth to
this statement, as the existence of U.S. person information in NSA
databases is limited not by a percentage number but by the NSA's
targeting practices that seek foreign intelligence only.

s TSHSHANTT The additional allegation that NSA has “...improperly
accessed the personal email of former President Bill Clinton” is an
inaccurate portrayval of an event that dates from 1992, NSA’s records
of the event demonstrate NSA's commitment to oversight and
compliance.

o +SHSHAES0On November 3 1992, an analyst wondering how
foreign targets were reacting to Bill Clinton's election typed in =

b)(3)-P.L. 86-36 - :
®)3)- TTURRErY IThe querv was made against thel

I'Thn*r(* were probably very
_few’emails ol any kind in there at that time, and there would not

)1 _
(b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36
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about Bill Clinton. Immediately altef'the query wak eriterea, ™
the co-worker sitting next to the analyst identified that this was
a query on a U.S. person, The analyst immediately realized that
the query was wrong and contrary to authorities. The matter
was quickly reported to NSA leadership and resulted in
notifications outside of NSA pursuant to Executive branch
guidelines. As a result of this incident the analyst's access was
suspended while the analyst attended mandatory re-training.

(U) Although this activity occurred 17 years ago, we have used it
in our oversight training, even in the last several years, as an
illustrative example of queries that are inappropriate and must
be reported and investigated. This type of query remains as
inappropriate today as it was then and will not be tolerated
under any circumstances.

(U) NSA remains committed to providing transparency in these matters - a
promise made by the DIRNSA. We would be pleased to meet with the
Committee to address any concerns that may remain.

A

JONATHAN E. MILLER
Associate Director
Legislative Affairs Office

Copy Furnished:
Minority Staff Director, Senate Select
Committee on Intelligence
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