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TOP SECRET/fCOl9HUT1~~'0FO~• 
NATIONAL .SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

F'ORT GEORGE G. MEADE:, MARYLAND 207!1$-GOOO 

18 February 2010 

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U//f'OUO~ Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM 

(UltfOUO) Except as previously reported to you or the President, or otherwise stated in 
the enclosure, we have no reason to believe that any intelligence activities of the National Security 
Agency during the quarter ending 30 June 2009 were unlawful or contrary to Executive Order or 
Presidential Directive and thus should have been reported pursuant to Section l.6(c) of Executive 
Order 12333. 

(U/,l,liOUOT" The Inspector General and the General Counsel continue to exercise oversight 
of Agency activities by inspections, surveys,. training, review of directives and guidelines, and 
advice and counsel. These activities and other data requested by the Board or members of the staff 
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure. 

(U//FOUO) I concur in the report of the Inspector General and the General Counsel and 
hereby make it our combined report. 

Encl:. 
Quarterly Report 

ti:&f;i 
Lieutenant General, U. S. Army 

Director, NSA/Chiet: CSS 

This document may be declassified and marked 
hUNCLASSlFlED/$~ 03i11i!IA Use 0111)'' 
upon removal of enclosure(s) 

TOP 8ECRETHCO~ffitT//HOFORPt 

@'pproved for Release by l\JSA on 12-19-2014, FOIA Case# 70809 (I itigation)) 
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(b)(1 ) 

•'{b)(1) 

T O:P ~ E'.C JU:1WCOMfNf//~4E}FOR~J 
{b)(3)-P.L. 86-36 

" ,· :: ·: 

1. (U//FOUO) Intelligence, counterintelligence, and intelligen6e-related ~activities 
that violate law, regulation, or policy substantic:.ted dur,ing the quarter,_:.a,s well as 
actions ta.ken as a result of the violations .· · · •• ·.·. ·. 

(U Intelligence Activities 

(TS//SI//REL TO USA. FVEY) .. Unintentional cotlection against United States. persons 
Thi s quart r, th re werQ 1i t.an in whic.h · ign~ls Intell ig nee JOT T) analysts .\ \ 
inadver t ntl targeted or collect d comrnunicatio,n· lo, from, r about u. . perso whi~e \ 
pursuing for ign int lligen e tasking. AH interc.epL and r port have been deleted or d.e ·frayed 
as r quir d by ni t d tate SIGINT Dir cti e ( ID) "PO 18. 

( ) Unauthorized Targeting ..... 

(TSHS l//~JFJ A at ionalS~curity /gen y A an I st di scovere~._ _____ ..,. 
El tronic Mail · ·- lect6r remain d tasked aft ran A ttom y G ""nera l au th 
expired n 'rhe I analy t detasked all s l ctors on 
th authoriZ,ahon expir . ut as not a' vare 1..---...-------------.....,...__. I !The unauthorized targeting to k plac from 
when Foreign lntel li!!ence urv illance ct FIS A .... m_e-,n""T""m_e_n..,..ts__,.A-c.,...t "n""".,....,..~'7':"'1""i--""":'T-.... 
wa btain d. o oil cti n occurr d tw en 
the incident resulted in a chang in op rating pr'-o-ce ____________ .... 

( ~ (1~ 1/'R~L TO USA. FYEY) A oftware upda fa ilur in one 
:esulti n in co llecti n of .between ....._ _______ __.,_.._, _ ___._....., "" 

The o ld version 9t t o11war wa , reloaded. and the 
--------¥-a_s_r-eb_t_Li_lt_t_o__.conect th~ Jprnblem. The collecti~n wa · purged from 

the NSA databas 

(T~//~ I//Hr) .· . huJnan ei'TQr causedlL---___,...,...---------,...,....r------~ 
r-----.,_ ____________ ---1 :fhe mista ·e was found and orrec~ed ..... ____ _, 

N S A ttorney eneral- ppr ved mini..rihzation procedur · s do not p nriir\ S to u e 
,....._p_e_r_o .... a ide;tnifi r as el lion t rm · in repoSitc:irie°S" .f oi l ted con1mui11 ation \ .. It i unkno n 

h w much. or even i f. unauthorized data \ \ ras colle_ct "ch .. ~nd itj ti.ol po ible to ~rt t)1er----t 
,.___ .... ~¢sult from valid fo reign int lligenc targ ting r e ~ih-&.:or purge the dat~b.y· 1 ·~/ere~ 

.S. ph on se lector without furth r xecuti v Order (E:'O,) "l'Q) 3 1i0Jati ns. .•. . 
fl7El//S h'l~ HJI ··· ... b~·;~::·toJ:s beloi1 in o t·~. a tJ . S . / 

person wefe retasked by mistak~- ~n1e telephone electors had beendet'~§.~e 
/When A , nalv t. l amed·-of the t rget's U.S. itizen hi . . ~.41 th d .. · ··.taski(l-nf·~ .... ,a_n_a,....' ........ l .... :a-1,...e...,....,. .... 
r---,_ _______ ___J , 'on equ ntly,Jh - de .tors were r. t.<i.sked .... __ ........... _____ _ 

interceptS we_re coll ted. 1 _ . elecfors were detasked and appropri atel{m.ad~~d to 
. - · ···· ···· ·· ,·, ·, ·. ; 

.. - -~· 
--.~ 

(b)(1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

D 'l't' 1.:d l·wm: \ < • ! 1-52 
(b)(3)-P .L. 86-36 DatL·J: ~0(]70 I il8 

l>i..·cli1:- ·ii~ On: 2!11~!1l 1 l8 

TOP KeCREr /COMlf4T//f JOf ORN 
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(b)(:fL 
(b)(J)'~f>: L:.86-36 

·rop £ESCRBTHGOMl~HA~IOFQRj)J 
(b)(3)-50 USC 3024(i) 
(b)(3)-18 USC 798 
(b )(3)-P .L. 86-36 

' · ... ·< ...... :.:: p:r · . nt ta king. and th reJat d col le tion' a nu~~;g~d nf~on11h .. nJ A data a eJ 
"<»1·epQrt wer i ued. L-______ _. 

(Tg,~1S J//~;~~')I--fl11nap fr r.r .. sulted in the tar etin of..------------..... 

- ""'..;.'a..;;.s_i 1..;.1..;.tl_1e_U_J1_i•_.e"'"d_S'-t.-.at...;e..;.s...;·b...;e_t,_:iv .... ee-1""--------------·1 __ ,l_1e_· N_1_S_A___,. anal y t learn d of 
but foro t 1 

(TS//Sh'i'HF) Oril Ian NSA analyst authorized to conduct Communicati ns Securit 
\ M 7 ) Monitoring peration identifi d pos ible criminal activi ty of child abuse. Aft r th 
disco er had been reported, the nal ·st incon-ectl y revie ed other col l cti n from the .. 
per n Jo king for more eviden e f child ahuse. 111 nalysl was not authorized t< sear h the 

OM EC dat for a purpose unrelated to OM. ~ . ·"" .. .. ·">"" · · i~rn-so usc 3024(i) 

(b)(3)~P.L. 86-36 

fFSHSb11~Jf) h target fa tasked el la b fl r the . 
. elector as removed from taskin . 

e target were on ave w en 
e selector was removed from 

th ve el was in . . waters. o 
. add iri nal naly L were added to the 

(S ll~ I/~J:PJI I ' bile re\· \Ving kill learn d in a databa e lTaining class. an i 
analy t quened the per · nal -mail addr ss h har ith hi ife. Th anal st ex1 lained that 
he u~ed th familiar e-mail address becau ea query for targ t elector data did not produc 
result , nd he was cone med that h was n t formatting the qu ry properly. Thi i lat ion wa 
.found b the anal st' auditor! I o c llection resulted from the mistake. The 

lDSPOOl 8 and ompleted addition I data a e training .. 

an r A analy t found that a targeted sel ctor 
I Ith -· ili'i ~(J ~-~atesoL1""'1 _____ __._....., This was disc v red durinrI a Depa1tm nt 

OflHstjce dh'eded udit of The elector wa detasked 11 
,__ ____ _.I o coll tion r reportm g occurrec w 11 e t1 ta rget was in the nited State . 

. . · 

selector remained on ta. ki.n} during a target's visit to the 

TOP gfCRET//COMIHT//t~OFORl~ 
") 

"" 

(b)(1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-18 USC 798 
(b )(3)-P . L. 86-36 
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TOP SECrtET//COME?>-Hh ?JOrOfU~ 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

Th selector wa, detaskeden ' h nan 1 S. analyst found the mi_ take';, o 
queri swere··ntade0n __ tl1~ s_ele t r_ fro._m _____ .__ __ ...,.and nor ports were issued whi le the 

(iliG~ij'f :':: .. •• J~rg¢tV~a in ... the - nited l '1te . 
(b)(3}-r t: .s6~~- : 

(b)\tf ::::::-: 
(b)(3)~P.L. 86"36. 

(b)(i) 
(b)(3)-50 use 3024(i) 
(b)(3)-18 USC798 
(b)(3)-P.L. 86-36 

N arialysr found 

1 e ector was __ tas ·ec art ·e ated in tercepts wer purge ro rn 
atl-N._ A database the saine _day. Additionally, N. A ana l y~ ts tolilRc=Js~ lectors al ta ked 
s· -~ remain d n ta. king after the target entered the United Stafes inl I 

The sele ·tm"' w r deta ked , ai10int re pt were purg .d from an SA databa o n 
_____ __.No r p rt ing resulted trom the col l ction. 'he risk of recurrence has been 

rednced through changes in the detasking notification pr cess. o reports were issued on the 
i11tercept 

. _ _ff£//Sl//~ff}. n_NSA <mal-yst f?ile i to check a target ' ~ .S. person status priOrfo tasking. II 
selectors were tasked· The anal ~ st fo uncfms---1 
mistake while onducting target re ear h. All ele tors wer detasked on 

...._ ____ ..... and the r ' ulting collection wa purged from an database. No r pon s wer ~ 

issued on the collection. 

(T£ 11~' l 11Rrf TO l'8~ P'fu)I . ~- , ; ~' 'ii _ .~ -.,f _ 1 1. ,i-r" _ t _. l I 

f'f'' ' .,, I i "!>ff' I ..... c>-_~/ !' i-J.•.1 i'T ... ' INSA analvsts fo und that a valid forei en tarnet's selector was 

_/ 

!The se lector wa detasked 

_, ... I ______ _.I A database check reveal d no ollec tion, and no reporting: pccun-ed on the 
U.S. teleph ne num b r. 

" (b)(1) 

I 

(U) Database Queries 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

(T~ 1/~ f.li'J:ilr) Qre=}_ccasi on _s, an~lyst_ s - onstru~ted poor databa~ e qu-eries_ th_ t targeted .S. 
person , and __ oITof those o ca 1011 , the qu n es r turn d r suit from th database. he 
rGtur.fted-r'esult from the over! y bro d or incomplete querie - wer de leted . . M d no repor1s \. ere 

- -- - :. j5 ued. Procedural -rror C?ritrH?yte,dJ o[JoLtheO violations, / / 

(6~(1 fuU u u ,., .............. ~ '" rrs:;;~f#~~ ;r - I an s anal .L t ueried whatheb lieved to b a for ign 

(bJ(3J-P.L. 86-36 -- - I - - - Jw~ich rc'>qlted inc olle ctjon or a _For ign int ll i ge~ce 
md1catedJhai · ~n t. e_ana.. yst _g_l1:~ ned the selector w ... 1t_hc_)L_1i ___ ...,. 

(b)(1) 
(b)(3)-18 USC 798 
(b)(3)-P.L. 86-36 

c nfrnti ingl ]The analyst's auditor frti11d th~ -m i stak1 ... ____ __, 

i Ofl '.SECJtE'f/,·coMrMT//N'OFOR!'l 
3 
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(8)(1f -....... ... ., 
(bJ(3r.P.L. 86-36 

.. ··•· 

(b)(1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

:- · ::: 
·; " " 

·" 

rop 5t:C rtE"f'i/COMTH'f/8~0FOIU~ 

· (b)(3)-50 USC 3024(i) 
(b)(3)cP. L. 86-36 

2 0 , and the r lated collecti n wa purg d from th_<:: NSAdatabase I --1 - o 
___ reporting oc urred from the collection _ / 

• · 1 !'tSi'~ 1 14/T!Cl~I J:,~~ ~~~,~~i,lbl~nV lo pment analyst ~u ri 

I fotei1 __ n,i ntclli J,C il:C-e targ~-t s._ Th ___ __ . _ ._~ __ 'ioJ~-~i o ~1 was r und l y th analyst's a.udit01.__ _ ___..._ ... 
·------ _ InQe. ults obtamed were tjeI tedl I and tpe analyst wa, 

coun el-e_d on unauthorized _ ar he , -- . reporting occwTed from the collection. 
. ··-. 

• ' Ot . . - whi le pursuin~---a -tar et-r lated il) ~hcl \I 

an anal t Jm led tl pnort ond uctmt! a -- ----01 _ vas located in the ·nit d State . Found b an auditorJ 
the query did not pr duce re ult. . ...__ __ ____, 

• ('fSHSI(·~JB Gnl I an A anal_ st queri d a list of s lector ' not related to 

his_-_l_-_iifw-ulli-1c _____ ·s-mission. H- . had used the h_· t during a previ us as ·ignment in another 
~ffi e. LJf_ the_ s_ lecto1"" w_~ r f0tmd to be in the United S1atesr No coll.ection resul ted 
Ir m the query. The electorhst ·was de troye~._ ______ __,_ 

• 
..._,__....,....__,...,.......,._,....,...,....,..,....... ___ ....,...,......... pnor to conductrng a 

with no other ....__.....,. ___________________________ __, 

the analyst r al ized her mistake v,.rhen the guerv returned 
'----.---....--u-1-ts..... h resul ts ' re deleted without r ·viewl · I 

• (T~//Sl//~ff)Onj pn SA anal.yst qllerieda target elector after it had been 
cieta. keJ. · nko wn to the analyst --th target lector had been d tasked \ \ h; n _it wa 
I ~he - nited State . When the anal st learned of theincident, _h e 
delet"d th r stilting __ ()Uectionl I c report er i ued on the 
colrection. ······· 

(~%~ ·~··> """'""'""""" ' • 
(b)(3)~P.L. _86"36 

human rrorre ulted in tl1etargeting otO U.S. te leph ne 
m.11.nber .r~l~ """e_,...,t_o_a-.-0-re-1-g"""'nl""'"'""-----..., The analyst forgot thatthe database 
h _ queri d coi1fafr1ed un-min itniz d and unevaluafed SIGINT data . No co ll ection ,resulted 
fre>_n1 theLJu ries which were ac::1eredl ----______ I 

a database 

The mi_stakc ~'>'as found by the anal_y trs auditor on 

I Q P SECReT//COMIHF/f~40fORN 

4 
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(b)(1) 

TOP ?i tsCR:Ffl/CO~H~JT//~JOf ORN - ..... (b)(1) 

(b)(3)-P.L. 86-36 

.__....,..,,.,...,...-......-... la1fd tbe q~~~r results wer _ d~Jet . ~ lrhe auditor provid'ed 
additional quer training to tbe analyst No reports were is ued. 

CfS//SfHtJf) Unintentional dissemination of U.S. identities Th·· N Ent rpri se 1ssU,_ed 
I SIG! 'T product reports during this quarter. !11 the e , errts" SIG! T analysts ,, 

improper! ' diss ·minatcd ommunicat ions to, from. r about l.J . . per ons or entities \.vh ile 
pursuing foreign intell igence. Al l data have been deleted or estror ... d as required. total ofO 
SI INT products were cane 11 d a_ 1 'SAl _analy l s l arn d of the lLS. 
persons, organization . r entit i .s. ' he report w r either not reissud r \ re reissued with 
proper minimiz t i n. 

(U The Foreign Intelligence Surveillance Act (FISA) (b)(3)-P.L. 86-36 

(U) Unintentional Access 

(b)(3)-50 USC 3024(i) 
(b)(3)-18 USC 798 
(b)(3)-P.L. 86-36 

TOP SECRET,'/COMIH T/..'NOfORH 
5 
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"!''Of! :SECftE'IWCOJvlfMT//NOrORT~ 

(U Unauthorized Targeting 

(b)(1) 
(b)(3)-50 USC 3024(i) 
(b)(3)CP. L. 86-36 

. . . 

......... ____ ...____.....___.,...__o"'-n-t"""in_u_e_d_o_n_a_ F_l "'-C"""'--a-u...,thoriz d target's -mail s lee.tor afte~!-.----..,...-....,....___, 
analvst noticed the lack of olled1on 

No c lie tion or repotting 
occurr cl. 

(TS 11S!J 1G>l.f:;') . 11 1 SA analyst misinterpreted the provision of FISC Order 'I" . ................. ..._,....... __ _ 

f ce llula r tele )hon numb rs that were n t )ecified on th Order. 

(b)(3)-P.L .. 135c35 .. 

NSA learned thal a FI 

The 
.._...,....------------....,....-----....... -----------------------------------elec tor was detas ke-d and a11 re lated coll ction \I as purg d from N~Ada1abas s 

the same da . o reportmg re u tee from the unauthori zed collection. (b)(1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-18 USC 798 

( Database Queries (b)(3)-P.L. 86-36 

(TK~'gg'hr) I l an N A analyst queri d non-Fi r.._ ....... ....__..._ __ _,....,.. ___ ---J 

I I he m i ti'I k~ wa_~f ound by the analyst's audi tor Th 
unauthoriz d collection wa not revi· Wed and d -let d fr9J1l th r r~. ults 

o report ing occurr d on the non-FJSA data. -------

-;:!~~t!t:~1----~.;........ ......... .,.... __ ____, _ _J . Aanal ·· ts q Lieried l1o~- Fl g.ataQ/ 
'.'(b)(3)-P.L. 86-36 

copied th· wrong -mail sele.ctor into the ir ~ler'v . 

error vvas fgt1_11c1. th~ ame da ... b x .. th analyst' au j _t r, -and 
... m...,. .. . -:-is""'rt""'ik='"". e""'···-w_-a_s_d':'":'i-sc .. c) ... red by·-the anal ·st I I Al l a sociated re u,.,.t_s _-v,-,.e-re ......... -e,...e-te..,..· • .,.....o ...... n 

........, ______ ..... I when the mistakes were identifiec.L No reports were issued on th non-Fl · 
data. 

(TS/'Sll=lljj r an N A anal s t u ried non-fl A da ta 
I _/ I The anal -t did not vhen crafting 
the query. T he query r ults were delet d when th errnrs \Vere 
identi t}ed. 10 reports \Vere issued on the non- · A cata. 

~e l ectors 

i------....-.... an. . ana yst tm. ta en y se ecte an opt1onL-.....,..------...,.,..,,,....--,....-...J 
--....,...___, ........ T h mistak \ a.s neit i ~ed bf the agalyst ndr-o_n __ .·e ..... c_te_d ____ -,._..,....._--1 The resu lts 

asso iat~d v .. ith the unauthorized · o lle ' tiotfw reAeJe:ted an no reports were 
i s:ued on that data 

.- ······ 
. --.-- · ; ;;.~;;,.." ;,,,, 

:.:~; ;; : i: : ; : r: ; ;~; .. ··· 

(b)(1) 
(b)(3)-P.L. 86-36 TOP DCCRCT//COh11NT//NOI'ORN 
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f T C / !"' ' - • .. J 
• ., ._, 111 ~.I I 

rep SECRET//CO,\ HNT//NOFORH 

...._ ____________ __.H n.aJli nstanc s. the calls were dele t d immediately upo'n 
re ognition. in a cordance with USSlD SP0018·guidelin , and no repm1 were issu d. 

(T~«~ I/IPIJ?) Business Records Order 

'(b)(1) 

I 

U) Noth ing to rep rt. 

(TS//Sl/1~W) Pen Register/Trap and Trace Order 

(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 
(b)(3)-18 USC 798 
(b)(3)-P.L. 86-36 

) .1 othing to report. 

( ) The Protect America Act (PAA) 

(TS//S:b'/R[L TO USA, F\'EY) Durino a taskin :r record revie 
anal yst fo und that an incorrec arget selector . 

Tie in orrect s lccto r was detaske ~-------.......,.,.....,,.........J 

11e mcorr ct elector i a valid e-mail , ddres . No co lle lion resulted 
o report wer i ued. 

(U) The FISA Amendments Act (FAA) 

(U) Section 702 

( ) Tasked under an incorrect FAA Certification 

... .. / \b)(1) 
(b)(3)-P.L. 86-36 

(TS//SIH:EtEL TO USA FVJ;Y)I la1~· NSA analyst dis over ... e_d_t_h_a..._..__ __ ..., 
a sociated with a valid for i in targethadb en in orre tl task d under th 
Cen ificatio Because there was in ufficient info rmatior ... 1-to__.,1_n_t,...1e--ta-rg_e_t..,.s to 

the selec tors were r m ved rrom Laski ng and 
......... ..----...-----....... --.------........... ----..---.-.-!. 

the associate col ection was purged from the A .database. 

Tom 11e ta ki'ngi nforma.tio ... 11 ..... · ______ ___, 
·purgep fro_:rn Adatab'!§~s ,....... .__ ____ .... 

=:·., .,, 
..... ,,j 

TOP SECRETHCOMlNT//NOFO RN 
7 

········ 
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(b)(1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 
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(b)(1) 

( Detasking Delay 

(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

(St/SW-REL TO 'USA, FYBY) An ,u.o.~w.i.w~~·d n l fici.aik Ut~get selector wh n the 
target ntered the nited tat s o ·O .. r:LJint(;!r pts wer. purged from th 

SA databa e without r vi w vheT)lh J11i stak~ \va .. jdentifi d . The anal_ st' 
ounseJ . 

(U) Section 704 

( ) U.S. Person Status 
, ·,· ... 

(T~//~b'/~ff) On tv o occasi ns. not al l electors w re detask d .. w hen : 
that an F . A ect ion 704 tar et as in th 
inexp riencecl 1 SA analyst learned o -------hat a ~mi i:\~va in the· lnrted tate ; 
the analy. t mistakenly remo edp.;..;.........;..."'"""'"----........... ""::..""": ,....;;;.,;_. frofn taskinglhe sau4e da . Nb . · A-
r 1 te c Uection o urr db tween }\rhen tbe target wa .. in H;ie 

nited tates. Coll cti n ( aspurged fronON ... A 
databas . tion the Jili 'sion area · 
amended analytic trainin g tor inf9r du( . h branch al o 
implemented 
OCCUJT d r-__._----,_...;;;;_ __ ....,.,.;.;~-....... -....----.---..------1-...,.;..-----------; 

term mate an t e resu ting colle ti n wa the 
ame <la ' . o repo11ing re ulted from e ither vio lation. 

(U) Section 705b 

(U) Unauthorized targeting 

(TS//Sll/f~FJ .. ______ _.I an analy t mistakenly q ueried a lector hi le th target 
wa in the.··· nited States. The target authorized for ver ea Uection under FA ection 705b. 
wa in thetTn.i led tat I I 1o collection or r port ing resulted from the 
unauthqrized targeting. 

: .· 
/ / 

U) Database Queries . . 

(TS//Si//~[FJ l an N . . . 

b en usino unfamiliar analvsis to 

./'0(is 11~V#Jp. I Ian analy t mi ·takenly queried P data hile pursu ing a 
FAA]05b- uthorized taPet. Her mi take wa. compo unded wh n he searched ti o1eframes 

(b)(1) 
(b )(3)-P .L. 86-36 

pr ceding th authorization. The quer 

"..~fJP SECRETh'COMlfqT/1'?~0rOR!4 

8 

inter ept Were destroy 

(b)(1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-18 USC 798 
(b)(3)-P.L. 86-36 
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TOP g[CRET.1/COMH~TNNOFOR?I{ j r )(3)-P.L. 86-36 

.... I _____ _.lwherithe violati n \ as identified by .. the .ana:I st's auditor. No reports were 
issu d. 

(TS//SH/t~f)I lai1 1 A arialy t mistakenly quer.;;.,n.;..;;· ..;../....;.;,.;,;;;.;.;..;.~;;.;;..;....., utside 
th authorization date The 7c _~.. authorization was granted on Data queries for 
dat s befor~ JWere not authorized. ueries on electors were 
condu tee! to obtain taroet data b lw I No data wa 

btained from the query. 

( ) Unauthorized Targeting 

\TSNSl/i~H1 'A analysts left a target' 

(U Detasking Delays 

the 

. ;;;; _, -- ,.,. •....... -(; 
(b)(1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

"·' ''"·"' ''· ·,.;;;;.;..:;.:..:..;;..;=;...;;..;~--------'The re ulting olle tion wa purged from 
(b)~1 ')"' " ' · ·· No reports were issued from that coll ction. 
(b)(3)-P.L. 86-36 

(T~//£ 1/'I>W) i\ target selector remain d on collectipn after an . A analyst 1 amed 
that the selector -v a not ass ciated with the intended targe , tbe reque t to 
d task th target selector was overlooked ··y th a11aly (responsible for the deta 'king. Thi . rr r 

as brought to Ji uht v h n the e-mail elector, ta ked under the F AALJ 
Cert ification. the nited Sta.re - The selector was 
det k d 9 .an t .ata was purged from N A ata as.es o n.__ ____ __,, _ __. 
2009~ · 1h __ _ delaybet'A"een recognition ·of ihe violati011 and d etaskl ng and purgin2 action occuned 
I?e2au§e the .analyst r :spon ible for t?~Jl tiornvas n l ave . 

. / /:· :~~ •••••···••crs.41SI.Z4J1')··· 0d ... Ian NSA analyst learned that a tarneted sely tor remained ta.·s ked ,.·< .--··· .:.: ........ -----1 lafter the.seJeet01J . . _ . JThe anal st · 
(~~~iY·:: · · ; .. ., : .. ,., r s onsible for de!'!skino was onleav ... when the initial ddaski ng notificat ion was ubmitted on 
(b)(3)~P.L. ~5·:35 ':: he-"anal - wainofrfie Lagai~ !when the -elec or was again 

The s lector ,;.las deta. ke the data 
. was purge fro111 NS.A ata ·ases No report were 
i u_ed from the ollecti n. ...._ _______________ _. 

TOP SECRET//C OMI~JT/Li>JQJ;'Q R1JJ 
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(b)(1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-18 USC 798 
(b)(3)-P.L. 86-36 



DOCID: 4165580 

TOP SCCREf//COMINT/,~~OFO RJi , , , 

. :::::/'{b)(1) 
.... .. "' ,,,, . (b)(3)-P.L. 86-36 

.··::< 
,-·: :·············· 

target were detasked because _fan analyst;· oversight. Thd..,·,....-.. ···-..·: ·_·· .......... __ __,,! ;electors wde 
detask d or( / / / l and resulting olle tion was p~ .. u:g6:J ·fr m 1 A databases! · 1 

LJNo reporting occ um::d from the un ir1tent~?9al· colteet ion. ----

...j..4~~1-ft<a1""tl..,_ _ __. ____ ._r ..... s.A.. aµa ly't l an1ed thal a target set tor.,.I ____ _ 
the United States on bln th · selector was not ct ta k d until ..,I ____ __, 

i11t r pts w r purged fro m 1 databases on 

{b)(1) 

(U) Destruction Delay (b)(3)-P.L. 86-36 

tTS/15[/,~ff) . . per on data wa.~ notpurgedfronO l databases in a timelv manne1< 
Collection obtained while ah FAA target was in the nited State I ~ft.et analvsts learned that the e-mail selecto r-___ __.___...._,__ ___ ....... __ ..J 

data \\ ra purged 
....... ------------------------.-----~ U . . , . lo ati 11. L__..r-----------.............. ....i.:..i..:...w.1~-.l.1.1....w.ioOl.l..l.l.l.l.iO.....,,l.loj.j.l.l.,l;i.u..J.....l.i..j~~....._ ...... 

... :;:= .- .:~::: ·. LJ
. R '" ccurred. •••• No reports ... \,-1e-re-~ ..... 1 _s_u_e..--------------------------

~:~rn-~8~6~ci~~~i; ' ,,. "'latgenasked nrtde1· P A[J certi-frcatior~ Ith nited States for 
(b)(3J-PLS6-36 before: aE . quest to purge NSA database of collect ion v a btained.I .... ____ .... 

..,_ __ _.the taroet's e-mail -selectorl I Th~ req uest to purge the data was 
submitte · Pur,.!,'ing mrnen.ced -irmnediately and wa_d~Qmpleted l..,_ __ __. 

1 I and b q use of staffirig -shortfall s, a ba klog for 

"-_(_) ___ 1_1_.-r ___ b.

1

••1• n••-lg••· o_ ~cu_r_~-~ . . . r . Q r p . 11s· wcr 
.... ... · --· 

. 1~!<:~ :;. : ,, . . . 
(b)(1) (TS l/SJl,~ff ) A targeted ~ elector rema ined on t_!'L kingl hfter SA 
(b)(

3
)-P.L. 

86
-
36 analy ·t learned that the target wasf.1 LJ, ; GF en C~d _holderc 1 lwhen an 

' A anal t learned of the U. . per on status, he . ubmitte.d detasking request n the selecto r. 
Action wa~r.1ottakeh _n the detaskil1g reque t . This mi take was com unded b clela m 
purgingthedata from NSA database . Data wa I}_OJ pmg.edfro1 

::::,::::0<:~-] lafter N A anal st._s .... e_a_m-....-........ ----.--.-....... - ..... 
(6jt1:}::. ·-• p~rson status. 
(b)(3)-P .l: .. 86"-36. :,_,_ 

(Ts?cg}'t&ii:zr· A databa e occurred after an A 
anai~st '{~a~·ed"'6n hat a targeted e-mair selector! lthe - nited tates. 
After the l ctor \Vas defasked in 1 of the data from the 
NSA databa e was not completed until and 
because of staffing shortfalls, a backlog Jor purging occurred. 

!---....---------....,....-__,.. 
_ o reports w r i su d. ________________ ___, 

(TS//S M'? J F) 

author ·~~~~L.l...ll;;ll.i........:...u.::......i.:~""f 
____ ___,0~~h n the 

_ onsequent l 

---.,....--------....... -.-------'when ... A._ ._ tasking \\.'Us enacted. 

,;, · '' 
: : ' ;.: ~: : : 

r The 
, the 
Th i 

(b)(1) 

(b)(1) TO P SECRET'i'COMl?H//l'l0¥0RN 
JO 

(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

(b)(3)-P.L. 86-36 
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TOP SECRET//COM1NT/R~OfORN 
/ (b)(1) 
(b )(3)-P .L. 86-36 

(U) Dissemination 

(Tg//£1/,~Jf) On 24 .l une 2 09. duTing the nd-to- .n 
Ord r i1.nplementation, the review team. f, und_.tha t di eminated on 
in manner not authorized by th FJ SA BRC urt · rder. The re .--....... _ ......... _______ ..._ ______ _._.. _ __._ __ ~ 

Atth request oJ .... ...... :llirged the daLa from its 
~ ........ ,..,.,,.,.....,.,...,..,..---------r.....,...----' 

(U Other 

(U Unauthorized Access 
./ [ ...... ·,<::. ··· .. 

..__ _ ___. 

.. ··· ..... '··(b)(1) 

(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

------------------.-__.'analyt ' orkitig in the , , Al I 
vva p nnitted ac 'to UJU'.ninimiz d .SIGL TT and U.S. person data for 

... a...,....m_o.....,...t t_w_o_ e_ r_""'1"""t .....,...lr ..... aming credentials that had b er all \J dt: . aps by his organization. 
The security violatjon wa compounded wh n • A did hot confirm the anal st' training before 
allowing him ace ss to unminimized SIGf T. : ·mp] y s with ace s to unminim_ized SIGJNT 
data are to uccess f.'ul.l complete ' ID SP _018 tra i ~1ing bi\annually. The j ·· ··· ·· ···. .. I 

SID SP0018 trammg was two ars out ot s ope. fh analy t's ace ss to unm1iwrnz,,....:c_d _ ___, 
SIGl T data wa t rminated · ~ lt was identified by anl __ __ 
, taff Officer. The analy. t returned to the -------------
(TS//Sl/1~t~ ~ · teclmolog d loper , and anal sts working wit~ 
a ce e9. a shared metadata database ace unt [rem~ ~n 
violat.i6n f Manual i -1, .·· I ~ p rational Information S stein Security 
M<:ir1ttal. The di cover w macle·b)i·a dat(lba. e ·in.anager who questioned the runnin time of a 
ql;ery while monitorin~ ~he dafosysten1: Th database ?1~!~ined . . ..... \ hichD 

· of the u er were not authorized to access. '~v ralpr6cedures were not to owe proper! , 
leading t Jhe acces ·· of unminimized ndtir1 vaJuat .. d~ta: iriCluding FlSA data. without 
ap.prop11at datal),~se acce a.µthorizatinn 61· d~tabase over ight requirem nts. ' ir t the project 
acfi. iries badnotbeeti i tied through the N A Office of eneral ounseL Sec nd. complian 

... ,/. -:, . ··· advice fi:om N-' IGJ T Direct rate , 0 ersight and Complianc . had not be n sou iht. Third, 
MH:y: :: ::: :~ '''' ::·• :·:::·:::· ::· ·· :·::: ::: .~~~~iif. : en1plo ... ees.:l~Li •.11m:;~,om1J~~1~4. ~I~ i ~~~11g-~1~_~es. ary.fordata· handling: ···Oft .. h_e ____ .--.... 
(b)(3kP.L. 86-36 • 1Dpfrf ":et!· r-lhadnptcp.1~1pleted frairiiiig tb"f'handhri~ ld'ata:"m fi hel I 

\ ······... had .. notcoi~dtrl!i11i _ng fo·r handltngJ qqq -ld.a,ta ... Th di vi ion chief n1isunderstood that 
acci;; to the data:wa -µ~rri.iitted up.0.11 submission of acces regu · ·sts: I 

·. ··1 lmetadata wer pur.g d froin lher-1------------'-'-"'-"-'"""'""""""'"-'""--'------.,_ ___ ___i 

(TSNSll/REL TO USA. FVPd ~ifNSA ~11.al st fun arded a PowerPoint ·lide 
containin unm.inimiz d r l T from E.O. L "}" II ~ti orilol I 

1r-------.... ·"'"c"""'ipi nts b fore th slide wa rcviewecfand re is d by thel /I 
Bran<*· The P werPoint .lid wa~ p rt ofan integrateJ g aph c and / 

._m_ u-lt-i--m-c-d-ia __ r_p_o_rt_a_.nd did no-i corttainU .S.pe_r. on infonnation. Wh n)he analyst w thi:."j.t the 
··· ·•···· · 

TOP SECRET//C01vtfN'f'/JNOPOft t"1 
11 

. . · ~ 

(b)(3)-P.L. 86-36 



DOCID: 4165580 (b)(1) 
(b}(3)-50 USC 3024(i) 

__.-· (b)($)-18 USC 798 /(b)(3)-P.L. 86-36 

(b)(1) 
(b)(3)-P.L.86-36 

TOP 8ECRET.'.'COMU~T.'1'NOFOR?~ (b)(3),P.L. 86-36 

t xt f th re.port had b en released he assumed that th slid ould be dis erri"inate.d: Al ~o 
recipients c nfii~·m d. del ti on of th PowerPoi nt s Ii e . 

.....J,..~.JJ.::J~~..b--~~~rl""'V'it':'"'t1L.,...--....,.,.......,--...l"" ....... ...-.... ....... ___ ~· ncoJTectlv fohVarded a 
pread he 1. on1 ai ning F A ·dala t an \yho had 1;ot heen 

cleared forthe F AA~obta ined metadata. The lin rui , t mi. taken! v believed\that th 
cleared for FAA data. --_,_,...--__ I he acce._s_s- io-l-at-io_n_w_a_·_c_o_n_1p-c-)t-111_d_d_v_vl-1e-n-tl-1e...---,. .... i_d_n_o_t_n .... o-ti-c-t.h-,e---__.A data 

handling av.eat and further dis minatecl the spread he t to other within the SIGINT Pr duction 
hain by -mail. Ananalvst recognized th handling av ar and notifi ed theL})f th improp r 

(b)(1) 
(b)(3)c5QUSC 3024 
(b)(3)-18 use 798 
(b)(3)-P.L. 86-36 

di seminations.I ·····... ·····... !recipients not aut horized acces ·lo FA. data confirmed 
d letion of th ~mail. 

crg,~1~l1/RI3L TO U£/' ' Y'V£Y}! Ian SA cryptanal st shm-Ved FAA darn 
to another cryptanal y ~--.. ~h oth r cryptanalys t v:as not clear d 
fo r ·AA data. When rhe cryptanaJy t realized that the content vvas d riv cl from FA coll ecti n, 
he r moved the data from his computer reeni I ·· ... 

Computer Network Exploitation {CNE) 

(U Dissemination 

(S uSI ' 'HEl TO U ~ A PIFY~ I t . JI _ · .;- . ~4· ~ .. , .. 

,.··" 

(b)(1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

.I 
. IGfNT interce t 

(b)(1) 

(b)(1) 
TOP SCCHET/ICOMI'?JT//?JOFORH 
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(b)(1) 

TOP SECRET//COMH<THHOFOIUJ 

C Counterintelligence Activities 

othing to repmt. 

( ) Intelligence-related Activities 

.%)(1) 
./. (b)(3)-50 USC 3024(i) 
, (b)(~Jcf.L. 86-36 

' ' ' ' 

' ' ' 

(£ .'/£1 .'~ JF) To reduce the ri sk of unauthorized telephony collection and pr vent ~io NSA 
instituted a ro es t anal st. reater and faster in ight irllo a target' location. 

nstances when collection 
occurred. it wa purged from NSA databa es . 

(TS 11"! '~ T') L /1 i..,) )! '\j 

e~ma1 se ectors 

(C//REL TO CSA, FVEY) !though not violatf:ristf-RO~J 2-.).3 and related directive, 
NSA/C reportQnstances in v hich-dalahase access _a . nott~rinfriat· ct·when ac.cs;. ... ~~:'1 ,: .· 
no longer requir cl. Once identified, the ac es e \ ere tern1inated. - "' .... (b)(1) 

(b)(3)-P.L. 86-36 
...--~~~~~~~~~~~~~~~~~~~~~~~~~~~~---. 

(CHSIHRLL TO USA, l'VEY) Whiled veloping a brief to pre ent to thd 
1 linl l<i ____________ I 
I lcon_tai ni ng daia not rel asable to fo reign natiopal.--____ )_._R_e_s_e_a_rc_·I_1---. 

r vealed that c ne ofthe [Ql}r gra hicaLpser interface (G l)tool 

.... ' ~ . 
(b)(3)-50 USC 3024(i) 
(b)(3)-18 USC 798 
(b)(3)-P.L. 86-36 

; .. · 
(b)(3)-P.L. 86-36 

(b)(1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

TOP DCCR[T//COMihTN?<OfORN 
13 



DOCID: 4165580 

'fO~ S'ECR:.ETh'COMIN T//NOfOR?J 

2. (UllFOUO) NSA Office of the Inspector General Intelligence Oversight 
Inspections, Investigations, and Special Studies 

( //FOUO) During this quarter.. the O fG reviewed various int lli:Sence acti iti es of the 
NS I S to det m1ine whether th y had · en condu ted in accordance with statut .s, ' ecut iv 
Orders Attom y General procedure , and Department of Defense and int ma l directi ve . With 
few exception , the pr blems uncovered wer routine and shov .. : d that operating I ments 
und rstand rhe restrictions on ' A/C a t iviti s. 

(U//fOCO) NSA/CSS Texas (NSAT) 
(b)(1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

(U/ifOUO}-Joint IG inspector examined intell igence o ersighc (1/0 program ma11agc·q1cnt. I/O 
tra ining T/ . kn w ledg . and appli cation o f 1/0, Despite fragmented oversi"bt of II tra ining, 

operates w 11 in the application of the N A authori ti s. The r ently appointed I/Q 
Pro(Jram f\ilanager i \Vell known and has b gun to make impro i.:.ments to the site' s 110 · 
proc se . T he governing Mi ion Dire t ive doe not en mpass respon ibilities fo r the .. 
over. i ht o f reser\l ist working AT missions or delineate ·Serv ice Cryptologic ompone1~ts ' 

re pon ibiliti . A highlight of the inspect ion was the meticulou trackino of ensiti v SJG!NT 
database accesse \ ithin sev ra l mi sion product lines; The OIG will track c01Tective ac tions.\ 

( lJ//¥0UO) Investigation of Alleged Improprieties at NSA Georgia (NSAG) 

allega ti o~ .. tf1at th 
roe s ed U.S. Je .... rs_o_n_c-·o-n-11-11_u_n_1c_a_tI_o1-1s-·. 

' ', \ " . . . 

(U/ffOUO\,-Additiona lly. the IS A OIG substanti al anallegation that an N. ., G analy t, at the 
requ t of the0 had qu ri d a IGI Traw traffi databa eonth sel ctor.of a p r on in the 
United States. Th per on as relat ive of a valid fo reign intell igence target. \ 

(b)(3)-P.L. 86-36 

rov ~a!'.c ReT//COMPIT/!HOFORM 
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TOP SECRCTNCOMR>·ff.'/rJOFORH 

(U//FOUO) Misuse of the U.S. SIGINT System (USSS) 

(S/.'SlHREL TO USA, FYEY) I la sold ier within a . u ._Am1;c::==J__ 
/I . - - --- ~1 sed th US.SS to targ t his wife, als au oldier tat}onedLJ.He . 

queried an SAdataba e forh_er l _ __ // IFol1owrng quest10ns trorn h1 · 
auditor, the "-oldier co_1--i~ ss d hi s act ions; AHerjnvestigation b Lhe unit . ub tantiat d the 
misu.. ·e; the o .ldiefreceived no11:.ji1dicial piinl~bment. Through a Unifom--ied Code of I'v1 il itary 
Ju ti e Fie-rd Gra~e A rti le I 5 ._ 1 he soldier's rank w as reduced from Sergeant l Sp ial i t: be \Vas 
g)v _n:4 :·days e~ - tra duty and fo rfei ted one half m· nth ·spay for two months (suspended for 180 

;;;; :;r. ., -·aa 'S . The unit has revoked the soldids access to cl as ified i11fo1m ation. .. .. ;;::'"-(b)(1) 
tbl(3}-P. L. 86-36 

·-·--. Congressional, 1081 and DNI Notifications , .. . -: .. -· 

N 

:::- · 
,.. (b)(3)-50 USC 3024(i) 

(1:>)(3)-P.L. 86-36 

L--__,......,.....,.......,.....--...-....... ----.--~---_;_ ........ --........ '"--___J 
NSA. oftkial s moved 

--- immeoate. v to reme y t e error an unp ementec to ensure that add itional Fl SA-derived 
' - tlld_he sent on ly to a repository that ha the correct age-off 

___ L.\ p-e-t· .... 1_0-_ .,...t.,..c-ir""'· ... • -""'s.......------,..1.ata. A·~ - update to xplain remedial step · will take to bring 

the repo itories rn to comp iance was forwarded! IC pies of the notification are 
i11cluded as an addendum t thi r port 

-(S ll~J/~ff~ I N~ An tified the Congressional U er ight ommirtees of 
.iouma].j ts' c la ims ofN ' s i..rr sponsibillty in executing its mi 'sion pursuant to E.0. 123"3 r 
Fl C Orders. In the letters. SA provided factual data t refute the Claims. he notification is 
n losed.\ 

(TS//Sl/i'MF)I IN. A prov ided a noti fication and update on the handling f 
Business Record and Pen R giste.r rap and rac data btained under FL C Order . R views 
conduct d ov r the past e eraJ months have unco ered inad quat attention to internal systems 
and ystems archit crure that result d in a fai lur to full y comp) with Court impo 'ed I ro edures 
d umented in the FIS Order. The notification desc rih s several compliance matters and 
rem di tion ction that have been disclosed to the C ) Urt and C ngressional Over ight 

mmitt s. The notification and ~ mi-to-End Revie\N of Busines ' Records FJSA Report is 
encl o d. 

3. (U) Substantive Changes to the NSA/CSS Intelligence Oversight Program 

( ) othing to rep rt. 

4. (U) Changes to NSAJCSS published directives or policies concerning 
intelligence, counterintelligence, or intelligence-related activities and the reason 
for the changes 

( ) , oth ing to report. 

TOP SECRETMCOMF~ff//NOFORH 
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iOfl ~ECt<L'.Ti/COMIHTi'f'J OfOR~J 

5. (U) Procedures governing the activities of Department of Defense (DoO) 
intelligence components that affect U.S. persons (DoO Directive 5240.1-R, 
Procedure 15) Inquiries or Matters Related to Intelligence Oversight Programs 

(U) Nothing to reporl. 

To p ~F:C IUiT/.'COMF!AHh'NOFORN 
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NATIONA SECURITY AGENCY 

FORT GE.ORGE G M AO . MARYi-ANO 207~5 ()000 

06-17-09 P'6:49 OUT 

MEMORA Dllvl FOR T1 r 1- I IR~X'TOR. E r TE SELECT 
-·oMMJTTEE 0 11 1·1 L!.LIOEN 1 E 

• U J E 'T: 1 l 1 C'ongr •:-. ; 111 ii Nol ific·1t io New York Time. rticlc ·· -!\Jail 
un eillanc • I ncv.s C 011c rn. in C'<1 gres.·'' - INFO l'vlATIO T 

M •M H{A DUM 

1 r l n 1 7 J u1w 2om Tlw 
Ritf'n anrl Eric Licht.hi u 

eu Y01 k T1111cs publi.'h d a1 rti ·le b) Ji. nw. 
l it! -.d .. E- I jJ 'urvPillan ·e Rene!\.\ · Concl•rns i 1 

nngr ~s." Th arl1cl • \ 1 lain. man. a~·· ert1 rv hat rn · it .·e m rt· if .• A 
i" bro dly irr •:pon.~ilJJ1 in"· u ing il.' mj..,i:..ion pur uant t xccutive rder 
or Foreign Intl.'lltg nl'l 'm c•illanc • ourt (F I ')Orders. The< ppositP i.· 
t t"U(l. 

~-H-11~· A:4 'ou kno" '· :-ind' 'C' lwv , cknm.-\'l dg-ed. NSA ha· r c ntly 
id•ntifit1daudrPpurt. •deun1plian e!.-1.n \ itiFl Corder:. 30\\PV•r.th 
articl" · a:srrt1on Llrnt •. l has d1•lihN lll'ly ond illega ly ollc t d c~nm i--tic 
communi{alions nf L . '. J ·rs1rn:-. i. p·1tently £: lsc. Th'· ccu ation · ur •for 
flfi Id rtlw uruµli ll 'l' II [J [lf'J' \ I:' ha\I XjWl'i "IH:ed ~·hich l~ . ly rl'lat. t o 

clC'fic:i •nc·i sin the wr ·y tpm:-; mnnag1 . .'cl <la a tLat wa .... lawful y 
ll · · •d. 1 r' JV r, lh1 tn 'c hat •h <1mpli, n ii.; ·u(>: h v, be-en irlentifiP I 

report 'cl t.o th Fl ( m d (_,, 1g ·~·"ion :il over • r:-;, and that st p. ' et lal • 1 

or m j y th mt . Liiil•:-- · 11 N. ! ·s ·on1n1itrnent to ov r ight. 

t { 1) \Vhil it is difficult tu 'th e ~ ttly ·hat th • arlicl · · ;, uny1 ou · uut c · 
ar referring tr in r gar .' 1 f'l. ·h ,,f th('tt' d· im.·. gi C'n the J..11 os.' 
.rni chnratlt>rizations )!'I I t' , rll I it i: impol"t"tnt tn state for the r ~cord •hr, r 
w kno to l\l-' tru . 

• 181f81HNF t "..arly in thE , rticlf· il. l< t :s tlmt m 200!> a form "r 'b 
aw ly;;t wa. rai1 c d on a prugram in \v hich N A rout in ~lye amiut>d 
larg • \'olum rir nw1 ic n:' 1-m1ail m .·:ag . with ut cuurt wnn ants. 
:riv •n the, hck of r.:nn t•-, prnvich·d r.dating to thi:-: clt.im.1t it-: diffi ... tit 

tn kno\.\" whnl i. ath1allv all •g d to hav m.:curred. Howev ·r if tlii..: 
r ·f ~ to th ' p <- ·10u.~l ' ·C'll do u mentC'd and p11 )licly aircJ allcg-aLior :-­
of D·wid F~ ulk. the ~1llt>ga• i< n~ a 2 hl .e - a conclu:ion th, t N A's JU 
' ill s:;oon report •lU l . 
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• i l Th • ni t1cl • g'(Jl', lln to ~ugg ~ that N i. not up to the challengl' 
of pr t • ting Jw pii\, c right of U. . p r. on communication.· that ar • 
•nr·nuntt>r • a~ a n·sult of lawful coll ctjon of foreign int llig nee To 
th, unlrar. , NRA Jta .. robust min imizali n proc durcs nnd 
mcchnni -n .·in plttl'<: to Ii nut tot h, gr •at · l po:~ihl · t..cnt th' impm t 
on pr i\•acy right·. Th·.-~ proc cluru• nr su d t'l lO •ith • approv I of 
thC1 AU om'\' ..ren ml. in relation to collection pur ·u mt to EO t2:-J:J:l 
or t th Fl ' m r lalion lo eollection pur. uant t FI A. 

• ...... · ... ' '· Latt:ir. tlw, rtic:l pro,·ide.· an illu:tration of a 

(b)(1)"' ' o:: 

(b)(3)~·sb'use: .3o24(i) 
(b)(3),18 USC 798< 
(b)(3)~P , L. 86-36 

. . 

• 

• 

(b)(1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

complianc prnt ]pm in 
rP. u1t in th collu·tion f:!'ainst thus 

. n"t intenJled; 

l..,..,,.;,;:;..,......,,...-~......,....---,~......,...,,,...-~~~~___,.::::;,;;;~--.......... ~~~~1 
ffort to cot.int r ,____ ___ __, 

...._~1-++' 1 he article alRo id ntifie:~ aO',. thr .~hold fi r th inclu.·ion 
. p rs n infiirmnlion within N A dat b :. Th l'e i no truth to 

thi ~t m nt, a~ tht •xi:t 'nt'e of . . per on information in N A 
databa.' . i. limi d not by a p rccnta e number but b th NSA's 
targetmg prac it:!· t 1 :e k fu1· ign in •llig nc onl}. 

Th · .lddiiiona.I all guuon th, t has· .. improperly 
acceused th per. nnal mail of ormPr Prc.~id nt BiH Jin ton" i ·an 
ina ·urat. portru~·al nr ii n {,>\.'f'nt that dat s from 1992 A's r 'COi d: 
ofthc v rtd mon t1.'.lt1•N 'commitmenttonv r~igh and 

0 

Tht>r w >r pr )bably Vt'l)' 
..._..,....___,---.........,~....-~--.-~.,...,...--.,...-~~-.---

ere at t 1at t1m , and thl' r would not 
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ab ut B II C'li1no1 lmm •cllat Jy nn: fl:he qu ~ry \va·· •rit r u ..... 
the c1H 'tffk •r itting 1wxt tu h analy:--t id ntifi d that thi. wn. · 
a qut--ry ('ii u L ,' . per 1111. Th, an· ly t immedintely realiz~d th.tt 
the quen .,-a · 11 rong and contru-y lo au hon tie . Thc> nw ter 
v. ns q u1ckl · r .. , , 1rt ~cl lt1 1. A I t d(•rsbi p and r " u It tel in 
notiCicat10n. n 1t~1dC' of. A pur. uant to Executiv . branch 
!{uideli11t.~:->. ,\~ a result of Lhi: incident lhl' anaJy._ t': ace .sH wa . 
. ·u p ndP I whiJ •th annJy. t attend mandnt ry r ·~tn ming. 

l 11 Although thi: acti •it ·occurred 17 years ago, .,, , h1w"' u. Pd it 
in our o er: i!J'ht l raining. evt:n in the la. t . ever l y ar~. a: an 
ill u:lrati ' l' Pxampl of qu ri . that are inappropriat and mu.~ 
bl' reporh.1d and rnvestigatecl . This typ£• of qm r n•mains n:-; 
inHpproprintl' tc1u::ty a it\ ·a· then and ,·ill nit b tolerated 
wider ru1.\ c:ircumst. n<.:cs. 

!l ) N: remains commlf ,.q to prmyiding tr· n; parency in he.·c mart •1·s - a 
JJromi. · nm.of' b 'th . 111 1 .. • We would b plea ·ed t<.1 m et with th, 
Committee t.o addrcs<.: all) ,., ncPJyn. · that may remain 

Cop F'urni .~hed: 

JU TJIA E. MI L R 
A:. oc1ate Dir ctor 

Pl,fit'11. iv ·Affair. Office 

Minority laff Direclo · ' nnte elect 
ommit ee on Int<'lli~t. nc · 


