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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G .. MEADE, MARYLAND Z07!i5--6000 

7 September 2010 

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U/JFOUO) Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM 

(lJ//fOUO) Except as previously reported to you or the President, or otherwise stated in 
the enclosure, we have no reason to believe that intelligence activities of the National Security 
Agency during the quarter ending JO June 2010 were unlawful or contrary to Executive Order or 
Presidential Directive and thus should have been reported pursuant to Section 1.6( c) of Executive 
Order 12333, as amended. 

(U//¥-OUO) The Inspector General and the General Counsel continue to exercise oversight 
of Agency activities by inspections, surveys, training, review of directives and guidelines, and 
advice and counsel. These activities and other data requested by the Board or members of the staff 
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure. 

~seb71~ 
GEORGE ELLARD 
l\I~tor General 

JJHifw~LSEN 
General Counsel 

(U//fOUO) I concur in the report of the Inspector General and the General Counsel and 
hereby make it our combined report. 

Encl: 
Quarterly Report 

This documen.t may be deda~sified and marked 
"UNCLASSIFJEO/A7er OflieiaJ t~e Ortl)" 
upon removal of enclosure(s} 

fiAit!R 
General, U.S. Army 

Director, NSNCbief, CSS 

TOP SECRE1'/ICOMfU'F/i'NOFOR:M 
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TOP SECR[T/.'COMHff//-?~OfOI<~< 

1. (U) Intelligence, counterintelligence, and intelligence.related activities that 
violate law, regulation, or policy substantiated during the quarter, as well as 
actions taken as a result of the violations 

(U) Intelligence Activities 

(UHFOUO) Unintentional Collection Against U.S. Persons or Foreign Persons 
in the United States 

(~1/R::EL USA, Pv'EY) · hi quarter ther wereO n ta11ce in ' hicb ignal Intell igence 
(SIGI T) analy t inadv rt ntl targ ted or c Ile t d rrii'n.unicati n to. fr m. or ab ut . 
per ons whil pur uing for ign int lligen t king. All interc p t and-rep .Lt hav end I t d 

r de tro. ed as required by United State SI J l ·1 Directive ( · SSll)) SPOOl S. .> (b)(

1

) 

(U) Targeting (b)(3)-P.L. 86-36 

(Sf/Sfh'REL TO USA, tYe Y) I hr ··1 ii aJ!;;i.lys1 at a collection ite d isco er d 
that a tel phone selector for a . ·. person wa inadvc;rt ntly target d. The tasking rror occurr d 
becau e the anal t trans2os d th digit of tbe tel phone number. it ta k d the s I tor 
and d I ted coll tion onl I ro r p rting wa i u d ba don the oll lion.. . 

. . ·:::: .. • (b)(1) 

_ - . """ •"''";""""'""'' !(b)(3)-P .L. 86-36 
(S:/REL TO USA. FYCYl .... I _____ _.Jan :· ts/\ analyst·foun .· tlmrr:1' le'tors ha 
remained tasked whil mted tate . . Traffk.eoHe.cteC r 

·he . ele tors a ociated with the targ t · 
·L-----------r-i1--1atjothe!; analy r fow1d additi nal oll ct ion 

The col lection' as mark d for 
deletion . (b)(1) 
.------------r-----~·· 1··~s·~·""'· .u .. ""' .. e···""'(···

1
·-. -------------------(b)(3)-50 use 3024(i) 

(b)(3)-P.L. 86-36 

SA anal ·st learn d a fore i 1n intelli 1ence target 
on .. Th 

analy t neglected to share this information\ ith other NS colleagues targeting lhis indi' 'dual 
untitl hb seeond.gr upof~naly~t s.uspendea·associa.t~d 
coll ction and detask d an -mail se l ct r. No report w r is ued. !!''(b)(1) 

(Sh'R13L TO ~J£A, fVeY) I lruii'J ·A a~~l _ st queried an1.w-traftf d~t~~~ / (b)(

3

)-P.L. 

86

-

36 

u ing an e -m ail selector a ·. oc iated wi th a . . per on. he anal 'St coridu t d th appropriate 
r search to detenn ine the lo ation of the new]v id ntifi d . led r: hO\ ever. the arfal t 

ov rl ook d inD rmati n that attribut d the s l ct.or to ·a . ". person ta k d un96 an FAA 704 
11ificati n that expired) !The anal st deleted the qu ryre ult th am e day 

\i itho ut i ing them . Th analy t d Jeted th qu rJ1 I h r was n r p rting . 
Th anal ·st wa cow1 led to condu t more th rough research on the locati n f targe ts be fore 
quer_1ing. 

I }1.T1 nl From· ~. L '. '~ ·I 1-)_ 
lhL1.:d. 2 lHl711I08 

n •d,1. sil~' On. 20 <~o l 08 
TOP SECRET//COMI?<T//HOFORH 
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(b)(1) 

i(b)(1) 
.· (p)(3)-50 USC 3024(i) 

(~)(3)-18 USC 798 

(b~-~)-P.L. 86-36 

(8~({j' : • • • · ·· ·· · . 
(b)(3)-P.l:•.8.6-36 

(b)(3)-50 USQ 3024(i) 
(b)(3)-P.L. 86-36 

TOf SECR:ETHCOP11Hfl~
1

,'i'JOFOR?J 

(f3//REL TO USA, FVEY) Du"ring a routine audit conducted 
that an analyst bad inad vertently uet;ie_d in a 
raw traffic data ba e. The incident dcc urr._e ........ - _-a-us-...... t"""1_e_a_n_a .... _-,s-t ....... t ....-n-o-t -ve-1-·1 ... )-' _t_1_e_s-ta"'"'t_u_s - th~ .\ 
entit befo re perforn11hc the query. All ,queries and re ults were deleted. 

______ .... New procedure have been 

alid ti rei 

col ect10n on .-------------------------,L..J ... -----------.--' aft r returning fro m l ave, the analyst L..-----r----.-----........ ------------''-'----'--'--""""-o 
detaske target . electors and deleted inter ept 

. ·-
that had been collec ied while the target '-' as in the Uni ted 'tates. Database queri sand results 
wer also deleted! ~-. 0 repo"ft were i .s.pe_c.i . h analyst c ntact d the 
In telli gence ommunity cu tamer and I arned thaflhe- ustometknew th ;:i.tthe taraet had been in 
th United tate , fr m lectedt otell N,_ .. - : Ji~ custt1.m r was · 

• - •• - - • •• • - - - • • • ' J '.; :• ''.~~;; : : : ; !! '; ; • 

reminded t< alert SA when targets he nited · tates. -· (b)(1) 
::: ·:: :;- (b)(3)-P.L. 86-36 

(Cl/REL TO USA, FYEY:~ Ian ·A ana l ~ st queried on the s le~kfr u ~ed by 
foreign intellig nee target b sed in the United States. The incident occurred becau · the anal . 1 

did not onduct sufficient r earcli lbefore performing the 
querie . he query and resul ts ere deleted .... I ______ __, 
(U) Database Queries 

(C//RBL TO l '£A. 'P'V5Y J.. o rOoccasions analy ·ts constructed database queries that targeted 
U.S. person ·, and _oiQ Tthose o casions. th queries r turned resul ts from the database. The 
results retumed :fr m thes erly br ad or p orly con. tru t d qu ries er deleted. and n 
r ports \!\':;:re is. ued. Pr ~edural eITors con tribtiled i<Q violations . 

• • - J"-

.. · . (C//RL.L TO US.le~ f YC'/i Ian A analyst di cover d that se lect rs 
. taslted fri::a "database were associated w ith a .. person. Th lerms were ta'ked b, a 

,,. · pr viou. analyst who believed that the elector. were associat d with a valid f1 reign .. .. ·· ..... 
(llil~1F: . :. •• •················· . ····················· if1! lhgenye target The ana} st immediat l: submitted a r qu st to hav the e l ~cto. r 
(b)(3)-P.L. 8$-3? -- - detasked. l !the selector \ as detasked. and the an al st deleted h1s quer 

and th~ re ults . 

• 

TOP SECRETPCOMfi'JT//~o!OFOR?.' 
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/'(b)(1) 

. (b)(:3)-P.L. 86-36 

TO~ SECltE'f//COMft<'f111~0f'OftN 

SPOO l 8 guicleltne for perf m1in T th is ty1 of query. The 1,1ery wa d letedl \I 
~ 01 (). / .. · ,,/ 

, . 
. ·· .· 

• , an NSA auditot dis, er d queri. s \ 
containing U.S . . elector . ~I he queries retume · results; hm ev r, the 
application had difficulty load ing the re_sults. Th ref r , no . . ommunicati 
revi wed and no reports w re is ued. The anal ' t del ted the resultsl.-------1 

• (S//Sb'/ll [L TO USA, ~YE'l) I Ian N A anal st queri d a raw tratfi 
data a e using an e•nfail s I ctor known to be associated with a U.S. per n usual! 
locq_ted+nth. niled States. Th el ct r wa~ found to be in ntact ilh a valid for ign 
farg~tJasked under FAA 702 authorit . The analvst ueried the 

~!;l'~2~~j,; 2~;~'. b.llnlidnoc onctµ~rappropriat re areli L-----r------..,_ ____ _.. 
J:>efore perfo rming the qu r ·. - fte·i~riinffing the quei · th an ly ·t w s 
told by oth_j branchm n1ber that rh -mail addres " as used by a U.S. per on. The 
anal, st ~eleted lh ·query re tilts ~ I Ther as no r porting. Th anal t 

\ a c:oun~eled b branch.nian Je.in nt on the importance f making appropriate 
determination. ~bout I .. cation · f tar~et bef9r querying. 

• (SllSJ11REL TO ~~;~; r~·:iyj onl Ian I al aly. t ll i1jned ne quer t 

ar1 instl I -lthb'ug~ the analy -rs original target vva 
\ jntelligencf targ t. th a.nalys.t expait eq~h _._e_ar_·l_n_ j_n_lu_d_e_t_h_e _________ _ 
I _an SA auditor di sc red that 

• 

and requested the anal st t do further research. after earching open 
sour inforn1ation, th analyst cl te rmined it to be a U.S. elector nd delet d the qu ry 
and results. No reporting wa is ued . 

' . 

. t . le phone fi-li1)1bers 
- all the. selector ·· · I t~get; , ~nd not ,__.-S-. t-e-le_p_h_o_n_e_n_u_m_b_e_r_;-th_r_e_fo_r-e,-t-h_q_u_e_r)-' -in_a_d_v_rt-·e_n_t_l - c-. -m-ta_i_n-ed-

(i'.l)(j)'':::::.:: ::::·:: .. ::::: .. .... ' .. , ... muu uu. J . ; l lephon .. number . p n ·eeiug the lame number f r ult ' returned, the 
(b)(3)~PJ.,'. 86

-
36 

anal t deleted ther . ult m~ithout \iiennui1i'oth• mo~ I Th analy t c nfirm d 

that n further collection had occurred, that all collection had been deleted. and that the 
·.. I lelephone munber had be n deleted from the iuery, 

• I ct r que_riedo~ .... -=---' 
w~s. associaied with U.S . ....__ _______________________ ____, 

NS recei ed Auorpey Gen 'falauthorization tc per )1 

outsid(! theUnited Stales . The. e time eriodsi ncluded 

(~j1~; ··> < •• • ·roalized -that .the query<onducte<l .on ········································ u-O· rlhe timeframe 
(b)(3)-P.L. 86-36 ....__ ____ ___. 

TOP SECRET1'/CO~vfll':QT/J9':QOFORN 
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TOP SECRET//CO?eHNT//~JOFOllN 

(b)(3)-50 USC 3024(i) 
(b )(3)-P. L. 86-36 

,__ _______ _.lwa in IT rand not ifi dubr~n u humanag~m:~ntl 
. / / the S a11~lyst ci~lel dthe quer and the r Tl.1med results: .-·Th re wa._s_· J-10-re_p_o_rt"""1_n_g-. _ __, 

l~1ll;,.c·~ 
········ ··········· .. ,_ 

···· ···· ·-... 

tor 

·-.. 
·· .. 

• . (~,;,;~ 1;~,R~~ TQ~ o~- ,~. , p\1IZY)I f a11 · anal)i re ·nducting .... 1 ____ _. 

(13)(1} ..... . 
(b)(3)-5b usc ~d24(1) ····· .. . 
(b)(3)-P.L. 86~36 > • 

··· .. . ··. 

uery learned that a val id foreigni n1eUig n e target had traveled to the ·· nited States on 
.-----..----__,and had de.parted th ottriff ·· ·· tryJ IN A ·ollected 

nes a es sent b_ the targ t during thi time period. The messaoe were purged 
A heavy w rkload prevented the ana l y~t from reviewing the selector ...._ _____ __. 

r gularly. Management red istributed work to pr v n l a recu1T nee of this pro bl m. 

,...... ___ .....,.. _ ___, an N , anal st inad 1ertentl queried 
,___"""'"'" ........ --. ....... ;;..;;.,.~..;..;;..;....;;..;.;.;;..;;..;;;a... ____ ~s.;;..;d;;;;..;;;b .... v....;;fi"""o.;;..;;.;reign target . The ana ly. t intended 

.,............_ _____________ __.The analy. t del t d th qu ry 

No report were i sued based on the re ult of the quer . ....__ ____ .... 
j±~~~E:~~~-:-+-¥t~rt_ _____ ___, an analyst inadvertently targeted a 

raw traffic database. Intending to que1 the 
the anal st u · d query term · that 

~?,__"""".T" ___ ..;.,..;;~-_....,="T"'T'"r,;,__ _ _._--,.._._e_a.Jnal t deleted the query and r ults 

• (SI/REL;~ ~SA,~'v':6'1~)C;t1-I lan NSA analyst conduct d queri s on 
s ] tor ass ci t d with a ptobafJ.l .S. perso11. I lthe anal tasked a 

cond analyst to look fo r any thel;foforp1ation on the tar et tbat the branch mi ht have. 
(B)ff) ··············· The · ·n j ·· · · ·Aanal ·_ stfound·ane-rnail fro · 
(b )(3):so u sc 30?4(i) 
(b)(3)-P.L: 86736 · ... 

• (S!/f.;E,~q'l[L TO US:\. fVe¥)~ lane .. IGINT anal st in clvertentl 
qu ri don an ~-mail sel ctor and two tele hone numb rs associat d wi th a U.S. erson. 
Althoughih -mail address_i;qotaine 

•••••••••••••• ••••••• llihe anal st proc eded with the q .... u_e_r_y_a_n ...... ......... 1-c_o_v-,e-r ........ ----------­
··· """"" ' < ::< ··· ······ ·· ······· ~c wner f th e-mai l addre . The analy t fai led to 

(b)(1) 
(b)(3)-P.L. 86-36 

as ociated with a .... person efore performing the quer 
query resulls w r . del et d th sarn lay. 

TOP SECRETNCOMIT~THr~OfORN 
4 
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TOP SEC RCT//COMHfl'//-?40rORt4 .. ...-·"(b)(1) 
,11ll'j1 1·• •'" . 

,,/ (b}(3)-50 USC 3024(i) 
-:::::::>'··· (b)(3)~P.L. 86-36 

• .!ttti±st:iti!t:~~±:!tt:t~------..!!J: U:-1 : ,r:-LJ;.__i.8...~~· tor discovered a query 
an naly t p rf p11ed the 

--------....---d.-e"""sp"""i-te- a-,-_,ru ...... l .. a·-b-le_i_n_fo_r_m_a_ti_o_n_i_dcntif ing them as lJ . l \I 
~~fa}:~;:~.~Q-36 .. lil t -- were·d i~to~m:ricalions er rote and nor port w r issu d. Th uer.

1 

--. :.(u) R.eter.iHon 

. · .. · ( (3H~~fd~~21.: , r\([_'f.l l I an analy t learnecl rhat a f reign int lli 1en e 

(b)(1) 

target wa in the nited _ fates. The ame day. the ru1 ly ·t !eta. k d a" o ·iated elect r..; and 
r qu · s.ted that data olf cr·d . vhile the l r get s in the nited States and st red in a databa e be 
purged.· T_h oJle ·tion wa not -purged unti!I lb cau e the analy t did not follow 
prop r pr cedures. Management remi-ncfed ~ill ernployeen o proper procedures to pre ent future 
purging d lays: . -- -. 

(U) Detasking Delays . 

. . (C//REL TO USA, FYEY).,.I...,. ___,,____,____,..,._.....,... .... 
\\. under .0. 123" 3 was n t deta ked 

(Cl/Rfl TO U~A PVEY) onl Ian. _ . field ite was notified that a large volume 
of data w beina forwarded as.__<_u"""t_o.,...i _a..,..te-"s-t of a raw traffi1:: databa . It wa determin d that 

dur ing sy tem t.e ting ould likely c )lie 
................... c_o_m_m_u-n"'"1c-a"""n-.o-ns-_ ........ _,...o-rm-.. -a"""p_r_o_c_e ... L_lf_e_s..--a..--n_o_t ... een followe duringt sti11g. 11 local 

tasking as del ted. an I th ite analy t marked the collection f r deletion. N i ports »'er 

i sued base n thi · coll ction. ···· ··-···- __ > .... ·:::::· .. ·;::;:::::::: :.,,: : ;;::;::~:: ,:l' ·· · ·'"~'{~~rn.p _ L _ 86_36 

(C//RtL TO U£A, ¥Ve¥)1 . / pnNS ' ha( t di __ g\ler~t~~ra .~· lecL?rt'or a · .. __ 
1 ~er on wa_ ~ti)l la ked at·a ·onection ite. The ~ I tor h~q:l:>eef.f<lcfa§_ked onl /" ! : . 

L___J>utthe -site fai led to implement lhe d tc:t k rd~ r. . jie tfaffr co!J d d dmipg this tin~e • 
p ri d a delete onl ~// ___ _. __ : / _/ / / // / : 

the 
1.: 011 ction. Th ... r_e_w--a-s_n_o_i ... ·e"""porting.bas.eo :gn thi 

(b)(3)-50 USC 3024(i) (b)(1) 
(b)(3)-P.L. 86-36 (b)(3)-P.L. 86-36 

TOP S£CRETi'/COMHH/fl(0FOIH~ 
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(b){3)-50 USC 3024(i) 
(b)(3)~P.L. 86-36 

.. ':: ~: : ~: ::; ........... . 
(b)(1) 

TO~ SECRrT1','COMH\1'//NOrOR!'~ 

analy t noli ed a ignifi ant increase in 

o piu:ge all data 
....__ ___ _. . :' '. ':. :' '!!!''{b)(1) affected by 

(C 1'REL TO us~ f'>'E"i I· .. ~··' ... J{~ v r._ _an 
. (p)(3)-P. L. 86-36 

rror had been task din suppqrt .ot tW 

l~e. analyst r cei ed a third consensual agreement for the period 
Only " hen the last aJr em ntwas t'eceived wa the analy, t pro....,...id.,....-d-w- 1""'·th...,--or_r_e-ct_e_d __ __, 

.... s_e_e_c ..... tors. Al that tim the anaJy t l eam d that the s I ctors were u d by a . . per on and had 
been authoriz d by a c911sefisua1 agreement. The ana l st b lieve there was no collection from • .. 
the incorr ct s J ct i·s. ~here has be n no re1 orling. All · ran h analyst ' ere reminded oQ 

.__ ___ _.locarefull · review approved consen ' ual coll tion agreements and to take st ps to 
avoid typing error fo r the selectors. 

(U) Dissemination of U.S. Identities 

(TS//Sl//REL USA. fV:bY) he N EnLerpri e is uedl!SJGII T product report during 
thi quart r. In tho. r port , I JJ J T analysts di semin~1munication to. from, or a.bout 

.S. p rson or ntiti s onl loc ~ jons whil pur uing foreignint lligcncc tasking thi 
quarter. A total ofQIGINJ producrs "\vere C' 11c lt::d as and S · c_ond Part partner anal. sts 
lea rned of the .S. persons, organizations, m· . ~ntlties· nani _d in produ ts without authori zation. 
All data in the canceJed reports was deleted as requited. andlh~r po_rts were not reissued or 
were r issued with proper minimization. -. · · .... 

.. '(b)(1) 

.......... .. · ,, '(b}(3)-P.L. 86-36 

(U) The Foreign Intelligence Surveillance Act_5~~SA) ,,, ....... / ~jg\_50 usc 
3024

(i) 

(U) Database Queries 
(P)(3)-P.L. 86-36 

analyst )erfonn~d:a qt;e~ on tbe select rs for\ 

The analyst deleted the query and result n 

(U) Tasking Error 

(S/fREL TO US A. F_Y'EY)I Ian L ,..- '"'-"'"-~~-"-'t I arned that a ta k d sele ror or 
a FISA-authorized-targ t was a ociated withaU.- The analvst deta ked the se lector 
011 I I _,_11 cg,IJeeti - · was.d leted· onO 

.......... •-'" 

(b)(3)-P.L. 86-36 
TOP SECRET//COMJ"j)J"l //? lOl 'O.RY.J 
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(~)(~ :;"..: :" 

TOP SECRET//COMlNT/,'?~OFOR~~ 

(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

..... I ____ _.l .... T ..... h .... e ..... d_,e .... la .... \...,' in deleting the data was attr ibuted to d ifficulties wi th executing 
/I lquerie to identif collection "for del ti on. To or vent recun enc of this. 
· ._t_y_p_ o"""f ..,..i1-1c .... id...,.....n_t_, __ A .... ha implement d . proces~._ _______________ __.I 
I IN6 reports were issued. 

(b)(1) 
{b)(3)-50 USC 3024(i) 

(S//REL TO USA:, rvq'OI !during a review of tasked c I lular telephont: ~)(3)-P.L. 86-36 

numbers in conjµn tion ith preparation for th ren wal of the flS _ Ord r. A analysts ~ 

discov n~d thatO llular telephon numbers authori zed un er the rd r remained on tasking 
I . . d 

"'- .I l'l h1. 1nc1q_q1t was.repo1t ed to the F'lSc o; 

(l5ol\3r.P.L~6 • (Sl(l? FJ TOl:JgA,FVEY~ l1 
.. -errone'busL' tasked FAA 704 and 705b selector 

rs.__ ________________ ___. 

(SHREL TO USA. fY EYJ l a~ NSA ana,....I ·_.,.....------------. 
as 'ociated \vi th a .1 -authorized target r mained 1askedl ·· ... 

The analyst belie c:d that all of the tar e .... t .... , -s--T"le- to-r""'"s...,.h-a'""'d...,f-1c-e-11-d..--ta-."""k-e...,d"""1-n__. 

l---.--....------.-.-------------t'T __ l_1i_..: _s_el_e_c __ to1r wa detasked ~ .... __ ___. 
was purged. --------------------

not authorized on 

The incident occurred b cause of 
... ···~----------,.------.....,...------""""' mi sed comrnuni ations among s veral analy ts and the absence of ne f th primary tasking-· 

(tijlf)'"'·"''· " "" . " ,_!;'t~lcs . Ananalystbegandetaskingthe selectors on The detaskin was 
(bJ(3JcRL. 86-36 ·· c - ~1"lptete~ 111 land ()ne:·1iotYfron'1.-_...-----.,_ ........ _____ ....,...----J 

;'.···· 
(b)(1) 

was purged.' One reponwa is ll d but W<l-: c-a11c' led 0 The analy t d isc ver d on 
I . khat, due co a soft\ are probler1:i. _the r e port .... re_.n_13...,.j-ne-d .... , .... ,~-t .... e SJGINT,r~po rl / 
r<::pository. lh analy t cancel d the r port agaiironl'-____ __.J ····. 

-P"~Y~Jf7 Business Records (BR) Order 

(b)(1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

(TS. 1/li l:ffl NS d isco ered that the BR metada.ta_ .. f·o· r a U.S. t lephone identifier was queri d on 
J la fter authorization to target had xpirectl I The id ntili r was 

mislabe ed a - authoriz d wibll )in · A.' s Ji t of identifiers. The incid nt occu rred 
because of d Jay in S 's manual revie\v or the list of identifier. . o reports were issued 
base n the uery r su.lts. I IN A i mplem m d a n w program t automati all y 
update an idi;!ntifi ~r-'s_. ~_uth6rization status. 

(b)(3)-P.L. 86-36 

TOP SECRETi/COMFNT,'/NOFO RN 
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(b)(1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-P. L. 86-36 

TOP SECRET//COMflqTi/l<OFORM 

(U} The FISA Amendments Act (FAA) 

(U) Section 702 

(U) Unauthorized Targeting 
',' ,;' : ',', \\ 

(S//SlNREL TO USA, FVEY) I I. 1 A analyst discover d that an t:-mail 
s lector for a valid FAA 7 2-authon zed tar etwas task d wh.ik rhe target as in rh nild 

\ States on Although traffic m ll1e targeti 

·. . . analys·l···· .had ·o·· verlookecl .. i.·nfo ... r· mat io. nabout th ~arge_t 's t. fav: .. 1 to the .\. ···.·I. 

mted States. The selecmr was detasl<;edl ... ·· / f"and coll ct10n tr m_ _ \\ . I ~ta bee1i purged. / / / .• ·. 

(£/ft12LTO US.'\, fV EY).I._ ____ ......... _ __, 
with · valid · nt"' l i o 

the nited States. 
r-----"--------,..i-,....,....,.,F,..,.A-A,......,,,,7..,,,.0.,,,..2"'"'d,......1ata colle te ..---------------~ 

(~// ~l'~R eL TO U~.'\ , ~YP.Y d I . / ana;:..lv.:..:::.:.:t ::..;;:.:=:;..;..;::;.:..::.;:...:.:.::.:;:..:..::;.., 
under J- A 702 ~uthortty was m the Omted State~ .lJ Jw enJ I Although 

tran~:_. n.the··· t .. ar··· g ... t. i ~. · .····· ... . . . . ·············· hh_ .... ~ .. ri_m. ry .. analyst wa behind. in reviewing 

•• •• • [ traffic and 
0fi:1~~~1i&1r::a~~~lselector ' as deta_~~!! ~Jealed Jbal land all ollectiL 

... 11•!!11 11111!::::: .: ·., · '>>::" between! ~1 been purged 
i~1~~~~·~I. 86~36 ,,,,:: .. :::::: :: : ::.: ::.:~:;; • . ·:· .... ........ .. . . 

(Slffifl j ::d USA ·:::t;VlI't JL · ltlle se.I ctor fo r a val id for ign int llig nee target 
· remained tasked dwin 1 the time the t ar ret w.as .. ih the nit d States . The sel -ctor was associated 

. .. .. .. the.: uited State.,.....-....._ ____ ................ 
ent occurT e ause t e ana )!s t · 1a .. ma vertent .y missed the ·ef cto L.."------r--, 

·. · .......... [ ______ __.I The . elector wa deta k · d oi I and traffic collected du"riiT .__ _ __. 

1 .... ___ ... lwas deleted. 

(CNREL TO USA, FYE¥ j SA di scovered that the select r fo r an FA 704-
authorized sµbjecr v\·as etToneousl · taske lL--...-----------......_T....,he task ing error 
o curred .beFause the selector was improperly The selector ·was 
d. ta. ked onf !No cofl ction re ' U t ee rom 1 eta ·mg. 

-:;; . 

(B~Hy:~: · : : ·.c .. .. ,, ·:::··::::·· ·: ,·.•• · 
(b)(J)~P.~, BMQ. ··· ~~~~~~~~'¥":E~::...killl..==.-.,.;..=.=JNSA di scover d that an analyst had erroneouslv 

...... _ ........ __ bef re t.11-· taskmg was approve by-, · 'A-o~ I-

(b)(1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-18 USC 798 
(b)(3)-P.L. 86-36 

NSA cti scove~edfffat 

1 OP SECRE1 HCOMH<rl .'8~0FOT<N 
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(6j(1)- -
(b)(3)-PL 86-36 

(S l/R.Eb TO US/'c, :f\'EY)I Ian NSA anal ·:t task d the sci ctor for an indi,;ldual 
believ __ d to beavalid foreign int_elligenc:e -targ the Unit cl State ·. 
w11n · .re earching the ·er·cforand another for ta rg~t_ the analy t pe rionn d a query 
foua ra.w}ra~ic ?~t~ba e and fo und additional ]nfomiation that ugg sted t hat _the target m~y be 
located m th mted tates~I f he analy t detasked the el ct r and d.~~eted the 
quer and results. There wa no reporting. · (b)(1) 

(b)(3)-50 USC 3024(i) 
~i.:,.;+i.;.+,1,~4-~~""*~-lii'+~""j""----------------------..)(3)-PL 86-36 

_>- ... -- (b)(1) 
- (b)(3)-50 USC 3024(i) (U) Database Queries 

.-········· ·········· · .... (b)(3)-P.L. 86-36 

(~//~ I.~'RQ L TO U 8A, FV~Y ) On .. an N A aha-I st q ueri d the 
selector f ran F A 705b targe r--,__ _______ ...,............., __ raC traffic database. h qu rien 

did not prod11c.e an v res11lts or renor1jng: -- trnining regarding queries on FAA 
705b targets_ _ -

(C//Rel TO USA. FYEY) I Ian I S analy t p rfi rmedQ 1ueries 
in a raw traffic database on the selectors a .. soc1 ated with an FAA 702 target while he wa Jn the 

nit d lates. h incident urr d becau e the analyst did not p rform. due dilig nc:e in 
executing querie that e 'eluded the timeframe of the targef s tra\•e l to th- U nited tates. /The 
que and result were de leted th same day the querie were perforn~ed. iq report \ er~ is ued 

based on the qu r_ re ult _ ------------------ \_ \ • 

(CHREL TO USA. f\'5¥) During the s c nd quarter. N ' A di cover d thattw \~oftware bug 
prevented the im2lememation of ta king and detasking request _ As a re ult of the oft are 
prob! ms. at l asQ AAJQ?~~~L~?~zed 1 tors r main d n coll ti n de ·h~ :· H mpt to 

TOP SECRET//COMR~T/R~OrORH 
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(b)(1) / (b)(1) 

/ .• (b)(3)-50 USC 3024(i) 
•• (b)(3)-P.L. 86-36 

(b)(3)-18 USC 798 
(b)(3)-P.L. 86-36 

d ta k ~hem, L-------------------------,~-.,.---....,...-~~ 
and anoth · r was to be deta k causr--"' ............... """':~"il___,.__,......,.... ........ __,....-J 
. oft war ·p rob! ms were disco vered on 
d ta ked\on the s me day . Tl.le ftwar._--,.......__ _ __,,_,, 

(S //0£[ -yo u c•_A r'<_.·rJ;u\ o- O·· t·«_( .. ····· ··· ············ 

, 'lf! -=' l ¥t.~r. 1""~ ~j._J t t: .., T 5 .. -:r::: l J .- - \~r.:.:.i.;,:~~.l.oL.l'"""l. _____ J-U~~l.l.W.L..i;.M.1...i...lool~ 
selector for ai:(F·A . 7-0"' - .·· The incidents 
occurred :be~ause ·(Ii ~nalv t erfo rming the queri 

• hi: · ?~irist~"tlc - . iI1e anal 1 • t del ted the ql1e:rx :andresuJts or In the e nd 
· : 1n - laJ?:c:~ .th~ anal ·st topped the qi.1ery before an r ults w r T prevent futu re 

((,~)~· ~('.i))\:~·.'L·;:.: ~.-- -.. 30·.•··· ·· e1:1:ors. new· p roc <l ure ha e been implemented requiring a condary r view before queries are 
• :~fftbmit t. . d . 

·.. ·· ... ·· · .. : 
······-··-· ·······\ 

an 'A analyst isc ered that a uer 
.---"'"""""--........,...._-----..... hadbe 11 C.fta ed .......,...._ ___ .....,. __ __. 

v.,i re det . ked on · because the 
---------------.{t . . p rson. The n r oc urr d be au 

another anal ·t set upqu~ries in a p r on I fo lder rather lhan iti a group f, lder whi le the 
lect r: were still tasked. \vhic:h prevented other 1 A anal st froi11 b in ' a war~ f the 

\ xistem:e f th e queri . Thes ·qqeries were overlook d vvhen th s. le l rs ~1~1' cl.eta. ked. 
\\ • h quer and re ults coll cted betvv enl lwere delet d onO 
I ITher was nor p rti ng. 

(U) Detasking Defays 
. :: • ':: ·" "(b)(t) 

(b)(3)-P .L .. ~6-36 

(TSf/SJ//REL TO US A, r VEY) During a r view f F I 
SA analyst learned that the e-mail sel.ectors a. ' Otiatd Wi thL__r~~~~....u...l.Uo~~=~ 

tar et remained ta k d aft.. r the tru·gets were m the Ui1ited Stat 

ct or 

a purged . 

. ,· ' 

(8)t1): .... ::: :" 
(b)(3)-P .L. B&36 .... . -. 

·· {Q) 6ataHanc:lJing Error$ 

:::::::·::::::::;:;:;;,·. 
;, ._: 

(b)(1 ) 
(b)(3)-50 USC 3024(i) 

· (b)(3)-P.L. 86-36 

ber\vee~ f A.--------. 
information as available to N A analy ·ts n t cleared for ace· ss: ·· nla.. --~---__. 

c asion . 1S anal ts recei ed -mail omaining: FAA 702 infonnati n. Upo n di over r of 

TO P SECRETHCOMINT/,~oiOFOR~J 
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(b)(1) 

TOP SECRETHCOMJNl//NOFORN 
(b)(3)-P.L. 86-36 

the error the ·-mails were recalk:d and del ted . orQ casions. 1 anal sts not cleared for 
acce s to FAA data were allO\ved to iew FAA data rn a ra\;,i traffic database. 

(U) Retention 

( /FOUO) N . t (FAA} 

(U} Section 704 
(b)(3)-P.L. 86-36 

(U) Database Queries ..... -

( /lrOUO)I Ian analyst queri d a raw traffic database using an FAA 
7 4-approved sel ctor without limiting th search to item olle ted lrnder F A 704 
authorization. he analyst realized th mistake before re ult were returned, so no reports were 
is u d. 1anag ment c un el d th analyst about the importance of p rforming due diligence 
when conducting FAA-related queries . 

(U) Section 705b 

(U) Database Querles 

di covered. that the 

... -·_. 
.. ::tb/(1) 
. (h)(3}-50 USC 3024(i) 

(b.)(3)-.P.L 86-36 

i_ncident.. ~ A auditors reviewed other acti 

n a inst aces, t e ---were created to t:.xdude FAA 702 authorized coll ction. ________ ........ _____________ __ 
implementec! that r quir analysts to iud icate 

I IIn addition, an online workinf.! aid ._p_ro_\...,.rj"""d--t -o..,.--s-p-ec"'"'i'""fi,...c"'"'i,...n-st_r_u-ct..,.ic_m_S' ""'fo_r_q_u_e_r ....,..ing 

FAA 705b target sele ' t rs. 

(S//REL TO USA. P/eY) 
analysts onduct d q u ries .... u"'"'1_n_g_a_n---n-1a-1-se"". - ct_o_r .... ,-n-o_wn_t,...o __ e_a_s_s_o_c,...1a-1e ........ - ....... - ..... 

taroet aaainst AA702 data. A total of 

.__ __ __, _____ _........____,Thep_rob~em was ~orrected on ____ __. 
the re_ ults were stored. ·-· ··· · 

(b)(1) 
(b)(3)-P.L. 86-36 

TOP SECJ~ET'/COMl~·ff//NOFORN 
1 I 
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(o)\1) 

/(b)(1) 
f '(b)(3)-50 USC 3024(i) 
.· • (b)(3)-P.L. 86-36 

(b)(3)~P.L. 80:.3()_ TOP tiECR[T//COMINT//NOFORH 

(S//R£L1'Q US.\, fVl~Y) I JN auditors discovered that t wo~nalyst had 
queried th lector asso iated with an FAA 7 Sb target )f a raw traffic \ 
databa e. A total ofQ1u ri s wer performed by the tvm ana ysts 

B While b th analysts w r aware of th prohibition of targeting"-.. -.. -S-. -p-er-s-1is ... ____ ___.___, 

be anal st , were unaware that the tarnet was under Lt\A 70Sb a_µthority. On y one o t e 
analysts \ as award }The quer_ did not return 
any resulrs and there wa n r port ing. . ew pr c du res hav been implem nt d that requ ire 
analysts to indica£e the location and collecti n authority of the s lectors. 

(fi//REL TO USA. P.'BY) Oni-----------~--u'"'"b.1_n__,itt¢<lLJuerie on 
se]e tors for F . 705b targets The eJTor occurred 
be ~µse the anal rst \~f;lS unawar . ofL--r----ii--...--.....--------1-----"\-'b_e_n_t_a .... rn ... ~e_ti_n..,u 
FA.A70 ~b~ tasked .·-el Jors. Queri "· ·o ft e se ec tors returne L------r-----'----, 

f')ri':'! .. ;; . : .: . ,;;,,;:,~,: .:::·~TII~d::queries ()~ ········· ~elector did not returnany results; n H results were dekted 0 ...._ ____ .... 

(~)(§~~·~·.L' . e6i~~:::~,;::;Th. _ .·: anal~ . J rec:~L e.daddirional training OI~ pn 1he onect querying procedur sand 
data·· m:c: .:::whenpexf rming ·queri F. A 705b-tasked selectors. 

(CHH:EL TO USA. rv6{yl lan.analy~t perfo1meda. ue1Y or -elecLors that 
·. wer .. deta k d due to the target' s travel to the · ntted {ates 01 Al hough the 

analyst! lderasking in ad anc oflhe the anal 't 

neglected to terminate queries in a rm traffi databa . The analy t deleted the queri , and 
result oni I o reports were issue based on the qu 'J')' results, 

(SllR£L TO USA. FVE\') Onb lwJi ilc researching a list o ta ked ·elec tor . an 
anal st q u ri ed the sclcc t r f ~ F/\A 7 0 Sb larg ts in a raw S 1 G NT database containing FAA 
702 collection. Th rro r occurr d because the anal t did not r al iz that the list contain 3 d FAA 
705b targ ts before initiating the querie . The aiialyst d · Jeted the r"'sults onl ~nd the 
queries o~ I 
(gNRfL TO U~A, f\rgY)I la · ,TGLNT analy t queried tJ1e· selector used b)\ an 
FAA 705b targe1 . ~awtraftlc databa::;~ ; ,, \,Vh i l e theq.uery was \ 
running, th ana ~ st did further research that reveal d thai th sele torwas .. asso.~~:ared ~th an 
FAA 705b target. The analyst de let d th quer and re ults. · ·· · :: > .. \. 

"'(b)(1) 

(U) Tasking Error 
\b)(3)-P.L. 86-36 

, Adiscovered tha , rectors associated with an FAA 705 b 
rroneousl taske-

The electors were deleted from ....,_ __________________ ---! ....... -......--~ 

sites - i. not coll cl an traffic on.the 
.___e..,..lc-c-to_r_s_. '""'N..,.rs"" . ..,..A"""h_a_s-s""'"i n-c--e-.-in_1_p,...l e-n-1e-n-te_c..,.....a_n_e_w_l_a_k,..., i,...ng rule barrin -------.------.-........ ---,...-.... 

wh n FAA 704 r F 705b authorization i applied to the ele lat: 

TOP bECRET//COrvHHT//TG ore RN 
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(i3)c~J 

1·op SECilET//COMif'< TN:NOFOil?< 

(U) Other 1(b)(3)-P.L. 86-36 

(U) Unauthorized Access 

(Cl!RJ::l TO lJbA, P/[Y) I lirnman error allowed an 
S anal_, st deploy d tq .a-fi eld si te t ace s FTS A-autho1:ized data alth ugh the site is n t 

authorized to _.co -ss ·thi data. The error \ as causedby misunderstanding of guidance and a 
I !delay in su J en ion of the ac aunt afterthe analy t deployed. 

(S//REL TO USA, FVEY) .... I _____ .... lfour S analy t who did not ha e the appropriate 
training to vie\v Fl A -d rived data cam in contact with ummarized infonn ati n on th 

T wo analysts 
...._~~~~~~---..,~~~~~~~~~~~~~~~~~~~~~-' 

have alread tak 11 the requi r d trainin o- and the remaininQ two analyst have been sch cluled to 
take the training. 

(U) Inappropriate Access Controls on COMSEC Monitoring Data 

(b)(1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-18 USC 798 
(b)(3)-P.L. 86-36 

·--- .... ·-.. . .-

·:: : ::! ~''"(b)(1) 

(b)(3)jP.L. 86<36 --~ (U} Unaµthorized Collection of COMSEC Monitoring Data .--:. .• (b)(3)-50 USC 3024(i) 
' (b)(3)-P.L. 86-36 

(S/{ltE~ TC) USA, J-yc'i)O~ ~~i\.disc vered that a systeh1probl m aflo ed 
.__ ___________ _.putside_ ~fthe authcirized pi·q. ided y the cu. tomer 

After an u rade to s st rn software-on tee m 1cians n ticed t h at~t 111 wa n 
.__ ____ ...._.....,.._ .... • ..... D .... ··=a=t~ .... 1.....,·ec. eiv d from the lime of the ur~rade 1 the timeL__Jwas 

implement d it vas no~ . N r p011 \Vere issued from the 
collection. (h)(1). 

(U) Computer Network Exploitation (CNE) 

(b)\3)-50 USG ~024(i) 
(b)(3)-t8 USC 798 
(b)(3)-P~L. 86-.36 

TOP ~ !iiC'J;tET/ICO~H~H//HO fOR:H 
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TOP ~ECRET.'/COMH·JT//~~OFORh' 

( TC 110 T !/..,._ 'P·.I 
. . . 

(U) Counterintelligence Activities 

( · Nothing to report. 

(U) Intelligence-related Activities 

;{b)(1) 
/ . (bX3)-5Q USC 3024(i) 

..• (b)(3)-P.L:86-36 

~)(1) 
(~)(3)-50 USC 3024(i) 
(~)(3}:18 USC 798 
(b)(3)-P.L, .86-36 

(S//Sl.'i9'ffJ To reduce the risk of unauthor.i zed t lephony-coU ction andprevent iol.ation . r A 
instituted a process that gi e · analy ·ts great r ancl fast r in '.ght into a t ar&~t' loca.tiCm. I I 

In the instances when coll.ection 
'----------------------------------~----__... occurred. it was purged from N.S · Lraffi c repo itories vvhen required. 

1s quarter 1 1 n co ect1on occurre . it '"''as purgec 
from NSA' principal ra w traffic repo itories when required. 

/,TOHO}, lthuugh not violati u of E. .. I 2r" and r lated dire ti es. SA/ ' · report .o 
instances in which database access was not t rminated wh n ace ss was no l< nger require<;.L 

TOP £EC 11£TNCOMfNTh'HOFO RH 
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~ -- -··············· ····· · ········ 

(b )(3)-P .L. 86-36 

TOP SECRET//COMfNTHNOFORH 
/ ,·(b)(1) 

.- .· (b)(3)-P.L. 86-36 
.·· " 

Once identifi d. the ac es were t nninate . Jn addition. there w~red;~-~t : c s of 
unauthonzed a c to raw IGfN durrngl l· 

2. (U) NSA Office of the Inspector General (OIG) lnteJligence Oversight (10) 
Inspections, Investigations, and Special Studies 

( · //FOUO) Durine: thi qumi r, the I reviewed variou intel.lig nee a ti iti s of the 
AIC . to determine whether the had be n c nduct d in ace rdan . \· ith tatut s. cuth e 

order , ttorn General pr cedures, and DoD and internal directiw . With few ·cepti n , the 
problem un o ered ·were r utin .and show d thal p rating Jem nts understand the restrictions 
on S C activitie . 

( /WOUOi I ... .. ' , .. ,:.,,,,.: .. :::·::: .. . · .· (b)(3)-P.L. 86-36 

( //FOUO) Thel IJOpr gram h as underg ne sev ral leadership hang in the pa l fi )' / 
year and, a a result. is st111 maturing. 1 he ite· program \ oul(l b nefit from continued / . 
alt nti n to doc um ntation of proces,·e and pro edur, .s. ufrently th sit . doe not h v,e · 
Stand~r~ Operat_ing Proce?uTs for i1~~ll~_g. uce o\ie_rsight. Record t d . cument complia~c ith 
fO trammg requirements for ·· rsonnel ar · mcompl le: hovv ver.I fomphance 
with the r quir d IO aim ual refr sher training i go . 

(U) Misuse of the U.S. SIGINT System (U$SS) 
.......... 

C ) othing to rep011. "·. 

(U) Congressional and !OB Notifications 

( ) othing to rep rt. 

... _;: 

(b)(1) 
(b )(3)-P. L. 86-36 

(b)(1) 
(b)(3)-50 USC 3024(i) 
(b)(3)-P.L. 86-36 

3. (U) Substantive changes to the NSA/CSS Intelligence Oversight Program 

( othing to report. 

4. (U) Changes to NSA/CSS published directives or policies concerning 
intelligence, counterintellig·ence, or intelligence.related activities and the reason 
for the changes 

(U) othing to r p rt. 

'FOP g ECR:ET//COMRHNNOFORN 
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TOP SECRETHCO MiNT/fNOfOR?4 

5. (U) Procedures governing the activities of Department of Defense (DoD) 
intelligence components that affect U.S. persons (DoD Directive 5240.1-R, 
Procedure 15) Inquiries or matters related to lntefligence Oversight Programs 

(U) . fothing to report. 

TOP SECRETHCO'vH=t<lT//~qoroRN 
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