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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 2078856000

7 September 2010

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGIIT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U/A0Y6> Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

(U/AFOY0T Except as previously reported to you or the President, or otherwise stated in
the enclosure, we have no reason to believe that intelligence activities of the National Security
Agency during the quarter ending 30 June 2010 were unlawful or contrary to Executive Order or
Presidential Directive and thus should have been reported pursuant to Section 1.6(c) of Executive
Order 12333, as amended.

(U/ESHYOy The Inspector General and the General Counsel continue to exercise oversight
of Agency activities by inspections, surveys, training, review of directives and guidelines, and
advice and counsel. These activities and other data requested by the Board or members of the staff
of the Assistant to the Secretary of Defense (Intelligence Oversight) are described in the enclosure.

lnpctor Genersl

VATTHEW G. OLSEN
General Counsel

(U/FOBOTF I concur in the report of the Inspector General and the General Counsel and

hereby make it our combined report.
: 66;14 ER

General, U. S.’ Amy
Director, NSA/Chief, CSS

Encl: v
Quarterly Report
This document may be dcciassiﬁcgl and marked

“UNCLASSIFIED/ Fer-Offiein-tise-Onty™—

upon removal of enclosure(s}

Epprovedior Release by NSA on 12-19-2014 FOIA Case # 70009 (Litigation)
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1. (U) Intelligence, counterintelligence, and intelligence-related activities that
violate law, regtilation, or policy substantiated during the quarter, as well as
actions taken as a result of the violations

(U) Intelligence Activities

(UHeH6) Unintentional Collection Against U.S. Persons or Foreign Persons
in the United States

187 =5 This quarter there \?\CILDNSM]]CLS in which Signals Intelligence
(Sl(r[\H ) dnal} sts inadvertently targeted or collected communications to. from. or about U.S.
persons while pursuing foreign intelligence tasking. All intercepts and reports have been deleted
or destroyed as required by United States SIGINT Directive (USSID) SP0018.
, e (D))
(U) Targeting i (b)(3)-P.L. 86-36

“a SIGINT analyst at a colluuon site discovered
ﬂldl a td phnne SLILUOI lm a U.S. person was inadvertently targeted. The tasking error occurred
because the analyst transposed the digits of the telephone number. The site detasked the selector

and deleted collection un| |\’u reporting was issued based on the m]luuon
o (D)(1)

Qa— (b)(3)-P.L. 86-36
| Inn \S ’\ ana]\ st tound t 131? ectors had

|s\ as dclucdl Thé»sgl}:c't'ofs associated with the targets

were detasked onl ‘ another analyst found additional collection
from a different tasked selector for one of the argets. The collection was marked fm
deletion] .o 5 Jo)(1)

......................... — (b)(3)-50 USC 3024(i)
[no reports were issued. (b)(3)-P.L. 86-36

[NSA analysts learned a foreign intelligence target

had arrived in the United States onf L'l"h.csc
analysts neglected to share this information with other NSA colleagues targeting this individual
until | the second-group of analysts suspended .1ssa;uated

collection and detasked an e-mail selector. No reports were issued. o))

(b)(3)-P.L. 86-36

an NSA anah st qugrlnd a raw traffic ddtahd\t
usmg an ¢ maxl selcqor associated with a U.S, person. The analyst-conducted the appropriate
research to determine the location of the newly identified selector: however. the analyst
overlooked information that attributed the selectorto'a U.S. person tasked undér an FAA 704

Certification that expired| | The analyst deleted the query results the same day
without viewing them. The analyst deleted the query| | There was no reporting.

The analyst was counseled to conduct more thorough research on the location of targets before
querying.
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(b)¢1)...
(b)(3)-50'USC 3024(i)
(b)(3)-P.L. 86-36--

* (b)(3)-50 USC 3024(i)
(6)(3)-18 USC 798
(b}3)-P.L. 86-36

. ; Durmg a routine audit conductcdj»“ ' |I\b\ discovered
that an anai\ st imd inadvertently queried v j in a
raw traffic database. The incidentoccurred hLLdLISn The analyst did nol verify thc Status of the
entity before performing the query. All queries and results were deleted. '

: | il Id]} NSA analyst discov eud that the se LL[UI’\

(b)(U tm a mlld tmcwn mh.llu_enu. target were queried in a raw traffic ddidbdsn while the target \us
(b)(3) P.L 86 36.
2 I()Latcd in the U nmd Stites or 1

‘-'ﬂw an;ﬂyst deleted the query results] [ New procedures have been
implemented to-ensure that traffic is reviewed.

e e e on '|':m NSA analvst learned that a valid foreign
target had traveled to the United States from| _ rl

| collection on

1 Hﬁcr returning from leave. the analyst
detasked target selectors) land deleted intercept
that had been collected while the target was in the United States. Database queries and results
were also deleted] | No.reports were issued. The analyst contacted the
Intelligence Community customer and learned that the customer knew. that the target had been in

the United States from| [but neglected to.tell NSA. The customerwas

reminded to alert NSA when targets| the United States: o )
o (b)(3)-P.L. 86-36

an NSA azml\ st queried on the xcluclm used by

lorugn uue}h;__eme ler’C'{ based mn the United States. The incident occurred because the analyst
did not conduct sufficient researclf .~ |before performing the
queries. The query and results were deleted

(U) Database Queries

i S - occasions. analysts constructed database queries that targeted
U.S. persons, and mi_loﬁhusc occasions. the queries returned results from the database. The
results returned from these overly broad or poorly constructed queries were deleted. and no
reports were issued. Procedural errors contributed .t\D\«i(_ﬂalions.

: s |an NSA analyst discovered that selectors

taxl\ed ina ddldhd‘w were associated with a U.S. person. The terms were tasked by a

previous analyst who believed that the selectors were associated with a valid foreign

i intelligence target, The analyst immediately submitted a request to have the selector

(b)\(3)::P-'¥- 86:36 detasked. the selector was detasked, and the analyst deleted his query
, - and the results.

S . Lx SI(JI\J analyst performed a query in a raw traffic
database usingl e |:15 a query term. The query was designed
to retrieve traffic containing threats pcrtaininu to|

The analyst was unaware of USSID
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Ep%é;g-P.L. 86-36

SP0018 guidelines for performing this type of query. The q,ue'r_\r" was giéln:led
2010.

INERI lan NSA audjtor discovered queries *
containing U.S. selectors. !hL queries returned results: however, the
application had difficulty loading the results. Therefore. no U.S. communications were.
reviewed and no reports were issued. The analyst deleted the resuhs| |

: : an NSA analyst queried a raw traffic
databm using an e- mdll sclutor known to be associated with a U.S. person usually
located-in the United States. The selector was found to be in contact with a valid foreign
target tasked| lunder FAA 702 authority. The analvst queried the

2 xdutml

2010, but-did not coriduct appropriate research|

(b)(3)-P.L. 863 DrigteTes »
- before performing the query. After running the query| |the analyst was
- told by other branch-members that the e-mail address was used by a U.S. person. The
“analyst deleted the query results o There was no reporting. The analyst

) \\‘as'"éounéglcd by branch management on the importance of making appropriate
detex minations ahout lomlwn\ of targets before qucr\ ing.

. ﬁ“ SUSIUREL TO-HSA— f“v’l?ﬁ 01’1:311 NSA analyst submitted one query
l"dln‘,ll | Although the analysts original target was a valid foreign

s target, the analyst expaiided the search 1o include the U.S. selector. Oy
* an NSA auditor discovered that[.. |

and requested the analyst to do further research. after searching open
source information, the analyst determined it to be a U.S. selector and deleted the query
and results. No reporting was issued.

| an NSA analyst inadvertently queried

[ Jus. telephoric numbers | | The analyst neglected to ascertain whether
.. all the selectors| |
: " targets, and not U.S. telephone numbers: therefore, the query inadvertently contained
Egggg N L'";G . LS. rrtcl,cphon,;mnurnbe)>. Upon seeing the large number of results returned. the
: analyst deleted the results without viewing them on The analyst confirmed

. _that no further collection had occurred, that all collection had been deleted. and that the
“[[__Jelephone numbers had been deleted from the query.

- lan NSA analyst learned that a selector queried on
i |was associated with a U.S.
person] INSA received Attorney General authorization to
-

[outside the United States. These time periods included| |

[the NSA analyst

realized that the query-conducted.on} o . fOF-the-timeframe

(b)(3)-P.L. 86-36
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" (b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

| [was in error and notified branch management.
the NSA analyst deleted the query-and the returned resu]ls._,ﬂmcrc was no reporting.

|an 7\\ A aml\ st mxsmkcnl\ mclu&kd one ¢ mdll xdcum

(O e
(b)(3)-P.L. 86-36

I T [ ey PR

. |m a-query against E: 0:123 33
1| _IThe analyst uumatcd 1hc, volume of results for the total query at
messages: however, the analyst did not view any data lmml selectors in

quesfion before deleting the query results] There were no reports issued
bd\td on the query results.

(b)(1) M B Lo e B L
b)(3).p|_ 35 35 iy T "_ ) . s

.. _query learned llm a vahd fumm intelligence target had Ud\\.[Ld to the l thd States on
o, |and had departed the country h_\l | NSA collected
Imessages sent by the target during this time period. The messages were purged
| A heavy workload prevented the analyst from reviewing the selector
regularly. Management redistributed work to prevent a recurrence of this problem.

(e
S SR HEHSAFYEY |an NSA analyst inadvertently queried
T fof a U.S“based| lused by foreign targets. The analyst intended
to target the}- [The analyst deleted the query

results ,On' No reports were issued based on the results of the query.

|an NSA analyst inadvertently targeted a
s jery in a raw traffic database. Intending to query the
DO e a th.S. the analyst used query terms that
The analyst deleted the query and results

an NSA analyst conducted queries on

selectors abxocmled w lth a probable U. § puson | |the analyst asked a
second analyst to look for any other information on the target that the branch might have.
(by(1) - The second NSA analyst found an e-mail from| | |

(b)(3)-50 USC 3024(i)
(b)(3)-P.L.86-36

[the analyst deleted

the queries, the saved results. and data in analytic files

SR a new SIGINT analyst inadv emml\
queried on an ¢ m"m m.lutnr and two telephone numbers associated with a U.S. person.

Although the e-mail address contained
o e L Lthe analyst proceeded with the query and discovered two telephone numbers used
e by The owner of the e-mail address. The analyst failed to verify that the selectors were
EE;%;_P L G associated with a U.S. person before performing the query in a raw traffic database. The
- query results were deleted the same day.
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l{ih NSA audi

quu\l — |dc>pltc av aﬂable information identifying them as U.S
| P\n Us. communications were noted and no reports were issued. The query

€51(1)

De Losds ‘and results were deleted-on | |

(Uf ::éefentnion%

purging delays:

(U) Detasking Deléy\s\.\_\

" (b)(1)
(b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

tor discovered a query
an NSA analyst perfopmed the -

an NSA analyst learned that a foreign intelligence
tar get was in tlu U mtul \t.m: The same day. the analyst detasked associated selectors and
rcqueslcd that data collected-while the tar get was in the United States and stored in a database be
purged. The collection was not-purged until I:Ibeuum the analyst did not follow
proper pruudmes Management rgmmdtd all unplo ees of proper procedures to prevent future

hn NSA analyst dlsw\ LICLI that a selector tasked

under E () 12333 was nn\ dle%]\.cd when the target visited the United States onl |

—

b EaBe]

. [ Upon discovering tha'{"rhq_sclcctm'
1 remained tasked under E.O. 12333 w}iu,tmn. the analyst requested immediate detasking on

I:l I'he collection was deleted oanlwith no reporting.

On an NSA field site was notified that a large volume

of ddld was bunﬂ lor\\drdcd as part ol a test of a raw traffic database. It was determined that

during system testing would likely collect

U.S. communications. Normal procedures had not been followed during testing. All local
tasking was deleted. and the site analyst marked the collection for deletion. No reports were

issued based on this collection. .

period was deleted onf o

7

{

, , Iun NSA analyst dl\(.o\ crcd that a \clu.tor ior a
U.S. person was Stl“ taskcc ata collection site. The selector had been’ detasked on| - o
ut the site failed to implement the dt.laxt\ order. 1ne traffic collcuud uurmu thns nmc

[ (b)(3)-P.L. 86-36

- e an I\S A analy st d)sm\ ered that anolhu NSA andl
had neglected to detask] r—rr-"“"seleutors associated with targets that were in the United States fror

| The selectors were detasked or{

Collection onDl the

selectors was deleted| [{here was no reporting.

23 O | an NSA anal yst discovered that a selector had not

been detasked despite] lthe United States from

: (ml the selector was detasked.

.an analyst deleted the

collection. There was no reporting based onr thh wﬂeumn

(b)(1)
(b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

(b)(1)
(b)(3)-P L. 86-36
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(b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

, 7 an-NSA andh st noticed a significant 1nuca~.g in
uallm .f,md dxswvuuj e- maﬂ messages from U.S. persons. The collection was turned of!

the cause of the error was determinec {10 bel.. 1
khat was corrected the same dav, A requést was madg opurge all data
affected by : S e Iy

(@)(3)-P.L. 86-36

7 Ty fan NSA dna!\'st dl\\.U\ ered thcl xdulm\
Lontmmnﬂ 1\pm‘j eIrors had been tasked In support.of two consensual agieements sponsored b
an Intellicence Communitv goency  Twerasreements anthorized tarcetino ofa 1S personl™ ]

the analyst received a third consensual agreement for the period|
Only when the last agreement was received was the analyst provided with corrected
selectors. At that time the analyst Tearned that the selectors were used by a U.S. person and had:
been authorized by a consensual agreement. The analyst believes there was no collection from
the incorrect selectors. There has been no reporting.  All branch analysts were reminded o

fo carefully review approved consensual collection agreements and 1o take steps to
avoid typing errors for the selectors.

(U) Dissemination of U.S. Identities

HSHASHAR A The NSA Enterprise issued SIGIN fpmduct reports during
this quarter. In those reports, SIGINT analysts disseminated wn"mmnu,amnh to. from, or about
U.S. persons or entities on |m.msmn~. while pursuing foreign intelligence tasking this
quarter. A total anZISI»(;i'E_\fT products were canceled as NSA and Second Party partner analysts
learned of the U.S. persons, organizations, or entitiés named in products- without authorization.
All dam in the canceled reports was deleted as rcqum,d and the u.pnrts »\ere not reissued or
were reissued with proper minimization. s

'(b)(3) P.L 86-36

(U) The Foreign Intelligence Surveillance Act (FISA) = - o)
o g (b)(3)-50 USC 3024(i)
(U) Database Queries (q?}«(e’)\.P - e

SLUSLANE _jan NSA annl\-‘sf perl'bmwcl. a‘query on lhe selectors for ™

| ﬂw amlx st deleted thc qum and results un' I
No e ports were lssucd bascd on the results of the query.,

dn ?\S\ analyst performed a qucry| |

The analyst deleted the query and results on

(U) Tasking Error

, an NSA analyst learned that a tasked selector for
a H‘» \ autl wuxr.d urm.t was associated with a Ll Sl | ['he analvst detasked the selector

on All colleet wd was. deleted n-n:l

R
(b)(3)'PL 86-36

6
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T (B)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

| |Thc delay in deleting the data was attributed to duluulllu with executing
] |ql.|<:1|u to identity collection for deletion. To prevent recurrence of lhls
7 type of incident, NSA has implemented a procesy
No reports were issued.

{b)(1)
——— v , i . {b)(3)-50 USC 3024(i)
A EYETYY |durmg a review of tasked cellular telephone (®©)(3)-P.L 86-36

ers in conjunetion with preparation for the renewal of the FISC Order, NSA analysts
discovered that] __pellular telephone numbers authorized under the Order remained on tasking

- > ey VI |
[ This incident was reported to-the FISC of

0)(1)- ,

(B3P L8636

RO US4 'ﬁ‘“"""“ﬂl I\\ A discovered that a SIGINT collection site .
' g.rmnwuah taxkcd I AA 704 and 705b selectory

I'he site dcmsks:q all ol the target s selectors)

; 7 . I:m NSA-analy st dxxw\ ered that an e-mail selector
* ‘z\\ouatcd mtl 14 H‘s( -authorized target remained mslu,d|
' | The analyst believed that all of the targets “sclectors had been detasked in
Lhis selector was detasked ony

[Fratiic collectedq| |\.\vus purged.

ot |\\\ analysts inadvertently targeted
tclcphnm xdumrxl - [not authorized on NSA FISC Order. The target
andlwll Y g, |
| [ The incident occurred because of
 missed communications among several analysts and the abseiee of one of the primary tasking”
‘("b’)"(1) analysts. An analvst began detasking the selectors on | The detasking was
(D)3)-P. '- 8636 completed on |and collection from| |
was purged. One teport was issued but was canceled on The analyst discovéred on
that, due to a software problem. the report remained iny the SIGINT report
Tcpository. The analyst canceled the report agairion "

j 1 —
2 |
A{TSH#NFT Business Records (BR) Order (b)(3)-P.L. 86-36

NSA discovered that the BR metadata for a U.S. telephone identifier was queried on
after authorization to target had c.\'pircdl | The identifier was

mislabeled as authorized until] lin NSA’s list of identifiers. The incident occurred
because of delays in NSA's manual review of the list of identifiers. No reports were issued
based on the query-résults ISA implemented a new program to automatically

update an identifier’s authorization status.

)
(b)(3)-P.L. 86-36
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(b)(1)
(b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

(U) The FISA Amendments Act (FAA) #)(1)
2 (B)3)-P.L 8636

(U) Section 702

(U) Unauthorized Targeting

e : - \\ \ dlhll\ sts dmm ered that an e-mai
]6L[Ul for a ‘nllld F. 5\ \ 7(}'-’~dutl‘|cm7«,d target \\.l\ t(}\kui \\h[lt th target was in th U mttd

btdws on AT | Although traffic on the targ u.l 1S
‘ | analysts had ov cr!uoka,d mimzmm@n about the target's t d\d {0 thc‘

United States, The selector was duhlhi\tdl ~_Jand collection from
has hu,n puumd ’

A RS SRR ' r \\/\ L:.and that the e-mail address Llsmuatc.d
with a valid imclligcu‘ Lamu was ldhlxt.d while thc tareet was in the United States. | |

7 |(hL United States |
[ \!l FAA 702 data mlluted‘ [

' Ih’aé been purged.

NSA analysts discovered that a target tasked

undcr FAA 702 aul]wnlw was m the United States between| | Although

traftic on thetarget i [the primary analyst was behind in reviewing

traffic and-ov uluokud mTonndImnl that revealed that |
he United States.~ The selector was detasked on and all collection

il

- hel\xe 1as been purged.
(B)B)-P.L. R P
k k [SURE] TOUSAEVEYY

_ _ |fh&. selector for a valid foreign intelligence target

e 1emdmc,d tasked dm’mg t]h time thetarget was in ihL { nited States. The selector was associated
C witl IIhs: United Statesonl | The
- _incident occurred because the an.ﬂ\ st had inadvertently missed the sclecto
| The selector was detasked ot and traffic chLtcd during
was deleted.

NSA discovered that the selector for an FAA 704-

authorized subject was erroneously tasked] | The tasking error
occurred begause the selector was improperly The selector was
< detasked on No collection resulted from the tasking.

Ebg(;o,%;p._,l,;m, o UREL TO LS A EVENS On NSA discovered that an dnal\ 5t had erroneously

“tasked a target seleciar on l*--_ fore the tasking was approved by NSy \ ony

e | NG E 1\\ 7()“’ ddld was collected.

NSA discovered that Lelectors associated

- with a valid forejen intellioence target| lhe tinited States
®)1) _ (b))
(b)(3)-50 USC 3024(j) BT B e e e P e o (b)(3)-50 USC 3024(i)
(b)(3)-18 USC 798 TOT S N LT VIV F T INO T INON (b)(3)-P.L. 86-36

(b)(3)-P.L. 86-36
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(b)(3)-50 USC 3024(i)
(b)(3)-18 USC 798
(b)(3)-P.L. 86-36

-I'he incident occurred because the trathic associated with the target selectors was not

routed 1o a new analyst when responsibility for the target was transferred | | As
a result, traffic was not reviewed after] | The selectors were detasked Onl |

and all collection has been purged.

hurmﬂ arev lt"‘\\ oi FAA-tasked selectors, NSA' ib)(1)
 selector for a-valid fore 10)3)-P.L. 86-36
“TAnalysts-ov eﬂuok\;d this information that was

o | All coltection was deleted on
IThe ylu.mr was not. dcm\kcd because the target had departed the United States on

- . e |an NSA analyst tasked the selector for an indiv |dual
hLllt\Ld to- bc av ahd lorewn intelligence targel _the United States.

W hile researching the selector and another tor| |targ_c‘t. the analyst performed a query

{b)(1) =
(b)(3)-P.L. 86-36

in a raw traffic database and found additional information that suggested that the target may be
located in the United States, the analyst detasked the selector and deleted the
query and results. There was no reporting. (b))
(b)(3)-50 USC 3024(i)
| P)-P.L. 8636

, )
(U) Database Queries A Ebgg:s; 50 USC 3024(i)
(b)(3)-P.L. 86-36

e e - On Lan NSA- ”mdhsl queried the
selector for an FAA 705b un'gei_ e —Inm traffic database. The queries

did not prodpce anv results or r€ROMNG. The analy STrecerved trmmn;_, regarding queries on FAA
705b targets N :

an NSA andl\ st pcrlormedl I.lucries

in araw uattu diltdbdbe on the selectors associated with an F AA 702 target while he was in the
United States, The incident occurred because the analyst did not perform due diligence in
executing queries that excluded the timeframes of the target’s travel to the United States. The
query and results were deleted the same day the queries were pertormed ‘\o 1eports uern mucd
based on the query results. » \ -

+ O—-During the second quarter. NSA discovered thal [\\0 sottw axc buus
prevented the 1mplcmemalmn of tasking and detasking requests. As a result of the. software
problems, at leas FAA "()"—aul}mnzed selectors remained on collection dcspuc aucmpl:. to

)
(b)(3)-P.L. 86-36
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523831 8 USC 798 52;850 USC 3024())
(b)(3)-P.L. 86-36 | (0)(3)-P.L. 8636

detask them,-
and another was to be detasked becausg of the farect o the United States. The

software pmblcms were discovered on il and th electors were manually
demskcd\on the same dd_\ th mn\\arc was mudlmd 014 to correct thc problems.

: ¥ On two 'nccusjuns. ol ried on a
selector fue an F ’\A T(hb subject] -~ - The incidents
occurred bﬁtdtlbt’ the analysts |bc,toru performing the queries.

I ong” instance. the analyst deleted the query and results on] | In the second

' msmm,e the analyst stopped the query before any results were returned. To prevent future
EITOTS, New pmccduru have been implemented requiring a secondary review before queries are

(bz<3)‘-li.-Lé 86-3

an NSA analyst discovered that a guery on e-

nuu} \eleumxi [had been detasked] | The
selectors, originally tasked| [were detasked on |because the
accounts were| Ja U.S. person. The error occurred because

another analyst set up queries in a personal folder rather than in a group folder while the
selectors were still tasked. which prevented other NSA analysts from being aware of the
existence of these queries. These queries were overlooked when the selectors were detasked.

The query and results collected between were deleted on
There was no reporting.

o)),
(b)(S) P.L.86-36

(U) Detasking Delays

A During a review of FAA mxlu cdursl
I\SA cmalx sts learn:.d lhal Im -mail selectors aswuatcd with or
targets remained tasked after the targets were in the U nited States. |

—_— |the
United States onf [they neglected to detask the e-mail selectors,__The e-mail selectors

were detasked oﬂ All FAA 702 data collected between
was purged.

: ; dmmg a daily review of F XA 702 1dsk d se lectors NSA anal\ Sts
discovered that|_feTectors Tor vali emained tasked dur
were in the United States

orelen targets re

the United States, the target analvsts erroneously believed that -

/‘ ?CILC‘[O]’\ were allowed to remain on task during the time vas in the United \tal«.q
The selectors were not detasked because had departed the United Swlxs
asof] . .......JAILFAA 702 collection between was pux tmd !
(by(ry: ! L F
(b)(3)-P.L. 86—36 iy 4
(U) Data Handfmg Errors RO

(b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

(U 44-9""""’7 ( ’HDOCCdRmns h‘.t\\un T "AA-derived
information was available to NSA analysts not cleared for F: \L\ access.” Onf |
occasions. NSA analysts received e-mails containing FAA 702 information. Upon discovery of
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“(b)(1)
(b)(3)-P.L. 86-36

the error, the e-mails were recalled and deleted. On yecasions, NSA analysts not cleared for
access to FAA data were allowed to view FAA data In a raw traffic database.

(U) Retention

(U NSA implemented a new process to ensure that FISA Amendments Act (FAA)

collection that is required to be purged is purged from NSA databases. A |
o 1dmt11\ data that should be
purged. During the second quarter, data that matched the \dmtun on theg was purged or

aged off.

(U) Section 704 P
“(b)(3)-P.L. 86-36

(U) Database Queries

(U/+eten an analyst queried a raw traffic database using an FAA
704-approved selector without limiting the search to items collected under FAA 704
authorization. The analyst realized the mistake before results were returned. so no reports were
1ssued. Management counseled the analyst about the importance of performing due diligence
when conducting FAA-related queries.

| SRy
(U) Section 705b L BGsousc oy
. o . (?‘)(3)__.9_1__\86-36

(U) Database Queries

| | Bd\ui on the dlxw\u\ of lh]x mudem NSA auditors rmw\ud other activ 1UU~ d]'ld immd

NSA discoy ered that 1hc|

four more occurrences of] - x 1

| In all instances. the| |\u.1e deactivated and nw.l |

were created to a\dudu FAA 702 authmm,d collection. New procedures have been
implemented that require analysts to indicate| |

[ T1naddition, an online working aid provides tool-specilic nstructions for querying

FAA 705b target selectors.

(S/RFETeoESAEA0- INSA
analysts conducted queries using an ¢-mail selector known to be associated with an FAA 705b
target against FAA-702 data. A total ul“l huurics were performed| ]
| - ['Fhe problem was corrected on Neither the query nor
the results were stored. :
e o)1)
(b)(1) (b)(3)-50 USC 3024(i)

(b)(3)-P.L. 86-36 - (b)(3)-P.L. 86-36




b)(1)
(b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36
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By
(p)(3)‘-P_. L86-36 ;

INSA auditors discovered that m ¥ dnal\ sts h-jd

queried the sc‘lcctmi‘lssun iated with an I 5. \ 7 05b targetf-. Iof a raw traffic "
. database. A total of] Jueries were performed by the two ana lysts] |_

While both analysts were aware of the prohibition of targeting U.S. persons| | 1

the analvsts were unaware that the target was under FAA 705b authority. Only one ol the
analysts was a\\‘arcl The quéry-did not return
any results and there was no reporting. New procedures have been implemented Ihal lcqmrc
analysts to indicate the location and collection authority of the selectors. / ‘ ‘

an cLDd yst submmu | huems on

St:h,dmx fut F. \x\ 705b hnsmts P | The error occurred ‘
because the analyst was unaware of| [when targeting
FAA 705b-tasked selectors. Queries on{___ pf the selectors returned |
s and gueries chlccmrs did notretura-any results: - Al results were deleted-o
EE%E;;PL 8636 Lhe analyst received additional training on n the correct querying procedures and
data sources w hcn pu formmﬂ quems on F \,f\ 7ﬂ5h~ms ked selectors.
s E : | P, Idﬂ dnah st pextmmui a quéry or _ISLlCC[DI'S that
\‘.\\w.n. dctdxm d duc to thc target’s travel to the United States onf Although the
analy \t| |dctasking in advance of lhe] the analyst

neg glectcd t0 lerminate queries in a raw traffic database. The analyst deleted the queries and
esults on|:| No reports were issue based on the query results.

S - . while researching a list of tasked selectors. an
analyst quun.d thL sdx_uols fo FAA 705b targets in a raw SIGNT database containing FAA
702 collection. The error occurred because the analyst-did not realize that the list contained FAA
705b targets before initiating the queries. The analyst deleted the results on hnd the
queries o A o

e e a SIGINT analyst queried the selector used b,\.jan
FAA 705b targe Im\\ traffic database. While the query was
running. the analyst did further research that revealed that the selector Was dssua.mtt,d \\nh an
FAA 705b target. The analyst deleted the query dl"ld results. !

o)1)
(U) Tasking Error (b)(3) P.L. 86-36

Lh

b

M ) [NSA discovered that kilectors associated withan FAA '7(
target were erroneously tasked] -

The I;k/lu;ml#\\ ere deleted from |

sites did not collect-any traffic on the
selectors. NSA has since implemented a new tasking rule h'unnq B
when FAA 704 or FAA 705b authorization is applied to the m,lu.m’r,_:. _ ‘ e i

O
(b)(3)-50 USC 3024(i)
(b)(3)-P.L. 86-36

dp 7 R0 R 5
1
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"‘;f’"(b)(3)-P.L. 86-36

(U) Other

(U) Unauthorized Access

VREL TOLS ALY, o humm errors allowed an

\\ A analyst dc‘plm ed to a field xlu to access FISA- authmm.d data although the site is not
authorized to access this data. The error was caused by a misunderstanding of guidance and a

I:Idefu}' in suspension of the account ;'1llc1‘ ‘L,hé;-.n.ml_\'st deployed.

A : |lou1 NSA analysts who did not have the appropriate
tmmmu 10 view II\ A- du!\ ed data came in contact with summarized information on the

| | Two analysts
have already taken the required training and the remaining two analysts have been scheduled to
take the tl‘ilining. (b)(1)

(b)(3)-50 USC 3024(i)
(b)(3)-18 USC 798

(U} Inappropriate Access Controls on COMSEC Monitoring Data (b)(3)-P.L. 86-36
CFSUSHREL TO LS A IVEY)] INSA discovered that COMSEC monitoring
data had| e |
|dm to an imoroperlv configured processing system. The configuration '
pmhh*mﬁ WEre wrr;uui oﬂl | ) |
' - [To prevent future occurrences.:

"NSA has iiﬁplcmcntcd al [to-alert analysts to the uninitended presence of
COMSEC data| i

byt s (D))
Ebg(3)~P L. 86362 () Unauthorized Collection of COMSEC Monitoring Data - L Egggg goLugé:3%oz4(i)
" SHREEFO S AT Py =~ On NSA d:swuud that a system- pmhlgm ai om,d
S putside of the authuuzui! . |p=q\xldul by the customer.
After an upgrade to sysiem software on technicians noticed that the S\'S‘,(cm was not
| e “Data received from the time ol the upgrade to the time ‘was
implemented oiy vas 1ot “No reports were issued from the

collection. b))
(b)(3)-50 USC 3024()
. , <18 USC 798..
(U) Computer Network Exploitation (CNE) EE;%;L 8636

R A LBEAzzza e =

i3
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)
(b)‘(S) 50 USC 3024(i)
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(U) Counterintelligence Activities

)
/ (b)(3)-50 USC 3024())
] (b)(3-)jP'.\|;-;;‘8\‘6:36

(U) Nothing to report.

(U) Intelligence-related Activities

L r To reduce the risk of unauthorized te uphnnx mllutnm and pu\un \mlalmm NSA
mxtmmd a process that gives analysts greater gmd [Mgr m~.wh[ into a target's location.”

| In the instances when u:d%u.tmn
occurred. it was purged from \\ \ s pnnupdl raw {raflic repositories when required.

NSA analysts found IC e selectors
| |this quarter, WTen collection occurred, 1L was purged
from NSA’s principal raw traffic repositories when required.

U/Ae6F Although not violations of E.Q. 12333 and related directives. NSA/CSS reports
instances in which database access was not terminated when access was no longer required:

”: RS WAL S Eb)(3)-P.L.86-36
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2 (b)(1)
(b)(3)-P.L. 86-36

Once identified, the accesses were terminated. In addition. there were|  |instances of
unauthorized access to raw SIGINT during]

2. (U) NSA Office of the Inspector General (OIG) Intelligence Oversight (IO}
Inspections, Investigations, and Special Studies

(U/AEHE During this quarter. the OIG reviewed various intelligence activities of the
NSA/CSS to determine whether they had been conducted in accordance with statutes, executive
orders. Attorney General procedures, and DoD and internal directives. With few exceptions. the
problems uncovered were routine and showed that operating elements understand the restrictions
on NSA/CSS activities.

(U.p.g{_qﬁ | - - s , (b)(3)PL 86-36

(1 "l”hc| |i() program has undergone several leadership changes in'the pasl h\»
years and, as a result. is still maturing. The site’s program would benefit from continued -~
attention to documentation of processes and procedures. Cutrently the site does not have’
Standard Operating Procedures for intelligence oversight. Records to document compliance with
[O training requirements fm‘l personnel are incomplete: howc\fcnI:lchmpliancc
with the required [O annual refresher training is good.

(U) |

A O-SANESS During an OIG review, NSA discovered that the _,
lhad 1o Tormal process
to verify whether individuals with access tol had
been appropriately trained. By had dcld:d| pccounts because th
individuals no longer required access to the data. | ldu.()um holders obtained uqun’cd
USSID SPO018 training, and| pecount holders obtained required clearances. To prevent future
unauthorized access, stablished a formal au,uunt 1eqm>t process in vshuh dmxanwx
are verified before accounts are created:*. : ‘ ‘

‘(S)(3)-P.L. 86-36

(U) Misuse of the U.S. SIGINT System*(us_SS)
. A Eﬁiﬁl,i-so USC 3024())
(U) Nothing to report. (b)(3)-P.L. 86-36

)
(U) Congressiconal and IOB Notifications (P)3)-P.L. 86-36

(U) Nothing to report.

3. (U) Substantive changes to the NSA/CSS Intelligence Oversight Program

(U) Nothing to report.

4. (U) Changes to NSA/CSS published directives or policies concerning
intelligence, counterintelligence, or intelligence-related activities and the reason

for the changes

(U) Nothing to report.
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5. (U) Procedures governing the activities of Department of Defense (DoD)
intelligence components that affect U.S. persons (DoD Directive 5240.1-R,
Procedure 15) Inquiries or matters related to Intelligence Oversight Programs

(U) Nothing to report.




