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MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (intelligence Oversight) 

SUBJECT: (U//FOUO, Report to the lntelligence Oversight Board on NSA Activities -
INFORMATLON MEMORANDUM 

(U/fFOUO~ Except as previously reported to you or the President, or otherwise stated in the 
enclosure, we have no reason to believe that intelligence activities of the National Security Agency 
during the quarter ending 30 June 2011 were unlawful or contrary to Executive Order or Presidential 
Directive and thus should have been reported pursuant to Section l .6(c) of Executive Order 12333, as 
amended. 

(U//FOUO~ The Inspector General and the General Counsel continue to exercise oversight of 
Agency activities by inspections, surveys, training, review of directives and guidelines, and advice and 
counsel. These activities and other data requested by the Board or members of the staff of the Assistant 
to the Secretary of Defense (Lntelligence Oversight) are described in the enclosure. 

lo!~021~ 
Inspector General 

p~~JJ-
Acting General Counsel 

(U//i;'OUO) l concur in the report of the Inspector General and the General Counsel and hereby 
make it our combined report. 

Encl: 
Quarterly Report 

General, U.S. Army 
Director, NSA/Chief, CSS 

This document may be declassified and marked 
"UNCLASSLFlEDNfot Official Use Only" 
upon removal of enclosure(s) 

E\pproved for Release by NSA on 12-22-2014. FOIA Case# 70809 (Litigation) 
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I. (U) Intelligence, Counterintelligence, and Intelligence -Related Activities that 
Violated Law, Regulation, or Policy and Were Substantiated during the 
Quarter, as well as Actions Taken as a Result of the Violations 

A. (U) Intelligence Activities Conducted under Executive Order (E.0.) 12333 
Authority 

(U) Unintentional Collection against United States Persons (USPs) or Foreign 
Persons in the United States 

(U//FOUO) During the second quarter of calendar year 2011 (CY201 l), signals 
intelligence (SIGINT) analysts inc:::J·insta.pces inadvertently targeted or collected 
communications to, from, or about USPs wI~i'fe .. piTrsuin.g .. foreign intelligence tasking. Unless 
otherwise specified, all intercepts and repo1is have been deleiea··ordestrny~d as required by 

United States SIGINT Directive (USSID) SP0018. ::::: .. -.:::::::::::;iiiii'_{ (bl (3)-P.L. 

1

. (U) ;~;;:)I lduiiOi ~;~~iew :ft~ked ;~t~i~ :~~ :~:ilyst 
discovered that selectors had been tasked for foreio:·n intelli<rence· tar ets lo'catekl in the 
United States. The error occurred . ..-::::::.-· ! ! The 
selectors were detasked ·nff were..enfored in~o ... a database co~iatiung selectors 

that should not be taske ection .... ~'.cctLFred. .....::::::::::::>_... / / 

(U//FOUO) I J·NSA analyst{t~arned that the select9{·s /asked on behalf of 
an Intelligence Community (IC) customer w~r~ .. associated with a USP. The/error occurred 
because NSA analysts did not researchmw ·~efectors before submitting tlienr for tasking. The 
selectors were detasked I l·a·nd all collection was purged/fro~fi the IC customer' s 

databases. _,.......- _ .. / .. / ,! · 
..... ··" 

(U//FOUO) On[Jfccasions I IN-stV analysts learned that 
selectors for valid foreign intelligence targets remained on task while tlie targets were in the 
Utlited States. The selectors were detasked in all instances exceptD ' for wllich the targets had 
already departed the United States. No collection occurred. 

~~~~~~~--~-~'!.~1'!.------.o-c ..... c-as.._io ..... n .... s.._b ..... e-tw.....;;..;,ee.~ I SIGINT 
analysts discovered tha.t associated with a U. S military 
installation had be.entargete ata collecte W~$- · eleted ~Y.1 I and no repo1is 
were issued. ,........... ......- ,.. ...... 

...... ·· .... ··•···•· ....-----·-" ___ .... 
..-+.~~t:r-i~~o,A,,~ .. ¥-1;! .. ~- - an NSA analyst learned that the selectors 

..... · 

fot alid foreign inteJliaence targets r~mai'ned on task while the targets were in the United 
,.... .......... States ... i:_:hl ~electors were deta*ed-1 I and no repo1is 

i~i i ~ i = ;o \s~-6--3 ~-~-4-(_i_) -------~-~-;. -;.-; -•••• -.;: / ········· ········· ········· 

(b) ( 1) 
(b) (3 )-P.L. 86-36 

I OP S~CitE'f/fSi//HOFO~T 

Derived From: NSA/CSSM l-52 
Dated: 20070108 

Declassify On: 20320108 

86-36 



DOCID: 4165278 
...... l b.) ( 1) 

TOP SECRETHSIHtqQfORH .... / ( b ) .. "{-3.) - P . L . 8 6-3 6 
.... / (b ) ( 3 j""'-.!;> 0 USC 3024 (i ) 

...... ······· ... 

were issued. ,../ 
..__I ___________ ___.!--"· 

(S77r<EL TO USA, FVEY)I 1-a.n.N_SA analyst learned that the selector for a 
valid foreign intelligence target remained on task while the.larget ... w_<_ts in the United States from 

..... Th ·· n l . L v rl k th l t r whil ..... t · kinaJ L 
:Th~::serec.tQ:f::::w~-s 

~d-~-a~*~e-d~~~~~~.-~-o~ff~e-ct~~-n-.. -w-a-s~~~e~~-w-~~--~-~~--hb---Tu-~-~-TI-i~-~~ ..... ~ci~~~-.i~~-~-~~~~~-----------~~(1) 
.....__ ___ __,,, (b)(3)-P.L. 86-36 

(U//FOUO} I l an .N.SA .. ~_nalyst learned that a USP had been targeted . The 
error occurred because the tasking analyst was frii'aware .. ofthe target's USP status. The selector 
was detasked I l· .. The .. aniount..o.f..Y.Qtl.~g~~?.•~J 1 .... Nor~P?.~ts were issued. 

.................................. ......................... ·················· 

(Sh'REL TO USA, F\'£ Y) :: NSA""Tb > < 3 l - P. L. 8 6-3 6 ------------------------------------an a I y st s discovered that selectors for valid foreign intelligence targets remained on task after the 
targets had traveled to the United States. The targets' selectors under the Foreign Intelligence 
Surveillance Act (FISA) Amendments Act Section 702 (FAA § 702) authorit had been detasked 

..... .... ---------------........,,,......,..,....-...,.....----..,.......,....,.---------.,....,...--...,.....-----="--.....,..-------------
......... Collection resulted rom one o the selectors. The selectors were ...... ·· .................... ______________ ___ 

.. ,c:: detasked , and no reports were issued. 
(b)(1}' ······ ................. . 
(b) (3 )-P. L. 86-36 ........... (''f s?/SE'~W) .. 

........ .. .. •"(6) ( 1 ) 
.. ......... ........ ,(b)(3)-P.L. 86-36 

an NSA analyst_...taFgefed the e-mail/«~3)-50 usc 3024(i) 
tele hone selectors o a ore1<rn 

'-n ·accordance with USSID SPOQ·18. The ----------------------------------------error was caused by the analyst's confusion about SIGINT authorities. No collectioi1 occurred. 
The analyst also incorrectly targeted See a related 
incident under "Reverse Targeting" on page 9. 

(U//~~UO}I l .. ·an :N.S.A.. ~~-alyst .discovered thatOU~~s had been targeted 
and that their 1denttttes were contatned tn a presehtatio.n. .... .;\nalysts detasked the. ~electors and 
removed the USP information from the presentation slides I (::::::::::::·· .. :::·· ............. . 

.............. :::::::::::;;;;:::::1 

(U//.l"OUO) I I anNSA-.. anal yst"discov~:·:~~::::t.M:t::s:elecf(~ffs:::ro1:::i{vafio'"(b ) ( 3 ) - p . L . 8 6-3 6 

foreign intelligence target remain~~ .... Q.11.t~ ... whi lethe"tai'geCwas in the United States from 
I l· .. No .. defa'sklng occurred because the target had already left the United States 
when the incident was discovered. No repotis were produced from the data collected while the 
target was in the United States. 

2. (U) Database Queries 

/~, , ...,. rT l'T": 'I l ti ._ y-, , -=- " ·I 

1 ______ 1 .. -................................................................................................................ .. 

TOP SECRET//8f//MOf'ettM 
2 

. .. ·•· 

...... /:.<~····· 
(b)(1) 

I 

..... ····· 
... ·· ... ·· 

(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 



..... · ..... ( b)(1) 
(b).(3.)-P.L. 86-36 .. ·· 

...... (b)(3H~.o USC 3024(i) 
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(SfAlEL TO USA, FVEY) On D ·qccasions during. tliis···~·:1arter, analysts perfor~~~'ed. 
overly broad or poorly constructed database"ql:t~ries tJ1arpotentiaUy targeted USPs. These .......... 
ueries used 

that proClu(,'.ed imprecise results. Qn· of those 
.... o_c_c-as_i_o 1-1s-,-t-he_ q_u e-r-i e-s-1--e-tt-,r-ne-d--re_s_u_lt_s -f1-·o_m ..... the database> . .Jhe query result.s·· W:ere deleted, and no 

reports were issued. Analysts who performed these querie~\:v~re couJ1sef~d by their 

management. .·::>(b)~1 ) .... ····· 
. . . . ..... / (b)(3)-P.L. 86-36 ... ············ (b.~:(1 ) 

(U) Procedural errors contributed to the followma mc1dents. . ... ····· (b)(~)-P .L. 86-36 
e . ....-·· ........ (b)(3}~50 USC 3024(i) 

• (3l/R:EL TO U3A, FVEY) .... I ------.hi~ anal st ursilll~~ information on a vali .. d'.>\ 

• 

• 

• 

• 

• 

• 

foreign intelligence taro-et attem ted to confirm 

.....__.....,.. ___________ _ ··· The query and resu lts were deleted , and no repo1is 
were issue 

(U//FOUOj l J·an·NSA.analY.~L.9ueried a raw traffic databasd J 
as a que1y term. The que1y and results were dei'eteC.fl l ::and,::J.19),'.~I?,9..~~S. / 
were issued. ············· · ······················· · ···:::::::::::::·:::::::::::::::::::::::::::::::::::::::::::.'.'.'.:;'.';;~~j(bl)(3)-P L 86-36 

(U/ rrouo) a1rNSA .. anaiY.:~tdiscovered .ffi~if :·::.::::::::::• ···::..... . . ..-::.:.-· . . _ 

1r--------,l"""'"'!"-=-----;;;;..,...-.....,...___,.-..,.....,,,,.......;;;;.....,,....-...,.......that ~1.~d···been detask:ed L:J 
·when·ff was determi __ r.i¢.to··bf associated.. witl(a USP. The···~n·al st was 

.... n_o .... t -aw- a1-·e .... t .... a .... t,- 1 .... n addition tg.the·· sefoctor being deta,sked", 
I IThe ... q.uery and result s_.y,v.er-e ·deleted ,..._ ____ .......,.,...._....,.... _ ___, 
were issued. ...... ../ 

(U//FOUOJ ....... ·N·~·~ analysts perfo.rmed·······J6)(1) 
queries in raw traffjc·dafabases without first performing the required 1.:~s.earc1r·o~ the ..... / (b)(3)-P.L. 86-36 

selectors. D ·qlieries returned results, which were delete?.? ... and .. nti'reports were is~ued. . 

(SHREL TO USA, FVEY) I l··a: .. dat~b·~~~···:uditor discovered th~(~n NSA / 
analyst queried selectors associated with a FISA §705(b) target for which th~··Foreign 
Intelligence Smvei llance Court (FISC) Order had expired! f°The error 
occurred because a previous analyst had created a query for valid FAA §705(b) targets 
using an outdated list of selectors. A new analyst ran the query I I 
without verifying the selectors; the que1y returned no results. 

(~At~L TO USA, FV£Y)I L~n NSA analyst queried I I, 
I lin.a .. raw traffic d"""at-a .... b-as-e-. "'"'T""'l .... 1e- e1-Tot\ occurred because the analyst did not use 
available tools b~fQ:\~::P.·~rf.C>.r..1ning the query. No traffid, was 
retained from the queries. ...~noth~1:"NSA:::analyst::queried.J ... ····I 

i-The .. analyst · ........ .....---.. t ...... -e-re_s_u ... lts·:.-'Xitho~ ··viewing .. ·them·: .... No ·tep6its'''V(§f~ ) 
....... 1s_s_u-ed.,.....,.fi,...·o-m- t 1e data. ···...... \.......... (b)(3)~P .L. 86-36 

···.... . (b)(?)-'5.9 USC 3024(i) 

(TS//Sl//~W) I l··a1l..}~SA analyst ranj ·· ....... \.!queries in a raw traffic databas~\.._ 
containing E.O. 12333 collection , uslng .. .s~lectors assoda~ed. with foreign ·. 

··-..... . .. ·· ............ >\~,. 

TOP SECRETHSlh'HOFORn (b)(1) 
(b)(3)-P.L. 86-36 .... 

.) 
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(b)(3);·P :L .~6-36 'f'Of ~ECM'ft/~1/?MOf"OftM 
(b)(3)-·5a .. USC"30?.4(i) 

\ ············ ! ··· ...... ·· ·· ·· : . .. . I The queries and results were delet!rl l I and no 
reports were issued"......... . .. .. . .. ------

·, -
• (SHRELTO USA, F.YEY}f:" .. """. ..... I, an NSA analyst queried the name of a valid 

foreign i~tellig·ence .. ·target while the ·target was in the United . .States ... froml I 
..... \ ::::c::::::::i··while perfor~1.1..i.1}g,,J:t!.$.~r:c.h the United States, the 

..... """"'""''.''.'.'.'.'.'.:'.'.'.'.:::::::: ... \ .... analyst"p·etfd'ffri'ecf"the .. c}'uery in a raw traffic databa·s·e·-------------
'(b)(ii......... "I I The error was identified the same day, and que1y results 
(b)(3)~·PL .. ?.6-36 were deleted. No selectors were tasked or queried , and no reports were issued . 

. .,,,: .. : ................................. ·.-.· .. ··-~'.'.'..-.···'{Ulf.fOUO)I Ian NSA analyst queried a selector for a valid foreign 
(b)(S)-P.,b .. 86-36 intelli·g·ence target while the target was in the United States. The query result was deleted 

··················I ·············· ... 1 ...... . 

• (~WR~L TO USA, F~~Y}~ Lan.NSA .. anaJ.yst .. queried ·I lin 
............................................................... a·rnw'traffi'c .. Clafabase:· .. fhe'ei:l·or occurred because the anal st who was unfamiliar with (b)'(1}""• ........................................ .. 
(b)(3)~P·i: a6:36 ............. .... ·t_h_e .. _d _at_a b_a_·s .... e ;.._· ---------------------------' 

(b)(3)-50 usc 3024(if No results were returned by the two queries. 

• (S#REL T<;?. .. Y.§.A ... F.:V£1:PJI Lan analyst-in-training performed a quety on 
.................................... r=:Jus: ... folephone selectors in a raw traffic database. The error occurred because the 

......................... 

(b)(1) analyst had not been fully trained to validate the selectors before submitting queries to 
(b)(3)-P.L. 86-36 raw traffic databases. The results were deleted , and no reports were issued. 

• 
....................... ...................... r----==-----------'-''--------------------------. 

'(6i6)::: .......... . 
(b)(3)-P.L. a6·:3e ............ .. 
(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 

• (S14'REL TO USA, FV~Y) .. a .. SIGfNT"·analysf"q@:f.iecLa::r:aw :fr:afij'c ::::>'''"(b)(1) 

(~1(f)::;;'::::::: .. :;::::::::::::::::::::::·:·:::::·::·::: f ;~~~~~e .. inlfiall)ithat · ·f the::·sefectors.. "Tl)e ... ana·l st who did .:~:?.f_......- (b )(
3
)-P. L. 

86
-
36 

~~~~~~;:~o~C~~~l024(i) sub.se~ueiitly--d-e1eted .. .t.h~ .. .i.:~.~-~ l-~~ ... ~.~d modified the query on__ No reports 
· · ....... we.re issued. ................................ ..... .. ....... .. 

· · ................... ~ (sh;~ ... io .. trsA .. fVEY)I l-a~;~~:;~~-.. ~~,·~ii~~; .. ~i'i~~-ve'i:ea· r11at l .... --.... 
"· ... I lassociated .... w.ith .. aJ.!.: S. territo1 were included on a list of selectors that were 

queried in a raw traffic database> 

T le resu ts were no reports were issue . 

• (g,l/~L TO ug,6 , li'\~Y)I lar .. NSA analyst discovered that the e-mai l 
selector associated with a USP had been queried"·i11a .. raw traffic database. Although the 
selector had been remove_~_.frqm.al l q ~;·etyl ..... !.,after the 

target tr~.Y~J~d .. tothe ·U,:~'.~.:9. .... §!.<:1:~.~~,,Jhe. .. selectorl 11 . ..I 
(t>)('1'):::::::::....................................... "·. \\ .............. · 

(b)(3)-P.L. 86-36 .... "'(b)(1) 

(b)(3)-50 USC 3024(i) TOP SECR£T//Sfh'NOFOR:M (b)(3)-P.L. 86-36 

4 
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2011. an NSA analyst mistakenly ~ 
query and results were deleted, an no repo11s were issued. 

(b.)(1) 
(b){3)-P.L. 86-36 
(b)(3)'~~o USC 3024(i) 

........ ·!The 

• (U//FQ.:UO) an NSA anal st learned that a USP had been targeted in 
. ·-ra\v.fraffic databas.e .. uenes The error occurred despite the fact 

..... ""'''';;;;;;;;;:;:;;;;;;::;;;;;;:::·;;;;::::::::::::::::thar:n1e . that should have prevented the 
(b)'(3)~P.,.~· ... ~6-36 targeting of the USP. The release of a new version of the tool has resolved the problem. 

· .................. No repotis were issued. 
··•··········· 

······· ······· 

3. (U) Overcolle.cnon .......... . 
······· 

' 

······· 

... NSNCSS discovered that an 

(b)(1) 
(b)(3)-P.L. 86-36 
(b}(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 

overcollection ofE.O. 12333 -ac uired data occti'i'red after an u (}rade had \ 
been install ed. 

4. (U) Detasking Delays 

~""'1't'el,.,..-t-t-'1-~~, ........ ir-t"Jo+il ·d1u_ing a review of detasking req.uests at an 
E.O. 12333 collection site, NSNCSS found that sdi:ctors .. as.sociated with USPs"·had not 
been detasked. There was no collection fo 0ftl1e.s.~.l.~.~!?l:s:"··T-iie:::rer.p~ini~~~ Ds~le.ctors 
had collection results at vari ous sites. NSA/CSS is analyzing 'ihe. cottectio-n: fo::de.t¢.r1ui1:1.~ ... wb.~ther 

purging is required . ... .. . .... . ... .. .. ... :::::;;::;:;:::::::::::::::;;;:;;;;;;;;<';~;""":::.::~~!~;::.~ffi."~g ~ ~~~-P. L. 
86

_
36 

(~t~L TO USA, FVEY)I ldurii~~f(t.w~eti:n:cr::: \.v.iih--rC- ·ers9.11:1id, a+·{ . \ .. 
NSA analyst learned that a target had been ii:iJJ1e -lJ..p:itecFSta(es.--sr1\C.e. < Anothel· NSA 
analyst,~ ......... ........... ..... · Jhad".deta:ske. 
selectors f .. --Ho'\.v~ver, I ~elector remain on tas , untt 
I IT]ere was no collection or repo11ing on the target between-------

(SHREL TO USA, F\'EY)I laJ:1 .. NSA analyst di scovered that a selector 
associated with a valid foreign intell igence target who llad·ti:~ve l ed to the United States had 
remained on tas~ even though the analy,st had submitted a request to 
detask the sel~cfor._. .. 

mtercept co ect from ... t. e target s arrival 
/ in the Uni.fed .States from {the dat.~ .. 2.f the last collection)"-.w~s deleted, 

,/ and no,.t~p,oft~ were issued. .. ........................................................... ::::::::.-.:.:::::::;,, .. (b)(

1

) 

,' s .,....·tG·)~~stem Errors ..... ...... (b)(3)-P.L. 86-36 

,'' ./::<~>/ (SHREL TO USA, F'v'EY)I J ·whlf~-- ~-~t~icipating in a test and evaluation 
/ ./</ session for a development system, an NSA analyst performed a search for l ......... 1 

: .·.· ········· 
/ ... :.· ·············· / ~ 

(b)(1) 
(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 

TOP SECRET//SlHNOFOR:N 
5 

(b)(3)-P.L. 86-36 
(b)(3)-18 USC 798 
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········ 

........................ (t?)(1) 
(b).(3)-P.L. 86-36 
(b)(3)-18 USC 798 
(b)(3h!)O USC 3024(i) 

....__ __ _. 

" ...... 

····The analyst submitted a request to the system developer to correct the problem and 
notified other test and evaluation participants of the software error. The analyst did not view the 
results. ·· °(b)(1) 

(b)(3)-P.L. 86-36 

(SHREL 'fO U~A, r VE l'.JI l ·anN'SA ·~~alyst performed a qt1ery in a raw 
traffic database that returned U.S. data. The error was caused by a software fe~!we I 

..... ···· The analyst 
.,._ __ ___,----------------------..................... immediately recognized the mistake and reported the system etJO:F.:::tcrthe·database developers. 
The que1y returned results that have aged off No repo.rt.s::wei~ .. p-roduced. The software problem 
is under review by the developers. ............... ........... ...... . .. . .............. (b).(1) 

(b)(1) .................. (b)'t3' \ PL 86 36 
............. '(b)(3FPI .. 86-36 \\ 1.- · · -

6. (U) I ! ........................................... (b)(3)-50 USC 3024(i) ~~~~~{~·~~-- ~~g ~~~4(i) 

7. (U) Data -Handling Errors 

" " 

(U/ /¥OUO) -anNSA·anatyst .. disse1ni11ated:·::m:::an::ic:::agei1cy:::a:1falysf'r~\<b.)(3)-P. L. 86-36 
SI GI NT co ntai ni ng ... t .... he.....,...1d,....e-nt .... it..,..i e-s.-... o"""" .......... --. ,USPs:""·The"·amHYsf"v'ei~i'ff~d · recal I of the info rmat.~ori ... o n I !························································ .. ················ 

.. ··· 

(S//REL TO USA , FVEY) I 1-an . .N..?A analyst discover.ed·"tl1at a target was 
a USP, re uiring all collection beincr shared with an IC agenc·· .. to·-ce.a.seJ.......... f 

The·data .. sh~ring was 
._t_e-rm- in-a-te_d_t_h_e_s-a1_n_e_d_a_y_. _T_h_e_I_C_a_g_e_n-cy_c_o-nfi_1_rn-1e_d_d_1a_t _a_ll_i_nfi-o-n-11-a-ti.?..~ ... '.::~:.i.'1..:~?.~Jh:~::!':l:''.~:tj~. 

was purged I 1......................................................................................................... . .. ···· ... ·······:.··::::::·::..... ~~~~~~-P.L. 86-36 

°{Q).(1) . ... .... 
(b)(3k18 usc 798 (TS//Sl//REL TO USA, PVBY) I l·atrNSA .. ~nalyst learn~d .. 'fll~t a target 

"·· ... ··········... selector cited in an NSA/CSS re ort and used in a raw traffic database ue1 ... ··Vias bein!:! used b 
.;r';~· 

·~;:';ir'~r':~· 
.•:···;:•;· 

est~~~5t10n waiver is erng requeste . 

(~#~L TO USA, FVEY) I ... J'tr~''NSA analyst forwarded an e-mail to an 
IC agency analyst and an NSA analyst contail}i.rrg the identity of a U.S. company without going 
through proper identity release procedur~s:--"Both the IC and NSA analysts confirmed deletion of 
the communication as ofl !-'there was no targeting or collection. 

TOP SECRET//SlHHOFOR:H 
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B. (U) Dissemination of U.S. Identit ies 

(SffR:EL TO USA, FVEY) The NSA/CSS enterprise issued I ISIGINI::p:rooiicf;:::::;::'::::(b)(1) 
~·eports d_uring th~ se~nd qua1ier ofCY201 l_ .. In tl11s: .r~pf·':.t~:~:~!:GJNJ':::~fraJ§§i~· 1.~cl~1.<!ed·~ .... -· (b)(3)-P.L. 86-36 
mformatlon that 1dent1fied USPs or U.S., .~ottt.i.es .. on .. · O'ccas1ons while pursiun~ foreign 
intelligence tasking. In 0 SIGINT .. pl:oducts, such disseminations were fou1id"to be improper, 
and the reports were canceled as NSNCSS I Jatiaiysts learned of USPs, 
U.S. organizations, or U.S. entities named without authonzat10n. Al l data in the canceled reports 
was deleted as required, and the repo1is were not reissued or were rei ssued with proper 
minimization. It should be noted that the majority of the U.S. entities' names identified were 
those of Internet service providers in e-mail selectors. 

C. (U) Foreign Intelligence Surveillance Act (FISA) 

1. (U) NSA/CSS Title I FISA 

a. (U) Tasking Error 

(Sh'REL TO USA, FVEY) I l··NSA..JCSS determined that a FISC Order 
contained an incorrect telephone number for a targeted entity·: .. 'Thee.i.·ror occurred because the 
source of the information was inaccurate. The tele hone number was"'detaske.c:U I 

·was .. deleted,..and. .. f.l.9 reporfawere.. issued. 
---------------- ....................... :::·:::::::.::::'.;;:;::::·!(b)(1) 
b. (U) Detasking Delays .......... . ...... ······ .-::::" (b)(3)-P.L. 86-36 

(3//R:EL TO USA FVEY)I l ·atfNSA · ~~ialysfcff~~~-~er~~(:~~- e-mail 
.............. · ..-<l"The e-mail \. 

selector for this FISC-authorized target remained on...task·"after the target ha,d-"Jeft the United \ 
States. The selector was detasked I .......... ·· _../ !"'another analyst \ 
documented this as an instance of o,_ye1:co'Ilection. Data that was colJeeted and retained I I 
I !data was purged I l"while the incident was under 
di scussion with oversight personnel. No repo1is were issued. 

(S//REL TO USA, FVEY) I l·an .. N.:?A database auditor discovered that 
the selectors fo fornign..tarae.ts. ... ~:~1_thorized under FISC Ord·ers.r..~~!1ained on task after the 
targets dep.adecLth¢::JJ11ited .. State.~, L:]of.th.¢.:tai:ge.ts had departed 

....._...,,...,,...,.........,......,,.,,..,-!·-and. epatted:I J2th~ii§~t~§!f?.f~i:~~~ii~~§~~d 
on 2 March 20 11 , and no collection occurred. .. ...... ·:::.: .. ,=.::=··'' ' "'"""ii'.''.~'"'.'.'.:::: : ::> '(b)(1 ) 

.... ····· .... ··:: .. ::::. .... / (b)(3)-P.L. 86-36 

(SfAlEL TO USA, FVEY) I l :art:JS{$1k :~1ii{:~t'"l~arped'°lh~t _the"selectdr 
for a FISC-aperoved target remained .<?. ~1.Jask:: ~:f.lei.The·t~frget ·eparted the \ 
United States ( l · }~}}:pioved· pi·ocedu res for tr~9 .~mg· t e tarn et se ectors have been 
formu lated. The se.l.~fJo.1:...was· 'detasked I l ·and collection I I 
I l fafs"been purged. No reports were issued. 

(Sh'REL TO USA, FYEY) I l an NSA analyst discovered that the 
selectors f.?.J0 f.areign lai:gets authorized under FISC Orders had remained on task after the 

.. ::: ........ . 
(b)(1) 
(b)(3)-P.L. 86-36 

TOP SECRET//Slh~J"OFORn 
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t.~.r.g~tS··I ~.:P~~~Lt.11~ .. .United. .. .Statesl Traffic from 
..... · ·················:::::::::::.tJ.1.~ .. ~~J.~:ctor.S.:::~?.:1.1.~~~~~.::::<if.t.~:r.::tl.i.¢]i;i.rg~ts.~ ... departur.e .. dateswas··puFged·I I 

(b);C'w:::::::::':::::::::::::::::::::::::;::::::::::::::::::::: 
(b )'(3}-1?.. L·~· 86~36 .... ::::::::::::J~6.'Mf .. TffU~rFV?:Y)J ....... :~:::..................................... 1 .. <1:1.1 ... ~~.~ ... analyst I earned that the e-mai I 

· ...... :::· ··... selector fo,:·a .. FISG-aut.bg_t:ized target hacf .. i:efffained··ontask .. afteiJJi:~::!~:r.~:er-had···left.j I 

····· 

·· ........ :.··:e=Junited ~tates on or ·abontl_ I The e-mail select?r was .. detasked· .. onl I 
··L_J Collection from the e-mail selector has been marked for purgrng. 

..... 

(SH:REL TO USA, FVEY)I l·d.µring a review of selectors for the renewal 
of a FISC Order, an NSA analyst learned that e-mail selectors for Fl SC-authorized targets 
remained on task after the targets' departure .The 
selector for one of the taroets remained on task three da s after thelarg~t 's de · ~rture tl'Qm the 
United States 

.Traffic " 
.... co_ ll_ec- t-ed_ fr_o_n_1.-------------w- a-s .-p-m-'.g-.e-d,-... -an-.. d-.... -P()-..... -.re_p_o-11_s_w_e_r_e_i-ss_u,...ecl::::::::-. :·... // 

... , ............................................................... ::::::::;·;../ 
(b)(1) 
(b)(3)-P.L. 86-36 c. (U) Data-Handling Errors 

(U//f?Ol:J.9}1 I files containing FISA records were downloaded into an 
E.O. 1233_3.database. Within three hours of the download, the error was discovered , and the 
FISA-te~rds were deleted from the database. No FISA records were accessed during the time 

... ···· ··111~ data was in the database . 

°(b~t~~~·: ;F:.~~~35· ........ {U/1$0Ut)fj l a SIGINT analyst posted FISA information to a chat 
"\::,,.··· ......... wiridow..th~t was not authorized for FISA data. The analyst notified his overseers of his mistake. 

"::\:::.. · ·ch~t posts ag·e .. o·ff..aft.er 48 to 72 hours. 

··.:::::.:::~J.:;:::(~;·· .. Lfhaijthorize~·····~~·;·~····R.eteAti.Q..Q 

"<:::::::~:::~:::{.P//F~~)I ~yst~~~ ··d~:Yelopers .... Q.i.scovered system errors that had 
preverit~~::::t11e purging of records containing FISA data after .. the··one..::year retention period. The 
system etr9i::~~s corrected, and a new automated script was implemeliied ~ I to 
delete FISA-·ft·l~s .. older than one year. 

(U/~l....... I previously misidentified files were processed and found to 
contain FISA data"f1:~rn"I hhat was no longer approved for retention 
under expired FISC 0(_ders. Although the data was authorized under FISC Orders when it was 
collected, the data was ·pr,ocessed and retained in the database after the Orders had expired. All 
data had been purged as~-~ l and no repotis were issued . 

2. (U) ................... ... ... ... ... ... ........................ (b)(3)-P.L. 86-36 

(b)(3)-50 USC 3024(i) 

(U) Nothing to report 

3. (TSL/Sll/f>.IF) Business Records (BR) Order 

(0) Nothing to repoti 

t'Ofl SECR£T//9f/fHOFOR:U 
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4. (T~//gl//~ff) Pen Register/Trap and Trace (PR/TT) Order 

{TS//Sl/J'N"F) 

5. (U) FISA Amendments Act (FAA) 

a. (U) Section 702 

(b).(1) 
(b)(3):-P.L. 86-36 
(b){3)~·1 ~ USC 798 
(b),(3)-50 .. U.~C 3024(i) 

"· .. 

(U//fOUO) Note: As previously reported in the 2010 Second Quarter Report, NSA CSS has 
implemented a new process to ensure the .nir in o FAA 702 collection that is re uired to be uroed 
from NSA /CSS databases. A 

------------------·to .ident.!/Y noncompli ant data rhat should be p1rj:.g'ed 
All collection that has been marked for purging will be purgei"··........ .......... ......... ,.;:-::>" 

··········· ... ,, .. / ·' 

1. (U) Unauthorized Targeting 
(b)(3)-P.L. 86-36 

(~/,!&gL TO USA, FVEY) I l N§.~/CSS detasked a selector associated 
with a valid foreign intelligence target after it was detennin-ed ... tb..at the target was in the United 
States. The selector was initially tasked I l· .. The .. ei'lor .occurred because the 
analyst overlooked informat ion that the target had arri ved in the ... Unifed· Sia(~s .. ·so.metime afte10 

I Hhetraffic .. fro.ml l·~e( 
detasking, ensuring r~moval _of all data from Agen~y databases) was quarantined'; .. · r,.~~91,r.ig :::::.::'~!i;'(b)(1 ) 
approval of a destrnct1on waiver. No repo1is were issued. .. .. ······ ,..,.... (b)(3)-P.L. 86-36 

···················· ... · 
(~·'·~L TO U~A, ¥\'~¥)I I a1rN'S.A ... anal st discovered tha.Hh~ e-mail 

account associated with a valid foreion intellioence taroet the United 
States. ( :)(1) 

TOP SECR£T//Sl/1't~ottM 
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(b){3)-P.L. 86-36 
(b)(~)-18 USC 798 

·1 I The selector was detasked on ... 1-----.... l·a-1-1d-... co-.... -J-l~-c-ti-01_1 _fi_ro_n"""'1l.--------.. -......... lt-1a_d_b_e__.en marked for purging. No repo11s 
....___.,.., __ d........... ············ ....__ _____ -............. -' 
were issue ························· 

·····7{~)(1 ) _... ..... f (b)(1) 
/ (b)(3)-P.L. 86-36 _.......- / (b){3)-P.L. 86-36 11. (U) Reverse Targeting 

/ \.>... . .. ....-··· .... _./ (b)(3)-~0 USC 3024(i) 

(TS flSl//~') -i ------rNSA/CS"~\l.~arn~d ·· 6f~n instap'ce of reyer~~ -tetrgeting . For 
the purpose of collecting information on a foreigi\I \:···· lfocated iri\the Unit~d States, 
an analyst targeted selectors associated with tlw·ta}getZ.s family members. There was nch. 
independent foreign intelligence interest jn·tlie famtlY. rnembers. The selectors,! ···1 .. 

I !Were detasked. -....... I ... I 
associated with the selectors were deleted ... Co llection resu lting from the 
FAA §702 selectors has been marked for purging. No repo11s were issued. 

111. (U) Tasking Errors 

(U//fi'OUO) Onc=Jo~~sions froml LNSA analysts discovered 
that incorrect e-mail selectors had··be~n tasked because of typographical eq-ors. The selectors 
were detasked, and all noncompli ant collection was marked for purging. · ........ 

(U//rOuor ]..~~_NS:· .. a·~-~lY-st .d.i_scovered that a previ~:;"sly tasked selector 
had been retasked Oii] fwith§.llt···hayi~g gone. 'thro.~1.gh the required pre·::t~sking 
approval process. The selector was not defasked .. ::1)11t th~ taski1ig ··in.fonnation was updated, and 
the tasking was re-approved I l····CoU~~Uon :::ro:r.:~he p~riod .... I ------------

was purg;~OUO) I f ··· ······· · · · ···· ;.:,; ~~:;;~st ~:s~;~,; •• 1h:t ~~~i~!¢\: ~id • •h~·;~S1<~/ 
··uncf.er .. the .. ineorrect-·FAA .. .§702---Certification, the::il1coirecFgt~~ji}~i::;w~$;;E · ..... ! L...---..-------....._-___, ............................ !.............................. .... t ............................ ..· b)(3)-P L 86-36 

corrected ·and .. aH .. results··we:~~.-~·t·1·1:~~. .. ................................................. .. ::::·:::::::::::::~:::::::::;:::::::::::;:::;;'.:::.··'.>::/ ; · · 

(U/tf'OUet onCJ·occ~rsiOils···ti:·~·;~~ I l '~s-;::~9~i:Y,~!§;~:f.~~rt;t .. 
selectors without providing sufficient proof that the Jargets·wereJoe.afeq::onfs!c!:~(tl}.e .. Ul)ifed ; 
States. NI selectors were detasked. On0 ccas1ons: .... f.l.o1'.1.s9ill.P.Jt::an:(~_<lt:~ ::~~~ call)ded, and ~t 
has been marked for purging. No repo11s were i§.s.ued,;::: ... ····"::::............ _,...··::::> _........- _.../ f 

error as (~~r'11 // y;,g~~f ~:~;!,F;,~.~~kod;~~~~~!~[;~~;P;:_:~~~'.~g i 1~ 
review; so the errgr...wasnot discov.~red.·before ta.skii}g.,····"NsA analysts di~e6vered the error onj 

I ~rid ... detasked t_l}_(! .. serectors frOI1).-·FA.f.r··f l02 collection the _.$-a"ine day. Collection was 
purgedj l··And no repor!§.-We_~:.eissued. // . 

(U/JFOtm)I ··· 1-a~--~SA analyst discover.~d/;~at a selector had been tasked 
without having gone throJ1.glf the required pre-tasking review _.pl-ocess. The error occurred ! 
because the target' s sele.ctor was similar to one that was al~.e~dy tasked. The selector was not 
detasked , but ".Y.~s-tlpdated and approved! V Collection! I 
I J+fas been marked for purging. No reports were issued. 

TOP SECRET//Slh'HOFORl't 
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(U/ /l'OUO)I I a"Selectorwas·emmeot!Slymil1Clli'ded'"i'ii_ .. ~::n.st:::oTseTect6is:::::oT6)(3)-P. L. 86-36 
being processed for transfer to another NSA analyst. Th~ .. ~~.le.ctor· was· iriellgible for tasking 
under FAA §702 because of outdate(i.tJ.formation-·ab·ot:ii the target's location. The selector was 
detasked I l·Thei'e .. were no results. 

(S lw.l\L TO USA, FV~7t) ... c;tn NSA analyst incorrectly tasked an e-mail 
selector. The selector was detasked ::when the correct selector was tasked. All 
collection h.c.ts been m~~:r{:eo::..f~ r purging. 

(Sh'R:EL TO USA, F\'EY) I ............. .. ............. 1 .. :~·:~SA::~.~alyst attempting to submit 
selectors for FAA §702 collection incorrectly tasked non-FAA-::§70.2. sl.'te~)md routed the 
collection to an IC customer. While FAA §702 minimization pro~dtir.e.$.::·~~'le:w._ collection to be 
routed to other IC members, this is not trne of all SIGINT collection. The"·§ele~~i:>.~:~,, were 
detasked I l"·Collectionl u~.~s.::.§:~~~;;~~?:~rked for 
purgrng. (b)(1 ) 

(b)(3)-P.L. 86-36 
1v. (U) Database Queries 

(U/ /FOUO} Onc=Joceasic)"nsfroml l::Ns:N::an:ar)?sfS'' qli'ei'i§]fi~;;:;;;;;:::;:::;:'.(B)(3)-P .L. 86-36 
selectors for valid foreign intelligence targets in a raw traffic database wit.bo.ut::::firsCc'6i1d.uctfog 
the required research on the selectors. The ueries returned r.esults:Jbaf:assoCiated.Jhe(selectors 
with USPs. The query results were deleted .. ·aiid ... no reports .. we·i:e issued . 

.. ·· 
·········· .. ···· 

(U//FOuor OQ·o'Ccaslo·~;·"fi·om I INS.A analysts submitted 
overly broad queries tfiat could potentially return USP data to databases containing FAA §702 
data. The query results were deleted, and no repo11s were issued. 

(~17'nL TO USA~ FVf:Y) Froml ~aq NSA analyst perfo rmed a 
que1y in the FAA §7021 l1:a.w.. .. t.1.'.affic database using the e::: 111~_il selector for a USP 
associated with the U.S. govenunent. The e'itor.0C.9urred because the analy$.t was not aware that 
the account was associated with the U.S. governmeni."" No .. reS.!1lts were returned ... by the query. 

·········· ·· .•... 

(SHREL TO USA, FV~Y) I l .. a.databa~~ .... '.l~1.~}to1: .. dTscovered.J~:~(an .~nalyst 
had queried FAA §702 data using selectors associated with FAA §·7o~rand ·FAA· §7d5(:b}:::i.~;g~ts. I I ........................................... ,,,,,.,, .. ,, .. The auerv result s were deleted ........ H ........................ H ........ H ........ H ........... ::::::::::::::::::: .................................. ::::: ....... (b)(1) 

( ~// Rl!iL '!'O USA, f!'V1!!'1') ................................................ ............ (b)(3)-P.L. 86-36 
(U//l'OU, l a .. datahase .. ·a:~;·~frt~r discovered that an N§A·an~Iyst had 

erroneously que1i: an FAA §704 selector in the FAA §7021 lraW traffic database. 
The que1y and results were deleted. 

v. (U) Detasking Delays 

(U//FOUO)j ~it.was discovered that an FAA § 702 selector remained on 
task after a detask request had been issued! .............. kJhe error occurred because a 
collection system processed the detasking requests ·o-nt .. .Qf order_ thereh. leavino the selector on 
collection. The selector was removed from collection a 
system patch updated the collection system to prevent future erroh:--.. Qn . r~cords 
collected for the selectod jwer.~:::i~at:~~d"fQ_~· purging. 

TOP SECRET//Sl//·HOFORl't 
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( O//feJP) 

(U/ffOUO) I l··it--was.c.f.iscovered that an NSA analyst failed to detask the 
selectors for a valid foreign intelligence target atfeYreceiv.in.g __ instructions! l. to 
d etask because I 1 ···The: S.¢I.~~!?.:''··W'l~ ... ~ .. :~ask ed I ...I 
I bnd·thetrnffic .. from l.. ....... ................................ ............ .....:w~~::t.1.~~1:·:k:~:::fO.fJ-'>:~1:~~tP:~~; ;;;;:~8d~:R,~.~.~.~ ..... ....-
were issued. .. .............. ,,;.,,.·_'.''(b)(1) 

....... ··· ··· ··· ............ _::.::_::::::::.::-::.: .. : ... : _ .. >·····! (b)(3)-P.L. 86-36 

-f"C~~-'f~~*-~.,q;.:_IA ... ··Because·"ofa .. ro·1~1~uni cation···etfi)l<.infr iin ti n o ll ected. on 
_____ __, _____ h_e··anii~d ... srnte·s· .. was iriissed , 

· ·Collection from has -----been marked for purging. No reports were issued . 

(S/i~L 'fO USA, FVEY) I l·an._NSA analyst discovered that a selector 
remained on task for routing to an IC customer even thot;·gl'i"lt·-ha.~ been detasked by NSA/CSS 
I l·because the. .. Q~ited"-States I I The 
selector was completely detasked o ·· .... coUection ... fi~§.)ji,l··.............. HtP.:~ date ;the 
target entered the United States) to has·been .. -1narked-t'oi'.'.pil'.f.ging::::::::::::::::::::::::::::::::::;1Hi:a .. .l 

(b)(1) 

v1. (U) Data-Handling Errors (b)(3)-P.L. 86-36 

(U//f"OUO) Onc:::J·occasion.s. .. f 1:oml k-F.A..A .. §702 data was forwarded 
by fax and e-mail to personnel not authorlzea···lcnecei-ve .EAA .. §702 dafa~···The .. .recipients 
confirmed that the data was not fm1her disseminated and that t11e .. faxe·s .. and ·e-mails ::had .. b~en 

destroyed. ............ .... .. ....................... . ........ :::: :::: ::::· ··::::::::·:.::::::::::: ...... , .... ::i:lWH1 i'"~b) (3 )-P. L. 86-36 

(U/ IFOUO) I hnrNsA· a~1~iyst .r.~ised . cm1cel:ns ··~bo_9.t. .thejipo1jtbpriatenes~ 
of sharing FAA §702 traffic with an NSA. analystwlio was detailedJo·ahotl1erJC agency and \ 
was not cleared for FAA §7.02. ···The ·sha·;:ing arrangement b~gan-·r!l"2oo.~t:::;:ff1~ agreement on the \ 
sharing act~y_it.y. .. wi-thlhe.YC agency did not cover sh~ring ·'.FA.A-d~liy~(r{iiformation. I I 

c::::::J·the -~malyst ceased information -sharing .Jtntirappropriate··:~~itfiorization could be obtained. 
The analysts confirmed ·that at no time .. h.acf:.s«):i:i·~·ce information for the FAA-
derived information been shared. As o .......... :::NS.A/CSS had not created a new memo 
on sharing information with the IC agency. ........... . ..... ....-

·•· .. ·· 

(U/ifOUB) LI --r-------1··...,ai~ -~~~( ~~~alyst forwarded umninimized USP information 
in FAA §702 traffic to al fe'cipient. The traffic was destroyed, and no repo1is were 
issued. 

vii. (U) Overcollection 

,,..._. ,..,,r... .... , .... ...._. ... I 
\ J . '-'" UJJ I' u . I I 

n 

.~ .... 
(b)(1) 
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b. (U) Section 704 
/(~)(1 ) 

i. (U) Unauthorized Dissemination / (b)..(3)-P.L. 86-36 

// ............ . 

..... · .. (p)(1) 
. (b)(3)-P.L. 86-36 

(b):(3)-50 USC 3024(i) 

(SHREL TO USA~ FV-EY)I ,/ l an NSA software enginyer discovered thi\.! 
the identities of various USPs collected under FAA &704 and FAA S705 b . ...-had been shared with 
IC agenc anal sts 

........ 

. / ·The software revision was 
unp emente on · eca o t e rn ormat1on rom t 1e agency was not feasible 
because of its volume and lack of unique identifiers for the FAA records. 

D. (U) Other 

1. (U) Unauthorized Access 

(U/IFOUO) ap NSA analyst detailed to an IC agency accessed an 
NSA/CSS tool and ran q,t~eries usii1g <\!1 NSA/CSS account instead of an IC agency account , 
as required by an agreement betwe~n NSA/CSS and the IC agency. The accounts for NSA/CSS 
employees accessing NSA/CSS dat~hase.~ at th~· lC..~gency were to have been de-activated by 
NSA/Cssl ~nci .. ~ctivated .. by-. .th~ IC age1}.~Y I k_No data from the 
improper access of the tool was usecJ-.. i11_repo11s. ·······... ··...... · .. 

··.... . ·· ...... 
······· ····... . ..... 

2. (U) Consensual Collection ··............. · ......... . 

(U//ffiU~ ~------.... l··an.N.$.t\ analyst ... r:~·~;-~sted·· t:~-~t'"'a:::~~J:ec.o.r for aU_SP be 
detasked because the t ra t h in d cons'eriffof· i:tlOPJ.~~)fing I "···· .......... ···· ... :--·.... LI.he 
selector was detasked ··The--selectQr had beerilasked. b.y NSA/C:Ss·:::on behalf of 
an IC customer _________ _.-The-IC .. cu.st~~;1ei:··cc>"nfii'itred···that.:i~eJiad···no-:2oit~cti~h. for 
the set ecto r after ................................ . ............. : .. :::::.:: ::::::::::::::::::::::::::::::::::::::: ::::::::::::::::::::::::::::::::::::::~;~~::::::::::i!i!im:iil; • 

..... ···::::::::.: .. : ... : ... ''"'''"""" (b )(3)-P. L. 86-36 

(U/ /FotfOJ I l :~·~::~$.A::anafy:s1:::dts:660~i::;r:~:~:~~:::~~-;~eting of a USP 

continued beyond _tJw .. period ··ap]1T6ved by a consensual agreement. The error occurred because 
I ~he selecio~~s for the target had been incorrectly tasked and had not been removed when 
the agreement expired. No collection occurred between the time of expiration and the time of 
removal, and no repo11s were issued. (~)(1 ) 

(bJ(~)-P .L. 86-36 
(b):f3}-18 USC 798 
(b)\3)°~0 USC 3024(i) 

3. (U) Computer Network Exploitation (CNE) 

-(T~t/£1//~wr 1 

(T£//£I//}W) I 
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E. (U) Counterintelligence Activities 

(U) Nothing to repo11. 

...... 
(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 

F. (U) Intelligence -Related Activities {p)(1) 
(bj(~)-P.L. 86-36 

(Sh'Sb)'tqf) To reduce the risk of unauthorized telephony collection and prevent i(b)"(~)~_so USC 3024(i) 

violations, NSNCSS instituted a process that gives analysts greater and faster insight into a · 
target's location. I 

I Collected ..._ ________________________________________________________ __ 
data was purged from NSNCSS' s principal raw traffic repositories where required. 

"" ' '"'1• hr.. . TT"\ I 

\0/l uu li •.L / I 

I .. ····•· 

l···NSA-analvsts .fou.nclJ le-mail .. selectors I ...- .. A 
~hi:s:::qilatter:;:;;:{3oHectk'!d ... data.wa~ · ..... 

._p_u-rg_ed __ tl .... ro-1_n_N_S_N __ C __ S __ S_' s----p-ri-nc_i_p a"'""'I_r_a_w_t-raf __ fi_c-re_p_o_s_i to_1_-ie_s ..... where required. ~~ ~g~-P. L. 
86

_
36 

(U//FOUEn.JnL:)instances, database access was not terminated when access JR~<W050 usc 3024
(i) 

_ ~~;;~~1,~ui:;_~~,\~~g~::\~:tJi:.~!~:1~~~.~,;~~r~ ~~~~~,,~~;~~;o 
... ,,,,,;::;;;:;:::::::::::::::::::::! ~ccount ... shar1ng .. dunng·the··qnmter:·· ..... 
(b)(3)-P.L. 86-36 
\ ·····... II. (U) NSA/CSS Office of the Inspector General (OIG) Intelligence Oversight (10) 
\ ·······... Inspections, Investigations, and Special Studies 

·. "··.............. (U/7'FOUO) During the first quarter ofCY201 l , the OIG reviewed various NSNCSS 
, ·ii1telligence activities to determine whether they had been conducted in accordance with statutes, 

Ex.eq1tive Orders, Attorney General procedures, and Department ofDefense and internal 
direct'iv~s. With few exceptions, the problems uncovered were routine and showed that 
operating·· .. ~lements understand the restrictions on NSNCSS activities. 

A. (U) Ex~~d i~ionary Operations Reviews (EORs) 

{U/fF~~)}- 1 hhe NSNCSS OIG and the NSNCSS Representative to 
"-1 ... ______________ ___,IProposed EORs of forward cryptologic elements to enhance c1yptologic 
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°{b)(3)-P.L. 86-36 

operations and provide Agency leadership an independent, on-site assessment of in-theater ······· ... 
operations. A review was conducted of mission operations and IO performed by Cryptologic ...... . 
Se1vices Groups and Cryptologic Support Teams I ·1 
The IO review highlighted the need for development ofIO guides that detail IO procedures and 
for better guidance on IO functions for Officers in Charge. 

B., ( U/ /FO UO) I I ---- ----------- ----_- ~ -.. ;;:.;?¥~ .. ?°:~(3)-P L 86-36 

(C/fR:EL TO USA, FVEY) As pa1i of the joint IG inspectio9,,,:9fl '"' ... . ··:::::::::::.--- . ....-/ .Jthe I
1
¢> j 

inspection team reviewed the IO program, IO training, and __ the :applisati:oi(ofl.O'" stand'.ards ifftlje 
~IGINT mission activities performed at the two s~~-~~~:::::Th~· j?-~!:9!fi:~ins .~tJ.-······ ... :":;:::~ for~ 
mcluded under thel 110 Pro~Ja,~p:>ahd ar~ 01anaged )~Y th _ I IO 
Program Manager (IOPM), who al_§P.·::~ei:ves as theJ<?,::~fficer JIQOJI /t" The IO p1~ograms 
at both sites are well docm1.W11.t.e'd::::~t:ild sustaiqabte>"The 1>rogram ~.s"healthy, and iJfapectors 
highlighted as an ai.~ea·::Qf:srtength thel /./::::.lr60's commitment to ad.Jlerence to complj·~nce 
standard5.: ... 1 ..... ····· ···· 1 n-1i'ssion-relat_~c.l-J_9.trafoing is ti.mely, ~t;.,/and responsive to/ needs of 

I . !·personnel. ThB I9P.M has worked with theL___J-IOPM and theO loO.to 
raise IO awareness at .... . .............. {b)(1) 

.. ...-/tp)(1}.. . ............................. (b)(3)-P.L. 86-36 
C. (U) Misuse of the U.S. SIGINT System· ! (b}(3)-P:t :"86"36··············· (b)(3)-18 USC 798 

.... ....- / \ ...... . ..... ············ ·············· . (b)(3)-50 USC 3024(i) 

(TS//SJ.//HF) I l .. NSA/G.S's .. - teai:·~i~~t'ih~t a SIGINT··-~~-alyst-·-at..a collection 
site used the U.S. SIGINT System tg.targ·e(a:forei<rn national· . .The 
analyst tasked the telephol}~ ... seled()'r of the / \. . ...... 

----The. incident is under investigation by the OIG's Office oflnvestigation. The analyst 
has been removed from the site. / 

(TS//Sl//-Hf) I l"~SA/CSS learned that a SIGINT analyst at a collection site 
performed a que1y in a raw traffic database using a personal U.S. telephone number and the 
telephone number of a foreign national I l ·The ·analysrv,:i:~w~~Ct~i~:::::::::H(o)(1 ) 
metadata results returned by the query. No tasking, collection, or diss~minati9:n:::occ"l(rrs:d:::~:t1finib)(3)-P.L. 86-36 

this incident. The incident, · istiij~le~··-inve.stTg~tigr(t')i:the OIG' s 
.... . .... ·· .·· 

°(b)(-1.). Office oflnvestigation. . .... ....- / • 
(b)(3)~"P.:L,_ 86-36 ... ..····· ....... ...... .· • 
(b)(3)-50 USG-.3.9._~_4(i)-fTS//Sl/fNPJ During an a~1.9.it .. feVie\_\; I . l·N$.NCS.S l~.arn~d that a military • 

analy·sd J had·cj"ii"eried the U.S. telephone n,µmher of tlie ... son of a personal • 
acquaintan~.~..in·a-taw traffic database! l· .. The que1y ·i'esults were deleted ~ I 
0 : .. ·The anal~st ha~ be~n barred ~·0 1:-i the ~ecm:ed work ~Je~(and has had clearanc; s 
suspended. An mvest1gatton of the mc1dent is berng lat~nched byl _ The OIG's 
Office oflnvestigation will also investigate this inc.idelit. · 

.. ·· 

D. (U) Congressional and 10 Board ~.otlti.~ations 
.... ···· 

(b)(1) 

(TS//SJ.//UF) I l··NSA/CSS notified the Congressional intelligence 
committees of a matter involving the NSA/CSS "upstream" collection under FAA §702. In 
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... ...- _/ (l;>)(3)-P.L. 86-36 
.. .. . (b)(3)-18 USC 798 

addition to acquiring Internet conununications under FAA § 702 to or .. -frol~· a fore~gn targ~l&3X7-~0 USC 3024(i) 
electronic communications account from U S. companies that Jnairi'iain such acc6unts, NSAJCSS 
acquires Internet communications to, from, or about a for.ei~ii"'targetl 

_ .............. 

.......... V These collection 
methods sometimes acquire multiple, l9gicaUy separate Internet communications that cam1ot b,e 
di vided by technical means 

....__ _______ __, ·This matter has been described to the FISC, which expressed concerns 
about upstream collection. This matter also surfaced during the Court's consideration of 
applications for renewal of all 0 FAA_J 702 Certifications, which were to expire in June and 
August. ................... . 

(TS//SI//~W) The FISC granted a requested exte~-~i~n ... ofaU~.Qhe current 
certifications until 20 September 2011 to permit time for the FISC to coiiiplete:)t$. review of the 
Government's responses to questions and issue orders on this matter. .. .... ,,::, .... (b)(1) 

(b)(3)-P.L. 86-36 
E. (U) Other Notifications (b)(3)-SO usc 3024(i) 

(S//HF) NSA/CSS has notified the Attorney General of Oc0.~~sensual and nonconsensual 
intelligence-related collection activities for USP hostage and detainee cas~~-

·· ..... 
· ... 

Ill. (U) Substantive Changes to the NSA/CSS 10 Program 
· ... 

(b)(1) 

A (U) Database Access Control Tool (b)(3)-P.L. 86-36 

(U//FOUO) NSNCSS is creating a tailored data management tool to maintain access 
control of SIGINT data in registered repositories. In the future, NSNCSS hopes to be able to 
supply more precise information about repositories, users, and the number of queries made in a 
given quarter. 

B. (U) .. :;;P"''""tb)(3)-P.L. 86-36 .....__ _____________ ........., .. ,..... . ' ..... 

(U/. :NSAs:i::g~'.::ctor of Co1~~-· l.iance and the IG jointly hosted a 
town meeting to introduce the n.e .... · ' .. .. ~esigned to automate the 
process of submitting n~J.ssi:qn:: :co;11p l iance incident repo~s across th.e·-~orldwide NSNCSS 
enterprise. Th0 5Yllt-'6ecome the Agency ' s central tQol for reporti1i:g ... all potential mission 
compliance incid-etifs and will provide such benefits as a, streamlined ma1i~g.~ment process, a 
centr_al .. 1~-~posifo 1y, and_ metrics data ~o s1mnort root cm1s;, identification a~d tt:·en~. analysis. The 
LJ1s ·expected to be implemented ml _and fully operational fofl I 

IV. (U) Changes to NSA/CSS Published Directives or Policies Concerning 
Intelligence, Counterintelligence, or Intelligence -Related Activities and the 
Reason for the Changes 

(0) Nothing to repo1i. 
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V. (U) Procedures Governing the Activities of DoD Intelligence Components that 
Affect USP (DoD Directive 5240.1-R, Procedure 15) Inquiries or Matters Related 
to 10 Programs 

(0) Nothing to repoti . 
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