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MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U/JFOU~ Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM 

(U//FOUO' Except as previously reported to you or the President, or otherwise stated in the 
enclosure, we have no reason to believe that intelligence activities of the National Security Agency 
during the quarter ending 31 December 2010 were unlawful or contrary to Executive Order or 
Presidential Directive and thus should have been reported pursuant to Section 1.6(c) of Executive Order 
12333, as amended. 

(U/1f'OUO) The lnspector General and the General Counsel continue to exercise oversight of 
Agency activities by inspections, surveys, training, review of directives and guidelines, and advice and 
counsel. These activities and other data requested by the Board or members of the staff of the Assistant 
to the Secretary of Defense (Intelligence Oversight) are described in the enclosure. 

Jt C&~ 
GEO~ARD 

Inspector General 

~~~ 
MATTHEW G. OLSEN 

General Counsel 

(U/lrOUO~ I concur in the report of the Inspector General and the General Counsel and hereby 
make it our combined report. ' 

KE!!~~ 
Encl: 

Quarterly Report 

General, U. S. Army 
Director, NSA/Chief, CSS 

This document may be declassified and marked · 
"UNCLASSIFIBD//fm Official Use Only" 
upon removal of enclosure(s) 

e\pproved for Release by NSA on 12-19-2014. FOIA Case# 70809 (Litigation) 
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I. (U) Intelligence, Counterintelligence, and Intelligence-Related Activities that 
Violated Law, Regulation, or Policy and Were Substantiated during the Quarter, 
as well as Actions Taken as a Result of the Violations 

A. (U) Intelligence Activities Conducted under Executive Order (E.O.) 12333 
Authority 

(U) Unintentional Collection against United States Persons (USPs) or Foreign 
Persons in the United States 

(U/ fFOUO) During the fourth quarter of calendar year 2010 (CY2010), Signals Intelligence 
(SIG INT) analysts iiC:]instan~es inadvertently targeted or collected communications to, from, 
or about USPs while pursuing fo~eigifinteUigei:we tasking. All intercepts and reports have been 
deleted or destroyed as required by United States.S1GINTDire9.!ive (USSID) SP0018. 

··················· ............. 

1. (U) Targeting . . .. :........... .. ................................... _::::::::_:::::::;::"" (bl ( 3) -P . L. 86-36 

(U/tf'OUO) I lan·NsA·ru;~lyst discovered thatOe~~ail selectors for a valid 
foreign intelligence target remained tasked while the target was in the United States. The tasking 
error occurred because of a miscommunication between analysts, each believing that the other 
had detasked the selectors. The query results were deleted! I and no reports 
were issued. ··········::::::::::;;"'''.'.'::''0U) l ( 1 l 

······:::::: -" _... (b"). (3) P L 86-36 
(S/fR£L TO USA, PVEY).LI ______ _,lNsA·fili~y~~~--l~amed::ih~;··~9e .. ~~lect~·t~f Q;t .. a - . . 

al.d ~ . . t Ir tar t . d k d h.l th ··· tar ... "t . h tJ . d s \ "-t ·. v I ore1gn me 1gence ge rem a.me tas e Yi I e· e · rge was mt e· rute tate.s. .. .. 
·············· ············· ' 

" 
.. .. 

·················· .. 

I········· 
ICollection agamst the targe~.'·s· selector was susp¢nded I 

... · 
NSA/CSS erroneous! 

All collection was purged and no 
,;'·'"" r-ep_o_rt_s_w_e_r_e..,..is-s-ue_d.,....------ ..... .....__-..... -----"""' 

// (U//FOUO) I Lan NSA analystJearrie-Cfthat the selectors for a valid forei1m 
// intelligence target remained taske,d while tl}e--tafget was in the United State~.-1 

~- I . / I 
" .... ···· ·I 

, ...... - ··········· 

(b) ( 1) 

.__ _______ ..,.... ___ ......,... _____ .......... ...1--;The selectors were"detaskedl I 
I l···Al.l.::~:?.:1.~-~cti6n was deleted! ~ ... / ,.,f''·::.:.::::.1.:~<l ::~O·:~~~.?~S::'\.V~tedssUed.L. ____ ...... 

····· .... 
..... ··········· ...... \_\_,,,,{:::::::;~;~;~::::~:::'::::::::::: .. • . :····::::::; ...... . 

( b) ( 3) - P. L . 8 6-3 6 

( b) ( 3) - P. L . 8 6-3 6 
(b) (3) -50 USC 3024 ( i ) Derived From: NSA/CSSM 1-52 

Dated: 20070108 
Declassify On: 20320108 
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(S/fSl//R£L TO lJ.S.A,F.YEY)._I ______ ___. 
........................ believed"f(5he ... fr~-;;:,m!..v.:.:al::!!.::id:..:fl~o:!.:re~i.c!!..!!!!::::!.!:~~:..::::::~~~~~=.....:.li.l~...::.:.i."'6..loir........;i...i.wo~~ 

(b)(ty ···· .......... occurred because The 
(b)(3)-P.L. 86. All 

L......,..........,...._.=;;;;;..._.,..,,,......,-t---------,-~------:---:----' 
"----------' and no reports were issued. 

(U/!ffiUo;j l an-N.SA..@~lyst erroneously tasked an e-mail selector for a 
valid foreign intelligence target while the targefwaifin-the·Unit~4 .. ~_tates. The analyst discovered 
the errorl ~and·detasked-·the. e~mail.selector ...... No::i.eport~::YY.~!~:i.~§H~.~· 

..----------..a .. s1tt.1.Nr::anaiy:~Hean1e<l::iliiii:~:\js~::;~"~::~~~~~~~~:~ (bi < 
3 

i - p · L · 

...=:.c.=.:.=..::.:......:=L..-...----.,,!.C?.:mru.r:sefoctors; · ·· were detasked on 

.....__ ____ __. ·Tne 'EoHection has aged off the collection system, and no reports were issued. 

_.__,.,._.,.~~ L--------'~~SA.~alysts learned that a USP was inadv~rtently targeted. 

"l'J!l:~ ~rt ...... :·. · .... had.been deleted as of and·no .. reportswere·'issued: :::::::::::::::::::::::::::::::::;;;; ....... ··· _ 
(·:··)··.,. · · : g · 6 .. 3.6 ·· ... .......... (b) (3) P.L. 
b. -. (3.t.:--P . t ~ · - . .. ..... .. 

:All collec.ti6n 

.... < ....... ········ ... :·<::::::::::·:::(:s;fil££J'O u·si.)7\'EYi .... 1 __ ...;;;··· .. =·····=·····-· --·=· ............. -............ l arfN8.A:· anaJyst.dis.c.qy~red that collection on 

·\._"\.._ ·· ........... a :v~did forei · iniel1igence.ta.rget had occurred while the target was in the u~itecfState~rfron0 
\\ \\ · ... Traffic coifoeted··dw:j:r.1g the target's stay in the United States has been 

\.. \\ d .. wiU-be.".ptJ.rged.._)'~{Q..[~ports were issued on the basis of the 
\\ \\. collection. ··· ...... ······.... ··················· ············· ... ::··.~:·· ....................................................... (bl (3)-P.L. 86-36 

\\.._ \\ ..... (S/IR£L TO USA, FVE·~·1 .. J;nNSA~alyst disc~~~~~d-thatOtelephone 
.. \. ~~lectors for a valid foreign intelligerrce.J~get remained taskecfwhile. ~e tar et was in the United 

".. Si~tes . . The analyst had suspended collection.~ ainst the tar et's selectors 
A second 

'<µla yst erroneous y putt e target s se ectors ac · ·L---------------1 
This w~~ discovered immediately by the first analyst wJi.o again .attempted to suspend the 
selectors·! ! it was discovered that one of the target's 
selectors had remained on tasking, and the selector was again suspended. No collection was 

. found for either selector during the time the target was in the United States, and no reports were 
issued. 

2. (U) Database Queries 
. . -· :::::::: ::::: ,,.. ( b ) ( 1 ) 

....... (b)(3)-P . L . 86-36 

w 1c pro uce 1mprec1se resu ts. On fthose occasions, the queries returned results fr.om 
the database. The query results were deleted, and no reports were issued. Procedural e,rro~s 
contributed to the following incidents. . ..... / 

(b) (1) 
(b ) (3) - P . L . 86-,. 36 

86-36 

86-36 

(b ) (3) - 50 USC 3024 (i) 

TOP SECRET!i'COM:Ft~TffALE~(T KEYIIOLE/;~(OFORH 
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INSA _____ ......_ _ _____ "'T'b_n_v_al~i:o-::d"""!£=-or-e-:-ign-':""""'intelligence 

targets while the targets were in the United States. All queries and query results were 
deleted upon recognition of the travel. No reports were issued on the-.basis of the results 
of the queries. The item froml lwas inadverten.tly omitte~ from the 
2010 third quarter report. · · ·· .... 

• (U/ /ffiUO~ ........ ::~-::=r;~~'(h) ( 3 ) - p . L . 8 6-3 6 

analysts queried raw traffic databases using selectors associated with USPs or U.S. 
entities. On each occasion, the analysts neglected to perform the required research on the 
selectors before performing the queries. All query results were deleted, a.AQ no reports 
were issued. . ............. ···· ... ·· .... ; ~·~ .. ·g.~··-.p_ . L. 86_36 (8//SI//R~L Te ~~A, !VE!) , 

• (U//FOUO)I l an·NSA··ru;·~1·;~t inadvertently included Jf l (3} sa ·-u:;;J 3024 
(i) 

...... I H1fa··query against a raw traffic database. The database auditor 
.......... ·· ........... ::... . .. ~iscovered ... the .. error during.a routine audit j land notified the analyst. 

.(b) ( fi The query produced no results. 
(b) (3) - P.L. 86-36 .... · ··· (b) (3) - P.L. 86-36 

• (U/ffOY~ lan .. NSA: analyst performed against the e-mail selector 
of a valid foreign intelligence target a database query that included dates when the target 
was in the United States. Upon realization of the error, the analyst immediately deleted 
the query results. No reports were issued. 

• (U/trouotJ ~SIGINTanalystinadvertentlypertofin6a~·=aa~l,;;·~ ( b l (3l-P . L. 86 

query using the e-r.n.ail .. selector ofa USP: ·AU query results were deleted I I 
c=J and no reports were issued. 

·-rfi:~:::u ~ · ·· 
(b) dT"-P:=~\ 86-.36 (~llRsl TO .. USA~ F.Y~!')I._ ____ __ _.l an NSA analyst queried a raw traffic 

·. ...... . .. database for information about ·a·valid forei intelli ence target after the target was 
"···... noted · The target.'~ selector was 

~~~u......--------1 All non-compliant FAA §702 collectioii"betweenc:J 
L----------__,was marked for purging. 

........ 

analyst ._! ____ ~ 
The target was initially 

L.r--~~r-e-a-va"""ll~id';"'"£~0-r.~ei:--gn--:-in-t:--e';";'lh-:-.. g"."'."e":""ri.,...ce-ta~rg-e-:-t7b-u-:-t w- as---:-de-:t-erm- i::--'ned to be a USP I I 
,,... :.Althou h.the tar et's selec~ors were detaskegj I a 

'(b:)':'(i l deleted d no reports were issued. All ~u.:ery - r~sl!lts.:w.efg l ( 1 l 
(b) (3)- P.L. 86-36 (b) (3)-P. L. 86-36 
(b) (3) 50 USC 302A,(j.,L ............. .. 

- • lU/ft"OUO)I la·SIGINTanalystqueried arawtraffi:c .&t~brufo:·· (bl (3J-P . L. 86 

using a selector associated with a valid foreign intelligence target! · ·· · · I 
I I After submitting the query, the 
analyst remembered that the target had been in the United States during the range of dates 
submitted in the query. All results were deleted I land no reports 
were issued. 

TOP SECRET/fCOMHHYTALilliT KEYIIOLEf;~iOFORn 
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........ ············ (b )"·(.3) - P . L . 86- 36 
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........ ·········· ( b ) (3) .::,·q O USC 3024 (i) 
············· "·· .... 

······•······· 

• ..t.(.Q.S1.J.J.'/RE~. +;.f;"'-"ITi+0~~~-~~.!!' ....... ~.-40-~~.\i~·r;~!t~!)•r! -......... '. .. -.:: ..... :::: ..... ~ ..... -------,! an NSA analyst erroneously gueriect"a ..... 

r~w .. ~~-~- c··datflbase_f...... ...... ·I 
J .... ,,:::::::::::::::::::::::::::::::::::::::·:::::::::::.::.::1 lU:i?9n . .r~alization.of.the ... error, .. the .. analy.st .. deleted .. the.query.-results -onD 
1<"8TT1f''::':::::::::::::::::::::::::::::::::::::::::l: :: !without reviewing the content, and the target's telephone and e-mail 
!( b ) ( 3 ) - p . L . . 86- ·36· .. select9rs'were"tleUt"sked ................................... the analyst 
1 

dete~inedlhaHheta.r,get had entered the United· and 

marked all collection between for .<:l.~,l,~!ig.n. .... ~ > < 3 l _ P. L . 
reports were issued. ............. . ... ,:, ·:,,,,::::::-·""· ·· ·· 

... '. 
········: .. ::.:: .... 

• (U//FOUOj l ·~Ns~:.~alysi:~rr~~eously queried I l::Y.:P:Cmdiscovery by the audito ;:......:!..:.;..:.:..:..:..:...._ ___ """" 

the analyst was instruc.ted .. to-delete the query results and deletion was confirmed 
'TBJ:'TJ::~;;;;;;;;;;;:::::•..................... I l··No"reports were issued. L...---1 

(b l .. (3 k~-~ :· L'~'"'"a 6:36:;tif§jjg{/;~4f.).:r·_·--=~::::::::::::::::=:ian.NSA .@.:'.l1Yst queried a raw traffic database usin 

····.... selectors associated.With valid forei n intelli ... ence'tar· ·ets ·· .. 
·· .. .._ _____________________ __.The analyst 

misunderstood the procedures for querying raw traffic databases using selectors 
associated with the targets after their arrival in the United States. The queries and query 
results were deleted, and no reports were issued. 

3. (U) Detasking Delays 

(U//fOUO) I lthe . .tel.(:!phone selector for a valid foreign intelligence target 
was marked for detasking when a SIGINT. analystdisc.gy~red that the selector was being used by 

a USP. However, as ofl 1 -thesele.c.t.9.~ .. P.~?:::~?.~:·been.4..~!.~ked fromQ 
I 1 ............................................................................................................................ :::::::::::::::::::::::::::::::::::::::::::::::,,,,,,,,,,,, ......... ..... 

86-36 

(b ) (3)-P . L . 86- 36 

4. (U) Tasking Errors (b) ( ll 

r-------------.f (b) (3)-P.L. 86-36 

~~~.,...;.AH-+*T!Ar-'.-l~F.¥+1 it was discovered that a U.S. telephone 

········· terminated L-------------------------.-........ ------...... 
(b) ( 1) 

B. (U) Dissemination of U.S. Identities (b l (3) - P . L . 86-36 
( b ) (3) -50 USC 3024 (i) 

(S//S:f//REL TO USA, FV~Y) The NSA Enterprise issue~H lsIGINT product reports 
during the fourth quarter of CY2010. In those repons, ·SIGINT analysts disseminated 
communications to, from, or about USPs or entities"gnc=J occasions while pursuing foreign 
intelligence tasking. 11'0SIGINT products,..such·<lisseminations were found to be improper, 
and the reports were c~celed as NSA19S.$.] ~alysts learned of USPs, 
U.S. organizations, of U.S. entities_.najlied without authorization. All data in the canceled reports 
was deleted as requif ed, and t4.~Jep6rts were not reissued or were reissued with proper 

minimization. /~~/;f;;;;>····· 

(b) (1) 
( b) ( 3) - P. L . 8 6-3 6 

TOP 8ECRET//CO:MH'tT/TALEtqT KEYIIOLE77'fq0f'OltM 
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C. (U) The Foreign Intelligence Surveillance Act (FISA) 

1 . (U) NSA/CSS Title I FISA 

a. (U) Tasking Error ........ ····::::::::::::'.7ti5+ :qJ..::- P.L. 86- 3 6 

(Uiil'OUOll l@NSA ;lla1ygtdis~~,,;'ed th:t ~ ~~~~'YCltentl 
The error occurred because the tele hone selector / .. 

contained a t 
he selector was detasked..from all collection sites 

L------.. -A ..... ll,....c_o_,11,....ec .... t .... io .... n .... w .... as- co-n"""fi .... rm .... e .... d.,...as deleted I . ·1 ( 11~;.,(. l) 

vb rf~.) -P . L . 86-36 
~SHSM~W)~---------------------~·~\~\~.· \ 18 us~ ~~~4(i) 

\~~' 
\ \ 

\j 

' 
tasked under a FISC Order 

.. 
.. 

/ 
/ 

/ 
/ 

an . .NSA an~{ st learned that a selectdr 
·· ... 

··········.,/:: 

\I 

Tlie··sel.ector was immediately 
Ld .... e .... ta .... sk .... e .... d-..... A .... 1 .... 1 .... co .... l .... le .... c .... ti .... on_ w .... as_d .... el .... e .... te .... d .... o .... n._-------..an--d ....... no . .r.~ports.'\vere)ssued. 

b. (U) Detasking Delays ···::::: .. ::::::::::::;_:;::::::::,:::;;;;,.,, .... :;; ; ;::>\f~ ~. ~ ~ ~ _ P . L . 

(gt,LRel TO US.4, 11"EY) I .. l :ati::Nsl\L~h~l'.;~t:<li~~~~;~ed"th~t[Jtelephone 
selectors that had reviousl been authorizedTor collectfon under an NSA/CSS FISC Order that 
ex ired ........... hadi1~t be~n .. detask~d before the st~rt·of' the new FISC Order'c=J 

··The.selectors .:w:ere .. submitted for detasking.I land were 
.... c .... on .... fi .... 1rm_ e .... d .... a .... s .... ha ..... ving ~-~endetaskedl I-AH collection was deletedD I 1 ........ . 

2. (U) L,.... ________________ ....... . ..... ············ (b) (3)-P.L. 86-36 
(b) (3) -50 USC 302 4 ( i ) 

a. (U) Database Queries 

(g/,LRel TO tJgA, ~VeY)I l·an .. N._~A analyst queried the e-mail selector of a 
valid foreign intelligence target in a raw traffic database"withoµt following prescribed NSA 
procedures. The analyst was made aware of the procedural error;··and·.th~ .. query results were 
deleted~ INo··reports ·were .. issued ....................................................... · .. :::::::::::::::::::::::,,,. 

(b) (1) 

86-36 

'fOfl ~ECJtE'f//COMHq'f'//fALBff KEYIIOLEi'i~•OFOR'.n ( b) < 3 ) - P · L · 8 6 - 3 6 
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a.Il NSA anal st erroneous} ueried the e-mail 
selectors ofL------~----------,...---------...1\ The query and 
a.11 query results were deleted .: and no reports were issued. 

3. (U) The FISA Amendments Act (FAA) (b l (ll 'c b l (1) 
(b ) (3) - P . L . 86- 36 (b ) (3)-P . L . 86- 36 

a. (U) Section 702 (b ) (3) - 50 USC 3024 (i) 

i. (U) Unauthorized Targeting /.{h )-(3.) .. ::J'.: ~ · 86- 36 

(UllFOUO)Note: As previously repohed in the 2010 Second'Quafter·RepQr._t, NSAICSS has 
implemented a new process to ensure that FAA collection that is re uired to be ur .... ed om.NSAICSS 
databases is purged. A ' · ·· ·· 

...._ __________ ___. 'All collection that has been marked for purging will be purged. 

(U/7fOUo11 l ·NSA.@?~ysts discovered that selectors for valid foreign 
intelligence targets had been tasked under the incorrecfFAA·§702. certification. The selectors 
were tasked to the correct FAA §702 certification! J· .. Data .. 9.()llected 
under the incorrect certifications has been marked for purging. ·· · ···········:::::::::::::::::::::::!''"::::::~~'.!·''~;( b l ( 3 l - P . L . 

(U/W-OUe,I lan··FAA.::-s:t.o2 .. ~cl·e~~or··;~ ... t.~~~~::;i:~~~;::~~;fich~nt 
information to determine the target's.Jo.cationoutside the Un~ted·Siates . .. J'lfo selector was \\ 
detasked I l· .. Allrmn-compliant c().l.Jecti6nl .. ::/::::··· ... / ~ 

;:::::~ for purging. INSAf~~~ ::c:ver¢tfu::::p w~i~~:vertentlx targk~d. 
The error occurred because NSA analysts did no.ti ...I 
I J·lJ1e e-mail selector associated witfrfhe target was det9:sked I \ /I 
All associated FA.4...§702 collectionj ... <:::>.... jhas been marked for pur~j~·g. 

(U//FOUO'I ···...... ·····..... ..// f~:S~CSS received information that an e-mail selest-0;' tasked 
under FAA §702 and beli~ve(fto·.J:?.e associated with a valid foreign intelligence targe,t'did no~, in 
fact, belong to that ~ge{ After resean~~ to confirm this, the e-mail selector was geiasked on[] 
I ~All non-compliant collectiQ~ was marked for purging. // 

(Sli'REL TO USA, FYEY)I ··.... lan.,:~SA analyst discover,ea··~hat an e-mail 
selector had been tasked under FAA §702 without suffideQ.t[>roof that th~·iarget was outside the 
United States. The selector was detaskedJ ······l@d c9llection ~.~tween ! I 
I jbas .. been·marked·.:for .. purging~· ........ m .......................... m ............ ::::·":::,.·:f~·;· ( 

1 
l · 

ii. (U) Database Queries 
( b) ( 3) - P. L . 8 6-3 6 

(U//f'OU0}1 l·aS..J.GINT analyst entered an incorrec~ .. !while 
performing a database query against F AA'.§702 .data. The analyst had intended to ~)'iter a valid 
I lbut.in~4.Y.~~ently entered a I ···· ········ la~. a selector. The._query produced 
no results, and the query was deleted! I"" '" ·· ···... ..../ 

:·::,,,,,,,,,,, ... ~::::::·· ... •. / 

...... ::::::::::i:../ ....... 
(b)(3)-P . L . 86-36 

TOP SECRETf/COMRiT/TALfilqT KEYIIOLE/ffiOFOIDi 
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(U/fFOUO)I 1 --~ NSA analyst mistakenly queried FAA §702 data using a 
selector associated with a USP. No resq]ts were returned from the query . 

......... 

(U//T'OUO)I lan. ._NSA an~lyst mistakenly performed a database query 
against FAA §702 data using the selector-of a USP. The analyst had intended to use the selector 
of a valid foreign intelligence target but copi°ed·tli~·-i,ncorrect selector into the database query 
field. Thequeryretumednoresults. . ............ ;;::;;;> (b l (3 ) - P . L . 86_36 · 

.... ···· 

(U//FOUO~ l ·~rsiGIN·T'~alyst conducted a database query against FAA 
§702 data using the e-mail selector o(a ·vaiid foreign intelligence target and a date range that 
included dates when the target w~·iil the United States. All query results were confirmed as 
deletecd hmd no reports were issued. 

·. · H""' .. )tbl (1) 
iii. (U) Oetasking Delays ·· · .... : ... :.:: '······ t &lt3 > - P . L . 

~-.+++f-+':t.....+t-+-t-+f'rl~, ........ .......,+11.------~--..,.. sA·~~::.~t~ <li·~~-~~red that a valih .. ··.;~i~·i····~···· .... 
intelligence targ~thadL.···_·· ···_··· ______ .:.;;;;_ _____________ ...i,-__ .,_____.·· .. 

I IThe·ass.ociated selector wa§ _notdetasked becaus~e~th~e.5;!an:!,!W~l:....U;~~w.uiWo.J:....L.ll:~:.il.lll~Wil,., 
collection was on assignmentto .. another organization. 
the target had ~~parte<ftbe United States,....:=::-----'-----------------' 

I laUnon-compliant FAA §702 data collected between as been 
marked for purging. No reports were issued. _______ ___. 

' ·ap NSA anal st learned that a valid forei 
intelligence target tasked under FAA §702 had , 

.. Up_Q_µ_researching the incident, the analyst discovered that.an anal st in another divisi9n 

.·•· 

(U//FOUO)I l·NSAJCSS learned that a target tasked under FAA §702 was a 
USP. Research of this inatter revealed thafanNSA... .. analyst had determined during a routine 
review of collection I hhatthe. ... t.filgefwasa.U.~.P but had not detasked the 

86- 36 

selector. The selector was detasked l l:and::data.J.:::::::::::··········.. . ... · ..... ) I lwas marked·forpurging; ................................... HHHHHHHHHHHHHH ................ :::::::::::::::::::;:;;:;,;,,, .. . .. { b.l ( 3) - P . L . 8 6 - 3 6 

(glJREL TO USA, FVEY) An NSA analyst notic.~d 
intelligence targ~. 

that a valid foreign 
After researchin the 

matter, the a.I}a.lyst discovered that _¢e·targ~.t.'s·L.--------------,.------' 
_,.., .· ,...... .ls~!~<;:torwas not d_:~k . hich resulted in the 

,.....-_ ... _ ,........ f:nc~g~nt-· I ··'· ....... ······· ··· lelector was ..... ~ms · "'"'""" ......... ..,......,.------' 
// ~_9-cfollection. .wa~Jou~:<;l.dur.i,?.i~.the·tifue when ~~ ... YlJ.'.ge~ lin the Umte tates. 

;./::::·:,', ..... · ..... {:~t~L:·i6··ij:§~:~:.:~i.i&.;)"j· ... ······· ................................. l an NSA analyst learned that a valid foreign 

// ... ··:::,,,,,,;:::::2if#¢.1.ligencetarget had tra:Y.~~~4.J9 .. .the.United .. Statesl I Although the analyst 
.. . ····· .. . ................ . 

,;; .................. . 
(b) (1) 
( b) ( 3) - P. L . 8 6-3 6 
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detasked the associated e-mail selectors .... ·· 

L----------------____.···No··col.Iection .. QI.I~porting occurred . ............... . 
............................. ::::::::::''{b .. ) ( 1) . 

iv. (U) Data Handling Errors _..., .. ._ ( b ) (3) - P . L . 86- 36 
.. ·· 

~~~~A-.:if-¥.ie-~, ~fii"'r.,r---------------,.NSA anal sts unintentionally 

forwarded unminimized~.i.z..L ____ u.u;;;~ ... §702 traffic to ,.. The 
traffic was purged from and:th."1:pr9perly minimized traffigwas re-
~orwarded the same day. ·· ........... :. · .. .... 
.1 ~ ...... ::::···· ..... · ... , ...... .... · 

(b) (1) 
( b) ( 3) - P. L . 8 6-3 6 b. (U) Section 704 
(b) (3) -50 USC 302 4 ( i ) 

i. (U) Detasking Delay 

~++*'.......,.-++1-++if'W'lr.,........""1"':-¥-tt-L ______ JjfilW~..Mfil.Y~~~~-hat the telephone 
.· the United States 

.. ·· 
~ele hon~iselectors 

.. ··· 

i. (U) Database Queries 

(S/tREL TO USA, FVByJ "·) NSA analysts 
performed database queries on valid FAA §705b selectors in raw traffic databases that contain 
FAA §702 data. Upon realizing the errors, the analysts deleted the queries and results. There 
was no reporting from these incidents. 

..·:::/ (b) (1) 
· ..... / . . ...-:/ ( b) ( 3) - P . L . 8 6-3 6 

ii. (U) Data Handling Errors ......................... / . _../ / (bl (3) -5o u sc 302 4 (i l 

(8/ISl/IR£~ TO USA, f'V~ .. - _ b:~IGINT "9a1;~; ~stakenly posted FAA 
§705b data_ !that is not authonze.q_f<?.r..-FISA

1
data. The SIGINT · 

analyst notified his overseers of his mistake. _..>:.'.... / <bl <3> - P. L . 86- 36 

(S//511/itBL 'fO USA, FVBY) Also -~.:..S.I~~tanalyst discovered that an 
anal st who was not cleared for FISA had ·ISA 7Cl'Sb!Clat.a b~cause · · 

....... 
...... ::::::>]'{b) (1) 

iii. (U) Detasking Delay .. ·:::::·:: .. .-.. :·:: ... ·:::::::"".. ](b·) .... ~ .. 3)-P. L . 

(SI/REL 'fO USA, FVE7t)I . . fNS:i(~alysts discovered that the selec~dr~ for 
an FAA 705b-authorizegJargettemained tasked after the target returned to the United States"u.n 

·Ari.NSA anal st had deleted the tele hone selectors for the tar et ........ 

86-36 

... 
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.,..I -"""T----::--::----::-______ ...,.lm=· ·=.d.the.Jr.i.a.dvertent collection betweenL...I ----~,..,..o;;.····_, .. I 
LJ;eredeletedL...i ______ """"'"_.l·and .. no::r:e.p:Q:i:tswere.j~sued. .. ................ 

. . ...... ., ...................................................... :::::::::::::::::::::::::::::::~~:~~:~::~::::::::::::::;;. •:~::;iiiil;: ..... ... ••••··· .... ··· ••••··· 

D. · (U) Other (b) <ll 
( b) ( 3) - P. L . 8 6-3 6 

1 . (U) Unauthorized Access 

(U//fOUO)I l ·itw~s discovered that a database develo er who was not 
authorized access to FISA data was ex ··osed·to.files containin PISA dat 

\ All files ----------------------------w-.. e-r-e-del~tedkrom 
the development serve ··'.f.he.develope.r.b.~§ o .. ensure 

that files used do not contain PISA data. ·········· .. . .. . . ........ ·: .. : ..... :. ::~·:·::.:<>:?'.'.:iii/< b l ( 3 l _ p . L. 

(U/4'0U~I I two·database·i~~ls were found to co!ltain ·~fSA~derived data. 
Access to the database tools was not restricted, and analysts who ·were r,10fauthorized to access 
FISA data potentially had access to the data. All user .. acccYufl'ts hay.e·sl'nce been validated, and 
access to the databases was removed for analy~ts··wlio do not ha\/e authorization . 

....... · ......... . 

(U/IFOUO)I ~·aii'NS~ staff oft.!cefi~~dvertently sent a print job request 
containing FISA-derived information to a print~r-in the officer's former office, a location not 
authorized for FISA access. The printed d,9cument was destroyed by the staff security officer at 
the receiving end! hmd the three persons who had viewed the misrouted 
document signed non-disclosure agreements. , .......... ····················· <b l ( 1 l 

......... ···'°........................... (b ) (3) - P .L. 

(Sf/REL TO USA,FYEY) I l·an·NSA analyst e-mailed computer screen 
shots that included! Fderived data to a contract facility's Sensitive Compartmented 
Information Facility (SCIF) that.is not authorized fo~ ldata. Upon discovery of the 
error, the staff security officer afttie contractor facility was instructed to delete the files and 
confirm that no data remained on co~puters or stojage devices at the contractor facility. 

(U//fOUO)I l·anJtSA staff officer e-mailed FISA-derived information to 
an e-m~l ahas that contamed a numb~r of.~SA/G..~~ oersonnel not cleared for FISA a~c~ss. 
Upon discovery of the error, the e-mail was..:recalledl l.~d all recipients 
were instructed to delete the e-mail. ··./<b l ( 1 > ····· ····· ..... ········· ... 

(b ) (3) - P . L . 86- 36 ·····..... ·· ... 
······· 

86- 36 

86- 36 

2. (U) Data Handling Errors (b l (3) - 50 usc 3024 .. <. ~ .i ................. ···::::::;;:;;::;:;:>\(b l ( 3 ) - P . L . 86- 36 

(U/fFOUo~ lan·NSA"analysi .. <li~~~~~;~·<l··~;.~::;;;.:;.'ioz::~i~~::~: contattl~d in a 
file directory that could be accessed by persoru:J,~l.nota~fhorized for FAA data. The data 'was 
moved from an authorized databa.s,~J.oanori~~ythorized database! \ ·1 The 
files were accessible to .~pproxiriiatel~bfanch members and database developers from I I 

I !·Ari.update was installed to prevent FAA §702 data from being moved from 
the authorized database. 

. .-·· 
··········· 

( b ) (1) 

I NSA/CSS discovered thatl 

(b ) (3) - P .L. 86- 36 
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9 

........ 1 .... 
... ·I 

..... ...... 1· ' 

'c b l ( 1) . 
(b ) (3)-P . L . 86- 36 
(b ) (3) - 18 USC 798 
(b ) (3) - 50 USC 3024 (i) 
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I ... . .. ···· fTiie·~;;~r was discovered during an update to thejL.. ___ _, 
I l·Ibe"computer code bas been updated to avoid future errors. 

(U//fOUO)I INSA analysts discovered that FAA §702 data collected 
J lwas held in branch computer files that were accessible to analysts not 

/ authori~ed for FAA data. In addition, the data files were not properly marked to show that they 
/ contai,IFAA §702 data. Upon discovery, the file permissions were changed to allow access only 

.. ' to 39~lysts who are authorized for access to FAA data. "(.];:) l ( 
1 

l . 

,' I . . {b ) (1) (8")._ (3) - P .L. 86-36 
.. 3,·: (U) Unauthorized Data Retention o:n (3 ) - P .L. 86- 36 (b l \ ;3J - 5o usc 3024(il 

, .. ' / (S/tREL TO USA, FYEYJ ·INSA/CSS discovered that two data~~·St( tools 
, .. ....../ retained NSA/CSS Title I FISA data beyond the one-year retention period without authoriiation. 

: ...... . ........... . 
/: ...... ... 

_./ ... ... 

j/ 4. (U) Consensual Collection 
'foTT3·;·-.,p.,..,J'.i," ... J3..E5- 3 6 . 

"·......... . · '(U/ff'o'BOJl "'"'"'"'"''"""""'''''''''''''''''............ I an NSA analyst discovered that a consensual agreement 
·..... ..... authorizing the targeting of a OSP::f'romf ·................................................... lhad expired the previous day 

······ ..... and that the associated selector had remained on tasking. Upori .disc<weryj ]the 
an(;llyst detasked the selector. Collection was marked for purging from the collection systems, 
and .. ho. .. reports were issued. 

·· .. 

(U//FetJCJrl l NSA analysts discovered that consensual agreements 
authorizing the targeting ofUSPs had expired the previous day and that the associated selectors 
had remained on tasking. Upon discovery, the analysts detasked the selectors. No collection or 
reporting occurred during the violation period. 

5. (U) Unauthorized Collection of Communications Security Monitoring Data 

(U//FeU~I INSA~~ysts discovered that a change to a customer's list of 
authorized l\Vas not.@.pl.~~entecronaback:::µp .collection platform. Unauthorized 
data was inadvertently retrieved from the .. b'ack:up .. platform .. tro.Pi /I when 
the error was discovered. No reports were issued. '"··:·::.:·::··:· .. ,,./ 

· .. .. .. \h) ( 3) - P . L . 
' ...... ' ...... ·· .. 

(U//ffiUoj ~NsA···ari'iily.sts .. di~~overed that collection onl ····)was 
conducted beyond the authorized technical data provided by the customer. The collection has 
aged off the collection system, and no reports were issued. 

6. (U) Computer Network Exploitation 

·-- , , ,......,.. ,,.,.. TT""'\.I 

\ .1 0 // U.1.1 J. ,.1. JI ... ·I 

.............................. ···· 

{~., ... ( 1) 

86-36 
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(~) ( 1) DOCID: 4165214 (~t-(3) - P . L . 86- 36 
( b~\(3) -1 8 USC 798 
( b fX~/·-:::_50 USC 3024 (i) 

. . I .· . ·. .. . ,.. •. · .. 
.· ·. · . . ~ ·. 

. . 

(T8/fSfl/tff) 

("fS//Sl//fqF) 

/~l"'tl'....,,. --~· I , ... ...,,, ~A111'1.1 JI 

t I S1/~t7'fHF1: 

E. (U) Counterintelligence Activities 

(U) Nothing to report. ··~-b) ( 1) 

( B'):.( 3) - p. L . 8 6-3 6 
F. (U) Intelligence-Related Activities (b)"'(:.3) -5o u sc 302 4 ( i ) 

(SffSt//fqF) To reduce the risk of unauthorized telephony collection and prevent v~~~:~ti.9_ns, 
NSNCSS instituted a process that gives analysts greater and faster insight into a target1~:::-... 
location. I '\:1 

TOP ~IiC:R:gTJ/C0~4~JT,qAL~JT KBYIIOLEf/~~OFORn 
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TOP eovRBTrrCunhdTin menl KEJJtuLLTIT,8f ru4 (b) (3}'::50 use 302 4 ( i ) 
······· · .. 

······· --- ' 
························································· 

"····· ..... 

l···When collection occurred, data was purged from NSA/CSS's principal raw ....__...,.,,,..---:----:----' 
traffic repositories when required. 

·· . ., e::.:ffifill selectorsi..,,......:;;.... _____________ __. 

his quarter. When collection occurred, it was L--.........,.--........ ...,,,...~~:":""""---:'---:---:~----:=---
ro m NSNCSS' s principal raw traffic repositories when required. ..... --:::·· <b l ( 3) - P . L. 8 6- 3 6 

····· .··;· 
purge 

····················· 

(U//FOUO) Although not violations of E.O. 12333 and related d!~~ctivef inCJinstances, 
database access was not terminated when access was no 19pgetfoquired. Once identified, the 
accesses were terminated. In addition, there wereOinstances of unauthorized access to raw 
SIGINT and one instance of account sharing during the quarter. 

(bl ·c i;T········ ........... . 
·. 6-36 

·······... 798 

·······..... 302 4 ( i ) 

II. (U) NSA/CSS Office of the Inspector General (OIG) Intelligence Oversight (10) 
Inspections, Investigations, and Special Studies 

(U/fFOUO) During the fourth quarter of CY2010, the OIG reviewed various intelligence 
activities ofNSA/CSS to determine whether they had been conducted in accordance with 
statutes, Executive Orders, Attorney General procedures, and Department of Defense (DoD) and 
internal directives. With few exceptions, the problems uncovered were routine and showed that 
operating elements understand therestrictions on NSA/CSS activities. 

A. (U) NSA/CSS RepresentativeL..I _____________ ! ........ . 

B. (U) Misuse of the U.S. SIGINT System 

(U) Nothing to report. 

TOP geCRBT/fCOMHoJT/TALE1''T KEYI IOl::B'~'8f81Uq 
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C. (U) Congressional and Intelligence Oversight Board Notifications 

(U//FOUO~ NS,A/CSS notified the Con ressional intelli ence committees 
that NSA/CSS and 

personnel in NSA/CSS s aces / ...-
............. ·" .. ··· 

·A· copyof.the .n,qtifi~.'1tion is .encfosed,,,.... • ...::<:::::>··· L------------------' ......................................................... ::::::;::!::, .. 1~.;~: · · · 

D. (U) Other Notifications 
(b ) (3) - P . L . 86- 36 

(Sfltff) NSA/CSS has notified the Attorney General ofc=Jcon..~t;:nsual and nonconsensual 
intelligence-related collection activities for USP hostage cases. ·· ·· · 

111. (U) Substantive Changes to the NSA/CSS 10 Program 

(U) Nothing to report. 

( b ) (1) 
(b ) (3) - P . L . 86-36 

IV. (U) Changes to NSA/CSS Published Directives or Policies Concerning 
Intelligence, Counterintelligence, or Intelligence-Related Activities and the 
Reason for the Changes 

(U) Nothing to report. 

V. (U) Procedures Governing the Activities of DoD Intelligence Components that 
Affect USP (DoD Directive 5240.1-R, Procedure 15) Inquiries or Matters Related to 
10 Programs 

(U) Nothing to report. 

TOP SECRET//COMtHTfTALilliT KE'fIIOLEf/tiOFOR:H 
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(U) Intelligence Oversight Quarterly Report 

Fourth Quarter, Calendar Year 2010 

(U)AOR 

(U)CNE 

(U)CY 

(U)DoD 

(U)E.O. 

(U)FAA 

(U) FBI 

(U) FISA 

(U) FISC 

(U)GCHQ 

(U) IC 

(U) IO 

(U) IP 

(U) NSA/CSS 

(U)I 

(U) OIG 

(U) SCIF 

(U) SIGINT 

(Uj I 
(U) USP/ ./:>..- ...... 

=-==····' 

.I 

.. ,.• 

(U) ACRONYMS AND ORGANIZATIONS 

Area of Responsibility 

Computer Network Exploitation 

Calendar Year 

Department of Defense 

Executive Order 

Foreign Intelligence Surveillance Act Amendments Act 

Federal Bureau of Investigation 

Foreign Intelligence Surveillance Act 

Foreign Intelligence Surveillance Court 

Government Communications Headquarters 

Intelligence Community 

Intelligence Oversight 

Internet Protocol 

National Security Agency/Central Security Service . 

Office of the Inspector General 

Sensitive Compartmented Information Facility 

Signals Intelligence 

....... ·I I . 
U.S. person 

(b ) (3) - P .L. 86- 36 

+QP el!ERE:r//EOPUNT//NOFORPI 


