
'f'OP SECRE'f/fSll'fK//NOFO:Rf'( 

NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE MARYLAND 20755-6000 

16 May 201 3 

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU : Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U//FOUO' Report to the Intelligence Oversight Board on NSA Activities -
lNFORMATION MEMORANDUM 

(U//fOUO) Except as previously reported to you or the President or otherwise stated in the 
enclosure, we bave no reason to believe that inte lligence activities of the National Security Agency during 
the quarter ending 31 March 2013 were unlawful or contrary to Executive Order or Presidential Directive 
and, thus, should have been reported pursuant to Section l.6(c) of Executive Order 12333, as amended. 

(UHfOUO)- The Inspector General and the General Counsel continue to exercise oversight of 
Agency activities by inspections, surveys, training, review of directives and guidelines, and advice and 
counsel. 

/L f!i)j~ 
DR. GE-:::::&:ARD 

Inspector General 

RAJESH DE 
General Counsel 

(U//FOUO) l concur .in the report of the [nspector General and the General Counsel and hereby 
make it our combined report. 

Encl : 
Quarterly Report 

KE~Lefft 
General, U. S. Army 

Director, NSA/Chief, CSS 

This document may be declassified and marked 
"UNCLASSIFlED//Fo1 Official Use Only" 
upon removal of enclosure(s) 

fl\pproved for Release by NSA on 12-19-2014. FOIA Case # 70809 (Litigation) 
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(U) REPORT TO THE INTELLIGENCE OVERSIGHT BOARD ON NSA ACTIVITIES 
FIRST QUARTER CY2013 

(U//FOUO) Pursuant to Executive Order 12333 (E.O. 12333) , as amended, National 
Security Directi ve No. 42, and other legal and policy directives , the National Security Agency 
(NSA/Agency) conducts signals intelligence (SIGINT) and information assurance (IA) activities 
on behalf of the US. government. NSA' s SIGINT and IA operations, as well as activities in 
support of those operations, might result in the acquisition of non-public information about or 
concerning US. persons (USPs). Agency personnel are required to fo llow procedures designed 
to protect USP privacy, consistent with the Fourth Amendment to the US. Constitution and other 
law. NSA has also established internal management control s to provide reasonable assurance 
that NSA personnel are complying with procedures fo r handling USP information, such as 
minimization procedu res adopted by the Attorney General (AG) and approved by the Foreign 
Intelligence Surveillance Court (FISC) to govern USP information acquired during SIGINT 
operations conducted pursuant to the Foreign Intelligence Surveillance Act (FISA) of 1978, as 
amended. This repo1i summarizes incidents of non-compliance with NSA's USP procedures, as 
well as other matters required to be repo1ied to the Intelligence Oversight Board, that were 
identified during the first qua1ier of CY2013. 

I. (U) SIGINT Incidents 

(U//.FOUO} Section l.7(c)( l) ofE.O. 12333 authorizes NSA to collect (including through 
clandestine means), process, analyze, produce, and disseminate SIGINT data for foreign 
intelligence and counterintelligence purposes to support national and military missions. 
However, FISA regulates the intentional acquisition of conununications to or from unconsenting 
USPs, wherever such persons may be located, and also regulates certain collection techniques, 
pa1iicularly techniques used against persons located inside the United States. As a result, NSA 
perso1mel distinguish between E.O. 12333 SIGINT operations and activities that NSA conducts 
pursuant to FISA authorizations. 

.. .. -:::::''l(b ) ( 1) 
I.A. (U) E.0.12333 SIGINT Incidents .,, .. ,,,, .. ''"'.:: ... ·· ~ (bl (3)-P.L. 86-36 

(SHSt//HF) During the reporting period, NSA deten~Jin.~d::fh~{o .. i:~~;·~·~·nt repo rts 
indicated non-compliance with AG-approved procajJue,.$:::fri"T5epa11ment ofDefense (Jl)oD) 
Regulation 5240. 1-R, including the regulatio.11.~.s·· ~fassi'fied Annex, as well as incid ents,of non
compliance with internal control pr<?.9.edu:t,is ·tnai govern NSA' s acquisition, processing~ 
retention, and di ssemination ofUSp ... i·nfo.rmation acquired during E.O. 12333 SIGINT •. 
opera~ions. I cii~~§l.dents ···i1~volved acquis~tion errors, such as the mistaken or inadve11ent 
targetrng of a USP; "COncerned improper quenes ofNSA raw SIGINT databases • \ 
(unminimized and unevaluated fo r fo reign intelligence) , such as queries that were overly broad 
or not reasonably designed to restri ct the return of non-pertinent or unauthorized USP 
information or were performed without first conducting the necessary r~~~.arch;· -----

./ involved unauthorized access to.?.t:..i.!Jlpi:oper·handfing of raw SIGINT data; and 

.. <'<··· 

involved 

(b) (1) 
(b) (3)-P . L . 86-36 
(b) (3)-50 USC 3024 (i) 
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\ b) (1) 
1 B~(3) - P . L . 86- 36 

system errors. In lig ht of the scope and scale ofNSA's E.O. 12333 SIGINT operati~-~~~ .. 1---
e-mail addresses, telephone numbers, and other "selectors" were tasked for E.O. 12333 SIGINT 

Tiirl'l'}"· ..................... ~.llection during the repotiing period), the overall error rate was extremely low. 
(b} .(3) -P. L . 86:::°3·6 · .............................................. . 
(b) ('3 .)__-50 USC 302 .... 

........... 
........ 

(U//flotJO) The vast majority ofE .O. 12333 incidents during the repo1iing period 
occurred because of human error and were addressed through remedial training of the 
responsible personnel. Noteworthy E.O. 12333 SIGINT incidents included the fo llowing: 

• (T5//5I/il<lr) During this quarter, the NSA Office of the Inspector General (OIG) learned 
that a data spillage had occu rr~d involving communications 
intelligence (COMINT). _,A-pp"roximatel. . time-sensitive re orts containin<r TOP 
SECRET COMINT i_nfol:inatign 

the reports 
...._ ____ .....,.--............... --------------------' 
were availa_!,)le"to pei::sofinel cleared only for SECRET information. All of the reports 
have b~e1{~·e.nwv~d-· from the known locations, and a damage assessment is under way . 

.... . ···::::::::: .. ··· 
• .... ....;::.-:. ' ........................ _.,_ __________________ ..J 

... ....-·:::;",::::dafabase query,.1:anag-zli'ri_§.t·,__ __ .,......J~e_le_c_t_o1_· _tl_1a
1
t contained a typographical error. The 

...... ::;,,,,,,,,,.· an,~Jy.st- attefripted to _.st<:)p .. JJ.e .. queiy but did not follow the correct process, 

.. ~;;;;;~;;;:·:~~:·:~:···:"""'::::::;_::::::::::::::::::.: .. aud it or discover~~:::~he error:· ~~e~u ~~~ ~-:~~~::e 
(b) ( 1) / 

..were retJ.irried . (b)(3)-P . L . 86-..:So- ...-
.. ····· 

• 

....... 
/ : 

········ , .................. . 
········ 

·~t£::;:::~:i ;-··· 
lhl '('3t-"''P .. ), . 86-
( b i<·( 3 > .:::·s-0 .. "iJs c .... ~ 

"-"-.. ----------- ~- .... _ ..... _(_g_-;/_g_l/;-'R_tE_L ____ _ T_O_U_S_A;_ F_'-efE- __ -)"---~--------l-a_n_a_t_1d-it_o_r _d-is_c_o_ve-1-·e_d_t_ha_t_a_n_a_n_a_ly_s_t -

li.ad · qi.1erie_~.r---- --...... faeleytofs without performing the necessa1y fo reignness checks. No 
results\v~i:_e retun:iecf;<and .. _no reports were issued . 

. · . . • ('f.S//~-l/~~::'i~ .. tJSA, F\;:~£):: an analyst performed a query in a 
"-. --.... ....-"i:aw SICJtNr database: ....... ~ ................ --~---........ ------------------. 

....... 
/:\_:_: .. ·_ .. :-.. ::· .. ·\ " ······ / . 

- ................................. .. 

/~:{;;;'.'.-· / ~een su;~:n~~ry results were deleted , and no reports were issued> _____ ..... has 

(b) ( 1) 
(b) (3)-P.L. 86-36 

TOP SECRET//Slf'fK/J'NOfOIU"tq 
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• 

• 

• 

(~//£1/;~tf) I l it··w.as .. dj s.covered that a systems error mistakenly 
allowed selectors identified as USPs to be a-······friVed·fo i:.t.ask.incr 

""No .. ~<lllecti on 
-0-CC_t_ir_re_d,...._-------------.... -.... -..... -..... ---..... -.... -..... -... -..... -.... -..... -·.::.-·:.:: .... :::::::::::: .. :::: :,':~~~'.~l~t~:~-.. g ~ - P . L . 

.. an-1nfaTyst. discovered a gJit.cir fr'i' a tas~}t:lff tooi ··~ liaf'·· ... 
... •.. · .. resulted in selectors .. ....- _./_/ 

L----.--------~:-::::.--.. ~----""--------------...-...... 

~~~:; ... w_e_re_ de_t_as_k_e_d ___ rt W~; di;:~ered II.Jal ·· ////~::~ctors .... I __ • \\ 

error mt 1e con 1guratton 1 es 

....... · 

..··· 
....... ·· 

________ _..... 

.. ,.,:·:m ....................... m ..... ~ .... m(U/f.FOHO?I I it was discovered that a file containing raw SIGINT 
(b) (3H?..:.~ ·-.~~-36 had been uploaded into a repository that unauthorized personnel could have accessed 

86- 3 6 

······ .......... ! I The fi le was deleted. ···························:::::::::::::::::::::::::::""/t l:l) ___ ( 1 > _ 
................ ····· ········ ... / , (b.) (3) P . L . 86- 36 

• ff3//5l77NF TI I-an-analyst"° discovered cpJ.l.ecfio.n acquired during~--.... 
target's visit to the United States from a selector I ... / / ... ·· I 

1.-The incident was isolated to a particular 

I 

..... ::::::::::::: ..... . 
·-rBT::(:r:)::::::::::::.::: ...................... t--------------,..----......,..----..,.......,------..,.......---.----1 
(b ) ( 3 ) - P . L . 86-------.------- Purging of the collected data was completed ...___ 
( b ) (3) -50 USC 3 · ..... 

········ 

• ff3//3b'/R:EL TO USA, F~;:E'l) ·· it.was discovered that a selectot 
L-__;;;;;...,.......,,..-----JL......;.;:;........;...;....;......;..;...;_..;.....;...;_;........;.....;.;...;..;_.;..;..;.~ 

• 

determined to be associated with a USP 
· ecause of a !! 

L.-n-is_co_1_n_m_t-1ru-. c-a-ti_o_n-r----------------..;;;;...---'i=...=j;;;;;tlp.i;r,~L9:~,~cq~ery of 

the incident, the analyst immediate ly stopped the que1y and deleted the result§.~;;;_~;)'~( . .b) ( 1 ) 

' 
__ .;::::;;:;:. >:;~ ;.:( b.) ( 3) - P . L . 

L--------------........ ~~----....:o:.;:=; 

discovered to have been conducting SIGINT w~it;;.;.ho;;..;t;;..;1t...L;...;;.i;..~~;.;;.;;..;..;;,;...:;~-....,-""' 
conducted an una roved collection exercise, 

... ....-· ... / ·did not tindersta)ld the L-----------------...,..-.;;;.._ ___ .,...:.;....,...___. 
importance of obtaining the proper l~gal"'ai1thority for.-·cqnducting SIGINT exerci$es 
before _.,,Mb'i:eover, the ~r01ff.at11 Manager! / lhad 
been fie mg 1t to ·W,iJh6ut the kno(ledgr/ or overs!ght of the 
,.__----~-,.;;__ __________ __...at Fort Meade. 1s contactmgll 

as"currently possessing SIGINT systems or scheduled to receive a SrG'iNr 
.... s_y_s.,...te_m_ m- t"'"1_e .... near future to make them aware of SIGINT oversight req uirements. 

I OP SECRJ!:TJJ517TK//NOfOftN 
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.·;;/'(b) ( 1 ) 

J.B. (U) FISA Incidents . <''''"''':.;;:·;/ I b)· q_J :~ .. L • 
8 6

-
3 6 

(Sf/Sl//14fi') During the reporting period, the :p~p:~ii~n~11(:.:6£ Justice (DOJ) fil~"Onotices 
with the FISC concerning incidents of non-comp.l:i.~f\'6.e witJ1,..~othori zations issued to NSA 
pursuant to FISA, including incidents of n9J'.!:Se(fhiplianq~,..\.~i'th NSA' s Court -approved FISA 
minimization procedures. There wery.f .... ::::.+focidents 9.f~cfn- compliance with NSA internal 
control proced~ire. s. A total oiq::Of'fhe in~id en~~_.-i·i~yo'iv~ acquisition errors, such as the 
delayed detaskmg of targets; LJ20ncerned 1mp.~op~r· quenes of NSA raw SIGINT databases, 
such as queries that were overly broad or notJea~c>'nably designed to restri ct the return of non
pe11inent or unauthorized USP informatiop·;"Q liwolved unauthorized access to or improper 
handling of raw SIGINT data; and L:]·1.·1wolved systems errors. (Some incidents might cause 
more than one notice to DOJ, and some notices did not involve incidents. Consequently, the 
number of notices does not correspond to the number of incidents.) 

(U/IFOUO) The vast majority ofFISA incidents during the reporting period occurred 
because of human error and were addressed through remedial training of the responsible 
personnel. Noteworthy FISA incidents included: ···:::::::::'7tt?.) ( 1 ) 

... ··:_.. .. --::_.....-/'/ 'fh}+~) -P. L . 86- 36 

I.B.1. (U//FOUO) NSA/CSS Title -~ --~-~§_A. ... --------· ..... ,.... ....- .:·: .. //..- · · (~h. c'3t:::::~:? .. _ usc 302 4 ( i ) 

• -r+~~l+N++ While re_newing· 'fhe-- ~~1 t hori _/,.. . . . . "·<:---
·NSA ... (fiscovered ....-------- ----.... -..... -· ..__ _ ___,_..,......_......,..,...,..,.. .. .,..._---

... ...- Nd· 
communication to or fr~HTI"these numbers was ~etjuired . 

• (T£11£1jl • / // NS~ discovered,tha1 
1 -ha'd not been detasked Al l collection\has ~een 
purged, and no reporting occurre 

• ('f S//81/l·tJF)j 

All .._ __ ...,.........,.._ ....... ________ ..,.,,.._....,... ___ .....,._....,... ___ ...,....---,_.....,..~ 
communications have been purged, and no reporting based on the ........ -....----....,....----" 
non-compliant col ectton occurre 

• l 'T'"' ""'' //.,._Tr\ I 
\ .. _ - · ___ _, .I. ... ... , • • I 

.................. 

~--------------------....,...--------...,.....----,-----' .. lthe FISC granted a motion to 
,..-::::::>-"-a-m- en-d- th_e_O_ rd_e_r_t_o_a_d_d_re_s_s_t_h_i s- s-it_u_a-ti_o_n ______ ___. 

I 
I --~·:::::JTS//SJ.//Nf.) . j 

... ;:::::::::::::::::::.····· 
;1:·· 

(b) (1) 
( b) ( 3) - P. L . 8 6-3 6 
(b) (3) -50 USC 3 02 4 ( i ) 

TOP SECftE'f/lSl/'fK/fNOFORN 
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( b ) .. '(·3..) - P . L . 86- 36 
(b ) (3 f '"-·5 0 USC 302 4 ( i) 

· ...... . 
·· .. 

.... All of 

the non-compliant data was marked for purging, and no reporting occurred . 

• .__ ______ Jit was .. discovered·"t~haf"files"po'ssibfy.c()'iifii'liifrig ...... :::::::::::::::::::::::::::~~~g~-P. L. 
86

_
36 

• 

..A .final -noti.ce .. on.the .. matter was fi led with the FISC !/ ....... 

·~1~~1 ~;~~~~~!;~-~-·::~--~i-..... _-::(-8/.-/~-::"~-: ·:~-........... TOBSi\; F'ilEY)I " " - - - - -c // / i~ : l~ : -p. L . 8 6- 36 

»::.:::::::.. ............ :::::: .................. (s;//§l#RE!::::.T.O .. 'UsA; FVE¥). ..ari"a·~~I st executed 

\\·~:~:·., "··· •.• ···u•r of ideiiiillets"· i:ovided to NS A b ·· ith a high risk of terrorist 

connections>· SA queries non-USP 
...,<>.. identities against its collection and reports"fo.. results of those queries. 

\.:.:::: ........ When the NSA analyst executed the que1y , he was una.ware 

......... ::::.------------------..---------------NSA deleted the results from the 
query. and confirmed that the results had not been di sseminate d or 
o,therw._1,...s_e _u_s-ed""".---

.... ~ ......... (~s//Sl//REL TO ug~'. ~-~·~f)j I NSA ~.i.5.~vere.d .th .... a_. __ ___.. ____ 
........ w1tho.iit· . tramihg m1glit have been abi~Jo .. see ····· . ..-

............... ::AJ.though ·n data was foul).d..-in 
. .. .. • ········ 

.............. 

. ;{~:i) '.:'. ;i ·i}:::;;;, :: : :: : ::::::::::: . :: .. :::::::::: .. pu·~'s:1ant ... to ........................ ,,,,,,,, authori·zation:"""The· analysts· .. have .. s ince·::atten~·ecl;._,__ ___ .......................... ·· 
( b ) ( 3 f :::P.::, ·L .... 86-J;atrung . .. .... (b ) ( 1 ) 

........ ::::::::··...... (b ) ( 3)-P. L . 86-36 

..... ·1;Jf~~ .. (TSf./SlHNF) Business Records (BR) Order (b ) <3 ) -so use 302 4 ( i ) 

• ..(T~//~·{,1,4~T I an NSA analyst executed a valid query in 
NSA's BR repository using .... ~tTeaS,pnable articulable suspicion-approved selector 
belonging to a USP currently subjecftol I The analyst then sent the 
results of the query via an e-mail ali as to personnel who did not have the required training 
to handle the BR data. The analyst' s supervisor rectified the situation. 

('fS//Sb'/MF11 l ... tJ'SA technical personnel di scovered that NSA 
had inadvertently retained files containing dtll.~etail records that exceeded the five-year 
retention period. These records, which had been"· ._roduced pursuant to the FISC' s 
Primary Orders, ·........ .Jhe records were among those 
used in connection with a migration of call detail recor ·s·t.o"·a .. new system in or about 
I f The (OaH.detail records could be accessed or uSO<l .. dnty by technical personnel 
who had received appropn ate ... an~ .. ~:~.:~.~1 ate trammg. I ... .:I NSA 

'fOP SllCRllTH9::;,,.~;;ltN ··········· ::">',/ 
(b ) ( 1 ) 

5 ( b ) ( 3) - P. L . 8 6-3 6 
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teclmical personnel destroyed the call detail records used in the migration of records that 
had been retained past the five-year limit. 

I.B.4. (U) FISA Amendments Act (FAA) 

• (T5//5l//tt~L TO U5A, Pvt i) QnO occasions during the first uaiter, collection 
occurred o~i he United St.~.tes 

...... -:::: .. :. --------------------..---------------------' 

,tfl:;~:~. ~;~~=~ f? \J.5t.; JY£Y) FAA §702 data was erroneous! 

•1~B.';::~::r:x:::::';'""'::;::;;;;;;;;;;;;;:;;;;; ,, ............ 1ave een mar -e or e etion om t 1e repository. 

( b'f'.~'.S'.~;:~.f:/~'>"''~:§:::::Wfst.t.§:i~Q3.~.i.'.'.>ro::ug)\~:::µ\qtYJl:::::::::::::::::::::::::::::::::: .................................. l.it .. :w.!l..$ ... discovered that NSA 
· ... ::.-_._. .... __ ... <::::::·· .. personnet"··ttad:I~~:i'ned: hatihe"lisero . sere«::torn .. tmdD 

"·<>··... . .... I lthe Uiiited··-.Siat.~:~ The selectors 
"··· ... ··........ had inad.yeitently remained tasked 

"······ ... :::· .. · ------.,--------------..---' All non-compliant data collected from 
has been marked for purging. No reports ....__ _________ ........ ________ ____, 

were issue 

• (TS//SJ.l/REL TO USA, F\;EY)I I NSA ersonnel discovered that 
selectors had been incorrectly re-tasked under FAA §702 
without adjudication, selectors were/ _./ 
detasked upon discove1y. All non-compliant FAA §702 data for ead1 ~efectorw-'·s ... 
marked for purging. . ......................... ···:·· .. ·:::::::::::: ...... ··::::::::::::::_'.'.:'.;'.;:;:.:.'.q"-~.~ ~ ~; ~ -P . L . 86_ 36 

('fS//Sb'iHf)I I an NSA analyst .er.roneotisly tasked! ·1 • 
selectors without ascertaining whether.Jhe-.. setectors were in the Upi(ed" St51tes/ Upon 
discovery of this error, the0 selectors were emergency det~sk~xr"and ;tfi nefn-compliant 
FAA §702 data for each selector was marked for purging ..... ·N'c:vfeports ,..~ere Jssued. 

• ~~H.I;fffffH"-i~FA-ffll'*",'"'i"'U't"'¥'rt N;A··~·iscoverlci' that 'a database 

• 

teclmical error, caused by unknown circumstances ..... ....- / 'had prevented 
the com lete .. fi.le.s.. NSA .. · i·ov1 es 

for. re ... v-ie_w__,.o_r- a""'. - ne_w_ ............... ~--· 
L..t-a-sk-i-ng-. . -T-h-e..----------------'.......,. ............... -"""::are.JJ;l~,..s,ubj ect of theO 

un .. er .. .. . . ..targ.~tfhg prnc~ .. tH~~' ....... .:ie atabas·e.'pl!e'Vented ... c..~rtai;r)./ 
----...... r-:o-m"""' ... -. e ... rn ....... g ... 1oadedwi nto I ldatabas~;;;;A;n:othe.~::5:~§,rinfcaC'e i+o:ic:!;:;:;;:('b )( 3 )-P. L. 86-36 

occurre ·also prev~r.i.t.i..i}gJ ......................... ··l :fhfrff'being loaded into the 
database .......... ___ e_r ___ e_rn_g_a ......... ~-... rt-.. --. .t ..... o ·the· sitffafion, the N$A database team loaded the missing 

I l·into·rhe··aaiabasel r 
(TS//Sb'/MF) I 

TOP ~ECRET//Sl/TK/fNOFOltN 
6 
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.····················.-::::·: .......... ·············· 
.... ·· ·····" ... :::::::: .... ······· 

(b ) ( 1 ) 
(b)(3)-P .L. 86-36 
(b ) ( 3) -50 USC 3024 ( i ) 
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(b\ ·'(._3) -P . L . 86-36 
(b) (}}..:-50 USC 3024 (i) ....... 

...... 

• -++isi~~H:f:-itt-tffi~,_;:_V"l~_y1"'"'""""-----.-----__.·· it was di scovered that a detasking 
for, a selector deein e.d to be no longer of interest. 

• 

Further analysis revealeL..d- th_a_t -th ____ '"'"""'..,.~feli!~k i.og regue;t"had not bee~ carried out. 

The selector was in theJJ.nited Statesl ·-.. :::::::::::::----...... ...I 
The selector was detasked ::::All ::l191.tS<:>.•11pliant::J!~j\A .§..?02 data __ .. ....-
collected from has::beei'l"lha:rked:::f.o:f:::p,Hrgi1ig. No 

reports were issued . .. ............. :::::::::::::::::::: : ::::::::::::::""'"_:·::::·:}7l~ ~ ~ ~ ~ _ P . L . 

r~~~-~~~...:.....;:....:..-..u.i... __ -,.. _ _ ..,.-;:···;;;;;····:,.·····....J····· "it::was"discovered that-between 

---------.---------.-......... ----· ary,::~nal:ysl" had . e-mailed to as_.11i~n_y'°asO 
unaut onze ana ysts at a be 0,cat1 orrfi les containing data collect.ea pt!fsuant to \ 
FAA S 702. U on disc.9very "6fiius incident , all sharing of raw $lGINT··~as stopped and 

as ·T~1stru cted to urge the erroneoust shared···f'AA_....§·702 data from0 

• ("f8//8b'iR:EL TO USA, FVEY) I hi~ analyst downloaded FAA §702 
data from a raw traffic repository and stored it in a local computer directory that could be 
accessed by analysts who are not authorized for FAA §702 data. Upon discovery, the 
analyst moved the traffi c to a directo1y where access can be limited to only analysts who 
are authorized fo r FAA §702 access. 

• (TS//Sl/fR:EL 'fO USA, Ji'Y~)J.During .. the .. week .. arl I a manager 

.... ,!""''::::::;::::::;;;;;;;;;;;;;::::::::::::::::::::?:is. ~?.Y.~:1::,?," lh. ·~ifFAA ... fi02 traffic had. been sha. red with an unautho rized ana1(5t since the 
(b)(1:~:::·····....... . .................. heghming·:o~ ............................................... f"The .. shariug ·was··haltedl . and the 

(b)(3)-R~: .. ~6-36 ......... <tQ~yst was instructed to return the FAA § 702 data. Management reminded division 
.................. pe1:sonnel...t.h.a.-t the sharing ofFAA §702 data with unauthori zed personn.~J.,:·t~ r~t i 

86-36 

· ..... permitted. ·······................... . ...... ·····::::::> (b\) (3)-P . L . 86-36 

• (T~Sllfl\¥L TO USA, F\'En l l l'!Skdl;~~i~ that ~~ )~r~:y,; 0 ~SC 3024 
(ii 

without the."f'.>rqper FAA § 702 training had the pot-enfial t<?, .. .see FAA § 702 data' 
I ............. ................ 1··1he unauthorized user was 

removed from the I ·........... l·ufitil FAA §702 training is completed. 

• (T5//5lll~L TO U5A, f! viyj I it was discovered that a file 
containing data coll ected under FAA §702 had not been rest ri cted to allow only those 
trained fo r access to FAA §702 data. It is not known whether anyone without 
appropriate training had access~ ... ~~~.~ ... f.i:l..~: ... .I.h~Jlle.perm.issions-··were changedl ............ F :::::::::::"(6)(1) 

I h o-resrrtcr .. acces·s·fo"ofily analysts who have completed appropriate FAA § 702 (b)(3)-P.L 86-36 

training. 

I.C. (U) Dissemination of U.S. Identities 

(TS//SE//~~) The NSA/CSS enterpri se issued I ISIQINT product reports during the 
first quarter of CY2013. D·pi:oduct.x~po 1is incorrectly di ssen1iitated ... pSP informat ion , and 

the repo1is were recalled as NSA/CSSI Jana1Y. .. ~~.?..J~~r.:•~:~ .?.fUSPs, 
.. .. .. ,, .. ( b) ( 1) 

'f'OP St:CIU!T77Sl/TK//NOFORN (bl (3)-P . L . 86-36 
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U.S. organizations, or U.S. entities named without authorization. All data in the recalled reports 
was deleted as required, and the reports were not re-issued or were re-issued with proper 
minimization. 

I.D. (U) Detection and Prevention of Violations .. .............. ----::/'1"<1? ) ( 1 ) 
................ ·· ,.-/ (0,·) (3 ) -P.L. 

~~~~"' NSA continues its proce..s.s..to-- i<lefffi"fy.~hen the users of_p1:~erly t::~ke.~ 
the"United States. NSA' "p.I'ocess ipentitl~d.. 

1IJ·{he first qua1ier\..._ \ ..... ....._ _________________________ ____. 

Collected data was purged from NSA/CSS's raw traffic repositories. NS.9\'' s process for "-...., "· ..... 
.' 

,• 

' 

l'in the first quaiier. In all 
cases, information acquired during the period! lthe United 
States was purged. ....._ _____________ ____. 

II. (U) IA Incidents 

(U/tFOUO) National Security Directive No. 42 and §1.7(c)(6) ofE.O. 12333 designate 
the Director ofNSA as the U.S. government's National Manager for Nat ional Security Systems. 
NSA's Information Assurance (IA) responsibilities include authority for NSA to intercept 
encrypted or other official communications of U.S. Executive Branch entities or 
U.S. government contractors for communications security purposes; perform teclmical security 
countermeasure surveys to determine whether unauthorized electronic smveillance is being 
conducted against the United States; examine U.S. government national security systems and 
evaluate their vulnerability to foreign interception and exploitation; and assess the security 
posture of and disseminate information on threats to and vulnerabi lities of national security 
systems. NS A's IA activities often result in the acquisition of non-public communications or 
other non-public information about or concerning USPs. 

(U/f.POUO) During the reporting period, NSA identified 0-i.n.~idents of non-compliance 
with the AG-approved procedures and NSA internal control procedures "that.g9vern the handling 
ofUSP information acquired during NSA's IA activities. The incidents were altrihi1_ted to 
human error and were addressed through remedial training of the responsible personiiet: ...... 

86-36 

Noteworthy IA incidents included: ................................. ·::::::::::::::::::::"'.''.'>(b)(3)-P.L. 86-36 

• (U//FOUO) I l .. aff'<nialy'sf"i:ef~~~~d-.. -~ .. ~:i~;:~~-:·:~~:tifai.~'i'~~---~ ~~~p.e1'i'i~ that 
provided recipients of the tipper access to a r~posito1"y" for analyzed ConmJ.ufocations 
Security (CO~SE~)tata, jve~..}.fJbe - 1:edpi'ents lacked access creden_!}aI·s:_ A hyperlink 
had been provided 111 add1t1onal tippers I l"AI I tippers have 
been recalled , and new procedures for issuing tippers have been established to prevent 
future occurrences. A security update has been developed to eliminate the bug that 
allowed the live link to function for those without authorized access to the COMSEC 
data. 

TOP SECRE IJ/SllTK//NOFORN 
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lll. (U) NSA/CSS OIG IO Inspections, Investigations, and Special Studies 

(U//FotJO) During the first quarter of CY20 13 , the OIG reviewed NSNCSS intelligence 
activities to determine whether they had been conducted in accordance with statutes, E.O.s, AG
approved procedures, and DoD and internal directives. The problems uncovered were routine , 
and the reviews showed that operating elements understand the restrictions on NSNCSS 
activities. 

• 

• 

• 

(U) Joint Inspection: NSA/CSS Texas (NSAT) 

~~~d~~~~~ Durina the j o int inspection .. of.NSATl ............................................................. F::::::(5)(1) 
' . .JO·inspectcrrs"feviewecfio .. p· ~~~·ram mana(Jement IO trainin(J for site (b)(3)-P.L. 86-36 

b . b , . b 
....._ ______ ____, 

perso1me , an application ofIO standards in SIGINT mission activities performed at the 
site. The IO inspectors fou nd an overall lack oflO documentation and noted the need for 
increased physical protection in mission spaces g iven NSA T's open architecture. 
Managing training at a site with significant military presence and ensuring compliance in 
SIGINT activities performed under multiple authorities pose challenges for NSAT 
leadership. 

r ( .... U .... )_F_i_el_d_l_n_s_pe_c_t1_· o_n_: ... 1_....,_ ________________ ___JI· ....... 
I 1 ...... ...................................... .. 
(Uli'FOUO) During the field inspection o~ ....................................... ................................... ........................... Tthe::r0:::t6)'(3)-P.L. 86-36 

inspector reviewed IO program management, tracking ofIO training for site personnel, 
and general awareness ofIO within the workforce. The inspecto r found that the site had 
not formally documented the IO program and that IO-related information was not readily 
accessible to site personnel. The OIG recommended that the site establish a web 
presence to provide IO information. The inspector also found that database accesses 
were not terminated when personnel moved to new assignments. The OIG recommended 
that the Intelligence Oversight Officer verify that database accesses associated with 
previous assigmnents be terminated. 

(U) Special Study: Assessment of Management Controls Over FAA §702-Revised 
and Reissued 

(U//FOUO) I I the NSA OIG published a revised repo1i on the result s of 
a review of the management cootrol s implemented to provide reasonable assurance of 
compliance with FAA §702. The original repo~A I was 
revised for classification di screpancies and be9c\use new tnformatton had been received 
after release of the orig inal repott . The study .. 'found that NSA control procedures are 
adequately designed to comply with F AA_,..§.702. Eleven recommendations were made fo r 
improving those controls. • ,...,.... 

\/,// 
(b)(3)-P.L. 86-36 

'IOP ~iCRJ!;T/JSl/TK/tNOFORN 
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• (U) Ongoing Studies 

(U//:F~ :rhe following special studies were in progress during the quarter and will be 
summarized in subsequent quarterly repo1is: 

0 (U/ /FOUO) FAA § 7 02 I ....... ..J::::::::::::::::::::::::::::::::::::::::::::::::::'::::'"""~'::~:::""""Tb ) ( 3) - p . L . 8 6-3 6 

o (ui l·Audilirig ... Co·~·t~:~·i Fram~.work· fofSTg~als Intelligence 

o (U) Teclmology Directorate Mission Compliance Program 

o (U) Information Assurance Directorate Office of Oversight and Compliance 
Mission Compliance Program 

IV. (U) Notifications 

(U/tFOUO) During the first qua1ier, a number of notifications were provided to Congress, 
including: .... ·························7· (b ) ( 1) 

........... / ( b ) ( 3) - P. L. 8 6-3 6 

• ( I S//51/YNF) I l··NSA'iio'ti'fi~d Congressional intellig~hce 
committees about an unauthorized disclosure of properly classified national security 
information derived from SIGINT. NSA became aware of this disclo.s(ire on 

"(h )"·\·T·)·········· 
(b ) .'('3 .)..- p ·:·r:;·:·· 86=36 .... 
(b) (3 ):::-i-s .. usc 798 
(b) (3 ) -50 'tJS.C 3024 i) ·· .•. 

... ·· ... ·· 
... ·· ... ·· 

... ·· 
.. ·· 

.. ······· ...... . .. : .... 
( b) ( 1) 

.. ·· .. ·· 

........ 

.. ·· 

• 

.. ·· .. ·· 

I The NSA Office of General Counsel has file<;Va Crime Repoti with the 
""'D,,...O""'J.,,,......o-n"""'th...,.i_s _u .... nauthorized disclosure. I 

(S llSWR EJ TO U~A, ·~veY) I r~sA notified 
Congressional intelligence committees about a potential retention and dissemination 
compliance incident involving an NSA corporate database designed for long-term 
retentio.n l I 

(b) (3 ) -P.L. 86-36 
(b) (3 ) -50 USC 3024 ( 

• (TSf/Sl1'f~I I NSA notified Concrressional intelligence committees 
about th~r·FISC's opinion relating t 

................. 
TOP ~t:Cltl!:T//Sl/TK/INOfi'OltN 

(b)(1) 10 
(b)(3)-P.L. 86-36 

•"(b ) ( 1) 

(b )(3)-P.L. 86-36 
(b ) ( 3) - 1 8 USC 798 
(b ) ( 3) -50 USC 3024 (i ) 
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NSA purged the unauthorized collection and recalled all repo1iing based on those 
co mm uni cations. I ~he ··FISC-·autlrorized""stfch"collecfiori ... fo .. b'e ......... H .... '(b)( 1) 

undertaken prospectively. (b)(3)-P.L. 86-36 

V. (U) NSA/CSS IO Program Initiatives 

• (U/.AtOUOj As reported in the second qua11er CY2011 report, NSNCSS is 
developing a tool to automate submission of mission com liance incident re 01is 
across the NSNCSS enterprise. The will 
become the Agency' s central tool for reportmg potential mission compliance ; 
incidents and will provide a streamlined management process, a central repositor , 
and metrics data to suppoti root cause identification and trend analysis. Th is 
expected to be implemented I l···With .. _the im lementation of the . 
NSA will be able to perform comprehensive trend analysis ..___,.__,.__,. ................ __ _..,.. ............ 

........ /~ ... ······ 
VI. (U) Other Matters (b) (3 ) -P.L. 86-36 

(U//POU~ During the repo1iing period, NSA identified two questionable intelligence 
activities of a serious nature and one potential crime, as defined in Directive -Type Memorandum 
08-052. Each activity has been reported to Congress and has been described in Section IV 

fflHHFt--The NSA OIG has concluded its investigation into an allegation mentioned in the 
third quarter CY2012 repo11 that activity associated with I I . .Jhe all eg ati on was u nsu bstanti at ed- ......................................................................................................... -

····· ... 

(T~//£b'/HF) : I 

!/// 

(TS//Sl/fHf') During the first quarter of CY2013, the A~··~as .. ~nvolyt:!d .inC]in~tances 
of intelligence -related collection activities associated with USP .hostage::ii.'i1d detainee/ <;<lses. 

······· ········· ··•····•.. :: : 

······· 

······· 
········ 

"(b) ( 1) 

(b) (3 ) -P.L. 86-36 
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