NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE MARYLAND 20755-6000

6 August 2012

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U/FSH67Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

(U/ABH3 Except as previously reported to you or the President, or otherwise stated in the
enclosure. we have no reason to believe that intelligence activities of the National Security Agency
during the quarter ending 31 March 2012 were unlawful or contrary to Executive Order or Presidential
Directive and thus should have been reported pursuant to Section 1.6(c) of Executive Order 12333, as
amended.

(UAOHE0T The Inspector General and the General Counsel continue to exercise oversight of
Agency activities by inspections, surveys, training, review of directives and guidelines, and advice and
counsel. These activities and other data requested by the Board or members of the staff of the Assistant
to the Secretary of Defense (Intelligence Oversight) are described in the enclosure.

Noong, Elllod,

GEORGE
Inspector General

k-2 W

RAJESH DE
General Counsel

(U/AOH0T | concur in the report of the Inspector General and the General Counsel and hereby

make it our combined report.
ﬁéLEXA R

General, U. S. Army
Director, NSA/Chief, CSS

Encl:
Quarterly Report

This document may be declassified and marked
“UNCLASSIFIED/foroffrerattiseomty™
upon removal of enclosure(s)

Epprovedfor Release by NSA on 12-19-2014 FOIA Case # 70609 (Litigaton)
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I. (V) Intelligence, Counterintelligence, and Intelligence-Related Activities that
Violated Law, Regulation, or Policy and Were Substantiated during the
Quarter, as well as Actions Taken as a Result of the Violations

A. (U) Intelligence Activities Conducted under Executive Order (E.O.) 12333
Authority

ILA.1 (U) Unintentional Targeting or Database Queries agamst u.s. Péﬁ%c&é} T
(USPs) or Foreign Persons in the United States L (b] (3}-50 USC 3024 (i)

TSHSHREETFOBSA—TVEYS During the first qua11e| ofcalendal year 2012 (CY20I2)

NSA continued | | As part of that process.
duplicate selectors were removed and the number ot active selectors| |
was reduced. As a result | NSA’s primary tasking tools for telephone and Internet
selectors contained approximately | Jactive selectors, down from thel | reported
last quarter.

86-36
(U/FOB6n Also during the first quarter of CY201 2. signals intelligence (SIGINT)

ana.l'ysis 'in[linslances inadvertently targeted communications to, from. or about USPs while
pursuing foreign intelligence tasking. Unless otherwise specified, all intercepts. query results,
and reports have been deleted or destroyed as required by United States SIGINT Directive
SP0018.

{b) (1)
. {b) (3)-P.L. 86-36
LA.1.a. (U) Tasking Errors (b){3)-50 USC 3024 (i)

—~SHSHAREFOHSATFVEY an NSA analyst

targeted his personal cell phone| | The
error occurred because the analyst mistakenly thought that 1t would be acceptable to| |
on his own phone. All non-compliant data was deleted.

(SHSHREEFOHSATFVED| [analyst discovered
that a selector believed to be a valid foreign intelligence target was associated with a USP with
dual citizenship. The selector was detasked| | All non-compliant data was
purged. () (1)
e (b) (3)-P.L. 86-36
ESHSHREFO-HSA—FYEY) |

| All data has been purged.

| an NSA analyst discovered that a
tasked selector believed to be a valid foreign intelligence target was associated with a USP. The
selector was detasked| was asked to purge the data. No
reports were issued.

(b) (1)
(b) (3)-P.L. 86-36
Bl (315050 BE0 SRR Derived From: NSA CSSM 1-52
Dated: 200; UION
Declassify On: 20370710
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)AL, ~TOP SECREFHSHANOFORN— (Rl SR IRE L 86556
{b).(3)" P s 86 36 i (b) (3)-50 USC 3024 (i)
st FO-HSAFUEY | —— Ianalyst'discovered
through research |- [ that a selector targeted[ |belonged to a USP. The
selector was detasked| i _Jand results were deleted. and data
was purged [reports were cahéélledD
I | T
LLSUSL/NE)] it was discovered thatI:l selectors associated with
| |had been erroneously tasked. The selectors were
supposed to have been |
were mistakenly entered into the tasking database. Selectors were tasked |~ (D)L
| | Al non-compliant data was purged. '__ Por ) B SR80
—~SHSHAREETFO-BSATFVYET) it was dlscoveled that a selecton
associated with a USP had been tasked because of a typograplncal error. The selector was
detasked that same day, and no collection occurred. - _ (1)
e {b)(3}—P L. 86-36
a . | [ it was discovered thatran(NSA0 USC 3024 (1)
analyst had tasked a selector assomated with a USP. The error occurred because the selector had
[ The selecton was de egjxfbgl_l
I | No coi]ection occurred. and no repons were 1ssued (3)-P.L. 86-36
BT 3 {b) (3)=50 USC 3024 (i)
(b) (3)-P.L. 86-3 Y | an NSA analyst discovered that a
- selector associated witha USP had been erroneously tasked | |
IQ The error occurred because sufficient research had not been completed. The selector was
ctasked | |purge all data. and no reports were issued.
-(-S#S-H&EH@'U‘S#‘FV‘EY‘ﬂ | an-NSA analyst discovered that a
selector for a valid foreign intelligence target had mistakenly been leﬁ on task-while the tar get
was in the United States. | T {hi)
No collection occulled and no 1ep0rts weh% %%qecgo 63265324 (i)
-{-T-SH-SH-FPH:-}I lan NSA analyst discovered that a sele__ctor assoclated
with| ' il As aresult ofa
typographical error by| | a misspelled selector had been entered into NSA’s
database | / | When the NSA analyst ran a query on the
correctly spelled selecto] | |

therefore. the analyst began to review the query results, which highlighted the problem. The
database entry has since been corrected. The analyst detasked the selector|

All queries and query results were deleted. One report had been published; 1t was cancelled and
re- lssued w1t110ut the USP reference. sl

_@SMS#LREHFG-H-S*—F‘V‘ET“] While scanning tr afﬁcl | an NSA analyst

discovered that a selector associated with a USP had been erroneously tasked. The error
occurred because the USP[ . las the valid foreign intelligence target and the
targeting analyst had not thoroughly researched the selector. The selector was detasked

[ | The query and query results were deleted. and no reports were issued.

BF BBl 8538 OB CRE S O RN
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L “FOPSECREFHSHNOFORN—  (b) (3)-50 USC 3024 (i)
(b) (3)-P.Li86-36 ;

b -(-S#S'I'HNF'I i, Ian NSA analyst discover ed that a selector associated with
a USP had been erroneously tasLed| i | Although the analyst conducted the

required research. who passed the selector to NSA, failed
status. The selector was derasked .| |we|e deleted The

analyst was counseled about the importance of questioning lead information.

{b) (1)
§ (b) (3)-P.L. 86-36
LA 1.b. (U) Database Queries (b)(3)=50 USC 3024 (i)

—SHSHREFOHSA—TFYEA]

(‘b':}”"_f’3-)"-‘-”P'?ﬁIf"'_ 86-38u/PeBerOn[_Joccasions during this quarter. analysts performed overly broad or
poorly constructed database queries that potentially targeted and/or returned information about
- USPs. These queries used| |
| | that procluced imprecise
(b) (1)
results. m— (b) (3)-P.L. 86-36

R s B R 011|:|0f those occasions. the queries returned results from

the database. The query results were deleted or aged off. as required. and no reports were issued.
Analysts who performed these queries were counseled by their management.

(U) Procedural and other errors contributed to the following incidents.

a0 - [NSA analysts
- _.per fonned-quel ies in raw traffic databases without first performing the required research
(b}nﬁ } . on the selectors. All the queries returned results. which were deleted; no reports were issued.
(b) {(3)-P.L. 86 3G "y
e -(-S#SMEEHO—H-S—A—F’V‘E’!‘)I |in response

to a customer’s request for information, NSA analysts performed|  |queries in raw traffic
databases using selectors believed to be associated with foreign intelligence targets. The
analysts disseminated the results via e-mail. The analysts later learned that the targets were
USPs. All query results were deleted. and the customer was notified to delete all e-mails.
The analyst was counseled on proper procedure for evaluating selectors before querying.

0 -(-S#S-l-ﬁ#ll—E—HF@-U-Sﬁ—F‘v—Eﬁ‘)l |an NSA analyst inadvertently performed a

query in a raw traffic database on a selector associated with a USP. The analyst had intended
to search on a valid foreign intelligence selector but accidentally searched on the selector for
the USP | | The results were deleted. and no
reports were issued. The analyst was counseled to be more careful when performing queries
in raw traffic databases.

(k) (1)

(b) (3})-P.L. B86-36

(b) (3})-18 USC 798

{b) (3)-50 USC 3024 (i)

4l
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R e e S (o) (1)
’ tb) {3)-P.L. 86-36

{b) (3)-50 USC 3024 (i)

B L e it was discovered that an NSA analyst had

performed a query in a raw traffic database using an e-mail selector associated with a USP.
The analyst mistakenly believed that the e-mail selector was associated with| |
The query results were deleted.

T SSERE OSSN | | an NSA analyst performed aquery ina
raw traffic database | | The error occurred because the
analyst | | No

results were returned from the query, and no reports were issued. The analyst was counseled
on the import’ance ofljlbefore performing queries.

il -(-SJ»‘-S-]-A‘[-EE-HO—HS?TF’V‘E‘TH |an NSA database auditor discovered that

an analyst had conducted a query in a raw traffic database on a selector associated with a
foreign target living in the United States. The error occurred because the analyst did not
ST - perform the required research on the selector. The results were deleted. and the analyst was
by (1) counseled. =) (1)

(b) (3}=P.L. 8636 e (8 (3) ~PL L. 86-36
I e e |an NSA analyst performed @Pguéry iPalVsC 3024 (1)
raw. traffic database on selectors thought to be assoaated wnh avalid foreign intelligence
tar0e1| . = . 3 '|
| g |the queried _target was determined. to be in the United States. All
data was purged. The analyst..was"counseled on the process for conducting searches.
0 %HREH@'U“S#F‘V‘E‘Y‘}l ' it was discovered that| |

Jquery that included the selectm for a valid foreign intelligence target| |

[{ while the target was in the United States. Although the analyst
| the analyst forgot to remove the selector

[ Tn addition. query results from | [were
e-mailed to another team member. The selector was removed | |
and the team member verified deletion of the query results| . vy
7 by (3 .L. 86-36
U SHSHREEFOHSATFVEA | an NSA analyst queried araw tra

database using his personal cell phone number while in deployment training. The analyst
and class were counseled. Additional information on the proper use of the database was
added to the training. No results were returned by the query:

tSHSHREETOUSATTVEY)| ' . |analyst performed a

query in a raw traffic database that iadvertently Tcluded a USP telephone number. The
query returned no results.

1

U ~SHSHRE—FOESAT Y| | an NSA analyst inadvertently performed
queries| : [on a selector associated with a USP. The selector.
originally tasked] - | was detasked|
| | However. the analyst was new to the office and was unaware of the USP
status| |

(b) (1)
(b) (3)-P.L. 86-36
(b) (3)-50 USC 3024 (i) —FOP-SECRETASHNOFORN—
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reports were issued. The analyst was counseled about the importance of using current

information to verify location. i (b} {1)
1 —S#SHREEFO-HSATFEA | an analyst madvenently ran a query ina

raw traffic database on selectors associated with atarget and included the period the target
was in the United States. The selectors associated with the target had been detasked|
fhe Umted States. The query and results were deleted. and no repons were
issued. The analyst was reminded about the importance of checking branch records on

:lbefble running such queries.

1 (SHSHREFOHSATFVEY] [ an NSA analyst performed a query in a
raw traffic database| | The
error occurred because the analyst did not know that the| =
| — By (3)-P.L. 86-36
(b) (3)-50 USC 3024 (i)
1 SHSHREEFO-HSATVER hnalyst queried a
selector associated with a valid foreign intelligence target for the period during which the

target was tlavelmcr in the United States. This analyst had not reviewed an e-mail from
- ) 'anothel NSA analyst The query results were deleted. and no
.%:r)_*;.('f-lz'}_: g leports were issued.
(B) (35mP. L. 8636 .
i il | | analysts performed
ueries_in raw trafﬁc databases without first performing the required research on the

seleclms queries returned results, which were deleted; no reports were issued.
O -(-'FS#S{-;‘HG;F-]I | an NSA analyst mistakenly performed a query on an
| ki Foreign Intelligence Surveillance Act

(FISA)-authorized selector associated with a valid foreign intelligence target in a raw traffic
database not authorized undel"I:l FISA. No collection or reporting occurred . The analyst

was counseled on evaluating selectors before querying . ™ (b)Y (1)
(k) (3)-P.L. 86-36
T bbb e e | fan analyst dlscovered that| |
| [that had been detasked | |
because of the target’ the United States. The analyst responsible for the

; : | The query results were deleted on
4 | when the analyst responsible for the tasking returned from leave. No reporting

occurred. The analyst was counseled regarding the needl |
| fhe United States.
i -(-S#S*h%HG‘HSﬁ—F’VE‘T‘)‘I Iit was discovered that an analyst, in

response to a customer request for information (RFI). performed |_|queues onaUSPina
database | | This error occurred
because the analyst had not carefully read the RFI. The query results were deleted. The
analyst was counseled to review RFIs thoroughly before performing database queries. and
the customer was alerted that NSA would not support these types of RFIs:

) (1) “(b) (1)
(b) (3)~P.L. 86-36 (b) (3)-P.L. 86-36
{b) (3)-50 USC 3024(i)

h
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(] lJJ—E L. 86-30
(b) (3)-50 USC 3024( ) —FORPSECRET/SHANOFORN— (b) (1)
B e (b}(3)-P.L. 86-36

0 | an NSA analyst performed| lqueries

. _in a raw traffic database on a selector for a valid foreign intelligence target but

: A copy and paste error| |

.| | No results were returned from any of
the queries. and no reports were issued. The analyst was counseled on correct procedures for
By |
(b) (3}—9 1. HerSTTT
o | an NSA analyst mistakenly
per formed Dowelly broad queues intwo raw traffic databases. The queries were performed
I
| The analyst deleted the queries|
|the queries had reappeared. It is not known whether the
queries reappeared as a result of analyst or system error. The analyst deleted the queries
again| junder the supervision of the Intelligence Oversight (I0) Officer (100).
No results were returned by the queries and no reports were issued. The analyst was
counseled regarding correct query procedures.

1 «SHSHREFO-HSATFYEYT lanalyst ran a query on
an e-mail selector associated with a USP who held dual citizenship. The target’s citizenship
was discovered later through| | The query results were deleted The
selector was not tasked. and no reports were issued. o b)) (1)

e i {b) (3)-P.L. 86-36

R R |an analyst pertormed aquery in a raw
traffic database on a selector associated with a valid foreign intelligence target and included
the period the target was in the United States. The error occurred because the time period
checked did not coincide with the dates of the query. The query results were deleted. and no
reports were issued. 7 '

1 +SHSHREEFOHSATFVYEY | an analyst performed a query in a raw
traffic database on a selector associated with a valid foreign intelligence target and included
the period the target was in the United States. The analyst was| |

| e [ The analyst stopped.
reviewing the query resulfs before reaching the U.S. travel dates. The results were deleted.
and no reports were issued. The analyst was reminded about the 1mp01Tanee
[ [pefore running such queries. L (b) (3)-P.L. 86-36
(b) (3)-50 USC 3024 (i)

1 ASUSHRE-FOHSATFVET fan NSA analyst 11115takenly performed a
query in a raw traffic database | The analyst had not conducted
thorough research and was unaware | | The analyst was counseled
regarding the importance of identifying betore submlttm" quertes(b) (1)

(b) (3)-P.L. 86-36
| e ey | an NSA analyst queried telephony

selectors believed to be associated with valid foreign intelligence targets. The query results
identified the users of the selectors as U.S |

Alldata has been purged.

“(b) (1

{(b) (3}—P.L. 86-36
“FOP-SECREFHSHNOFORN— (o) 13 ~29 Mol 7ot

(b) (3)-50 USC 3024 (i)
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YL ~FOP-SECREF/SHNOFORN-
(B) (3 “86-36 ?

( )=
(bJy3)- 18 USC 798
(b) 3)-50 USC 3024 (i)

1 (SUSU/REL-FO-HUSAFYEYT] | an NSA analyst performed a query in a raw
traffic data base| | The analyst did not know that] |
had been assigned to a USP. No results were returned by the query. and no reports were
issued. The analyst was counseled about performing checks -before submitting queries.

TS#S%EHG—HS#—F*‘E—‘FH | analysts performed I:l

queries in raw traffic databases on valid foreign intelligence selectors while the targets were

in the United States. The analysts did not perform the required research on the selector or did

not | | In two instances. the queries returned results, which were

deleted No reports were 1ssued. The analysts were counseled on the |mp0|tance of. (b) (1)

IEVlerll“ all available information before executing queries. P (b} S AT ——

0 -{-S#S-[-fﬁE-L—TO'U‘S?FF‘VE‘Y‘]I | an analyst performed :huenes
in a raw traffic database without first. conducting the required research on the selector. The
queries | No results
were returned from any of the queries. and no reports were 1ssued. The analyst was reminded

about the importance of checking the selector location. e () (1)
s " (b) (3)-P.L. 86-36

0 S#SHREETOHSATFVYET) an NSA analyst performed a query ona
| ] The query and results were 1mmedlately
deleted. The analyst was counseled on proper query plocedure

| SRS A | an NSA analyst performed a query in a

—

raw traffic database] [as the search term. The analyst had expected
the query to return foreign intelligence information. The query results were dq:l;:qu}and no
reports were issued. The analyst was counseled not to use hs search ternts) (3)-P.L. 86-36

{b)(3)-50 USC 3024 (i)

1

C

|a database audltor discovered that an

analyst had mlstal\enly performed a query in a raw traffic database ona US[~ ] The
analyst had intended to use the foreign target s|:|but confused that| = |with

tlld: No results were returned by the query. and no reports were issued.

o SR O A an NSA analyst performed ueries in
a raw traffic database| | The analyst wasnot aware that the
[ | "No results were returned by the queries and no reports

were issued. The analyst was counseled regarding the incident.

-(-SﬁS-l-/-r‘EEHG-U'S?rF-‘v‘E-&‘H | durmfT a routine database audit. an NSA

~ database auditor discovered that an analyst had performed a query using a U.S. e-mail
selector| | The error occurred because the analyst had copied and pasted the
e-mail selector into the query| | The query results were deleted. and no
reports were issued. The analyst was counseled on the importance of reviewing queries
before submitting them.

-(-S#SH#RE—HG—H—S—A—F#E—Y—)-I |an NSA analyst performed a query on

selectors believed to be associated with a foreign intelligence target. The analyst learned,
from a database auditor that the target held dual U.S:-and citizenship.

1

C

L

a{b)( 1} ...........
PR e FOP-SECREF/SHNOFORN—
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“FOP-SECREF/SHANOFORN - (b)(3)-P.L. 86-36
(b}:(3)-50 USC 3024 (i)

The query results were deleted. and the selectors were detasked|:| The analyst
was counseled on the importance of usmﬂr branch working aids to research potentlal
selectors.

0 SHSHREEFO-BSATYEH .|an NSA analyst inadvertently performed a
query in a raw traffic database :

based ona previous oompllam query. and the analyst believed that the

ould not create a non- comphant query. No results were returned by the query. and

no reports were issued. The analyst ‘was counseled to exercise caution | |
: “tb) (1)
(b).(3)-P.L. 86-36
1 ~+SHsHAE)| | an NSA analyst performed a query in a raw traffic database.
using a selector associated with a USP without first performing the required research on the
selector. | B
~The query results were d__el_g:tq_a_dl |The analyst was counseled to
research selectors before submitting queries. D"
i (b)(3)-P.L. 86-36
[LA-1.c. (U) Detasking Delays s A {(b) (3)-50 USC 3024 (i)
(SHSHREE-TFOHSA—FVEY)| Jon NSA analyst discovered thal |
| selectors had not been detasked | | upon learning that
he United States. Associatedl kelectors were detasked on
[No collection occurred[ | The analyst was reminded
of the importance of maintaining records ofall selectors for a target in one locatlon to facnlltate
tasking actions. e (DY (1)
it (b) (3)-P.L. 86-36
ASHSHAREFO-HSAFVET | fan analyst dlscoveled that a selector

associated with a valid foreign intelligence target remamed on task after the target had arrived in
the United Statesl:l- The selector was detasked| | All
non-compliant data was purged. and no reports were issued.

SHSHREFOHSA—FVEH] | an NSA analyst found that a selector
associated with a foreign intelligence target remained on task after the target had arrived in the
United States. | | the selector had been inaccurately

| [ The selector wasf . Idetasl\e_d_ T d all
non-compliant data was purged| E— i (b) (1)
(b} (3)-P.L. 86-36

(SHSHREETFOBSA—VEYS | e |1t was dlscoveled that a Selector for
a valid foreign intellicence target remained on task whlle the target had been in the Unlted States

The selector had been| | but a
| I;Oflware glitch kept the selector | [ allowing it to be accessed.
Non-compliant data was purged. The software glitch was corrected | | Because
the error was found after the U.S. travel. subsequent detasking was not necessary.
‘['STTS'WR‘EFTO‘U‘STF‘V‘E“I’)' |an NSA analyst discovered that a
selector had remained on task after it had been learned that the target was a USP. The
selector was detasked| | No collecuon occulred and no reports were issued.

) (1)
—FOP-SECREFH/SHANOFORIRL (3)~F. L. 86730
8
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B e lan analyst found thallZIselectors had

remained on task after it had been learned| |-tha_{ the target was.a USP. The
selectors were detasked| | Non- compliant data was pumed;l
| Fequest for published reports ~was approved| o ‘] Branch
members were reminded to research selectors before tasking. () (1
(b) (3)—9 L. 86-36
—SHSHREFO-HSATVEY)| | an NSA analyst found that an e-mail
selector associated with a valid foreign intelligence target remained on task while the target
visited the United States. | i |

[fhe United States. the e-mail selector remained tasked because the
analyst had been unaware that the target had traveled to the United States. This detask delay

occurred| |
| | but not to the NSA analyst. | |the e-mail selector;jyas detasked.
Collection occurred. but purging was not required. No reports were issued. (b) (3)-P.L. 86-36
(b) (3)-50 USC 3024 (i)

~SUSHRE-FO-HSATVE | |an NSA analyst discovered that
selectors had remained on task when the target was in the United S_t_cf_ttesl |
| | Traffic for the selector was not reviewed regularly. The selectors were
detasked . and the non-compliant data was purged.- Procedures were establlshed to monitor traffic
more frequently for targets DY st s oY

- {)(B)PL 836 (b) (1)
A2 (U)| | (b)(3)-18 USC 798 (b) (3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

[LA.3 (U) Unauthorized Access

~+SHREEFOHSA—TFVEYY An NSA manager discovered that| | anal yst
under authority of the Director, NSA (DIRNSA) had been granted access to raw SIGINT

databases that were not listed in the documents authorizing the access. The period of

unauthorized access spanned | - | The documents
authorizing access were amended| P | B
e (b) (1)
(b) (b) (3)-P.L. 86-36
(b) (3)-P.L. 86-36 (b) (3)-18 USC 798
(b) (3)-50 USC 3024 (i)
—TOP-SECRET/SNOFORN-
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—SHREEFOHSATVED)| | it was discovered that

analyst had moved to a different mission element| o |but had kept
access to NSA databases. A second analyst had been working under the same circumstances
| | After investigation. it was determined that there
was no need to purge data. and no reports were affected.

-(-SHPEEJ;FG-USA—FJQLEAL){ '. |it was discovered that several NSA

analysts were operating in-a location Tor which their access was not authorized. New
documentation authorizing the analysts” work at the location was subsequently submitted and

approved.
’('STHH@'U‘S#F“V‘E“I‘)I | it was discovered that
*_account authentication for a raw SIGINT database had not been properly validated. This
= o_ccurl ed after a system upgrade| Proper account authentication processes were

{b) (3} -B, L. '8'6;' : - | it was discovered thatl |
analyst had accessed NSA raw traffic databases from a location not authorized tor such access
[ | Because of the time lag in reporting. the exact databases

accessed and the types of queries run could not be determined. - The:Im no longer
accessing NSA databases from that location.

—5HSHANE | NSA database auditors discovered that an NSA
~analyst’s access to a raw traffic database had not been deleted when he resigned from NSA in
| | i | The error was detected when the
analyst began working as a contractor for another IC agency | |
I | |
-(-S#SHR-E-HG—US#—F—VE":‘)' |an NSA software developer performed
a query through an online tutorial that improperly accessed raw SIGINT data. The error
occurred because the tutorial. which | |

| The development team remove:
The query results were deleted.

(U/AFBBO71n one instance. database access was not-terminated when access was no
21D

longer required. Although not considered a violation of E. O 12333 or related directives. the
access was terminated.

. (b) (1)
. . C e (b) (3)-P.L. 86-36
l.LA.4 (U) Unauthorized Dissemination - (b) (3) =50 USC 3024 (i)
JENERNRS S | i | an NSA analyst mistakenly shared information

associated with a USP in an e-mail to a customer. The analyst believed that the e-mail
containing the information was a published report| e
| : |the analyst 1ep01Tecl the 1nc1dent andl Ithe analyst confirmed the
recall otthe ‘information. & '-

T (b) (1)
ey (b) (3)-P.L. 86-36
(b) (1) {b) (3)-50 USC 3024 (i)

(b) (3)-P.L. 86-36
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(b)(3)-P.L. 86-36

4165217
TOPSECRET/SINOFORN

SRR | | an analyst discovered

dissemination of USP information that was attributed to an errof

| The system I;Iwele repaired. The report was deleted. and
associated data was purged from the databases: ;

-(-S#SH?‘N'F‘)I ' il | analysts 0-n|:|(Jccasions mistakenly

disseminated raw SIGINT to customers not authorized to receive raw SIGINT. On
occasions. the data included USP information. The SIGINT was 1ecalled The analysts were

reminded about dlssemmatlon policies. o s {(b) (1)
- i (b) (3)-P.L. 86-36

(3)-50 USC 3024 (i
| an analyst dlscoxered that unminimized U%’P } =

identifications had been mistakenly dlssemmated | |t0 IC
customers. The _|messa§,e_ was recalled.

|analyst operating

; ."3uncle1 DIRNSA authoruy 1nadveltently disseminated USP information in a Web-based
- Tepository: ‘The data was quarantined in the repository . and all copies of the dissemination were

)(1}

Tk .- 86_.... R

St 'purﬂed

| an NSA analyst mistakenly
disseminated raw SIGINT in an e-mail to other NSA analysts not authorized to receive raw
SIGINT. The receiving analysts had been delegated the SIGINT mission but had not completed
the required training. The e-mail was deleted.

~SHSHREL-TO-USAEVEY | an NSA analyst mistakenly

disseminated USP information in an e-mail to a customer. who. in turn, forwarded the e-mail to a
distribution list. Recipients were asked to delete the e-mail. and deletion was confirmed.

[.B. (U) Foreign Intelligence Surveillance Act (FISA)
[.B.1. (U) NSA/CSS Title | FISA

o) (1)
I.B.1.a. (U) Detasking Delays P (b){3)-18 USC 798
o (b).(3).-50 USC 3024 (i)
LTSLSHAEY| | an NSA analyst discovered that an e-mail Seleeior
authorized under a Foreign Intelligence Surveillance Court (FISC) Order| |

| All non-compliant data was purged. and no reports were issued.

- E‘l]_egaGna%%st was counseled regarding proper procedures for incident reporting fand purging.

-{-"IZS#S-I#N-F-)I Jan NSA analyst discovered that an e- -mail selector
associated with a FISC-authorized target [ - 1

| This error occurred because t_he analyst

responsible for reviewing FISA traffic had left the branch and had not been immediately
replaced. The selector was detasked.| | and query results

11
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J43)-P.L. 86-36 —FOPSECREFHSHNOFORN- - (b) (3)-P.L. 86-36
) o (b}{S)—50 Usc 3024 (1)

were del"eted| |N0 collection occurred . and Ho |ep0|15 were issued . The branch has
instituted new procedures for monitoring talﬂets and documenting traffic reviews. :

—FSHSHANE kin NSA analyst discovered that a cell phone selector
associated with a FISC—authorized tar get] \
| | This error occurred because the analyst believed that the
target | - I The selector was detasked | No
reports were issued. -All non-compliant data has been marked for purging. The branch has
instituted new procedures for detasking selectors when learning that targets

(k) (1)
{(b) (3)-P.L., 86-36

[ | All
selectors were detasked and all collection terminated | | All non-compliant
data was %umed, and no reports were issued. Branch analysts were trained regarding targeting

.............................................................................. ib) (1)
(b) (3)-P.L. 86-36

)
I.B.1.b. (U) Unauthorized Access ()3 =18 U3C 798
(b) (3)-50 USC 3024 (i)

(U/Feton| |-an NSA branch chief discovered that personnel
assigned to one NSA office had unauthorized access to NSA/CSS Title I FISA data within the
office shared drive| | This error occurred because office management was
unaware that access requirements had changed and.system records on training and
clearances were incomplete or inaccurate. Records have been corrected; per sonnel have either
completed required training or have been removed from access. ““(b) (3)-P.L. 86-36

—SHSHREFEFOHSATYET| | it was discovered that five analysts

who were properly trained to access data collected under FISA authorities were granted access to

the data while supporting a mission that was not authorized for this access. The unauthorized

access occuued| | and raw traffic database queries

were executed in this period. All query results were deleted. Individuals responsible for

granting access were given additional training to prevent recurrence of this error. Eb} {ég R e

{SHSHREEFO-HSA—FVEY)| | it was discovered that NSA/CSS

Title I FISA data was accessible to personnel not trained or cleared for access to the data. A
software glitch occurred during | |
| " | thereby allowing
potential access to the data. Transfer of data has stopped until the software problem is corrected .
and all personnel who have access to the data repository have received the requlled training. All
| Idata was purged from the repository.

-(-S-H-SH-RE-L—'FG—HSA—F—VE%’-H | analysts accidentally posted

FISA data in a chat room that was not authorized for FISA. Data is not stored in the chat room
and was no longer available once the chat room was closed. Guidance was issued to all
personnel regarding posting of FISA data in this venue.

—FOP-SECRET/SINOFORN ——  (b) (1)
(b) (3)-P.L. 86-36

(b) (3)-50 USC 3024 (1)



DOCID: 4165217
—FOP-SEECRET/SHANOTORN

“fb)43)-P.L. 86-36

(U;’f-F-E)U-G_—“ . |it was discovered that personnel had unauthorized
access to NSA/CSS Title I FISA data. - This occurred because

security protections were too broad. and personnel had not been trained or cleared for

access. All problems had been resolved| | =" (b) (1)
_ ' (b) (3)-P.L. 86-36
ASHSHREETFO-BSATVE | ~__ it was discovered that

NSA analysts on three separzite occasions had loaded data into databases not authorized to hold
FISA data. The records were deleted. and the analysts were counseled.

At e lan NSA analyst discovered that system data collected
on targets| |had been
erroneously forwarded to a local shared drive not authorized to hold FISA data. As aresult. the
da