
'f'Of Sf:CRl!J'f'HSl//NOfORN 

NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 
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6 A ugust 2012 

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to tJ1e Secretary of Defense (Jntelligence Oversight) 

SUBJECT: (U//FOUO) Report to the lntelligence Oversight Board on NSA Activities -
fNFORMA TlON MEMORANDUM 

(U//f'OUO) Except as previously reported to you or the President, or otherwise stated in the 
enclosure, we have no reason to believe that intelligence activities of the National Security Agency 
during the quarter ending 3 1 March 2012 were unla\'.rfu l or contrary to Executive Order or Presidential 
Directive and thus should have been reported pursuant to Section 1.6(c) of Executive Order 12333, as 
amended. 

(UNFOUO) The Inspector Genera l and the General Counsel continue to exercise oversight of 
Agency activities by i.nspections, surveys, training, review of directives and guidelines, and advice and 
counsel. These activities and other data requested by the Board or members of the staff of the Assistant 
to the Secretary of Defense (Intelligence Oversight) are described in the enclosure. 

A 02Q~ 
GEO~RD 

Inspector General 

RAJESH DE 
General Counsel 

(U//fOUO) l concur in the report of the Inspector General and the General Counsel and hereby 
make it our combined repo11. 

Encl : 
Quarterly Report 

£.4Llt;. 
General, U. S. Army 

Director, NSA/Chief, CSS 

This document may be declassified and marked 
"UNCLASSTFIED//F'or Official Use Only" 
upon removal of enclosure(s) 

e\pproved for Release by NSA on 12-19-2014, FOIA Case# 70809 (Litigation) 
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I. (U) Intelligence, Counterintelligence, and Intelligence-Related Activities that 
Violated Law, Regulation, or Policy and Were Substantiated during the 
Quarter, as well as Actions Taken as a Result of the Violations 

I.A (U) Intelligence Activities Conducted under Executive Order (E.0.) 12333 
Authority 

l.A.1 (U) Unintenti~nal Targeti~g or Dat~base Queries against ~·:'.:§••'''..f.>.~t~·~·~f-P . L. 86_ 36 
(USPs) or Foreign Persons m the United States .. ·····:::::::::.-·· ....... (b i. ( 3)· .. :-- 50 usc 3 0 24 ( il 

(Sh'Sb7'R£L TO USA, FV£Y) Durina the first uatj.er··o.f~~l:~:~~<.\r··');~~r 2012 (CY~·~ .. i-2.), 
NSA continued ·· As a1i of that ' rocess. "· ..... 

,. I • 

duplicate selectors were removed and the nmp.bef of.active selectors \ "· 
was reduced. As a resutd IN Sf.\.'. s··p·rima1y tasking tools for telephone and Internet 
selectors contained approximately ! Jactive selectors , down from thel I reported 
last qua11er. 

"(15)--(·3 ) .. - P . L. 86- 36 
··....... ···....... (U//FOUO) Also during the first qua1ier ofCY2012, signals intelligence {SIGINT) 

analy.sfa·inDinstances inadve1iently targeted communications to, from, or about USPs whi le 
pursuing foreign intelligence tasking. Unless otherwise specified, all intercepts , que1y results, 
and reports have been deleted or destroyed as required by United States SIGINT Directive 
SP0018. 

~ ) ( 1) 

l.A.1 .a. (U) Tasking Errors 
/(b°'). (3 ) - P .L. 86- 36 
' (bl.\ 3 ) - 50 USC 3 0 24 ( i) 

' 
awN~·A ... analyst 

·. The targeted his personal cell phone 
L..-__,.__,....-...-----....-----..--.--. ......... --.--.--.--....---__,--'-__,__,....., 

error occurred because the analyst m1sta e y t oug 1t t 1at it wou 
on his own phone. All non-compliant data was deleted. 

(Sh'Sb7'R£L TO USA, FVEY) af}alyst discovered 
that a selector believed to be a valid foreign intelligence target was associated :Witl1 a USP with 
dual citizenship. The selector was detasked I I H··All..nan:::.CQn}pJi.~.i~t· .. ~ata was 
purged. ..:;::;7 ( b) ( 1) 

. . ··::/ ( b ) ( 3) - P . L . 

(TS//Sb'/R£L TO USA, FVEY)I .. ·····< .. > .· I 

.____,__,_(S-1-'/S_I_H_R£__,L_T_O__,U_S_A_,_F_~-y'-~-Y-)I__,__,__, ... -.·· .-.... l ···a~·:.~~A:::;~·a(y·~~··~·;~covered that a 

tasked selector believed to be a'valid foreign intelligence .. tarp.~.kwas associated with a U SP. The 
selector was detasked l !\.vas asked to purge the data. No 

repo1ts were issued. ./~~~::::::····:············· .·············/ 

(b ) ( 1) 
( b ) ( 3) - P. L . 8 6-3 6 
(b ) ( 3) -50 USC 302 4 (i ) 
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\'~b'')"·~l). To.n. s .FCRFT,','Sl,','MQPQWW ,./ (b) (3) - P. L. 86- 36 
\b:}~_\~:J:::::: e:::p~ .. ·.S.6.:::}6 ..,_ ... 11!11!1"1::. ftElT n i: n t'I _../ (b"l (3) - 50 USC 3024 (i) 

' ''···<~ i~~:;;;y¥R}.--------------"-",..._ ..... _· ----. anal~discovered 
through,. research·· ·.. .. ·that a selector targeted· ....... ... . ,./ belonged to ·~ USP. The 
selector\\(~S detasked · .. ~lld ·resuJ~s were deleted, "a.pd data 
was purged'..... ·epoti s were cancetl'ed0 ........... 

~-~" .... ;,,i,l .. .....,..--------it was :.:::;;;JthatO selectors associated ~~ 
had been erroneous! tasked. The selectors w~re 

supposed to have been .__------------------..----....... --,,.......,....., 
were mistakenly entered into the tasking database. S~_l_~~t.QJs .... were .. tasked· ................... :::::::::;::;;;~:::::::· \ " )'(·l . 

I J .... A ll"nt:Hf.:'co'ii1pffant data was purg~_, ...... · .. ::::::::::::::::.-:.::.......... ' - P. L. 86- 36 

(S//Sl/ffi:EL TO USA, FVB7rjl l .. n:::w~~:::d:I:~~-~-~rec(~~1at a selector 
associated with a USP had been tasked because of a typqg rapllical err9r ..... The selector was\, 
detasked that same day, and no coll ection occurre..d............. ,....,........- ... { b )-..( 1 l \ 

..- ,... .. ....- _.......-" ( b ) (3-.).- P\. L. 86- 36 
(S//Sl/ffi:EL TO USA, FV~~9(........... Ht was disc9yeted thati::an(~~- usc 3024 (il 

analyst had tasked a selector ~.sso'Cfated with a USP. The error occt!Jr-ed because the selectofha.d 
... · 

.······ 

. . . ·· The select°..': ... '1-"~-~ .de~.f2 
"No collection occurred, and no reports were 1ss_t.1~... ............. (b l (3.J. - P. L. 86- 36 

··tb).TI 'I· ...................... -..... -..... -..... -..... -..... -..... -......... .. ..... ·· ..... ( b ) (3)·:::.·QO USC 3024 (i) 

(b) .. (3·k:- P. L. 86-3 ~£Nsi«REI.TO'USA; .. ·Fyf.Y) ................ an NSA anal st discovered thaf"a 
............ ~elector associate.~ .. w ith .. a U SP.had been erroneously tasked "·. 
~.:!he "efr·0·;: occurred because suffi cient research had not been completed. The sel ~ctor was 
~ed· purge all data, and no reports were issued. 

(SHSIHR:E L TO U~A, ff v E )'JI J ·an NSA. .~_nalyst discovered that a 
selector fo r a valid fo reign intelligence target had mistakenl been letfo'fitaskw hile. the target 
was in the United States. .. .. >:?\{ · l ( 1) 

________________ .. No .. coHe'CtiOn occ~;rred , and na.,.rep·O'~_s_....w B ~ i~~Y~~oL~s~6;~~4 (il 
an NSA anal st discovered ... that ... ~ .. selecfor assod~ted 

with / ... As a result bf a 
typographical error by 
database 

a missp ell ed selectqr.-had been entered into NSA' s . 
.-· When the NSA analyst ran a query dn the 

correctly spell.ed s_¢ ect0,L---.....,...-...,....-.J'---~--:-:--:--:-:--:-:-:--:----:--:----:-:---=:--' 
therefo re, th~/analyst _began to review the que1y results, which highlighted the rob I em. The 
database enfry )fas ~i'ilce been corrected. The analyst detasked the selecwr 
All queriel apd query results were deleted. One report had beei.1 .. pubiished._; """1t_w_a_s_c_a_n-c"""'el,.,..e....,..._,and 
re-issued/ w.i-thq.tft the USP reference. .. ............. · 

...... ····· 

/ !s'1!Sil!RJiL TO USA, Flffl'f) \YJiile s&i;;;;;~g tr~Jfic j ~ an NSA analyst 
di scove·i·~d that a selector associa.t.ed· with a U SP. .. had"been erroneously tasked. he error 
occ..r(r(.ed because the Y,.§:J.?1 .. ....- ...... .. .... · las the valid foreign intelligence target and the 
targeting analyst,,bad::'.~§J.thorotighly researched the selector. The select.?..C. ... ':1".?.~ ... Q.~taskedO 
l _/ .. . !The· que1y and que1y 1 '.~.s.~1.l.t~ .. were .. del.eted~ .. and .. no"i'ei501is were issued. 

k:;:,.::;::::::::::~:::::::::::::::::: .................................................... . 

( b ) ( 1) 
( b ) (3) - P. L. 86- 36 TOP SECRET/ISl/flt{OPORN 
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~~l"'f ~'l'~'~'"'"":···~~.~~t • . ' ,,,,,,,,,,,,, 
·········· .. ::{SHSff/f~)r--.,,,,....-------.an NSA anal st discover~d that a selector associated with 

TOP SECRET//Sl//NOFORN (b) (3) -50 USC 302 4 ( i ) 

a USP had··b.e~n erroneousl~ ta.ske Al.though the analyst conducted the 
required rese~i:Clt;·I ~ho passed the seled6tto :NS.1.\, f~~~ed to proyjde the USP 
status. The selector was de asked ,I lwere deleted ·! I The 
analyst was counseled about the importance of questioning lead information. 

t:p.) ( 1) 

I.A.1.b. (U) Database Queries 

- ·- ...... ...---...- -r- ..t. ........ ,"T""', 7' 1 
t U / ( . -, r I I"-. I ', 1 V ... i. y Lt ..L 

(l:)-.).l2.) - P . L . 86- 36 
(b )\ ( .. 3}·'-.~0 USC 3024 (i) 

·..... ····· .... 
"· .. 

Ti:Q '.T3:r:::::r.::: :~:~:::: ~.6-36(U//FOBO) OnO occasions during this qua11er, analysts performed overly broad or 
······... poo.d')i' .. constrnct.~.<:I database queries that potentially targeted and/or returned information about 

·······... USPs. These ue1:l'es·nsed 
·······....._ _______________________ ___. that produced imprecise 

... ... ( b ) (1) results. .... (b ) (3) - P . L . 86- 36 

(SHREL TO USA, PVBY) on0nftho.se ··~~~~~·i~ns, the queries returned results from 
the database. The que1y results were deleted or aged off, as required , and no reports were issued. 
Analysts who performed these queries were counseled by their management. 

(U) Procedural and other errors contributed to the following incidents. 

0 (£//£1/,f.R:EL TO U~A .. :¥.l/E¥'1 I NSA analysts 
'"'""'""''"performet1: l ······· rc1~~ries in raw traffic databases without first performing the required research 

·'fb:) .. (i'}':·::: .. : .. : .. : .................. °.n the selectors. All the queries returned results, which were deleted; no reports were issued. 

( b) . (3l~.J:> .. : .. ~ . 0 
8 6f J;J~'~;;~"To'''{Jg')\'~'''f'\fe7t} ll1 response 

·········· .. to a customer's request for information, NSA analysts p'erformed· queries in raw traffic 
datab.&ses using selectors believed to be associated with foreign intelligence targets. The 
analysts .. dis.seminated the results via e-mai I. The analysts later learned that the targets were 
USPs. All q.i:i'ery results were deleted , and the customer was notified to delete all e-mails. 
The analyst was ~otlns.~led on proper procedure for evaluating selectors before querying. 

·· .. ·· .. 

0 (S//£1/f.REL TO USA, FVE'l')I I an NSA analyst inadve1iently performed a 
que1y in a raw traffi c database on a selector associated with a USP. The analyst had intended 
to search on a valid foreign intelligence selector but accident ally searched on the selector for 
the USP I l<fhe results were deleted , and no 
reports were issued. The analyst was counseled to be more careful when performing queries 
in raw traffic databases. ················ ... 

TOP SECRE'f//Sl//NOFORN 
.... 
.) 

( b ) (1) 
(b ) (3) - P . L . 86- 36 
(b ) (3) -18 USC 798 
(b ) (3) -50 USC 3024 (i) 
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,...-.-/ 1.b) ( 3) - P . L . 8 6-3 6 
_.../ / {°i?) ( 3) -50 USC 3024 (i ) 

0 (S//Sil/REL TO USA, FVE'f.~ I it was di ss.o1~·;::d//i:at an.ksA analyst had 
performed a query in a raw .. traffic database using an e-mai)--selectof' associat¢d\ with a USP. 
The analyst mistake~_y...-6.elieved that the e-mail select~vwas ass~1eiated with ... I _"·..,.\ _____ _. 
The que1y results w.ei·e deleted. / / , 

0 (T~,l,l ~l/l~L, .. Tb .. ~SA, FVEY). _../ an NSA ,a'{alyst performed a\que1y in a 
raw traffic,.database ,.......... _./ i The error occurred b\!cause the 
analyst. / ... ...- No 
rest!.lls. were re~_µrr1ed from the que1y,.-and no repo1is were issued. The analyst was counseled 
9n .. the imp.ortance ofl l6efore performing queries. 

,.....-G ..... ...-(.Sl!Sli;;~L TO U3A, 'f'_Yt:Y)I I an NSA database auditor discovered that 
,. ...- .......... ·"an analyst ha..ct .. condtrcfod a query in a raw traffic database on a selector associated with a 

.... 
·." .. ·.·:::::::::::... · .. ..fo.reig·IYlifrget living in the United States. The error occurred because the analyst did not 

.,.. . ······ ···· perform the required research on the selector. The resu lts were deleted , and the analyst was 
1\-···· 

· {bTJll······ .............. counseled. ...··:::::=;;::!!!!f~·~ . ..( 1) 
(b) { 3 ')..::: P . L . . §6::: 35....................... . ........ ···:::::::::::::;>}>_.. (b) (3.) -P. L . 86-36 

··········n. .. J s11s111REL To .. us}~-~ - FVBY}I 1 ~r.i.Nsry::::ar.i~ly:s~:::~.~i~r~~~~1~·ed (c\>\it?i>Y::otw~ usc 3 o 2 4 ( i ) 

raw..traffic database on selectors thou<rht to .. be·as·sociated .. wtth:::a valfd fo rei<rn intelli<:rence · ...... ··... .. . . . . 
·· .. target. 

0 

trequen . ...target was ... etei.~nuhe _,....to e Jti t e mte tat~$- -..._ 
......, _____ .,.......,,,T,,,..·1-e-._ a ... naly§twafcounsele.d·"6i).the p~ocess fo_vtonducting searchd;-.... \\ 

(S//Sb'i'REL 1.'0 .. tJSi( :;:;:~"i') I ·:.:.·:::.:.:· ........... ....-· -ri;·wa~_..df;~overed that I \I\ \.,\\ 
qtfeiy that include.9--the ~.elector foJ- ~(val id for~ign intelligence targed , ·1 

··whiJe"fhe targy.t-·'\Vas in the \Jfiited States. Although the analyst._ 
........... _ _........- ,..the analyst foraot to remove the sele~tor 

..-fo a 1tion, que1y resu lts from .. \\:ere ------..----..--------to anot ·er team mem er. The selector was removed 
.-------.l·aiid the team member verified deletion of the query.__re_s_u_lt- .... -.... -... --.... -.... ·-:: ·-:;,-.... -..... -........... _l ..... ) 

(SHSINREL TO USA, F~'£Y) I l .. an'NsA· a·~~~i;·~~ .. ~~1e~jed·::a::i~: t~~ltM) -P · L · 0 

0 

0 

database using his personal cel l phone number whi le in deployment ,.trafniµ{ _./ fhe analyst 
and class were counseled. Additional information on the proper. ·u·se ofttle,...database was 
added to the training No resu lts were returned by the quecy:" ·" .. ....- _../ 

(SHSlf!il£L 'fO USJ'<, l'Vl!'t)I /• /• .. / // 1(:alyst performed a 
que1y in a raw traffic database that inadve1i e,ptly included 5\-.USP telephone number. The 
que1y returned no results. ............... _...../ 

,....... -~~~-·NSA analyst inadvertently performed r------'---+"'------....... --~ on a selector associated with a USP. The selector, 
.___ta-s-ke-d-r--.-.... -..... ~ .... ---------------, was .. ~_:t.1:1.~ked-I 

However the anal st was new to the .. o.ffice ·and was unaw---a1-·e-o""""f_t_h_e_O...,S ... p--
,.status-.. · ·" . 

i·;~---... -............ -----------------------------------
(b ) ( 1 ) 
( b ) ( 3) - P. L. 8 6-3 6 
(b ) ( 3 ) -50 USC 3024 (i ) TOP SECRET//SI/fNOFOft:N 
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reports were issued. The analyst was counseled about the importance of using current 
information to verify location. ··"'""''"""'"'"":>:'" (b) ( l l 

......... ·:::::::::>::::::::: .. ::::....... . ... ...- .• ( b) ( 3) - P . L . 8 6 - 3 6 

0 (S//SIHREL TO USA, F~'£Y) I l ::an:::foji[y:~{Tri~d'~~iiently.· f~n a qt1ery in a 

0 

raw traffic database on selectors assogiatetl wuff.a .. targ'et and included ~pe,'period the target 
was in the United States,. ..... .The .. seleC:i.Q.r.s .. as·soClated with the target h9d".been detasked ._I __ __, 

I Jhe .. Urut~ .. State~C .. The query and results were ~.~efed , and no reports were 
issued. The an~lyst .. was reminded about the impoiiance of qbe.cking branch records on 
I lbefr)'i:e nmning such queries. ..// 

.. •·· 

-~~ NSA analyst performed a query in a 
,.. The 

error occurred because the analyst did not know that the 

-- - P .L. 86- 36 
(b ) (3) - 50 USC 3024 (i) 

0 (S//Sl/fREL TO USA, FYE¥).I ~nalyst queried a 
selector associa.ted with ·a valid foreign intelligence target for the period during which the 
target .. was"fraveling in the United States. This analyst had not reviewed an e-mail from 

........................ ::·::: .. ::O'~:~?~.~·~·'·~ .. NSA~.analystl I The que1y resu lts were deleted , and no 
.,.,,,,,::;;;::: .. :: .. ::................. reports were issued. 
f.1;?~:;;,\}. ) .................................................. , 
( b ') .. ('3};;,::P. ... L. 86- 36 ...... 

........ ·:::;:::::;;::::P...... , analysts performed 
......... ·..:::::::: ........ u~ries in raw traffic databases without first performing the required research on the 

"··....... selectpl:S: ··I !queries returned results, which were deleted; no reports were issued. 

· ...... l J.... (TSHSl~;~Y I I an NSA analyst mistakenly performed a query on an 
" .. I .... !Foreign Intelligence Surveillance Act 

(FISA)-authorized select<n .... associated with a valid foreign intelligence target in a raw traffic 
database not authorized undet0 FISA No collection or repo11ing occurred. The analyst 
was counseled on evaluating selectors before querying. .. .............. \ bl ( 1 l 

o (sh's1HREL To usA, r~'£ Y) ..... ::~fr~l:v:~rai~~~~~;:~'"'~~~~1 1 ( ~. : ..... < 

3 
i Ip · L · 

8 6
-

3 6 

':----::-:-------:-._-----r-:""Jhat,:::!~:a:d been detasked I ··1 
/ because of the target' .the"United States. The apalyst responsible for the 

Tl}.e .. qfi.ery results were deleted on 
, , .,__ ____ ,...w_ t'"':re""· il---th_e_a_n_a-Iy_s_t_r-es_p_o_n_s.,..ib-1 e___,fc,...o .-. ...,.th_e_t_a"""'sk"""'j ... ng""returned from leave. No repo iiing 

/ / occurred. The analyst was counseled regardi n$._.the··n~~d ~ I 
/I J the. ... JJnit~ .... Stafes. 

·i o/ (S//SI/fREL TO USA, FVEY) I ,.... .... li.t .. _was discovered that an analyst, in 
II / response to a customer re uesi .. fot"infonnation RFI "··erformed ueries on a USP in a 

!! / database. ·....... .. This error occurred 
# / becamf~ the ari.aly:st .. had not careful ly read the RFI. The query-.i:esults were deleted. The 

.. :.::::::

·,·:·::.'_:_'._'.:_:./ ~na'fyst :wa..s:::e6iii1seled to review RFis thoroughly before perfonriing database queries , and 
... /.·thY. . .<;itist6iner was alerted that NSA would not support these types otRfls: 

..
... ·•·· .. ··:.···· · ... . .··:::::::-···· ... ... 

/~:::::::::::>==·''" "·· .. ·<:::\. 
( b ) (1) 
(b ) (3) - P .L. 86- 36 
(b ) (3) - 50 USC 3024 (i) 
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D d~~~:~.~ ··;: .. 4 l..§,? ?} 7 
\ '!.> J \ ,;) J - ·i:: ... .._,. o 0-·0 .u .... 

( ~~). (3J-50'"u sc; 3024 .. (IT·· .. ··.... TOP ~~CRET//Sl//NOFORN ........... (·bl (ll 

'\ ... ~.~:::.··.'. in a ra~ tr~ffi: d:tab~e ona·selector fore~~~~~!~~:! ~;;~;:~~ . L . 

86

: : ,:es 
\ .. A copy and paste ~~:l:ot 

No results were returned from any of 
\\ the ueries, and no reports were issued. The analyst was counseled on correct procedures for 

··~~:~::;gr;:~:;::~:~::::::g:6:=·.. . .... :::::::::::: ......................... . 
·.,:::::::::::::·.... .. .. 0 .... (37'./SJi'JHii'.fOUSA~:::p:Vf):') I I an NSA analyst mistakenly 

"-..:::<:>..... erforin.ed overl broad t;eiies"ln·two .. raw traffi c databases. The ueries were erformed 

<: the queries had~~:;;:~~ d~:fs~o~h:n~~~i~hether the 

0 

0 

0 

0 

0 

ql.1~ries reappeared as a result of analyst or system error. The analyst deleted the queries 
agai'nl ~mder the supe1v ision of the Intelligence Oversight (10) Officer (100). 
No results were returned by the queries and no repo1is were issued. The analyst was 
counseled regarding correct query procedures. 

(SHSiifREL TO USA, FVE'i)I laQalyst ran a que1y on 
an e-mail selector associated with a USP who held dual citizenship. The 't'a1;g.et's cit izenship 
was di scovered later through! l .. The.query. .. r.es.uJt.~ ... ~.~r..~ .. ~~~:~~~- The 
selector was not tasked , and no repo1is were issued. .. .......... ··:::::}J\(bl (ll 

....................... . ... .-:}" j \'pl (3 ) -P . L . 86-36 

(S//SI//REL TO USA, FVEY)I l airaiiaiy~t perfo.!:.m~a:::a .. qu;iiy i'h, a raw 
traffic database on a selector associated with a valid fo reign intel,!.ige·~ce" targe~/and i~cJuded 
the period the target was in the United States. The error ocqtrred ... because thef time pe1\pd 
checked did not coincide with the dates of the query. Tbe"q.~1~ry ... ~·esu lts we1:~ deleted, \~~\d no 
reports were issued. ,........... ,.......... / \ · .. 

..... · 

(SHSI//REL TO USA, FVEY) I /,... .. - ,... 1-"~~ ... ~nalyst perform,~ a que1y in ara~, 
traffic database on a selector associat.~·--with a valid foreig n intelligence' target and inclu<led\ 
the eriod the taro-et was in the Uni'fed States. The anal st was / · · 

,........... 'The analyst stopped\ 
rev1ewmg t e query re.su ts e ore reac ung t e . . trave ates. ie resu Its were deleted,, 
and no reports w~re "fssued. The analyst was reminded about the impo1iance I I 

I ~Hore miming such queries. ..,,:;:::/'''"~ ~ ~ ~~~-P . L . 86_ 36 
. .-:::::;:::':::=" (b) (3)-50 USC 3 0 24 (i) 

~~~&f;t...-TfH:fS1H~1!"1'1f---------,anNSA .<.lf!~dys(mi stakenly perfo rmed a 
que1y in a raw traffic database · :':::tf1~:"analyst had not conducted 
thorough research and was una._w_a_r_e ________ ""' .. ·'fhe ~·naly-sty.ras counseled 

regarding the impo1iance of identifying before submitting, que;.~:eS(b) (ll 
... ... ( b) ( 3) - P. L. 8 6-3 6 

(SHSlflREL TO USA, FVE'l) I l·aifNSA analyst queried telephony 
selectors believed to be associated with valid foreign intel ligence targets. The query results 
identified the users of the selectors as US. I 

······ ········ 

J .. AJ.l..data .. h~~ .. ~.~~~ ... pu rged. ..::::-·:::::::: ........ ....._ _________________ _. ...................... (°b) (1) 

1'0P 8ECREJ'//Sl/fNOFOR~ 
6 

(b) (3)-P . L . 86-36 
(b ) (3)-18 USC 798 
(b) (3)-50 USC 3024 (i) 
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(bfJ3) - 18 USC 7 9 8 
(b) ( '.3.) - 50 USC 3 024 ( i ) ········ ... 

0 (SllSJ//B Eli \ (QUSA_ FVE'i') I 1 -~.n NSA analy~t _performed a query in a raw 
traffic data bas~·I I The analyst. did not know· that ... I ------
had been assigne4 to a USP. No results were returned By..t.he query, and no reports were 
issued. The analyst_ was counseled about performing checl< .. s··b.efore submitting queries. 

D (S//Sl/JfftEL TO US->fVEY)I l··:.~~i'yst .. ~ performed I . 
queries in raw traffic databases on valid foreign intelligence seledo-rs .. _whi_le the targets .were 
in the United States. The\ a.nalyst s did not perform the required research"·o.n)h~ selectoi or did 
not I • lfo two instances, the queries returned res~ Its , whi:C:b::::';'e}:e 
deleted. No reports were 1 ssti·~d . The analys ts were counseled on the 1mportanc.y. o'.f(b) ( l ) 

reviewing all available information before executing queries. . ............ ········ ....... ·· (bl (3) -P. L. 86- 36 

0 {Sh'SINR:EL 'fO U~A, 'P1\IT'. f) I . l ··~t:ri"a~~l;~t performed I h ueries 
in a raw traffic database without first-conducting the requ ired research on the selector. The 
queries No results 
were returned from any of the queries , and no reports were issued. The analyst was reminded 
about the impo1iance of checking the sele6tor location . . .... ············::::::;Y'\<b l ( 1 l 

....------·------. ........ ········ ....-··-_/ \(b) (3) - P. L. 86- 36 
0 (S//Sl/fR:EL 'fO USA, rv~·nl larrNSA·· ~-~alyst p~1:f6i:·~yed a q\lety on a 

I I The que1y an..d ··result_~ ... were itmjlediately 
deleted. The analyst was counseled on proper query pro~dtife. _.../ \ 

0 {Sh'SIHREL TO US!£, F\ 'EY)I hi~--~~A a~_al'y·~~- performed a query in a 
raw traffi c databasf las the search _Jel·m. The analyst ha~ expected 
th.e query to 1:etur9' foreign intelligence information. T~5 .. ~ue1y rvu lt_~---~-Y.1;;,::d.~~~<!,> and no 
reports were 1sst~ed . The analyst was counseled not tq,..usy. s·seai:sh·t.errflS)\ (3) - P. L. 86- 36 

_/ ./·: ..... ,::::::... _,.:;;;;;;;;"' ... / (b l[-(3..) -50 USC 3024 (i) 

0 (SHSIHR:EL 150 USA, F\'EY) I r~:'(i'~tabase a.~1,9.if6'i: di_.scovered r11-at"-a.n 
analyst had _.n1istakenly perfonTl~g ... MlUtfry in a rm-Y: traffic <i.-~t:abase on.a us.1 • • \ ··1 The 
analyst had' intended _t_c:> ... use·t he foreign target,.'..s·I .... ....-] bi1t confu.sed that l • • ·jwith 
thd · l··No results were returne_d..-by the qtf~rf, and no reports were issu~d. 

....... . ..... ·· ... ·· . . . 

0 (&\'~l/fRa, TO USA, F\ 'EY} ....... / . . an NSA a~i;st performed? queries in 
a raw·h affic database _../ .. / /....... --The analyst wa§..:not aware that thL I 

...._ __________ ._...-_ ....... _ ... __.··"No results were return~d by the queri es and no reports 
w_~i-e issued. The an~lyst _.was counseled regarding the it)Cident. 

0 (Sh'SlhREL T9 6§~~--;·:~'E'DI I d_~rring a routine database audit , an NSA 
database augito1:.-dlscove~:ed .. that an analyst had pe1:formed a que1y using a U.S. e-mail 
selecto_d _../ ... ....- _./·· I The error occurred b~ause the analyst had copied and pasted the 
e-ml)il.".- ·s~(.ettor }.nt6 the query I I The query results were deleted , and no 
reppri_s··wer~. i-ssued . The analyst was counseled on the impo1iance of reviewing queries 

);)~fofe sJ..1b'in itting them . 

.. :;:::p:::.:<-~:~,qg·~-;~L TO USA, FYEY)I I an NSA analyst performed a query on 
.. ..- _.;::::::<:::::./..- selectors bel_i, .~yed---to·he .. associ~ted with a foreign intelligence target _ .. !~~- analy~t:J~arn~dD 

/. _,/:?:>· · .......... 1 l"from a database auditor tha_t .. ~~~ .. t.<:tt;?,~J:::~1.~l.:<1.:::.:IJ1.a:l:::H:S:;: and: I I c1ttzensh1p . 

. ' .. 
;·.·;·.·.,:_.:·~.'~-':.':_,::::·.::·~::: :::·: :_;;;;::::.::::· .... .. :;;::;;:::::: :::::::::::::: :::::::::::: :::::::::::::: .. :::::··::::::::::::::: ...................... . 

·• ·•""'"""""""''"''"'u::u::n:::1: 

( b ) ( 1) 

(bl (3) - P. L. 86- 36 TOP SECRE'f//Sl /fNOFORN 
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'fOP SECRErF//Sl//NOFORN .. ····:::>'.. (b:) (3) -P. L . 86- 36 
.. ... ·_-:::::·:.:::.' ... (b f::.~ .. 3) - 50 USC 302 4 (i ) 

.... ···· ...... · 

The que1y results were deleted , and the selec!9J.g"'\y~;~ ··d·etask~d1 !"t~~ analyst 
was counseled on the importance of usit}g···lJfa:i:1ch working_ .. afds to research potenii~l. 
selectors. .. .................... ······· ... ·. 

0 (SHS!lfR£L TO USA, ~)!El'Jf,/' / .J~~·~SA analyst inadve11ently perf;;n;;ed a 
ue1 ma raw trafP.e "Clatab.'.\se[ -""""' ·. I 

..-····based o..n··a previous comp.Jiant query , and the analyst believed that the . 
---------..-0 .... l:;..,I ~ no.t .. cfeate a non-come.liai1t query. No results were returned by the query, ahd 

no repo1is we..1:e··i'ssued. The anal )'.'.~t"was counseled to exercise caution I J 
I J·..... /~·~) (1) 

.---------.! (b").. (3)-P. L . 86-36 

0 -(SHSli'/~H fan NS~ analyst performed a query in a raw traffic database , 
using a selector associated with a USP without first erforming the re uired research on the 
selector. .. ..... 
_____ .... The·que1y .. results ... were. ... d~.l.~~.(;!~ . ...._ ___ """"'...,.The analyst was coupseted to 
research selectors before submitting queries. · · · ............................... ::::::::::::::;;:;fb .. l .. ( 

1 
l 

............. . ........ : ......... )' ( ~} .. (3) - P .L. 86- 36 
l.A.1 .c. (U) Detasking Delays ................ ·· ,.....- ,./ (b l "3.i - so use 3024(il 

(SHS!l/R£L JOUll*; rvt'f) ·········· ·········· ·········· NSA~,;.;y~~:Tered ;l~~d I 
------.... sel-ecfol:S- had not been detasked 'ttpbn)earn~n'g that ,. 

he .. Uni.t.~ .... ~tates. Associated electo;·5· we~ .. t{c!.~taske on ......... 
t-------................... 0 ... collectio.n ... 9.§~ifrred ........ ... ... ... .. ,.. The::a11~yst was re1)1inded 
of the importance of maintaining recol:d s" of aH"'sel'ectors .. fo~i::::a::iaJ.get::in:.O:!J~:Joc.~!1'6n .. Jp fac~ I itate 
tasking actions. . ............. ;;;,::::::::: .. :==y(b l ( 1 l 

.. ,. ... ".................... / ( b) ( 3) - P. L . 8 6-3 6 

(~//gl/4lEL TO USA, FV:EY) I ... · ) ari"an~T;~t discovered tJlat a selector 
associated with a valid foreign intellig~1Jc.e. targef remained on task after the targe.~/had arrived in 
the United State~ 1-. .. The.selector was detasked l I" All 
non-compliant data was purged, and no reports were issued. 

(g//~l/4lEL TO USA, FV:EY)I 1-an.._NSA analyst found that a selector 
associated with a foreign intelligence target remained on task after· th~ .. target had arrived in the 
United States. ·the. selecfor .. h&d been inaccurately 

non-comp 1ant ata was pur~~~e selecto.i: .. was e~~~:~~~J::::::::::~:;,,;,,;::::;;::;: .. ; ... :: ... :::J!!~~!'j~~ > < 1 l 
:::::: ::::: ::::::::;;•::::::. !] ( b) ( 3) - P . L . 8 6-3 6 

(S//Sl//REL TO USA, FV:EY) I ··:::: .... lit: ~~~· d·i~~over~,...tl~:t a selector for 
a valid foreign intell igence targ~t..rem~ifiea:::o-rflask while the target had bee'n in the United States 
I Lrhe:seie-cfo·i: had been .......... but a 
I ~oftware glitch kept the selector ··allowing it to be accessed. 
Non-compliant data was purged. The software glitc1 was corrected I I Because 
the error was found after the U S. travel, subsequent detasking was not necessa1y. 

(S//SD/ltCL TO USA, f'VEY) . an NSA analyst discovered that a 
selector had remained on task after it had been learned that the target was a USP. The 
selector was detasked l l .... NQ ... ~llection OGCup:-ed , and no reports were issued. 

········· .......... 
········· ........ ~ .. · 

(b) ( 1 ) 

'fOP SECRET//Sl /fNOFORW l (3)-P. L . 86-36 
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~~~~±::-+8~~':"'", +-\i~t--11 ·ao anal st found that O selectors had 
remained on task after it had been learned .... .. ·th~t the target was\a USP. The 
selectors were detasked "··Non-comp.li.£!:n! ... 9..~t.~ was purge~f"J J 

·equest-.for ... published ... repo1ts. .. .w..~~:::~PP.I9.:Y.~.~J..................... . ...... ... ..... •.I Bran ch 
_m_e_m...,.b-e-rs_w_ e-re- 1-·e-n..,.11-nd..,..e_d,....to research selectors before tasking. .. .. ,,,'""'" .......... ::::::Fe.b l ( 1) 

.. ·:" _./ (b .) (3) - P .L. 86- 36 

(S//Slh'R:EL TO USA, F\'EY)I Ja1rNSA···a~1alyst foun.d-"fi1at an e~·~ail 
selector associated with a valid foreion intelligence ·taiget remained on task while the target " . .._ 
visited the United States. 

t 1e rute tates, t e e-mai se ector rema.uie 
._a_.n_a..,..Iy_s_t ..,..h-ad..,....,..b-e-en- u-na_w_a_.1-·e_t..,...hat the target had traveled to the United States. 
occurred ··········· 

.................. ---.-----· .. but·nottothe·NSA· analyst:.... the·e.,mail selector<~h~etasked. 
Collection occurred, but purging was not required. No repo1is were issued. (b l (3) - P .L. 86- 36 

(b ) (3) - 50 USC 3024 (i) 

(~,l/~l/,'REL TO USA, FVEY)I l·rutNSA analyst discovered that 
selectors had remained on task when the target was in the Uni'ted --S~ates l I 
I l .. ·Traffic .. fQX the selector was not reviewed r.egularly. The selectqrs were 
det~sked , and the non-_comrliant data ... was"·: .. ·urgecJ:.· ... Proced..!IX~.~-.. ~.:.1:~ ... :.~~~-~1:!shed .. ~.? .. 1~~onifor traffic 
mote frequently for ta1gets l b)(t) ................................................................. :::::::::::::::::::: ........... :::::--.. ! 

.. ....- b)(3)-P.L.86-36 ................. (b)( l ) 

1.A.2 (U) I I·..... (b)(3)-18USC798 (b)(3)-P. L . 86-36 
(b)(3)-50 USC 3024(i) 

IA

3 (~::u;:o::~ f::,:5 :n NSA manager discovered t.~pJI ~~:st 
under authority of the Director, NSA (DIRNSA) had been gr.anted access to raw SXGf.NT 
databases that were not listed in the documents authori.i ing".the access. The perici~.6f 
unauthorized access spanned I .... ....... .. .... ····· ·I Thtf;cfocuments 
authorizing access were amended! ........ j .... ····· ........ ·· .f' 

... ::::::::;;,;::: :::::........ (b) ( 1 ) 

( b) ( 1 ) ( b) ( 3) - P. L . 8 6-3 6 
(b)(3)-P. L . 86-36 (b)(3)-18 USC 798 

'fOP SECRE'f//81/INOFORN 
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(8h'R:EL 'fO USA~ FVE1.(.) it was discovered tbatll 
, ... I ---.!analyst had moved to ... a··different mission elem~9t b~ 
! access to NSA databases. A second anal st had beer(wor mg undet" t 1e same circumstances 

,
1

. . .... After iny.estig·at.ion, it was determined that there 
/ / was no nee to purge·· ata, an no repo1:ts ... were affe~ted·:··· 

// (~t~I:;··f~ U£A, F\.'J?r'!J I .... /·· ,... ........ ,... ....... I it was discovered that several NSA 

i / analysts v,:~te operating !n:f ldca!iorr for which their access was not authorized. New 

..... :
·.·.·.' ... f ~~;~::;t:tl ~: :? l~;>f)Z! ri?i tl1e iiflal ysts' WO rk at the locatio 11 was SU bsequently SU bm itted and 

// ... ::>·(ShHL 'fO USA, FYfY)I I it was disc9y~red .. thad 
!! _../ _,,,.a9chlliif authe•1.!ic.atioIT"·foi···a raw SIGINT database ... had··nocbeeii··µ·~:operly valiJ"'"a""'"te-a .... _- 'l""'hi_s __ ..... 
f ,./::::;,::'::'·:··:·:::.··o..~£un:ed· aftei:·· a sy§~~J.1Lupgrade f-················ I Proper account authentication processes were 

~~:~:::~:~.~::·:::: . ::: : : . :: ··~~~~~~~·r :::::::: .......................................................... 1... 
C"~l'~;~t~·E. , .. f::.· ..... $6"'·~ ~s1i1m::;:r9_:usx~·· pv£Y)-I - - ....................... -..... -...... -..... -..... -...... -..... -.... ·l·1rwi:'i"S .. discovered·that· .... I _ ___,.. ___ ..... 

\\ ···.::::::::···. ali:alyst had accessed ·NSAraw . .tra.ffic databases from a location not authorized for such access 
\.. ··r ··... .... ... r .. Because ... o.f.tJ~e time lag in reporting, the exact databases 
\\. access~( and t tle"typ~~ .. of queries run COt~ ld not be detei:·i11lriect·· Thel lis no longer 

\., accessmg···N_SA databases· .. fr.om that location. 

\\\ (S//8·;;;;~)1 .... ..... ·· ......... J.1.'JSA database auditors discovered that an NSA 

\.\ analyst' s access to a raw traffic database had·not.. been deleted when he resigned from NSA in 
·1 I ·....... l The error was detected when the 

analyst began working as a contractor for another IC ageriC'y,i I ,I.__ _____ _. 
I 1-.... .. , 

(Sh'Sb'i':REL 'fO ~SA, F.YEY)-1 Ian ~,SA software d,~veloper performed 
a que1y through an online tutorial"~hat improperl y accessed raw\SJGINT data'. The error 
occurred because the tutorial. whrch.I I 

,__ ___________ ...... / _· .......... _ ... ______ .....,kJhe development te~m remov.~c4 I 
,...I "Tl~~ que1y \ .esults ~e•_:~ .deteted . 

____ (_U_/-/f'_O_U_O_)_In_o_n_,.e_/..,.i·n-.. ~ ..... ;a_n_c-e,- d-at_a_b-as_e_a_ .. c-.. c-.e--~~-- -wa; .. ~o~·::~~hqi na.t~,...th~-~ access was no 

longer required. Althq.lig.I{ not considered .a".Ytolation ofE .O. j)3:'.t$. ... 0·1: 1;elated directives, the 
access was terminate.cl": _../ ...-/ "<>J 

// _../ (b)(l) 
/ / _../ ( b) ( 3) - P . L . 8 6-3 6 

l.A.4 (U) Unay.t~6rized Disse·mination (b) (3) -5o u sc 3024 ( i ) 

(£,4'£~~; .. I ,./ .. /,../ /./ ./I an NSA analyst mistakenly shared information 
associated ,...~itl},..a"U~P"in an ~::mail to a customer. The analyst believed that the e-mail 
containil)g,...tpe· i9fcfonation"was a published report! .... .. ·ID 
I _..)" ...... / .. l t~e- arialyst repotied the incide.nt ,,_and l . .. .... I the a~al yst confirmed the 

,:~l'''.~:~~~:.~or:.:'. '. .~ '' , ,, ,, ' ,,, . : ~: : ; : -P . L . a 6- 3 6 

(b) (1) (b) (3)-50 USC 3024 (i) 
(b) (3)-P . L . 86-36 

'f'OP 8ECitE'f'f/SI/fNOli'OltN 
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°{b)(3)-P.L. 86-36 

(S//81//REL TO USA, FVE'.()I I an anal st discovered 
····... dissemination ofUSP information.··fi1at was attributed to an erroJ 

...... 1 . I The s.yst~•:9-I jwere repa_i.~:.ed·:·-<r .... 1e- re_p_o-rt_w_a_s.....,...e"""e_t.....,...-.... 
associated data was purged_..fr"om_..the databases. ..../·· 

(87'/SIHMd .··: .. / .. ..// .... I analysts_ ... onO occasions mistakenly 
disseminated r~W ~Jdl]:'IT to customers_ .. nof authorized to re~ive···1:aw SIGINT. .. OnO 
occasions, the"d~ta' ~.nduded USP i~).fofination. The SI.<::JINT was recalle.d.-····The an~Iysts were 
reminded .ab.oi1-(c;iissemination .. pofl"cies. .............. .. /··········· .......... ··············(pl ( 1 l 

,/ _ .. ·····// ... /·· ....-··· ·········:::::::::::: / ... ···· (p l (3) - P .L. 86- 36 . 
/ .·· ..- ..- . ....-· ... ·:::::: .. -··· _( bJ (3) - 50 USC 3024 (1) 

. · .· . ..../ an aoajyst···dl'Scovered that unminimized U\SP 
id~r1t}.fi§atlo~.s-··~fad"been mi~~~~::: y. <l._i_§:S.:einltiat·ed I Ito IC 
y~~.s!:9rii.e.•:.s::::::Jhec:Jmes~~~-Y. was .. ·recall ed. 

/·<:>·< .. ··::::::::.f·S·' 1s1rr~~··;e··:H~··" F' 93 'al I analyst operating .. <.-:::...- .. ..-::: .... ··· ~.?J ~ . .<:.~ ~ 1 c, .:.J.~ .. 11 ._.....,.,. _ ___,._.....,....,.,..,.,..,......,........,....--.,...-....,...-..,...,.,.. ~ 

..-<>:>:::::l.rii.d.er :PIRNSA au.Jhoritytn"ii"dvertently disseminated USP information in a Web-based 
_,;:::~~!::><;:::::::::f.ep§$it.o.ry. ·· Tfie. data was quarantined in the repository , and all copies of the dissemination were 

··t~i:j:::~ :~·~:···:.:::::.·: .. ~.t.1 _•:~~.: ...... . 
(b ) .(°3)":.:.·p. _1-:'._: __ 86 '¥Shisi;~iitEL "'FoTisA~'·F\i'f?i11 I an NSA analyst mistakenly 

disseininCJJed raw SIGINT in an e-mail to other NSA analysts not authorized to receive raw 
SIGINT. The·reC.~iving analysts had been delegated the SIGINT mission but had not completed 
the required training·:· Th~. e-mail was deleted. 

····· 

···· .... 
········ .... 

(S/ISI+/~L TO USA, F\~YJ l an NSA analyst mistakenly 
disseminated USP information in an e-mail to a customer, who, in turn, forwarded the e-mail to a 
distribution list. Recipients were asked to delete the e-mail, and deletion was confirmed. 

l.B. (U) Foreign Intelligence Surveillance Act (FISA) 

l.B.1. (U) NSA/CSS Title I FISA 

l.B.1.a. (U) Detasking Delays /1~Hit=~~ ~;~ 
(T~//~I//}.lf.) I I an NSA anal_yst·· di"s~-~ered t,h~f"an e-1nai1 \e1~~-tor... .. 

authorized ... undei:· a Foreign Intelligence SurveiH"'nee .. ·tomi (FISC) .Order 

798 
3024(i) 

..::· ... All non-compliant data wa~.-purged , and no reports were isst1ed. 
~~-~·· g~· :::·£» :-l!~-~s"6~~1¥st was counseled regarding proper procedures _ _Jol- incident reporting and purging. -......__ 

(is;/,/gj:j,r~w~I Ian NSA a.n:~Iyst discovered that an e-mail selector · .. 
associated with a FISC-authorized target 

.__ _______________ ___. .. T us error occurre ecause t le ana yst 
responsible for reviewing FISA traffic had left the branch and had not been immediately 
replaced. The selector was detasked, and que1y results 

TOP SECRET//Sl /fNOFORN 
11 



DO~'f P. ): 4 1 6521 7 .... /\fb) ( ll 
(b'J":i:$ .) -P.L. 86-36 TOPSECRE'f//Sl/fNOFOftN ........ ··:::::.··· tbl(3)-P.L. 86-36 ··.:···. -~· . . . 

···.::::.:::-:>···. . ·:::::::::>''''''''''''' .. :::·· .... / (b\) ·q)-50 USC 3024 ( i ) 

were d·~l~t:~~i I No collection occurred , a9g· .. rro· rep~.rri were issued . The b~:anch has 
instituted new...procedures for monitoring targets ~t~~::·a·ocumentiilg traffic reviews 

(TS//Sl/~'H=} .. ·· ii::iJ~; anal st_..d·i·:~vered that a cell hone selecto;···· ... 
associated with a FI SC-authorized ...target ..... / 

............ ::·This e .... rr_o_r -o-cc_u_i:_red-.· - b-ec_a_u_s_e_t,...he- a-na....,1-y-st_b,...e .... l .... i e_v_e...,.d_t.,...h .... at- t .... h_e __ _ 
L..t-ar_g_e-1t -.-------.--------,_..;f he selector was detasked I J No 

reports were issue .. · .. ··· · non-comp iant ata as been marked for purging. The branch ha,.S 
instituted ne~ ... pr6cedures for detasking selectors when learning that targets I J 

I I····..... ....../ ( b) (1) 
./ (b) (3)-P .L. 86-36 

CF Si'/Sl//-tW) 
/ . Alf 

selectors were detasked and all co llection terminated ·A ll non-c9p1~fiant 
data was purged, and no reports were issued. Branch analysts were trained recrardina/f~raetina 
I 1 ................................................................................................................................................................................................. :: ...... .. -r~~ ( 1 io 0 

... · 

(b) (3)-P .L. 86-36 

l.B.1.b. (U) Unauthorized Access (bl (3)-18 usc 798 
(b) (3)-50 USC 3024 (i) 

(U//FOUO)I l··a.11..~SA branch chief discovered that personnel 
assigned to one NSA office had unauthorized ac.cess··.to .. NSA/CSS Title I FISA data within the 
office shared drivel l·This .y.rror occur~:ecl' .. beca~1se office management was 
unaware that access requirements had changed I land ... sy$t~~n ... iecord.$ ... on training and 
clearances were incomplete or inaccurate. Records have been co1:i:eded;···pe.i:son.r:ieLJrnve either 
completed required training or have been removed from access. ··· .. :··::.,, ....... (bl (3)-P .L. 

(S//Sl//REL 'FO USA, l'V~Y)I l·· it_was discovered that five analysts 
who were properly trained to access data collected under FISA··au.thorities were granted access to 
the data whi le suppotiing a mission that was not authorized for this··~lcGe$S. The unauthorized 
access occurred ! ~ and . ..t.Jl~ ... t1~.a:ffic·· da.t~.base queries 
were executed in this period. N l query results were deleted. Individuars .. ·responsibt~, for 

86-36 

granting access were given additional training to prevent recurrence of .. ~.l_li.§ .. erroc .. ·).: ~~ ~ ~ ~ ~ -P. L. 86-36 

(SHSrHREL TO USA, F\'EY11 l ··irwa·~···di·~~overed th_~.(~SA/CSS 
Title I FISA data was accessible to ersonnel not trained or cleared for access .to the data. A 
software glitch occurred durina 

./ thereby all,6wing ...._ ______________________________ ___, 
potential access to the data. Transfer of data has stopped unti I the softw<:J.t'e p~oblem is cprrected , 
and all personnel who have access to the data reposito1y have received ,,tl1e required tra~rting. All 
I l d.c:i_ta was purged from the repository. ./ • / 

(S//Sl//REL T~ US)i:~ F''{EY) I l .. ~:rnlyst s a,cciden~fily posted 
FISA data in a chat room that was··i1ot..~.uthorized for FISA. Data is not stortj<l in t~e chat room 
and was no longer avai lable once the chal··rQom was closed . Guidance was i$suecjito all 

personnel regarding posting ofFISA data in ihis . y~nue. ... ... .. ii 
l'Of 8ECftET//~l/INOF ORN 
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............. \fl;:Y) · C~)-P.L. 86-36 

(U//FOUO)I.......... ..... ............ \.:· ... "·l it··:~;··~fi's't::over~d that personnel had unauthorized 
access to 1:-§AICSS Title I FISA data. \ This occurred becai:i'Se·I I 

I !·security protections were too brpad. and personnel had not been trained or cleared for 
access. All problems had been resolvedl I .···::/'" (b) ( 1) 

.--------------..-.····....-::::..- (b) (3) -P.L. 86-36 
(SHSfHREL TO USA, FV£Y) I .... ht'was discovered that 

NSA analysts on tlu-ee separate occasions had loaded data i_p.to···databases not authorized to hold 
FISA data. The records were deleted , and the analyst.s-·wei~e counseled . 

.. ···· 

(TS//SJ.NHF) a'f(NSA anal st di scovered that s stem data collected 
on targets .·had been _____________________________ ....,.. 
erroneously forwarded to a local shared drive not authorized to hold FISA data. As a .I'esult, the 
data was available to perso1mel not authorized for accessl I i 

I ··········· 

I I The .i1on:-co mpli.@t:::d-anfhas ------------------------ ............... :." ..... .. 
been purged. ( b ) (1) 

(b ) (3) - P . L . 86- 36 

l.B.1.c. (U) Data-Handling Error (b ) (3) -50 USC 3024 (i) 

......... ad .. n.gt been purged. On / ......... 
..._2 7.....,....F_e,...1-·u-a-ry- 20- 12-,-a"""ll __ n_o_n ___ co_i_n_p ... I ia_n_t_ a-ta ......... w-.~-s -p-u-rg-e"""d-, -an_d.,..__.no repo 1:ts ... were issue.ct Tl\(bra~ch 

established new procedures for monitoring s~k~ctor status. . .. ·······::;::>'/'(b) (1) 
....... . . ....-· / (b ) (3) - P . L . 86- 36 

..... ······· .: 

~~g~:I Database Querie~ liii NSA~~;:~ase audii~; ~isco:ered thi an analyst 

had mistakenly performed I l(fti'er(es onl !'selectors 
associated with FISC-authorized targets in a raw traffic databa·s~ not authorized under FISA. 
The analyst was researching the selectors to support I J 

I l·-N.:?. results were retutn~ by the quenes, apd no 
reports were issued. · "· ..... 

for! 1-:who .. had .. .as.sume.dHC.Q.Y~r..~g~. ... .............. . 
mitaRerUy 1an me que1y in an NSA database. The resu lts were deleted. 

l.B.2. 18//REL TO USA, P~EY\ I I .............. \ ' · .... (b)(1) ............. 

····· 

------- (b)(3}~F:l. 86-36 
l.B.2.a. (U) Unauthorized Targeting ........ ··{b)'(3)-50 use 3024(i) 

····· ····· ..... 

····· 
····· ····· ( b ) ( 1) 

(b ) (3) - P . L . 86- 36 

·af(NSA analyst discovered during a routine audit that 

...._ ______________________________ ..,..... .. ~· .The 

TOP SECRET//Sl/i'NOFOR.~ 
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'f6P SECllE'fflSl/fN61'6ftN/./ .. / .. / 
./ (b) (3 ) -50 USC 3024 ( i) 

que1y , which was poorly constructed, was stopped and the 1:.es~·its deleted. A second query was 
performed 0~1t no results were returned. No 
reports were issued from either query. The analyst was counseled regarding proper query 
procedures and the importance of verifying selectors. 

l.B.2.b. (U) Unauthorized Access 

(TS//Sl//+W) I lan-NS.A. .. ~nalyst mistakenly accessed I ldata. 
The analyst was authorized to viewl ldata .. biifh~~:: n.ot .. cQ.I}~pleted the minimization 
training required by the FISC Order. Access to the data hasbeeffTesfrided ·-to-database \ ................ ::::::::: . 

administrators while database capabilities to restrict access are reviewed. . .... :::·""'"::::::::::;;:"(b)(1) 
... ·· ... ···· ... _....··· (~)(3)-P . L. 86-36 

l.B.3. (TS//S l//t~F) Business Records (BR) Order ············ .... 
············ 

(!S//SIN~W) ~ lNSA"d"et·~~mined t~1a~ .-~.tec1Utical server contained 'BR 
call detail records older than the approved t1ve years. Appr9x11t1ately I I 
records, comprising approximately I !records, were retained for more than five 
years. The records were found on an access-controlled server that is used exclusive! b 
teclmical personnel and is not accessible to intelligence analysts. _,... .. ··{b).p}-___ __;;_ _____________ ..::.... __ ___;:..._--1i----------lillllllllli111ttt>_ .L. 86-36 

.,.._-------------------------.....,.., ......... ....,..........,..._,_.,....,)-50 USC 3024(i) 

11.D., Congressional and 10 Board NotUlcations , p. 25. 

l.B.4. (TS!/Slmff) Pen Register/Trap and Trace (PR/TT) Order 

(TSh'~'b~l.Wf) The PR/TI Order expired on 9 December 2011 and was not renewed. 

l.B.5. (U) FISA Amendments Act (FAA) 

l.B.5.a. (U) Section 702 ............ ·(b)(~)-P.L. 86-36 

(U//¥0UO) As previously reported , NSA/CSS has .impfe~~~~1ted a new··-~:~~:2~ss to ensure 
that FAA §702 data that is re uired to be urged is .1.u:ged . from NSA/CSS databases> ......... . 

·· .... 
··., 

·t6 identify non-compliant data that should be purged . ...._ ___________ ___. 

l.B.5.a. i. (U) Unauthorized Targeting 

(SHSrHREL TO USA, FV-EY)I lap NSA analyst mistakenly retasked 

e=J~;~:; ~ti~~~~ 0d~:~~~! ... _-------... l<T::~~::::::~-~-lectors were detasked D 

(TS//SI//+W)I ·... ... . , :::::: ... ::::::::::····-.l:aJ~)'.'.J.SA analyst researc~-~~~::::~::t'lsked selector thought 
to be associated with a foreign intel ligence· nri:g~ftt.-a.y.el!pg to the United Siat~s determined that 
the selector was associated with a USP I · .... <::· ····:::::::· I The 

selector was detasked immediately. · .! " ""'"""""'"""" .. ::::::::::::::::,) 

TOP SECRET//Sl//NOFORN 
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(TS//SE//REL TO USA, FVE)':) NSA analysts 
discovered that selectors associa_t.ed··\.vith USPs had been inadvertently tasked . The errors 
occurred because the analy§t.s-·dld not perform sufficient research on the selectors before tasking 
it. The selectors were q.etasked , data was purged , and no repo1is were issued . ...... ...... 

('f8//~l//}~}-I I while researching an alternate selector believed to be 
associat~d ·· ~itJ(a valid foreign intelligence target, an NSA analyst discovered an IC agency 
repgi:tjss:t:fecl that indicated that the target was a USP. In researching the primary 

... s.er~ciofbefore ta~.king the NSA analyst did not uncover the report because the 
.. ,:::::::::::'.<s·ei~ctor -was· fo·ls~pelled in the report. The selector was emergency detasked , and all 

.. !·<;'':'''::: ....... ··non-compliant data was purged. One repoii was recalled and re-issued. 
·(0:~;;;! '=1: >. ::: · · · ·········· 

l~ J i"l'J';~ : ~; ~"(f§ii~n'NEA I an NSA analyst, reviewing collection on a selector 
\,_ taskedl"·........ ······ ............ j.fQ~md information indicating that the target might be a USP. 

\. Investigation with .. a.!1 IC partnel:"·conforn~.d the target's USP status. The selector was detasked , 
\ all non-compliant daia ·was.purged , and n~···i:eports--Wyl_'_e issued. 

\ ~ --
\ (TSHSlh'R£L TO USr\, ;Vi:YJI I an~~~;~iihf&Coo:ipliance f nalrt 

\,_ discovered that a selector had been erroneously approved for tasking under F A.A. "§702 
"I j The error occurred because the analyst did not do sufficient research on the 
selector. The selector wasj jdeta.:~_ked j ...... j when the target traveled to 
the United States. All non-compliant data was··purg~d. . .... . 

..... .. :::::>(b}(1} ..... . 
l.B.5.a .ii. (U) Tasking Errors ................... ·· (b)(3)-P.L"86~3.P... ....... .··· ...... - ~b)(3)-P .L. 86-36 

(~1Y~l/7':ttfL 'fO U~1\ ... fi'·vE7i)f.. . I Lit.was ·drs-C::o~~;~~d_, .. ~h-~tiftask.~~- selecto~· 
did not include the a . ro "i:·tate authorizations,· ··A"defask \O rder was rocessed for the selector 

I I ·· ..... 
I I-This .system error was identified , and a CO\rection was implemented. 
collection occurred. · 

No 

(l'~//8b'tR:EL l'O usA, FVEY) o_Q~~~sions) . I NSA 
analysts discovered that selectors for foreign_ rntelhgei1~-~ targets had been tasked rnC?rrec~ 
The selectors were detasked , and non-comphant data was .. purged or marked for purgrng. L_J 
reports were cancelled and re-i ssued. ··........... ! 

' ! 
(TS//SIHREL TO USA, PVEY) I l-at1 .. ~SA>a~alyst discovered that a j 

tasking cancellation had been improperly processed allowina a:·selectoi>·for an e-mail account! 
tha the.JJnited States . :lO.:·b~ .. ~i'rqneously tasked, 
The tas mg was approve ::I:~~:::·~'.'.':?. r was identifi.e<ll · .... ··.. ! l 
and the account was detasked immediately. The reviewTn·g .. ··affa:lyst:l1<_1s .. f)een adviseg :·of the ,' 
proper procedure for canceling tasking! l ·All-.non-::coinpli.~nf'.:4.~f~'Was,,p,u:rg'.~:~: :~n~ no 
reports were issued. ......... ........... ..::::.::::::::::::::::::::::::::::::::,,:,,;;!:•'(b )(1) 

. ........... ............. ............ _ .. / (b)(3)-P.L. 86-36 
(TS//SI//MF) I ~n-NSA···a·nalyst discovered that collect!pn ... fi·om a 

tasked selector had been dual routed to an IC partner in error I I/ The selector 

I OP SECRE i l/Sl7/NOF()ft:N 
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was immediately detasked. No purging by NSA is required ; the IC patiner will handle collection 

.(B)t~j;:::::::::::::::::::·::::~~.~·:1..1.......... lin accordance with its minimization procedures. 

(b)'(3~:-:.p:L:~~~36.::::::::::::· ffg;q~t;t;&r.E) ........ .......... it was determined that a target had traveled to the 
· ... _:--...... Uhited ... St~t~·e:.::!:s:~::rn~~----..,.....~--...::::~---~~""".""""-r ........ .r.i.....~~~~u.Ll.I~~· 

.......... ::"··· ... for tasid.n1:t· .. ; however, an IC patinei: a'ffalys _________ __. 
but did not follow "standard procedures for alerting NSA The selector was not 

e as . ecause the target had already .. 'depa1ted. the United States. No collection occurred. The 
IC partne·i··· ~.nalyst has been retrained on procedureS"for l I and 
detasking. ·· ....... 

···· .•. 

(TS//Sl//Mf)I I it was discovered that a selector authorized under 
FAA §704 had been erroneously tasked under FAA §702 because of a miscommunication 
between NSA and an IC patiner. The agencies have highlighted the applicable legal standards 
and the necessity to communicate clearly among and between the agencies. The selector was 
detasked , and data was purged. 

( I S//SI//REL I 0 U5A, fi'\1"f: 7Ij I l .. an .. NSA analyst discovered that a 
selector associated with a foreign intelligence target had remained"faskeg whi le the target was in 
the United States. AJthough an analyst had detasked the selectod 1-.t.~e 
selector was retasked as a result of a system error that has since been fixed. The seleeto:f:"w(ls 
immediately detasked. AJl non-compliant FAA §702 data collected was purged, and no ~:ej:'i'o:~1~ 

. """"":~:..·." (b)(1) 
were issued. . ........ ::::::::::::===:::::::::: ..... ,./ (b)(

3
) p L 

86 36 

("FSHSIHP&L "FO USA, FVEY) I l .. an.::Ns:A :~fiii:, :;;,L~:i·~~~~~;::~ .... ttl'~ta - . . -
tasked selector associated with a valid foreign intelUg.enee"la'i:get hag .. re11iained taskecj,...while the 
target was in the United States froml ... .... . 1 .. ·'fhe error occurr~d."because the 
analyst did not perform additiooaJ. .. re~fearch on the target and was unaware that tJre target, who 
had been in the lJ'ajJed .. Stafes I l·"the selector was I ldetasked , and all non-compliant data was purged. 

(TS//Slh'.R:EL "FO ugA, fi'VE:ij l la0..NSA analyst discovered that a 
tasked selector associated with a valid foreign intelligence targef"hacl .. remained tasked while the 
target was in the United States I l· .. Beca.:use of persorinel .. cl).anges, collection for 
the selector had not been reviewed I l Tfie·selecto.i:...»:.as not"(teta*ed because the 
target had already departed the United States. AJl notircompliant data ·was ·put:gaj, ... The ... NSA 
office involved performed a review of selectors I l to .addi:ess..the. eff~~i.~:::<:>f:~J:?.e 
personnel chan<res. .. ............ · .. ::::,.... (b)(1) 

e ,.... . ....- (b)(3)-P.L. 86-36 

' 
a:hNS·A· analyst discover~d·· tirnt an 

Jie United account associated with a valid for<:!.ign .inteltigei1ce target 
States on l !Traffic .for the account had not..,.\p-e-en- re_v...,.i-ew- ed.,.,,....----------. 

The selector was detasked , and all non-compliant data was\purged. ./ 

(b)(3)-P.L. 86-36 

TQP ~ECRET//Sl/fNOF~ItN 
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l.B.5.a. iii. (U) Database Queries 

ff8//SI/~aj , l .. ru.1)C customer notified an NSA analyst that a selector 
submitted to NSA by the IC customer for targef-·deyelopment was associated with a USP. The 
analyst had performed queries ofFAA §702 databases··fo.r the selector on 3 day~ 

1
1 

All query result s were deleted . Checks performed by the NSA.analyst before the query showed 
only foreign ! I NSA informed the IC customer that NSA"must._be clearly warned about , 
potential USPs rn subsequent requests. ............ "·.... ... . ' 

.... 

("FS//Sl.//Hf).__ ____ __,_ ........ a'""'n""" .. N"""'i. SAan~Jy~r .. 9~~:ei·led ·FAA. §.79~ .. dat~bases .. _on / 
selectors for a USP authorized under "· The·analyst .. :1:i1~i11eoiately:::identifi00;::1.h~::~[tQ!;/ 
and the query and results were deleted. . .... .' .. .' .. ·· ··. :·,:_;:,::'.'.::::>F/(b)(1)_ _ 

................. ............. . . · .. ·· .... .: (b)(3) P.L. 86 36 

("FS//SI//~W) I l .. anNSA .. ai1~Iy~~-.:~u eriedFAA .§.7.0i::a~t~b~s~~ usrhg a 
selector for a USP authorized I IFAA .§705(b) . . .Th~::a~a(vs.t··i111mediate!y 
deleted the que1y and results. The analyst 's raw SIGINT d~taba.se ··a«xess.,,,w~s revoked fdr 
30 days , and future queries will be reviewed by senigi: .. m1~fys(hefor~,,stfhmission. / 

~~'fSi'rfff-.tHl-------...... ~fri··f.f~::::~~~~~;~t q,µ.,ei'i'~~,,,:··selector associat~ with a 

··The seh~ctor had been::d:etasked when it was fomid to be 
accessed from the United States . . :::fhe que1y and results were 9~1eted . 

(S//SI L .1...0· eJ5A~ .. ·;~¢EY) oQ-o·~~:·sions l I/ 
_______ l .. NSA analysts performed overly broad queries without including search terms 
to limit the queries. In one case, the que1y returned results, which were deleted. The analysts 
were counseled to include terms to limit query results. 

(T~//~l//MF)I l--.a.1.1 NSA database auditor discovered that an analyst 
had executed nq11~ries on selectors tasked "i:rnd~r FAA §704 authority against FAA §702 data. 
The que1y re~ we1:e .. d-eleted., ___ and no repo1is we;:·e.i ssµed. The auditor reminded the targeting 
analysts of the prohibition on qu.el:ylng--.FAA §704 target·s .. in.f.:AA §702 collection. 

··············· ···· ... 

(TS//SI//REL TO USA, FYEY)! ····.... ··········· ........... l :~~--~SA· a:r:alyst queried selectors 

against databases containing FAA § 702 data without first researClting:::tb~.::~:ele~tors to assess 
fo reignness. The que1y returned USP information. The que1y and results .. \Vel'e::ae.J,~J~d 
immediately. The analyst was counseled on proper procedu re fo r conducting .. 9JJet:~,~~?(b)(1) 

........................... :;;:;:</" (b)(3)-P.L. 86-36 

(TS//SI//REL TO USA, F\l£Y) I lan .. :N'S.A clJl~Jy:~(SJ'·i·~covered that a 
selector associated with a USP and authorized under consensual colle:¢.fofri ... VV.~is erroneously 
queried in FAA §702 databases from l .· ··'_ ... ··VTh.e .. ~rfor occurred because 
the selector' s USP statusl ........ '. . ...- L:.rhe que1y , which did not 
return results, was deleted . In the future, the targe.tin!(p.ffice will eQstlre that such selectors are 

(TSHSlffl~)I f a~~:::~perviso(;,::vered that an overly broad 
que1y had been performed using a selector tasked under fAA §704 authority in an FAA §702 
database. The analyst! H'i1 developing the query. The query 

I OP SJ!C:RE'f//SI//NOFORN 
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results were deleted , and no repo1is were issued. Analysts in the production office were 
reminded of the rule prohibiting querying FAA §704 targets in FAA §702 collection. 

(TS//~l//R:EL TO USA, F\fflY)I k1:1n NSA analyst discovered that a 
sele~to. r had remained_ tasked while the tar~et was in the United .. "St.~tes I , J The 
tasking analyst had misspelled the selectoq lgue1y off AA §702 databases arjd, as 
a result, had not seen any traffic for the selector I L..The selector was / 

~etaskr.d I l ·-Th.i.~._ error also caused aii .. ·as$?Ciattaj_ selector to re~hain 
tasked I ······l :AlL@ . .Q::-compliarif"data ... 'Yas purged. ·········... ..\:.. ! 

(SUSI //REL TO U~A, FV~~;,,,,,,, .... , ... ,,,,,,, .............. ·::·::.:····:::··:·:.... ,,,,~§; .. ·~~~~~'.~t&,_ submitted 

· ·V ·-fl .... · r . .data.bas.e .. ~H~fi~~ .. ~~~~~1.~~-.. ~.l~~!'_ .. ll.~~.~ .. ~-1~ .. ~-11_~.alid s·ea'fch .. .forli)~~:::~i}!~?.1.td ...., ..... 1 
--- ·The·· ·uer1es···were··deleted· .. and··d1d not··r·ehfrii:::r-e:su:lts'.:::::The:: analysf!s::W~ttb·" 

counseled to us ............................................... ·:::.:::::::.::::::::::::::·:::: :'.'.'.'.'.'.~:::.~:;/' (b~g~-P.L. 86-36 

(I SJ/SD/REL I 0 USA, F vE )'.>I ............ - 1 :~ff''.fis; :~ii~b~·~:tdi~;:~:i;~ r di sc.,overed 
that an NSA analyst had queried an FAA §.?..Q2 .. database f.9.r .. serectors beJorigi~)g to a USP. \ The 
error occurred because the analyst_mi·srrhderstood q.uery"procedure. Jhe q1..1.ei·y results wer~ 
deleted! l .. Tfie -~nalyst ha.~ ... recei~ed additional guidancy,..on que1y procedu\es. 

(TS//Sl//RBL TO U£f.c,. FV~\_;) .,...... l··a·~ .. ~~~_..d·~~-~rmined that an NSA\ 
analyst had submitted O overly broad queries! lwithoutl I 
avoid obtaining results on USPs. None of the queries returned results. The analyst received 
additional training. 

l.B.5.a .iv. (U) Detasking Delays 

~Q.H-QHRM01+-""f't'.....,..~r-iMTw::-v-f""---------, .. ap NSA analyst discovered that a 
selector that should have .-b.;;..ee_n._d.;;..e-t""'as_k_e.;;;.d_.._ _______ __, ·n~1i~·ain~ on task. The selector 
was I ldeta.sk.~9... ........ ·and. .. ~1 .. 1 .. ~on-compl iant .. d..~~a-.»'..~s purged. 

("FS//SI //REL "FO USA, F'v;E;t)f .................................. T~~)~·1S.:t.\:::analy~~.:·dl'~t~v~_i:~~ that a 
selector had inadvertently remained on task when the target entei:ed .... the:Unit.ect:;;:~tfl~~~;::Q:~<::,,. .. 
I IHThe .. seleetof .. was detask-ed·I l'"an.d0:aH,,non--co1npllai~t~:~~f,~1·, 
was purged. . ............. · ..... · .... :: :·:::::::::::::::::::::·::::::~'.?'.::" ~~ ~ g ~-P . L. 86-36 

("f S//8b'flqf) I I anNS'A ... a~~·i:Y.:;.:t.:<l·i sco~:~~-~d:.::rh~t:::~.::~:~l;~~~->-~~:i~:i .. ~ated ~Y 
an IC customer was tasked while the targ~t:w.as ·itrffie Uni~-~.d .. Stafes. Th_Y. .. I,!'.>6t:;~.toii.1er anal st \ 
was not reviewing collection, b.eJ.ievitif .. that the sel.~ctor"liad been d_~ta$ked ,......-

···················' ... · .. ·· .... .. ······ 
The .. lC customer's taskir:ig .. .sy·sfem did not refle~.t- t~~ .. re'iaskil)g/ The selector was 

.... d ..... e-ta-sk,....e ..... d I ~ .. ·Alf non-compliant data"~~s .. J5't1rged ,_ .. aiid no repo11s were issued. 
.. . ... ·· ... 

("FS//Sl/fREL "FO USA, FVE7t) I .......... ·::::::: .. ... l -"~1~ .. NSA analyst discovered that a 
selector associated with a foreign i~tellig~nce· target remained tasked when the target entered the 
United Statesl 1...-~~:.afffc for the sel e~tor was not being reviewed. The selector 
was detasked _ l .. ·and all non- comphant data was purged. 

TOP SECRET//8l/1~0FORN 
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('fS//81 //R:EL 'fO U~A, F vE i JI l·a0. NSA analyst determined that a 
selector associated with a foreign intelligence target remained tasked···wliile the target was in the 
United Statesl l····An.NSA .. ~.IJ!~lyst had detasked two otlief"·selectors for the target 
o fie::u:ruted :::StaJ~~::onl l·~ut 
overlooked detasking of this selector. The selector was detasked on I l::~:~q)i1-(b)(1 ) 
non-compliant data was purged. ..,,,,,,.,,,;;; .. ''"'""'""" ·· (~)(3)-P.L. 86-36 

+..~~ffff++~H-t"'ft+~, ~~ffi ~ir:NsX:'~.~~~:"'·:t . Defe;:~~ined that ah 
account associated with a tasked selector 
United States onl l::The:NSA tasking ana1¥..~t ·believed that the selector 
had been detasked I la11ff thus had not revieweg .. e6llection for several weeks. The 
selector for the account was detasked I !--~II non-compliant data was purged , 
and no reports were issued. 

(TS//SI//~Wj l··an.NSA analyst discovered that collection for a 
selector, properly detasked by NSA I lb..~~~!' .. S..~ oq_....-........ --.----.----.-----
remained on dual-route to an IC customer. The team res onsibte::for::c.l~~-a.:.S.king the dual route / 
missed the request and did not detask unti l -No ... Jir<ring··--rsteqtJiJ;~d for NSA; / 
the IC customer will handle collection :t:r.i::~fcc:ordance::::witb its! 
minimization procedures. . . :::::::: .. :: ... ::::::,-::'. .. :::::>:'·'~~ ~g~-P. L. 

86
_
36 

(T~//~I/tltEL 'fO USA, FV£Y) a1t:NSA::fiiig·~;ist discove~:~d that a 
target ~rnd been in the United States on ··The .. frnguist did n?.t·fo:ffov.: ... I ____ __ 
detaskmg procedures, and the selector was not detasked "The lmgu1st has 
received follow-up training on the need fo. Ide.tasking upon recognition of a target 

~he .. U.@.~~ States. All non-compliant data was ptlrgect ..... .....__ __ __, ········ ... .............. 

(TS,VSV/~L TO u£~( -·'f"VEYl · ······... l··an .. ~SA ... ~i'naly~t learned that a . 
selector associated with a forei<rn intelligence tal:gel"Temai.ned. .. !a.:st<ea ·while the··ta_rget was in th~ 
United States 0 1 .... The .. selector..ha.d b..~~~1.A~~~s.kea·t ···············....... ··· ............ l .. ~h7n 
!-~:;;::~~~d for tasking on .. AH .. no1F~~~~;~~·=~~~;·~~~~::%irr~~~~~~~~~:@!!:iiiii!:'.'.~(b )(1) 

.......... ··············:: ....... ···· / (b)(3)-P.L. 86-36 

(TS//SI/lMf?)I l ·anNS,_;i\::anaty~~ ::;:evt"e~ed .. i.nformation revealiryg/that a 
selector associated with a foreign intelligerrc«~·Target had been erroneously tasked. The;fasking 
analyst had not perf<:>.nned ··sufficle~~t research before submitting the selector for taskiw{ A 
I l n~pol:t· issued by an IC partner indicated that the target I Vhe United 
States. The selector was immediately detasked , and all non-compliant data was purged. The 
targeting office has revised its targeting procedures. 

(TS//SI//-HF)I Ian.JC partner determined that NSA mistakenly 
continued to task a selector when an associated "selec.tor was detasked on .... I ______ _ 
because of the target' s! hheJ.Jnited .. States, The selector was not detasked f 
because the user left the United States as o~ l:::::t:J.?:P.:::.compliant data was 
purged. ········· ····· ... ::::::::::::::-. .. 

··..::::::::::::::: .. 
....... ::::.::: 

:::!!!:::ii.,,.,,./ 

(b)(1) 
(b)(3)-P. L. 86-36 
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'rb)f'1r ····· 
(ti)(~)~'r::t·;::a~~~6 .... ·· ··· ... . .... .. .. . ............ . 
. ::::_...... "·· .. >:··ers/(817'/~L TO .. us·:..; FYEY) ·I I an NSA analyst discovered that a 

\._·. selector inadvertently ... .remained on task when associated selectors for the target were detasked on 
\I ....... ~~cai.ls~Jhe··targ~.t had entered the United States. The selector was immediately 
deta·s~ed , and non-complian(data..waspurged. '(b}(1) 

. . ....... ·... ................. .········ (b)(3)-P.L. 86-36 

°(Sz)'Sb'i'REL TO USA, F\'EY) N$.:A:::dis~~ered': that detasked (b)(3-)-50 use 3024(i) 

selectors 
-Tl1ls'\vas the result of an error that occurred ·duri0.g an update to the internal report 

... s_y-st-e1-11_s_o_ft .... ware·I I The software was corrected·! I 

('ffS//fSli/ltCL TO USA, F VEYJ I l·an .. N_SA analyst discovered that a 
tasked selector believed to be associated with a foreign intelligence····farget-.w.a..~ .. Probably a USP 
and in the United States. The selector was detasked onl 1-.. AILnori;.:~~>.rl~P!~~P~. data 
has been marked for purging, and no reports were issued. . ... ····:: ::::::::''''.;;;}7(b)(1) 

.... · ... ·:: .. :::::: ......... _........- j (b)(3)-P.L. 86-36 

,_ _ _:f:t~~~~:±!~~!::::!::d~:H....-.....-.....-----J ·a1rNSA.,:::.ana1y·sidetepni~ed t~ht ~n 
a tasked selector had .. b.eerr"d.eactivated 1.. ........ · I' · 

L--------------.-------....-;;;;;.... _______ _,"The original 
account had been inactive since ··"The selector was detasked on l .... _____ ___, 
and all non-compliant data was purged. 

---=~~~~~!S!~'*-,:-T!.t. ~· I I an NSA analyst discovered that an 
..,... ________ .... . :ith a !'asked se.l~ctod lthe United States between 

Tl.1.~ .NSklasking analyst had not reviewed associated traffic since 

(~;~~[; ,::~;:~:ni"f: 'it • · ········ ~lrev1 ng .th~.1:h~~~~l::;I~~ ::~e~~t:::!.:~~~t :~~ :o ~;;o~~;e~~;e was 
(b)(3)".f .L86.~:~6 ........ (TSH.SE.1.R.f::..f.:: TO '.08*} .... F.J'.'.l;\f):[..................... I an NSA analyst discovered that a 

·········... sel.ecto:r::j:~main~.~ tasked .... when .. th~ ... ~a~ief' .. was·"·in-the- ··:~lJruied:::::Srn~.~:s···onl On 
..... I ............. r ·aitNSA.. analyst de:fasked· the .. s.elector, but the ... selecforl I 

retasked because 0r .. aO .errorl l"The·O error has been fixed. AI1 
non-comp liant FAA §702 data co llected was purged , and no reports were issued. 

(TS//Sl.f/~.fFH Ian IC customer was informed by SIGINT Directorate 
Oversight .&··C6inpliance that a tasked se.I~cto · · 1gh 

.. ...! ·· I Tl}.~JCcusto1neta11.~iy.s.t..w.as. aware he 

zt~1·i?~,;,;;"~~~~~i~~~~~ - : ::::: :: :: :: ia~d~!i ,~~;;~!"~~1'.~~t~a~ ':as purgro Je se ector 
(b)(3):op;;t,:, :8f>.:.~~ (TS//SI/tREi;··T(fUS'A~· .. p¥£Y) I I an NSA analyst investigating an 

"'>::C.;::J:hat..<:t .. ~_arf et was in the United ~tat es determined tha~ the as~ociated s~lector should have 
been ... detasked _ I Collection had not been reviewed smce that t1111e because the 
analysts-..r.~.~rnsib le for the selector believed that .it had been detasked. The selector was 
detasked 011_ I and all non-comphant data was purged. 
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The 

an NSA analyst found that an ,__,....--,...----....... ----. 
the United States between 

L..,;;-.:-i--------.....,-~ ........ ~-........-....i..:...:.::.:.:...:....:.=~==.:a.....--,... _ _Jselector for the 
the United States on 

....,,,,.-....------......---__. 
. but the tasking analyst overlooked ·111_._ ___ _, selector. The selector was not ....._ ___ .... 

etas e ecause the target depa1ied the United States. All non-compliant data was purged, and 
no report s were issued. 

(TS//Slf/REL TO USA, FV-EY) an .. t'.{SA analyst discovered that 
I la.taske.4 ... ~~.l.~~t?r L:J .... 'fraf.tic .. .foi: . .thems.e.l.e.c::t9r had not bee""°·n"""-·1-·e-v ... 1·e-w- ..... ,... .. 1-:e_g_1t ..... ~....,r.-.Y..,,...Y-t~e"""'t-as...,....m..,,.g"""· ··--a-na""' .. -y"""'st-. _ _ e __ .., 

set ecto r was d etask ed I F :'.f\U::non;:.:comp1ian:t::d:ai&;;;W:~~ :mi:r.g~9,~:::~~~;;ijg};~p,~~J~ .. , ! 
were issued. . ... ······:::: .. :::::::::·· ::::::::::::::::::·.:'''.''::,:,:::>'."-"~~ ~g~-P. L. 86_36 

ff S//Sl/fitEL 'fO USA, FVE7Ij I l· a.~rNS:A· ahafyst discov.er~d tliat a • 
selector had remained tasked when the target .~r:itered ·the·United States onl ....... / _./ I 
Collection for the selector had not)een reviewed I l··The sele.etor was 
detasked onl l· Atr<lata froml lwas purged. 

('fS//Sl/IR:EL 'fO USA, F'vCEY)I l·aQ_NSA tasking team reported that a 
selector had inadvertent! remained tasked after the original tai:<ret....was identified as a USP and 
the target's ere .. c:letasked on 

·eoUectio.n showed·· thatthe selector wa· 
..------------,....a ....... -o-[e_ig_n-...... mt.elJig~D.~.~ :··1~;:geC· ... :, 

, No<-011.c11:~ ~~'.1:;~;~;:;~~~~r~;~~~~,;·"~~lgl-P .L 86-36 

associated with a valid for..~ign .. intelligehce .. target ·he United Sta.:t.e:s since 
I 1·-Becal.1.se··~f miscomnmnioatror( ... the info..rmati6'n on /:·was not 
received by the tasking_Jean1 ·nnt1ll l"·The selector wa letasked on 
I l···Alllion-compliant data was purged, and no report s were issue 

(T~//~I//~L TO USA, F\CEY) I la.~ NSA analyst discovered that a 
tasked account associated with a fo reign intelli<rence target had--re.prnined on task while the target 
was in the United States from .. ..Jhe anal sl-had sto ed followin<r thi s 
target as o ----..----.----.----.------.----.------........ --......... -------
The selectors were detasked and all non-compliant data was purged. ~ ~ ~:: :-·::::•"'",,,,,/ 
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------~--;;.s..U./Jiii+++~.....,.~.+I'~-, ~~"'"' J.an NSA anal st received ) ... ___ _ 
·associated with a valid foreign intelligence target 1e United States on ---------. :::::::The targeting analyst researched .and"found no evidence that the 

L..ta_r_g_e .--__ ....._....,.h~{'{Jitit~ .... States .. "· ..... >AJthougH\Jhe reason fo r the 

L:]was...11ot determine'd .. ~"the::~~lec:t91: .. was . ~tasked ....... \. and all 
non-co mp il'arif data .. wl:ls purged: ............ ::::::::::::::::::::::· .... ...... " .. <::::<::--... ... \. 

. . . . ·· ······· ·::~":~al Sil • . ~~.~s~~~~~~~ after th/' 
target was 1dent1fi~d as a US~. On . ;;;~:;;~,~AO:a@:~!~,~~ fliJH~~~ ·ttr~:~.mg::/o r a j 
selector on the basts of lead mformat1on from an IC partner. 'When,,J.g.fotl'u.ed l:f,,tbe"IC,. "artner f 
that the target was a USP, the NSA analyst did not request cancellation· .... ::: ...... .""... ,.. 

I 1 .... AJ} ... non-compliant.datawas..pur.g,ed........... .. ... ::::::::::::::::::::::::::::::::::::::::::::::_::::::;::::;,::;;. (·~)( 
1
) 

4.+fTl.l.J.~'ff-F~TA~~,~~rn "NSA"detasked a sel ~ctQfiii{ on/ ~b)(3)-P.L 86-36 

learning that the target had traveled to the United States .. ;::;~J.i~:'a~t~sking • 
request was not processed ......... ·: :)NSA ha$..-Since revised 
its processes to ensure complete detasking. .... .. ::::. ...... ......... . 

('l'SfiSl//R£L '1'0 USA, FVEYJI // :./ [ i~~;A an~JyS(~:tasked a selectol 
because the target was in the United St~!.esl .... . ......... / hinc!J I 
the United States! l· Th~ .. selector was not detasked from[ I ! 
targeting system I l "when another analyst discovered the error. No collectio1\ 
occurred . ' 

ffSHSI //REL TO USA, FVEY) I l .. ·NSA determined that a selector had 
remained tasked for a target who was in the United States 01J t ! 

r-----,..__,..--___,..__,.....1l·had ... been .. detasked., l?~1.tJh~ ~D:a.Iy~~ .~1.~~ ... c:>Y.~•}?..?..~~?..l . .1 .. \. ___ I o ..... :1 .. he ··seieetor .. ·was··detasked .. ·onl········· ............................. t,,and ... at·t .. non"'·comp11a:~:::?~J:~:::w~s.::µu~.ge~<b >< 1 > 
,, ,,. . . , , ~ ..... .. .... : ........ :::::·:::::::::::::::::::::::::::::::: ... ···· ,./// ff (b)(3)-P.L. 86-36 

(TSn SinR:EL TO USA, FvE.fl L........................................ l·NSA determined tha~ . .an·analyst ~~d 
not completely detl:l.$.ked.a ·selectot'after the taraet had entered the United St~te·s ! 

I l-Ttnra'iiaT)i'st had detasked the selector 
l .. The .. sele.~t9.X ... ~.~~ .. ~etasked and no collection occun;ed_../ 

The analysts have been reminded of the .. '[frocedtrres· to-·ensure .. prop.~r.s.l.~~~~~ .. i .. ~¥. 1 [.. .. / 
..................................... / 

l.B.5.a. v. (U) Data-Handling Errors (b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 

.... an NSA analyst discovered that 
- ........ -------no-t certified fo r FAA data,I I 

\\ ' The fi le was 
protected and accessible only to the analyst. Backup copies of the uhyertified dire9tory aged off 
within two months. The entire production office has been reminded o'f.proper hapdling 
procedures fo r FAA traffic. \\. / 
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l.B.5.a.vi. (U) Unauthorized Dissemination 

(TS//SI//REL TO USA, FVEY)I l) t was discovered that NSA analysts 
had inadve11ently disseminated FAA information via e-mail tO-·-~. distribution list that contained 
an individual not authorized to review that information. The e-1i1'!ils were recalled . The anal ysts 
were counseled on proper handling of this data and the need to ensh1:e that recipients are 
authorized to receive the data. ····· ... 

('fS//Sl//R:EL 'fO USA, F~CEY) I l·<\:n analy·:~·· .. h1.!stakenly 
disseminated data to an e-mail group distribution list that included .. recipients· ... not authorized to 
receive FAA §702 data. The analyst sent a separate e-mail to each ;:·eGtpient 1:"equesting deletion 
of the message and confirmed deletion I I····.... ··.......... ······· .... 

--F':~~~fOl+--'fiA-++Q-itt-,-J;.ll,,q;;.~ ·-an .. ~s·A. ··~mal;·~~·· ·ais.~-~~red that 

intelligence containing FISA/FAA data ia een 1ssemmate via .. e:.::hmil...tq_:iinautbo-rtie~ 
individuals! 1 .. n1e.analy.sts .. confirm~4 .. ..t.h~t...~I.1 .. copies of ti1e···e::-n~all:::~·pytining 
the intelligence had been deleted. . .............................................. : .. :::::::::::::::::'•!'r'°(b)(

1
) 

l.B.5.a. vi. (U) Overcollection 
········:::::::::::::::::::::.-·· :,,,.... (b)(3)-P.L. 86-36 

···::::::::::::::::::: ... ······ 

::~f(NSA analyst discovered that traffic 

·- ..T.he .. .misconfiguration was resolved t-------..,.._,...,...,,,........;;.;._ _ __,., _ __,.. _____ ........... ....................................................... . ......... .... 
............ 

l.B.5.b. (U) Section 704 

(U) Nothing to report. 

l.B.5.c. (U) Section 705(b) 

(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 

....... ;;:::::::: ""'.'.'.?'f{b.) ( 1) 
l.B.5.c.i. (U) Unauthorized Targeting ........ ·:::::::.. ::::::::: ...... ···_ ... ··:::>"" j (b).{3)-P.L. 86-36 

('f S//Sh'/~W ~ l -a1r~:$;\::~~~ryii:::~:i:~~~~·~:-~d _Jha(~::~~;·;~ hon y se·;·~-~;ci·i ...... 
thou ht to be associated with an FAA. S70S b"" -authorized tar<ret w.as"actu~ll \ . 

... · 
.. ·· 

.·•··· 

the"setector was detasked. No collecti9.n"occurreel~ and no reports were issued . 

.__ _____ ..... , ... _.....- . ...- _./:{~::~SA analyst det~rmined that a 

selector associated with a USP had been e1:rnfi~ously tc_tsl<e hecause the 
selector was believed to be[ lsef ector fo_r,.Jhe intended foreign intelligence target. The 
selector was detasked , and data was purged. . ....... 

..... 

(TS//Sb'i'MF) I l ··~n NSA analyst questioned an IC partner about 
.......... ············ ......... (b){) 

........... 
........ .......... ············ (b)( )-P.L. 86-36 

l ··Theacfoi:il1t w~~- detasked , and data was purged. \Mo' )-SO usc 3024(i) 
----~...-----.-----------reports were issued . 
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l.B.5.c. ii. (U) Detasking Error 

(TS//Sl//REL TO USA, FYEY) I 1·a.p_ NSA analyst discovered that a 
selector thought to be associated with a vahd foreign rntel igehee.. target and tasked! I 

····... ... ..._ The task}ng 
was corrected hortl after the di·or was diS«overed~ 
however, the selector ······ .... .Jhe selector 
was detasked .---__....._ ________ ,... __ -.. N-. o-.... -co_J_J~-_g-ti_o_n_o_c_c-u1'""·i,....ect--~-·· a_n_d-.. n--~ ....... i'~pJ>~S. were 

issued. . . ............................. . . . . .. ."::·:: ::·::·::·:··: :::::~::::::·-:~!ir,.(b) ( 1 ) 

l.B.5.c.iii. (U) Unauthorized Dissemination 
..... · 

_........- (b)(3)-P .L. 86-36 

(TS//Sl//REL TO USA, FV-EY) I lan~l~st s mistakenly 
disseminated unserialized summaries containing FAA §705(b) and USP data in e-mails to 
recipients not authorized to receive that data. The analysts sent corrected summaries along with 
recall messages for all recipients to delete the original summaries and selectors, where 
appropriate, from all databases. The mission IOOs confirmed the recall and destruction of the 
non-compliant summaries. 

l.C. (U) Consensual Collection 

l.D. 

(0) Nothing to repo1i . .···::=""f(b)(1) 
···:::::::....- • (b)_(3)-P.L. 86-36 

(U) Dissemination of U.S. ldentitie·( ::: . ..-
··············· ......... · 

(TSh'Sl/H W) The NSA.ICSf ·e~terf~ise issued;! ·1 SIGINT product reports during the 
first quarter ofCY20q ...... fri .those 1_:ep6rts, SIGINT analysts included information that identified 
USPs or U.S. e~.t itie·f.onJ J-6ccasions while pursuing foreign intelligence tasking. The 
mjjor~y __ gfthe ... U.S. entiti~s' n~me~ were those oflnternet_ se. rvi.ce providers in e-mail selectors. 
In ·fGINT products, d1ssemrnatlons were fou,nd to be unproper, and the repo1is were 
canceled as NSA/CSS I I' analysts learned ofUSPs, U.S. organizations, or 
U.S. entities named without authonzation. All data in the canceled reports was deleted as 
required, and the repo1is were not re-issued or were re-issued with proper minimization. 

I.E. (U) Counterintelligence Activities 

(U) Nothing to repo1i. 

l.F. (U) Detection and Prevention of Violations 

(TS//Sl/f.REL TO USA, PVEY) To reduce the risk of unauthorized telephony collection 
and prevent violations, NSA/CSS has instituted a process that gives analysts greater and faster 
insight into a target's location. I .I 
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I OP SECRE I 7751//NOF ORN ./ (b)(3)-50 usc 3024(i) 

I l &;~ted data w) 
purged from NSNCSS' s principal raw traffic repositories when required. 

··NSA . .ana.ly~ts found -e .. ma.iJ...accounts ..-
this::qiiaAgr:- ··Co.Ue.c.tc;:d data was purged ft:q)u ·· 

...,.N..,.,_.,..SN-....C"""S.,...S""'',...s_p_r""'"i n-c .... ip-a .... 1-r-aw_t_ra_,f,..,.fi-c-re_p_o_s""'"it_o...,.ri-es- when requ ireCi·:····························::::::::::::::::::::::::::::::::::::'"''"'"""······ .... /;/'. 

II. (U) NSA/CSS Office of the Inspector Genera I (OIG) 10 Inspections, 
Investigations, and Special Studies 

(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 

(U//Fot:JO) During the first quarter of CY2012, the OIG reviewed various NSNCSS 
intelligence activities to determine whether they had been conducted in accordance with statutes, 
Executive Orders, Attorney General (AG) procedures, and Department ofDefense and internal 
directives. With few exceptions, the problems uncovered were routine and showed that 
operating elements understand the restrictions on NSNCSS activities. 

I I .A. ( u //FO UOr ..................................... :::::::::::::::::::::::::::::::::::::::.·:::::w~(3)-P . L. 86-36 
....__ ________________ __, ················ ...... 

ait ofa JointIGinS eCii~~ ~f //f 
.___ .... thelO.lnspection team reviewed IO progra m management, IO training, IO knO\-\fl~dge, and 
the application oflO standards in mission activities. The IO team found that I lhas 
improved its IO program by developing a site Operating Instruction , which outlines procedures 
for IO Incident Reporting and cross-agency collaboration between site IO program managers. 
Managing core IO training accountabil ity and compliance awareness , establishing an 
experienced and trained IO team , and maintaining appropriate controls for FAA and FISA data 
pose significant challenges to the site. 

11.B. {U//FOUO) Cryptologic Services Group I 
...._I ____________ __.f... ... 

(£,L/RBL TO USA, F\'EY) NSNCSS OIG performed a short-n~;·i.2e .. j_~spection of • 
.__ __________ _....I The.j_nspection was limited in scope to a revie:w oflO progran~ 
management, training, access to raw trafnc .. databa.~es, and dissemination of SIGfNJ. The OIG • 
team found l lcompli{lD.L_with policy for p·i:otecting .. Jt.f.1.d disseminating SIGIN)'; • 
however, the team recommended tliai'theLJ.ev..elQl?. ... ~~-J.?. .... sia"i'idar<l .Qp_~.'~~~-ing Proced\l.re and 
a process to track database access. . ..................................... ·................... ···.... • 

... . ...... ::::::::: :::::::::::;::::.] 

11.C. (U) Unauthorized Intelligence Activity (b)(3)-P.L. 86-36 

(U) Nothing to repo1i. 
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11.D. (U) Misuse of the U.S. SIGINT System 

(U) Nothing to repo11. 

11.E . (U) Congressional and 10 Board Notifications 

ffS//8b'iNf) On 27 April 2012, NSA/CSS notified the Congressional intelligence 
committees about retention ofBR-FISA records beyond the five-year period authorized by the 
FISC. The Department of Justice provided preliminary notice to the FISC on 29 February 2012. 
See the referenced item under "BR Order" on page 14. 

11.F . (U) Other Notifications . ...... · ..... (b)(1) 
... (b)(3)-P. L. 86-36 

(TS//Sl//REL TO USA, ~VEY) NSA/ CSS has notified the AG otO·r~t~; Iigence -related 
collection activities associated with USP hostage and detainee cases. 

Ill. (U) Substantive Changes to the NSA/CSS 10 Program 

Ill.A (U) 
---~~~~~~~~~~~~~~~---

(U//f'OUO) As repo1ied in the second quarter CY 2011 repo11, NS.A/CSS·had.. been 
developing a new tool to automate the process of submitting mission compliance incid.enfrepo1t~. 
across the worldwide NSNCSS enterprise. Because of system problems, t~~[:J:.original'ly""'"""(b)(3)-P.L. 86-36 
scheduled to be fully operational for th~ l·i·s .. being "i·edesigned. The 
revised implementation date is unknown. 

IV. (U) Changes to NSA/CSS Published Directives or Policies Concerning 
Intelligence, Counterintelligence, or Intelligence -Related Activities and the 
Reason for the Changes 

(U) Nothing to repo11. 

V. (U) Procedures Governing the Activities of DoD Intelligence Components that 
Affect USP (DoD Directive 5240.1-R, Procedure 15) Inquiries or Matters Related 
to 10 Programs 

(U) Nothing to repo11. 
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