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1. (0U)

In response to your request we have put together a package

éhronqlogically outlining the events in our decryption (89%) of the CIA

courtyard KRYPTOS sculpture.
orandum to Adm. McConnell with attachments

Also attached is a copy of the original mem-

providing the cipher, the cryp-

tography employed, and the respective decrypts.

2. (0)

The initial examination of the cipher revealed that it was

likely to consist of three cryptographically distinct sections. Basic com-

puter diagnostic tools confirmed this hypothesis.

Subsequent analysis and

solution, however, did not require any compute power.

Parts 1-3 were solved within
z.

3 (C)
informal tasking from Chief,

and a decision was made to stop any further work.

two days of receiving the

Another day was spent on the final section

Given the suspected

cryptography, the last section is too short to solve without diverting a
great deal of effort from operational problems.
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Chronological history of NSA personnel and their involvement
in the partial decryption of the KRYPTCS sculpture
located in the CIA courtyard

» 1988 -~ The CIA Fine Arts Commission approves James Sanborn’s
proposal.

« 1990 -.The artwork, titled Kryptos, is dedicated. A portion of
this work of art consists of a classic Vigenere Square and 870
characters of cipher punched through two large copper sheets.

¢ 1991 - While on a trip to the CIA headquarters, an informal
group comprised mainly of Cryptanalysis interns, handwrites the
cipher onto sheets of paper , and distributes it to any and all
interested cryptanalysts back at NSA.

» 1992 - Official challenge for solution is relayed through DCI
at a Gold Bug award ceremony.

- 1992 - Mr. ::l is the first person to decrypt a portion
of the cipher. The cipher-system used is a polyalphabetic sub-
stitution using eight alphabétS¢the decrypted text accounts
for the last 373 characters from tﬁémfi;st section of 436, but
the initial 63 characters resist decryptiOnl_ Because of this,
analysts concede that four distinct sections“dremlikely, with
this being the second section. R “ (b) (3)-P.L. 86-36

*+ 1992 - Mr.|[ lis“the second person to success-
fully decrypt a portion of the cipher. That portion is“the
third section involving 337 characters and employing a transpo-
sition system using a matrix with dimensions 4 X 86. )

*+ 1992 - As the third successful cryptanalyst, Mr.| 1
successfully decrypts the initial 63 characters of the cipher,
which is the first section. It also uses a polyalphabetic sub-
stitution, but with 10 alphabets. '

= 1992 - An informal document is produced detailing the solution
of the three sections. These three sections comprise the first
773 characters out of 870 total, leaving the last 97 characters
unresolved.

e 1993 - A formal letter is sent to Adm. McConnell (DIRNSA)
detailing the story, and is returned with a request that it be
forwarded to Adm. Studeman at CIA. :

e 1998 - There is renewed interest from the CIA, with an eye
towards a technical article for an internal publication.
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INFORMATION MEMORANDUM o

TO: DIR M

THRU: [y /DTR -’]'!)/

, EXEC/DIR ), D v

The KRYPTCS

1. <5555 sculptures, located at thes entrance and
in the courtivard of the new CIA hsadguartsrs, consists of z serigs oI
ston2 "pagss" containing code which begins as International Morse and
incrszsses in comol:xity as the stonswork extaends into the courtverd
Insertsed bstwean thesz2 stone "pzges" is a f£lat Zoposr shsest engraved
with istiers aznd symbols - the sncipnersd messege — that 1s the focus
ci itnhis challengs

2 Faals In Ngvember, 2 cadrs o cryvptanalysts zassicgnsd to
Z Group esnthusiastically respondad tc¢ ths challsngs. Within ons
month, thrss of the four ciphsr syvstams usad to encryvpi ths
sculpturse's plzin text had besen dizgnes=d and complsit=ly sxpicitsd.
Thes cryotographiss emplioyed for thse sncryotion ¢if thsess thrses perts
invelivad fwe periodic polvalphzadbsiic substitution ciphsrs znd & kavad
cclumnzxr tranéposition-ciihei. Thz sxplioitzation of the sculpture’%
first thres paris constituites a2 rsadsbili Ccf zpproximatsly 8%8%
The fingl 97 characters continus to elude luticn.

3 4FOUo— Attzcned, IZor your ravisw, is a2 prisi dsscription
o the employsd cryptographiss 1 th2 plzain text derived from the
thres =exploiied portions of th YPTOS sculpturs. I your scheduls
Dermits, we would be Lzppv toO ent & 15—-minutTs brisfing on ths
RKRYPTOS sculpturs solution an roducs you toO tTh= Ccryptanalysis
rasponsibls for the succass _a L {his ciphexr

Yb)(3)—P.L. 86-36
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Cryptogrzaph Pzriodic Pelyealohnzbetic Substitution employing
10 alphabats
Plain component Keyword mixsd seguence 2Dassd on KRYPTOS
Cipher component: Keyword mixsd seguence based on KRYPTOS
Repsating Key: PALIMPSEST .
Index letter: K
P: KRYPTOSABCDEFGHIUJLMN Q UV WX Z
Cl: 2TOSAS3CDETZTG GEHI JLMNQUVWZXZIEKRY
C2: ABCDEFGHIJLMNQUVWXZEKRYPTOS
C3: LMNQUVWXZKRYP?PTOSARICDEFGHTIUJ
C4: I JLMNQUVWXZKXKRYPTOSABCDEPFGCGCH
C5: MNQUVWXZXKRYPTOSZEZESCDIEZTLEHETIJIL
C6: PTOS2BCDEFGHIJLMNOQUVWIXZIEKRY
C7: SA3CDEECGCHIJLMNOQUVWXZKRY?»TO
C8: ZFf CGHETI JLMNDQ UVWXZXY>TOS2B3CD
C9: S23CDEFfECEIJLMNQUVWXEZIALRY?>2TOQC
"Cl0:T OS23CDEFCECEIJLMNGQQUVWXZEKRY?
EMUTPHZILRF RAXYUSDJKZL DKRNSHGNri VJIYQTQUXQR
BETWEENSURB TLESHADING ANDTHABSCE NCEQOFLIGHT
QVYUVLLTZRZI VJYQTMXYRD M:ID
LIESTHENUA NCEOFIQLUS ION
—{TF6T0) Rssozcad znd punctusizsd, it rsads

"BETWEEN SURTLE SHADING AND THE ABSENCE OF LIGHT LIES TEE
ILLUSION"

NUANCE OF
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PART

Crvptogrzphy: Keysd Columner traznspcsiticn

Matrix sizz: Incompletsliy fillsed £ 25

Speciflc k=zy: RRYPTOS, numericzlly kzved aznd repszait=d 13 times
(first 12 columns list=d bslow)

Route 3ottom ToO TOD -

SLOWLYDESPARATLYSLOWLYTHEREMATNSOFPASSAGEDE
ASREMOVEDWI THTREMSLINGHANDSIMADEATINYBREACH
LEALITTLEIINSERTEDTHEECANDLEANDPEEREDINTHEH
FLICKERBUTPRESENTLYDETAILSOFTHEROOMWITEINEM'
1 1 1 9 8 7
2 1 0

BRISTHATENCUMBEREDTHELOWERPARTOFTIZDOORWAYW
INTHEUPPERLEFTHANDCORNERANDTHENWIDENINGTHEH
OTATRESCAPINGFROMTHECHAMBERCAUSEDTEEFLAMETO
ERGEDFROMTHEMTSTXCANYOQUSEEANYTETINGO
6 5 4 3 2 1

“SLOWLY DESZARATLY SLOWLY THE REMAINS OF PASSAGE DEBRIS THAT ENCUM-
BERED T=EE LOWER PART OF THE DOORWAY WAS REMOVED. WITH TREMSLING
HANDS I MADZ A TINY BREACH IN THE UPPER LEFT HAND CORNER, AND THEN,
WIDENING TEE HOLE A LITTLE, I INSERTED THE CANDLE AND. PEERED IN. THE
HOT AIR ESCAPING FROM THE CHAMBER CAUSED THE FLAME TO FLICKER, BUT
PRESENTLY, DETAILS OF THE ROOM WITHIN EMERGED FROM THE MIST X CAN
YOU SEE ANYTHING Q. ‘

Note: The zbove is a pzaraphrass from Ths Tomb cf Tutf-Ankn-Amen writ-
Z2n by Mz, Howard Cartser



