DOCID: 3827003

Nen - Respot

German Radio Intelligence*

ALBERY PRAUN

A senior German officer’s view of communications intelligence operations in
the North African and European theaters of the Second World War.

THE SIGNIFICANCE OF ELECTRONIC WARFARE

Toward the end of World War 1T about 12,000 signal troops of the German
Army were engaged in intercepling the radio traffic of an increasingly
powerful enemy. With the decline of the information gained by intelligence
through acrial observation, prisoner of war interrogations, and reports from
enemy agents. communication intelligence became increasingly important. in
spite of the constant attemapts of all the encmies to improve radio
communication and increase its sccurity, German signal troops were able
again and again 10 gain access 10 the information transmitted by this
medium.

Thanks to communication intelligence, German commanders were better
informed about the enemy and his intentions than in any previous war. This
was one of the factors which gave the German command in the various
campaigns of World War Il a hitherto unattained degree of security. The
fact that, during the final years of the war when the German Army Command
was leading exhausted and decimated troops without reserves, it was able to
offer less and less resistance to clearly recognized measures and intentions of
the Allies, and that Hitler was unwilling to acknowledge the true situation on
all fronts and the growing enemy superiority as reporied in accurate deiait by
communication intelfigence, is one of the deep tragedies of the German
soldier.

“Lieutengat General Albert Praun served as Germany's Chief of Army and Armed Forces
Signat Communications (rom 1944 o the cnd of the Secand World War. This article is taken
from 2 histosy of the same title prepared for the Historical Division, Headquarters, European
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Readers wilt note references added by the translator of the original {#r.] and by the editor of the
Technical Journal [ed.). Ne cffort has been made to amend General Praun’s text to reflect recent
wark on commonications ntelligence and its role in the Second World War. Some mnot
changes in speliing. punctuation, and wording have been made, and the text has been abridged
10 focus on operations involving Ameryican and British forces.
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D OC I D . 3 8 27 0 0 3NTERCEPT OPERATIONS AGAINST GREAT BRITAIN (1940-41)

After the conclusion of the Campaign in the West OKH (Oberkommando
des Heeres, ‘‘Army Command™’) ordered Army Group A (o initiate radio
intelligence operations against the British Isles. This intelligence mission, RADIO INTELLIGENCE OPERATIONS

which was given in the form of a preliminary order on 2 July 1940, was T AnttaiN
JULY 1940 - JAN. 1941
i SwiP Y OF FlXEO STatoe

supplemented by mid-July with requests for the following specific informa-
tion: present location of former British Expeditionary Force units; organiza-
tion, sirength and disposition of Regular Army and Territorial Army forces
in the British Isles, as well as of forces shipped 10 England from the
Dominions, with special emphasis on Canadian troops; transfer of units from
the mother country for service in the Near East (Balkans) and Middle East
(Egypt and North Afticaj; defensive measures initiated by permanent coastal
defense forces and mobile defense forces: and coverage of the channcl coast,
this being the immediatc objective for a German invasion in accordance with
plans for Operation Scelocwe.t (The operations of the assigned intercept
units, including intercept, areas are shown in Chart 1.)
In spite of intensive searching during the first four weeks (July 1940), it
was i ible 1o il pt any of the kind which had been sent by
mobile elements of the British Expeditionary Force on the Continent, To be
sure, & few messages were picked up, but they could neither be followed for
any length of time nor assigaed to any regular net traffic, and frequently they
were so brief as to preciude even the taking of accurate bearings. The few
messages intercepied, though encrypted in 2 rather simple field cipher, were
not enough for cryptanalysis purposes. In the final evalvation these
observations,were interpreted to mean that the seriously decimated divisions
of the British Expeditionary Force first had to be reorganized, re-equipped
and rehabilitated, and that in any event they were not yet ready for large-
scale training exercises.

On the other hand, there was always regular traffic from fixed stations
belicved to be operating as *‘coast defense sector stations’ with a net control
station near London. This traffic was casily intercepted because of the failure
to changc call signs and frequencies. Mcssages handied by this net provided
material for the first aticmpis at cryptanalysis. However, there was hardly

i any chance to draw conclusions of a tactical nature from the traffic analysis
’ of this coast defense net, since it was apparently operated by well-trained
personnel who observed strict radio discipline.

After this initiat period, which extended through August and September
1940, radio traffic emanating from mobile units increased in volume. By
means of radio bearings four “‘iraining areas’” isee Chart ) could be

" . 2 RT
*This section was writien by Colone) Randewig. the commander of tntercept units attached CHA

10 Army Group A during (940-41. |ed.)
1Secloewe (**Sealion’’). The German plan for the invasion of Britain. [ed ).
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Ogogd. The Downs, including Sussex, Kent and Surrey; Norfolk, with
Wells-on-Sea, the firs1 locality identified; York, between the Humber and
Tecs: and Monmouth, along the northern shore of the Bristol Channel.

Ta the beginning the training exercises in these areas were still characterized
by the same excellent radio discipline which was observed by the fixed nets.
such as capid tuning of transmitters preparalory (0 operation, brevily and
speed of transmission, and avoidance of requests for repeat. In spite of the
use of a single frequency for each net and the systematic use of call signs,
inter-net relationships could only be guessed al; 1l was impossible 10 draw
any conclusions from them regarding organizational structure. No crypto-
graphic errors were commitied which could have led to the solution of their
ciphers.

Transmission cfficiency gradually diminished, probably because the fraining
given radio operators had been too short and inadequate. Names of localities
appeared in the clear, and in the course of lime abbreviations of unit
designations were intercepted which were increasingly casy (o identify. Thus,
it was possible to locate the Norfolk training area by the term “*Wells-on-Sea
brigade,” and the unit to which this brigade was attached was clearly
revealed by a repeat request in clear text. Subsequently, the new numerical
designations of the two London divisions were identified in the same way.
Unit designations were mentioned so frequently thal it was finally possible to
prepare a complete list of units of the British field armies, including
Canadian forces, and the composition of divisions down to infantry and
artillery battalions. At the same time the territorial headquarters, as well as
the corps headquarters in command of the ‘‘Mobile Defensc Forces," and
thus the top-level organization, also became known. This information became
available even before a single radio message could be solved At first, the
carclessness with which unit designations were revealed raised the suspicion
that this was all pant of a deliberate deception. The enemy would not have
committed such serious violations of security ruies unless his own monitoring
system was a complete failure. The accuracy of German intefligence estimates
was subsequently confirmed by the contents of other messages.

As a result of the information gathered about the composition of enemy
forces, the Germans increased their regular intercept coverage of the training
areas, especially those in southern England, with an eye to their intended
landing operations, The constantly increasing radio traffic now also permitted
analysis of the nets’ structure and plotting of headquarters areas by the
direction-finding units. In this manner it was possible to trace the
concentration areas of the divisions assigned (0 coasual defense and 1o follow
the course of several anti-invasion exercises. During these excrcises it was
always possible to determine command nets and sometimes the link with the
RAF, while unit nets could rarely (and armored traffic neverj be picked up at
all. In several instances it was possible 1o distinguish between tactical (lower
echelon) and d traffic. By bining the two, the purpose of training
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exercises could be inferred. 1t was learned that in case of a German landing
the coastal defense forces were to withdraw at ﬁrst and lhep destroy the
invader by means of mobile tactics after reassembling and forming ceaters of
ty. )
gml;:::ing intercept operations a few of the identified divisions dnsappgargd
from the radio picture for varying periods of (irpe. sgmc altogether. Their
whereabouts in the interim could not be asccrtau:tcd in most cases. in no
instance was it possible to obtain reliable information ahout their movement
overscas, which, h , was sub ly d (0 have taken _placs:.
A coincidence led to the discovery of a troop n:ovc{ncnl from Carlisle in
northern England to Belfast in Nortbern Ireland, which the Lufuf-aﬂc was
ordered to reconnoiter and atlack. The Gcrmlans M‘lhe mistake of
neglecting to observe overseas radio ¢ ion \m'lh cqu mcla}ns:
the same time they were intercepting traffic between p_omls within the Unit
Kingdom. Nevertheless, the over-all piiure of the disposition of the enemy
forces continued to be known, especially since many of the cryptographic
systems in use were broken after about September 1940, '
Summing up, British army radio traffic in 1940-41 can be appraised as
follows: Messages could be easily intercepted (or three reasons: each net
operated on a single frequency, frequencies were changgd on)y_ lal regular
intervals, and the British used a call sign system which facilitated the
identification of the NCS and secondary stations. chrA were these Qefecls
offset by the excellent radic disciplinc which the Bm\s!\ obscrvgd in the
beginning. When the latter deteriorated, even the most skilifut encnphgrmem
could no longer guarantee security. Secrecy was lost by the mcfmon'of
1owns, arcas, and (roop designations in the clear. The ca_rglcss way lnvwhu:h
radio opesations were carried out suggests that the British underestimated
German communication intelligence.

[NTERCEPT OPERATIONS AGAINST GREAT BRITAIN AND THE UNITED STATES
(1942)

No subsiantial changes were made in the British radio _syslem until the
summer of 1942, The Bergen Fixed Intercept Station in Norway was
established and it covered Great Britain, Canada, the Uniled_ States, and the
American bases in lccland. Greenland, and Central America. Almge(hgr,
these areas were covered by about 150 receivers. British nets could‘ be cas}ly
detected because they continued to use call signs taken from the “‘cail sign
families,”" for example, FBA, FBAE. FBB, ewc. Morcover, clcar-t_exl
messages transmilted both by phone and CW provided ma_ny valuable hml's
about the morale of the troops. Grid coordinales were casily solved, ev.er? if
the fiers did not make the mistake, as was frequently the case, of radno?ng
place names and grid coordinates in the clear, after which the ground station
would immediately relay the very same designations in code.
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0 » Canadians had to a large extent adopied the British procedures (call
signs, frequencies, and cryptosystems) but thcy were distinguished by
characteristic details, so that they could be idemified even before cryplanalysis
was instituted. The presense of the Empire troops in the British Isles was
detected by recognition of their individual characteristics. Still more revealing
were the messages sent by foreign units stationed in England: Poles, Belgians,
French, Noswegians, and others.

Untit its integration into the Regular Army, the traffic of the British

Home Guard showed special characteristics which made it easy to observe its
aclivities, organization gth. and deploy . Valuable intelligence was
obtained. either through the mention of individual troop units or of tactical
doctrine, by observing RAF units which were attached to the Army. Such
intelligence covered a variety of subjects, including individual aircraft, liaison
staffs, and airficlds. 1t enabled the Germans, for example. o follow every
detail of an during 1 s, including the identification of
tactical objectives as provided by British reconnaissance planes, the
operations of major formations, and reporis sent upon complection of a
bombing mission—all from the i ption of clear-text

Maneuvers in general were a fertile source of information, because the
procedure signs {in the clear) which headed each message could be recognized
immediately. Command post exercises provided an abundance of information
about unit designations, physical location, organization, cquipment, state of
training, officers’ names, in short, all the small pieces needed by intelligence
for building up a complete jig-saw picturc of the situation. Warnings
exchanged belween operators about impending inspections by their superiors
showed Ihat there was a lack of radio supervision.

In the spring of 1942 a large-scale maneuver was carried out south of
London, called “‘Operation Tiger,”” which lasted several days. Two motorized
divisions and several RAF units participated, and their composition and
strength were clearly recognized in a short time. The course of the exercises
were followed so exacily that by sending over the Luftwaffe the Germans
could have converted the maneuver info a real combar action. These German
intercept successes were shortly afterward confirmed by British press and
radio reports.

Until the summer of 1942 no difficufties were encountered in intercepting
Amesican radio communaication, with the result that inter-net relationships
could be clearly ascertained. From the more distant areas of the Uniled
States only the sky waves were heard, while troop exercises could not be
picked up at all. Even after the subsequent coordination of British and
American operation procedures there were siill many characterisiics which
made it easy to distinguish the units of cach Army. Thcy used differcnt
aperating signals and different abbreviations for identical setvice branches
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and units. In phone communications differences in enunciation provided the
most striking contrast. Translators did nol find it d|fﬁfult to master both
“English'" and **American”’ literasy. colloquial, and‘ mlhln.ry. sty\c»s, as well
as slang expressions. Special dictionaries and glossaries of idiomatic phrases
were suppiemented from current intercepls. )
1n the United States proper the activation of divisions fm_d other units
could be followed almost perfectly. Their stage of training coulq be
ascertained from transfers (o various camps. Their ficgrce of combat r‘eadmess
and their impending shipment overscas became evident from the assqgrfmcm
of APO numbers. These APO numbers were then carefully followed. h. they
appeared in connection with an eastern port, for example, New York, it was
clear that the unit concerned was 10 be shupped to Europe, v{ham‘ wesiern
poct designations, for example, San Francisco, mcant shipment 10 the
Pacific. , .

American units were recognized soon after meir‘arrival in the British Isles
by the previously known APO numbers, and lhtlr subsequent \a(h.ercabo.uLi
could be traced from clues similar (o those provided by the Brilish units,
Thus, all major American units were currently identified.

A special source exploited by German communicaliqn intelligence .was the
transmission of officers’ promotion notices. The typical message (in clear
text) began as follows: ““The President intends 1o promote you to . . .Do you
accept?” These ‘‘promotion messages’’ supplemented our la?calor files ’f"'d
enabled us to draw various inferences. If the unit of the officer in guestion
had becn previously known but its present station had not been 'MCCd‘. a
promotion message transmitled, for instance, 10 lceland would thus provide
the Germans with ils location.

[a the spring of 1942 a new transmitting technique was ‘|nlmduccd‘m
American long-distance communication (hoth domestic and fore_xgn) that d.rICd
up this cxeelleat source of German intelligence. The [uskucr!cn smpo?,
which was charged with cryptanalysis of this traffic, solved ihc'nddlc wphm
one week, however, by means of tape recordings and systematic anaIyAsnsA It
was finally discovered that the process used was a rapid system of wireless
telegraphy which differed from the usual method by the pumber of current
impulses. This was the “*Radiotype’”* method. A tremendous numt?cr of
military and business messages were Soon intercepted. After a shost while the
receiving operators were able 10 “*read’” the messagc lapes as fa§1 as Morse
code. Fortunately, after a pausc of one week, military messages in clcar text
became more frequent for a lime. This mistake was not discov;rnd by the
Americans until later. at which (ime they began 10 cncipher these

“Referred 1o as ~War-lype ™ in (he onginal “Radiotype™ is 4 sivinipulse relelype system
developed by International Business Machines and used temporarily by the U.S. Armed Forces.
1
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3xhanically transmitted “messages. Since it was no longer possible to solve
ihem, work on these messages was discontinued.

In the summer of 1942 the British introduced new radio techniques, which
were also widely adopted by the Americans. At El Alamein the British
captured the entire cquipment of the intercept company attached to the
German Africa Corps. As will be explained at length in the section on
Africa, they recognized their former misklakes and quickly corrected them
on all fronts. However, these new methods were not introduced everywhere
simultaneously, but at first only in Africa. German intercepl troops in
western Europe were thus able to adjust themselves in time. German
communication intelligence now encountered considerably more difficulties in
cvaluating the (raflic. Call signs and frequencies were changed at irregular
intervals, which made it impossible 10 rccognize inter-net relationships. It
required some time and considerable experimentation before other distinguish-
ing charactenstics enabled German traffic analysis and direction finding units
to overcome these difficultics. The numerous, informative messages in clear
text disappeared. One of the best sources of intclligence were the careless
transmissions of the RAF, over whose radio discipline the British Army
apparently did nol excrcise any control or supervision.

The landing operation at Dieppe in August 1942 provided not only the
Allies but alsu German communication intelligence with some interesting
lessons, successes, and failures. The preparations for this operation were
completely concealed from German radio intelligence. The participating
Allied units observed cxemplary radio silence up to the aciual landing. This
procedure was the correct one and later resulied in the same degree of
surprise during the landings in North Africa and during the invasion of
Normandy.

Even after the landing at Dicppe. with its ensuing radio traffic, German
radio intelligence did not immediately recognize what was going on. The first
intercepts were received with good signal strength by The Hague Fixed
Tntercept Station. Somewhat later the station in Etretat heard some extremely
weak signals which failed to reveal the general sitwation. The Hague station
had no data regarding their precise direction, but because of the strength of
the signals, believed thal fighting was going on in the Netherlands. With this
in mind, it inquired at the local Army headquarters, where nothing was
known. OB West had not been notified. The report was transmitted very
inefficiently from the attacked units through the long chain of command to
OB West. By the time the nature and location of the event had been clarified
in this irrcgular manner, German communication intclligence was once again
working systematically. The interception of all messages (rom Dieppe was
centrally controlled from St. Germain. Enemy messages became more
numerous and informative until around noon, then remained at the same
level for a while, anly 1o become fewer with the disengagement which took
place in the late afiernoon, and then disappeared entirely during the cross-
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Channel evacuation. OB West could be informed more rapidly about every
phase of the fighting thuough radio intelligence than through the communi-
cation channels of the field units. Encrypted messages were solved even
dusing the cousse of the attack. However, the numerous code namcs for
targets, terrain features, and the like, could not be interpreted during the
brief course of the operation. Conspicuous in these codes was the frequent
mention of colors. Captured documenis subsequently revealed that these
indicated beachhead sectors. Since this procesure was repeated during la_wr
landings, any mention of colors came to mean 10 German communication
intelligence: “‘Imminent danger of invasion.””

AFRICA AND THE NEAR EAST (1941-43)

In March 1941 the German Africa Corps was given one intercept pla.won,
which was soon enlarged into an intercept company to which were assigned
English-language cryptanalysts from the intercept command station. The
company was equipped with receivers and direction-finding insl'rumcn‘ls
suitable for use in a tropical climate. The personnel had had experience 1n
intercepting British traffic ever since (he Campaign in the West and lher:f'ore
knew the weaknesses of the British radio system. During opcerations against
the United Kingdom the Germans arrived at the conclusion that the British
were und imating the of German communication intelligence,
and this became even more obvious in Africa. Here, in mobile.desen
warfare. radio was the only possible form of communication—a medium as
dangerous as it was valuable—and the British used it more carelessly than
ever. A clear and accurate picture of the opposing British Eighth Army with
regard to all the details of its composition, the origin of its divisions (South
Africa, India. and so forth), and its morale and plans, was rapidly gained as
the result of the mistakes described in the preceding section. These mistakes
included clear-text radiotelephone and telegraph messages mentioning geo-
graphical data, the names of individuals, and unit designations; the failure 10
mask such teoms properly; and the use of extremely simple ciphers and
routine call signs. German intelligence in Africa also had some cxuplio@lly
lucky breaks. as, for example, when it was able to report on impending
British operations after solving messages sent by the American liaison officer.

In the summer of 1942 a German submarine operaling in the cﬂster.n
Meditcrrancan captured a ship on which was found a completc sct of radio
codes used jointly by services of the British armed forces in n_m
Mediterranean theater from Gibralter to Egypt. The security of radio
communication in this area was a matter of vital concern in safeguarding the
British supply tinc. The submarine, which had been assigned to other ‘lasks.
was immediately recalled afier reporting this valuable prize. Becausc it was
then possible to decrypt rapidly all British radio communications using these
codes, German countermeasures at sea and in the air were especially
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successful for the next two weeks. Then this traffic ceased entirely. The
British had become suspicious and did not resume radio operations until six
weeks later, after couriers had been able to deliver new codes throughout this
far-flung theater of operations.

The excellent results obtained by communication intelligence provided
Field Marshal Rommel with accurate and welcome information, on which he
could base his bold and varied tactics. His peculiar talent for gaining
unexpected success in armored warfare, where radio communication played a
vital role, had already brought him a number of startling victories as
commander of a panzer division in the Campaign in the West. In the desert
Rommel encouraged this new method of tactical reconnaissance, especially
since the results of German air reconnaissance were limited by British air
superiority. To facilitate the detailed evaluation of information by the
intercept company, Rommel’s chief of staff always had two field trunk
circuits at his disposal to handle incoming telephone and teletype traffic.
During all his inspection trips to the front Rommel was personally informed
by radio about all important results obtained by radio intelligence. It may be
assumed that the British did not employ any radio intelligence of their own
against the German Africa Corps; at least they did not succeed in solving
Rommel’s codes. Thus, German radio intelligence was able to work
unsuspected by the British.

Rommel also made use of radio deception by having several radio stations
simulate large forces far to the south in the desert and suggest an
encirclement. On repeated occasions radio intelligence was able to observe
that the British were taken in by this strategem, and that apparently without
any confirmation by their reconnaissance planes they sent tanks and
motorized artillery, once even an armored division, to oppose the fictitious
enemy. On one other occasion, however, German radio intelligence was
unable to detect a British armored division which had advanced far to the
south, since it had observed absolute radio silence for several weeks, as was
subsequently confirmed by a captured regimental commander.

In front of El Alamein the intercept company was able to report the
reinforcement of the British forces and their preparations for an attack with
which the German-Italian forces could not possibly cope. The intercept
company and its evaluation center were imprudently stationed far in advance
of Rommel’s headquarters and only a few kilometers behind an [Italian sector
of the front which was subsequently penetrated by British tanks in late
October 1942. While defending itself the company lost more than a hundred
dead; the company commander was seriously wounded and died in a Cairo
military hospital. Because of the surprise achieved by the tank attack, there
was no opportunity to destroy the valuable intercept files. Thus, the enemy
captured the German records of intercepted British messages and codes and
the analyses prepared by the German intercepted service, as well as German
and Italian radio schedules and ciphers.
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3 8 2 7 0 O Bepl for the results obtained from observing the British Eighth Army.

German radio intelligence had little success, inasmuch as nothing important
could be intercepted cxcept British command messages, which could not be
sotved. German radw intclligence worked together with its ltalian counterpart
against the British. This cooperation was extremely cordial, but furnished
few results of any importance.

The proposal to supplement radio intelligence operations, then directed
exclusively against the east, by a chain of intercept stations directed toward
the south and extending approximately from the Balearic Islands to Sardinia,
Sicily, and Crele was rejected, since Anglo-American landings in Africa were
belicved outl of the gquestion b of the vuincrability of Allied supply
(oulcs 10 submarine attack. In addition, there were supposedly not cnough

units ilable for such a precauti Y measure.

The Allicd landings in French West and North Africa on 7 November
1942 came as a surprise because of the secrecy afforded by radio silence. The
unpredictable sky wave radiation on the short wavelengths, preferred by the
British and Amecricans for military traffic, was responsible for accidental
success on the part of German radio intelligence. The intercept stations in
Norway, the Nctherlands, and France which covered the west, chiefly
England, picked up almost all Allicd messages following the landing and
were able 0 work without the assistance of direction-finding stations to the
south, since a sufficient number of localities were mentioned in Allicd
messages. On the first day of the landing the Bergen (Norway) Fixed
_lnwrcepl Station received thc messages with good signal strength. Bergen
immediately recognized their importance and repuried them to St. Germain.
Since the traffic resembled that used at Dieppe. especially with regard 10 the
use of colors o designate beachhead sectors, there was no jonger any doubt
that a landing had occurred.

In spite of or because of the long distances, the signals in question were
Blst? well received in the St. Germain area, cven including (raffic between
regiment and hatialion, since the short wavelengths were used almost
exclusively. A large volume of messages was reccived, which was not
surprising in vicw of the strong Allied forces committed. There is nothing
new 1o be said about enemy radio procedure at that time. In spite of all
au‘er‘npu at uniformity American traffic could still be distinguished from the
British. The formcr was generally characterized by greater carclessness. Field
codes and ciphers were solved and a large number of careless messages in
clear text appeared once again.

German radio intelligence gathered information about the tollowing points:
all'beachbeads, the lization or desertion of French iroops, the progress
of the advance inlo the interior. some of the advance routes and objectives
supply problems, cooperation bctween air and ground units, the order oi'
battle of the landing forces and their tactical organization during the advance.
Aflter the arrival of the first elements of General von Arnim's Fifth Panzer
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Acmy, reports were heard from ammored reconnaissance elements about
German positions, mo and Added 10 these were the
usual details. such as names of officers and reports on casualties, armament,
and cquipment; in short, the entire course of events were followed in detail
by a branch of German communication intelligence that actually was assigned
an entirely diffcrent mission on another front. It is hardly an cxaggeration (0
say that during at least the first phase of this campaign almost one hundred
percent of the Germans' information about the enemy in this new theater
was provided by communication intelligence.

The next step was 1o forward this information to the German forces in
Africa without undue loss of time. At that lime OKH approved the essential
features of the once-rejected plans for establishing a theater of operations,
Oberbefenlshaber Suedwest iCommander in Chief, Southwest, or OB South-
wesl), and the requisite measures were swiftly taken. First, an army intercept
company, supported by a Luftwaffe communication intelligence unit, was
sent to Taormina in Sicily, and later, for lechnical reasons, o Marsala at the
western lip of the island. There the company operated quite successiully,
since it was close 10 the front and the Americans still failed to observe radio
discipline. This unit rendered valuable service 1o the German command. In
February 1943, the position of Co der of C ication Intelligence
{Seven) was created with an evaluation center in Rocca di Papa, south of
Rome. under OB Southwest (Field Marshal Kessclring). whose hcadquarters
was in nearby Frascati.

Because of the favorable results obtained by communication intelligence,
its relations with all Army and Lufiwaffe hcadquarters were cxcellent. For
example, at a conference in the headquarters of OB Southwest, the
Commander of Communication Intelligence reported a British message just
received which revealed that there was a considerable traffic jam in a certain
wadi (dried up river bed), the location of which could not be determined by
cryptanalysis but could be surmised, since several columns were blocking the
wadi. Kesselring radioed orders for planes to reconnoiler this wadi. Air
reconnaissance confirmed the intercept white the conference was still in
progress, and a short time fater a report was received that the troop
concentration had been successfully bombed.

Errors in interpretation also occurred. However. such instances were rare,
since all unconfirmed repons were given with reservations. For example.
prior o the invasion of Sicily a British message spoke of a successful
landing. Since only onc direction-finding team was available, only one hearing
could be taken. The reading suggested a point on the southemn coast of
Sicily. As was subscquently revealed. no landing on Sicily had taken place,
but a landing exercise had been carried out on islands off the African coast
which lay in the path of the bearing taken. This experience made the
intelligence analysts more cautious in their judgments. As a result. one of
them did not immediatcly report a landing on the [talian manland from
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27 QQ/B(causc he befieved that this, too, was a training exercise. ln this

case, nowever, it was the real invasion.

The C ication [ntelli e Co der's request to save the
intelligence company in Africa from impending capture and thus preserve it
for futurc action by transferring it to Italy was turned down because of
Hitler's order that no men or equipment were 10 be evacuated from Africa
Thus, only a small part of the valuable personnel and radio equipment could
be saved. The conduct of the personnel of the company, with whom radio
conlacl was maintained until the arrival of the enemy 1anks, was excellent.
They reported that they had destroyed all valuable matériel, and that every
man was awarc of his duty after being captured,

SICILY AND ITALY (1943-45)

Since enemy air superiority seriously hampered German air reconnaissance
during the fighting in Sicily and southern ltaly, communication intelligence
played a more and more important rote. One corps commander summed up
this trend by saving he no longer needed an intelligence officer ((G-2) for
compiling reports on the enemy situation, since the only available sources of
information were the intercepts lurnished by communication intelligence.

In the course of the numerous landings during the following months the
enemy was again able to achieve surprise by maintaining radio silence. In
between landings, however, German communication intelligence was able to
gain information that was instrumental in countering these landings.

During the fighting in Sicily an intercepied message, revealing a planned
minor landing on the northern shore of the island, was transmitted not oaly
to OB Southwest and 1o Korps Hube. which was then fighting in Sicily, but
also to the intelligence officer of Luftwaffe commander, Ficld Marshal von
Richthofen. The intelligence officer did nat report this message immediately
but waited until the regular stafl meeting, which was held later. Conse-
quently, the Luftwafle was unablc lo carry out counterattacks in time.
Richihofen was furious and immediately ordered that in the future all such
reports should not go through channels but should be sent directly to him or
his chief of staff and simullancously also to the Luftwafle ficld agencies
concerned. During a similar but bigger landing, which was supported by
naval artillery, another message intercepted by radio intelligence resulted in
the timely and cffective bombing of the cnemy’s ships offshorc. which
compelled him to call off the operation,

The problem of quickly informing front linc units of all intelligence reports
concerning them was solved in other thealers by drastic decentralization
whereby small teams were located in the vicinity of division staffs. The time-
consuming route through the chain of command was thus avoided. In Italy,
however, centralized intercept methods could work with greater technical
efficiency, and a large evaluation center could provide betier resulis, in view
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of the many languages spoken by the enemy. Thus, all factical intelligence
information of importance to the lower echelons were encrypied in a special
cipher and broadcast by a powerful station, with the exception of secret
operation reports, which were forwarded through the customary chaancls.
These radic warnings saved many lives, especially among artillerymen, and
were gratefully received by all.

In evaluating the results obtained by German communication intelligence
in this theater during the last year of the war it should be noted that the
cnemy signal personnel had lcarned in the course of the war lo»respem
German communication intelligence. The Germans now had to stramn every
effort to detect and exploit the inevitable weaknesses in Altied radio
communication. Messages which offered little prospect of success were now
given secondary consideration. These were chiefly command message from
division to higher headquartces. Main emphasis was placed on front-line
traftic forward of division. The difference beiween long-range and short-range
intetligence had gradually disappeared, since the former relicd more anq more
on the information obtained by intercepting enemy radio wraffic in the
forward lines. ] )

In ltaly the British and Americans had coordinated their radio techniques
{0 such an extent that there were hardly any differences Lo be noticed. Apart
from protunciation and subject matter their frespective lransmissiqns could
be distinguished only by a few operating characteristics and somg differences
in troop designations. It was simpier to recognize units which dxd. not speak
English, The French used their old peculiar methods and were fairly easy o
idensify, while the Brazilians offered no difficulties at all.

In all cases it was possible to obtain information from mistakes made by
the enemy. The sending of messages in clear 1ext furnished unil designations,
(errain data, and officers” names. Attempls to disguise operating signals and
grid coordinates were still unsuccessful. The cryptographic syste.nm used by
the higher echelons continued (o resist analysis, but many field aphe_rs could
be broken. In this connection it should be acknowledged 10 the credit of the
Allies that only a few of these messages in field ciphers revealed events o_f
tactical or strategic importance, at least not dircctly. On the other hand, it
was frequently possible to draw conclusions.

On the whole, however, encmy radio communication was so good (hz?l
German radio intelligence was confronted by a ensis in March 1944, since it
had become almost impossible o ascertain Allied intentions in time. It had
also become difficult to recognize the order of battle during the withdrawai
and transfer of units, and changes in command. But then, as subsequently
happened in France, the Altied air forces came to the rescuc. )

Intensive study of intercepts covening a fairly Jong period disclosed a
definite relationship between preparations for offensive operations anfj the
assignment of air liaison officers o front line divisions. Assault givusions
which did not have an air laison officer were assigned one, while other

47 —SEERET

b L




DOCID: 38270093

GERMAN RADIO (NTELLIGENCE

divisions were assigned a second one. The air liaison nets were casy 1w
intercepi. since the system used was of a lower quality than that employed
by the British and American ground forces. This knowledge in turn enabled
the Germans to predict accurately when enemy attacks would begin. German
Army interception of the Allied strategic air force revealed the points of
main effort of reconnaissance flights, and target areas, which helped 10
clarify the enemy’s overall plans.

Some trivial details furnished information to communication intelligence,
as is shown by the following examples. An impending attack against German
defenses in the Naples area was detected in time because a small supply unit
mentioned that rum was to be issucd on a certain day. Since it was known
that the British issued rum o their troops before an attack, it was possible
to warn the German defenders.

The following was heard from a British station at Lake Commachio: “The
German troops are retreating in a hurry and even the ltalians are advancing. '
The presence of the British unit was already known, but this message
confirmed the first cmployment of ltalians in combat on the Altied side. The
radio operator of a French unit described his aaticipated amorous adventures
in Napies. No French units had previously been detected at the point from
which he sent his message.

It is difficult to understand why the Allies. at least during position warfare
in this theater, failed to mask their offeasive ground operalions by
maintaining radio silence Just as they did during surprise landings. Unlike
the situation in the desert, their telephone lines in Ttaly were certainty
adequate for this purpose. As was the case in Russia, this carelessness was
probably due to a fecling of absolute superiority. Nevertheless, the manner
in which enemy radio operations were conducted offered the weaker defenders

much information which cost the attackers losses which could have been
avoided.

DEFENSE OF WESTERN EUROPE (1944-45]

Following the spring of 1944 German communication intelligence in lealy
and France noticed a shift in heavy enemy concentrations from the
Mediterranean area to England. American antl British elite divisions, which
had previously been observed in southern ltaly or elsewhere in the
Mediterranean theater, appeared in the British Isles. The following is an
cxample of German intercept work during (hat period: An Amierican airborne
division (the 82nd?) had been reported for quite some time in southern haly
when it suddenly disappcared. About three wecks later over a hitherto
vnidentified net in England there was transmitied a reference to the search
for a soldier against whom a girl in the United States had instituted paternity
proceedings. The shipment number of this soldier tallied with the code
designation used by the missing nirborne division. When communieation
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intelligence rcported this finding and songgested that the airborng division
might bave been transferred to England, the Arm.:d Forces Operations SlafT’
replied facetiously that the division had mos? likely been transported by
submarine, but that no transporis of this kind had been f)bservcd near
Gibrahtar. Nevertheless, the new radio net was put u.ndc.r special ob§crvahon
for any characteristics of this airborne division, and indisputable evidence of
us presence in England was soon socured.cdll subsequently tuened out to be
ne of the first invasion units to be reporied. ] o
¢ The methwds employed in intercept operations against Great Bnlzfm did
not change substantially during the last cighteen months of (hc‘ war, .(,harl 3
enumerates the German radio intelligence units which were available in I‘JMi
A subsequent comprehensive evaluation prepared some lime after the start o
the Allied invasion showed that approximately ninc(y-ﬁve percent ol'. lhe units
which landed in Nocmandy had been previously identified in the British Isles
by means of intensive radio intelligence. Thus, one may conclu:ic that 'th:
information provided by co ication inielhig: wa.s quite q an
that the German Supreme Commiand was in a position lo' calculate the
sirength of the enemy forces. Locator cards, .n:gularly .xssu.ed_ by .Ihc
communication intelligence control center, contained precise information
about newly organized divisions, and the appcarance ot dxsappcfararwclc 4nf
radio teaffic from and 1o specific troop units. The intercepted radio activity
during the numerous landing exercises furnished a pncu_ne of the projected
invasion procedure. It was impossible, however. (o ghlam any clue asllo ihe
time and place of the landing. The radio picture did not change noticcably
unti) the last day before the imvasion. All previmfsly known and ‘observed
types of traffic continued as usual. No radio decepllt?ns were rcct_)gmzed. 'No
kind of radio alert was observed beforc the landing. According 10 later
first wave sailed on short notice. N

!elﬁr:s ;?l‘i‘cs scored a great sucprise on 6 Junc 1944 by the imposition of
radio silence. Any different action would have been a grave bl}mder not_lo be
expected of an enemy who had had five years o!t var!cd wfammc CXDC"C:'OCI;
both good and bad. with German communimnon' mlclhgenc_ct and whic
after a long period of preparation was now Jaunching the decisive battie of
the war.

The German radio intelligence organization in the West hf:d .been prepared
for the invasion during the preceding months. ts actual beginning, fhcrcl'mc.
brought no special changes. The enlire organization was so well _m(e.gralcd
that it could handle the additional workload. Gradually all momlo.nng of
unimportant areas, such as lreland, Spain, Portugal, and Brazil, was
discontinued in order 10 save personnel and equipment and to release all
available men for intercepting the traffic of the Alied force§ that had l«jmdcd.
Since the evajuation data had becn distributed to all units, u- was possible (o
transfer the intercepting of new radio traffic from one unit to ano.lhcr at
short notice. This was only possible, however, because all the umits had
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thoroughly trained and experienced personnel. Breakdowns in the command
net caused by enemy air attacks reduced the speed with which intelligence
results were transmitted, but this difficully was overcome by a prearranged
plan which was put into effect all along the line from the unit furthest
forward back 1o the communication intelligence control center.

After the initial landings. long-range intelligence at fisst produced only
minor resufts. This was explained by the fact that the Allies did not wish to
ofter any clues to encmy radio intelligence and therefore cestricted their radio
communication. Moreover, the short distances withing the beachhead areas
probably permitted the issuance of vertal orders and reports. In addition,
the enemy was able to use telephone connections, which were not disrupted
by any Luftwafle interference. The expansion of the beachhcads resulted in
the transmission of so many radio messages that a fairly clear picture of the
enemy situation was speedily obtained. An even greater wealth of information
was provided by short-range radio intelligence and divisional combat
intelligence. The signal officer for OB West moved his short-range intelligence
company (o Seventh Army headquarters near Caen 1o improve short-range
intelligence  operations. The reports on the sitvation cmanating from
communication inteiligence about forty-eight hours after the beginning of the
invasion listed most of the enemy divisions and included data on the ¢nemy
army group then in command.

The postwar press gave much attention to the opinion expressed by
Genera! Jodl, the Chief of the Armed Forces Operations Staff, who said that
a second landing was expected north of the Seine and that thercfore the
German reserves and the Fifteenth Army stationed in that area were not
immediately committed in a counterattack. The information obtained by
communication intelligence did not support this assumption. The chief of the
control center of Communication Intelligence West was asked 10 express his
personal opinion on this matter during a conference of the Western
Intelligence Branch. He said that a comparison of the number of units
already recognized with those previously identified in Great Britain permitted
the conclusion that most of the Allied forces had already been landed and
that the remaining ones were insufficient for a second landing. Any still
uncommitled units would be needed to feed the current battle. This opinion
was shared by the Western Intelligence Branch, but was in contradiction to
that of the Atmed Forces Operations Staff. The estimate of the situation was
given some validity by the fact that a short time afier the beginning of the
invasion a British landing craft bad been captured near Boulogne. However,
it scemed obvious that this enemy craft had losi its way.

It should be noted that unfortunately not only in this instance but
throughow the war General Jodi, as well as Hitler bimsell, frequently
showed a lack of confid in ication intell especially if the
reports were unfavorable. However. orders were issued as early das Lhe time
of the Salerno landing that all favorable reparts should be given top priority
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Another American army, possibly the Third, could be casily observed,

c unication Intelligence Wesl was required 1o furnish a compilation of

all reports unfavorable to the cnemy derived from calls for help. casualty
hsl_s, :fnd the Jike. When, during the first days of the invasion, American
units in parheular sent out messges containing bigh casually figures, the
OKW was duly impressed. In contrasl, the estimate of the situation prepared
by the Western Intelligence Branch was absolutely realistic and in no way
colored by optimistic hopes.

As already mentioned. short-range radio intelligence and combat intelli-
genee provided such an abundance of information that even in Normandy
any attack of division strength and greater could be predicted one to five
days in advance. The American field cipher device was compromised. To be
sure, mwssages enciphered by this system could at first be solved only after a
delay of from two to four days. Laler on, when more data had been
gathered, only a few hours were needed. The British eryptographic service
was unchanged: while the Army was as efficient as ever, the RAF continued
to be careless. As in ltaly, communication intelligence maintained routine
interception of the messages sent by air liaison officers attached 1o British
Army headquarters, who thereby revealed the intentions of the enemy
command. There was no cryplographic cooperation between the Army and
the RAF, nor was there any unified control in this field.

In spite of low personncl strength and disrupted signal communication,
German communication intelligence proved capable of covering the Allied
forces® advance to the Rhine by reporting the approximate composition and
sn_rcngth of the ¢nemy units as well as the boundaries between forces of
dlﬂ‘erc_nt nationality. Battle-tested divisions were more careful in their radio
olpcxl'al!ons than new ones. The Americans generally observed less radio
dxscn_plmc than the British, and thus provided a better source of information.
During the first excitement of the invasion, both the Americans and the
British. often transmitted in the clear. The Canadians, who formed the
numerically weakest landing contingent, supplied quantitatively the least

mbl;ormauom Among the American forces, Patton’s army was Lhe easiest to
observe.

The U.S. Seventh Army, advancing from southern France. offered the
greatest difficulties, since it maintained exceptional radio discipline and
crxplographic security. [t could be plotted only by intensive D/F operations,
This l_’atl may pethaps be attributed 1o the Seventh Army’s previous combat
experience in Africa, Sicily, and southern France, where its forces had
learned 1o deal with German communication intelligence. In any event, the
Sc\{enth Army furnished an interesting example of 3 major command’s having
u-.aumd its subordi unit s and signal officers to observe such a
hlgh.degmc of radio discipline that the sources of enemy intelligence were
restricted [0 a minimum.
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because its messages were lransmitled in a careless manner and because it
used very primitive ciphers below division level. In addition to revealing
valuable tactical information, this army gave way its passwords to the
Germans 1wenty-four hours in advance.

Even during the fighting along the West Wall, in fact until the end of the
war, the results gathered by short-range commugication intelligence teams
attached to newly activated or reorganized divisions were always in proportion
to the interest shown by the respective division commanders, the intelligence
officers, or the signal battalion commanders. All the divisions which took an
active interest in cfficient short-range intelligence operations were remarkably
successful against an enemy who was becoming more and more careless.

Especially interesting was the information obtained by communication
intelligence during the Ardennes offensive. Before the German surprise attack
it was evident that the enemy was not cognizant of the German preparalions,
since the assembled armies—the Fifth and Sixih Panzer Armies—observed
radio silence. Communication intclligence clearly recognized the composilion
and low strength of the American units in the sectors which were 10 be
attacked. The c¢nemy had not fortified his lines or placed any reserves in
readiness. On the morning of D Day, 16 December 1944, a message in clear
text from the U.S. First Army stated that the Germans had overrua the
American positions and caught the troops by surprise ‘‘while asleep.”” Then
followed reports of U.S. withdrawals and information about the furthest
points of advance reached by the German armored spearheads, as well as
reports of heavy losses.

Soon afterward, German radio intelligence scored another great success
which, though it could no longer be exploited operationally, might have led
to heavy American losses. This was the result of a serious blunder on the
part of the Americans. A (ew days after the offensive began, a new net of
the American military police was picked up. It was established beyond a
doubt (hat MP units with radio transmitters had been stationed a1 all
important road crossings. in fact, along all main rear area traffic arteries.
They reported all major troop movements so that German communication
intelligence was able 10 ascertain very quickly that troop units were being
transferred to the Ardennes breakthrough area from all zones of action.
except the French. The MPs used an easily broken cipher intcrmingled with
a good deal of clear text—probably for the sake of speed—and thus provided
the Germans not only with information about the composition of U.S.
troops, but also an accurate piclure—by meniioning advance guards, march
vetocities, and column lengths—of the time when the German (hrust could
be expected (0 mect with increasing resistance. It was also perfectly clear to
the Germans that these reinforcements were not made up of makeshift
emergency units, but that the Americans were throwing in complete
formations, including even some ¢lite armored divisions. By so doing they
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This phone and CW traffic provided additional valuable information fater
on, for example, when radio intelligence was able to predict the transfer of
a U.S. armored division (o the Liége-Aachen area twenty-four bours in
advance.

German communication wntelligence continued to function smoothly in the
West during the subsequent course of events up to the end of the war. The
Germans always knew well in advance about enemy concentralions, such as
the one at the Remagen bridgehead, and about the direction of intended
ar'mor thrusts. They had no difficulty in discerning, for example, where and
with which divisions General Patton intended 10 strike. The enemy gradually
abandoned caution with the result that many messages of a highly classified
nature were sent in clear text. The intelligence officer of Army Group West,
as wetl as Field Marshall Kesselring, estimated that the information obtained
by their communicauon intelligence amounted at that time 10 ninety-five
percent of the German enemy intelligence, | h as air rec i
was then 2 thing of the past, very few prisoners were captured. and agents
could no longer get behind the enemy front.

Because of the growing German impotence on all fronts, the command
was}unable to exploit the results of communication intelligence in proportion
10 us great value. Because of the overwhelming  Allied superiorily in
manpowgr a_nd matérie] during the last years of the war, the value of German
communication intelligence was largely theoretical,

APPRAISAL OF RADIO COMMUNICATIONS [N BRITISH AND AMERICAN ARMIES
{N THE FUROPFAN TIEATER

The British Army

_Bri(ish radio communication was the most effective and secure of all those
with which German co ication i 1ce had to d. Effectiveness
wa.? based on World War 1 experience in radio procedure and cryplology lr‘x
which the British Army learned many a lesson from the Navy. The hig;lcr-
echelon cryptosysiems of the British were never compromised in World War
T Thc radio operators were well trained and performed their work in an
eﬁicy.em and reliable manner. Nevertheless, there were also some defects.
Feeling safe because of the security of their cryptosysiems. the Bri(isl;
neglected to take into account the openings which their radio communication
‘lel'l 1o German traffic analysis. Plain-text addresses and signatures contained
in otherwise securely encrypicd messages revealed the make-up of the British
nets and thereby also the tactical mterrelationship of units in which the
Germans were intcrested. The stereotyped sequence i which stations
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reported into their nets indicated the structure of the chain of command.
while British ficld ciphers were oo simple and did not provide adequate
security over extended periods of time. Either the British overestimated the
security of their own systems, or underestimated the capability of German
communication intelligence. The same was true of the radio traffic of British
armored uniss, which used such simple codes and so much clear text that the
Germans arrived at the conclusion that the British were unaware of their
field radio communications being observed.

In spite of impenetrable higher-echelon cryptosystems. excellent operating
procedures, and efficient personnel, the security of the British radio
communication in the United Kingdom during 1940-42, and especially in
Africa in 1941-42, was so poor that, for instance. until the battle of El
Alamein Ficld Marshat Rommel was always aware of British intentions. It
was Rommel who repeatedly hasi the predomi ignifi of
radio intelligence reports in making an estimate of the enemy situation.

In this connection it may be pointed out that by no means all German
field commanders recognized the urility of radio communication and
intelligence. Many of them were quite prejudiced against these technological
innovations. This may help to explain why the performance of some field
commanders and their subordinate units so conspicuously surpassed or fell
short of the general average. They were the ones who either deliberately or
unconsciousty simplified or complicated their mission by making full use of
or neglecting the facilities which were a1 their disposal.

What surprised the Germans was that the many lactical successes scored
by Rommel as the result of his unusally profound kanowledge of the enemy
situation did not arous¢ the suspicion of the British and lead them to the
realization that their own car in radio cc ication was at fault.

According to British statements the most important booty captured dusing
the breakthrough at E} Alamein were the German intercept records. A quick
analysis of this material opened their eyes and led them to introduce
immediate reforms. The correction of the mistakes they had made over a
penod of scveral years and the thorough reorganization of their radio
communication did much (o improve their security.

Whereas the RAF failed to adopt the superior radio operation procedures
of the British Army and Navy, other Allies who subsequently entered the
war, cspecially the United States, introduced the proved British methods,
much to their advantage. Only France failed to do so, much o its
disadvantage.

During the last year of the lalian compaign the exemplary conduct of the
British. with their wealth of experience, confronted German communication
ntelligence with a variety of problems. In this slower and more orthodox
type of warfare strict control by the British achieved a high degree of radio
discipline and was able 1o ¢liminate most of the national idiosyncrasies that
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ltalian theater was extremely high.
The U.S. Army

American radio communication developed very much along British lines,
Up to 1942 domestic military traffic in the United States and that carried on
by the first units to be transferred 10 the British lsles revealed certain
distinctive features. such as APO numbers, officer promotion lists, and unit
designations and abbreviations which were at variance with their British
equivalents. German communication intelligence had no difficulty in doving
wedges al points where these features occurred and in compromising the
security of American radio communication. The manner in which the U.S.
Army handled the traffic showed that its radio operators were fast and
expericnced. The comments made in the preceding section pertaining to the
British cryptosystems are also valid {or those of the Americans. The use of
field cipher devices complicated German radio intelligence operalions, even
though their cryptosecurity was far from perfect.

The Americans deserve credit for the speed with which they adopted
British operating procedures in 1942, They must have recognized the
progress made by their Allies, particularly after El Alamein. The Germans
abserved a continuous process of coordination aimed at eliminating the easily
discermible differences between British and American procedures, except for
linguistic differences which could not be erased. However, the radio discipline
observed by British and American units alike while they were siationed in the
United Kingdom dcteriorated rapidly and reached the very limit of minimum
security requirements as soon as U.S. troops entered combat. The abundance
of radio sets with which Amcrican units were equipped (cmpied the
inexperienced U.S. divisions 1o transmit far too many CW and voice
messages in the clear. They thereby provided the German command with
many clues regarding the tactical situation and U.S. intentions and enabled
German cryptoanalysts to solve many an American cryptosystem. This
criticism pertains parucularly to the initial engagements in North Africa, and
to the subsequent actions in Normandy and France in general, and 1o a
lesser extent to those in ltaly. In spite of the training during combined
exercises in the British Isles. the security of American radio communication
was extremely poor. During the latter stages of the war the quality and
security of radio communication were far from uniform in all the American
armies. There were some armies whose radio traffic could hardly be observed,
with the result that their intentions remained a secret. Other armics, either
deliberately or unwittingly, denied themselves the benefits of radio security.
Needless 1o say, in spite of their obvious superiority. this deficiency proved
detrimental to them and resulted in needless losses.
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The comments made with regard 1o radio silence and deception in the
section dealing with British radio communication apply equally to that of the
Americans.

Apparcatly there existed no centralized U.S. radio command agency
responsible for raising the average performance to the quality and security
standards sct by the most disciplined units, or for keeping in check the
arbitrary and unsatisfactory operating procedures of certain armics. Inciden-
tally, the conclusions at which the Germans arrived on this subject were
confirmed by MP radio operations during the Ardennes offensive. In this
instance all established rules were violated and, given a somewhat less
unfavorable distribution of forces, the finai outcome might have been very
different, since the German 1op-level command had complete information on
U.S. plans and operations. These happenings were in paradoxical contrast 10
the otherwise exemplary sccurity measures taken by the Americans.

In conclusion, it may be said that the Americans’ high-echelon nets were
just as secure as their British counterparts. Tactical net operation should
indeed have measured up to the required security standards. Actually,
however, overall securily was compromised by the many openings given lo
German communication intelligence by insufficiendy disciplined lower-echelon
units. That a maximum of security could have been achieved was demonstrated
by the efficient radio operations of the U.S. Seventh Army during the last
year of the war, when the results obtained by German commupication
intelligence operations in the path of this army dropped to an extremely low
level. Unified control and strict supervision would surely have led to greater
securily among the U.S. forces in general.
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