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rer SCCRE I UMBRA 

Experiences 1920-1939 

HY Hl<lt;AIJIER .JOH N H . l'ILTMA'.'ll 

T µJ:j c ti t!:':ab;a 

Presents rryptanaly tic experiences of Brigadier John H. Tillman in 
India and En[:l.and durinR the period 1920-1939. both a .... Bri1i ... ,1 Army 
officer and as \i\'ar O/flce cfoifian cryptanaly . .;t. Di,.cu.-;!<e.~ delai(...: of 
.~·ome early Sot•if!l tran...:po . .;ition, additit1f! and one-tinH" pad . .;ystem .. 
and des<·ribes the role . ..: of .;everal other Briti ... h military and civilian 
cryptonalysts. 

011rinl! thl! summer of L920. l was 011 a Rus:o: ian la11guaJ!e course in 
J.ondou. At the end of ll. I was about lo return to regimental dut.v . but 
the War Office intervened and on l August I went Lo work on temporary 
attachment for 2 week:; at the Government Code and Cipher School. 
which at the lime had a growing backlog of untram1lnted Hussian 
diplomatic messages. After a few days the War Office decided to hold 
me the re for a ycnr and , in foct. I never returned to my regiment. When 
[ joined it, the Govern ment Code and Cipher School occupied the 
~\·ho l e of Watergate House on the Thames Embankment near Charing 
Cross . GC&CS was formed after World War I of o tfi cers from Admiralty 
40 OB and the War O!hce Cork Stroet oftice. It was directed by Com­
mander A. G. DenniHon, who had been in 40 08 during the war. His 
deputy wa~ Comma nder E. \\' Travis (l»IPr Si r F.dwa rd Trnvis. 011r 

tliredor 1942- 19.">2) . who HI. tlie ti111P. repre!';W n t:eci t,h~ Admiralty on 
COMSF:C: mMlers. 

I worked a!' one of a group of from ,) to 7 person i;; on Ru~"S i a n diplomat­
ic cipherr; under the di rec tion of Ernst Fetterlein. Fetterlein had been 
Chief Cryptanalyst of the Ru~s ian Czari~t Government and held the 
ranks of both adm ira l nnd ~cncral : he had practiced cryp t.o no i.vsis 
si nc:c 18!:38 or co.rlicr. At the Revoluti on he walked out of Russin across 
the Finnish rrontie r and was speciall.v natura li zed on a rri\.1 a l in 
En~land . 

At the t ime of my arrival. Fenerlein's sma ll section was en tirely 
occupied with the solution of the ct1 rrent Moscow-London a nci London. 
MoiH.:ow dip\011rntil· traff ic int.ercepr.ed in I.he r:Rhle oflicf'. All mes:-a.~e~ 

were enciphered b.v 6i mple columnar transpositi on of Russia n pla in 
t ext conventionally transliterated ou t of Cyrillic chara cters. As each 
message was transposed on a different key. a ll me~sa~es had to be 
individunll:-i1 so lved . The o.vcrngc delay was, l believe, 1 o r ~ <la.vs. 
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About i\ovember 1920 the system changed, dinomes being sub­
stituted for the plaintext tetteri' before transposition. The substitution 
table used provided variant dinomes for the letters according to 
frequency, there being. I remt"mber, 7 "·ciriants for eai:h of the vowels; 

I I Th~ ori inal dinomic 
sub~utuf.lon t;:ihle was ~rdveC1 fiv h~tter!ein fro1h ;:i 

..,....,..""':'--:----...----...,....,..---.,.---.ISolution of the 
individual messages then proceeded more or \es!; as b~fore. But early 
in 1921 a new substitution table was introduced., and\ messages from 
that time carried the cipher discriminant "DEl.EGA'l"' in the pre· 
amble. There were this time mC::Jand for soffi.e we6ks no progres.., 
was made. The onlx hope appeared to ~e to find a \mc.-,s~ge containing 
a long I 1 .. and this could Oril.Y occur if the ~oriunts were 
badly used. I mode the fust cntrv about April 1921. .J must admit that 
I wns very luckv in findihg an unusually'-_ favorable '·mess8rre None of 
the workings of ~hose da.vs\l_ove ;;.urvived- ~\1d I have had tb' ~ake Ut) a 
simplified example to show··what happened. I 

.ii t.itti bif\ORA 2 

EO 1.4. (b) 
EO 1. 4. I c I 
EO 1. 4. Id I 
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J. H. TIL'l'MAN IOI SCCl<ti GJOtoilA 

ong een su~pecte t lat t e eys were enve in t 1e ort o ox manner 
fmm running tex:t, probably from lines of poetry. in view of the 
\'ariation of key-length, and Fetterlein had tried to reduce the re­
covered key::;; to Ru::;sian without success. One day I tried Eng-!ii:;h 
instead of Russian and met with immediate success. Fetterlein had 
shown me how to display a key 

o cut n ong st-ory s ort, 
traced the source of the key~:in the British Museum Library. It. turned 
out to be an out-of-print- p0Cket. edition of the works of George Wit.her, 
an obscure poet of the ~venteenth century. I do not remember the 
method of indicating k~Ys, but f know it was simple and that, after 
finding the source bo~k, we were in a position to decr~·pt DELEGAT 
messages as soon as tt)e intercepts reached us. 

[n the summer o(:'l921 the War Office was looking for a replacement 
in India for Colon~J \\'. H. Jeffery, who had been an officer in a southern 
infantry regime~( of the Indian Army, but had in fact never served 
with his regim~f1l. He hud spent Lhe first few vears uf t11e T"'entieth 
Century in c.hina learning the liingucige ;rnrl hact gone :"trnight from 
there to Sou.th Africa in charge of Chinese coolies in the mines. About 
1912 he had been posted to the intelligence branch (M03l of the 
General Staff in Simla. Simla was the summer capital of India in the 
foothills .. .-Of the Himalayas to which the Viceroy. Commander in Chief, 
and G?Vernor of the Punjab repaired. with their staffs. from the plains 
in th_~· summer months. There Colonel Jeffery took up the study or 
Chinese ciphers. To the best of my knowledge, he reported onl.v to the 
1n~han Government and up till 1921 had not been personally in 
c;Ontact with GC&CS or any other cryptanalytic group. He had been 
-~'ery successful in reconstructing: some Chinese ciphers consisting of 

: very large one and two-part codes. Aft.er World War I he had begun 
working on Russian ciphers. He had been promoted to Brevet-Colonel 
and the General Staff had ruled that he could not retain his rank 
unless he returned to his regiment for duty. This was a prospect he 
could not face and he contemplated retirement as soon as a suit.able 
replacement could be found for him. At first it was suggested that 
Captain A. G. S. Muntz (tit thaL tlrne working ("IS e1 nypta1rnlyf't in 
Baghdad in lrnq-of Muniz more lat-er) should replai:e \1im and that 
I should go as assistant military attRch~ to Meshed in Persia {for 
which post ~1untz was intended, as some forward exploitation of 
Russian intercepts was contemplated there). As a result of my success 
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wi ~:. DELEGAT I wa~ i:;elected t.o relieve Colonel Jeffery . and it " 'as 
decided to drop the ME>s; hed project and lea ve \1untz in Baghdad. 

After a monlh working as a cipher clerk in the W~r OOlc:e (which 
~ave me experience for which I was lat.er exlr~mely grateful) 1 departed 
for India in September 1921. While I wHs on the high seas , the Indian 
General Staff relentt>d and decided to i:tllow Colonel Jetfery lo remain 
in Sim la itn<l r~t.ain hi ~ rank , hut on the condition t.hat he took n 
yt>a r's le<'tvP. o f ahsence away from Jndia , leavinl[ me in charge. This 
arrnngement he eyed with deep mi sgivin,:::s, and we didn 't part on the 
hesi. of terms at the end of the year. 

l remained eighi and a half years in Sirnio , s ta ying there in the 
winter when m<hit of the General St.nff moved down to Delhi. The 
::iection (M03GJ consisted usually of Colonel Jeffery, myself, one 
army otficer Russian interpreter, one clerk and one officer int.erpreter 
in F..as tern languages, chiefly Persian. Our main (almost ou r sole) 
Russian task was the exploitation of diplomatic.: messages passing 
between \1oscow and Kabul in Afghanistan and between Moscow and 
Tashkent in Turkes tan. We had two radio intercept stations (civilian 
ma nnedL one at Cherat in the hills above Peshawar on the Northwe~t 
frontier and one at Pishln in Baluchishrn. Later we had H ~lation Af 

Maymyo in Burma fur a tj me. 

Whf.n I first arrived. the Russians were using dinomic syllabaries c:::::==;:::==;::::::::======::::::::==:::J (a different one. 
a!'. far as 1 remember. for each message). This was prc'tt.v COB\' stuff fo~ 
Colonel Jeffery after his work on Chinese, even ulthC~gh he refused 
absolutely to learn nny Hussian. Shortly after my ·~rrival, a new 
cipher with the discriminant name AZIYA was introd~ed. This was 
:;. lightly more: troublesome, as one of aboul"L-----------1 
was employed for each messa.ge, first reading from left t·9 right, then 
from right to left, t.hen left t-0 right and so on. This was my\first success 
in Simla . . . 

Colonel Jeffery departed on leave for England in Decembe.t 1921, and! 
l was Jert in charge. But just before he left, the Russians ·had intro-i 
duced an entirely new type of cipher system . Again 1 have to\ make ll~ 
a n example. They used a dinome syllabary for lhe basic subf;titutioO: 
a nd what we ca lled a conversion table , providin~ random \dinurn~ 
~4uiv ... lenL" fo r t"cu.:'1 of lhe dinomes flO lhru 99. Th~ i nlermedi~t e tex i l 
wi=i s _off the dinorrie cut] 
teavin~ certain dit!ils unaltered. This s.vstem was 'introduced in\ th reel ,; ·· 
stages. In the first SY!'>tem. ca lled KONSUL. dino~es rrom the\ con ~ : r ....... ·.·;·.:.><:/ 
ver3ion table were subs titu ted for the be and de dinomc~' of the 5. figurC. f 
~roups of the int.crmcdiote text , leaving the first difiil ~f-group~ \un~ f / .. <-.·-<~~ ··· 
nltered. I : .. I /~:::> 

Ter OH!flET ~; i8A:: '··----.\~«~::>:> 

EO 1 . 4 . (b) 
EO 1 . 4. ( c ) 

EO 1 . 4 . (d) 

J. H. TfLT~AN f8P !ltd<Cl UMBRA 

,~~...,..,....,.,.,..-,...,........,,....-,,...-....,--.,,...----1 reconstructe 
sy a ary rum t e portions o · me~sages whkh retained 

the dinomP. c:ut and rend the rnes.sagP.s wi thout full y un<lersurnding 
wh1H Jul J>i:M?n ed i11 the r.ase or the other t hree-fifths nf the l~xt.. Ry I hi s 
ti me I wa!' in touch with Munl7. in Baghdad and had the mortification 
of being lold the explanation by him . I >hould perhaps say here that 
neither Colonel Jeffery nor I had any general cryptanalytic training 
nor any knowledge of s tatistics. Our experience was llmiied to the 
very few types of systems which we had handled. and there were no 
satisfactory technical books lo which to refer . Fetterlein had taught 
me a little but only in the field of transposition - it used to be snid in 
GC&CS in 19~0 19~1 that l was the only person Fct.tcrlcin had ever 
been known to help . 

The sa me idea in another form appeared a little later in the cipher 
"ALTAJ."' Here t.he iniermediate text derived from a dinome syllaba ry 
wa~ a rran ed in 6-fi ure rou and the be and de dinome · 

.' .· •~.,.,,,,,,...,...-...,.....,...,....,.-...,.---..--...1 ._ ornetJ,me in t e spnnj? 
of l922 I prophesie that the next change wo~ld , be to continuous 
dinome conversions "oft' the cut" leaving onJy,, 'ihe first digit and thl:.' 
htst djgjt of a message unchanged. I fe}~ ,,fxt.remely gratified when 
\'ery short.ly al'terw<"lrrls this exact clrn,nge·look phu;e, blll fl\. fir~t could 
make no headway. Thil'i was partly dt)e.·to the fact that. the rne:o.:o.ngeR of 
different days of the month appe,aT~d not to repeat into one another. 
Muntz produced an elaborat.,e/theoretical analysis and method of 
solution based on the obse~vaiion that repet.itions in the intermediate 
text would be mostlv repre'sented in the cipher text bv repetitions two 

(" '"""' I I ...I 
/ to0:k· off !.o see Muntz in Baghdad, carrying my problem with me. 
,ft'l'l:e r <lho ul Lhree week.-;, I ~ulved the trnflic of ont> <lay by reariing 

" µrobahle words (such as APGANPRA ) in Lo the reµetition ::. in 1he cipher 
text ttnd re(.'O nstruct.ing the syllabary and conversion table bit by bit. 
It turned oul that there were six diffl"rent syllabaries and six differen L 
conversion tables , a nd these were used in various random combinati ons 
for t.he va rious dnys of the month. 

5 T8P BEERET ij en 
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3 8 6 8 6 3l,:ain Muntz was an artillery copuiin, younger than myself, with 
a fine brain and an enormous capacity for work. He was a good linguist 
with a knowledge of Russian (entirely self-taught) of about the- some 
standard as mine. (I had just scraped through the Army language 
t>x~m in<'tl.i on in 1920 as a :.econd cla~s interpreter; I later passed first 
cla:o;s but t he shm<lard was quite low as we couldn't go to Rur.sia to 
learn.) We suffered c1 grettl loss whe n Mu nt'Z died aged about 40. He 
:-;pent a year or two a 1 GC&CS in L923-L924 working in ot her linguistic 
fields and was consequently not. wi th 11~ when Colonel .Jeffery and I 
were held up in our w lution of Ru!"~ittn ciphers. \Vhen I left India at 
the end of 1929 tostart the ~il i lar.v Section ofGC&C.S, Muntz wok over 
from me in S imla and remained there till he died. 

Somelime i11 H>23 the Ru~sian~ i111roducecl Ion addi 1.ives for lh4~ first 
time a nd . 

L------------....1~·e i not ~uccee in iagno~ing the j 
new type of cipher for seve ral monl·ti s. From IQ2:3 to 1928 a succes..o:;ion : 
of additive serief., all of the sam(\ general form. were introduced. 
applied lo a number of code-books w'idelv ditforin i 
form. 

._ ___ .1"9 .. t e ate summer an la ol ')924, re'\'vere< et great. part U 
of the addit!ve·.(l.nd the code book of the firSt of these ·svstems. The cod~! ~ 

book co~t..ained ·2~ groups from 0000 to \f)99 am( was completely ii 
alphabetic {i.e., one'~p.a rt). [n about November 1924 "l went back to!l 
England for a mont.h."'v-i.;.>iting- on the viay fra.ghdad \ ami our Wrtr !) 
Office intercept station ar 'Sarafand in Palesrine\ .h apPea red that in ~ 

London Fet terlein hod in fac(.,olved an additive\ sy!'.! tei:n simi lar to ~ 

ours and some time earlier thun''· we reahzed wha t\ '.A'e h.&d but the.~ 
solution had not been reported to us in lilctio . \ ':. ; 

Berween the time when J returned to Siinla and the s~·rom~r.. or 1928. ~ 
we recovered va<;£ a mounts of additive and ~(or!) more Code ·books. d 
remember particularly one which contained (a(·a .. 3000 gr6up ··.,J -pord 
code, 4-fi~ure groups beginning with 0, 1 and 2, (b) ·IO(haudom "t·riOOmesE 
re pre~enling the commonest words beginning with 3, ~> ·5 ond\ 6\ and1 

TQP HiSAEl ij BR 6 
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EO 1 . 4 . (b) 
EO 1 . 4 . I c ) 
EO 1 . 4. (d) 

J. H_ TILTMAN :o: sec :c• " en 

(c) tt dinomic Alphrtbet, the dinomes 70 thru 99 representing the let.I.er~ 
of the Rus!-lian alphabet. in HlphHbetic order. Another cuclt! which did 
not retain a con~tant ''cul" cunLained 9000 4-flgure groups begi n11i11g 
0 thru 8 and 10.000 5-figure groups beginning 9. 

Jn the fall of 1925 the Government of India sent a co lumn (known a s 
the WANA column) to the northwest frontier t.o occupy Waziri st..an to 
deal with unrest amonJ( the northwest tribes, a more ~tor mv situation 
lhan usual. S1ark. the Russian Ambassador in AfghanisL~n . sent a 
cipher telegram to Moscow in which he inquired what joi nt act ion ..-,:a 5 

proposed between the Russian and Afghan Governmerns '' in vi~w of 
the ')ccupation of \\'aziristan (\.V Widu Okkupacii Waziri stana):· Our 
inlt>rpreler. who was quadri ligual in Ru s$-ian, En~li s h , fr~nt·h anti 
German. but not ou1-sumdingl v litcrn le in flHV u11e of tliem , lrau~ l;.iterl 

1hi~-"wi1h » view to tl1c O(T~ptt ti on of \\';n:irisurn ." The intelligence 
hrn111-:h of Army HeadquM1ers was in Delhi. a nd we were in Sim la. and 
there was a d11.y of near r. ri :'iis in Delhi before someone. realizin~ tha t it 
would take something like six months for Russians and Afghans to join 
forces over the Hindu Ku~h. queried the translation back to us. I we ll 
remember Colonel Jeffery saying: " In future a ll startli ng st.atemenL<4 
of this nature will be viewed with the u t most suspicion." The outcome 
was that 1 was told to check all ou r interpreter's translations before 
they went out. 1\:ly knowledge of Russian was ve ry inferior to hi$ but 
m_v st-andurds of accurac.v were a lot higher and the new order meant a 
great deal of extra work for me. At this time I was ln fact involved in 
all aspects of the work, diaµnosing" the ciphers. recoveri ng the addi. 
ti\·es. reconstructing the code books, performing the rudimentary 
traffic analysi~ tasks necessary, visiting one of the int.ercept stations 
at Cherat and directing the intercept covera~e. tran:;lating: or checking 
tran~lations and frequently having to argue 1he meaning of me!:sages 
with the general staff. On t\VO of m.v three visit~ to Ba~hlfa d, I i:tL<.;.u 
worked in the Baghdad intercept station in the se t rourn . All 1his gave 
me breadth of experience which comparatively few oLher c rypH111Rly~ts 
lmvt" lrnd Lhe opporlunity of ;icquiring. Also. flt thi~ time I had to pro· 
vidP a prnctirnl fo~ld cipher for 1he India n Army . This and its weak· 
ne)'-s are de~crihed in NSA Technical Journal (Vol. XI. No. 3. Summer 
!9G6, p1ui:ts. 4 flnrl 19). Jn ;\ovember 192!1 I retired from the British 
Reg:ular Army to become a \.Var Ottice civil servant. the first of two 
clas.~ified as "Signal Computer~." It wa~ arranged that I s hould :-)ta.v 
on in S imla . In 1927 I took eight mont h~ leave in England durin~ which 
l worked for three month:\ dl GC&CS {thtn in a hou:;c in Queen 's 
Gate). 

In 1928 the llu!\sians for the first time introduced one-ti me pads 
but we were no~ able to do very much with them. There were two sizes: 

rer sc@nET ei on, 



DOCID· 
IOF SECREI UMBRA F.XPERIENCF.S 

3868631 
(A' 11 lines of tive 5-tigure groups. i.e., 275 figures, used with messages 
of not more than 550 figures of intermediate text and (b) 11 lines of len 
5-figure ~roups, i.e., 5&0 figures for longer mcsso cs but an mes.sa c 
exceeding 1100 had t.o be divided into artf.. 

One anecdote I must tell in reference to our earlier more 
cbys: In 1920 1-here were two Rnssian cipher clerks in Kabul, 
Kot\ov and Serafimowit:h. The hiller w1-:1s t.he less reliahle of lhe 
and when su ffering from frequent morning hangovers made :-.o 
mistakes in encipherment that eventually an order r:a me from Moscow 
that in future all cipher messages must be signed in cipher by the 
clerk responsible. From this time on. messages were signed either 
Zachif~owan Kotlov or Zachifrowan Serafimowich, which presented us 
each time with 40 or .5() addjtive figures. But the dav came when Sera­
fimowich himself deciphered a message ordering hi~ to return to Mos­
cow. as his papers were not. in order. He fled at once for w.nctuar_y to 
the British Embassy but. was ejected, and I re~ret to say was never 
heard of again. 

In 1929 the \Var Office decided it needed a military section in GC&CS 
and I was chosen to start. it. There had been a naval section there ever 
since the end of World War ], the residue of 40 OB. I left India at the 
end of 1929, having been with Colonel Jeffery for eight and one-half 
.vearn during which I had learned how to parry his sharp wit or divert 
ii on to othe rs, ~rncJ y,:e had becomt- firm friends. At the beginning of 
March 19.10 T joined GC&CS agHin, this Lime as head of the newly 
formed military f".ection. hut 011 the War Office p<tyroll. Captain F .. .\ . 
Jacob (afterwards CoJonel .Jacob who later succeeded me 1:1s Sl.IKLO 
Washington in 19&4) retired from the Army and joined me as deputy. 
He had in 1925 won a prize in the first of two cryptanalytic competi­
tions open to army officers in India which I had insti tu ted and pre· 
pn rcd under the auspices of the Intelligence Branch of the General 
Staff in India. I was a l:;o allotted an establishment of four posts to be 
he ld for t.hree years by regular armv officers (normally with Jangua J!C 
qualifications ) seconded for training in military cryptana lysis. Except 
in t he case of Italian, which I left entirely to Jacob, there was at the 
rime virtually no military intercept to work on , and I se t mvself the 
objective of getting as much cryptana lytic training and experience as 
JXISS.ible for myself and my officers by collecting cipher systems that 
nl .h~rs n niltl n' t or wouldn't deal with . This policy was criticized more 
Ll1an out:e hy my µaymaster in lht' \.Var Office, but there was rea lly no 

Ter szeac: umsax 8 
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EO 1 . 4 _ ( c ) 

EO 1 . 4 - (d I 

J . H . TILTMA" I'i1P iEEffEI JJe:tbkA 

alt.~rnative if we wanl~d tu gain exµerienct> in cryptanalysis. and par~ 
ficul arly r.:rypta nnlytic diflgnosi~ . The deci!;ion tu use army offic~rs tu 
form a r eFOe rve in case of war wa)<. not an 11nqw1lified -s ucce~-;. Only one 
of the first batch , Pri tchard, was ,,.·ith me through World War Tl. An­
other of them was recalled against my wishes during the Abyssinian 
War at a cri tical stage in his career, and he suffered professionally as a 
result. 

Th e Governme111 Code and Cipher School had bv now moved to 
Broad way Building-s. part of which it occupied in ~onjunction with 
M 16 until we mo\'ed to Bletchley Park in LQ;~g. A.G. Denniston was 
:-{till Uirector. Ern~ t Fettcrlein wa~ still in my opinion far the bcsl 
genera l-purpose c r.v pta.nal~st. Oliver Strochc.v held the title of Chief 
Cryptographer . whic h he ret.oined until I took it over in 1942. He had 
been in the Wa r Ottice Cork Street department durin~ \Vor\d \Var I 
and had a considerab le rcpu to t.i on fo r :o'ucce3ses both during the war 
a nd si nce i l l' end. t J.KS. Cooper. who join~d together with four or 
five 01her young rn e n in 192.1, bet.·ame lhe fi rst head at the Air Section 
in 19:36. There were al~o 10 or 11 i;.; urvivor~ from World War I, m0s1 of 
th e m nmmal ly en .ga~ed in the reconst ruct ion of code book,;. 

l\:luch of my a('rivitie\:\ in London from 1930 until the outbreak of 
\ .. •e r in September 1939 ha!' al ready appeared in th e NSA T ec:h nicul 
-hiurnal Th~ stur.\· of' our :-o.olution of the va rioos Comintt> rn ciphers 
1931 rhrou~h 19:14 <1µp~11r P.d in the T1•d111irol .}011rnul,\iol. Vlll, '.\JP. -1. 
F<tll 19(j;~ in an 1utir.le "The fk ve lnp 111~111 nf tl1e Arlditi vP." nf which it 
form s the first pan . 

My conn ection with tlapa ne:-.e ciphers and the .Japanese l auinia~e 

wa~ described in soine det a il in the Journa l. Vol. XI. '.\v. :-t. Slimmer 
1966. pai::es 4-9. r tvok no part in the Uriti:;h !'i(llution o f the ,J.apane~e 

Hed machine. The dire<.·t parr in this was taken by Hu~h Foss, who 
joi ned u~ about Waz. Foss a l:-:(1 performed the tir~t ana lvsis in t he 
British otticc o f the German commercia l Enj~m a machine. . 

9 TliP 0EEllET ~:::Bfh1 
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