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(U) OFFICE OF THE INSPECTOR GENERAL 

(U) Chartered by the NSA Director and by statute, the Office of the Inspector 
General conducts audits, investigations, inspections, and special studies. Its 
mission is to ensure_ the integrity, efficiency, and effectiveness ofNSA operations, 
provide intelligence oversight, protect against fraud, waste, and mismanagement of 
resources by the Agency and its affiliates, and ensure that NSA activities comply 
with the law. The OiG also serves as an ombudsman, assisting NSNCSS 
employees, civilian and military. 

(U)AUDITS 

(U) The audit function provides independent assessments of programs and 
organizations. Performance audits evaluate the effectiveness and efficiency of 
entities and programs and their internal controls. Financial audits determine the 
accuracy of the Agency's financial statements. All audits are conducted in 
accordance with standards established by the Comptroller General of the United 
States. 

(U) INVESTIGATIONS 

(U) The OIG administers .a system for receiving complaints (including anonymous 
tips) about fraud, waste, and mismanagement. Investigations may be undertaken in 
response to those complaints, at the request of management, as the result of 
irregularities that surface during inspections and audits, or at the initiative of the 
Inspector General. 

(U) INTELLIGENCE OVERSIGHT 

(U) Intelligence oversight is designed to insure that Agency intelligence functions 
comply with federal law, executive orders, and DoD and NSA policies. The IO 
mission is grounded in: Executive Order 12333, which establishes broad principles 
under which IC components must acpomplish their missions. 

(U) FIELD INSPECTIONS 

(U) Inspections are organizational reVIews that 8$Sess the effectiveness and 
efficiency of Agency components. The Field Inspections Division also partners 
with Inspectors General of the Service Cryptologic Elements and other IC· entities 
to jointly inspect consolidated cryptologic facilities. 

UNCLASSIFIEOh l'ett 6f I ICl>!i:L U9f! 61~LY 
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(b) (3) - P . L . 86- 36 1 
I. (U) SUMMARY 

(b) (3) - P . L . 86- 36 
, (b) (6) ...... ------~~~~ (U//f'6UO~ On 30 June 2011, the NSA/CSS O I of Ins ector General OIG received an 

allegation tha and Program 
Manager._ _ _. e to o tain pre•publication reyiew ofa resume she used in conjunction 
with her personal \)usinessJ ·. · .° · 1 ! It was further alleged that 
I knowingly and willfully submitted fal~ OQE459"s: Confidential fi~~cial 

Disclosure ReP9rts, by intentionally failing to list her partrl~r~p id I· · · · · · · · = • • ... , (-b >- <-6 ... )! 

(U/IF0U8j In. addition to obtaining sworn testimony~ : ·. ~ .. · · · kc, i~;,;.;~ her 
former immediate supervisor; We also obtai)!~d! . . - - - · · · · '"1.GE450s covc;iing 200~ 
through 2912, h~ signj F?t:IP-Gl 79 Security Agreem4::nts; and peflinent ~ceids related:to her 
involvement wi The NSA pre-publicaµon request database.was_atso searched fok' 
relevant'records. The investigation d~tennined that, although aware ofthe requirement to do so, 

! !failed to ob~J'L pre--publication review of resume iQj<Snna:· 0: U"4 m int°bon 
with her position inc::] The investigation also detennined_tha~ ... --......... """"l'l!!""_J~ isted n 
her OGE450s for 2009 and 2012 .as reqµired. However, sbe'inadvertent yaded to list e 
company as either an asset or an outside position on h~·OGE450s for 2010 and 2011 . 

(U/IP()H~ The preponderance of the evidence; &ipports the conclusion thatl ldid 
not submit resume information, which disclosed both her Agency affiliation and ~lated job 
duties, to the NSA/CSS Office of lnfonpation Security Policy (OISP) for review prior to 
releasing it publicly, in violation ofNSA/CSS Policy 1-30, Review of NSA/CSS' Infonnation 
Intended for Public Release. The-preponderance of the evidence supports the ~nclusion that 

I . !did not r71owinjy and willfully submit false OGFA50s by intentionally failing to 
list her involy~ent i . .: 

. , . , 

(U//FOUO~ A copy of the NSA/CSS OIG report will be forwarded to Employee Relations (ER) 
and the Associate Directo~te for Security and Counterintelligence (ADS~CI) for information 
and any action deemed app~ate. 

(b ) (3) - P . L . 86- 36 
(b) ( 6) 

UNCLASSIFIED//fBft ffl'f'fCtJtl: lfSf? M'f:Y 
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II. (U) BACKGROUND 

(U) Applicable Authorities (b ) ( 6 ) 

(U) 18 U.S.C. § 1001-False, Fictitious or FraudulentStaten,ents: 

Whoever in any matter within the jurisdiction of any department or agency of the United States 
knowingly and willfully falsifies, conceals or covers up by any trick, scheme, or device a material 
fact, or makes any &Jse, fictitious or fraudulent statements or representations. or makes or uses 
any false writing or dQCument knowing the, same lo contajn any false, fictitious or fraudulent 
statement or entry, shall be fined not more than $10,000 or imprisoned not more than five years, 
or both. 

(U) NSA/CSS Personnel Management Manual (PMM) 30-2, Chapter 366-Personal 
Conduct 

Section 2 - Personnel and Security Standards 

Part 2-1. Work Environment 

... K. False Statements - Employees will not knowingly make or present a false or 
fraudulent statement or claim; enter into an agreement or conspiracy to defraud 
the Government by obauning or aiding in the payment or allowance of a false or 

UNCLASSIFIED//f¥Jfi. 0Ffl€liH. HBE BNI:,~ 
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fraudulent claim; or, knowingly and willfully falsify or conceal a material fact by 
a trick. scheme, oi' device ... 

{U) NSA/CSS Policy 1-30, Revkw of NSAICSS Information Inte1Uledfor Public Release 

Policy 

... 2. Public release in a private capacity: NSNCSS affiliates acting in a private capacity, and not in 
connection with their official duties, may prepare information for public release ... provided that the 
affiliate: . .. 

... c. Uses only information that is UNCLASSIFIED and approved for release .... 

Procedures 

... 6. For public release in a private capacity: 

a. Resumes (includi~g those .intended for po$ting to public Web sites such as USAJobs.gov, 
Monster.com, and NSA.gov, or mailings to private companies as part of a job search): Current 
and former N$AICS~ affiliates shall submit resumes intended for public release to the Office 
of Infonnation Secwity Policy (DJ2) for review according to procedures published on the 
Office of Information Secwity (DJ2) Web site and on nsagov to determine whether they 
contain NSA/CSS protected information. Before publicly disclosing bis or her NSA/CSS 
affiliation in a resume, a current affi,liate shall seek OPSEC guidance from an SSO and solicit 
a name .check from Chief, S024. A current affiliate shall have his or her resume first reviewed 
by his or her organimion's CAO before submitting it to DJ2. 

UNCLASSIFIED#FOR Ol'RCiltt USE OM,¥ 
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Ill. (U) FINDINGS 

(v~'lffi#:J8) ALLEGATION 1: Did! Vail to submit resw information, 
which disclosed both her Agency a/jiliation and related job duties, to the OISP for review 
prltJr releasing it publicly? · 

(U~'F8f':!€Jj CONCLUSION: Substantiated The preponderance of the evidence supports 
the conclusion thatl.__~~~ldid not submit ~sume information, which disclosed both 
her Agency affiliation and r'elfitedjob duties, to the OJSP for review prior to releasing it 
publicly, in violation ofNSAICSSl'olicy 1-30. · 

(U) Documentary Evidence 

cuOResponse to DoU'sl IRFP . 

(W/l'OU;;; A!Qres nse to • 0ori-m i -~'ir" ofiliel I program, dated 
11 March 2011, li'ste. . one of se~eral ~con~tors. , Further, the response included 
a one-page resume for . · • which listed her·i,.s a prpject manager at NSA from 2009 to 
present. The resume listed several· , · o duties i · 

response .The 
~:""ffl:::-,:,''1:"'17~~~~:::-,~=~r~ ..... 1:-.• .i:-._':"": ---:---~- ~- .:--:_ ::.~:.:--=~ ... ':"" • • - ."":"":"~---

·• ........ H_b_) ,-, 6- )...-1 ~--•• • ••• • ' - , b-)-( -3 )---p -. L- .- 8 6---3-6 
(U) OISP Records , (b) ( 6 ) 

(1;.JI IFOUO~ A check of OISP record~ f'!i.;; June 2010· h~-~tober 20 I I specific to reiumes 
disclosed no results fo~ ~ ·, · _ A separate OI~P d~ase had no record ofl I 
having requested a pre-publicat10h review of any documel)c' from 1989 to October 20 J 1. 

(U) ADS&CI Reco~-:::::,, /,,<~·: 

(U/!?61:JQj ,\J)~d ~ords disclosed tJwtl : ,,. , : 0~igned Security Agreements as both a 
contractor and a civilian. As a contractor,[ · ~gned the relevant Form G 170B on 

I I She signed the Form Gl 70 Sec ment as a civi~ian emp~oyee on 
....__"!""""""~---1 In signing both fonns, ~~~""l""""~agreed to submit for review all 
materials she prepared for public disclosure , at contain information obtained as a result of her 
relationship with NSA. Furthermore, she agreed not to disclose such materials publicly until 
having received written authorization to do so. These two forms are attached as Appendix B. 

UNCLASSIFIED/~ Bf'Flet:M; t:lSf OM:l' 
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(U) Linkedln Records 

(U//FOUOj lresume on Linkedln.com lists her as being a program manager with 
the Department of De~. sincel I It listec\ nQ associated duties. The resume 
makes no mention of her affiliation with NSA ' . 

(U) Testlmonlal Evidence ',,,, _, ··.. I 
(b) (3 ) - P . L . 86- 36 1 

(U//FQHQ~I l. · · · · .-..,. r • -.~, -------. f .. I"' "' f 
~ ' '; .. 

(U.1/FOIJO) On 06 August 2013,, . . · · · '/ IProgram Manager, GG-t3J ___ lwas 
interviewed and provided !l!e fol owmg swo,ff). testiiiiony: 

~;;.;./.;.;;/F;..;O;;..;~;..O~H;;.;;.;..e .;.;w;..;;;;;.i .... • ---.--...a;;.;,,;ran~ch;.;..:, chief anf s~esrv,sor from! lo 
• d her had an outsid~ business, but 

t-----, ... co~dT1""'e"""9ctl-,_ ~I --no .... 1-.a.'1""'1"1ti:"P.o--n~· ~ iJ~: .. He did;notkno~ whetbere::::::Jused a 
resume in conjunction with.her outsiqe position·.aRdAi<f not recall~ing asked to;review or edit 
such a resume. I l~!W. pf the requitemenf.'to ~bmit !.es~es. and even works of 
fiction, to the OISP for· pre;.publicaffon--i:evie:w pr.ior to:using 'thetl) outside ofNSA. She would 
have both received a briefing on tfiat respbnsibtlify~ an~ s~:l! reiatedform as-'part of the 
orientation process for new emp __ loyees. . JI ( b ) ( 6) f ... .... : : ~ :_ ...._: _________ ......, 

· · (b) ( 3) - P . L . 
(U//f10U01 : , I · ......... ·. ';~ ... :· .. ·\. . . . . . . . . . . . . . ( b ) ( 6) 

• • 
1

, fl t ,', .., .. ~}--------

(U//fOUO,On 13 August2012,I / // : _'.·,.·: ···
5
-~:-

1
:~·\ 

and Program Manager J I dG-14, ,was int~dd and pr:o~deqtlie folov&g sworn . .. " - ' . , , , \ testimony: ,: . · · , , . ·. ·• · . , 1 
_., •'"'; I I I >; • It \ 

(U//rOUOj .. ----..-lb!~~ .ot';be re~irehlent to ~ubmif i~fo~11ti~'intend~d for public 
release for pre-publication rev,iew and ~utho~zation. ~he· did so d\lrilft her first #me period as 
an NSA civilian when she was applying to ~comt; ,g ~ontractor and th · ain after becoming a 
contractor when searchi.qg' for another'job. On both occasions, .. ".. re iiired a resume 
that would include in(oimation aboqt her wptk with tlie Agency. f urµter, ____ ,. called 
being· informed ofttie requirement.whe,n signing her S~ty A~eements wi~ N~A as both a 
contractor and civJUan. / . · · · · · ·. ·.. · 

; - \ 1 I I I I 11 • 

I ) # I I I I 1' I 

(U//f'::~ ln' ~gard to her (!$)me ~ -submitted byOn ~tcompany~s res~sl: to the RFP 
o~ I ~-:· Wd not submit the infont1ation in that resume fa,:: 
pre-pu 1cation review: "Thaf s a mi~e on -my part." ~lie had used an old, OISP~uthorized 
resume that was quite detailed in conjUJlction with her itlvolvement withc:::JmdQ 
However, at some pointQpersonneJ asked her to provide them updated informatipn •{elated to 
her current position andj<>b duties wi.th NSA.. 1 !verbally provided the information, 
which apparently was later used byDp create an updated resume for inclusion in ihe 
response to thei RF'P. Previous to her interview with the OIG,_~~~~- as 
unaware that this specific resume had been created and used in the response (s e never seen 

UNCLASSIFIEDI/F0B. BfFICfztf: UBE 01\'I;}' 
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the written resume prior to the interview). However, she was aware tbatQwould need to be 
able to tie her skills to customer needs.! ~imply made a thoqghtless mistake in not 
submitting the information for pre-publication revfow.p~or to its release;· 

(U) Analysls and Concluslons : (b) <3) - P . L . 86-36 
(b) ( 6) 

(U//FOUO~ In her testimony.! liicmo\.vfeage<fthaf .sheii~ well aware of the 
require~ent_to submi~ Age~cy-affiliated in_fo~ati~f! !ntentfed for p,ubl,ic release _for . 
pre-publication secunty review and authon~tJoH; slie had been b~efe~ on and signed Secunty 
Agreements acknowled~ng the reguiremehi and had submitted i:tsumes for appropriate review 
in the past. FurthermoreJ lsaid that she knew wh~'provlding the information that 
Ointended to use the infonnation related to her current po~itipn wiµi the Agency to 
demonstrate to clients that her skills were applicable .to their n~s. ~he also acknowledged that 
her f~Jure to submit the resume information she provide4•toC:Jhad been a "mistake." . . ' 

(U//f'6tJ6) NSA policy is clear in requJring that any irifo~~on iniended for publi~ release 
receive official approval prior to said release.I Jmew f:bis and yet failed to obtain 
approval to-release information related to her current Agency affiliation and job duties. The 
preponderante of the evidence supports the conclusion th# I ~id not submit resume 
information, w~ch disclosed her Agency affiliation and r.clated job duties, to the OISP for 
review prior to releasing it publicly, ·in violation ofNSA1CSS PoJicy 1-30. . , . .. 

•' , . 
.. ,. 

(U/lffltm) ALLEGA"f:ION 2: Didi ~owingly and willfully submit false 
OGE450s by intention~ falling to list her invo_lv~ment inl ! .. . ~ . 
(Ull'PtJ&e) CONCLUSION: Unsubstantiated Phepre~erance of the evidence supports 
the conclusion thatl ·, l#;d not inj'_ij and, ~Jlfi,lly submit false OGE450s by 
intentionally failing to list her lnvolve:nJent in , . · · . 

' .. , .. ·. ·- .. . , .· ·. 
r . . • 

• I •• • 

(U) Documentary Evidence ' 1 ( b) ( 6 ) r 
• ., "' • • , ~ I 

(UQespoo·s~-t~-DoD'• . ,·· l~FP .,, ____ _ 
. . . ......... _________ __ 

(b) (3 ) - P . L . 86-36 
(b) ( 6 ) 

(U/IF0tl6) ~e I l lMm~io I IC] response 16 a DoD RFP mentio~ earlier in thi's.report ( see 
Appendix A) hsted a subcontractortoO Further, the RFP included! ! 
resume. 

UNCLASSIFlED//FOff. Of'flCI-M, HSE ONLY 
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(b ) (3) - P . L . 86- 36 
(U) Maryland Corporate Charter Division Records ._(_b_) _< 6_l _____ _ 

• 'A 
• I' 

(U//FOUO} Records of the State of Maryland's-C_orpo~e Charter Division disclosed thatc::J 
was organized and approved as a limited liabjli • co~y (LLC) onl I The ·. 
articles of organization, signed by listed her as both a partner and the resident 
a ent of the com any and listed bo dress as 

Tru:.{oM listed -----.c..::.:.:::;.:~~::::.a-...1.1:=c.;.;.::;.~~~=..a...------Lf • , , . ' ,, 

,,:: ------ :...:..,~l (b) (6)! 
U/WOUO According to the recQr{is,_-,_-__ - _-,: -. _-_ -_ --~dl·-·-:-:-:-:-:-:-:-:-:-:-:-:-:-.·-mredr;;-~~; 

:t;C oii .. . . 1· J ,igned as the resident agent and both she and 
signed ·as general partn~rs of the company. 

(U) Administrative Law & Ethics (ALE) Records 

(U//¥00O~ Records of ALE, NSA/CSS Office of the General Counsel, disclosed that 
I Us a required OGE450 filer and bas digitally signed and submitted said forms 
covering 2009 throu~ 2012. On I IOGE450 for 2009, she listed her partnership in 

I lls a current outsiae•positi~n. However," she did not list the company as either an asset or 
income. 

1 
In di itally signing the· form as I , lsupervisor, I ~ndicated that 

1-----.---~if"!. i_a~i~n wi~as unrelated .t? her .:assiS!!ed duties. ,However, because 
: ..___.was a defense c?vtractot in 11,e same ~~~e!~_ fiefd asl ; , , , lduties, he 

: . recommended. that ALE issue I )a Memorandwn:of:C-a1.JtlQ . MOC alertin her to 
, : : the pot~ntial r or a confi ict or appearance of a conflict. < b) ( 3 l - P . L . s 6 - 3 6 
.,' •• ---. (b) ( 6) 

---~: ·-· -· --~Ul/f6U°' ReoorEls revealed thaj lwas list~4 p~ither as a·ct!1,'.telit 0.,..,1-p.;...a.;...st_o.;...u_ts":""id:-~-'po-s"":'itJ-:-. o_n _ _. 
I (b) ( 

6
) t ~ nor as an asset or income onl.._ _____ 160E450s c:owmi 2010 ~d 2011. The 2010 

·· -- --O-QE4~~ was signed on 14 February 2011 byl .. · · · J who indica~d tha• : I 
reported tinancial Interests and affiliation_i;.wete unrelated t_o her assigned duties and no conflicts 
appeared to· exist._ Subsequent.(o~s-Were signed by other supef\lisors. J~ I 
00~450 c~v~ring "201-?-,~s-~e lisie(1 , ~ a current asset and in~ome, ,butdid not Ii~ i~ as an 
outside s1tion. Her·curreirt-S1Jpetv1sor,[ I signed the fonn and md1cated 
that.._ ___ __.reported tinancial.ipterests and affiliations" were wµ-elat~ to her 
Govemment ut1es and no contlicts'appeared.t..o_ ~~i_s~-- j ..,G_(_b_l -< 3_) _ __ p _ __ L ___ s 6-_-3_6_1 

(U/,'fOUO) According to ALE personneJ, rio MOC was 1ssu~d related:to the 2M9 OGE450. The 
form covering 2009 was not reviewed until October 2011 due to a-b~cklo . The form covering 
2010 was reviewed in June 2011. Because the 2010 fol"Ql did not list d a potential 
conflict no longer appeared to exist, a MOC was not issued to.._ ___ ____. 

1 Under a section titled "A~ts and Income" the OGE450 requ~ filers to list all sources of salary, fees, 
co.mmissions, and other earned income of $200 or more for themselves and $1,000 or more for their 
spo~es. Separately, under a .sectipn titled "Outside Position/' the form requires that filers list all 
positions outgde the U.S. Government held at any time during the reporting period. 

UNCLASSIFIEDl}FQR Qf'FJSiiW. l:ISE ~T:bY 
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(U) Teatlmonlal Evidence 

U//~j._ ____ _ 

(b) (3) - P . L . 86-36 
(b) (6) 

- ; -~~~. : 
(U/lfOUQ• On 06 A~gust~013.! lwas-ui~~~\41ed and prov~ed the following 
sworn testimony: · . _. __ .. • <. ,.-.-<·:_/ :::,: \ :f 

(U/lfQUQj hhe compamdisted om ,:•'r :-: 1oG~450 for 2~9 was an outside 
business owned ~I I _ I R~:~4 nqt recall any:additional details, to 
include whether the ~m~y-was acii~ or q~ct, ·w~ pi\'<tlyed in G~vernment contracts, its 
line of business, and w~t! . · p>~ition was w.ithiri ~ comP,311y. He did not know 
whyr:::::Jwas listed as art <?Utsldt positi~,, but 1)0t -~· an' asse~·or. in-co e on the 2009 OGE450. 
I ~pee~~-~~~ the time ~e comp{'eted ~e fo~, : old him that the 
company was a defense 9oblractQt ~(tllereforehe'iooqm~ed.fti~t•~ ·E-~e a MOC. He 
didnotrecallwheth~r.A.LEdids~:_.: .: l (bl (6 )1_:· ,: ···; , ; ··· ··1 (b) (3) - P . L . 86-361 

(U//¥0UO~Altbo~~ at the time,,,· . , 1 ' ·, .fw~s iiof I~nge~ : . -... _ .. -; .·'isupervisor, he 

signed as ~ her OG~S0 .~y.ering 2c o;7i¥bl,~risc. J-/uman Resourees hod not updated 
her su rvisor's name m tJte1~ 5ysten:i. : ·. • 9id not s,p,ec1fically recall reVIewmg 
____ "!""!!!"!!!2010 O9E4S0. Becau . was, n<1t listed, ht.?id not report any potential 

co .1cts to ALE.2 , · ' -:, ' 
' ' . . 

(U//POUe::L----....;.~HJ~llm'1.!Sl~"'· allte an OGE450 annually due to her duties as the 
program manager o for which sh.e schedule~ resources and 
alloca~d the bud~et:". -:H":"'o_w_e_ve-r""', ____ ....,.as not a Contra<itlng Officer's Representative 
(COR) on(J>~'any other program. · · 

# ., ., "' I 

u / / ~ (U)l----------r - - · - - - -... _ _.: · · ·: 
• .. .. I "' t "' '\ 

I.,.,., I ,._ "' \ 

(U/IFOUO' On 13 August 2013, ... ! ---...... · !w~ 1n~t~~ ~d provided~e fol~owing 
swomtestimony: ·l (b) (3) - P . L . -6.6-3,61 

I 

(U//filOUO) Her duties at NSA include the management of sev~rat software develop~eni·and 
research projec~, including managing their resources and bqdget, :assigning tasks, identif)ch\g 
tasks, and setting goals and objectives. She is not a COR. Ra(her; she considers herself a · ·:. 
Technical Task Order Manager who keeps the CORs informed of what is going on with the ·: .... 
various projects. .' . · ; : -!<-bl_(_6_>1 

: - - - .. .. ,: - - - ::-.. -.-.; .. : .. : .. ~:r:-:,.-:.,.-:-~~:,..~ .. o;..._'1--_~ .. -----=::~-::• 
(U//FOUOJ ~as ~~e~[in[:l•~bifs•pe9plebe~:requesting her ~dn-·· .. -.: 
I l,;tof ess1onal services. ]t has stayed'~ actiye coiri 'an since i~ formation Md is ,a ,' 
partnership with no other e~plorees. · · · usesr,--7 
I I While she was a c<,mtractor._ ___ _. ook an acti'~e~ 

' . 
2 The OIG investigator pointed out that even if...__~--.&;.;.;;.o.;.;lo;.;.naer;;;;;..;;h;.;;.e)d an jnterest uQt the end 
of 2010, she was still required to list it as a former position. ponded that in reviewing 
the form he had not made that connection. 

UNCLASSIFIED/A'Olt OITJQi4-J. USE O~Y 
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the company. However, since joining N~A inc::J her role has become more and more 
peripheral. She tends to rform administrative ta;;ks forc::J but no longer works on any 
projects. Becaus also ha's ~ fnil-ti_n:i~ j9bc:Jis operated as a 
part-time side busmess. ( b) ( 6 ) • ' · · · · · 

~: .... . ..... .... . 
on.'two Government contracts. 

· approxmiate y,stx-:month long contract, which was for 

o con . ave en e neve( en.a prune contractot to e """"'"----!""T"'-----;-, · 7 ne~eirepresente ... ·. o~f;he .GQY~~~t._- ~he has attended 
__ meetings WI employ~s, .~ut not with Govetnment personn~l. (b) ( 3 ) - P . L . 8 6-3 6 

, •• ', , • (b) ( 6 ) 

(U//1-0UO~I kitd aor itittritioria1l y [eave lier."affili~ifoit "wf tC:]o .... ff-of_he_r - :----
OGE 450s; the omissions were an oversight. In regard tQ her form covering 2009, ._! ___ __. 

said that she did not know w,h~as listed as an outside posjtioJ),'but not as an asset or 
income: "It sho:uld have been lis~ [uiider both outside ~sitions$d assets and income]." She 
speculated that when completing .the form she may have thou ·i tliat listing the company under 
one ~tion of the report was sufficient. · At the time cqmpleted the form, she 
discussed her involveJI1~nt itC:]with._ ___ __. She never received a MOC from ALE 
related to her involve~ntwith the company._: .. · .. I (b ) (

6
}! 

(U//POU01 :' !could not explain,~hy she did not 
0

1istc:::lorl.h~:kxt tJo OGE450s, 
but then listed it on.her most"re(:Cllt O.·.GE450 covering 2012: •.'I thinlc-it rnty IYl;just been an 
oversight." I :' ,~_{)CCUlat~ tb~•OO ~e 2012 OGE459.sJ:feJi_sted ·. m; asset and 
inc~m~, but not l\S an outside~posi~on, ~~ al~~t~hnifalfy· a partner, she was no lo~fer 
active m the company. She listed 11 ~ as;s1111,d joomel ·, • _ 
I 1 F~er, ·: · ~~g~~~~o:~:t!1~.d~ons for 
outside positions, which state that as:a filer; 'S e 1s tQ -Ust,any out61de posltion,:regar~le-,;,::,=.~f=---------. 
whether or not she was compensateq:,',.Oh. Well-,'1 guess that! should list it there.": (b) (3) - P • L • 86-36 

, -: , , , ·' ', , (b) ( 6) 

. , . ·~--------U//Feffl:1 ~ :aslted wlietner slie ·had ever spok~ri wiili h~r currebt )ripervisor, 
about given,ihat she listed the company oo.heF·20fi OGE450 and yet 
ad signed off trult ,no ·C:Ontlicts appe_ared to ex 1st: ''Nq, I haven't talke4 to him about 1..1-·t.-,,::::::::: as unaw~ tha!Dad been a defense contra~tor. , , ', 

(U//F.OUO~ , · ' I~~ -~~thing to bide. She had no reason. f~ ~i~g to cov~r up her 
invo~vement,inLJuri!lg 2010 and 2011, as it Would not have (:Oh,cemed herlupe1isors; the 
company's work was unrelated to her official job duties and prqg'ram$. Further is not 

. pursµing any 'subcontract or contract work with NSA or mi · p,ther Government agency. The 
errots on the fQnns wcie completely unintentional. inted out that she had made 
anofuer inadvertent etror as welt - listing her rental property i ~---~~ n her 2009, 
201~, and 2012·.po~S0's, but forgetting•to Jist it on her OGE450 for 2010. When completing 

•' 
- ( b_ )_ (_3_) _-- p- _-L-. _ 8_6 ___ 3_6.,.1 

UNCLASSIFIED//Ff>R Of'f'lCbtL l:l9E ONLY 
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her OGE450s, she did not use the previous version and then update it as necessary; as a result, 
errors occurred. 

I (bl (3) 
• (bl (6) 

(U) Analysis and Concluslon• · · ·. . ' 

- P . L . 86- 361 

, t • ' 

I (U/1,,U6) The investigati~J>dl;;losed no eViclence thaA · l.;~nlionally mnitled 
m her OGE459s: 'Rather, the fact that she listed her affiliation with.the company in both 

her 2009 and 2012. forms indicates that the omissions in' 20 JO and 20 J 1 w;: lr1y oversights. 
Furth~r bols~rit1g this conclusion wasl l~lure to list ntal property 
on ber;\210-QGE450, when it was listed on her form~009, 201 !,.an 01 :. Addirdoruil,,. I .:.: _Jtestified that she had never represented~o the Government ana that ad 
been a sub on only two Government contracts, neith~r'of which was with NSA or.rcJaie to er 
job duties wjth the Agency; she had no motive for in:· tiqpnll~ hiding her _a.ffiiiation' ~th the 
company. Finally, we found it reasonable tha( • - ~ - jfailure.to·simply update.previous 
electronic versi,ons of her OGE450 resulted i~her ~n~rtent <?missions of required infonnation 
on her OGE450s~ The preponderance of~e' evidence supperfs the conclusion tha• I 
?id not know1 Jy,~I willfully submit_ fa1~~-00~50s by intentionally failing to list her 
mvolvement 1 • • • • • , , -, 

t , , , , .. . . . ,, , , , , "' ,, -
' .,.1 (-b )- (-6 -t)!· 

... . 

UNCLASSIFIED/,lf'QM Ql'F1CE.H. l::ES£ 0:Nl:Y 
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IV. (U) RESPONSE TO TENTATIVE CONCLUSIONS 

(U/,'fOUO~ On 20 August 2013, the OIG send lthe tentative 
conclusions reached in the investigation. In her respo~e dated 04 September 2013, 
! Fid that she would be submitting a current resume for pre-publication 
review. Be~ause she provided no new information r~tuiring additional investigation, 
our preliminary conclusions became final. A copy o .,__ ___ ____.~esponse is 
attached as Appepdix C. : ; 

(b) (3 ) - P . L . 86 - 36 
(b) ( 6 ) 

UNCLASSIFIED#l'Olf 0f'ffCfJU, tfS£ OM,Y 
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V. (U) CONCLUSION 

(b) (3) - P . L . 86-36 
(b) ( 6) 

(UhP6l:J~ The preponderance of the evidence supports the conclusion tbatl -_.« I 
did not submit resume information, which disclosed both her Agency affiliation and related 
job duties, to the OISP for review prior to releasing it publicly, in viol;ition of NSA/CSS 
Policy 1-30. The preponderance of the evidence supports the conclusion thaj'-----­
did not ,knowin~ willfully submlt false OGE450s by intentionally failing to list her 
involvement inL_J -

UNCLASSIFIEDh'ff)R fWFlCfi'rL U5E 0NI:.¥ 
12 
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VI. (U) DISTRIBUTION OF RESULTS 

(U/ lfOUO~ A copy of this report of investigation will be provided to ER and ADS&CI for 
information and any action deemed appropriate. 

Concurred by: 

! <b ) (3 ) - P . L . 86- 36! 

Assistant Inspector General 
For 

Investigation 

UNCLASSIFIED//POB. 8f'FJC.bH: l:lSE OA1l.¥ 
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APPENDIX A 
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Personnel Privileged Information 
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NAl IONAL SECURITY AGENCY 
Fort Georgfl G. Meado. MO 20755-6000 

CONTRACTOR SECURITY AGREEMENT 
I understand that access lo Protected lnformall:>11 under a U.S. Government agency contract is subjecl lo statutory requlrements 2l<I penalties and involves a special trust and confidence ,egarding the naliooal scCUTil)'. Intending to be logalty bound. I hereby accept the obligations set fot1h in this Ag,et'ment in conslCleratlOn of my being granled such access. 

1. I have been advised that Protecied Information is informalion o!llaineel as a result of my relationship with NSA which is cla$$ifl8d or in the procoss of a aassificallon detem,ination pursuant to lhe slandards ol Ellecutive Ofder 12958, or any successor 0tdof, and implementing regulations. II includes. but is not Nrnlted to, ln1&Mlgenoo and lntelligence•relaled lnfomiatJon, sensi tive compartmented infOfmation (lnformatio11 concerning or clerivod from fnfellif,enca $0Ul'COS alld mothods), and uyplOlogiG Information (inlormetion concaming communications socvrity and signals it1toliigonco, inclvding infcnna/,on 14-hich 1s also unSJtive companmented Information) p<otecled by Section 798 or Tiae 18, Unlled Stales Code. 

2. I understand ltlal the burden Is upon mo IO determine whelhef Information 0( materials within my control are coosldered by the NSII. Jo bo ProlOclcd information. and whether the person(s) to wtiom dlsdosure i s lo be made ls/are it\llhofized to receive it. 

3. 1 understand ttial alt Protected Information to which I may obtain access hereafter. is and will remain the property of fie United States Govemment unless and until olhefwise dclennined by an appropriate oNicial or final Ming ol a coon of law. Subject lo such delerminalion, I do not oow. nor wiff I ever. possess any ,tght, iolefest, litle °' claim whatsoever lo such information. I agree lhat u pon <Jemand by an autnorized representative of the NSA or upon the condusloo ol my author1zod a.ccc,s lo Protecled lnlomiatlon. I Sllall reIurn all material conlaining such Protected lnfom1alio11 in my pussession, or for which I am responsible bec.ause of such access. I understand that faijure to retum su\.il materials may be a violation of Section 793 of Tille 18. United Slates Code. and may constitute a crima for wtlich I may be prosecuted. 

4 I undarstand that U1e unaulhori.zed disclosure of Protected lnfocmalion may invoke tne criminal sanctions proscribed by one or more of the rollowlng SlalUleS · Sections 793, 794, 798, 952, and 1924 ot Title 18, United Stales Code. and Sections 42 1 through 426 and 7~) or Tillo 50, Uf'liled Stales Code 

5 I understand that any b<eadl of lhls Agteemcnt by me may, In accordance 11,;10 apphcable law. result Ill terminatiol\ by tl\c NSA ofmy access to any or al Protecled Information at 11t1y time 11 delel'mines such action to be in tne ,n1eres1 of naliontil seamty. 

6, t agree not 10 discuss matters pertaining lo Protected lnfomia!ion excapt when nec:cssa,y for lhe proper petlurmance of my duties and only with persons who are c:urrenUy authorized lo receive such 1nl01mauon and have a need-lo-know. 

1, I agree I w,11 reoort, without delay, to my compan)" security officer or to an NSA .security represent.tllvo lho details and c ircumstances ol any pos.sible unauthorized d:sclosuro of Protet:ted k1fonnation or ol any unauthorized person obtaining 01 attempting to Obtain Protected lnformauon 

a_ I undersiand that lhe United Stales Govem mcnI may s<,ck any remedy avaaable to it lo enforce th!s Agreement inciu<flng. but not hmited lo, apphcalion lo< a COUil lKder prohlbillng d1st1osure ol information in breach of this Agreement. I have been advised that Uie adion may be brought against me in any or the several appropriate United States O..s111ct Courts v.tlet"e tile Uniled States Govemme;11 may olect lo file the action. Coun costs and roasonat>le altomeys fees Incurred by the United States Governmelll may be asseSled against me If I lose such action. 

9. 1 agree that I will submit for securify review 111 accordance with NSNCSS Regu1111io11 10-63, "NSNCSS Preputilication Review Procedure; au information 01 maleri11ls. indud"lO worits ol fiction, that I have prepared !Of p1,1bllc disclosure which c;ootain or purpon 10 contain, refer to , or are llase<l up<Jn Prote<:tod Jnrormation, as defined In paragraph 1 or this Agreement I ur <fersland u,a: the torm ·pub lic rllsdosuro• incluU<!s ;;ny (lisclosure or 1-'rotecteo 1n1o<ma~oo to one 01 more persons not authorized to have accoss tu it In addibon. ! agree· 

(J) 10 sul>,rnt StJt h 1nft•m1atia,, aad mall'fi.ills for prepubtic.ilion 1ovlow aurin; the cours11 of my acc.ess to Prc,;ccted lnforn1:1tion unoe, a ct.i,1t1 act wiU1 Ulfl NSA and the1oallfl1: 

(bl to m akP. an>' rc QVired subrrnssIons pr,o· to o,scuss,no th~ -n fn rp1;it,011 or malenJts with . or shtw,in;i tricm 10 anyonn who is 111:,1 auh0ti1co 10 have .>cr.ess to,~,; 

(Cl 1101 to o,sc<0sc svcr1 11 1il); 111a~on or materials to ;u,y perso11 Wl"!o is 11,Jf auu1omed lo ha ve arx .ess ll> ;ham ur'l•I I havu rocx:1vc ,J w111lu:, :Julli0111atic;n from tl-,c NSA thal :;uc,h disclowre cs pl!rmit:ec; and 

!di lo assign to 111e Uniteo $:;:i1es Goverorrien1 au figl11S, il!le anc.t h 1cresl a1tu ati roy;:ilties_ remuneraVon, or c·inolunient, of whaIever form 1h31 tJal'c resu1tce1. wlil msull. or m,'ly resul! fro m :i,,y disc:losure. ll\llJhcat,01. or revel.i'.Jc;'l o( Protec lecl 111f,i11natioo net consistent with the terms ol ttl1s Agreco,-,·t 
--=-==-=-=---- - ... . - .. .... .... ·--:""""- ,. . . .. =: '"'!::-· .. :-_ --=.:,,~-.... - -, ....... F'Oi\!,H l17Gi3 Rl:V ,\PR 200 1 iS01pom.><1~; G I ;oe .<>/;\' , ' 000 , 1>1,,.,, is ol>•<•o/e • P ~,I~ l N St\ i 54Q..( l,l-if; t , ~9S'1 i'AGF: 
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I unden,talll.l lhat lhe pu,pose ol lhe p republicaton review procedure ,s IO deteunine vlhethni mater~, , r.ootcmplated lcr public dildo:lu,e contains Protecled lnformahoO and. if so. to gi~•e Iha NSA an oppoitunity !O prnve(lt the Pllblic 01~ciosure of sudl information. I underSll/\d lhat lhe NSA Is ool1gated pu,$uant to this agreement. and in acc0fl1ance Willl 1tle terms of NSNCSS Regutalion 10-63, to conduct lhe prepublication review In a 1easonable limo. !o consuH. as ncc0$$ll()', with me through the review process. and to provide an opportunity fOI' ,ne to appeal ini tial review tleterm inations. 

10. In addition lo Olher con,11tions 1111f)(>SOO on me as a resuit ot m_y aece" lo Proleded lnfofmation under a contract with Ille NSA, t agree to: 
(aJ Notify the O ffice o f Secu'lly. NSA . o f an~ unofficial foreign travel o y rne during itie period o f my access to Protected lnformati>n unoer a cor,t,;ir.t wilh the NSA : 

(b) Accept such restnr.t1ons on unofficial ft>relgn travel curing the period of my access 10 Protected Information unoer a contract vith the NSA, as may be deemed ner.essary, lo prevent un:u:r.cptable risk to the nilltonal securily. to the NSI\. to personnel ossocialcd with the NSAor lo Protectod lnl01maUon. 

(c) Report foruigo niltional ossocia1ions that 111e ciose arid CQOhOuif\Q. Close and conunuilg associations ate chaiaclerized by tiesof affection. kfn"1ip, obf,gafion 01 capaclly 10 influence. 

(d) Report. ,n advance, al visits lo foteignembassies, 

11. I understand that each of the provisions in this Agreement is scv0<able, i.e., au other pro-,rsions of this Agreement wiU ,email\ 111 luN lotte soould 11 be <Setermined lhat any provision of this l\greement does not apply IO me°' ls olherwiSe unentorceable. I also understand that ttfs Agreement applies to me even though I may have executed a similar government non-disclosure agreement. 

12. This Agreement shall be il'lterp,oted under and In co11f01mance with Ille law of the un,ted States. 

13. t have read this Agreement and my ques tioos, if any, have been answered. I acknowledge lhat the briefing officer has made available Sedlol\$ 793, 794. 79&. and 952 ol l itte 18. United States Code, Section •21 through 426 and 783(b) of Title 50, United Slates Code; P\Jbl!c Law 88-290; 1)4r11nenl seciiona of E>CecuUve Ol'der 12958 or any successor order; ancf NSAiCSS Regulallon 10.63, "NSA/CSS Prepublication Review Procedures." so that I may read them at th!$ time. if I so choose. I understand and accept that unless I am released In wriliog by an authorized r~esentlllve c:A lie NSA. 1his Agreement applifts during lhe rime I am g r3ntt'd access to Protecle<I Information and at all times thereafter, and applies t.o all Protected hlormation to wtlich I may be 9111/\led access. 

14. I malco this Agl'eemenl withoot any mental reservation or purpos11 ol evas,oo. 

15. These restric11oos are consistent with and do not supersede, cooftlet with or othefwise alter lhe employee obigatlons. rights or liabilities created by e~eailive O<de1 12958. SecllOll 1211 of Tiffe 5. Unile<I St.ates Code (govorning di1c/osures lo Congre53); Seetion 103-4 or Title 10, United Slates Code. as amended by the Military WhlsUeblOwet P,oteclion Act (goveming disclosure lo Cong,es.s by members ol tM mifita,y); Section 2302(b)(8) of litte 5 , Unaed St.ales Code, as illll8nded by the WhlstleblOwer Protectien A.ct(govemi11g msclo.surH of illegality, waste, fnwd, llbu&• or pc,blc health 01.snty lhreafs);the lntellgenoe ldentltleS Prolecilon Act o/ 1982 (SO USC 421 ot soq.J (govormng disclosures that could oxposo conf/denlial Govammom agonls). ond the statutes which prolect against disclosures that may compromise the national security, including Sections 641, 703, 794, 798, and 952 ofTllle 18, United Stales Code. and Section 4(b} ot fie Subversive Activities Act of 1950 (~ USC Section 763{b)). The definitions, requirements, obllgallons, rights. sanctioos and llabilltles aealed by said Executive Order and listed · rated Into this Agieement and are eonlrotNng. 

-SIGNAl 

= FORM G 

(b) ( 3) 
(b) (6) 

... ... : /' 
... # .. :. .. 

l (b) (3) - P . L . 
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1 11 I 

I hi execuil~ of this AgrHment was wltnused by the undulgMd who ~cept~ It on behalf of the curlty Agency as.a pilor condlUon of access.fo Protected lnformaUon. . ,_ . . If I 
. . . . . ' . . . 

--
' 

9BA' 

t i 
I n 

PAGE 2 NSN 'l! 

/ ::'-·· ··11t( )J.P5, 
' 

' 

~ 

I 



Doc ID: 6595177

NSA:  00049 
Release:  2017-10

NATIONAL SECURITY AGENCY 
Fort Georgo G. Me.3de, MD 20755-6000 

SECURITY AGREEMENT 
Intending JO be legaUy bound. in con~deralion of being assigned Of detaileo to. or employed in. or having access to Protected Information al the Na:ional 

Security Agency (NSAJ, and re(:9g(liZing that ltlis assignment, detail, employment access invotves a position of special !rust and ronfidem;e regarding Ille national 
securlly. I hereby accept 1he obligations set for1h in this Agreement 

1. I have been advised that Protected Information is inform31ion oblained as a resuft,of my relationship with NSA which is dassified or in the process of 
a dassilcalioo determinatloo purs~nt to ttie standards of E)(e<:utive Order 12958, or any success°' ordt!f', and Implementing regulations. H includes but is not 
limited to intelligence and inlelligence-telated Information, sensitive CQmpartmented infonnalion (ioformatloo oonccmlng er derived from inteatgenco sources and 
~thods). and csyplologtc lnfoon3tion (information conocmlng communications secuiity and signals intelligence. including information which l!I also sensitive 
companmente<f information) prolected by Scctloo ,-99 of Tiae 18. United States Code . 

. 2 . I understand that the burden ls upon me to delerrnine whether infonnatioo °' malerlals within my control ate considered by the NSA lo be Protected 
tnfoc'mation, aod wllelher tho pcrson(s) to whom d.isc:losure Is lo be made is/are authorized to receive It 

~- I undclstand that al Protected lnlomlatlon to which I may obtlln access during ~ oourse ot my employment or othet sefVlce wllh NSA. Is and will 
remain the Ji(operty of the United Slates Govemmellt unless and unlil othetWise dete.rmlned by an appr~ otficlal Of final ruling of a court of law. Subject lo 
suet\ dotennl1'181iori, l .do not now 0()( will I ever. possess any right, interest. title or dalm. wha~ver to such Information. I agree 1hat upo,o demand by an 
aulhorized representative of the-NSA or upon the COl)Clusion bf !TIY employment or other retaliooship wllh the NSA. I shall return ell material amtaJnino such 
Protected Information In my possession, or for which I am responsible because of i;uch access. I understand that failure to return such materials may bo a violation 
of Secdon 79:fof Tile 18, Unltr;?d States Code, and ·may coinstftute a Clime for which I may be_prosccutcd. 

4 . I understand 11\31 the unauthorized _disclosure of Protected lnlOfJTlation may Invoke the criminal sanctions prescri>ed by one or mo«l of UlfJ toftowing 
statutos • Sectlons.793. 794, 798, 9~. and 1924 of Tille 18. l,Jnltcd Stites Code, and Sections 421 through 426 and 783(b) of Title 50, United States Code. 

5. I understand lhat any breach of Ws Agreement by me may reStjlt in lermimlion by tho NSA of my employment in, or my asslgnmentor detail to. NSA 
and/Cl my access to Protec1ed Information. The NSA may, In accordance with applicable law temlinate my employment in. OK my as~t or detail to. U1e NSA 
"' may withdraw my access lo any or all Protecte<;l lnformalion at any lime ii dlilermnes sud\ action to be in the inlerest of national security. 

6. I ag,ee n.ot to discuss matters pertaining to Protected lnfonnation except wtien oecessaiy f0< Ule proper pertonnanc:c of my dotiesaod ooly wilh 
persons who a1e aMTently aulhori;i;ed to re<:elve such information and have a need to know.· 

7. I agree that I wiH rcpor1. withoUt delay, to a NSA se<:ultly representativo lhe details and circumstances of any possible unauthorized discl0$ure ol 
Protected Information a< of any unauthorized person obtaining °' attempting lo obtain Protected Information. 

8, I undooitand that the United States Govemment rruiy seek any remedy ava~able to it to enforce ths Agreement indudlng, but not limiteo to, 
application for a oourt ocder prohibiting dlsclosure of Information in breach of thts Agreemenl I have been advised that the action may be brought againsl me in 
any ofltle sevetal 3PP'OPriafe United States District Couns where tile United States Government may elect to me the action. Court costs and reasonable atf0<ncys 
fee lllQlrrod by the United Slates Government may be assessed against me If I lose such action. 

9. I agree that I win submit ror security review, in accordance wifh NSA/CSS Regulation 10-63. "NSAK;SS PrCflubl!callon f~eview Procedure: all 
information or malfflials, including works of rldioo, that I have prepared for publlc disclosure which contain °' purport to cortaln. refer to, or are based upon 
Proteded Information, as d9.flned in paragraph 1 oi lhis AgreGmenl. I understind lhat the term •public disdosuro• includes any disdosure of Proteclecl lnforniatjon 
10 one or more per50'1s not authorized to have aCO'Jss lo 11. In addition, I agree: 

(a) to submit such infonnatioo and matetials for p1ept1blk,1tlon revle.w during the course of Illy employment or otller service with !tie NSA and 
ihf!reatter; 

(b} to make any required submissions p r10r"to disQJssing the infl)rm.Jtion or onau;rials Y.itn, or showing ltiem to all)'One who is not auhcrized to have 
access to !hem: 

(c) not to dli.dose sur..h infami.,\ion or materials lo a,w l)etson who is not avthori7c>.d to have access to them until I have recei ved written 
a:ithofizafiOn from the NSA that such d/.;dosurc is pcnnitlcd: and. 

(d) to<ls.sign 1-0 the United S:alfi,; go v(lrnmonl all lights. li_U,1. and interest a:1d all royalties. rc1nunoration. 0 1 emolurnents of whatever form tin t h,M ; 
resultc:d. will rcsut:, or may re:;ult from any disclosure, publicatioo, _Of revelation of Protecled lnformalion not consistent with the fem,~ (;f lhis Ag1c1>ment. 

I undcrsumd tha t me pu1p0su of tile p1evvlliication review prncedure is to dc rcnninc whether material co11le11111lr1ted for public di\c:tosure contains 
P101ei.:ted lnfoonalion and, if so, to gi110 lhe NSA an opportunity lo prevent the public disclosure of such informalion. I undersl.and that tho NSA is obligated 
µur.;u;inl to this ;;nreement and in accordance with the t.erms of NSNCSS Hagulation to 1•.)-63 to conuuct the prepu!>li~lion ~vlcwin a rcasona!>fc time, to c.ons1Jlt 
as necessary with me 111,ough !he rev,ow proe-0ss, ;:ind to provide ull opportunity fer ine lo appeal inifi;;I review detennina!lons. I a iso unde1Stand tr.al. as i:; 
nec:essaiy to conduct my persona! affairs. I hJ.Jy revi:ial unclassified inft.,nnalion :is to where I am empbyed. assigned er detailed, the generic. nature of my 
employment. assigntn~'ll °' debil in ac•xir,fancc with !he du.saiptions pr,wided for ,n Annex IJ to t-'SJIJCSS Regulation 10-11, ' Release of Unclassified NSNCSS 
tnlotrll.?tion." and !he amount of ~ lary l receive in =1nect:o!l ihet,iwi:h I urH!er:;t.HK1 !tint I should exercise discrcflon and c;:i1c in 1Bvealing sur.h intom1ati<J11 and 
lt\at by releasing sueh infonnaUon. I have oat viola led lhls Agfeement. 



Doc ID: 6595177

NSA:  00050 
Release:  2017-10

10 . . In add111on 10 olhfff conditions.inl)osed on me as a rcsott cf my employrnent or other servicu with NSA. I a91ee lO'. 

(a) Notify U1e Office of Security, NSA, of ;my unolf\ci.ll foreign lravl;!I by me tluri11y !he period of my emplo)lrncnl. assignmenl or detail to the NSA. 

(b) Accept i.11ch resrrictlons on unolfir.ial foreign t1avel during lhe penod of my employrnenl, assignment O' detail 10 the NS,,. :is may be deem(ld 
necessary, to pievenl unacceptable risk to lhe national security, to the NSA, to personnel associated with !he NSA or IO Protedld Information. 

(c) Report foreign natlonal MSQ\":iatioos !hat are closo anti continu.ing. Clo'.le and continuing asscciallon.s are char.icteri2ed by ~esof affection. 

kinship, obligation or capacity to inffuence. 

(d) Report, in atlvance, all visiL'I to foreir,n ,:nibasstes. 

t I . I understand th.ii e11ch of the p,Qlli$ions in too Agreement is severable, I.e .• all otkIer provisions of this Ag1eement Will remain in fuU force should it 
be deterrninel.l thal any prov~n ol this Agreement oocs not apply to me or is unenl0<ceabte. I also un¢erstand lhat ii I am a mcml>er of a mitilal)I S<!rvlce, I 
assume by this aglt!ement only lhe ob~galions not imposed by a s,mil,u government non-disdooHre aoreemenl which I may have signed as required by my 

mmrary department, 

12. This Agreement shall be inte1pre1ed under and in ccnfonnaoce wllh the law of lhe United Stales. 

13. I have r1,1ad Olis AgrccCTIC!"lt l>nd my .questions, if any. have been answered. I ~nowledgo that the brieftng officer has made available Sections 
793, 794, 798, and 952 of Title 18, United Slates ·code; Sections 421 through 426 and 783(b) of Tille 50, United States Code; Public Law 88-290: per1inent 
&actions of Executive Older 12958 or any succesSOf. order; and. NSAICSS RP.9Ulalion 1~3. "NSNCSS Prepubicalion Review Procedures: so that t may 
read Ulem at this lime. if I so dioose. 1 understand and accept lllat unltiss I am released in wriling by an aulhorized re~ve of the NSA. this-Agreement 
applies during the time I am granled access to Protected lnf""1ialioo and st all times thereafter, and applies lo all Protected titomiallqtl to which I may be 

granted access. 

14. I rn:ike this Agreement wilhoufany mental reSCf\latlon or purpose of evasion. 

15 . These r&slrlcliUlls are consistent.with and do not.supersede, confflctwilh or olhllfWise alter the employee ootigations. rights a ttabililles created 
by Exewlive Order 12958; Section 7211 of TIiie 5, United Stales Code (governing disclosure lo Congress by members of the milltay): SectiOn 1034 of Title 10. 
Uolled Statos Code. as amended by the Mltta,y Whlsll.eblower Protection Act (governing disclosure lo Congress by members of the military); Section 
2302(1))(8) of Ttlle 5, United Stales Code, as amended.by the Whlstleblower Protection Act (90vemjng dlsc:losuies ot lllegality,wastll, fraud, abuse or pubic 
health o, safety llveats); lhe Intelligence ldenllties Protoction Act of 1982 (50 use 421 et seq.) {governing dlsclosures that coulO ~pose conlldentlal 
Government agents), and the stJlutes which protect against disclosures lhat may compromise the national security, indlldlng Sections 641. 793, 794, 798. ano 
952 of_ TiUe 18, united States Code, and Section -Sib) of the Subversive Actlvilics Act of 1950 (50 use Section 783(b)). The definillons, ,equirements. 
obllgalions, rights. sanciions 11nd liabititics created by said Eio:ecutlve Order and list statutos are lnco(p()rate<I Into 1hb Agreement and are controlling. 

(b) (3 ) - P . L . 86 - 36 
(b) (6) 

Hb) ( 3 ) 
, .. : 

I 

- P . L . 86-361 

ORG CMLIANGAAOE 

National Securltv Aaencv as -a orior condlUon of acc;ess to: Protected lnformaUon. 

SIGNATURE lt:IJEDNAME 
, 1 

c• 

FORM G170 REV APR 
NSN: 7540-FM-001-00! •' ,• 

•' 

::ti: ~y ( 11:z.8 
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APPENDIXC 

(U) Response to the Tentative Conclusions 

UNCLASSIFIED//FOR Ol'FICJ.a1l. YS~ Ql..'l.¥ 
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From: 
Sent: 
To: 
Subject: 
Signed By: 

wegnes<fay. ;:1"mber'04, 201311:43 J 
· i I 

RE: (U) Results .of OIG Inquiry ' - __ 

1 · 1 

Classification: UN.CLASSIFIEDi;'FOR OFFICIAL 'CJSE- O~&Y 
' ' - -----------(b) (3 ) - P . L . 86- 36 D ' ' I - - •• ; ; :·~-""'(_b_)_(_6_) _____ ..... 

Tha~s for touching base w,ith me. I have b~en out ?!1.s/LI Isa I missed the deadline. See my 
comments below, if it is stilr,possible: •.•• ! · · · · · ------,,"",----. ,.....__. 

" 1 .. ,.. .. .. .. • - .. .. " .. 

t,I · ·, !tvpic~;I~ ~tHized the san.~e resume !qr.any ~~~erna! p~~iti~~~- I recall submitting prior resumes for 
pre-publication review, but I ~annot recall the ex{lct-dates. I recall,t-ne cont~t inmy resume was reviewed to ensure 
that no claisified data was lis~d. The resuroe;which l believed.to be approved, was.provided for an external position. 

Because the 'information in that resuroew;.; dated, I did verbaily provide-a very basic ~scription of my current duties. 
Because I have-.no record of mf:last pre-pu~lication revi~w, ·1 am submitting a current resu{Tle for review. I have no 

intentions on any publicatioris or distributi(ms of the resume at this time. · 
, 1 , , . . ' 

Thanks, _, ___ ..... r· .. ' •,' 
•' 

From:I . · ·. 1 . : a::: :::::·:r~ '. 
Importance: High • • • • •• • • 

., ., .. .. ' 

--- ~--·------------ -· ·- ·-·-· ... ·-

Classification·: UNCf.l\S·s1Fi'i=dtfFOR OFFIGIAL USE o~~LY 
H~ • • I . . .-:-.:. ' ' 

' .... ' . 
' ,' ' . 

Just touching base. Your response to -t~e·•QIG's tentative conclusions was due yesterday. Do you have anything to add? 
.. l ' I 

.. l 'I . ' ,,'• 

Thank You, ~...---------
!{b ) (3 ) - P . L . 86-36! _I· .... ------. -. -._._ ,. 

Senior Investigator 
Investigations, D14 , 
Office of the Inspector GJmeral 
963-0920s.1 I 
PRIVACY SENSITIVE - any misuse or unauthorized disclosure may lead to disciplinary action 

1 
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~. - --·- r --.. ·-··-·· ---- -·...,;;;;;;;;;;•"..,· -- ·--·--···---·~---... -.. - ... -- -:"' T; A-:st 20~0l3~:25 AM 

SU~ (0) esu Of o G Inquiry 

(b ) (3) - P . L . 86- 36 
(b) (6) 

~::::::·- ·-·:::::::~--------~ 
: : . : .. 

Classification: UNCLASSJF1EDlfFOfi° OFFICiAi:. UsE Ot~LY .. - .,. .. .. .. 

(ul ___ ____.f 
· r-1 (~b -) _,( 3-)--- P- .-1 -. _8_6 ___ 3 6-.1 

(Ul/f5e't:tetThis Is to notify you of the tentative conclusions reached in the NSA/CSS Office of the Inspector General (OIG) 
inquiry into allegations that you failed to obtain pre-publication review of a resume you used in conjunction with your 
personal buslnessJ I and knowingly and willfully submitted false OGE450s, 
Confidential Financial Disclosure Reports,. by intentionally failing to list your partnersh~P. lrC] In accordance with the 
Investigative process, we are affording you.the opportunity to comment 011the-tentative conclusions and/or offer 
additional information before we close our inquiry. Your commentS"wtti"be given full consideration in reaching our final 
conclusions. ) ( b ) ( 6) r -. 
(U/tf8U0I Our investigation determined th~~. although:~~;~ ofthe·requirement to do so, you failed to obtain pre­
publication review of resume infQrmation used In conjunctiO(l with your posit.ion inD Our Investigation also 
determined that you listedDn your0GE450s for 2009 an'd_ 2012 as required. However, you inadvertently failed to 
list the company as either an asset or an outside position on yot{r OGE450s for 2010 and 2011. 

(U//fetffl) The preponderance of the evidence supports the condu~io.n that you did not submit resume Information, 
which disclosed both your Agency affiliation and related job duties, ig the NSA/CSS Office of Information Security Polley 
for review prior to releasing it publicly, in vio.lation of NSA/CSS Policy i '-.30, Review of NSA/CSS Information Intended for 
Public Release. The preponderance of the evidence supports the conclu'sion that you did not knowingly and willfully 
submit false OGE450s by intentionally failing to list your involvement inc:::] 

(U//fletf&) We request your comments by close of business, 29 August 2013. Once the OIG final conclusions are 
reached, a report will be issued for appropriate action. If you have any questions, please contact me by email or at the 
telephone number below. 

(U) Thank You, 

D · -·- · · · - - - - J (b )( 3) - P . L . 86- 361 

Senior nvestigator , , • 
Investigations. 014 
Office of the Inspector General 
983-0920s ... l _____ ___. 
PRIVACY SENSmVE - any misuse or unauthorized disclosure may lead to. disciplinary action 

Classification: UNCLASSIFIED!}FOR OFFICIAL us~ O~lbY 

Classification: UNCLASSIFIED/JFOR OFFICIAL USE o~,LY 

Classification: UNCLASSIFIED/;<FQR OFFICIAL USE o~,LY 

2 




