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FDITORIAL 

The response to our cry for help in keeping 
our subscription J ists up to date has been 
hearten1.nF,. "Thanks. C"tte "active" nanf' on our 
list 1'as been out of the ;igmcy for several 
years; many others h:'lve moved. 

Along with the resoonses, we have been get­
tino; questions along t.he line of "Ts CRYPTOLOG 
st.iJ 1 a.live?" (we think so) and "Ts it i;rning 
to be merp;ed wi. th some ott>er publication?" (WI:! 
have no plans to merge with any other puhlica­
tion, and none has so far expressel"l any 
interest in mP.r~ing with us). We are a DIYl 
(Operations) publication, but it is clear frOlll 
our subscription list and our author list that 
we rangf' outside the physical confines of £100. 

If we don't seem t.o be publishing any arti­
cles about your area of interest, it is either· 
because the editor is biased against your area 
of interest,. or bE>Cause he isn't gettinp; any­
thing about your area of interest that can be 
published. 

1-bst of the layout and editing of CRYPTOLOG 
is now being done on a computer - actually on 
several canputers. Using the lfl>.IIX systP,111, 
with some help from PINSETTER, and the PLAT­
FORM netw::>rk between various host computers, 
the original keystrokes (o~en the author's) 
are retained throughout thP. process. A lot of 
retyping, as well as cutting and pasting that 
characterized the earlier issues (all done on 
a tvoewriter) is being avoided. Qie item,rl 

I lpiece last month on Technic~l ~ 
port Catalogs, was coordinated ~th him in 
final fonn just before publication via the 
netw:>rk (Ken is now stationed/in Gennmy). 

About half of the items now being i.orked on 
for this and future iss~s have cane in over 
the netw::>rk. T,.(e are still interested in 
receiving items fran people not on the net­
v.ork. We don't mind typing, even though it's 
nice to tmve some items that don't require it. 
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I 
cientific and analytic ccrnputing, 
especially at NSA, has evolved from 
the. batch enviroment of the 1960 's 
to the tirriesharing and multiprocess­
ing enviroments of the 1970's. In 

the 1960's, typical progranmers submitted ·a 
deck of pt11ched cards to the batch system and 
later receiv&a the deck and a listing of the 
progran execution. In this environnent, both 
the ccrnputing power and the user's access to 
this power were renote and non-interactive. 
In the timesharing environnent of the late 
1970's (and of today), the progranmer has 
direct, timely, interactive access to his or 
her ccrnputing processes through a tenninal. 
In this environnent, the ccrnputing power is 
still·renote, whether in the next roan or far 
away across a netW>rk, and is shared • lbw­
ever, the user's access to this power is 
potentially local and definitely interactive; 
hopefully, the access terminal is on or near 
the user's desk. 

What will scfentific and analytic canputing 
be like in the 1980's? While it can be argued 
that very large-scale super CClJlputers like the 
Cray 1 will definitely be needed for many can­
plex problens (10], advances in several areas 
of canputer tectnology have spurred efforts to 
design and . produce extrenely powerful, 
extremely canpact canputer systems for scien­
tific and analytic use. &Jch systems will be 
small eno~h and inexpensive eno~h to be 
single-user systems located at the user's 
desk. In a sense, these systems will enable 
users to have their O\ol'l "VAX" or "370" instead 
of a terminal. In this environnent, both the 
ccrnputing power and the user's access to it 
will be local, personal, and highly interac­
tive. 

FDTURE POWERFUL PERSONAL COMPUTERS: 
An Overview of the Technology 

byl 
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The purpose of this paper is to discuss 
capabilities being proposed for such a canput­
ing system, how it may be realized, and what 
its impact on NSA scientific and analytic ccrn­
puting might be. How should this future 
system be described? Some papers on the sub­
ject call it a personal ccrnputer [4, 12]. 
While it will be personal, this label conjures 
up images of the TRS-80 or the Apple II - a 
totally inappropriate image. other papers 
[13) refer to it as an intelligent terminal. 
At NSA, this term fits the Delta Data 7000, 
for it is a tenninal with its o\ol'l microproces­
sor. The powerful future system is OOT a ter­
minal; it is "IHE ccrnputing system and may be 
more ix>werful than systems to which we inter­
face intelligent terminals today! For lack of 
another nane, this paper will refer to this 
system as a Powerful Personal Computer (PPC). 

The PPC has the ix>tential to revolutionize 
scieflt1fic and analytic canputing at NSA. 
Even with the GrSS and other timesharing sys­
tems of today, analysts use- terminals to gain 
access to remote, shared canputing ix>wer and 
data over relatively low-speed connections 
(whether net\..Ork or canmunications lines). 
The PPC will give the analyst access to signi­
ficant local, individual canputing ix>wer and 
data. Net\..Orks and canmunications lines today 
are used to gain access to all computing 
power, all data, and personal coounl.11ications. 
In the PPC env ironnent, high-speed net\..Orks 
will be used for access to very large data 
bases and shared resources and for electronic 
personal camm.f'lications. This will be a dras­
tic change from our present net\..Or-king philo­
sophy. 
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II. Characteristics of a Powerfui Persbnal 
Canputer 

Al tho~h timesharing systems have given 
access to remote, general-purpose computing 
rather than to local, personalized canputing, 
the envirorrnent Wilch has been created is a 
rich one for timesharing users. lhis environ­
ment ·has pranoted a large set of prograruning 
languages, large file storage capabilities, 
sharing of prograns and data, a cooperative 
user canrm.n it y, and other bene f1 ts • lhe 
envirorrnent of the PPC should preserve and 
enrich the good characteristics of the 
timesharing envirorrnent, while bringing many 
totally new capabilities to its users. 

A number of efforts are underway to specify 
and/or produce a PPC and its envirol'lllent' at 
institutions like Xerox [12J, Carnegie-Mellon 
University [6], HIT [15), Convergent Technolo­
gies [ 16), and lhree Rivers Computer Corpora­
tion [ 13). While these efforts do not 
canpletely share canmon technologies, their 
broad goals are remarkably similar and these 
goals apply for many scientific and analytic 
institutions (including NSA). lhe individual 
PPC envirol'lllent of the mid-1980's should' be 
reasonably priced ($10,000 to $20,000), should 
exist in a snall and attractive package for 
office use, and · should have the following 
characteristics: 

1, a very powerful processor or proces­
sors (i.hile this will be implemented 
on one chip, the term "microprocessor" 
seems too limited); it should have 
32-bit data paths and use 1-bit, 8-
bit, 16-~it, 32-bit, and 64-bit 
operands; 

2. a snoothly addressable virtual address 
space using as maiy as 32 bits of 
address; 

3. a very large multiport primary 
memory- 1 Mbyte or more; 

4. at least 100 Mbytes of high-speed 
local secondary storage; 

5. a 1024x102~ raster display, probably 
color with several bits per picture 
point (pixel); 

6. good interactive devices (keyboard, 
graphics pointer, lights, function 
buttons); 

7 • audio in put and out put ; 

8. ease of interfacing other peripherals 
if desired; 

9. a w~ry high-speed local netw::>rk con­
nection; 

10. a powerful local operating system 
which can be personalized; 

11. powerful, 
languages, 
niques. 

easily-used programming 
utilities, and OOMS tech-

Given a PPC with the above characteristics, 
an office envirorrnent built around several 
such PPC's w::>uld have these additional charac­
teristics: 

12. a local, high-speed net\oA'.lrk connecting 
all PPC 'S thro~hout the office; 

13. a gateway to other netw::>rks; 

14. an "office" PPC to support expensive 
peripherals \tlich are needed occasion­
ally (e.g., quality printers, massive 
disks) and to perform support func­
tions (e.g., mass data transfers fran 
distant data bases, local office coor­
dination); 

15. an "office" file system for camnonly 
used databases; 

16. a global (to the local net\oA'.lrk) 
operating system to allow easy inter­
PPC sharing of prograns, data, and 
resources. 

Items 13, 14, and 15 could be implemented 
in a distributed mainer on several PPC's 
across the local net\oA'.lrk or in a centralized 
manner using one physical PPC as the "office" 
machine to support all office resources. lhis 
paper will assume the latter implementation. 
lhe global or net\oA'.lrk operating system \oA'.luld 
be distributed • 

lhe personal canputing envirorrnent 
described above is more powerful in both 
hardware and softw.are than almost all 
timesharing systems in use today. Should a 
computing envirol'lllent that powerful really be 
used by only one person? Can institutions 
like NSA afford to allow such a powerful can­
puting engine to stand idle between" the 
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keystrokes of its single user? Yes. Econom­
ics today show that the hardware to implement 
a PPC will be reasonably priced in the mid-
1980 's. Some estimates for a PPC as described 
above are in the range of $10,000 [6]. (Of 
course, an implementation today would be much 
more ~xpensive.) Economics today also show 
that the people i.tio do scientific and analytic 
computing are becoming more and more expen­
sive. If such people becc:rne only moderately 
more productive i.tien given a PPC, the invest­
ment is w:>rthi.tiile. The cost of any "wasted" 
machine cycles is insignificant compared to 
the productivity gained. 

While the packaging of the characteristics 
of the PPC in the form described will be a 
major effort, each characteristic by itself is 
not cc:rnpletely new. Each already exists in 
some form at some price. Thus the developnent 
of the PPC is more of a hardware and software 
engineering project, rather than a research 
project [ 6]. This does not mean it will be 
any easier; it simply means that the areas to 
be explored and developed are not un-known. 

III. Hardware Tecmology for the Powerful Per­
sonal Computer 

The canbination of hardware and software 
technologies needed to successfully implement 
a PPC with the 16 characteristics listed in 
section II does not yet fully exist. It is 
important to point out here that we must have 
both advaiced hardware technology and advanced 
software technology to successfully 'implement 
the PPC env irorrnent. One without the other 
will lead to failure. This section will dis­
cuss in some detail the hardware technology 
i.tiich will enable the PPC to be built; section 
IV will discuss the software technology which 
will enable the PPC to be successfully used. 

The hardware issues fall mainly in charac­
teristics (1) through (9) and (12). The tech­
nology exists today to supply the capabilities 
listed in these characteristics, but at sub­
stantial cost and in very large packages not 
at all suited for an office setting. One 
could attempt to meet these characteristics 
with the following set of today's standard 
hardware: 

(1)-(4),(8) a r.€C VAX 111780 canputer sys­
tem ($160K); 

(5)-(6) a Genisco or Ramtek raster graphics 
system ($3010; 

(7) input-- 64-word vocabulary system by 
Heuristics ($259); 

output-- VOTRAX voice synthesizer ($3K) or 
Texas Instruments 'I?-1990/306 179-word 
system ($1K); 

(9),(12) an ETHERNET or Mitre bus system 
($6K); 

If this hardware configuration were assembled, 
it would cost about $200K and would require 
about 200 square feet of floor space and spe­
cial electrical connections and air condition­
ing. It would not be suitable for a personal 
system on one's desk. 

As LSI and VLSI circuit design . technology 
continues to make advances, the hardware 
pieces needed to satisfy these requirements 
will continue to get smaller and less expen­
sive. The remainder of this section will 
explore caning tecmological .advances i.tiich 
will help realize the PPC. 

A. Processor and Address Space 

If the PPC is to truly give its users the 
power of current multi-user machines like the 
!:EC VAX 111780 or the IBM 370, its processor 
must have a powerful instruction set, must be 
fast, must have a large address space, and 
must have wide internal data paths. gingle­
chip processors of the late 1970's (tradition­
ally called microprocessors) have not met 
these criteria. Al though their instructions 
sets may have been reasonable, their execution 
speeds have been moderate, internal data paths 
have been either 8 or (.sometimes) 16 bits 
wide, and direct addressing has been limited 
to 64K bytes of memory. Because the terni 
"microprocessor" has been traditionally asso­
ciated with these earlier single-chip proces­
sors, it is inappropriate ~en discussing the 
type of processor needed for the PPC of the 
mid-1980's. 

The newest generation of single-chip pro­
cessors has made several maJor advances over 
the earlier generation as LSI technology has 
grown. As technology continues to grow, 
further advances are sure to cane. Before 
discussing ~at the mid-1980's may produc.e for 
single-chip processors, a look at current 
state-of-the-art processors is in order, 
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since these processors are being used in 
current projects to implement PPC 's. See F"ig­
ure 3 for a quick canparison of the Intel 
8086, the Zilog Z-8000, and the r-btorola M-
68000. 

All three of these processors have been 
built with some concern for the operating sys­
tems and higher-level languages that must run 
on them. Thus, they have instruction sets to 
support byte-string operations, bit manipula­
tion, re-entrant code, dynamic relocation, 
etc. They all have well-designed interrupts, 
register sets, and other expected hardware 
features. Al though a ranking of the three 
may not be fair, their applicabilitY, for a PPC 
processor could be ranked in decreasing order 
of applicability as (1) M-68000, (2) Z-8000, 
(3) 8086. At this point in LSI evolution, the 
capabilities of the processor chip will depend 
heavily on the surrounding support chips and 
coprocessors. When the processor chip of the 
mid-1980's includes mC11y fl.l'lctions .tlich are 
now off-chip, this will not be true. 

LSI state-of-the-art technology in 1980 
puts about 70K devices on a chip to produce a 
Motorola MC-68000. VLSI technology (VLSI is 
usually accepted to mean 100K or more devices 
per chip) will. greatly impact the developnent 
of more powerful single-chip ccxnputers because 
cf increased design density, increased chip 
size, and improved layout techniques [7]. 
VLSI state-of-the-art in about 1985 will put 
1M devices on a single chip. The single-chip 
processor of 1985 (dubbed P1985 in [7)) will 
be a much more powerful one than that of 
today. When the P1985 architecture can be 
realized, a single-chip processor will indeed 
be equivalent in functionality to many large 
canmerc ial CPU's of today (e.g., the VAX 
11n80). With such a processor, the PPC as 
described in this paper will be realizable. 

B. Primary t-'emory 

Given a good virtual memory operating sys­
tem for the PPC, significantly less physical 
memory is required than could be supported by 
the address space. However, the amount of 
physical memory to nicely support multitasking 
and to provide image memory for the raster 
display is still significant. Because memory 
chips will be very inexpensive in the mid-
1980 's, a primary memory on the order of 1 
Mbyte will be an economically sound way to 
reduce local operating system swapping over­
head. Im~e memory for the raster display 

could take an additional 0.1-0.5 Mbytes, 
depending upon the choice of black-and-white 
or color. 

With present,· proven 16K-bit memory chips, 
it i.uuld take 500 chips to provide 1 Mbyte of 
primary memory; this i.uuld occupy several phy­
sical boards (perhaps 10) and i.uuld occupy too 
much space for a PPC. With the 64K-bit chips 
now coming into production, only 125 chips are 
needed and they can be configured in a much 
smaller package (perhaps ti.u boards) • With 
256K-bit chips on the horizon (4, 7], this 
shrinks to approximately 32 chips. Depending 
upon other design considerations, this entire 
1 Mbyte memory might be placed on the proces­
sor board, considerably reducing packaging 
size. Texas Instruments predicts that these 
components will be available by 1985 at a cost 
of less than $2000 for the 1 Mbyte capacity 
[ 4]. 

C. Secondary Storage 

For the PPC environment to be successful, a 
high-capacity, fast secondary storage system 
is needed at the individual PPC to hold per­
sonal utilities, programs, data, and text 
files. For this storage system to fit neatly 
into an office envirorrnent, it needs to be 
compact. In an office with several PPC's and 
an "office" PPC neti.urked together, the 
"office" PPC may be required to supply addi­
tional bulk secondary storage. That can be 
done with more traditional di.sk systems and 
will not be considered here. 

Examining current i.ork in storage technolo­
gies shows advances in charge-coupled devices 
(CCD's), magnetic bubble memories (MBM's), 
video disks, AND m~netic recording [3]. At 
first glance, one might be inclined to 
discount magnetic recording as a continuing 
attraction for mass storage. However, many of 
the same technological advances that are 
advancing CCD's and MBM's are also advancing 
the state-of-the-art in magnetic recording. 
In the past 25 years, device capacities have 
increased over 100-fold. and recording densi­
ties have increased over 1000-fold; similar 
dramatic advances continue to be predicted 
[3 J. Especially with the introduction of dev­
ices like the Winchester disk, which can store 
in excess of 30 Mbytes of data on an 8-inch 
platter for about $2500, it seems that mag­
netic recording will be the appropriate tech­
nology for the PPC. 

Nov 81 * CRYPTOLOG * Page 4 

UNCLASSIFIED 



DOCID: 4009838 
UNCLASSIFIED 

D. Raster Graphics and Interactive Devices 

In the timesharing envirorrnent of today, a 
raster graphics system is a peripheral that is 
o~en used in conj1..11ction with a more standard 
alpham.meric systems terminal. In the PPC 
environnent, the graphics display will be the 
ONLY visual presentation to the user and it 
will be an integral part of the PPC, not a 
peripheral [11). 1hus, use of the graphics 
display will be an inherent part of any pro­
gran W'lich interacts with the user. 1he PPC 
raster display should have the following 
features: 

high resolution -- the display should have 
approximately 1024x1024 addressable pic­
ture elements (pixels); 

frane buffer -- the image memory (bitmap) 
should be organized as a frane buffer 
which can be accessed on a pixel basis 
directly by the PPC processor; the frane 
buffer should be seen as main memory by 
the PPC processor; 

graphics processor -- functions 1 ike vec­
tors, characters, and other graphics 
primitives should be implemented by 
either a special graphics processor or 
by special microcode for the PPC proces­
sor; 

color -- depending upon the anount of PPC 
memory to be devoted to the frane 
buffer, color could be an option; if 
chosen, at least four bits per pixel 
should be used with a video look-up 
table for greater color definition [11); 
40-60 Hz refresh is desirable; 

video I/O and processing -- digitized video 
input to the frane buffer should be pos­
sible; under control of a video proces­
sor [ 11], output fran the frane buffer 
to the screen could be 2'000led, scrolled , 
pseudocolored , etc. ; 

keyboard -- a flexible keyboard is needed 
which reports to the PPC, processor \J'lich 
specific key is depressed, not a 
specific ASCII code; this allows total 
redefinition of the keyboard by the pro­
gran; 

pointing device -- a pointing device with 
dynanic cursor is needed for accurately 
indicating positions on the screen by 
the user. 

All of these features are available in 

present carrnercial raster graphics systems 
\oihich are tied to present canputer systems as 
peripherals. 1he tecmological issues \oihich 
must be resolved to put these feat1.res in a 
PPC are tlo«l: size and integration. The bulk 
of current color raster graphics systems is 
physically in the image memory, the interface 
to the oost, and the graphics processor. In 
the PPC, graphics will be integrated into the 
entire package; tt will not be a peripheral 
and no interface is needed. The image memory 
will be organized as a part of the PPC's main 
memory. A separate graphics processor is not 
needed if the PPC 's microcode supports primi­
tive graphics functions. If not, a graphics 
processor in this technology ~uld be 
extremely small. Thus, if the integration of 
raster graphics into the PPC is done 
correctly, size is not an issue. Even with a 
separate graphics processor and a sophisti­
cated video processor, the extra hardware 
associated with the raster graphics should be 
confined ·to one board at most. 

E. Audio Input/Output 

The concept of talking to your PPC and hav­
ing it talk back to you may seem far-fetched 
and perhaps unnecessary, but aud 1o I/O seems 
very attractive fran a hunan factors point of 
view. Advances in heuristic tecmiques for 
speech recognition, advances in LSI, and the 
home canputer market have been driving forces 
in producing the audio ,I/O devices availabi'e 
today. Sevfl'"al canpanies now offer speech 
input and output systems for 1.11der $1,000 
each. The popularity of the Texas Instrunents 
"Speak and Spell" toy attests to the value of 
audio I/O. 

F. Interfacing 

Given an office envirorrnent with a nunber 
of individual PPC's and an "office" PPC to 
support a large office database and a high­
quality docunent · printer, extra peripherals 
for an individual PPC may not seem needed. 
However, given the div~rsity of talents and 
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interests lotlich may use the environment, some 
new device will soon be suggested as a peri­
pheral to a PPC. When that time canes, the 
interface to the PPC should be straightforward 
and easy. The hardware interface could be via 
a standard cC11111unications port or directly to 
the internal bus of the PPC; both should be 
available. 

G. High-speed Local Network 

High-speed local net1oA?rks exist today. 
There are several different configurations of 
topology, control structure, and transnission 
media t.tiich can be chosen, depending upon the 
applications and the distances involved [1]. 
For. an office PPC environment, a ring or bus 
topology (see Figure 4) with a contention con­
trol structure seens premising [1,15]. F.xam­
ples in current technology inclt.rle the ETHER­
NET and the Mitre bus. 

IV. Software and Envirorrnent Technology for 
the Powerful Personal Computer 

Very strong emphasis must be placed on the 
software and the envirorrnent for the PPC. If 
the hardware technology described above is 
successful beyond ·our wildest dreams, the 
result will not be practically useful without 
an equally successful software technology. If 
hardware technology can be viewed as supplying 
the raw power needed, the software and 
environment supply the ease of use and contro~ 
necessary to harness and direct that power. 

The user interface to the PPC is all impor­
tant. The hardware technology discussed above 
can provide interactive and camnunications 
devices with very interesting h1.111an factors 
implications. A PPC which can listen to you 
and talk back, draw colored pictures for you, 
and comml.l'licate with others in your office for 
you could beccme a very powerful extension of 
yourself. However, the software and environ­
ment of the PPC must be carefully constructed 
for this potential extension to becane real­
ity. The use of audio I/O, color displays, 
and the local net\.A?rk must be innately a part 
of all software canp:ments. · If these capabil-. 
ities are thought of as occasionally desired 
peripherals, rather than as an integral part 
of the system, the resulting enviroment will 
be much less hl.ITlan and less powerful than it 
could otherwise be. 

A. Operating Systems 

The local operating system will be the pri­
mary interface between the user and his or her 
PPC. It should be friendly, easy to use, 
helpful, and as forgiving and tolerant as pos­
sible. It should support a multitasking, vir­
tual memory enviroment with interprocess can­
munication. Any hardware feature of the PPC 
should be as useable as possible fran the 
operating system level. 

In the PPC envirorrnent with a high-speed 
local network, resources used by a given task 
may be distributed between the personal PPC 
and the "office" PPC, or they may not. The 
location of resources (files, peripherals, 
gateways, etc.) should ideally be transparent 
to the user. In order for this to happen, a 
global or net1<.0rk operating systP.111 must exist 
to coordinate this caninunication and resoLirce 
Sharing • J)epend ing Upon impl ementat~On I it 
could reside on the "office" PPC or be distri­
buted throughout the PPC 's in the office 
network. 

B. Programming Languages 

Programming languages will be the second 
interface between the user and the PPC. Pro­
grans will be one of a user's major products. 
Prograns must be coded, modified, debugged, 
made efficient, and (finally) executed. A 
progranming langua"ge and its surrounding 
environment should be designed to facilitate 
this process and to make it as pleasant and 
efficient as possible. Alan Kay and his 
~ALLTALK work on the Xerox ALTO system [2] 
have shown that novice programmers cai quickly 
becane proficient if the programming language 
is designed appropriately. 

Since the PPC as described herein is 
designed for scientific and analytic progran­
ming, the proposed users are not totally 
novice. However, languages for the PPC should 
be designed for people t.tio traditionally think 
of themselves as non- programmers. A nl.ITlber 
of current looguages are often proposed for 
use as a basis for a PPC programting language: 

• PASCAL, C, ALGOL, Ada. The envirorrnent built 
around a language should support a canpiler, 
linker, powerful symbolic debugger, and exten­
sive runtime library. 
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C. Utilities 

Utilities are normally invoked by operating 
system canmands. They inclt.de things like an 
editor, various i.ord processing progrcrns 
(speller, formatter, etc.), a file system, 
language canpilers and interpreters, 
deb~gers, an electronic mail system, etc. 
These utilities MUST be implenented with the 
total PPC envirorrnent in mind. The text edi­
tor· should take full advantage of the raster 
graphics for font definition, color, and 
perhaps illustrations. All utilities that 
could use the local network and' any gateways 
to other netw:>rks should use them as tran­
sparently as possil;>le. As with the operating 
system, the utilities should be as friendly, 
easy to use, helpful, forgiving, and tolerant 
as possible. 

D. Servers and Network Gateways 

In a local network PPC envirorment W"!ere 
users interact with one another frequently, 
the concept of servers has proven important 
[12]. In this envirorment, a server is a 
machine on the neti.ork W"lich performs some 
widely-used service for all users who desire 
to use it (e.g., docunent printing). In some 
network envirorrnen.ts, there are several or 
many servers distributed arollld the neti.ork. 
In the PPC enviror111ent, one server has been 
postulated, the "office" PPC. 

The concept of gateways to other networks 
is especially important at NSA. If a PPC 
local network becanes a replacement for 
current GTSS systems, the interconnections 
currently supported over PLATFORM would need 
to continue. The local 5erver or "office" PPC 
would handle Pl.ATFOR~-like canmll'lications for 
overall netw:>rk mail and file transfers. 

E. Environment 

When the software described above is imple­
mented, the enviro!'lllent created for the indi­
vidual scientific or analytic user will be 
very powerful, extremely easy to use, and 
tailorable to closely suit the individual's 
personality and needs. Even though audio I/O 
and color graphics are integral tools at all 
levels, it is obvious that some people will 
use them and others will not. Some people 
will make constant use of the local netw:>rk 

and others will generally remain in the shell 
of their O\«l PPC. The overall PPC envirorrnent 
should be flexible enough to gracefully allow 
use of all, some, or none of these special 
features. It should gently encourage their 
use without penalizing a person ~o insists on 
using only the keyboard input and alphammeric 
text output. A Powerful Personal Computer 
must be just i.hat its ncme implies: powerful, 
yet personal. 

V. NSA and the Powerful Personal Computer 

It will take the research and industrial , 
canmll'lity several years to canplete a 
ccmmercially-available PPC which meets most of 
the specifications of section II. Such a sys­
tem may not be available mtil 1985, if then. 
Before 1985, several versions of a PPC will be 
available in one of two forms: ( 1) a ccmmer­
cial form lktich uses 19f\0-1 C)81 technology to 
meet many of the section II specifications or 
(2) a research form i.hich meets all of the 
specifications. The canmercial versions will 
be realistically available in 1981-1982 with 
the necessary software. A more powerful 
rPsearch version with newer technolOll;y might 
be available in 1984-1986. 

Given that these predictions cO'Tle true, 
what should NSA be doing· to prepare for the 
advent of the PPC? NSA should be planning for 
it and experimenting with those versions of 
the PPC which will soon be available. Several 
offices in NSA (e.g., R53) are now using 
timesharing syst,ems in a very personal way. 
Terminals are at the users' desks, v'arious 
inter-user CO'Tlml.11 ications systems exist, the 
canputer serves as phone book and personal 
text preparation system, and many i.orking 
docunents are kept on the system. Most impor­
tantly, the users of the system have adapted 
their way of 1 ife aroll'ld the system in per­
sonal ways; they have ma:le the system an 
integral part of their i.ork environment. Such 
offices are excellent candidates to experiment 
with the PPC envirorrnent. 
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Parts of the DDR and DDT organizations are 
already closely following the develoJlllent of 
the PPC externally. R53 is now assembling an 
initial prototype system for experimentation 
in the use of PPC 's. This system will ini­
tially inclu::le t"'° PPC systems fran Apollo 
Computer (built arol.l'ld the Motorola M-68000) , 
one system fran Convergent Tecmologies (built 
arotl'ld the Intel 8086), and a high-speed local 
neti.ork built by Sytek, Inc. The present R53 
timesharing resources will be integrated into 
this system via the local net1oOrk. This total 
PPC environment in R53 will be used in part to 
gain experience and to help detennine possible 
architectural configurations for the T4 User 
Interface System project. 

What areas of NSA are likely candidates for 
a PPC environment? Problems W'lere massive 
amoints of. canputational power must be applied 
will still require systems like the CDC 7600 
and its successors [10]. However, algorittrn 
developnent for these problems is an excellent 
candidate for a PPC envirorrnent. Environments 
which now use the Generalized Tenninal &lbsys­
tem (GTSS) timesharing concept are obvious 
candidates for the PPC. Any scientific or 
analytic canputing loOuld be a candidate for 
the PPC. Non-technical functions like 1oOrd 
processing may eventually benefit from the PPC 
environment, depending upon the final cost of 
the PPC and the coupling between technical and 
administrative people within an Qffice. In 
short, any canputing envirol'lllent W'lere people 
are doing interactive canputing or algorittrn 
developnent is a candidate for the PPC 
environment. Thus, NSA has a lot to gain in 
productivity from successful developnent and 
application of a Powerful Personal Computer 
environment. 
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FUTURISTIC 
REPORTING, .. , 

by I...____ ___ _ 

eporting describes a wide variety of 
different activities. Within NSA, 
we serve our customers in many dif..; 
ferent ways. We issue in fonnal 

Cs=eee~ reports such as TACREPs, fonnal 
reports and translations in both hard copy and 
electrical versions, and we support canmt11ity 
data bases thro~h the COINS system. Among 
our reports and translations, which form the 
bulk of Wiat we generally refer to as report-! Ing, we covec m..,y dlfferont subjects and I 

I I could go on listing 
the variety of reporting for some time.· The 
variety of reporting we do requires a lot of 
different ways of doing it. We tailor our 
product to some extent today and are always 
looking for ways to improve it, but we do 
almost all our reporting via electrical, ner­
rative reports: few hard copy reports, few 
graphics, few briefings. 

his incoming traffic, prepares his report, 
submits it to a chain of reviewers i..tio eventu­
ally deliver the draft to the typist in the 
nex roan. The teit"is retyped (possibly for 
the fourth or fifth time) and then rel ea~. 
Al tho~h MESSENGER is a canputer based report 
preparation system, it ohl y perform~ the typ­
ing and releasing f\rlctions and does not serve 
the person Wio actually prepares the report -
the reporter. 

(U) Will we solve this problem, this lack 
of support to the reporters of NSA, in the 
next decade? I certainly hope so, and I think 
it is well within our power to do so. The 
technology is available today to enhance the 
reporters', functii:m beyond the wildest dreans 
of most reporters. Mimy people recognize both 
the problem to be solved and the means of 
solution, and in several areas, they ·are 
already i.orking to develop canputer systems to 
serve reports in the preparation -Of reports. 

P.L. 86-36 

EO 1. 4. ( c) 
P.L. 86-36 

(6 669) With the availability of canputer 
technology, mmy parts of NSA 's missiDn have 
been affected. Where we used to copy 1-brse 
code on six-ply paper, and the analysts back 
at NSA would scan the raw traffic a month or 
ti.o after it was intercepted, today we rou­
tinely forward traffic electricall to NSA for 
nearl instant anal sis. 

Traffic analysis, signals analysis, cryp-• 
tanalyis, .telemetry analysis are all done rou­
tinely on canputers. 

(U) With the advent of the MESSENGER can­
puter system in NSOC, we even prepare reports 
on a computer. fut wait a minute. Let's con­
sider how that is done. The reporter scans 

(U) This paper will/attempt to aescrioe 
some of the problens which are inherent in the 
reporting field, both those now felt by 
reporters .and those Wiich must be addressed 
in the develoJlllent of a reporting canputer 
system. It will then look at current projects 
1.l'lderway which are developing canputer systems 
capable of supporting reporters. Some of 
these systems are not intended to serve 
reporters but could do so with little addi­
tional effort. We will look at the possibili­
ties available for reporting canputer systems 
given today's technology, and then discuss 
some of the ways in' Wiich future technology 
might further enhance a reporter's life. 
Finally, we will discuss some of the possible 
changes in the structure of the reporting 
field caused both by the canputer itself and 
by policy changes in the intelligence canmun­
ity. 
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Problems To Be Addressed (U) 

-teT In today's intelligence reporting 
world, we have reached the dubious position of 
inl.l'ldating our customers with reports. We 
have a great need to tailor our reporting more 
carefully so that the important pieces of 
infonnation \otlich U.S. decision-makers need 
are not lost in the sea of infonnation we are 
'capable of producing, 

(U) We have always had a problen insuring 
quality control. No one wants to publish an 
erroneous report, but sometimes we don't have. 
time to check all the facts. Sometimes the 
typist introduces an error into a report that 
was already carefully checked. And sometimes 
out intelligence sources present us with 
erroneous infonnation in the first place. We 
have established over the years a canplex 
coordination-review process aimed at getting 
anyone \Jlo has infonnation relevant to the 
subject of the report involved in the produc­
tion of the report. Of course, this coordina­
tion takes time. Sometimes the reviewer makes 
changes that are wrong, and doesn't take the 
report back to the originator. Sometimes the 
report has to be revised heavily and therefore 
m~t be retyped fran scratch. 

(U) In the research that goes into an NSA 
product report, there are a nt1T1ber of onerous 
tasks that must be perfonned, which must seen 
to many reporters as needlessly time­
cons1.J11ing: checking the spelling of pl;:i­
cenames, finding the coordinates (because the 
report goes out electrically and has no maps)' 
getting people's names spelled right, confonn­
ing to the myriad regulation about format, 
preparing the coversheet so that the accol.l'lt­
ing system will work. All the.se are tasks 
which must be done but are not a part of i.hat 
the reporter thinks of as his primary function 
- presenting relevant facts to a customer so 

that the c~tomer can make infonned decisions 
on behalf of the cotl'ltry. 

( e-eee) Accotnting for i.hat we do is very 
important to the proper managenent of 1 imited 
resources. We are now trying to connect for­
mal requirements and their satisfaction 
through the use of canputers, but reporters 
are finding that it takes a lot of extra time 
to prepare the canplex coversheet that puts 
the needed data into the managenent program. 
And that doesn't include the time spent 
keypunching all that infonnation, Hooking the 
reporter to the canputer could save time and 
at the same time eliminate the keypunching. 

(U) How fast can we report infonnation? 
How fast do we need to? Without trying to 
definitively answer those questions, let us 
say that there are n1.J11erous times i.hen our 
reporting was not fast enough to suit the 
situation. Qi a limited basis, we have the 
capability to speed up reporting but it takes 
a heavy toll in resources. How much ·of the 
.delay is in the report research and prepara­
tion process itself? Some might not agree 
with me but I would claim that today most of 
the delay is in the report preparation pro­
cess. We have enabled intelligence to be 
expeditiously intercepted and decrypted, but 
we have made little progress in translating 
and reporting quick! y. 

( e=eee) Some problems i.hich are introduced 
with the canputer are the dependability of the 
canputer system, and the. security of the data. 
If the canputer goes doW'!, do we have all our 
analysts sit on their hands tl'ltil it canes 
back up? And in the sectrity area, we have 
potentially horrendous problens. We have 
built up over the years an incredibly canplex 
~ystem of canpartments, codewords, and clear­
ances, to the point that maiy people don't 
know Wilch things they are cleared for. Can 
the canputer help us deal with this problen, 
or will the potential for inadvertent access 
to someone else's data exacerbate the problen 
beyond belief? 

Current Systems and Projects (U) 

(U) There are almost as many covernames in 
NSA as people, and a person could be forgiven 
if he got confused. fut let's look at a few 
of the names in the field of analytic canputer 
systems. 
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Possibilities With Present Technology (U) 

(U) The TRS-80 aid similar so-called "per 
sonal" canputers have more than eno~h power 
to satisfy most reporter's needs today. With 
canmunications interfaces, such canputers pro­
vide the tectnological basis for a reporting 
canputer neti.ork capable of revolutionizing 
the way we do reporting at NSA. 
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(U) It goes w1 thout saying that there are a 
n1.111ber of problE!lls that w:iuld have to be 
solved before this utopian picture can be 
developed. The present tooes are rather snall 
and can only display a limited ano1J1t of 
infonnation. The present cC111puter systems 
have nl.lnerous . problems with . both turnaroll1d 
and dependability. A couple of develo1J11ents 
in the canputer field may help in this area: 
fail soft tectnology, in lohich pieces of a can­
puter can w:irk independently of one another; 
and distributed processing, in i.tlich each user 
or snall group of users has an · independent 
canputer tied to other canputers only for data 
transfer. All the problems are solvable. The 
major question is i.tiether 01.r institution will 
solve the various problems; whether it, or we, 
are canmitted to improving the effectiveness 
of reporters through the use of canputers. 
Can we? Will we? 

Future Technology (U) 

(U) The TRS-80 has been called the "fobdel 
T" of the canputer industry. The era of cheap 
canputing power is here today, and · the pace of 
tecmology develoiJl!ent has been incref1sing for 
several years. There is no reason to expect 

anything other than a continuing fast develop­
ment rate in new ccrnputer technology over the 
next ten years. 

(U) Already there are rt111ors flying, about 
canputers that will interpret the spoken word. 
can you imagine simply talking to your ccrn­
puter terminal, to give it instructions or to 
"write" re\'.X)rts? Undoubtedly, such machined 
will be on the market in the next few years. 

(S 999) DeveloiJ11ents in microtechnology and 
high speed canputer circuits promise to pro­
duce desktop canputers with more \'.X)wer than 25 
Cray-1's. (The Cray-1 is the fastest general 
purfX)se canputer available today, and sells 
for about $10 million. We use a Cray-1 to 
attack the most sophisticated cipher systems.) 

(U) fobre canpact terminals may result fran 
develoµnents in the plasma display field, 
using a flat display instead of a cathode ray 
tube. This will make the "terminal on every 
desk" concept more practical. Combined with 
the extra \'.X)wer available, each ~r might 
have a canplete processing system on his desk, 
tied to a central system only for data 
transfers. 

(U) High quality facsimile transnission at 
a reasonable cost is just aro1J1d the corner. 
With constrners tied to NSA thro~h a 
facsimile/data netw:irk, "electrical" reports 
with graphics becC111e \'.X)ssible. Q.ir loca~ can­
puter might help to generate the maps, requir­
ing no more instructions thfili a list of the 
placenanes to be identified. OJarts and 
graphs will also be practical in such a sys"'.' 
tern. 

Possible Re-Structuring 
of the Reporting Function (U) 

C e-e99) Last year, NSA was studying a sys­
tem that could result in a massive restructi.r­
ing of the way in i.tiich refX)rting is done. 
This was not generated by technology but 
rather represented an attempt to simplify the 
w:irld of codew:>rds for intelligence const111ers. 
The progran, called APEX, was a matter of some 
confusion here at NSA. APEX called for 
"decanparbnentation" of intelligence, meaning 
generally the sanitization of material so that 
it could be distributed w1 thout codew:ird s. 
APEX is now dead, but some of the ideas con­
tained in the project live on. There is still 
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a hugh dsnaru:I for sanitized SIGINT. This 
~meal') producing some additional reports 
Wftndetach lines, or it could involve produc­
ing tw:> versions of a sing-re-report, one of 
them sanitized. 

+a- Imagine, if you will, applying such a 
system to all SIGINT reporting. I am sure you 
will agree"""tflat a computer i.ould be an invalu­
able tool in editing and reviewing reports 
Wiich must be sanitized for wider distribu­
tion. If we stop and take a look at the pos­
sibil i ties, we might even be able to redesign 
the reporting ·system with an eye on the tech­
nology, and take advantage of the technology 
instead of using it to play catch-up. 

~ Ways in which we might restructure the 
reporting function to take advantage of tech­
nology inclt.rle putting more information into 
data oases, and making more of that data base 
information available to users at multiple 
access levels through sanitization. We might 
tailor our reporting to fit the needs of indi­
vidual users, by having the canputer scan the 
available intelligence information and select 
items by using a dictionary of relevant tenns. 
Our requirements process might be different in 
that cons\Jllers could simply input their key­
w:>rds into their.canputer terminals, instantly 
updating the requirements dictionary. Tue NSA 
system could automatically compare the consu­
mers' input and access level wi•h the avail­
able NSA information and route the appropriate 
information as it becanes available. Manage­
ment reports could be available instantly on 
which user requirements were being satisfied 
and \Jtich were not. Analysts at NSA might 
refer to the unsatisfied requirenents data 
base to help them prioritize their i.orkload. 
Supervisors might use it to assign i.ork to 
analysts. This inforination might even be used 
to alter our tasking .-f ...... · .1.1.1<:ii.1..:....iwo:.w...J1..:i.>~11..:.o.:....11..~~ 
a real-time basis. 

EO 1. 4. ( c) 
P.L. 86-36 

Conclusion (U) 

(U) In conclusion, let us consider the 
challenge of the 80's: to integrate technology 
that is available, and that is becaning avail­
able, to improve the efficiency and the effec­
tiveness of the reporters at NSA, and to alter 
the ways we do our reporting to better serve 
our present and future consuners within the 
bt.rlgetary constraints place on us. Hy conten­
tion is that we can do our present job of 
serving intelligence consuners better and more 
cheaply by taking advantage of the existing 
technology. The decreasing nunber of secre­
taries at NSA is already a problen, and one 
that seems unsolvable. Lack of staff people 
to coordinate reports and a continuing need t.o 
maintain quality control create pressures to 
use computers to assist the reporting staff in 
maintaining the quality for which NSA is 
renoW'Jed. 

(U) How to do this? First, we need a 
coherent policy regarding the use of technol­
ogy to serve the reporting function. If my 
contention is correct - that technology can 
enable us to do our present job better and 
more cheaply - then we. are wasting valuable 
resources by our continuing failure t.o use the 
technology available to us already. 

(U) Second, we must have a driving force. 
The purpose of this paper is to pull together 
ideas from throughout NSA and fran the com­
puter i.orld, and t.o present them to reporters 
and managers in NSA as a meahs of helping to 
create such a driving force - nanely, .the 
reporters and managers in NSA. If we sit 
around waiting for the T organization to 
recanmend new and better uses for technology 
in support of the reporting function, we will 
grow old and gray before anything happens. 
This is not intended to be an indictment of 
the T organization, merely a statement of the 
realities of life. Tue T organization exists 
to serve the other organizations of NSA, 
including ~erations. If we want to update 
the reporting technology here, we must ask -
demand - that it be done. And we must take an 
active role in specifying in great detail how 
the job is to be done. 

(U) Tile possibilities are almost endless, 
but the challenge is ours. Tue technology is 
there and more is coming. But we must take an 
active role in developing our understanding of 
how the technology can help us and in seeing 
to it that we make the fullest possible use of 
the technology. 
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ACROSS DOWN 

11. Average second bites are vegetables . (8) 
5. Could this be where llllpUtated limbs are thrown? (6) 
9. Small overthrows co•bined in great poems . (8) 

10. A child or a place in Mexico. (6) 
12. ConsUlles teas in a sloppy .. nner, (4 ) 

13. Weasel out of orders to attack. (5) 
14. A kick fro• the teaa•s top untried draft choice. (4) 

17. I hear the sea left the fiend's far11 u.chine so he 
could show us his wares . (12) 

20. Otherwise cal• .ediator possessing e110tional 
appeal. (12) 

23. It's not often the aeat isn ' t overcooked . (4) 

24 . Less confused about a tradition at Easter. (S) 

25. A peachy coat for policemen? (4) 
28. Myth of the ankle, perhaps? (6) 
29. Religious gentleman takes a note back to provide 

work for the secretary. (8) 
30. Did the bug clear his throat for the St4Jt 

Spangled SalutVL 1 ( 6) 

31. Snake has Richard Henry cbnfused about a small 
prisoner. (8) 

il . A sentry stationed at the fence? (6) 

2 . The right side ejects from bed. (6) 

3. Somehow the line forms in the river. (4) 
4. Ano.th~ ewe into pai nt; need we ask again? (8, 4) 

6. Enough space to anchor around. (4) 

7. The faction favoring pipes put together the mer­
chandise. car 

8. I sort art for Arnold ' s kind , aaong others. (8) 

11. Gather fSO sch1111e for the European Recovery 
Progru. (8, 4) 

15. Rushes, we hear, through the book. (SJ 

16. Draw off five hundred d~oplets . (5) 

18. Destroy the rua label? Nol It'll be useful 
next April . (8) 

19. Very good! Every one is not left behind. (3, 5) 
21. Rolllan god adds eyes, we hear , to restore a flat. (6) 

22. Blossoms as a .sound heard over the meadow? (6) 

26. At one ti.e, at the induction center. (4) 

27. Scandinavian i n a Japanese rickshaw. (4) 
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SAY What You MEAN! 

by David W. Gaddy 

@ 
ver time, jargon becanes accepted 
usage, but in its application there 
can be confusion of meaning. "San­
itization" is an exmple. Part of 

· ( U) the con fusion arises frCJTI our 
traclition~l view of the CCM'I~T handling sys­
tem, a view which must he modified if we are 
to cormnunicate effectively among ourSP-1 ves and 
01.r colleagues in the Community. ·"What follows 
is. a reflection on "lessons learned" during 
the APEX study of the p.9St two years and an 
attempt to clarify tenninology now in wide 
(but often differing) use. 

< e-eee) To set thf'! stage by stating the 
obvious (so obvious it may be overlooked), the. 
body of infonnation under discussion, Cfl.!INT, 
is classifif'd. Tt is TOP SECRET, ~CRET, 
rarely CONFIDEITTIAL. (Unthinkable a fP.w years 
back, there i~ also unclassified crnnrr of a 
historical nature, but we are ~oncerned here 
with current CCY.INT.) It also has at least 
one addit,ional attribute: it usu::illy · hCJs a 
codeword or a restriction that it be handled 
only in CCMINT channels, the ~ItfT "compart­
ment." This is the information which, from 
World War II U.S. Anny usage, is frequently 
called "special intelligence," or SI. .~ince 

SI is now limited to CCJ1INT, it has become a 
euphemism - oome even mistakenly (but with the 
same result) think it equates to "signals 
intelligence." 

(9 990) For years most of us have thought 
of "oompartJnents" as those STiall, cloistered 
efforts, usually rlistinguished by a covern<rne, 
which are now, for the most part, covered 
under the VRK (Very Restricterl Knowledge) sys­
tem. (See llSSID 16 for details.) It still 
comes as a mild shock to he reminded that the 
CCMINT handling system is itself a compartment 
(or "special access prop;ran," as comJ)Elrtments 
are termed in Executive Order 12065). · Here is 

the definition of "compartment" as develope<i 
under APEX and approved by the OCI~TB. Tt 
represents but a slight modification of that 
contr'lined in the 1978 DCI/NFIB "Glossary of 
Intellip:ence Terms and Definitions": 

CO!Tlpr1rtmentation: Formal systems of res­
trict.f>d access established and/or managm 
by the Director of Central Intelligf'l'lce 
(DCI) to protect the sensitive aspects of 
sources, methods, and analyticcil procedures 
of for!"i~n intelligence programs. 

The ~f!l'leric tenn in Community use is "sensi­
tive compartmented information," SCI. CCJ-1TNT, 
or ~IGTNT hanrll ed under the C(lH"IT syst!'!lll 1 is 
therefore a fonn of f.CI. (Al tho~h we are 
concerned only with specfal i:icmess progr1111s in 
an intelli~enc~ context, there are other such 
progra'll.s, especially those createrl for mili­
tary operational purposes.) 

EO 1. 4. ( c) 
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I 

Ed Note: It may have been the conductor on 
the Orient Express \J1o said it first, as 
the rletactrnfflt of Turkish soldiers p,ot off 
the train at Vienna: "I think we shall · 
have to sanitize that cooipartment." 
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HOW TO CREATE 
A USER-0/tnFRIENDLY 
SYSTEM 

vron1 comaand. dummy I 

try aaain, fat fiiiii~~~i ....... . 

ao away, I'• bu1yl 

another loaic error, •tupid I 

(CISI Workshop, May 1981) 

one of us sets out deliberately 
to bring unfriendly hunan/machine 
interfaces into the "-Urld. Somehow, 
even though we <1re trying our hard­
est to design and build good 

software, the user interface all too often 
turns out to have some serious defects Wien it 
is delivered and people start using it. Some 
of the defects can result in increased error, 
waste of expensive man-hours, and waste of 
machine resources. If the users have any 
choice, and things are bad enough, they may 
simply refuse to use the system, and find 
other ways to get their work done. If they 
don't have a choice, their work efficiency may 
suffer significantly. 1'11e i.orst aspect of the 
situation is that the losses are hidden; the 
machine is not down, some amount of i.ork is 
flowing through the system, and there is no 
obvious stoppage or breakdown that can be sin­
gled out to warn us that a lot of time and 
effort may be going down the drain unneces­
sarily. 

My main pur!X)se here is to raise your cons­
ciousness about the needs of the user, and h::lw 
some kinds of design decisions can affect the 
convenience and supportiveness of the user 
interface in an interactive system. I have a 
strong feeling, based on studies I have made 
of several Agency systems, that mMy of the 
unfriendly features are unnecessary. Some, it 
is true, are forced on us by prior commitments 
to specific fonnats or procedures, or by file 
security and file integrity requirements. The 
majority of the features that make problems 
for users come about, however, simply becnuse 
the designer and progrC11111er were optimizing 

other variables, without thinking about the 
effects on the user. Their priority lists are 
headed by other things, and the. user is way 
down in the stack. They are concentr?-ting on 
savin~ space, getting around weaknesses in the 
progranming languages and operating systems, 
meeting demands of the sponsor for perfonning 
given functions, and beating de;:idlines. 

Jn the mi<ist of these pressing preoccupa­
tions, it is all too easy to forget that we 
are desip;ning a system that will interact with 
a user. From his point of·view, the system 
will exhibit behavior, just like another per­
son or animal. If its behavior is puzzling, 
contrat:lictory, and frustrating, the user will 
have a lot of trouble getting along with it. 
If it leaves him hanging, not knowing ~at to 
do next, and he has to dig through a badly­
written manual Wiile his hOrk waits, his time 
and the system resources are being needlessly 
wasted, when we could have told him Wiat he 
needed to know :n a simple message on the. 
screen. If system messages mislead the user, 
or if data-entry procedures are confusing Cl'ld 
inconsistent with normnl usage, we are design­
ing in a source of constant error. All it 
takes, in mooy cases, is a slight re-wordinp, 
of a message, addition of information to an 
incomplete message, or standardization on one 
set of field labels or procedures, to solve 
t~ese problE"lls for the user. Very rarely will 
the changes toward us~r-friendliness require 
any major sacrifices in efficiency, r111ning 
time, or ease of debugging or maintenance. In 
fact, the same changes that make a a system 
more predictable and convenient for a user are 
likely to make it easier to maintain and debug 
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as well. 

I guess what J am trying to sell to you is 
the need for a lot more EMPATI-IY TCMARD THE 
USER. Interactive prograns are basically dif:­
ferent frOITl the kinds of prograns that read in 
a batch of data, chew on it a while, then spit 
out a batch of answers to b(> read later at a 
user's rlesk, or rl.l'l 9n another ccrnputer. At 
least half the work in an interactive system 
is being done by that user out there, who is 
carrying out a continuous exchange of informa­
tion and instructions with the system. ~en 

we design such a systern, we cannot afford to 
let ourselves forget that we are creating 
BEHAVIOR. The interface that the user sees 
will have c~aracteristics that significantly 
affect his work efficiency. We have to find a 
wc.y to l<ecp in mind 'that the user is trying to 
do, what ex~ctations he brings to the task, 
and how he will perceive what the system is 
saying to him. At any given point in an 
interactive dialog, the user has certain 
expectatl.ons in terms of information he needs 
and timeliness of response to avoid breaking 
his train of thought. You, th~ system 
designer and progranmer, have built up that 
set of expectations (whether knowingly or not) 
in the sequenc-? of dialog steps that preceded 
the screen the user now sees. 1.Jhether we like 
it or not, when we design and implement an 
interactive system, we are creating behavior, 
and we are creating a conversation. If we are 
going to do it right, we must somehow get into 
the habit of empathy, imagination, putting 
ourselves in the user's place, at all stages 
of our work. 

WHY IS IT SO HARD TO SEE 
1HF. ll<;ER 'S VIEWPOINT? 

llnfortl.l'latel y, there aren't very maiy good 
tools and techniques yet to help designers 
change their point of view from the old 
"batch" way of designing prograns. Most of us 
still tend to approach an interactive system 
design task pretty much as if it were a batch 
progrCJll. A task is specified by a sponsor who 
has certain requirements; we know what CCX!l­

puter system and progranming language we wi 11 
use; we go ahead and write A PROGRAM which 
will do the job within those constraints. We 
treat the interactive user as if he were a 
tape drive, a card reader, or any other input 
device that we get data and par<J!leters from. 
Instead of sending a seek to the disk, or a 
read to the tape drive, we send a message to 
the user. This is a very poor way to look at 
an interactive task! People are not like 
disks or tape drives, for better or for wor~. 

Somehow we must develop d iagrC11111ing and pl M­

ning techniques, modelling and prototyping 
skills, and useful practices and guidelines 
for this new and special kind of prograrming 
and design involving dyncrnic give-and-take 
between user and system. 

WE NEED A COURSE HI 
INTERACTIVE SYSTEM DESIGN 

I wou1d very much like to see a course in 
"Design of Interactive c.omputer Dialogs" 
taught at our School. There are <1 nlJllher of 
courses being taught at Universities and Col­
leges, and in private . industry. Videotapes 
are available from at lc~st one source I know 
of, Dr. Ben Schneiderman at the lhiversity of 
Maryland. An excellent course is offered by 
Dr. J. D. Foley at <fil. There are also a 
nlJllber of research efforts under way in 
several places to develop guidelines for 
interactive system design, and they have pub­
lishet;I useful papers (e.g., those by Ramsay, 
et al. and ~1th, et al. in the references). I 
believe that such a course should be practical 
in its orientation. It should inclu::le at 
least one real design project. And it o~ht 

to be required in our Data Systems Profession­
al ization program! 

TOOLS TO HF.LP THE DESIGNSR 

In the near future, there will be new aids 
for designers of interactive systeons. We wi 11 
be able to use the power of interactive sys­
tems themselves in the design process, with 
r<ipid prototyping and planning packages simi­
lar to the ~A/PSL system currently in use by 
T-Group for progrcrn design. J believe that we 
could gain useful techniques and tools right 
now from the Computer Aided Instruction (CA I) 
field. Designers of computerized courses h::ive 
developed a lot of experi1mce in building one 
type of interactive dialog. A stuiy of CAI 
packages and techniqu~s, and an attempt to 
transfer useful ideas to interactive system 
design, would cmply repay our pffort. Unfor­
tunately, our need is pressing and we don't 
have these tools at our fingertips today. 
There are still some informal methods we can 
use to help us visualize and manipulate the 
essential structure of an interactive session 
fran the us~r' s point of view. The diagran­
ming method I am suggesting in this workshop 
ls a simple, pencil-and-paper aid you can use 
right away to try out ideas and see how they 
will impact the user, to compare different 
<lesigns, and to trouble-shoot boo spots i~ an 
existing <lialog. 
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EXAMPLES Cf' OOOD AND BAD ugER DIAWGS 

As a way of denonstrating the importance of 
empathy toward the interactive system user, I 
will present several exanples of poor design, 
chosen from actual NSA systems in curn~nt use. 
The exanples will be disguised, to avoid need­
less embarrassment to designers, ma'la~ers, and 
progrcrrrners associated with them. Features of 
several real systt'!ms may be lumped together 
into one artificial "system" for the sake of a 
dranatic illustration. The essentials of each 
feature will be retained, with surface details 
changed to conceal the source. "Rock-throwing 
sessions" are destructive to all concerned, 
and my intention is not to criticize any 
specific system or Agency elE!llent. Tn many 
cases, the particular unfriendly feature I 
have chosen to dPscribe is only a snall part 
of a system which is otherwise very helpful 
to users. With just a little forethought to 
avoid making needless problem; for the user, 
these excellent systems could be performing 
far better. I will also present some 
col.11.ter-exanples to illustrate good, "user­
friendly" designs for contrast. Some of these 
are chosen from the same real-life Agency sys­
tems as the ''boo" ex an pl es. (For reasons of 
space, the exanples were not incltrled in this 
paper, but were presented in my talk at the 
workshop only.) First, let's look at the 
basic shape of an· interactive session - the 
structure that ~akes it essentially different 
from ;:i batch progran run. 

• 
THE STRUCTURE OF A DIAlDG 

I .will illustrate these points with a con­
venient method of diagranming an interactive 
user dialog, which emphasizes the dynamic 
structure of the interaetion. Fig. 1 shows a 
diagran of a simplified typical dialog. The 
circles are states of the user, and the arrows 
are exchanges of information between him anrl 
the system Wiich move the user to a next 
state. Each step from one state to the next 
involves a user input, followed by a system 
response. Tn this analysis, we are interested 
in the USF.R's states; the system, too, has 
states, but we are seeing them entirely 
through the user's eyes at present, because it 
is the user's viewpoint we are trying to mo::lel 
and t11derstand in this exercise. The action 
starts when the user sits doi.n at the terminal 
and LOGS ON. When the system receives hi.s 
loe;-on, it . can either accept him, at state 1, 
and display a message, prompt, or menu, or 
else it can refUse him and give him (we hope) 
a cle~r message telling him ..ttat is wrong, at 
st;:ite 4. If his log-on is accepted, the 

system gives the u.'!er access to what I will 
call the TOP L~VEL of the rlialog. Here he has 
a chance to ~lect one of a set of major 
actions he can perform on the system. They 
can be commmds he may type in, files he may 
call up, nlJllbered choices from a menu, or 
function buttons he may press. When he 
selects one of these actions, the system will 
again respond by either givinp; him access to 
the subsystf"ll he has requested ( filE', command, 
routine, package, etc.) or displaying a mes­
sage warning him that he is tmauthorizen to 
use it, or has made an error in his input. 

The function the user has crcsen may offer 
him still another set of choices, lew:linp, to 
another level of subsystems, or there may be a 
linear chain of actions and responses between 
user and system, involving no fUrther choices 
of dialog pat'1s, but continuing tmtil the 
action is done (data entry, record retrieval, 
computation and display of a result, etc.), 
for instance, the step from state ? to ~ in 
figure 1. After the user has viewed the 
display, or the system has completerl i..ork 
behind the scenes and given the user a mes­
sage, the system may automatically return the 
user to a higher level and let him choose a 
new action at that Jevel, or else it may ask 
him where he wants to go next. Eventually, 
the user will decide to quit i.ork, or else the 
system will automatically terminate hisses­
sion and he will be returned to the top level, 
IJ'lere he will LOG O~F. At any point in the 
dialog, the user may su1denly see that some­
thing is wronr,, or else he ~ay have to break 
off his wrk unexpectedly, so he will need to 
ABORT or CANCF:L the dialog and return to a 
hip,her level ~efore work at the current level 
1'as terminated normally. Tn many existing 
systems, the top levf>l i~ special, in that a 
user cannot ordinarily bypass it by an inter­
rupt from inside the dialog. His interrupt 
will get him hack to the top level, where he 
must LOG OF'F to get out of the system 
entirely. This is because logging on and off 
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are o~en handled by the operating system, 
while lower levels of dialog are handled hy a 
specific routine or software pi:ickage l.l"lder the 
operating system. Some systems i:illow users to 
log off directly from one or more states 
within a subsystem without having to return 
first to the top. At each state, the system 
gives the user specific displays that must 
tell him \J'lat he needs to know to select the 
next transition. No matter what else may be 
going on behind the scenes in the host com­
puter, disk files, mciss memories, net~rk con­
nections, data links, etc., All.. THE USER'S 
DECISIONS MUST BE BASED ON WHAT HE SF:ES ON Tiff 
SCREEN RIGHT IN FRONT OF HIM HERE A ND NOW. As 
the designers and pro~ranmers of the user 
interface, we have to find a way to ti>ll him 
just what he needs to know right now, to make 
the best choice of his next action. Why make 
him guess at incompletP information, try to 
remanber lists of commands, or recall data 
displayed on earlier screens? You are 
Lrlnecessarily adding to his burden and 
detracting from his effectiveness in the pri­
mary task he is performing with the system. 

The table below is a state-transition 
matrix. It provides a useful way of 
.st111111arizin~ information concerning pairs of 
states, or data associated with each transi­
tion allowed by the dialog in figure 1. This 
particular table shows user inputs (U) and 
system responses (S) for each transition. An 
X indicates that the transition is not cillowed 
by the dialog. Such a table is a convenient 
method of reviewing cill the P:>ssibil ities and 
planning or analyzing an interactive dialog. 

CU~ftENT I ~E:f!' STA!! . 
,TATE : '!llTUL : 1 I ~ I 3 : q 

---------:----------:----------1-~---r---------r---------
~!UTRAL I X :U:lo~ o" I I : ~ fU:lo~ on 

: l~:top 111enu: I l!l:r•fu••l 

---------:u;i;;-;;r-:----x-----;u;;~:---x-----i--~x~-~ 
:5:fHdboakl IS:proaptl I 

--------1-------:-------1-------1-------1--------
2' l x ru:oario•l : '.t :u:1•t• : x 

I I~: top 11enul I! :d tspllyl ------- :.---------1------1------:--------1--------
3 : X IU:qutt I X : · t : t 

I l!:top •Hnul : I 
--~---:----------:----------1--------1---------:---------- :u:- I X . : X : X : X 

:' :me1s•1• : l I f -------:---------1-----:------:-----1------

Figure 2 shows a d iag ran of a dial~ w1 th a 
user-interrupt transition skipping from State 
' directly back to the top 1 evel, bypassing an 
intervening State 2, and skipping State q, 
wnich ordinarily would have come next. 

~ 

~ 

u 
T 
e. 
A 
L 

For instance, suppose that a user has logge<l 
on, and at Stcite 1 has asked for a file-updatP 
package. ~tate 2, inside the file-update pclrt 
of the dialog, has g ivf'n tiim ci data-entry for­
mat to fill in on his scre1m (State 3). While 
enterin~ data, the user suddenly realizes that 
he should first have retrieve<l a record to 
check its contents before making the updat~s. 
He enters a commcind canceling the data entry 
screen, removing the effects of any data 
he may h<Jvt> entered already, and returning 
him directly to the top level, where he·may 
request the retrieval subsystem and make his 
query. It is useful for the designer t~ make 
a state-transition ti:ihle including all the 
"cancel" or "user interrupt" transitions he 
will allow, and listing the items of data or 
proP,ram variables that must he reset to clean 
up the loose ends at each point. This is also 
a good method of deciding whert> we can reason­
ahly permit the user t~ canct>l, without creat­
ing too much chaos in the data base or progr<fll 
variables. Tn general, it is more "user­
friendly" to al low user-interrupts at as many 
points in the dial0!1; as can reasoni:ibly be 
m?.TH1f(M. 

Before he 1 ogs on, and aner he logs off, 
the user is in a special "neutral state", 
where he is not directly affected by anything 
the system does. In this state, he is not 
enp,aged in any dialog with the system. CX!ce 
he logs on, and from then Lft1til he 1.ogs off, 
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he is more or less closely coupled with the 
system, and his actions are directly affected 
by the p;ive-aid-take of the dialog. At each 
of his states within the dialog, he expects to 
see certain data, within a certain range of 
time-frcnJes. He has specific tr1certainties 
which must be resolved completely by the 
display on the screen, if he is to he able to 
continue working effectively. The system 
designer must be aware of this mental context 
built up by the previous steps of the interac­
tion, and provide what the user ~eeds to know 
right where he needs it. The diagran can help 
us by factoring out each transition and let­
ting us consider just Wiat path or paths have 
led the user to a given state. A state­
transition table can help us orgaiize and 
review all the items of information the user 
has supplied to the system ~d expects to 
receive from the system at ~ach state. 

Figure 2 shows another situation, which can 
happen in this nll-too-imperfect i.orld. Ima­
gine that the user has worked his way to State 
3 again. Suppose, for instance, that he has 
called up the retrieval subsystem (State 2), 
entered a query (State 3), and is waiting for 
the system to display the retrieval on his 
screen. Suddenly, he finds himself not at the 
top level, but all the way back at the neutral 
state, out of contact with t:he system. The 
dialog has been stopped dead, the screen is 
unresponsive, and \J.ien he pushes a key, noth­
ing happens. The system has CRASHED in 
midstream, perhaps leaving a multitude of 
messy loose-ends hanging behind the sceni?.s. 

The way this experience feels to the 
interactive system user must be lived through 
to be truly understood. The best way to 
describe it is to say that one minute the user 
is closely involved in a lively give-and-take 
with a responsive, talkative entity, and sud­
denly everything has died on him. It is a 
very peculiar and frustrating feeling, a 1 it­
tle like running into a wall. Whenever this 
happens to a us~r, he will have some very 
strong tr1certainties that must be resolved 
somehow by messages or pre-Jarranged pro­
cedures, so that he can put his i.ork back 
together and get going again with a minimum of 
lost motion art.er the system canes back up. 
In addition, TI-l~RE I~ A STRCWG E'1CTfIONAL 
RESFONSE of frustration and C1larm, especially 
if the user knows that a lot of his work will 
be lost: not just the 1C1st action he per­
formed, but perhaps hours or even days of ear-
1 ier i.1:>rk as well. A state-transition table 
incltrling "crash" tra.1sitions back to the neu­
tral state can help us review the possibili­
ties and plan wtiat loose ends need to be 

clenned up and \ti.at recovery features need to 
be provided to the user. 

The diagrams can be a handy aid for "doo­
dling" \tl.ile you are planning an interaction. 
Tf you are a designer, they can '1e1 p you to 
see the structure of a user interface from the 
user's viewpoint... They can help to make clear 
what are the successive choices a given design 
puts before the user, and Wiat data he needs 
at each point t..o decide where to go next. If 
you are a user, you might find it an interest­
ing exercise to try diagranming all or a por­
tion of a user dialog for a system you use, 
especially a part of it that of'ten gives you 
trouble. fxperiment with various kinds of 
matrices and tables of data associated with 
state-pairs, for instance user performance 
times, system response times, user inputs and 
system messages, etc. The exanples in these 
handouts will provide some illustrations. The 
references at the end of this paper list 
several sources where state diagrgns for 
interactive dialogs are discussecl. These 
references were brought to my attention by 
Joan 1"c D:>nald , R8. 

sa-lE HANDY R\l..FS OF TI-!l'"1R 

Below are some guidelines that express the 
"moral" of the illustrations I presented in 
the i.orkshop. 

1. D:>n't make the user give you rerlundant 
information; get it from him once and use it 
efficiently behind the scenes. (E.g., if you 
ask him for his ncrne and can look it up, you 
shouldn't need to ask for his initials and his 
social security number too. Jf you have a 
passi,,ord, you shou'ldn't need anything else to 
identify him.) 

2. D:>n't leave the user looking at a blank 
screen af'ter he has input a coinmand or data. 
Give him a message (''Document number not 
fol.11'1", "retrieval ended", "retrieval failed") 
or at l'e<1st a prompt to t""l l hi'll Wiat level of 
dial.og or state he is in so he has an idea 
what to do next, especially if the corrrnand he 
just input has failed. 

3. D:>n't build data entry formats or 
representations into your dialog Wiich are 
counter to normal usage. You are ·laying the 
fol.11dation for persistent user ~rrors that 
will waste far more time in error checking and 
recovery code than the extra trouble to 
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THE. SOL.IS 

~b IT ~cJ P.a ~V\TEllt 

Fi~. 3 

--------------- ' ' 
R!""°: TltAL I 1 : 2 : ~ I II I ! " f 
---1----1---1-----1----1---:--- ---: 

CUR-I ll!U• 

~EU·I IU:l.on I I I I I 
T1t~Lf ! fS~top r x I x : x : ~ "{ 

l :T:2111n I I : I --1----:----1------1--r----1----- ----: 
1 :u:t.orr: IU:edtt I I I 

:~:actcn.: X f'!:d1plyl X I X : X X l 
:T:!-1ns1 lT:6-1Dsl : I : ---- :-----1--:----:----1---:---- -------: 

2 :u:- : :11:1nterl f l 
:s:ar.1shl : r :~:te1t I X : '.t '.'< : 
: I : :T:~-10•1 l : 

--: ----: ----:-----:-----:------:----- -------: ! :!J:- : : l~:t11b : : 
;~:cr111r.; X : X i X i~~~leldi X : 

......... : ------- :----: ------:------- :------: --- -- : 
• :u:- : : : :u:t-.b :u:t•b 1 

:, : or11hl '( : 't I '.( :~:rlel~IS:tfOflt• X 
l : : : lT : !'I l'r:O , 

--- r ------ : ------- : ------: ------: ------: --- ------ : 
5 IU:- : : IU:t1nterlU : t1b : U:•nt•,. : 

:~:er••"': 1 I x :~:~11txi: :s:rteldl x !:pr-01n1t: 
: : : IT:6·1~s:~:~ l T:~-10• : ----: ------:-----:--- :-------1-----1------ ----I 

6 IU:•tit I IU:~•v~ : : 1 I 
l"l:top f I J!1;:tf1plyl X : X : X X I 
IT:•-1ns1 IT:~-1011 : I I 

/.,, I) ----1-----1-..:---1-----:----1-----1--- -----: 

:-·~0~ ~0 
.! • .::;. •• \ ...... - ..... 8,~"' 

"04?' \:/ .. ~ 
~/?\ 

I ~:-----\:..J 
cu;::·;Eu:··-------------------;£x;:··--------------------------------
"tr.r: TRAL : 1 : 2 ! 3 : It : ' '5 ., 

----:-------:-------:-------!-------:-------:------- -------- --------
~!U-1 IU : l.on I I I : 
TRAL: '{ :s:top~ : x : x : x J x 9( x 

----:-------:-------:-------:-------:------- :------- ------- --------, :u :1.orr: IU:reCr)I : 
:~:~ess~I X :~:vndovl X : X : ~ ~ ~ 

----:-------:-------:-------!-------:-------:------- -------- --------2 :u:- :u : d•l : :u:otl-'JIU:old fl 
f!:arashlS : ~e1s1: r :s:n•v rl!:dsplyl X X X 

----1-------1-------:-------:-------:------- 1------- -------- --------3 :u:-- : : : :u:nev r: !.J:'1el 
:s:erash: '( : r : x :~:c:tsplyl t x '5:11ve r 

----1-------1-------:-------:-------:-------:------- -------- --------' fU:-- l : : : IU:•pltllP IJ:•lin• U:'1el 

Examples from Other Systems :~ : erasht X : X I X : X :s~new D ~:scl"'oll ~:save. f 

----:-------:-------:-------:-------:-------:------- -------- --------~ IU : -- I : I lU:c:t1ta I 
lS : or•sh: I I I : l: :~:ds9lyl X X X 

----1-------1-------:-------:-------:-------:------- -------- --------~ :u:-- : : : :u:d1ta I 
:s:c:r1sh: t : x : :< :s:dsplyl r x: ~ 

----:-------:-------:-------:-------:------- :------- -------- --------1 :u:-- :u:- : : : : 
IS:cru11"t:~:top' I X I " : '( : x x ~ 

----:-------:-------1-------l-------:-------:------- -------- --------
CRASH: st1t1s •,5,5, keystrok4 roeovery rtl• '• 

state1 1,2,3, user reeovH"y not ne~ed 
st4te ~: after htt ~de!•, reeov.,.., not po11ible 

Nov 81 * CRYPrOLQG * Page 22 

UNCLASSIFIED 

I • i 



DOCID: 4009838 
UNCLASSIFIED 

r.UR- l llF.U- MEJrl' 
Ri::irr: TRnL l 1 I 2 I 1 l 11 I c; I f'i l 1 I " 1 " I 10 , 
----1-------1-------1-------1-------r-------1-------:--------1--------1--------:--------:--------1 
M<;U-1 fU:t.on I I I I I I I IU:lo<t onf I 
TRnLI X IS:top I X I X l X I X I 1C I 1C I X IS:rPfus<'I 1C I 
----1------1------1------l-----1------1------l--------l--------l--------l-------l--------l 

1 llJ:l.offl IU:trivl" I l I I I I I l 
1::;:rne:<1"f.l: X IS:prmptl X I lC I x I x I X I 1C I '< I x I 

----t-------:-------1-------1-------1-------1-------1--------1--------1--------1--------1--------1 
2 IU:- I I IU:retrvlU:cr~11te I lll:<?h11n~Plll::wnmrl I I I 

l~:cr..shl X I 1C IS:dsplyl~:prmpt.I JC I 1C IS:promptlS:promptl JC I 1( I 
----1-------1-------1-------1-------:-------1-------:--------1--------r--------r--------r--------r 

1 Ill:- I IU:exit I I I I l I : I I 
IS:crashl 1C IS:pnnptl X I lC I X I X I '< I X I x l X I 

----1------1-----1-------:------1------1-----1-------l-------l--------l--------l-------l 
11 Ill:- I I l IU:data I I I l I 

IS:crA!lhf X I JC I X I X IS:p"'1ptl 1C I X I X I X I 1C I 
----l-------l------l------l------l-------l-------l-------1-------1-------1--------l--------I 

c; IO: -- I IU:cmcll I I IU:tfat.a I . I I I I 
l~:crai'!lil 1C IS:prmptl x I 1C I :i: IS:prompt.I x I x I J I X I 

---l------l------l------l------l------l------l-------l--------1-------1-------1--------I 
Ii Ill:- I lll:exit I I I I I I I I 

IS:crm1hl X IS:prmptl X I 1C I X I lC I 1{ I X I X I X , 
----1------l------l------l-------l------l------1-------1--------1--------1--------1--------I 

7 Ill:- I lll:"xit I I I I I I I I I 
IS:crai'!hl X IS:pnnptl 1C : X I x I x I • x I 1C I x I X I 

----l-------l-------l------l------l-----1------1-------1--------1-------1--------l-------I 
A l'J:- I I I I I I I I I I I 

IS:cra!'lhl x I x l x I X I X I x I X I X I X I X I 
---1------l------l-----1-------1-----1-------1------1-------1-------l-~------l------I 

9 Ill:- I I I I I I l I I lll:trivl"I 
IS:mes!'lgl X I X I X I X I X I X I x I x I '.c IS:r,..rus .. I 

----:-~-----:-----:-----:------1------1------1--------1--------1--------1--------1-------1 
10 Ill:-- I I I I I I I I I I 

l~:m.-ssp,I x I X : x : X I "< I x I x I x I l! I "< I 
----f-------J-------1-------:-------:-------r-------l--------:--------f--------I--------:--------: 
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provide a natural format in the first place! 
If a field is to contain dollars and cents, 
permit the user to insert. a ctecirnal point, and 
edit it out later if you must. If the data 
structure behind the scenes requires an odd­
ball representation of dates, times, etc., let 
the user enter them in a natural, easy-to­
rememher form and do the needf'!d conversion in 
the software. When you display them to him, 
convert them hehind the scenes baci< to the 
form he is used to. 

4. Don't let different parts of thf' same 
system use different formats, procedures, or 
representations for things that are the same 
to the user. Use the same method of error 
warning and correction throughout all the data 
entry routines of a system. Use the same con­
vention for "default" or "null" data entries 
i;md command selections. If one subsystem pro­
vides a list of options "1", "2", "3" and 
asks the user to pie k one , don' t use a similar 
display with nunbered items to mean something 
else in another subsystem. If some subsystems 
tell the user "PROCESSING CCt-lPLETE" at the end 
of their actions, as a way of letting him know 
he is back at the top level, all subsystems 
should do so, rather than some of them leaving 
the user looking at a blank screen. If you 
display a review aft.er d<1ta entry in a form, 
always give the user the s;:ime way of inrlicat­
ing "correct" or "wrong" and makinci; correc­
tions, throui;hout all data-entry routinf"s of a 
sinp,le system. 

5. When you send an error or warning mes­
sage to the user:-, tell him clearly what is 
wrong, w'1ere the error is, <1nd what he can or 
must do next. Don't just say "invalid code"; 
give him a list of !<.hat the valid codes are, 
or provide a "help" or "?" command that will 
display them to him without interrupting the 
interaction. Don't just say "index out of 
range"! Tell him the ncrne of the variable, 
and what was in it ("I=O", "X=99999<)9"). If 
thf' ~essage indicatf"S that something is wrong 
which the user can't fix, g ivf' him ci phone 
nunber to call for help, and keep the message 
up to dcite so the rn.mbf'r is right. 

6. If certain dat<1 to be input by the user 
must function as key elmient.s in the data 
structure or the procedures on which thf' task 
is based, lf't him input them <1t the beginning, 
check them thorow,hly right away, and p;ive him 
a chance to correct them if needed. Don't 
wait until he h;:is entered several pages of a 
form before you tell him "\\'RONG <;SN - FATl\L 
ERROR" <>nrl make Mm re-enter all. the other 
dat<:i. 

7. Tf t.hf're are requirements for contents 
or formats in data entry fields, check for 
them right away and let the user correct 
errors for each fielrl pS he enters it. !'On't 
give him a review o~ several fields at once, 
one of Wiich may be incorrf'ct, unless you al.so 
provide a forms-entry interfacf' with tabbing 
from field to field anrl protected fielrl boun­
daries. 

8. !'On't use different lcibels or abbrevia­
tions for field names, cornmanrls, or other key 
w:>rds in different parts of the same dfalog or 
system. If a field is callf'C! "AMOUNT" in one 
display, call that. field the same thing in 
every display or message that refers to it 
(not AMT one place, MONEY someplace else, 
"F'lJNDS" someplace else). Don't choose labels 
or abbreviations that look alike or are 
confusinp;. · While an experienced user may be 
used to some of these, you are makinp, it need­
lessly hard for a new user to learn anrl 
remember them. F.xperienced users have a way 
of leaving, and all users have to start out as 
new users somf'time. 

9. If there is information at the top of 
the screen the user needs to see, be sure it 
doesn't get scrolled off before he gets to use 
it. If you aren't sure it will still be there 
whE>n he needs it , dtspl ay it again ; don' t 
count on its being visible now just because 
you dis!)l~yed it ~ few steps ecirlier. 
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OPELINT is Alive 
and Well in B Group 

by 

he alternate title of this article 
could be, "To P,ag A BLACKRIRI), anrl 
Other SIGINT Tales," and it might 
start with a conversation something 
like this: 

"Hello, Ralph? You know that SAM site that 
isn't there?" 
"Yes, Jim, what about it?" 
"It just launched tv.o SA"!' s at the SR-71." 
"Ch, no!" 

~Five years ago, I I excellent 
article, "Yes, IX>n, There Is An El.INT!" (CRYP­
TOLOG, August 1975), brought ELHff out into 
the bright light 9f day for many, His 'j'i;_:CHF.L­
INT oriented piece invited a companion article 
from an OPF:LINT-er in A, B, /or G Group. No 
one has yet responded to th~ challenge, so 
this article will hopefully bep;in to fill that 
void. 

EO 1. 4. ( c) 
P.L. 86-36 

P.L. 86-36 

MY INSURANCE COMPANY f 
NE~ ENGLAND LIFE, OF 
COURS[ .•.•••• bJHY f 

(~'\~0:-~ fo\Jch has happened in the v.orl<i of ELINT 
·· in th~ meanwhile. Collection systems have 

proliferated, meFisurement capcibilities have 
i'llproved, ;:ind in many areas of DOO, OPEUNT 
and C(}ll!NT analysts have joined forces against 
their tarr,ets. 1his inter-disciplinary min­
gling has spawned a new breed of SIGINT 
analysts who are equally comfortable on either 
side of the fence, And ...tio constantly strive 
to operate on both sides, to produce the 
highest quality, most accurate SIGINT product 
available. 

~ t-'uch of the credit for this welcome 
evolutionary stage in the state of the art 
known as SIGIMT production goes to those 
Agency and Corrmunity managers with foresight 
enoup,h to appreciate the potential of ELINT, 
who have pushed to popularize and expand the 
Fl.TNT fusion curriculun in the National Cryp­
tologic School, and ...tio have kept up the suc-
cessful battle to remove the best FLINT col­
lection from the compartment in which it 
resided for so lonp,. 

+et- ~an agers ...tio have made the choice to 
make F.Lil'lT work in their own SIGINT organiza­
tions have found that activism and. encourage­
ment are the keys to success. Without these 
ingredients, the curtain separating the tv.o 
major components of SIGINT remains 
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impenetrable, while analysts continue to "go I 
with what they know," rather than trying some-

thing new and perh~ps stranri;e. 
1

/ .. ____________________ _. 

-feT The crux of the dile:rrna which foUowed 
consolidation was how to keep El.INT .close to 
the entity analysts while still achieving the 
economies of scale offered by consolidation, 
for OPELINT, worked away frC1T1 the CCMINT it 
supports er tuates the se ratio!'i of the 
ti.o 

• ! 

.· 

-+er As a result, we have/a SIGINT. analytic 
fusion effort which really has gotten the max­
imtm mileage out of both .C01IWf and EL T~T in 
producing a nunbet of siMfficant products and 
studies with far..-reac hingi impl ic at ions. 

To Pag a "BLACKBIRD" (U) 

/ 

/<·/,' 
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Which Way Did They Go? (U) 

+Pi+ The reconstruction of a recent SIGHIT 
event scenario serves to in<iicate how valuable 
a resource ELINT can be in determining ex;:ictly 
what occurre<1 • 

l/ 

Try It, You'll Like It! (U) 

+er In strn, we arP stil 1 on the uphill side 
of the learning curve with regard to the best 
uses of OPELTNT, both on its own and in 
fusion. Flut the more we learn, the more we 
find we can do. And , oh yes, who pP.rforms 
these "exotic" analytic routines? Ordinary 
Traffic and Special Research tmalysts, just 
like you and me, with a more than able assist 
from ·a one ~NSC~-trained 98J F.LTNT Analyst. 

-fa- We are all capable of using F.LINT to 
its full potential, given minimal training and 
practice. Let's bring F.LINT out of the closet 
and into the spotlight it deserves! 

~LLTrTON TO NSA-CROSTTC No. 3 

.--".;..P;;.1 a""'i"-n.;..... __ En~g""'lish , " by I I 
I I CRYPTOLOG, May 1977, 
_r_e_pr_i,..n..,.t.-e ... d_fr.,....om .... ·.the fimil issue of C-

Liners. 

"If we want all Agency personnel to speak 
anrl write plain English, perhaps we should 
first teach Ap;Pncy personnel English. If 
we want Agency managenent to write con­
cise, active, decisive memos, perhaps we 
shoulrl first teach Mency. managE.'l'nf'l'lt to be 
concise, active, and decisive. 
"Let us attack the prob1 €111 1 not just hide 
the symptom." · 

Nov 81 * CRYPTOLOG I Page 28 
P.L. 86-36 

EO 1. 4. ( c) 
P.L. 86-36 S:SCRE'f SPOKE I 

~ 



DOCID: 4009838 UNCLASSIFIED 

What do YOU think? unambigoously), result from the t11suitability 
of natural English for this use. He gives 
some amusing exanples of people misunderstand­
ing other peoples' descriptions, and some more 
serious ones. He uses an ALGOL-like block 
notation to show the precise meaning (or 
alternative possible meanings) of many exan­
ples quite effectively. C.ooking recipes, 
knitting instructions, and musical notation 

Re.view: provide further exanples of somewhat better 
~uldn' t It be Nice if We C.ould Write specialized subsets of English; these are 

Computer Prograns in Ordinary English -- or inccxnplete, however, and still open to 
Would It?" misunderstandings. 
I. D. Hill, 1he Computer Bulletin, 
Ju9e 19'72, pp.306-312 ......... ······························ HHl makes the further claim that, even if 
byl I Pl3 a way could be fol.11d to enable ccxnputers truly 

to understand natl.D"al language inputs, there 
Although this paper was published nearly a remains a much more basic objection. English 

decade ago, it is still right on target in an just isn't the right language to nJINK in 
area of ccxnputer technology that is receiving while deciding "EXACTLY what is the right 
even more concentrated attention today. 1here thing to do". We would sacrifice precision 
are many software designers who seem to think and J'.X)wer in the way we think about a problem 
that "natural language" (by which they usually or task, and also in the way we represent the 
mean "everyday, conversational English") is task and possible solutions. We would also 
the ideal medium for COOll'llt.11ication between lose a main advantage of computers: . their 
hunans and ccxnputers. The arguments for this reliable obedience in doing exactly what we 
idea are obvious: we all know English, and unanbiguously instruct them to do, without a 
nobody has to spend a lot of time and money chance of misunderstanding. It wouldn't 
teaching it to us. Of course' teaching it to really be a help to have computer systems that 
ccxnputers WILL require tremendous amot11ts of responded, like J!>eOple, "Cl'l! but I tho~ht you 
time and money, if it is ever really possible meant so-and-so!" (especially if you, the 
at all. 1he "natural language" enthusiasts human user never realized that the system wa:!i 
are convinced that the vast benefits conferred acting on a totally different, Blfl' SENSIBLE 
by computer English will col.11terbalance the interpretation of yolD" instructions until it 

·costs. ProJX>nents of "natl.D"al language" also was too late for correction!) Hill suggests 
seem to assune that English is an ideal medilm that we start by using m algorittrnic form for 
for htrnans to specify exact and detailed specifying legal/financial matters (e.g. 
instructions to ccxnputers and other humans. taxes), many of which have to be programmed 
Hill has presented some very good arguments into computers, anyway. 
against this assl!Tlption, and I believe all of 
us who are concerned with htrnm-machine sys­
tems can profit from a ·careful consideration 
of the points he raises. If everyday English 
is ineffectual as a means of conveying exact 
instructions, it certainly isn't worth spend­
ing all that money and time to design 
English-like progranming languages. 

Hill's paper presents a very clever and 
amusing argument against the use of "natural" 
English for programming. In fact, in a half­
serious way, it suggests that English isn't 
very good for any precise ·description or 
instructions intended to guide others' 
actions; instead, ~eople should learn to use 
an algorittrnic formal language, even in speci­
fying procedures for other people, as well as 
in working with ccxnputers. Hill makes his 
points about the deficiencies of English very 
convincingly, in spite of the exaggerations 
implicit in the hunorous view he presents. He 
makes some other very interesting points - for 
exanple, that the l.l'lreadableness and general 
difficulty of legal language, (...tlich attempts 
to specify something precisely and 

While thts idea of using a "progrS1111ing" 
language in C0011T1t11icating with other people 
seemed bizarre to me at first glance, second 
thought made it more and more convincing. 
English phrases, with BEGIN, END, . meaningful 
labels, judicious use of "go-to' s", and care­
ful use of parentheses to define scope, with 
some other conventi~ns defining logical impli­
cation, conjl.11ction, and disjl.l'lction might 
prove a highly useful tool. People could 
switch to an algorithmic description in this 
1 anguage whenever they felt they had not been 
understood, or use it whenever they antici­
pated difficulty. It could be taught in ele­
mentary schools, especially when tenninals and 
interactive teaching networks beccxne common­
place. I can 'imagine a highly amusing parlor 
gane involving "charades" or skits, called 
"What's my progran?" In this gane, one team 
would compose a set of tricky "progrlllls" for 
sets of actions to be perfonned by the other 
team; penalty points would .be scored for 
failure to follow the specifications exactly. 

What do you thi•J<? 
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