  Inspectors General Checklist

	CYBER SECURITY MANAGEMENT 5239  


	This checklist applies to all levels of commands that operate, maintain, and secure information and information systems.

	

	Functional Area Sponsor: 
HQMC C4/Cybersecurity
	Name of Command

	Subject Matter Expert: 
Mrs. Francesca Dykman
	Date

	(DSN) 233-3490 (COML) 703-693-3490
	Inspector

	Revised: 6 November 2020
	Final Assessment
Discrepancies:      Findings:    

	Overall Comments:  Place Here            

	Subsection 1 – ADMINISTRATIVE, POLICIES AND STANDARDS

	0101
	Does the command have or follow documented procedures detailing the process to ensure compliance with DoD policy mandating background security checks, and the use of System Authorization Access Request form (SAAR DD2875) before granting access to DoD Information Systems? 
Note: Commands must ensure personnel security clearances and background investigations are in a favorable status in order to maintain continued network access.

Reference: CJCSI 6510.01F, Encl C, para 26.a; SECNAVM 5239.2, para Intro 3.d; MCO 5239.2B, para 4.a (3) (n).4.

	Result	Comments 
	0102
	Does the command retain a separate, completed, and verified SAAR form for all personnel with system access within the command, to include civilians and contractors, for each type or level of access (e.g., privileged, user, classified, and unclassified systems) and do they maintain all SAARs for three years per records management policies?

Reference: CJCSI 6510.01F, Encl C, para 26.a; SECNAVM 5239.2, para Intro 3.d; MCO 5239.2B, para 4.a. (3). (n).4.

	Result	Comments 
	0103
	Does the command employ operating procedures to ensure that all Information Systems (IS), tactical and garrison are in compliance with the DoD policy mandating the use of the Standard Mandatory DoD Notice and Consent Banner?

Reference: CJCSI.6510.01F, Encl C, para 26 h.

	Result	Comments 
	0104
	Does the command employ account management procedures on all networking assets, user accounts, and privileged user accounts for monitoring all user account inactivity?
Note: This may include but is not limited to Active Directory Users and Computers auditing (monthly, quarterly), check in/out procedures, SAAR/PAAR auditing.

Reference: CJCSI.6510.01F, Encl C, para 26.r, MCO 5239.2B, para 4.a.(3).(m).2.

	Result	Comments 
	0105
	Does the command have a signed written policy governing the use of personal or privately owned (i.e., non-government owned) resources in government workspaces and on government networks? 
Note: This includes all privately owned, contractor owned computers, and resources for conducting official or unofficial business.

Reference:  CJCSI 6510.01F, Encl C, para 21.i; MCO 5239.2B, para 4.A. (3).(O).1.

	Result	Comments 
	0106
	Does the command have a signed written policy for validation and management of cryptographic Logon (CLO) exemption of Privileged user accounts?

Reference: CJCSI 6510.01F, Encl C, para 26.n; DoD Cybersecurity Discipline Implementation Plan, LINE OF EFFORT 1; DoDI 8520.03, Encl 3, para 6 and 7; ECSM 013 para 5.2.

	Result	Comments 
	0107
	Does the command ensure documents, computers, external media etc., are properly labeled with the appropriate classification markings or labels? Are procedures in place to ensure information in all formats is marked or labeled as required?

Reference: EO 13526, Sec 1.6; DoDM 5200.01, Vol 2, Encl 3, para 5.c.(2)(b) and para 17a.(3) ;; SECNAVINST 5510.30C, Encl (6) para 3.c.(5); SECNAVINST 5510.36B, para 5.e. 

	Result	Comments 
	Subsection 2 – A & A/RISK MANAGEMENT FRAMEWORK/PPSM REQUIREMENTS

	0201
	Are all DoD Program of Records (PoR), Information Systems, and/or sites and enclaves up-to-date on authorization decisions (Authorization to Operate/Denied Authorization to Operate)?

Reference: CJCSI 6510.01F Encl C para 3; DoDI 8510.01, Encl 6 para 2e; ECSM 018 Sect 4.0 para 4.6.

	Result	Comments 
	0202
	Are the Cybersecurity posture and Assessment & Authorization (A&A) required documentation being properly maintained in Marine Corps Compliance and Authorization Support Tool (MCCAST)? 
Note: Required documentation includes but is not limited to: Plan of Action and Milestone (POA&M), System Security Plan (SSP), Security Assessment Report (SAR) as well as the information completed within MCCAST (in example: DITPR-DON, DADMS and PPSM registration numbers).

Reference: DODI 8510.01, Encl 6, para.4; ECSM 018 Sect 2.0 para 2.7.6. 

	Result	Comments 
	0203
	Has the command identified applicable cybersecurity roles and appointed them in writing, with the Marine Corps Authorizing Official endorsement when applicable? Does the appointment letter include a statement of cybersecurity responsibilities? 
Note: Cybersecurity roles may include Functional Security Control Assessor (FSCA), Authorizing Official Designated Representative (AODR), Program Manager (PM), Security Control Validator (SCV), Information Systems Security Manager (ISSM), Information Systems Security Officer (ISSO), and User Representative (UR).

Reference: DODI 8510.01, Encl 4, para 2; MCO 5239.2B para 4.a. (3) (j) 2, ECSM 018 Sect 2.0 para 2.4, 2.6, 2.8, 2.9., and 2.10

	Result	Comments 
	0204
	If Commercial Internet Service Providers (C-ISPs) are in use, have they been approved by the Marine Corps Authorizing Official (AO) through the Marine Corps Enterprise Network (MCEN) A&A process?

Reference: DODI 8510.01 Encl 3 para 3.b.3; ECSM 018 Sect. 4.0, para 4.8.6.: ECSM 030, Sect 4.

	Result	Comments 
	0205
	Have all command Information System Security Managers/Officers (ISSM/ISSO) obtained the required DoD Ports, Protocols, Services (PPS) Registry account? 
Note: PPS Registry account is required to register all DoD Information Systems PPS’s in the central registry.

Reference: CJCSI 6510.01F Encl C 17.a; ECSM 021 Sect 2.0 para 2.4.

	Result	Comments 
	0206
	Does the command ensure all approved systems used by the command on the MCEN-N and MCEN-S are registered in the DoD Ports, Protocols and Services Management (PPSM) registry and within MCCAST?

Reference: CJCSI 6510.01F, Encl C, para 17; DODI 8551.01 para 3; ECSM 021  Encl 2, para 4; ECSM 018 Sect. 4.0 para 4.8.8.1  and Sect. 5.0 para  5.2.8.

	Result	Comments 
	0207
	In regards to command owned/managed Information and POR Systems, does the command review, retain and address the 30-to-180-day FISMA non-compliancy message released monthly by the Marine Corps? 
Note: This message details systems that are non-compliant for ATOs, IT Contingency Plan Tests, Annual Security Reviews, and Annual Security Controls test.  This includes MARCORSYSCOM and NON-MARCORSYSCOM program of records/systems that are managed by any section in the command. 

Reference: USC Title 44 Federal Information Security Modernization Act (FISMA) of 2014 Ch. 35. 3554 para a. 2. D; ECSM 018 Sect. 3.0 para 3.4.1 and 4.0 para 4.1.1.1, para 4.7.2.

	Result	Comments 
	0208
	In regards to command owned/managed Information and Systems, does the command ensure the system is re-accredited and conduct the annual security controls test, annual security review, and the annual information technology contingency plan test required by the monthly FISMA warning message? 
Note: Monthly messages contain programs and systems that are approaching the ATO expiration. Report the results in DITPR-DON prior to the program/system’s authorization termination date.

Reference: USC Title 44 Federal Information Security Act (FISMA)
of 2014, Ch. 35., 3554 para a.2.D; ECSM 018 Sect. 4.0 para 4.7.2.

	Result	Comments 
	Subsection 3 – TRAINING/CYBERSECURITY WORKFORCE


	0301
	Does the command ensure its MCEN users are using MarineNET or Total Workforce Management Services (TWMS) to complete the required annual Cybersecurity Awareness and PII training? 
Note: These two methods allow HQMC to obtain accurate training numbers required by the Federal Information Security Modernization Act.

Reference: SECNAV M-5239.2, Chapter2, para 2.C (2); ECSM 007 Sect. 4.0 para 4.1.1.

	Result	Comments 
	0302
	Does the command have a signed appointment letter designating them as the Cyber Information Technology (IT)/Cybersecurity Workforce (CSWF)-Program Manager (PM)/Assistant Cyber IT/CSWF-PM? Does the PM maintain accountability of all Cyber IT/CSWF positions, regardless of billet type or military occupational specialty? 
Note: If a HHQ manages a unit's Cyber IT/CSWF, the inspected unit must coordinate with the Cyber IT/CSWF-PM to enable auditing of Cyber IT/CSWF Management. 

Reference: SECNAV M-5239.2 Introduction para 3.l.

	Result	Comments 
	0303
	Has the Command Cyber IT/CSWF-PM developed a plan/strategy to ensure all designated Cyber IT/CSWF personnel can obtain/maintain the required workforce qualifications for their specialty area? 
Note: This will include individual development plans, Continuous Learning opportunities, and/or any annual certification/continuous professional education (CPE) requirements. 

Reference: SECNAV M-5239.2 Introduction PAR 3.n and Chapter 2 para 2.

	Result	Comments 
	0304
	Have all personnel performing cybersecurity functions with privileged access to any information system completed the Privileged Access Agreement (PAA) form as a condition of access? 

Reference: SECNAV M-5239.2 Chapter 3 Sect. 2.b.

	Result	Comments 
	Subsection 4 –  HARD DRIVE POLICY


	0401
	Does the command policy ensure all DOD/USMC electronic storage media and information systems remain in proper custody control until physically destroyed or until shipped to National Security Agency (NSA)?

Reference: DoDM 5200.01 Vol 3, Encl 2, para 5.d.and Encl 7, para 6.m

	Result	Comments 
	0402
	Does the command implement procedures to scan, approve and track removable media devices on the MCEN garrison and tactical networks? Note: Local procedures must include at a minimum inventory of approved users and devices, providing training on user responsibilities, and conducting antivirus scans on new, reclaimed, and recovered media. 

Reference: CJCSI 6510.01F Encl C, para 21; MCO 5239.2B, para 4.a. (3) (n), SECT 6, 10 and 11.

	Result	Comments 
	0403
	Does the command have established processes, procedures, and accountability mechanisms in place for users authorized to conduct secure data transfers from the classified network to removable media.

Reference: CJCSI 6510.01F Encl C, para 21 h. 

	Result	Comments 
	Subsection 5 – PRIVACY IMPACT MANAGEMENT

	0501
	Does the command ensure Personally Identifiable Information (PII) management is being properly executed? 
Note: This includes but is not limited to incident reporting and notification procedures, PII reduction training and awareness, random self-auditing to minimize PII mishandling and increase awareness.

Reference: DoD 5400.11-R, AP1; ECSM 011.

	Result	Comments 
	0502
	Does the command policy require all emails transmitting PII to be digitally signed and encrypted using DoD PKI certificates, and that the email contains the following recipient notification statement: “FOR OFFICIAL USE ONLY (FOUO) – PRIVACY SENSITIVE. Any misuse or unauthorized disclosure may result in both civil and criminal penalties.”

Reference: DoD 5400.11-R, para AP1.5.2; DoDI 8520.02, ENCL 3, para 3.b.1; SECNAVINST 5211.5F, para 5 ; ECSM 011, para 5.4.           

	Result	Comments 
	0503
	Are all IS's, including networks, e-mail, and Web servers, using DoD approved PKI certificates to support authentication, access control, confidentiality data integrity, and non-repudiation?

Reference: DoDI 8520.02, ENCL 3 para 3; SECNAVINST 5239.3C, para 6.F. (1); ECSM 013 Section 3.0.

	       Result
	Comments 
	Subsection 6 – INCIDENT RESPONSE/VULNERABILITY MANAGEMENT


	0601
	Does the command have local operating procedures for incident response and reporting that identifies reportable incidents, establishes local incident response personnel and responsibilities, and provides user training?

Reference: CJCSM 6510.01B, Encl E, para 2.D; SECNAVINST 5239.19A Encl 3 para 3.

	Result	Comments 
	0602
	Does the command have a spillage policy containing responsibilities and reporting requirements, and is this policy part of the unit training? 

Reference: CJCSI 6510.01F Encl. C para 29; CNSSP 18, SECT IV; ECSM 001, Section 4; ECSM 010, para 3.3.

	Result	Comments 
	0603
	Does the command adhere to and maintain accountability of computer network Directives (OpDirs, CTO’s, FragO’s, etc.) to ensure compliance of system vulnerabilities? 
Note: This includes documenting and maintaining plan of action and milestones for non-compliant directives.

Reference: SECNAVINST 5239.3C, Encl 2, para 6.E; MCO 5239.2B, para 4.a. 3. (j) & (k); ECSM 020, para 2.4.

	Result	Comments 
	0604
	Does the command have established compliance procedures to ensure computing hosts/devices are not connected to the local garrison and tactical networks until the command ISSM/ISSO, or equivalent authority, has verified and approved the security compliance of those assets? 

Reference: DODI 8510.01, Encl 6, para 2; ECSM 018, Section 2.6; ESCM 020, para 4.2.3

	Result	Comments 
	Subsection 7 – DISASTER RECOVERY AND INFORMATION TECHNOLOGY      
                         CONTINGENCY PLANNING 


	0701    
	Does the command have a disaster recovery and contingency plan signed by the Marine Corps Authorizing Official?  

Reference: MCO 5239.2B para 4.a.(3)j.10;  ECSM 014: Section 2:1.1

	        Result
	Comments 
	0702
	Has the command identified mission/business essential records and mission essential functions (e.g., computer-based services, data and applications, communications, physical infrastructure), and developed a Disaster Recovery and Information Technology Contingency Plan to restore priority assets and functions?

Reference: DoDD 3020.26, Sect. 2.13; SECNAVINST 3030.4E, Encl 3 para 1(d); MCO 3030.1A para 4.a.ECSM 014 Sect. 1.6, 2.4, 2.5, 3.2.

	Result	Comments 
	0703
	Has an alternate site been identified and officially documented that permits the full or partial restoration of mission/business essential functions, ensuring the enclave boundary defense at the alternate site provides security measures equivalent and configured identically to the primary site?

Reference: DoDD 3020.26, Sect. 2.13 c. 7; MCO 3030.1A, para 4.a.(2)(e); SECNAVINST 3030.4E, para 5(d) and Encl 3 para 1 (g)(2); ECSM 014 Sect. 1.6, 2.3.2, 2.4, 2.5, Appendix A para A.4.

	Result	Comments 
	0704
	Has the IT Contingency gone through Tabletop or Functional Exercises with proper documentation, lessons learned, and reporting requirements at least annually? Note: This includes deployed locations where the system is deployed.

Reference: DoDD 3020.26, Sect. 2.13; SECNAVINST 3030.4E, Encl 3 para 1(k); MCO 3030.1A, para 4.a.(2)(k)4.; ECSM 014 para 1.6.1, para 2.5.3, Appendix N: ECSM 018 para 2.8.2h, para 2.10.1.o, para 4.7.2.2.

	Result	Comments 
	0705
	Does the command maintain a current and comprehensive inventory of all baseline software and local operating system images?

Reference:; MCO 3030.1A, para 4.a.(2)(k)4; ECSM 014 Appendix H.

	Result	Comments 
	0706
	Are electrical systems configured to allow continuous or uninterrupted power to the command's key IT assets?

Reference: SECNAV 3030.4E, Encl 3 para 1 h (2); MCO 3030.1A, para 4.a.(2)(c); ECSM 014 Section 1, para 1.2.4(f).

	Result	Comments 
	Subsection 8 – IT PROCUREMENT MANAGEMENT
[bookmark: _GoBack]

	0801
	Does the ISSM/ISSO ensure all IA or IA-enabled IT hardware, firmware, and software components or products are in compliance with evaluation and validation requirements?

Reference: CJCSI 6510.01F Encl A, para 5.c; MCO 5239.2B para 4.a 3.k.6.

	Result	Comments 
	0802
	Does the command ensure that all software used on Information Systems (IS)s have been purchased and/or licensed in accordance with established copyright laws and license provisions?

Reference: Public Law 105-304 Ch. 12. 1201.a; Title 48 Ch. 2., Subchapter E, Part 227, Subpart 227.72; ; OMB M-16-12, Category Management Policy 16-1.

	Result	Comments 
	0803
	Does the command have local procedures for processing all IT procurement requests (regardless of costs) using the IT Procurement Request Approval System (ITPRAS)? 
Note: Processes must include local cybersecurity oversight and coordination with Functional Area Managers.

Reference: SECNAV 5239.3C, Encl 2, para 6.b. MCO 5239.2b para 4.a.3.b.26; MARADMIN 375/11 para.6.a.

	Result	Comments 
	Subsection 9 – WIRELESS/PERSONAL ELECTRONIC DEVICES (PED)


	0901
	Does the command have a published order governing the use of Personal Portable Electronic Devices (PPED) and Official Portable Electronic Devices (OPEDs) are operated IAW the reference, especially in areas and facilities containing classified information?

Reference: CJCSI 6510.01F, Encl C, para 21.g and 21.i; ECSM 005 Sect 4; CMC White Letter 3-16. 


	        Result
	Comments 
	0902
	Does the command employ procedures to ensure that authorized Portable Electronic Devices (PEDs), removable storage device/media users comply with FIPS 140-2 Level II or higher encryption requirements for their electronic devices? 
Note: This includes any removable devices that process and store PII.

Reference: DoDD 8100.02, para 4.1.2; DoD 5400.11-R, AP1.5.2; ECSM 011, para 5.5; ECSM 005 Appendix B, Encryption


	Result	Comments 
	0903
	Are periodic assessments completed on unclassified wireless networks?  Do the unclassified and classified wired and wireless networks have Wireless Intrusion Detection (WIDS) capabilities to monitor wireless Local Area Network (WLAN) activity and identify WLAN related policy violations?

Reference: DoDI 8420.01 Section 3 para 3.9; CJCSI 6510.01F, Encl C  para 22.E; SECNAVINST 2075.1, para 5.H; ECSM 005 Section 2 and Appendix C.

	Result	Comments 
	0904
	Are all Official Portable Electronic Devices (OPED) accounted for as part of the organizational inventory? 
Note: OPEDs include but are not limited to tablets, smart phones, and cell phones. 

Reference: CJCSI 6510.01F, Encl C, para 21.d.

	Result	Comments 
	0905
	Does the command ensure all OPED users sign the Rules of Behavior when being issued an OPED?

Reference: CJCSI 6510.01F, Encl C, para 21c  

	Result	Comments 
	0906
	Are OPEDs digital signature and encryption enabled, and able to interface with PKI certificates? 

Reference: DoD Cybersecurity Discipline Implementation Plan LOE 1 ; 
DODI 8520.02, Encl 3, para 3B; DON CIO MESSAGE DTG: 202041Z, para 3.

	Result	Comments 



This checklist outlines the general elements needed for the day-to-day administration and operations of this function area. Additionally, this checklist provides guidelines for internal evaluations and standardized criteria for the conduct of inspections. Commands must also fully comply with all applicable references. 
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