Obsolete TLS

Out-of-date TLS configurations put your data at risk

Attackers can exploit outdated transport layer security (TLS) protocol configurations to gain access to sensitive data with very few skills
required. The graphic below depicts network traffic flows with various configurations, in an abstract manner. Updating TLS configurations
to use strong encryption and authentication will help provide organizations with the cryptographic agility to stay ahead of malicious
actors’ capabilities and protect important information.
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strong key exchange methods

For more information on how to detect, prioritize, and remediate network components using outdated TLS, refer to
NSA’s cybersecurity product “Eliminating Obsolete Transport Layer Security (TLS) Protocol Configurations” available

on NSA.gov/cybersecurity and sample configurations and network signatures on the NSA Cybersecurity GitHub.



https://www.nsa.gov/cybersecurity
https://github.com/nsacyber/Mitigating-Obsolete-TLS

