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(U/ /el Our objective was to determine whether the
actions taken by the Under Secretary of Defense for
Acquisition and Sustainment (USD{A&S]) and the F-35
Lightning Il Joint Program Office (JPO) addressed the nin¢
recommendations made in the DoD Office of Inspector
General Report No. DODIG-2013-031, "Audit of the F-35
Lightning Il Autonomic Logistics Information System,”
(ALIS), December 10, 2012 (hereafter referred to as the
December 2012 OIG report)

(U) The F-35 Lighming Il Program (the F-35) is a Major
Defense Acquisition Category 1D program that is the
largest defense acquisition program DoD in history. The
F-35 is the next generation strike aircraft weapon systems
for the Navy, Air Force, and Marines. The ac quisition and
development is being managed by the F-35 JPO. The F-35
air system consists of the air vehicle and the autonomic
logistics system. The F-35 program seeks to address the
needs of the Services by developing three variants of strike

fighter aircraft.

(U//hiaki®) The ALIS will be co-located with the F-35 air
vehicle and will interface with other systems by providing
an integrated set of capabilities for operations,
nmihtenance. and support. The ALIS will play a key role in
logistic support, mission planning, training, and provide
near real-time information improving resource and asset
management and visibility berween the Services,
operational units, depots, and the contractors. In addition
the ALIS will process unclassified 1o Secret/Special Access
Required information. The ALIS is critical to the success of
the F-35.

<o
(U// SRR The December 2012 0IG report found that
the F-35 [PO ALIS Integrated Product Team (IPT) did not
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(U) Results in Brief

U) Follow-up Evaluation of Corrective Actions Taken in Response
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requirements for ALIS development and contract
requirements for deployability. In addition, the F-35 [PO
obtained a System Threar Agsessment Report that
addressed current ALIS specific threats,

(U// mensi) We also determined that the USD{A&S) has not
fully implemented corrective actions for one
recommendation to effectively manage the development of
the ALIS. Specifically, the USD(A&S) did not fill the ALIS
IPT Lead position with a GS-15/0-6. More importantly, the
ALIS IPT Lead was not briefed to all special access
programs associated with the F-35 and ALIS. As a result,
the ALIS TPT Lead lacks the required authority, control,
and program accesses to effectively manage the
development of ALIS.

( it 111 ther, we could not determine if the F-35
JPO had implemented the agreed upon actions for the

-remaining five recommendations SEEECIOEEEEEELE
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CELRCIOREERREICCN | o cause the JPO did not provide
relevant or adequate documentation to close the
recommendations.

(hbieis) Because six of the nine recommendations
were not sufficiently addressed, we do not have confidence
that the F-35 PO is adequately addressing the risk of
unauthorized disclosure ofSEERICENEEERICEIRE
information, [SEEEEENEEEN X K]
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(U) While we are not making new recommendations for

this report, we reemphasize the importance of addressing
the open recommendations made to the USD{A&S) and the
F-35 JPO related to security architecture testing, the
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inclusion of the AifF¥okce Office of Special Investigations in
the ALIS development process, the use and approval of
foreign software, and testing of ALIS in a realistic
environment.

(U) The F-35 JPO Program Management and Operations
Director, responding for the F-35 Program Executive
Officer, generally agreed with the findings. However, the
F-35 PO Program Management and Operations Director
did not agree that the F-35 JPO did not fully implement
corrective actions to effectively manage the development
of the ALIS. Specifically, the F-35 PO Program
Management and Operations Director stated that in
September 2018, an 0-5, now an 0-6 select, took over the
role as the ALIS IPT Lead and was awaiting program
clearances whemn this report was drafted. We maintain our
position that the ALIS IPT Lead could not have effectively
managed ALIS without access to all SAPs associated with
the F-35 and ALIS. However, because the ALIS IPT Lead
was briefed to the SAPs on May 13, 2019, the
recommendation is closed,

(U) The F-35 JPO Program Management and Operations
Director agreed with the finding regarding gaps in
government testing; the inclusion of certifying officials in
the approval process; developing and maintaining a list of
all foreign developed sofrware as well as documentation of
third party testing approvals; requiring the use of a
checklist for the approval of high risk foreign sofrware;
and resting ALIS in realistic and deployable settings. The
F-35 JPO Program Management and Operations Director
provided additional documentations with their official
management comments. Therefore, the recommendations
will remain open and resolved until we have an
opportunity to review and analyze the documents
provided.
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(U//&8883 Our objective was to determine whether the actions taken by the Under
Secretary of Defense for Acquisition and Sustainment (USD[A&S]) and the F-35
Lightning II Joint Program Office (JP0) addressed the nine recommendations made in
the DoD Office of Inspector General (01G) Report No. DODIG-2013-031, “Audit of the
F-35 Lightning Il Autonomic Logistics Information System,”(ALIS) December 10, 2012
(hereafter referred to as the December 2012 OIG report.1)

(U) See Appendix A for the scope, methodology, and prior coverage related to the
evaluation objective. See Appendix B for the status of the December 2012 OIG report
recommendations.

(U) F-35 Lightning I

(U) The F-35 Lightning Il Program (hereafter referred to as the F-35) is a Major Defense
Acquisition Category 1D program that is the largest DoD acquisition program in history.
The F-35 is the next generation strike aircraft weapon systems for the Navy, Air Force,
and Marines. Eight other nations are partnered with the United States in the
development of the F-35: Australia, Canada, Denmark, Italy, the Netherlands, Norway,
Turkey, and the United Kingdom. Additionally, Israel, Japan, and the Republic of Korea
are foreign military sale customers purchasing the F-35 aircraft, while Belgium and
Finland are evaluating whether to purchase the aircraft.

(U) The F-35 air system consists of the air vehicle and the autonomic logistics system.
The F-35 program seeks to address the needs of the Services by developing three
variants of strike fighter aircraft.

(U) Lockheed Martin Aeronautics (Aero) Company, located in Fort Worth, Texas, is the
prime contractor and maintains the Autonomic Logistics Operating Unit (ALOU).
Lockheed Martin Global Training and Logistics in Orlando, Florida, is a partner company
to Lockheed Martin Aero and is responsible for development of Autonomic Logistics
Information System (ALIS).

' (U) The Under Secretary of Defense for Acquisition, Technalogy, and Logistics has been disestablished and the Under
Secretary of Defense for Acquisition & Sustainment was established based on Deputy Secretary of Defense memorandum
dated July 13, 2018,

OSD - (b)(1)1.4a,d,eand g
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(U) Autonomic Logistics |

(U) Autonomic Logistics is a proactive, knowledge-based, global system that identifies

and communicates aircraft status, maintenance, supply, and training actions to support ‘
and enhance the F-35 mission. Autonomic Logistics encompasses three essential i
components:

e (U) areliable, maintainable, and intelligent aircraft that incorporates
Prognostics Health Management technology;

e (U) atechnologically-enabled maintainer; and

® (U) an ALIS that incorporates advanced information system technology to
provide decision support tools and an effective communication network linking
the F-35 with the logistics infrastructure.

(U) Autonomic Logistics will facilitate sortie generation by providing timely, accurate,
and usable information at all Service theater, wing, and squadron levels. The F-35 must
have the capability of transmitting this data to the ALIS from the aircraft in-flight and on
the ground.

(U) Autonomic Logistics Information System

(U// Giadddak) According to the F-35 JPO, the ALIS will play a key role in logistic support,
mission planning, and training, providing the near real-time information for the
management of resources, Improving resource and asset management and visibility
between the Services, operational units, depots, and the contractors will be critical to
the success of the F-35 support concept. The ALIS will interface with the F-35 air
vehicle and other systems, providing an integrated set of autonomic capabilities for the
operations, maintenance, and support. The ALIS is a distributed system with
components placed to support operations at the target locations, to include unclassified
or classified elements as needed. The ALIS will be co-located with the F-35 air vehicle.
At the theater level, the ALIS will assist in immediate air asset allocation. At the wing
level, the ALIS will assist with mission support requirements, and at the squadron level,
the ALIS will assist with maintenance and support resource allocations. The ALIS will
process unclassified to Secret//Special Access Required information.

(U) Autonomic Logistics Operating Unit
(U/ /@@ There will be a classified ALOU and an unclassified ALOU. The ALOU

resides at the top of the ALIS infrastructure and supports communications with and
between Government, Commercial, and Lockheed Martin Aero systems, These systems

OSD - (b)(1)1.4a,d,eand g
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include the training management system; the Central Point of Entry; the propulsion
system contractors; the original 2quipment manufacturers; the prognostics and health
management lab; the failure reporting, analysis, and corrective action system; and
specific Lockheed Martin Enterprise Information Technology systems (System
Applications and Products, and logistics data manager).

(U) On December 10, 2012, the DoD OIG issued Report No. DODIG-2013-031, “Audit of
the F-35 Lightning I1 Autonomic Logistics Information System (ALIS.)" The objective
was to evaluate the management of the ALIS. The audit included follow-up on
recommendations made in DOD IG Report No. 07-INTEL-05, “Audit of Controls Over
Protecting and Releasing Special Program Information to the F-35 Foreign Partners,”
February 9, 2007.

s
U/ /S8 The December 2012 OIG report found that the F-35 JPO ALIS Integrated
Product Team (IPT) did not have the authority and control needed to effectively manage
the ALIS. As a result, security risks, REeQIOERE
OSD - (b)(1) 1.7e , were increased; control of cost increases and
schedule delays could not be mitigated; and additional cost and time would have been
expended to meet deployability requirements. The December 2012 OIG report made

nine recommendations listed as: A, B, C1-C2, and D1-D5.
(U) Program Management of ALIS

(U//r@@8mThe December 2012 OIG report found that the ALIS IPT did not have the
authority and control needed to effectively manage the development of the ALIS. The
ALIS IPT was not a separate program, and it did not have the ability to control the
decisions related to ALIS. As a result, the ALIS IPT did not address the risks associated
with the contractor owning a significant part of the ALIS operations. In addition, the
ALIS IPT could not monitor or control potential cost growth and schedule slippages in
the development of the ALIS.

(U) Testing of the Autonomic Logistics Information System

(U// ) The December 2012 OIG report found that there were no contractual
requirements to test any of the systems that make up the ALIS. The ALOU and all of the
Lockheed Martin Aero back end architecture, which processes government data, were
not independently tested to ensure the technical implementation of the security design
and to ascertain whether security software and hardware perforined properly. In
addition, the December 2012 OIG report stated that the F-35 JPO did not own all of the

_ OSD - (b)(1) 1.4 a, d, e and g
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systems that comprise the ALIS. Therefore, the government had no control over the
external systems or the testing. As a result, the F-35 JPO could not ensure the
government data maintained and processed in the Autonomic Logistics Global
Sustainment was protected.

(U) Deployability Requirements for the Autonomic Logistics
Information System

(U/#e48) The December 2012 OIG report stated that the ALIS that is being developed
and funded did not meet the Services' requirement for deployability. The ALIS-specific
requirements were not defined in the F-35 System Development and Demonstration
contract. As a result, the F-35 JPO and the Services would incur additional cost and time
needed to develop the capabilities for a deployable ALIS.

(U) Security of Special Access Program Information Processed
in ALIS

(U/J The December 2012 OIG report stated that the F-35 JPO had not been
able to assure the effective, efficient, and secure management of aEQICANE
information maintained and processed in the ALIS. This deficiency existed for the
following reasons.

e (U//nQLQ) Security was not taken into consideration early in the development
process.

o (U//mad@) An ALIS-specific System Threat Analysis Report identifying possible
threats ta the system was not developed.

o (U//m@®8¥toreign software had been used without proper vetting.
° @U}U / /58883 Realistic testing had not been performed,

U oo As a result, the risk that unauthorized personnel could gain access t iz
g
information had signihcantly increased.

(U//m&@®) DoD [nstruction 5010.40,2 “Managers’ Internal Control Program
Procedures,” May 30, 2013, requires DoD organizations to implement a comprehensive
system of internal controls that provides reasonable assurance that programs are

? (V) DoD Instruction 5010.40, “Managers' Internal Control Program Procedures,” May 30, 2013,
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operating as intended and to evaluate the effectiveness of the controls. We identified
internal control weaknesses in the management of the ALIS. Specifically, we could not
determine if the F-35 JPO has implemented the agreed upon actions for
recommendations related to security architecture testing, the inclusion of Air Force
Office of Special Investigations (AFOSI) in the ALIS development process, the use and
approval of foreign software, and testing of ALIS in a realistic environment. We will
provide a copy of the final report tu the senior official responsible for internal controls
in the USD(A&S) and the F-35 JPO.

OSD - (b)(1) 1.4 a, d, eand g
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(U) Finding

(U/ fialddds) We determined that the USD{A&S) and the F-35 JPO took corrective
actions to address three of the nine recommendations in the December 2012 0IG
report. Specifically, USD(A&S) and the F-35 JPO added ALIS-specific contract
requirements for ALIS development and contract requirements for deployability.
In addition, the F-35 JPO obtained a System Threat Assessment Report that
addressed ALIS specific threats.

(U//me%#8) We also determined that the USD(A&S) has not fully implemented
corrective actions for one recommendation to effectively manage the development
of the ALIS. Specifically, the USD(A&S) did not fill the ALIS IPT Lead position with
a GS-15/0-6 with the necessary program accesses to effectively manage the
development of the ALIS,

OSD - (b)(1) 1.4a,d, eand g i i
(_) Further, we could not determine if the F-35 JPO has implemented

the agreed-upon actions for five of the nine recommendation sSSEEOREEEXCETE
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(U// i) The USD(A&S) and the F-35 JPO took corrective actions to address three of
the nine recommendations. Specifically, the USD(A&S) and the F-35 JPO added ALIS-
specific contract requirements for ALIS development and deployability. Two

S OSD - (b)(1) 1.4 a,d,eand g i
LSEE!![J!/ 1 -




OSD - (b)(1) 1.4a,d,eand g

"

recommendations addressed contract requirement concerns and one recommendation
addressed specific threat information about the ALIS,

(U) We recommended the USD(A&S) and the F-35 JPO:

e (U//m@¥8y Review the ALIS Standard Operating Unit (SOU) Version 2 to
determine whether it should be classified as a separate Acquisition Category
program (Recommendation C.1);

o (U/ /il Issue a separate contract for the SOU Version 2 follow-on
requirements (Recommendation C.2); and

o (U//R@¥8) Obtain a current ALIS-specific System Threat Assessment Report
(Recommendation D.2).

(U) ALIS Contract Requirements

(U) The December 2012 OIG report identified that the ALIS SOU Version 2 follow-on
requirements were general and did not adequately define deployability. The F-35 JPO
provided the 2015 contract Statement of Work which specified requirements for the
U.S. Marine Corps which were addressed in Phase 3 Increment 1 and additional
requirements for the U.S. Air Force in Phase 3 Increment 2. Also, on January 18, 2019,
the F-35 JPO issued a synopsis for the ALIS NEXT re-architecture contract, which will
include both new capability development and current software maintenance and
sustainment, which if awarded, would be a separate contract. The F-35 JPO has
addressed the specific requirements for deployablilty of ALIS; therefore, we are closing
Recommendations C1 and C2.

(U) System Threat Analysis Reports

(U// @8} The December 2012 OIG report identified that the ALIS is integral to the
logistics support, mission planning, training, and health management of the F-35. In
order to secure ALIS, the F-35 JPO has to understand the current threats to ALIS. The
System Threat Analysis Reports describe those threats. The Defense Intelligence
Agency, National Air and Space Intelligence Command developed the System Threat
Analysis Reports from 2015-2017and two Validated Online Lifecycie Threat reports in
2018. Our review of these reports found that threats to the ALIS have been identified.
Additionally, the most recent June 2018 report has extensive coverage of the ALIS
threats, Specifically, the June 2018 report identified future threats to ALIS involving the
use of malware to impact ALIS. The report also discussed treats via cross-domain
solutions because ALIS must support information exchanges across multiple security
domains. In addition, adversaries are interested in methods to bridge the gaps and
expand their access. Therefore, we are closing Recommendation D2.

== & OSD - (b)(1) 1.4a,d,eand g ) )
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(U) The USD(A&S) has not fully implemented the corrective actions to effectively
manage the development of the ALIS. We had recommended that the USD(A&S)
designate the ALIS as a separate Major Autonomic Information System program under
the Program Executive Officer for the F-35 (Recommendation A.) However, the F-35
JPO did not agree with the recommendation.

(U/ /@4y The December 2012 OIG report identified that the ALIS IPT did not have the
authority or control to effectively manage the development of the ALIS. The F-35 was
large and very complex and AL]S was buried six layers below the top level in the overall
F-35 organization. The December 2012 OIG report concluded the ALIS and related
areas such as information system interfaces, testing, requirements, and contract cost
and performance would receive closer oversight and more effective management as a
separately designated acquisition program under the F-35 Program Executive Officer.

(U) The USD(A&S) partially concurred with the finding, agreeing that the ALIS is a
crucial subsystem of the overall F-35 Lightning Il Air System. However, the USD(A&S)
stated that the air system is managed as a whole and separating out a single part of the
air system would adversely affect the integrated manner of the development and
deployment. As a result, the F-35 JPO stated it would upgrade the ALIS IPT Lead to a
GS-15/0-6 level with direct reporting to the Weapon System Program Manager.

(U) During the 2019 evaluation, the F-35 JPO provided a current organizational chart
that has the ALIS IPT in line with the Air Vehicle and reporting directly to the Director of
Air Systems Integration. However, the current ALIS IPT Lead is a U.S. Navy
Commander/0-5, not an 0-6. More importantly, the ALIS IPT Lead was not briefed to

all SAPs associated with the F-35 and ALIS, Not having access to the SAPs makes his
ability to manage ALIS very difficult. The ALIS IPT Lead stated he has discussions about
the classified information within the unclassified boundaries. The ALIS IPT Lead stated
that he must rely on others “good faith” to assure him that the classified portions are
running smoothly. However, the ALIS IPT Lead has no way of knowing if that
information is accurate,

(U) As a result, the USD(A&S) has not fully implemented the corrective actions agreed-
upon in the official management response to the December 2012 OIG report to
effectively manage the development of the ALIS. The ALIS IPT Lead should be a
GS-15/0-6 briefed to all SAPs associated with the F-35 and ALIS. Therefore,
Recommendation A will remain open until USD(A&S) assigns an ALIS IPT Lead at the

POSD - (b)(1) 143, d, e and g —
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GS-15/0-6 level with access to all SAPs associated with the F-35 and ALIS in urder to
effectively manage the development of ALIS.

(uy ) We could not determine if the F-35 JPO had implemented agreed-upon
actions for five of the nine recommendations|iCIERE

AN e could not determine whether actions were taken because the

documentation provided by the F-35 JPO was not sufficient to close the
recommendations.

(U) In the December 2012 OIG report we recomniended that the F-35 JPO:

o (U//wE@E®) Modify the contract to include security architecture tests for of all
the systems that affect ALIS and any system that processes or maintains
government data (Recommendation B);

o (U//P®®¥®) Include the Program Security Officer, AFOS], Air Force and Navy
certifying officials in the approval process to ensure SAP requirements are taken
into consideration as early as possible (Recommendation D.1);

o (U//H@i&) Develop and maintain a listing of all foreign developed software, as
well as all documentation of third party testing approvals (Recommendation
D.3);

o (U) Implement and require the use of either the Navy developed checklist or a
comparable checklist for software approval (Recommendation D.4); and

o (U//Pm@W8 Test the ALIS in realistic, deployable settings (Recommendation
D.5)
5 1

(U// ) Lack of Security Architecture Testing

(U/ /1883 The December 2012 OIG report recornmended that the F-35 |PO modify the
contract to include security architecture tests for of all the systems that affect ALIS and
any system that processes or maintains government data (Recommendation B).

OSD - (b)(1) 1.7¢!

(uy/ ) The documents provided by the F-35 JPO during the 2019 evaluation did
not address the recommendation for security architecture tests from the December
2012 OIG report. We conld not determine whether security architecture testing had
been performed because the documents provided did not detail any tests performed on
the security architecture for any of the systers that affect the ALIS.

OSD - (b)(1)1.4a,d,eand g
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(U//A) The December 2012 0IG report identified that there was no contractual
requirement to test any of the systems that make up the ALIS. Specifically, the ALOU
and all of the Lockheed Martin Aero security software and hardware, which process
government data, were not being independently tested to ensure the technical
implementation of the security design. In addition, the F-35 JPO did not own all of the
systems that comprise the ALIS. Therefore, the government had no control over the
external systems or the testing, As a result, the F-35 JPO could not ensure that the
government data maintained and processed in the Autonomic Logistics Global
Sustainment was protected.

LU
OSD - (b)(1) 1.7€

(uy B The USD(A&S) responded on behalf of the F-35 JPO and partially
concurred with the December 2012 OIG report recommendation. The USD(A&S) stated
that as the program matured and the security risks in information technology increased,
the program proactively developed and implemented a contract modification to
implement improved security controls. Also, all systems that processed classified
information at any level would be fully tested and certified. Further the F-35 Program
Executive Officer mandated an end-to-end test that would assess not only capability, but
full system security of the ALIS.

OSD - (b)(1) 1.7

y ) The F-35 JPO provided five documents during the 2019 evaluation to
support the requirement for security architecture tests. However, these documents did
not address requirements for security architecture tests.

1. (U) Hardware Component Drawing, Revision C included drawings of various
hardware components; however, it did not discuss or show testing of any
computer systems.

2. (U) Memorandum Subject “Authorization to Operate with Conditions for the
Autonomic Logistics Information System (ALIS) Unclassified (U) and Classified
(C) Release v3.x,” dated March 5, 2018, provided the authority to operate for the
ALIS unclassified and classified release for V.3.X; however, this document did
not direct testing for all computer systems.

3. (U) JSF Air System Contract Specification, date: undated and unsigned, listed the
requirements for ALIS; however, it did not have contractual requirements to
conduct independent testing verification prior to fielding the system.

4. (U) JSF Air System Contract Specification Appendix K-3 Functional Constraints
established information security functional requirements; however, it did not
mention or require independent testing of this system,

5. (U) ALIS Release 3.0 Software Component Deployment spreadsheet contained
multiple tabs that identified software for the ALIS; however it did not identify
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any security testing. Overall, the F-35 JPO did not provide certifications of
completed tests.

(U/ REEREEE) As a result, the F-35 JPO cannot ensure the government data maintained
and processed in the Autonomic Logistics Global Sustainment is fully protected.
Therefore, Recommendation B will remain open until the F-35 JPO provides
documentation of security architecture tests for of all systems that aftect ALIS and any
system that processes or maintain government data.

(U//h@l@) The F-35 JPO Lacked Documentation Regarding
Coordination with Air Force Office of Special Investigations

€t
(U/} The December 2012 OIG report recommended that the F-35 JPO include
the Program Security Officer, AFOSI, Air Force, and Navy certifying officials in the
approval process to ensure SAP requirements are taken into consideration as early as
possible (Recommendation D.1). We were unable to determine whether the F-35 JPO
had included AFOSI and Navy officials in the development process to ensure that SAP
requirements are taken into consideration as early as possible. The December 2012
OIG report identified that the F-35 JPO and Lockheed Martin Aero were not meeting
required information assurance controls by not providing full certification and
accreditation packages to AFOSI in a timely manner. AFOSI provides counter -
intelligence and security program management for USAF SAPs. Further the December
2012 OIG report stated that a fully functioning and secure ALIS was necessary to protect
the SAP information it processed and used to fulfill its mission.

(U) The USD(A&S) responded on behalf of the F-35 JPO and concurred with the
December 2012 OIG report recommendation to include AFOSI and Navy officials in the
approval process to ensure SAP requirements are taken into consideration as early as
possible. The USD(A&S) stated that the F-35 JPO was engaging the appropriate security
and certification personnel early in the process and had performed process
improvement reviews. According to the USD(A&S), as a result of the reviews, the
certification personnel are included earlier in the approval process. Also, the AFOSI, Air
Force, and Navy certifying officials had been included in the F-35 design and
certification. :

(U/ Aalil) The F-35 JPO did not provide any documents to support the inclusion of
AFOSI and Navy certifying officials in the approval process to ensure SAP requirements
are taken into consideration as early as possible. The F-35 JPO did not provide us with
any documentation in response to the November 2018 data request to support the
closing of the recommendation, even though they concurred with the recommendation.
We contacted the designated AFOSI point of contact identified by the F-35 JPO;
however, we did not receive a response to discuss AFOSIs level of involvement.
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(uy/ Since the F-35 JPO did not provide relevant documentation to support
inclusion of AFOSI and Navy certifying officials in the approval process, we could not

determine if the F-35 JPO had implemented any of the agreed upon corrective actions.
-(b)(1) 1.7e

Therefore, Recommendation D1 will remain open until the F-35
JPO provides documentation to support the inclusion of AFOSI and Navy certifying
officials in the approval process.

S0t ‘
(u// SRRl The F-35 PO Has Not Maintained a List of
Foreign Developed Software

(U/ OSR‘(%)(WH 7e|

) The December 2012 OIG report recommended that the F-35 JPO develop
and maintain a listing of all foreign developed software, as well as all documentation of
third party testing approvals (Recommendation D.3). OSD - (b)) 1.7

e

I0OSD - (b)(1)

(BESEM) The December 2012 OIG report dtermind that foreign software had been
used in the ALIS development. REEIREREEEEEE

December 2012 OIG report stated that Lockheed
Martin Aero, Lockheed Martin Global Training and Logistics, and F-35 JPO officials were
unable to provide a list of all foreign developed software or documentation of third
party testing approvals after repeated requests.

(U) The USD(A&S) responded on behalf of the F-35 JPO and concurred with the
December 2012 OIG report recommendation. The USD(A&S) stated that as part of the
process improvement of software security and foreign development reviews, the F-35
JPO had implemented the review processes recommended by the certifying agencies,
which included the items mentioned in the recommendation.

(U) During our 2019 evaluation, the F-35 JPO provided a spreadsheet for “ALIS Release
3.0 Software Component Development,” that is used to track all software, including
foreign developed software. However, we could not identify the country of origin for
any of the software during our review because that information was not included on the
spreadsheet. In addition, the spreadsheet did not provide any evidence or
documentation of third party testing approvals. The F-35 JPO provided an updated
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“ALIS Release 3.1 U.S. Only Software Component Deployment” that did not identify
foreign developed software.

JOSD - (b)(1)

EExEE™) Therefore, we are unable to determine if the F-35 JPO has created and
maintained a list of foreign developed software used in the ALIS.
OSD-(b)(1) 142, d, e and g . Therefore, Recommendation D3
will remain open until the F-35 JPO provides a current list of foreign developed
software and documentation of third party testing approvals.

(U) The F-35 JPO Has Not Directed Its Staff to Use Checklists to
Approve New Software

(U) The December 2012 OIG report recommended that the F-35 JPO implement and
require the use of either the Navy developed checklist or a comparable checklist for
software approval (Recommendation D.4). We were unable to determine whether the
F-35 JPO is using software checklists to approve new software. The F-35 |PO did not
provide documentation or guidance requiring the use of an approved software
checklists.

(U/ /#@%@) The December 2012 OIG report stated that counterintelligence officials
needed 90-days to review foreign uwned software in order to properly vet foreign
owned companies. Navy certifying officials created a checklist for software approval to
assist with their vetting process. The checklist included the information needed by the
certifying officials to vet the foreign owned company and software in an efficient
manner. The checklist eliminated the need to request additional information from
Lockheed Martin Aero. lowever, the F-35 JPO did not mandate the use of the checklist.

(U) The F-35 JPO concurred with the December 2012 OIG report recommendation and
stated that the F-35 JPO would adopt the AFOSI software request form for software
approval as part of the security review Process Improvement. The F-35 JPO stated that
it would compare the Navy checklist and the AFOSI request form and assess the
appropriate way forward to best support the security of the ALIS system.

(U) On February 7, 2019, the F-35 PO provided a blank AFOSI software approval
request form. However, the F-35 JPO did not provide any formal guidance requiring the
use of the AFOSI software approval form. The F-35 JPO did not provide any completed
approval or disapproval forms to verification. Additionally, they did not provide any
documentation to show the comparative analysis for using the AFOSI versus the Navy
checklist as referenced in their response to the December 2012 OIG report.

(U//™&®8) We were unable to determine whether the F-35 JPO was using any software
checklists to approve new software. As a result, the F-35 JPO is not able to ensure
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vetted software is used in the ALIS development. Therefore, Recommendation D4 will
remain open until the F-35 JPO provides records of completed checklist and formal
guidance implementing the requirement to use the AFOSI software approval form,

S
@) The F-35 JPO Has Not Tested the Classified Portions of the
ALIS

(U//™®®®) The December 2012 0IG report recommended that the F-35 JPO test the
ALIS in realistic, deployable settings (Recommendation D.5.). However, we were unable
to determine whether the F-35 JPO had tested the classified portion of ALIS in a realistic
environment. While the F-35 JPO did provide testing results for the F-35 and portions
of the ALIS, the F-35 JPO did not provide documentation to support testing of the
classified portions of the ALIS in a realistic environment.

cor
( U) The December 2012 OIG report stated that we observed testing
performed at Patuxent River that was not done in a realistic environment. Specifically,
the December 2012 OIG report determiner that the testing was performed on a
standalone computer and would not be connected to a network or tested in a realistic,
deployed setting. According to the December 2012 0IG report, there were no
assurances the SAP information would be protected when the system was deployed in
real world conditions because of the lack of realistic testing.

(U) The F-35 Program Executive Officer concurred with the findings in an April 30,
2013, memorandum. The Program Executive Officer stated that the F-35 |PO was
planning to exercise the ALIS in more robust operationally relevant environments. The
Program Executive Officer also stated that the Integrated Test Force had incorporated
ALIS specific testing and that the ALIS had undergone more realistic testing.

(U) On January, 10, 2019, the current ALIS IPT Lead identified four types of tests
currently conducted on the F-35 and the ALIS (In plant testing at Lockheed Martin Aero,
Operationally Relevant Environment testing, Flight Test, and Operational Site tests.) He
explained that the next level of testing is the flight test, for which ALIS is loaded on the
flight test SOU, Central Point of Entry, and ALOU for testing. The ALIS IPT Lead stated
that the flight testing provides a level of fidelity beyond the Operationally Relevant
Environment since actual aircraft are conducting operations using the SOU.

(U//me%8) However, the ALIS IPT Lead stated that there is no independent testing of
the classified portions of the ALIS. Currently, Lockheed Martin Aero is verifying that
both the unclassified and classified systems meet the specifications without government
oversight verifying the contractors work. The ALIS IPT Lead stated that the Logistical
Test and Evaluation group does field assessments which are not validations. The
Operational Readiness Environment testing has a classified suite, but it is not
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configured yet. The F-35 JPO is performing flight tests, but not on the SOU Classified
system. The ALIS IPT Lead stated that Hill Air Force Base will be gaining a testing
facility which will have both the classified and unclassified system capabilities, but that
will not be until later in 2019. :

(U) Therefore, we were unable to determine if the F-35 JPO has tested the classified
portion of the ALIS. Portions of the ALIS are being tested in realistic settings, but there
are security concerns that have not been addressed by any testing or governmental
validation. The IPT Lead and Lead Development Engineer stated that there are plans to
test the system in the future, but he also stated that there is no independent testing of
the classified portions of ALIS.

Therefore, Recommendation D5 will remain open until the F-35 JPO provides
documentation to support testing of the classified portions of the ALIS in a realistic
environment. )

ERRARERREEE ) (Vhile the F-35 JPO resolved three of the nine recommendations, six

remain open. We could not determine whether the ALIS IPT Lead has the required
accesses and authority needed to effectively manage the development of the ALIS. The
ALIS IPT Lead is not briefed to all the SAPs associated with the ALIS program, which
malkes his ability to manage as the ALIS IPT Lead very difficult. The security risk still
exists since there is no security arcnitecture testing and third party approvals.
Therefore, the F-35 JPO cannot ensure the government data maintained and procéssed
in the Autonomic Logistics Global Sustainment is protected. Without the inclusion of
AFOSI there is no assurance that SAP requirements have been addressed in the
development process. IEQAREEEELE

e
<) Therefore, there was not adequate assurance the SAP information
will be protected when the system is deployed and working in real world conditions
connected to othe EEEIOICEEETEEEE systems. The documents provided by
the F-35 JPO demonstrated that six years later, there were not sufficient documented
actions to address several crmca recommendations. Therefore, the risk that
OSD

unauthorized personnel could gain access to [REEQICAREEEREN i formation
remains. OSD - (b)(1) 1.4a,d,eand g

The December 2012 OIG report made
recommendations and the F-35 JPO identified corrective actions that if implemented
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will address the recommendations; therefore, we are not making any nhew
recommendations but will continue to follow-up on the open recommendations., See
Appendix B for the status of recommendations.

(U) On June 12, 2019, the F-35 JPO Program Management and Operations Director,
responding for the F-35 Program Executive Officer, submitted comments regarding
actions taken on the recommendations in the December 2012 OIG report.

(U) The F-35 JPO Program Management and Operations Director, responding for the
F-35 Program Executive Officer, did not agree that the F-35 JPO has not fully
implemented the corrective actions to effectively manage the development of the ALIS.
The F-35 JPO Program Management and Operations Director stated that following the
2012 recommendation, a GS-15 was placed in the ALIS IPT Lead billet and had access to
all SAPs relevant to ALIS. In addition, in September 2018, an 0-5, now an 0-6 select,
took over the role as the ALIS IPT Lead and was awaiting program clearances when this
report was drafted. In order to mitigate any shortfalls while the current ALIS IPT Lead
was awaiting program clearance, the former ALIS IPT Lead maintained responsibility
for ALIS SAP execution.

(U) The findings and conclusions identified in the report were based on observations
and analysis conducted throughout the evaluation. The ALIS IPT Lead has
responsibility for the life cycle development and sustainment, and integration for all
aspects of ALIS including the classified portions of ALIS. However, during the
evaluation the ALIS IPT Lead was not briefed to all relevant SAPs. During our
evaluation, we were not informed that the prior ALIS IPT Lead had maintained
responsibility for ALIS SAP execution. In addition, the prior ALIS IPT Lead was not
identified as the point-of-contact to discuss SAP specific issues. The ALIS IPT Lead
could not have effectively managed ALIS without access to all SAPs associated with the
F-35 and ALIS. The ALIS IPT Lead was finally briefed on May 13, 2019, two days before
the release of the draft report. Therefore, we consider this recommendation closed.

(U) The F-35 JPO Program Management and Operations Director, responding for the
F-35 Program Executive Officer, agreed that there is a gap in government testing of the
Lockheed Martin owned systems that interface with ALIS. The F-35 JPO Program
Management and Operations Director stated that the F-35 JPO is working to form a
partnership with the U.S, Operational Test Team and the contractor red team to conduct
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operational tests on contractor internal network with oversight from Operational Test
and Evaluation Director. The F-35 program office will share additional information as
this process moves forward.

! MWHlE
{ INCSIIHOHS

(U) As of the June 11, 2019, the F-35 JPO has not addressed the recommendation for
security architecture testing from the December 2012 OIG report. Security architecture
tests must be conducted for all systems that affect ALIS and any system that processes
or maintains government data. Therefore, the recommendation will remain open until
evidence of testing is provided.

Ho.enhniinen ! Wi L ot W Gf GErci Vg
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(U) The F-35 JPO Program Management and Operations Director, responding for the
F-35 Program Executive Officer, agreed that certifying officials need to be included in
the approval process to ensure that SAP requirements are taken into consideration,
The F-35 JPO Program Management and Operations Director stated that the F-35 JPO
has met the requirement. The F-35 Program Management and Operations Director
provided a December 12, 2012, memorandum for record documenting the process for
approving software that includes the AFOSI/Special Projects as the primary approval
authority and the Assessment and Authorization Advisory Group charter listing all
members from all three Services, DoD Chief Information Officer, and the United
Kingdom.

[ |I.’.; (T WCSTIOLES

(U) The F-35 JPO Program Management and Operations Director, responding for the
F-35 Program Executive Officer, provided additional documentation with his comments.
However, the F-35 JPO Program Management and Operations Director did not provide
additional documentation to support participation by the Services, DoD Chief
Information Officer, and the United Kingdom in the approval process. The
recommendation will remain open until we receive additional documentation to
support participation by the key members and have an opportunity to review and
analyze the documents provided.

cnt Conmments on Maintaining o Listing of All

J

AU MO

(U) The F-35 JPO Program Management and Operations Director, responding for the
F-35 Program Executive Officer, agreed that the F-35 JPO maintain a list of all foreign
developed software as well as documentation of third party testing approvals. The F-35
JPO provided a memorandum for record to describe the process it uses for the approval
of high risk software, which includes foreign national software products. According to
the F-35 JPO Program Management and Operations Director, the memorandum
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references the AFOSI/Special Programs software request form. In addition, the F-35
JPO provided one example of the approval form that was utilized for foreign software
approval in the ALIS software baseline.

(U) The F-35 JPO Program Management and Operations Director provided additional
documentations with his comments. However, six years after the December 2012 0IG
report was issued, the F-35 JPO has not provided a complete list of all foreign developed
software and evidence of third party testing approval of the high risk software.
Therefore, the recommendation will remain open until we receive a complete list of all
foreign developed software and third party testing approval documentation and have
an opportunity to review and analyze the documents provided.

(U) The F-35 JPO Program Management and Operations Director, responding for the
F-35 Program Executive Officer, agreed to implement and require the use of the AFOSI
checklist to approve new software. The F-35 JPO Program Management and Operations
Director stated that foreign software included in ALIS is approved using the AFQSI
software request form. In addition, the F-35 JPO provided a memorandum for record to
describe the process used for the approval of high risk software. The F-35 PO also
provided one example of the approval form used by the F-35 JPO.

(U) The F-35 JPO Program Management and Operations Director provided additional
documentations with their comments. This recommendation will remain open until we
have an opportunity to review and analyze the documents provided.

(U) The F-35 JPO Program Management and Operations Director, responding for the
F-35 Program Executive Officer, agreed with the recommendation to test ALIS in
realistic, deployable settings. According to the ALIS [PT Lead, the ALIS operationally
relevant environment, which was stood up to provide more realistic testing than flight
test alone, was currently only operating on the unclassified system. However, there was
independent cyber verification and validation testing performed on hoth the classified
and unclassified systems by the 47th Cyberspace Test Squadron in August of 2017 with
validation in August of 2018. The F-35 JPO stated that there are additional classified
tests and documents being submitted to the OIG for review.

(U) On February 4, 2019, we conducted an unclassified telephone conference with the
ALIS IPT Lead and the ALIS lead engineer regarding independent testing of the
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classified network. The ALIS lead engineer stated that the operational readiness
environment testing had a classified suite; however, it was not configured. He also
stated that the F-35 JPO was preforming flight tests, but not on the Standard Operating
Unit Classified [SOU-C]. The ALIS lead engineer stated that the F-35 JPO had plans to
stand up the unclassified portion and eventually get the classified testing stood up.
During the evaluation we were not provided any evidence supporting independent
verification and validation testing because the ALIS IPT Lead was not aware of the
independent verification and testing.

(U) The F-35 JPO Prograin Management and Operations Director provided additional
documentations with his comments. Therefore, this recommendation will remain open
until we have an opportunity to review and analyze the documents provided. See
Appendix C for the Management Comments to the draft report.
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(U) Appendix A

(U) We conducted this evaluation from November 2018 through May 2019 in
accordance with the Council of Inspectors General on Integrity and Efficiency Quality
Standards for Inspection and Evaluation. Those standards require that we plan and
perform the evaluation to obtain sufficient, appropriate evidence to provide a
reasonable basis for our findings and conclusions based on our evaluation objectives.
We believe that the evidence obtained provides a reasonable basis for our findings and
conclusions based on our evaluation objectives,

€=

(U/) We reviewed the recommendations in DoD OIG Report No, DODIG-2013-
031, “Audit of the F-35 Lightning Il Autonomic Logistics Information System,”
December 10, 2012. The USD(A&S) and F-35 JPO provided three memorandums, which
described how they planned to implement the recommendations from the December
2012 OIG report. For example, in a 2013 memorandum, the USD(A&S) and F-35 JPO
identified 41 documents they believed would address the recommendations. We
requested the F-35 JPO provide all 41 documents or provide current documents where
applicable. The F-35 JPO did not provide 25 of the 41 documents requested or newer
documents that would address the recommendations.

(U) We conducted a site visit at the F-35 JPO, Arlington, Virginia. We met with
personnel from the Office of the USD(A&S). Additionally, we met with the F-35 JPO IPT
and F-35 JPO engineers responsible for testing and evaluations of the F-35 Lightning II.

(U/F®%8) We reviewed contract documentation and modifications to the System
Development and Demonstration Contract N00019-02-C-3002, Concept of Operations
for the F-35. We reviewed and evaluated documentation from 2011 to 2018 covering
the program organization, build plans, review board minutes, various contracting
documents, and testing reports, charts and slides. We also reviewed the Defense
Intelligence Agency, National Air and Space Intelligence Command, System Threat
Assessment Reports from August 2015 through December 2017 and Validated Online
Lifecycle Threat Reports from June and July 2018. Other documentation reviewed
included ALIS hardware component drawings and specifications.

(U/ /@89 We evaluated F-35 JPO compliance with DoD Directive 5000.01, “The
Defense Acquisition System” and DoD Instruction 5000.02, “Operation of the Defense
Acquisition System.”

(U) We did not use computer-processed data to perform this evaluation.
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(U) During the last five years, the Government Accountability Office (GAQ) and the
DoD OIG issued five reports discussing the F-35 ALIS and testing. Unrestricted GAO
reports can be accessed at /111 + oo Unrestricted DoD OIG reports can be
accessed at

(U) GAO

(U) Report No. GAO-17-351: F-35 JOINT STRIKE FIGHTER DOD Needs to Complete
Developmental Testing Before Making Significant New Investments, April 24, 2017

(U) ALIS continues to lack required capabilities; for instance, engine parts
information is not included in the current version of ALIS, although it is expected to
be completed in the spring of 2017. In 2016, officials began testing ALIS in an
operational environment which has led to soine improvements. However,
capabilities, including the progiostics health management downlink, have been
deferred to follow-on moaernization. In 2016, officials acknowledged compounding
development delays and restructured the development schedule for ALIS. The new
schedule shows that some capabilities that were planned in the earlier versions of
ALIS will now be deferred to later versions. In April 2016, GAO reported that F-35
pilots and maintainers identified potential functionality risks to ALIS and that DOD
lacked a plan to address these risks as key milestone dates approached, which could
result in operational and schedule risks.

(U) Report No. GAO-16-439: F-35 Sustainment: DoD Needs a Plan to Address Risks
Related to Its Central Logistics System, April 14, 2016.

(U) F-35 pilots and maintainers identified potential functionality risks to the ALIS,
and DoD lacks a plan to address these risks as key milestone dates approach. GAO
recommended, among other things, that DoD develop a plan to address ALIS risks.

(U) Report No. GAO-16-489T: F-35 JOINT STRIKE FIGHTER Preliminary Observations
on Program Progress, March 23, 2016,

(U) ALIS is a complex system of systems that supports operations, mission planning,
supply-chain management, maintenance, and other processes. In the past, GAO
reported that ALIS software has not been delivered on time and has not functioned
as expected when it is delivered.

(U) Report No. GAO-14-322 F-35 JOINT STR]KE FIGHTER Problems Completing

Software Testing May Hinder Delivery of Expected Warfighting Capabilities, March 24,
2014.
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(U) While the F-35 program made progress addressing some key technical risks in
2013, it continued to encounter slower than expected progress in developing the
ALIS. Over time, GAO reported on four areas of technical and structural risk that the
program identified during flight, ground, and lab testing that if not addressed, could
result in substantially degraded capabilities and mission effectiveness.

(U) DoD 0OIG

(U) Report No. DODIG-2013-031, “Audit of the F-35 Lightning [l Autonomic Logistics
Information System,” December 10, 2012.

(U) The F-35 JPO ALIS IPT did not have the authority and control needed to
effectively manage the ALIS. As a result, security risks, to include risks to
unauthorized access to SAP information, were increased; control of cost increases
and schedule delays cannot be mitigated; and additional cost and time would have
been expended to meet deployability requirements.
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(U) Appendix B

(U} The December 2012 OIG report made two recommendations to the USD{A&S) and
seven to the F-35 JPO. As of May 2019, six recommendations wers open and three wers
closed

(U) The recommendations are broken out into the responsible DoD Component head:

the USD(A&S) and the F-35 jp“ The follow ing table identifies each of the mine

recomnmendations and their current status

| (U) F-35JPO ‘ m.'/m) C-2. We recommend that the F-35

(U) USD(A&S) I} A. The USD{A&S) designate the ALIS as a | (U) Closed
w;n.u,m- Major Automatic Information System !
program under the Program Executive Office;
for the F-35.
| |
l (U)The ALIS IPT Lead was briefed to all
programs associated with ALIS on May 13
2019
(U) USD(A&S) | (U//mitkdsii) C-1, We recommend that the (U) Closed
USD{A&S)s review the ALIS SOU Version 2 to
determine whether it should be classified as a
separate Acquisition Category program.

- ——
I F-35 PO | IOSD - (b)(1) 1.7 . (11 Ope
(D) F i / ] B. We recommend that the | } UpEl

_‘ ﬁrv PO modify the contract to include | [
|
|
[

ecurity architecture tests for of all the

systems that aftect ALIS and any system

that processes or mamntains
data

government

et

JOSD - (b)(1) 1.7¢ g c
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| (1

F-35 |PO did not provide a |

| copy of the contract modification requiring E
| security architecture tests for all the systems |
that affect ALIS. The recommendation will [

fmain open until such documentation |

Pron 1ded,

i
|
! “H‘ losed
JPO issue a separate contract for the Standard l
Operating Unit Version 2 follow-on
| Vperating A o
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SECREL/

requirements,

(U) F-35 JPO

(U/ /ininiddad) D- 1. Include the Program
Security Officer, AFOSI, Air Force and Navy
certifying officials in the approval process
to ensure SAP requirements are taken into

consideration as early as possible,
e

(U/ The F-35 PO did not provide

relevant documentation to support inclusion of

AFOSI, Air Force, and Navy certifying officials;
we could not determine if the JPO had
implemented any agreed upon corrective
actions, The recommendation will remain
open until such documentation is provided.

(U) Open

(U) F-35 PO

(U//memis@) D-2. Obtain current ALIS specific
System Threat Assessment Report.

(U) Closed

(U) F-35 |PO

(U// liuideidi) D-3, Develop and maintain a
listing of all foreign developed software, as
well as all documentation of third party
testing approvals.

(U/ /i) The F-35 JPO did not provide a

current list of all foreign developed software or

proof of third party testing. The
recommendation will remain open until such
documentation is provided,

(U) Open

(U) F-35 JPO

(U) D-4. Implement and require the use of
either the Navy developed checklist or a
comparable checklist for software approval.

(U) The F-35 |PO did not provide the checklist
or implementing guidance. The
recommendation will remain open until such
documentation is provided.

(U) Open

(U) F-35 JPO

(U// mieia@) D-5. Test the ALIS in realistic,
deployable settings.

(U) The F-35 JPO did not test the classified
system in a realistic environment. The
recommendation will remain open until such
documentation is provided.

(U) Open
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MEMORANDUM FOR DEPUTY INSPECTOR GENERAL FOR EVALUATIONS

SUBIECT Response to the DoDIG Draft Report. “Follow up Evaluation of Carrective Actons
Taken in Response to 8 Pnor DoD OIG Audlit of the F-35 Lighming I1 Amtoncmc
Lomstics Informaton Syseem” (Project Ne. D2019-DISPA3-0053 000)

As requested F-15 JPO m provading a response 1o the peneral content snd recommendatons
contamed m the subject report

RECOMMENDATION A Reconmmendation A wll rematn open unnl USD (A&S) assigns an
ALTS PT Lead of the GS-150-6 level with access 10 all SAPs associsted with the F-35 and
ALIS in order to effectively manage the development of ALTS

JPORESPONSE Non-Concwr Followmg the 2012 recommendation. the ALTS [PT lead was
clevated in the F-35 orgamzanonal stracture and a G5-15 was placed in the billet beginming m
October 2013 Thus mdrvadond had access to all special access programs relevant o ALIS In
September 2018, an O-5 ook over the role as the ALIS [PT Lead and was swaiting program
clearnces when thus report was drafied The ALIS IPT Lead is now m O-6 select and has access
10 all relevant program clesrances. To mitigate any shostfalls while the correst ALIS [PT lead
was awating program clesrance. the former ALIS TPT Lead remained as put of the ALIS IPT
and mastumed responsbshity for ALIS special access progrm exectmon |t s the posmon of the
F-35 JPO that thns recommendation has been fulfilled

RECOMMENDATION B: Modfy the contract 1o melude secunty arcintecture tests for all of
the sytiems that affiect ALIS and say system thet processss or mamtams povermnent data

JPO RESPONSE Comcur The F-35 program office concuys that there is currently a gap in
government testing of the Lockheed Martin owned systexns that interface with ALIS The wopi
was discussed at the F-35 Cyber Working Group with Lockhaed Martin in May 2010 The
program office 1s working wath [ ockheed Martm 10 form » parmersiup betwesn the US
Operationsl Test Team (UOTT) and the Lockbeed Mama red team 1o conduct operational wests
om the Lockhesd Martin imternal network wath overmgist from DOT&E The F 35 program office
will share additional mformaton as this process moves forward

RECOMMENDATION D1 Inciude the Program Security Officer AFOSL Awr Fosce and

Navy Certifymyg officals m the approval process to enmure special access program requurements
are taken mio consideration as soon as possible

JPORESPONSE Comcar The F-35 has et the requarement to ensure repressmranon from
sppropnate certifying officials m both the US Ay Force end Navy The sttached Memorandum
for Record dated 13 December 2012 documesnts the F-35 prooass for spproving software that
inclodes the Ax Force Office of Special Investigations - Special Projects (AFOSI/PY) as the
prmary sppeoval sathonty The F-35 JPO s the chaw of the F-35 Assessment and Asshoriration
Advisory Growp (AAAG) winch mciudes members from all three services. DoD CHO. and the
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SRGRES | i

KL Sewton = ndthe SANG clore ste o)l of T4 portic.pun growss ) is the postiion of tae | -
35 PO that reeommuedar on 1D should be closed ss e

RECOMMEVDATION DI Develas mnd mcimyin s listing et all forcigr developed softwoc
as well as alt cocumenmztion o third padty lesting LIPFova. s,

CPORENPONSE  Cereny The roached Memorandum fer Recore | MER ) ~T-35 Foe I
Piwcosy for Subrittal 1o ATCSEPY of Higa Rish Soltware 2= Delived i JAFAN 6737 s iiha,
the provess that tie b 3% etenpe i waes B e spprasal s0hi dhvisk sotasee whieh includes
Twrcepr asionnl sofwars procaets. The MR references the A FOSEP) s fwee = teguest o,
The sachzd excmpie fiom S ovember 208 < wome one gomple of e spprovs | e hene
uttded By e B33 Prag oo O Fiee G fered n se Rware appeoval in the AL TR soltw zre bpseline

RECOMMENDATION B4 Toglement il rage se e rge of satbe iap Vi deyeiape
checahist pr vy compurable cheeslist for sarpyre argaeoyal,

<PORESPONSE. Contvur Fosegn setteare woelmsivn i M A% i specifical v ¢ v via the
AHOSEPY Sottveare Lequest Foem The ontached Memoraneum ‘or Recosd MR =33
Prggram Process for Submittal 1o AFDSITI of High Rish Saftware a5 Defued i JAFAN /7
describes the process et Ure b3 ke oz waes ‘o v anpnival o! esh Sk oliwan: The
atached example from Nevamoer "8 shows ens cxample of the appron el Tomm seing whlized
by the 1238 Peogram Office.

RFCOMMPNDATION DS va: ALLS in realistic, J=ployabls ssttings,

S RESPONSE: Cancr The sepert s)oed ot the IPT Laad stated “that these is o
imileperden testing of the classified portions of ALIS™ The 1eport daes it adequetely vapieie
the onrext of that conversativee The TP Bl st st van the A1 15 Uipermiyma v 2stevprg
Eavirenmon aOR Ky whick was swood np to prow ide nwere realbariz westing thsn Mgl st wlenr,,
was enly surently operating the vaclassified system. There is imlesendant cyber IV& Y testng
perfoocied e btl the vlass il arod vmneles fen syser: by the ATth Cvherspece Nost
Stputror “The “6th Cvherspree Test Squadron performed g Bl ALLS test in Aug st of 2007
with PO&N vaidarion i August of 2008 The 42:h CTS it sehedulec o petlorn: lull IV&Y
wl ALIS in s ownld 2o 03wy 2009 Additioece v, the Teint Opemationnl Tes: Tear | 107T)
corcueted ALY Coeporntive Vulerability and Perzaation Assasemer s (C VP A ) and
Adversarial Asscesments The CVPAs were ceaductal . Genter 20761, At 2017 el
Avzist J01E Ve Ads were commehstedd i Deerther M08 Sprember 017, and Octabor 2009,
e JOTT est remnrs havs heen sean via ¢ assfizd retwo-ks,

Aduiit omlty, my W bus secomalished a fall seenity review of the doctment and cenzurs with

the documer: as cucrsntly elag Ao pcnl o ontact Tor th s ienioratd i is R
DoD OIG - (b)(6)
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ROBERT 4 BURNLS
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(U) Acronyms and Abbreviations

AERO
AFOSI
ALIS
ALOU
GAO
IPT
JPO
JSF

SAP

sou
USD(A&S)

Aeronatitics

Air Force Office of Special Investigations
Autonomic Logistics Information System
Autonomic Logistics Operating Unit
Government Accountability Office
Integrated Product Team

Joint Program Office

Joint Strike Fighter

Special Access Program

Standard Operating Unit

Under Secretary of Defense for Acquisition and Sustainment
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Whistleblower Protection
U.S. DEPARTMENT OF DEFENSE

s Ghoul prombition / &lﬂl‘r".' / na ?':n’"’a:

For more information about DoD 0OIG
reports or activities, please contact us:

"
Congressional Lialson

M 8324

Media Contact

public.affairs@dodig. mily 703 .60
DoD 01G Mailing Lists
www dodi i/ Maing-List './:

F'witter

DoD Hotline
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DEPARTMENT OF DEFENSE | OFFICE OF INSPECTOR GENERAL

1800 Mark Center Drive

Alexandria, Virginia 22350-1500
www.dodig.mil

Detense Hotline 1.800.424.9008
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