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FBR 6/26/74 Early Days Trai

B hend R v v il AN .
FBR Do you want me to start with April Fool's Bay 1930 when I cama ==
of that .
to work, or do you want me to go backAinto.ay what I did in
vs §ovi ot Y“W&

college and high school? ~&%&r& from the cradle to the £xrade

thing7 Or do you, I mean, I can do either one,-ef—them.
Let's -
jl Well, let's take the education,aﬁﬁ~start let's say with your
o b e Hae New teeling bacl oy \‘F
(W“”5\ collegernvéée role of education that,6kind ofjknowledge and -that

kind-that helped ¥ow prepare you for being here.“‘X cryptanalyst.

' P T kuew
Fee _O.K}/{In high school you, as I recall, you won a lot of prizes and

A

“Arat Hs — - Veu'vre HC'}
%Mﬁm/kw thlngSllke that. I know yew—arem=+ going to mention those.
Pt b ‘ﬁ:\\/c chGs in bugh sceels “‘ydcﬁ( >

Tan 4, How can you win a prlze in—high—scheet with only four eempe%wfs

\*5 \ \Zt l/»\vw.wu ‘*L NM ot skm
inaxhe middle- were our-show. Let's start with the
Q. et e STpendt L-...,,)

things I think hel§4me to become a cryptanalyst. [?ine. Fine.
Probably the most important thing was when I was a kidg- I had
a great admiration for Thomas Edison. ‘femd %ﬁen I was about 10

or 11 years old\well I wanted to become the greatest inventor

]
in the world, you see. #m# I wanted to be able to do the things
that Edison had done except much better than Edison’ /gb this was
a kid's ambition. The result of that was that I spent a lot of
time learning.,awd I had to do this mostly from books about electri-
s -

city and magnetism andAkind foolish things that kids play with;
/fxcept I got to be pretty sophisticated.bs@aése I'd buy magazines

d e mle
like the Electrical Experimentgfjand I read the Encyclopedlaﬁvﬂahmhq

A
Wherever there was any information about electricity and magnetism

that I could absorzZ, I absorbed it. The result of that was, that

Haat Kuew: -
when I went to college,Abn{ I probably,<4e as much chemistryxcause

te e

chemistry read college textbooks in chemistry. I had a little
A

laboratory that ;éset up myself. My dad was a very generous man.




and my mother was doubly generous because if I needed money to
buy some kind of a chemical or other things;; bunch of batteries,
or what have yoq;;he would find some way of getting that-money

to me and encouraged me to buy them. Also/my dad had a general

store and the traveling salesman that he dealt with was a very

good personal friend of his,amd I could get chemicals that I
. N

needed for QXy prerimeng; you seeriggé”{y telling the traveling

salesman about themwzi put them in and billed them to my dad.

It never amounted to more than 2 or 3 dollars a month, but my

aad didn't seem to withhold or have any desire to pull béck on

the expenditure of that money. Of course that's the only money =-

there was no moneye~Ffhere was no such thing as an allowance in

those days/so this was his way of sort of taking care of his son's
boe k’{stc‘uww\ i

interests. With thiik4—geé an experience--ygort of self- generated wa

When I got to college I automatically fell into the study of

sciences and it was my ambition to become a chemist. So I lined

up for scientifiec study in this small Virginia school aimed at

becoming some kind of a chemist, and I didn't really know or care

the same BE b -- -
what kind. Andlfor sgwre reasom I chose chemleryAmy background
A 7

z%%-self—induced background in electricity and magnetism led me

into physics, you see. But most fortunate for me was the fact

that there was a very wonderful man that I admired greatly. His

name was Matthew Miller. He was the head of the math department
‘HA;SilH'k’/ (-] ‘ [ . L.

in the =eheel - EmkryAHenry college down in Emgry, Virginia and I

started studying under him and}come the second year,I changed my

o weoko Uf

chemistry to a math major but I contlnued/and I dealt with four

P\,.- ‘§

o 5
majors: ,A'major in mathl ,A majpt 1m~chemlstry, Akmajor in

nmwu. e v—z
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physic%;and a major in Latin. The reasan 1 took Latin is because

i
when I went to college from high school Zhlgh school was not dn

agcredlted school%\l had to take entrance examinations in
ot

English, math, language, which was Latin in those days, and
A

history. WelllI did the English and the math and the history,
but I had so little confidence in my knowledge of Latin that I

sort of declined to take it and the fellow, the generous professor
. Cle
who was a real old man known as King Jimmy Cole) Proffessor said,

”i@ung man if you will take Latin we'll give you a comnditional.

P vcz\ )
You p¥raetiee the other three, f yvou will take Latin in your first

iad Sutess f“\“i PAss bk, why
year then we w1ll admlt you to the college. So I studied Latin

because I didn t want to take the Latin entrance examination for

- (o
college. ©Now I think these partlcularlykwell all four of them—-
A

I don't know which was more useful to me}but the Latin certainly
Tacﬁb
gave me a feeling for word structures and how you put words iate-

d J ek
'2ad- that %\never would have gotten from anything else @:studied - -

and I‘did. I had six quarters of Latin. 4né fhat I found most
useful/particularly when we started working on foreign languages

-
and the development of the statistical information which is
useful in/ﬂryptology from a foreign language. I don't think.2¥§
is probably appreciated as much)routinely,in considering candidates
for cryptanalysgi now as maybe it ought to be;because a certain
understanding of language£ and how languageSoperate# is one of
the things you have to develop to become a successful cryptanmalyst.

Maybe Latin was a useful route for me to follow. Maybe there are

others for other people, but I found thlS one useful. I don't think
l‘uliu..... oy o i SR ™ ;’15.‘.:--' ._-; f; _}]

I have to say much about the advantaggs of math and the physics

ngnc\za Px"‘-‘-‘!f‘*

__,,_7 7
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was an extremely useful thing because I-think in the days when
I was working actively in cryptanalysis there were very few

people who had an understanding of things like relays and

circuitry and switching anq}as a consequence)they were pretty
[l \"/Lsi\'j
much overwhelmed by the complexities of electr1cal~e*%e&§&e—

and mechanical actions simply because they hadn't studied thcvn

and weren't prepared for them. -wef I think this helped me

in the work we did on machines because the physics& the

study of physice.and the study of mechanical actions took

Ao ll,'.

ate+t of the mystery out of ehe -emcipherimg machine, bee&use'zt

A

made sense to me because I could understand what was going on.

- gum

&a&-ﬁbst people who were in cryptanalysis‘it didn't make sense
because they didn't understand the simpl@ pess of circuits and
how relays aré operated and things like that,so they were Just

turned off before they really got into the subject. AE?helr

c1rcu1t? ;h% switchffhey were turned on:j They didn't get turned
Wi bud

Vlnce and his puns,Astill it was a four-wheel device. Now

chemistry didn't do me so much good,but probably was one of the
/

aloese
reasons that I was choosen because when Yardley had to ~ wes up

§]
the Black @hamber"one of the things that was important in intel-
ligence was the development of secret inks. +Aad I think sort of

when Friedman, who selected me from the civil service registar

)

i
for being hired)looked at that major in chemistry and saiq}ﬂell/

this is a real good combination here. There's Latin. Tﬁere's

" smé I think I got hired

7,

maybe not because of my grade,but just because 'the accident of
/ A

physics. There's chemistry and math.

these four majors that I hadeaaf I think maybe Friedman was real

" ;UL.I-

T ’L"‘_L__ﬂvllflﬂ'ﬂ' .
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clever in using this approach because we have found in the later

days that math is a good background subject for development of

a certain type of cryptanalysf)and we also know that lanéuage

is an important thing. Now how did I get in the govermnment.

You don't just go to college or didn't just go to college in

those days and then become a government employee. I had planned

to go to the University of Vifginia and study math. I had a

fellowship offered to me at the end of my senior year and this
IAENCU ) whose

was through the fenerogsity of Dr. Miller whe's son was the head

of the electrical engineering department in the Universiﬁy of

Virginiaamd Dr. Miller had a very close connection with the

University and usually his candidates for the scholarshié were

accepted. It was a very great thing. :gi got 400 bucks a year

and that was ithut I could get along-on 400 bucks a year and

go to college. The only trouble is that we didn't have too much

money in our family and I wanted to get married.amd %0 I was a

wam
little bit uncertain as to whether I really wasted to pursue
Gn an

4+n academic education oritn academic occupation like teaching which

was about the only thing inside if you were a mathematician in
bi’/\V\
those days. WellAUEFEégz;isu&s a little bit intrigued by the whole

field of mathematics I saw an announcemengljust about the time I

; ; R
was being graduated from college/about a junior mathematicians

be

Agiven in early August by the

Senv
Civil Se;éi%e Commission. /femd A,junior mathematician at that time

paid $2,000 a year which was pretty good salary. Well I had no

examination that was going to

idea that I could pass this thing)but I liked challenges of that

nature.sa I decided that I would make an application and take

R T E L A Rl o S - S 1
T i taieil LD Vvl




‘ '
the examination just to see how I would do. Really do %ﬂe&ggge

compete in the field of mathematics because you look at the

{
other students in theeééi&& around you and you say well, this
is about our rating. Well, I could judge myself in terms of

0
the other people around me)but I hadpmeasure of how I would st%ck

v\)
up‘é; let s say a greater domain from which you take a sample/

‘ymqu{SY“a
and\ﬁeeméagéy like the Civil Service examination)which was pretty

iV ‘U[\ef/“'
well natiét was a pretty good way to find out” 3£ I had any prospects
as a mathematician or not, 30 I decided to take the thing and I
got the examinationkpthe papers approving my application.for it and
Middleburg
I took this in kitt#esbwrr, Kentucky. It's an amusing thing and
) (:LQ— = ' .
I remember thg sfay; very well,beesuse 1t was a real hot day in
Augus:)and the examination had to be given by the pos{:§aster because
this was the only way that the Civil Service could get the examina-
s cj»m/cmmwl»
tions administered.u‘éqsx through some‘“govi, agency‘&&d_Ehe,Fbst
office of course was the most convenient one for them throughout
the U.S./and the,F%st office in each instance served the Civil
Service Commission as a place where the examinations could be taken.
Middleburg
Well, the posﬁ\gaster in » Kentucky had never given one of
these things and he read the instructions and he concluded that I
()
had to}spendMl) four hours,which was the limit on the examination,
A
taking thig}and (2) I had to be locked up in a room for this period
in .
of time.go he put me in there at 8:00Aea£ this room in the/iost offic
A . (L'.ié’ ; .
in mmmsé ’Kentuck% gave me the papers, almost physically searched

me to make sure I had no notes on me, locked the door and left

me alone with no access to any kind of facilities like drinking

water or other things t Qo€ mo ning in August. I

B gy g T TN T TR

Eqi wa-ﬂ-ﬁ--‘i



got/
through the thing, at least all I knew how to do in something

less than 2 hours because it was pretty straight forward éxamina-

VIR TY AL
tion. So I sat there a vvrt}fél prisoner until he dec1ded to come
\S.\)\;\ -\\V\m,s\" \:}—
check on me abou&—lunch time.amd it was hot in that room and ¥
A T .
L 1 AN A

gwess 1['1ll remember tha as long as I live being a very uncomfort-

>

T D v L
able situation. There's a llttle bzlLex side to it because
230 L) b‘L.L i(«.LP-
evidently I did pretty good. I came out #§ on i+==em the reglsnzr
when they published the names,s®d I guess it was an easy examina-
tion because I didn't know that much math}A I was Just terr1bly i
g e fo e -

ek RN AT
lucky. <omd Am I going 130too much foolish detallA (&o/) Well éYmNrJ

WO e

let's do another little bit of a personal thing then. Whsm. Right
after ?Atakena;féxaminatiow my wife and I decided that it was high
time we gofmarried‘gut I needed a job,so I accepted the job as a
math teacher in a small town in southern Virgimia... Rocky Mount
High School. I taught math and ﬁhemistrx/and I got this job and it
paid less than $1,000 a year. She was teacﬁing at the same time.

Between the two of us we were making less than $2,000 a year. Some-

thing like $1,500. So we decided if I took this job and she kept

."_
her job we could safely get marrledpg% we %2e-marr1ed on Friday the
bb\—q‘_\b =
13th, -bwt we both went to teach &t school in September. I went on
A
up to Rocky Mount and left here in southwest Virginia. The first

thlng that happened after I went to teaching school as a result of

Lost

this examination is I was offered about the A of December a temporar
jog for a month grading Civil Service papers. I declined the job -

because it was temporary. In January I was offered another temporar

job for two months doing some kind of workAstatistical in natur%A

for the government...

-the, War department because




it was a temporary job and didh}t saif‘me. And then about the
4&8&* "y in .
ﬁiMarch I got this this telegram offering me a permanent job as

a junior cryptanalyst at }2,000 a year. Headquarters in Washington
g Weil
and to start work omn the ‘WOf April. H¥ew this excited me because

after six or seven months I was disenchanted with teaching high
school kids. I was tired of bheing separated from my bride. She

was tired of balng separated from her husband and Washington sounded
Sk&w1m a.
like Shemgrala. So I called her up when I got this telegram and

F-Tol 2 % \‘

said, ”Look& Mow would you like to go to Washington ée;%%gg and

she sald V@at do we want to go to Washington foézand I sald/I got

" Ser < T}
offered a job. It's $2,000 a year, and she sald/my goodnesgA Ahat's
‘ i ol  Well
alot of money. What are you going to do? I saidMI was going to be

oy Ll
a cryptanalyst. “What's a cryptanalyst?:wé said, "Honey, I don't

[}
know‘And so I didn't really know and after being prompted by her,

Wn
sort of L= her cur1081t$I began to wonder maybe what a cryptanalyst

was. I said, "Well, look I don't really know what it ia,and she

- e

sald Shouldn t you know if {thls is on #&re telephone now? shouldn t
7" Aud
you know before you get into this, I said, "We'll get $2,000 a year
A

in Washingtoqy’ #ounds awful good to me. What do you think?ﬁiihe
said, "Well, I'll leave it up to you." So I decided I'd take the
job. I accepted it and came to Washington sort of without;‘well,
in total ignorance of what I.was getting into. This was in March
1930 and T reported for duty on-éiL Fool's Bay, not knowing what

it was. Actually when I lcooked it upX&hen'I went back to my room
I got another little dictionary that all school teachers have and

I tried to find cryptanalyst in that dictionary and I didn't. So

when I went back tafﬁigh school library next morning I looked #t




TN W e T u,y\oLb‘;/\e'l (
5@&3&

ek
upy,trled to find the word cr'ﬁ élyst in the big thickxﬂaéefbr%&ge;

dictionary they had in the high school -in the library. I found
I *’G\.\\.\é{ Oll(' - "
several words %akelcryptoﬁam and that's the study ogacertaln

fand of course the basic word crypts.. Ih my Latln
Yo Cr\.‘p')' - 'T‘be AHL( A
background led me to sort of think e = -SR] sad i was also a

kinds of plants

great deal of publicity being given at that time to brlng Eack
leed orom :
the World War I ééi—aa&-the grave yards, cemetaries in Europe and

R o
Sckl
I kind of figured that they were doing some k#md-of statistical

PR

work with the crypts and so yo%Athis of cog%e was foolishlbut it
was the only clue there was in the whole céncept/and I didn't really
know what was expected of me as a cryptanalyst until maybe three or
four days after I went to work in April 1930. Thet—thing—¥rears
ékugy4k44ﬁm7—doale—%%? Are we-eo-k-—mew? I think it's important

to understand whatﬁigid_af»a climate existed in the military
services at -de—yzear 1930. The most important element of this is
the fact that Secretary of State Stimpson, when he learned of
Yardley's activityj/zonducted in New York éity, he was considerably
disturbed and immediately decided that it ought to be closed down.
fgdthink this has been very well recorded in the context oﬁxﬂentlemen

W
don't read the mail of other gentlemen, ,Xo I1'll not add anymore to

that.But we do find a situation where G-2 was most distressed

L‘\)\‘\'“: \+ as
because they had depended on Yardley' s—he%paet-fllllng this potentia
veservolr
war requirement of a cryptanalytic sesewrsswior in case they needed
Bt

to do any studies of communications of other nations if a war broke
out}and they were very well satisfied because at that time the

¢S
priori%f'of interests were Japan (1), Germany (2), and Italy (3)..

_A%e three major powers 4 oslng.the Engllsh speaking world, sad there

-

‘llla

OI‘ HRY]
e

T



iFOrf - - =
was a great ﬁeptze between the Englls and the Americans and there
/ibn%h
was no thought of them as an enemyAaéﬁeéhe&gh we did have“war plans

which visualized attack by other nations 1nc1ud1n%;/England But
Yl bt et
Japan was our #% target and of course Yardley's work on the

T
Japanese codes for #< the Washington Naval conference was exﬁmpypry

a FESECVEnT,
and this satisfied the G-2 requirement for, Japanese rocemvios. There
was one gap though that was n&t provided by Yardley in his activity
and that was the @onstruction of codes for U.S. military purposes.
G-2 was responsible for theJZ%telligence production,including
the kind of wor& " by Yardley in the Black €hamber. The Signal
Corps/and this was under the responsibility of the Qhief Signal Offic
had to provide secure codes and ciphers;had to employ,“nq/nq,l'm

sorry, had to proviJe secure codes and ciphers for use within the

/Mﬁlitary establishment}f/Kad to provide the communications necessary

for communications within the military establishment..gﬂkis was the
S 1ines crvrcarvts;
and the radio C**ﬁttt) #ad to deliver these secure codes

and ciphergy/cia the»Aiijfﬁf» éeneral's office who was running the
. < . .
code rooms and storing and distributing the cryptographic material,
ints
So you see there were three pockets uvwder which these activitie%
generally grouped under the head of cryptolog» were administered}
Sigunal
38nd there was very little communication among these. The Gé%%ﬁi
Gorps activity responsibility was under the direction of Billy
adgs
an.

Frledmﬁnn-Tbef William Frederick Friedman who was very well known—-

and he had a secretary and one assistant helping him prepare all the

codes and ciphers and invent new methods and improved methods of

enciphering for military use.

- R SR
I Uhl‘ TR R AR

j'\-!\ B‘mph?*
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Adjutant

TheA . §eneral was running the code rooms and_storing and issuing
the documents. And I'1ll come back and talk more about that
Q o LVOTRORT Sipanatt ool wit”

later. (Did they do any cryptanalysis at that time?:> They did no
cryptanalysis in the Adjutant @eneral's office. The only
cryptanalysis that was authorized was in the militérigin the war
Black
department establishment was satisfied by the Yardley's iight
Ghamber. Friedman's crypt;nalytic work was always that which
was in support of the code production, and cipher production
program. And he was not authorized to wofk on the messages of
other nations, which was Yardley's responsibility. The -aection-

ALUL’ fapt \ ; p .. V
iw &eneral got this because I think it grew out of the €1v1l ar.

n
g{%e Adjutant (}eneral wouéd-;qgkthe message centers, you see, and
';:v-*«'L"“‘2 '
they had justC@ot around to changing things. And it went through
. ol
World War I this way. As a matter fact, the code room whichxrun
War & '
in the old State, Navy building that serviced the Secretary of War

was run by the Adjutant @éneral)and the Secretary of War used to
go down waiting for the messages to be decoded because there was
s0 many urgent messages coming from Paris,/l%e/Kéadquarters of the
AEE,th;t they had to take them in the ordeﬁr%hich they were filed

or receiveq;and sometime urgent telegrams just didn't get decoded

for three or four days. And if you will remember your history,
eS¢ id Bﬂﬁawnq

and I know this, thiﬁ—éﬁxa storyAto me by Mr. Besjesmin F. Smith

who was a code clerk in the M@r bepartment code room at the end

of World War I,He said that the Secretary of War was sitting outside
_the code room for several hours waiting for them to find the

message anouncing the arn@iice. If you remember that came out in

the overseas news but Ltreat silence from




—

Washington for several hours after the armistice was agreed upon,

in World War I. And this was simply because they didn't have enough
people decoding messages in the War erartment code room to get

that particular message out and get it ég&ildent,e;::he Secretary

of Wag and the other people who needed to know. I think this is

a very dramatic sort of comment on the lack of appreciation for
speed and efficieégéy in term§ of fast coding and decoding that has

existed throughout all of history up until just about the time fhai

radio communications came into being because that set a whole new
RETC SN 4 Y“‘ Tasana ,-‘.‘,o,f'
: . ‘U : Jf'}ﬁL S
pace for the ecryptographic requirements. Now, L X%u think this _—

development of the three distinct agencies handling cryptologic

A
functions were simply an ouEJgrowth of traditional developments

/’

adl there was no thought given to centralizing cryptologyz) That

plus the great reluctance and high amount of inertia which all
bureaucratic activities suffer from. You never give up something
that is important. And you're not sure tht you should give up

even if it isn't important because you don't know what you're losing

And I think it was that. <iet me talk a little bit about the Navy.

I don't know as much about the Navy as I do about the Army but

k
&V
I do know that the Navy was not aAscrlber to the Black Chamber
bﬁ.
activities. [Et mightAimportant to note that thetgtate Bepartment

e a
/1n5ma1n/ withK&hB contribution of $10,000

a year from the Director of Intelligence/G—Z £that was the Director

funded Yardley's activity

—

of Military Intelllgence7 and this was G- 25 way of buying into the

operation. The Navy made no such contribution and so it was only
Ggenerest any
at the\ i of the State Bepartment that they got, tato—the

sut of b R TIT T e T
1nte111gence~hab&iw{ Also thers much mOTLIvATIOO TH those years, in)

B T W g
i
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<the years 1920 to 193q/in the Navy“td"ﬂécome involved in intel-

. Thenw was
ligence production from code messages. I thlnk [t a glint

L

in their eye but they just hadn't they had so many other problems
Jr/w; e A

ﬁgo solve that they hadn't gotten around to it, but there was a
strong desire, a great motivation within the Navy to update their
communicationms and to have high speed equipment to encipher and
decipher messages both on the shore installations and on the major
elements of the fleet~_/1%e battleships for example. Now there
was littleAéélno collaboration between the Army and Navy in those
days. That developed 1ater> Another important aspect of the
Yardley organizations being broken up &1 SﬂmVEfN was that it

. \ﬂk, .
galvanized the War Bepartmentgr&gé—e%.some action to make a strong

thrust at producing intelligence wunder it's own control. It found
“H(\-\k (Q\‘] b '!L V/
out really the hard ways, /Zf could not =el#x on anybody *n the War

Vi T
bepartment for this most Bettte source of information and there were

some real forward looking gentlemen involved in this. There was
éhe;bolonel 0.S. Albright, who was a signal officer in charge of
the communications desk in G-2 who surfaced the problem, aad ue

and the Chief Signal @fficer and the Birector of Intelligence,G—Z}
worked out an arrangement, a concept, and‘a plan whereby they-would
take the $10,000 that fell out of the Yardley operation and hire

a small group of people which would be located in the Slgnal Bffice

*kQGNJZQQoﬁi

1tself opposite the Chief Signal @fficer)under Friedman's direction..

edl

Friedman was already in being and operating under the responsibiliti
ad \A«b‘tﬁk A
already described by the Chief $ignal Qfficer for the production

of codes, utilizing the concept that you had to have a full under-

standing of cryptanalysi

E»nip"ﬂ°?ﬁ_

_—
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And so they used this device and the money)the ten granqg,that

£ ¥ 'H‘l('&"\'
fell out of Yardlef;outfit to hire some specialists 1 Xth&i

cogld be trained in cryptanalysis. At 2,000 a year this‘provided
4%;?2;3 junior cryptanalysts. The remaining funds would provide
for a couple clerks and the Chief signal Gfficer would make up
the slight $800 difference per year, lcause he already had a
couple of'clerks and Friedman's salary was already authorized.
So now we see the fiscal background for the establishment of the
cryptanalytic organization of the Signal Intelligence Service.
@, @hey wanted to make a complete break with Yardley and hié people
RRVET theg

too,didn'tihe€>[?hey had no choice because Mr. Sti?Eson was very
' 6

strongly inclined to kill Yardley's outfit becaus%Ahis statement

- i

namelangemiemen do not read etc. And they were also afraid if
’ : iMKhing
they put this in G-2; that some pud # would get out that it was
. A
'YX bi‘r\ﬁ

establishedAthis new outfit waspbuilt up for intelligence purposes,

and if the Secretary of State found out about it he would say,

% “
LetR& not do that even in the War hepartmenE}and the opportunity

then to develop the skills necessary for the production of intel-

‘gj \/G\\\bele
K) ligence in war time when it would be veryxnaw#&+e would be lost

to the ArmyA not because of its own doings but because of the

State Bepartmengs attitudet](They also kept this pretty quietly
AR
from the Navy becauseA was really no reason for them to discuss

this proposition with the Navy)as T understand it)because the
s ®

collaboration was not very,not very good at that time. The word

.

bu¥
good is not the right one}A,Zt just hadn't developed.) It was pretty

much an uncertain field and both sides were_ proceeding with caution.
Ci‘ #There was only Sapford and one or two others anyway®
(&m“ubﬁ Yes, and most of the discussion was in terms of exchange of ideas




ettt
about cryptography rather than cryptanalysis. «F@eaot Ehis might
be a good place to mention that Friedman had don%ibost magnificent
T7h1S s+ . classse

job in testing the Navy devices. is the solution Friedman' S-&L&&G&C
A
; £ ; ; .
solution of the Hebren cipher machine. Heb@ea was an inventor

from California who had developed what he called a coding machine
@f€n+

and we can find this well described in the #;eeen_applications,and

e '

I'm sure -
A

I
. O
the Navy was so intrigued with this device whic§/iﬁl%bﬂﬂ{ todayg

standardgy was terrlbly slow and 1nadequate thlng but b%ﬁftandards
¥ ¥ S0S u‘)

of 1930 maonlflcent step forward 1gﬂstate of the art because you
A

/

e

in the library because I have seen them there. And

could automatically encode and decode messages with this device

and store @ great quantities of keys in a very small package —~—
which is one of the requirements of a good cryptographic system.
You didn't4 have to have = great sheets of paper and a-greaﬁNgooks.

?u_vv\j)h\ll\' h
You had a little set of wheels and a little @?jﬂ&mﬁhﬁﬁﬁ—and than
P(.\rvv'\ ‘p L\\Q—;\’
you could reissue the<phemp%tt and reissue the wheels and you could

have a whole new cryptographic system if you had the facilities for

Y SRVISVRE VR VY. |
the mechanical groductlon of these wheels. And use them longer
iced| /
Hais ~#ﬂﬂm= by ,Lg«udwud+cu¢pﬁﬁaymgwgm_
was a concept i@y the \Iavy}

for an indefinite period of timg/ ,Xbu could/by rearranging the
order of the wheels and the keying instructions for setting the
wheels at the given starting point for message/achieve a greater
degree of security than you could with a code book and with
considerably less expense. Very fortunately for both the Navy and
. . e
the Arm» Friedman took this pioneere® device produced by Heb;d%
analys#tzed it/ and through a very clever/z%tistical approach was able
"

to force out the answer %nd establlsh that an answer could be forced
u.,

=] b‘ru A ——r—
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out of a reasonably small volume of text. igo you remember the

A' cow
date of this? \Thls was in sometime between 1925 and 1930 =

/ A . i PR g t
Cm v febaaal

woudd I1'l1l tell you this is written up . %@ell its before 1930

A.
though> Oh, yes. And I'll talk a little more about it later, but
AV
Athe major examples that we worked on was to try to duplicate
f

; . <iw ; . A
Friedman's solution of the Hebrea machine in our training course.

He confronted us with this problem and said, '"let's see what you
Wowesdr LEC‘UY
three men can do about it. Zét me talk about the use of this

D
ks
$10,000. The idea which had been generated by Albright, Colonel
A

Albright, and the @hief jignal @Gfficer and Director of Intelligence
\&}.;hfy would Pl

was get four people with mathematical scientific tralnlng who had
A A

studied language in college and get them very young. The younger

the better. The difference between these people would be in their
' 0

@iigﬁ>danguageh I had German. I had six quarters #+u German. I

qualified for a major in college but I knew probably less German

;f KW  me
than,Latin. I'm not basically a language person. kylly Dr. Solomo
A h A
ull back— - Sin e,
CGoteback

had studied Spanish in New York.q Abraham Sinkov/who was th

Howe. - = _—
third of the cryptanalystsA £8e junior cryptanalystsA had studied

French/and Friedman had no trouble flndlng three from the junior
regua L (in)
mathemat1c1au5reg*&%¢r that I described early who qualifiedAuerman,

73N
&
French, and Spanish;but he couldn't find anybody with the Japanese

language background, which was the fourty/who had the scientific
¥

background desired for his concept 4#er what you would have to know

in order to become a cryptanalyst with the least amount of trouble.

+how slots oo

The three of us who were‘hireqato fill these spets~y I came in first,

quite by accident, because I was able to get out of my teaching duties
A@ﬁbacf
meedh easier than Abe anqugggyyﬁ:./fggqfs Dr. Sinkov and Dr. €Eelebaeck
T T L T L M e i
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So I made the schedule of first of April. Sinkov came in second, he
cpm€ 10 et
- nshortly after the tenth of April and K¢lly came about the 20 or +iu
Farady- ﬁnSk:
24. Now this was a kind of important of thing as we looked into

the future because in the military concept your date of ramnk is

R &2 -
a very important thing,and I out ranked Abe and Kdllx awd although I
mus tF S &
\say that's about the only differegi;e. We were all three real

neophytes 1in the business and as developed later we went different

directions in our interests. It's important to note I think/what wa:
done about the fourth. There was a congressman from Virginia..
Ti\c [RNRE 2N {,sr

A—g+ee dlstrlct~£%em-V1rg1n1a which quite coincidently is the

district in which I was born in Virginia..: Rose Hill/ ,M& blrth

Fhow AL L =

place)is in this district. And the ninth district 4=n Smlthv1lle,
“~ neﬂnful
Virginia. This congressman, Joe Schaffer hadAeaeagb ' who was
h(u \|1
not a mathq&1c1an and who,in fact, had signed up for more\m%thematlcs
] ) ety

at the University iﬁ Virginia than anyone of the other three of us
L

but never passed a single course. He signed for college algebra
A

every quarter he was in University of Virginigfbut he just couldn't

make it. He just wasn't mathematically inclined. Joe Schaffer
found out that the War Bepartment was interested in hiring a

Japanese expert and his nephew whose name was John Hurt)needed a job.

)
LI Y

So he came over to the War Bepartment I remember him talking to

A
Friedman.ujxé came into the office and I saw Joe Schaffer. I had
seen him before down in the ninth district. of courseifidn't

dare at that time to make myself known to him. I saw Joe Schaffer
— *(nf‘
come in and talk to Friedman and over heard some of the conversien

r
¢ 0 é't

about his nephew/and Friedman was of coursenfully awar%ﬁg m sure

of Hurt's lack of. undergggndlng of thlngs, ‘mathematics. And this
LELETA Py ayay xﬂ w
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is not said any e%é&%sm of her or any &CLFY/° ; Johnny Hurt
A SEEee

just didn't like math and he just didn't want to be bothetred with

it, and he jw=t couldn't cope with it. It just wasn't his nature

k-
but he was terrific in languages;and it was the sort of a balance
A gylé(ﬁh*‘ In

that you find in some people/efhe?—th&ﬁ Johnn%,where his weakness

S Evw P(_ % ’\.{’Q(

in scientific and mathematlcal things was more than eeﬂaens&%eé for

\\W‘“qb\\‘;hu)ﬁ W
by his ability 1n—$#§u;s;;e&,a-¢ hen Friedman was finally persuaded

. +H“"’ 1
to give Johnny Hurt a test by the pressures &mnIfghre that Joe

i

Schaffer brought on him,and that the upper eégéégé-of the War

HM #
Bepartment brought on the j@nal Qorps to,satisfy this congressman

H e«
because this is the way we make things work with congresse When

Friedman-was-—£finally -persuaded to-get this test-set—up he got an
officer from G-2 who's name was C:%éwell. Cp%éwell I think 1is
probably better known for his dictionary, English-Japanese Dictionary
than he is for anything else he did in his military career because

he was a language student in Japan and was really seized with the
idea of mastering Japanese. And he put out a military dictiomary

or a mllltaryA I'm sorry;”a dictionary which stressed military

terms as a part of his language studies in Japan and it was an
excellent dictionary. We used it later on. He gave Hurt this

examination and I think it would be interesting for me to report

what I remember of what Crf%well said about Hurt when he reported

to Friedman about Hurt's ability. The examination had been given
down in the G-2 area. Crgéwell after the examination was over,
(,:!W/'a

~wiriedr-m#ow he spent quite a bit in getttmg this examination, came up

y)
starry-eyed
sort of breathless and s%a%%tézgd and said, "Friedman I have never

seen a white man who knows %g much = Japanese and who is as greatwsms
_\—\ ("""lﬂ"’s:m?




% o dud
4 master of the Japanese language as this fellow Hurt./vXou know
o aher®
he's never been to Japan and Mr. Hart had learned his Japanese was
\(\Cu,{ b'(:'t’,»\

first as a child. He was interested in French. He was Qery good
in French. He was an excellent French linguist as well as the
' come .
Japanese. And he had begus interested in French because his family
eld

had owned one of these Itttie Books 0? Kgowledge, if you know haw.

they have little sections where they put in French phrases with the

English translationsand Mr. Hurt had become interested in French
['u»i'l

at about eight or nine years old. Mrs. Patton a next neighbor, who
A o e

was the wife of a missionary and who had herself spent some time
in Japan and had to come back from Japan because the family had

contrac ted 'ﬁ'ée‘r‘cu[:&/s )'
atkraciked =6

was back in the states and she

o F
found/Hurt was interested in Japanese and languages and she started

o ctvdy

teaching him Japanese and he continuedjunder her,aﬂd—Fhen when

he went to school he went out ¢f his way to room with Japanese
(;5—»\-+i‘vxuo\\\\;l(
students and they spoke Japanese ce&;iagﬂ* and he was a great admiret

Lafeadic Heaun
of

A who was I think pretty well known in literary circles as

+Hnn
somebody who loved Japan and thégis Japanesg/

good. He was also a very master of the English language and could

abtuy T
turn a phrase jusgﬁas cleverly as anybody I ever saw. So he was a

and Hurt was just really

tremendous translag%r and/although I can't say much for his interest

in mathematics,[jé-%h%ﬁk—thath—éﬁpe;e&wga One of the interesting
T Qw
things about Mr. Hurt's hackground. {=h~§§tting a little tired.
e < WA So gt a(\.ajr\_\:z}t )
Maybe we had better... Yea@ wely?%adse we're going to go down in

) i N
about 20-25 minutes/ /We're going to heathe the ether building.
I think this might be of interest to somebody. I remember that one

Monday morning Mr.Hurt didn't come to work until about noon time.l

N8B etaupind 4hak a2 b hoted 19 Ton M‘:m:_r ER s
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He hadithat they no longer had this '+ of capability to

deal with the communications of other countries. They were‘selzed
with the requirement to do something constructéé about the

A

situation. And this of course led to a concept which inte}grated
N

all the cryptologic activities. The three units. The /?@f’f‘”f
géneral, the G-2 activity, and the §Signal Gffice activity into
one unit because it seemed to be the most economical and efficient

way to Col. Albright amnd the €hief ¥ignal @fficer and the Birector

o

-
of dntelligence to achieve the organization they wanted.

o8 Y :
remember«that $10,000 is not much money. And in that day it was

sum Wasw' ¢
quite a magnlflcent se&&é but it still weseS%w enough to do all

meeded wARS
that wad to be done. And also, there"no collaboration between the

A
!’1
Army and Navy to speak of and the 7£4¥ on the part of the Army

/
that if the idea got around that the G-2 people weret;;mfhating
the 1ntelllgence productlon by cryptanaly51s concept that it would
be nlp%*&g the bud and they were afraid they couldn't start it again.
Now the @hief Signal @fficer offered afexcellent cover for this

Pelt all
<
act1v1ty}and they theught they had to bring it ep altogether for

/

security purposes as well as effectiveness of the organization..sSo

s )byt ' .S X . o
the hﬂ~mﬁ <Senera15functlonAshortly after the first of Aprll)I thinl
this was about mid-summer 193% were taken over by the Chief $ignal
@fficer and these functions weretthe operation of the code room and

b\ﬂow“hf

the War Department message center. Z%at was abouwt from the State
War and Navy building down to the Munitions Building; ,Ege storage
and issue of the codes was taken over by the Chief §ignal foicer}

And the distribution of the messages which the Aihmgat (Eneral had

a : ,
been doing as part of the A¢hm;ht§enerals function was separated fror

el 1~ v P
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Adjutent General and given to the @hiengignal'foicer/and at that
time sort of probably as as-a;.:;ij to the Adjutant (general's office
the distribution was made through the Adjutant General by‘the &Chief
S§ignal Gfficer with the Chief gignal=ﬁfficer maintaining security
control of the messages themselves, because it‘was.realized that

if the text of a message,unpa:aphrased/got ou;?éould destroy the
security of the codes. Of course}this was looking forward a little
bit because the codes that were in use in 1930 had been.in use

we e ..
for sometime and I'm sure-w@glebcompromisedas a matter fac% it

came out later, I learned this part of information from the Italianslthat the

military intelligence code No. 10 had been photographed. The full contents
i Dewe ‘
of the military attachg;had been photographed by the Italian secret service,
' Caxabinieny
the intelligence service..,/AEtually by the «#pr==*¥=5 in Italy and later on
Vi,
had been given to the Germans and finally wound their way up in Finland, by

Finland back to Japan. And so there was quite a vulnerability of American

codes.

rooms.

0B40 was not confined(ES/ﬁusf\working on German as we learnedz7y§linker Halls,
Mewoirs

. ' )
Admiral, Halls and his book on OB40s activities. Now Friedman and

-

Albrighﬁ and the others who were privy to this operation were aware that extra

special security arrangements had to be made for the new codes which were then

-
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Tape 1 Side 2

“4)

L \- | o d?/ZL

When we went_toiwork we were getting a limited ahéuntuof intercept
fromﬂg;coqd Signal Service Company up in Ft,Monmouth. This was good
copy, and éfget ahead of my story a little bit because I think this
graphicaliy represents & sort of a state of development at that time
because it was not until maybe 18 or 24 months after we went to
work in April 1930 that we begin to get any results from San
Francisco and only because an officer familiarly known as Joe
Maubovane auborqw@)
Metern who later became General Joe Chief Signal Officer,
was out in the 9th Corps area,a=d He set up in his basement an
intercept station controlled by an alarm clock which he had rigged
up as an automatic time switch, aewé Qe would have this thing kicked
off by the alarm clock just when the radio station in San Francisco
started to deliver its log»to Tokyo because this was was on a pretty
rigid schedule becausekﬁfﬁpaéatlon“éell ‘+—was there was a time
when they could get through to Tokyo and that's when San Francisco
went on the air,amd He would make a tape recording of this}which
was of course in Morse code}and he would air mail these backx—fhese
tapes that he had collectedk-;éch dafs bunch of tapes was sent back
to Washington by mail, registered mail I presume)A‘W% d get them.
The reason I remember this so vividly is when we'd star;ﬁ@ork

on getting the Japanese effort organized to work on the Japanese

codes the best intercept we had were these tapes which General

M\)orra)\ Mb.u\oar ne

or Colonel Mebeen'at that tlme/had collected in his basement,

-and‘ﬁhe way we got the information the intercept off the tape was

Dr. Kullback and myself would do the transcription operation.

GANGTL oo Wy e ——
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Now these tapes I better describe bétause we'll think in terms of

magnetic tapes. They weren't magnetic tapes. They were the
undulator tapes produced by a little pen which drew wiggleé on
the tape and you could read the dots and dashes by the mountains
and valleys which were shown on this tape. I would read the

tape and dictate it to Kully who would copy it on the back of a

weather report. The Chief Signal Officer was responéible for

putting out a daily weather report to th;;;pread it throughout

the offices gg the Munitions Building, and they'd run off extra
copies and it was such a gggg;:éea$th of paper and the shortage

of funds to buy new paper tha£ we would take these o0ld meteorological
reports and use the back of them and Kully would transcribe the
letters of the message which I would read from the undulator

tape and that was our worksheeﬁ. I mention this because I think

. . pws . . .

it shows that the 1nterceptﬂwas developing slightly behind but
maybe in full step with our capability for dealing with the
production of intelligence from intercept. We were really denied
access to the cables until it became evident from other evidences,
and this was up pretty close to the beginning around 194q,.,Wé
didn't have any pickups from the cable companieéglhen we worked

up one which I'm syre is discussed in the history. Without this
intercept servic%A%;ére would have been no point in developing

the cryptanalytic capability for intelligence production.

fwwénrne ) . )
Q: Col. Mobern was doing this on his own wasn't he?
A: With official sanction of course,but he was doing it without,

—m—— )

with a minimum knowledge of other people and he was doing it




:.Jf how to train us was to set up a series of problems and he

....... — — 52/5,

a se he was a dedicated man and he waes  as well as Col Parker

IO’

l P
H&ty they were good friends, knew the importance of getting on

R -
with this, this project of cryptology they had conceived and
thought ought to be incorporated in the Uér Bepartment structure

and I guess history proved t&gm pretty close to right.

had a course in cryptanalysis which he had specially developed

" for these four candidates, junior cryptanalysts, that had been

T HhinkK
AI'd say 100-125 pages give or take 59/on techniques there were

hired. Technically only three of us were junior cryptanalysts
and one was a cryptanalyst aide which was Mr. Hurt because Mr.Hurt
didn't qualify because of his lack of mathematical and scientific
training for the junior cryptanalyst slot, and anyhow he was on
a special slot which was a sort of an exempted position as I
recollect. So Mr. Friedman looked on us as a Jteam of four

VAP v
without any regard tO/dlStlnCtlon between Hur%@aand ours and it
didn't make a bit of difference to us because we were all ignorant
you see,:gidn't know thhing about cryptanalysis. We started

'REJ

of?Athe first lessons in cryptanalysis I had were in what we
Leavenweity

called the Lewvinworth manual}whlch was a little bro P covered

publication about five and a half by eight 1nchesz I have a

copy if you don't have a copy“./ft was a copy Friedman gave me

when I was a student and I kept it and its in a leather binding

we
different from the one yog(havezgn the librgry,if you indeed

eis

have one)' and at the end of this book aftex;‘ was quite a few pages,

a set of problems which we were supposed t?éolve/and then some
. A
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answers at the back of the book. The boogs we got‘had the
answers torn out of them which was)I thinkﬁDave‘Crawfordg
b oo e wll

idea anq I think a very good one becausg\l can work i:

%géégz%%égg?aouble acrostic without looking at the answer.
I don't know whether in those days I could have resisted ﬁ#fﬁ€5/~'
cmébmg:thi out of the boo?éam anyhow we didn't have opportunity
to see the answers but we workéd out the problems. They were
very trivial, about what you'd find in a crossword puzzle g
magazine, crypto section. A couple of them were a little
more sopiéigticated because they had transposition. I tell
you. The thing they compared most favorably with is this
American Cryp;og:am Associatiodsmagazine. I haven't seen
one for years.”AZ%ey were simple problems, unsophisticated
ciphers but a lot of fun to do;z%en after that he divided us
up ,after we'd gone through thié)he divided us up into two

(\“«.’J’ u‘\

teams; Abe and Kully, Sinkov and Xullback as one team)and
A

Hurt and Rowlett as the other teamfaﬁé-fhe idea here was healthy

competition will stimulate the students}and there was a lot of

onerous/clerical work that needs to be done and two people can

make twice as much progress as one and this kind of thing and

_ it A Fad L
1t was a wise 1deq4because it worked out very well. Competition

£
W\ %

was pretty strong between us because we were eager beavers and

wanted to show our capabilities in this field/so we worked real

—

hard to outdo each team the other one. There were)oh I'd say,
A
15 or 20 problems starting out from very simple things,6and the

last sort of problems were fairly complex ciphers, polyalphabetic

BT Te semmn o
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in nature}and in each case there was smaller and smaller amount

of text to work with becausémiess text the more difficult sometlmes
to achieve a solution. After these ‘problems were flnlshed}Frledman
had certain other things that he wanted us to do. For example,

the old M94 cipher device which was really invented by Thomas

Hitt
Jefferson and not by@hamc)EQ&W&s and not by Parker Hit and Joe

{\/\am\oom ve
Mobetn'but by Thomas Jefferson before he got to be President of the

United States. Do you know this one? I'll write you a paper
on it sometime. I think it would make an interesting paper to
publish. It would hurt nothing. David Kahn tells all about ik
in his book, but he doesn't know the whole story. Well anyhow
one of the first problems we had was to recover the keygzerthe
alignment of the disc of this old type M94 cipher device;and that
was probably the simplest cryptograph that we dealt with. Then
we had certain other things. A machine invented by a Swede whose

o ED-A-M-M
name waa.ﬁamn which we called the "Damn" Machine because the
thing didn't work very well and it seemed a proper name for it,
and this machine had a series of interrupter wheels. I believe

four which operated in pairs on two £45Fe ten-positiond

gegiwmj
commutatorss “@ called them half Hebron qommutators because
ﬂtbfju/u
effectively they did only half of what a Hebwren wheel would do
in terms of a cryptographic substitution and really it was anin
O oc
effectAe§=%he combinationAaé-each of the two commutators was a
combination of two separate five-letter fractionation squares — —

so you got the effect of an interrupter operating on a fractionation

o .20
unuuu. l B3 x,;.“

¥4 waifigss
PR
p

I
5:' %
-4 . D i

4 g RO+

“ Ml




bl

A g
—— Y ST N ey .

alphabet with two different components. This machine was not

too sophisticated and we were.éble to do it without too much
trouble.aaé’Ehen we went on to the Kryha machine which wag a
rather cranky,clumsy’aykward machine to operate/and it had been
invented and developed and manufactured by a firm in Germany/

and in effect what it did was to effect a V&genére encipherment
using a mixed alphabet againspyétarting against another mixed
alphabet/and you generate the alphabets by taking little tabs
off?éﬁ6=nemé-’one semi-circular component which was arrayed along
thé outside of a wheel that spun and this inner wheel had 52
segments into which you could put a letter so%égi got a double
mixed alphabet for the other components you see. The reason you
had to have a double mixed alphabet was because the firsgrghe
outer alphabet was a semi-circular so unless you had‘repeated

YUy

the inner alphabet well}this is too much detail. But anyhow the
A .

Kryha machine)in effect)had avﬁggigiﬁé with an interrupter wheel.
This interrupter wheel was driven by clockwork mechanism with a
spring and after enciphering/say 50 or 60 letters/you had to
crank it up like an old fashioned Edison phonograph and then
you'd poke a’button)you See/and read the letter. The Dammn
/Méchine was a little more sophisticated in its construction
although it was weaker in its cryptographic principles because
it had a keyboard and a battery and a bank of ¥E§isso that when
you depressed a key you pushed the control wheels forward which

in turn engaged the substitution elements and when the contact

was cleanly made, a light would flash up and that said if you push

T —
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the key“%"was enciphered by whatever light lit up and it could C?é?>

be any of the 26 letters so the Damiy machlne was a little more

A

sophisticated in its mechanlcal/electrlcal concept than the
Kryha but probably wasn't as good. Both of them were trivial

but they were a lot of fun to do and we learned a lot doing them.
e

There was an old fashloned4pr mitive Hagelin machine. I believe

this was a five-wheel machlne. It was a fore-runner of the C4Z alebal W

ﬂ{&wﬂw
anyhow it was a'30' numbepAas I recollect, and this ought to be

checkeq/Hagelin numbered his machines with the two digits of the

year in which he put them in® production,so C37 would have been

ot

he produced in '37. 1If you modified it in'39 it would

)
the model

be a C39. Well)we did one of the early models and sort of as a
[FX]
step in getting readyApreparing for training,this group of

cryptanalysts}GZ dug up some money ousg6§4another fund and sent

it to the military attaches abroad,particularly to Germany and

W
England and France and countries that showed some sophpistication
A

in the building of devices}

and bought up copies j§ each one of
these machines. They got some bargains becaug:;some of the
companies thought well maybe we could sell this to the US govern-
ment)and if we sort of give them ohe we might get the contract - - —
but if we make the price too high?@hey won't buy it. So we
had a copy of every machine that could be bought overseés. We

also had a copy of the codebooks. We had a very good Enigma

OF trunsk,
machine. It was the commerical Enigma. ,The German government
U b@khdumf
had uenknowrms to us at that time been making plans to use the Enigma

7
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and the. commercial modelﬁﬁgéiﬁbﬁéWéat different from the one
we discovered used by the German navy, air force and army
during WWII. Well)we went on problem by problem,machine by
machine, taking these iﬁ the order of difficulty until we got
up to the duplicatioﬁ of Friedman's solution of therkj?LM/
machine which he had done at the request of the Havy. Interesting: -
one of the most interesting deVices we worked o%:yas what was
known as the IT&T machine. [Xfter Col Parker H;t ;etired from
the Army with somewhat of a reputation as being the outstanding
cryptanalyst, military cryptanalyst, he had been hired by IT&T
and they put up about a 100 grand as I recollect for the develop-
ment of an automatic cipher machine which they hoped to sell
to the State Department for encipherment of State Department messages
This was to replace the code books which Hit didn't trust. Well
there was a Mr. David Salmon who was head of the section in the

: il Ctpaone L

State Department that dealt with the encoding and decodingAOf
the State Department codes just like the §ignal €orps had to
eventually be?ome responsible in the army/and Salmon was the
counterpart‘of the\Signal;I;telllgence,gerv1ce in the State
Department. Salmon's office was the counterpart of Friedman's
office, the Signal Gorps, or the Army. Now Friedman and Salmon
were pretty good friends and of course Hit knew about Friedman
and had been privy to the plans for hiring the four of us, Hurt,
Kully, Sinkov and myself and he knew about the Friedman team as

he called it)so he was very anxious for the State Department to

have this concept tested out by Friedman's team for his ow{]

T
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Q$)EgratlflcatlonAérobably to see if he did have a good cipher

Hott
machine. Well I can remember that Hit brought the thing down

and showed us how it worked/and thiéj&ggugone of in response to &*
official request that Salmon had made on the Chief Signal

officer and which had been agreed to by the Chief gignal
foicer)but Billy and Salmon had worked this thing out as a

way of insuring the machine was a proper machine for enciphering
State Department classified 1nformatlon/} I'1l make this a

short story. It's a sad story for gtg;because after studying

the machine for probably less than a day we developed, Abe and
Kully and I, I think this was when Hurt was sick, we developed

a technique, an attack on it. It used a ten-letter keyword and

Wt palsr
‘one of the étéi%s was so designed that the evidence of the
re. r‘H’{g ?\\4»{;‘/\?@,4 PR 2

cryptographlc settlng that it applled th*eagh—p%ﬁwhee&e/ /Xéu

(_L'o'
could pus@awell/you could turn the wheel but there were little
lugs on the wheels which caused a contact to make or break —

4»6\6\9/
according to whetherﬂix was a lug or not,and the contours on

oa e

one of these wheels, they were flxed}just didn' tAwasn t a very
good selectlon)and so the evidence showed through both statis-

tically in the message and spilled over into the adjacent wheel
; . : ’ . : P4 e
which worked in connection with it. So it was a great ¢

in the machine and since this was the ninth and tenth position,

Hitt

and since B4t had stipulated that he was going to use ten-letter
keywords; good English words, we sort of said well now look
what we'll do is just make the common endings of all the ten-

letter words we can find and we did a little card breaking and
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M R
we just sat down and thought of words like,Washington, Black

Horsef'you know.., X11 the kinds of things that you wou%d use
’ Wt O-n" o g

for making up a ten-letter key. We find out tha;:teéwanduing-
Vg =t ® flg—gn  ujzy A
andzéd'and;ésﬂanq;l§ﬂpretty common  so instead of trying all
) , . g -y v
possible combinations for these last two wheels we took G
\',e_s'u ii€‘—\”“
which was pretty common and BS and BR and we'd try them first,

i

you see)and when we find a pair that fit them then we'd move
on and take off the other wheels. Sometimes we got nowhere

and we'd try Washington and actually that was the key word
Hoen Y ,
for one of the messages and we found\sm fit we immediately

tried Washington,and we decoded the message and we had ghis

machine broken in two hours. A little bit of black magic

Htt
but... ,Wéll}I must say that I admired Col Hit because when

pes

he cam§4well)we read all the messages...I think it was some-

thing like ten.and_rhen we finished the tenth message
Friedman called Hi{ and Salmon. Salmon didn't come downt}
He waé;ﬁad a bad leg, club foot}I thinkjand he didn't travel
around much;fMﬁ think he felt ill at ease in the military
establishmentibut)éégtcame on down in a real hurry and Hit
waéﬂI don't know whether he was prouder of us for having
brélen the machin%}or whether he was crushedxazéh tié fact
that we had broken iﬁrgut I have a feeling that ;igzwas more

pleased to learn that we had the capability for breaking that

machine and he was crushed because we had broken it, because




TRz /L
H{?fwas.a real)honest patriot. He was a dedicated Signal
€orps officer) and one of the highest types that you could

findfand I think while it was a crushintho gim he did feel

. s -{\n YEuein . .
that he had made a contrlbutloncegt$upport1ng and helping

organize this group of Friedman's that could do something
AN}

far beyond what he had ever been able to dg\that he was real
proud of us as a team. I.think this ought to be somewhere
in the history because there's a lot to be said about the
integrity of some of the people that we were associated with
in the military services in those days. Well/probably the

capping exercise that we went through to work on the classic
_ _ Hebenw _
Friedman solution of the Hebxen machine,and then we were
about ready to go on our own. Now while all this training — —
e
this work onAtraining exercises was being done by us/we spent : .

about half of our time doing other chores such as code
L X -

compilationA we had a whole body of new codes that Friedman
had been charged to get out to replace some of the old codes.
As a matter of fact,I think it was\VQQ?aepartment telegraphic

S ;
code 1907~%g;&d still be used for economy purposes and the

<
printer's overrun of that had been delivered tq\book store@

Jeu See,
in Chicago/and he was selling them, as a surplus and this is

)

somewhere in the history and I think its in a copy of the

u/ “+Haat's )
ar’Bepartment telegraph code 1907 and—i+s over in the central
library. If I ever get over there I'll look it up for you,

but it was this overrun that was in the public market,wgwd

e wdied
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& I think it was 1907 somewhere in the first decade of
this century. Now I thlnk it was a code that was made

' LanWmﬁI
probably for use in -WWII that they were using for restricted

A

communications in the'War hepartment coderoom. I liked to
e 4—/4./«47
tell a little experience that I had which I thlng/has been
lost sight of 1?Ehe other histories. When we took over the
coderoom operations from the Adjutant General's office,
Benjamin Smith and Mr. Williams and a couple more people
' . c{uu

whose names I don't remember came é-%—as the members of the
trained staff who were encoding and decoding War‘gzpartment
- messages. There wasn't too much code traffic in those days.
The security of military communications had deteriorated to
the point of where the only distinction that was made between

3 ’T A CONGIDENTAL R2ESiRIcrED
SEIC and\ QYTE

a 1 and restrieted message wasS the first
code group of the messags which was the code group for whatever
the classification of the message. For example, if the message
had been stamped SECRET then the first code group of the
message was the code group for the word SECRET which was

looked up in the ccde, CONFIDENTIAL was distinguished from
SECRET by

(Good heavens)

this is true and if you looka:z

A
(It d&d a lot of good)

N\OJLBOYQ neé.
Well, you can see why Albright and Friedman and Mgbern aid

the others were distressed}and General Squires was distressed

about thijgbecause they knew about this and they had no way
Ea;’ud;_, P
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of forcing the Adjutant General in the military hierarchy

to break off these old practices apd use better practices - -
and they were scared to death that}ihey invested all this
money in the new codes and alwgr Bepartment telegraph code
is ‘as big as a telephone book and takes lots of hours of
careful work to make sure»that its properly compiled}/fhe
vocabulary is properly chosen; that there are no errors which
Fanples _ wud
would introduce 3%Qh%es into your communication, JZf you
want a secure code)in those days we thought two-part codes
were much better than one*part/and so we wanted to gb to
two-part codes. We were afraid if we turned these over to
3uthoritalive :
the AG without the awtherative control which could be exercised
only by people knowledgeable in the technical weaknesses of
these things, that all the expense and effort that we'd gone
g;;ough-would be for no purpose.gb that was one of the driving
reasons for getting the coderoom under the control of the
éhief Signal @fficer as well as the distribution and issuance
of keys for Wgr Bepartment communications. One of the bright-
est spots in the coderoom picture was the fact that military
intelligence had ‘a special codef;ng0,000 group code, I believe
it was a two-part, I'm not sure at this point}but it was
used in conjunction with a set of ten tables which changed
every three months. The code groups were five letters,and the

tables each consisted of a set of twenty alphabets which would

be used in rotationjy alphbblet..ane fqr, the first letter of the

i
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codﬁbroup} alphabet two for the second lettery alphabet five
for the last letter) alphabet six for the first letter of the
succeeding group and on through the twentieth, the last letter
of the fourth group which would.be the twentieth letter and
then it would be repeated maybe two or three times/then you
would insert an indicator_which said go to some other table
which woﬁld be specified by the indicator and then you would
apply thés new tablé{;o you had a sort of an#rratic inter-
ruptionxza the use of these tables/ e in superencipherment

of the code group. This set of tables and that particular

2 €

codg\or these sets of tables and that particular code were

LA Y 3~ —F ¥ 3w =y

EQ 3.3b (3) safe4and this is a wonderful story.-I don't know/\ it is
OGA )
true or not but it sure makes good listening if you can tell

;0f course,
it well. Now our dutieaﬂwas to watch these codes being used
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to try to come up with recommendations for tl.eir improvement

) dede rcown )
and improve sedexrcem measures. I'm not so sure this latter
Fou ALl
was wise becausa\we were just young fellows and we had a lot

of opportunity to study math in college and a lot of
opportun;ty to study ciphers and codes/both their construction

and their solution)in Friedman's courses but we had no

practical experience in communications techniques and pro-
cedures and code room procedures so it was quite a revelation/

particularly to me,when I went back and found out the differenc

a &
between Fhe SECRET anaACONFIDENTIAL message was the same code
4 5

res

book but a different code word at the fronpﬂand I had a
little more respect for the MA code. This was MI9 or MI1lO.
and incidentally it was MI10 which almost brought a rupture
‘ Widd W (1
between the US and UK early in‘WW%§ because there was a
military attache I think his name was Mead, John Mead, who
was sent over as an observer and he took this code along
Hag MT e f{,\f\
with hlmc(#i)l believe it was MI10 code and a special set of

cipher tables,and he'd attend a brleflng and the end of every

W s, Remme |
day/you know)when the British were = _ Rem&é and the
next day he would send.a message enciphered in this code

e H/‘“.*"S

giving/the results of the briefingA the war room briefing.
It soon became evident to the Brltlsh that their reading of
£ 32

the Enlgma trafflc that there was a daily summary of this

wa7&oom briefing falling into the hands of the Germans because




‘A! ~ J
there was a German cryptanalytic organization somewhere\in
(Z'gn/\ mel g
Germany which was radioing these summaries to -hﬁead—

quarters in North Africa and they began to recognize-and
identify that this had to be tied in with the briefing Qhen
they read the Enigma messages through cryptanalysis at
Bletchley Park,gb yYou see here were the Germans producing
intelligence by SIGINT)ifbyou will,and the British ,in turn
using their SIGINT techniques to identify the intelligemce,
and then using their investigative technigues to try to
determine where the leak was and how to stop it.

I recall, wasn't he the military attache in Cairo, wasn't he?
sending these reports back here and the Germans picked them

off?
He was attached as I recollect and I may be wrong on this

because I remember briefing him. It was a Major John Mead
and he was identified tg&e as the observer who was being

attached to the British forces in North Africa. Now I believe
Y Fellers v
there is what's known as the Retiows incident/and I believe

Fellers
was the military attache,;but John Mead was the observer

Feilers?

and probably he was using Fellews code room to file his

-— Fejlees!
messaggﬂso you'll hear about this either as the-Fe%Lewe -éﬁga

«v !

incident or the Mead incident and I think there waSAI

remember Mead as the observer but I think there were more one,
Geileis
there were two or three observers. I believe Ee%%ewsvthough,

was the %ilitary #ttache. This is m1dé£4amg point in my J

g

o D - ,n_
—'h‘a'uam.,., % Al \iwisiderd s T btttk m

wrn OEATTT
L EER Y




L o/

- memory so it should be checked.
How long would you sayx;gﬁr training period? Did it ever
end reallx/in a sensg}or were you continuing traininé well
into the 30s?
Every time, Vince I'm going to answer this]obviouslyland I'm
going to sound a little snotty/but you never quit being
trained as a cryptanalyst because)as you learn more about
cryptanalysis you are then able to devige better codes, ciphers
and better techniques}so as each one is developed)sort of in
protection against the technigques of breaking ig/you.have to
go and learn,by developing a new sét of techniques,how to

ter

cope with this thing/so there its just like any discipline,
A

scientific that you encounter in college,u,mﬁere‘s no end
to how much math that you can be trained in. The only limit
to 1t is how good you are.

But didn't you spend in the very beginning, say from '30 to’33/

)

. . . ’ W, ;
much more time in terms of tralnlng,t%%n in actual production?
About half and half. Yes. And then our training sort of

evolved from a formal set of problems that Friedman presented

: S
to us in the individual research, for example, this Parker

Rt

Bt device.., Friedman had never seen that before so that as
asAaSSLgnmenE,was a bit of a research assignment if you w1ll}
/f£ was sort of like you do post-graduate work.,.Xou take

something that hasn't been done before and you write a paper

''''''''
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on it. So we'a take a cipuer wacuine that hadn't becen
broken before and we'd figure out how to do it. Noyfﬁéxt
time that thing comes along, you modify your techniqﬁes
and hopefully improve them until you've advarnced the art.
One of the significant things as part of this training that
I left out}and I think should be mentloned was the work on
the ADFGVX c1phera%éen we started looking through the files
that Yardley had left as a result of his Black Chamber being
abolished by Stimpson/we found a whole mass of German military
messages, field ciphers consisting only of the six létters
ADFGVX. This was a fractionatéézgystem formed by a square
that's six letters as the top.and side coordinates/and each
letter]of cours% each pair of letters that you could choose
would represent an individual letter of German plain language
which was)of course, the purpose of the square. So you could
encipher a text in German with a sort of a diagraphic sub-
stitution that resultquéa the application of this square.
‘Now after the message was enciphered}it consisted of only
j?%x lettersjso what the Germans did )because this would not
have been very secure,is to write this in the transposition
matrix somewhere from 15 to 25 columns and with the trans-
ree wiite Hae
position key across the top et ADFGVX version of a message
in the matrix and then transpose it in accordance w1th~ZLe

key written across the top of the matrix,column 1 coming up

first, then 2 and so ong Io decipher simple reverse. The
A

interesting thing to me about this ADFGVX is(l) tl.at the

L L e - T
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Wedd Wan T
classic solution developed inAﬂ&I was not a_general solution,

but dealt only with a special case;.repeated beginnings,

\Fr H\g
repeated endings. Qéée&f%und a repeated beginning of sub-

stantial length orArepeated ending they scemtd

could devise the key for that day, solve the key. If they
hat b"’u{y\ i

didn't have this repeated besdraime—er ending then they had
’ N
no way of solving the message. Friedman had a vision I

think/that his group would someday be able to come out with

a general solution so that any messagé tﬁnthis rather

clumsy but,gék all intentjand purposes at that time, secure
A
/

Hig v
he thought if we could read any message £han that

/
§|L¥<ed
would be a real step forward. So thSteed-us onto this

system

problem, got us to working on it and we

End of Tape 1
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in the process of construction and they wanted to protect,for as long as
they coul%iebgAinformation about the cipher machine which had been projected - - -

which Friedman had been working on, and which was under contract and about
, -
ey e d

-to be delivered sometime in 1930. G2 had a very commendable attltudgqfs I

look back ,because Albright realized that it would take some time for the

fgignal Qprps to get itself organized to duplicate what Yardley had done.

One difficulty became evident early on in the operation of our activity and

that was that it would be most difficult to obtain from the cable companies
{, W‘(_ibﬂl(rﬁg

in Washington and New York coplegAas Yardley and his Black Chamber had been

L D% b k ——
able to dol because we were afralqﬁword would get back to State erf so thqu
D( d.l\'\/l/k..u\,,&’

gave an extra impetus to the War Qeﬁﬁ to develop an intercept service and
- MS&.(&W\A‘ s

arrangements had been made to set up & gecond Signal 3ervice Gompany up at

Fort Monmouth, New Jersey, administered from Washington by an officer who-

was attached to the Signals‘IntelligenceAService in the ©ffice of the Chief

gignal foicer/and the first intercept station was set up at Fort Monmouth‘

Ihen it was planned to have one in San Francisco’ one in each of the three

departments, that would be Panama, Hawaii (thg[ﬁhili%%ines department);and

one in Fort Saﬁ. Now this one in Fort Saﬂdis ?éther amusing because if we

look at Fort Sam as a good location forAintercept station under todayg

concept it's about the worst place you could pick; that's Fort Sam Houston,
Rok™ '

Texas.«,They had lots of space out there at Fort Sam and the‘gignal Corps

had a good installation/so evidently this seemed like a good idea at the

time., ey b PP Aty A\a- 2t lure Taw By o] sded ]

Lo

" “What was the name of the new Jap code?

There were a variety of names for it. The one I remember now is PAK2 and

PR AT . = i’.“ z'
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if we look at the Jap history, the Japanese diplomatic history, the
B3 history, we can get the whole series nomenclature as it was lined
up ﬁ%& One of the research activities that Friedman got us to
undertake comes to mind as probably one of the most important develop-
ments that we were involved in in the early days of the Kullback,
Wewdwax T
Sinkov, Rowlett, Friedman efforts. During{WW% the Germans had intro-
duced a field cipher. The messages in this cipher could be identified
because they contained only six letters of the alphabet - & D; Fsy
s =
G, V £ X. The reason these letters were selected\wae because if you
o gﬁtdademts .
look at the Morse codeAquuipmenefthey are the least likely to be
,_;,‘./??fj;
mistaken one for the other, and the Germansy,chdse six letters because - -
of -
used in a fractionation typ%qsubstitution a square could be developed
it
with sixy, by six cells, or 36 characters and that gave you the 25 or
o e :
26 letters alphabet, the ten numbers and §éouple of punctuation signs
A

which was a very useful thing for field cipher. The use of the frac-

tionation square was the first step, this performed the substitution)

- - ——

and of course the texR\ the resulting cryptographic text4and the
application of this step resulted in a message twice as long as the
original message. I think the Germans thought this was a good trade-
off because they had trouble in training their operators and if they
could train them to receive the six letters with a minimum of error
it really went faster than if they had made a more economical choice
withAone to one substitution instead of a one to two. No& the next
step was pretty clever. The Germans used a transposition matrig}and
as I recall the key was somewﬁ%gzgetween 15 and 25 elements long.

The way they applied this was normal transposition, columnar

T D —— T
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transposition by writing)for examplg a mixed sequence of numbers

from one to whatever the key might be:If it was 18 long they'd write

?‘lff;\"f‘ﬁ_w
the numbers 1 to 18 across,(&ﬁ-columns of squared paper, inscribe

the ADFGV%Aresulting from the first substitutiom.-process normally into

-

2
this matrix and then transcribe it by the numbered column& Jhe first

column as the first part of the message, the second column and so on.
L\,O\,\_&Lk dn __L
When this was introduced on the western front in Wﬁi the French had

intercepted some of the German messages}and there was a French captaln
S 01V (0 _ .
by the name of.;B!Eﬁ*!aﬁ/\ as I remember his name, it was spelled/ oA Ny

G2 A S e i
RN - and there is a very good picture of him in David Kahn's

CODEBREAKERS So if you want to see what a French cryptanalyst looks

like,you can refer to Kahn. The picture is very truthful I believe
P

«¥ (1)
as contrasted with some of the text in Kahn's book. Now Paé;;;én had

successfully solved certain messages in this system. His technique

R
of solution)though,was\very\sort of what I would call a special solution

because it required similar beginnings or endings in two messages with

the same key and the same substitution square. I won't describe how

-

thlsAdone because similar beginningsand endings are pretty well knowntﬁ»tée,
D@M)ﬂc@)

but Friedman had a sort of dream)I belleve'or an inspiration because
he felt that there could be a solution, a general solution, so that

’ . 3 » s
every days traffic could be read. The §¥énch solution just gave traffic - -
readable traffic;only when you found the special case messages,and this
was not very satisfactory and you had to wait in those cases until the

two messages had been intercepted. Friedman thought it could be dome

with maybe eight or ten messages long enough‘of course to give certain

L i OO T DT T i——rion
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information that you neede%&ge as soon as he thought we were ready in
our analysis of ciphers and this was I'd say about a year afterp - -
probably the summer of 1931, he got us to work on the great §;§§;;é4-
traffic that had been inherited from Yardley's Black Chamber. Well —~ -
I'm not sure whether Yardley-had it or whether G2 had saved it but

it was in the vault, Room 2742 Munitions Bldg., where the archives

of the Black Chamber had been stored after Yardley's group had been
disbanded. Well we dug out those files and there was enough stuff

for us to work on,Sut Friedman made up as I recollect, had us make up
some test messages in English which were kind of favorablevfor'the kind of
attack that he'd hoped for us to usefaad so we pursued our investiga-

tions and I think in a very short time, maybe a couple of weeks we

had developed the outline of a general solution,énd’Ihen we went down

Live, W ’“v-\\d(l./ckj~ _L_,
to the real traffic, a—let—ef trafflc intercepted durlng“WWT several,, .
.\
10-15 years before, and tried out the techniques on thatjand lo and

behold these messages bque7and then we had a general solution and this

general solution is written up as ome of the technical papers that

\Ph%h“&d)
Signal Intelligence Service Q’I think the title of it is '"The General
A

1l
Solution of the ADFGVX System‘i Now this is important to me because
Wedd Jan T
the general solution which was developed to solve this oldqﬁﬂ% traffic

was ready-made for one of the Japanese diplomatic systems that was

Q.H’Q\V\ed}/
introduced shortly after the PURPLE solutlon had been ebteined and

when the Japs were generally improving their diplomatic communications
AW +etragabhne

-eaé:fhe system they introduced was a d{igraphic,<£ecographtEAFode,

the typieal Jap two-letter/four-letter codeland the Japanese text was

IR NI L TEN Y i L il N i) i Y
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first enciphered by this two—léétef/fourrleﬁter set of tables.
The resulting text was then written into a matrix a great deal Iike

oy Hha ,
th?\Germans did. The only difference between the Japanese matrix
and that used in the ADFGVX system is that at the top of certain of
the columns the Japs had blocked out, evidently they had a printed
form for each one of the transposition keys with a key printed on
top, then,I'm sorry, I .l not sure they had the key printed on the

- =y ralin ‘@’M" -

top but they had these blocks pre- prlnte%dso “that the Japs could
if they de81redjwr1te in the transposition key at the head of it.
The het's say the longest key I'm sure that the Japs used was ébout
25 and if their key let's say could have been 17 or 18 they would
simply scrub off the last columns limiting the key to 17 or 18 and
then when they transcribe the message they would operate just like
the ADFGVX column by column according to the number at the top of the
column and when one of these blocked out cells appeared they simply
missed the letter you see. So then we were confronted with a text
which was first enciphered by the two letter/four letter charts and
then subsequently transposed according to this interrupted matrix

affaic,

transposition key up—there, Now this didn't bother us when we started

e
working on the interruptionsdidn't bother us when we started working

S
on the messages because«the message was long enough we simply ignored: -.
we'd say well it's 25-letter key, we'll divide the long total number

of messages by 25, we'll ignore{&e'll find how long the average column

is, we will ignore the first five letters of that column, break it up
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Hae
roughly into these columns andacertainly the first and last will be
ree¢ gl .
a purey we will know/« we won't have to worry about the. interrupters

in the first few letteréj%%kselected and the last few letters.. Now
this may get smeared in the message because if its 18 instead of 25
there will be a little bit of accommodation that will have to be made
and figured out as we proceed inside the message. Well now the way
this system came into effect&g;.fOund a whole brand new set of messages
that just had new indicators and just didn't seem to work at all.
When we tried the techniques oﬁAé%isting transposition)which was a
fairly simple thing’this transposition seemed to be quite différent,
when it appeared in traffic. Then lo and behold the Havy came algng
with a package of material that they had procured through a’gécond-
story“operation, naval JIntelligence. I'm not sure just where this

- from . '
package came from, I suspect it was/Chicago or New York because they
had worked out a pretty good deal to énter the Japanese?@mbassy or

AN
Lﬁé&&&ans and certainly in New York, and|1f I can interrupt here, when

EO 3.3b(1)
OGA

To go back to this the “avy came over with a package, we looked at it

with great interest and curiosity;of course‘and we discussed it and 1

A AL
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remember one of the things Friedman said when he saw this and we were
trying to figure out just how we would approach these messages.‘ He
said this is more difficult than the Purple machine and I doubt if we
will read it. This was his first reaction. Now I mention this because
Friedmaﬂgwords were turned against him because this project of research
that he'd lead us into in the ADFGVX came right back to haunt him
because it was that trick that he'd encouraged us to develop that
enabled us to read the new system. We had a lot of fun with Billy
Friedman about his prognostication saying that he'd just forgotten
his early cryptanalytic impulses. Needless to say we were all.
delighte%Xéﬁe work had been done. Now I'm going to continue because
this leads us into something that I think is probably the most
important thing that I saw happen in the whole field of cryptanalysis _ -
because in our work on this transposed Japanese code with thgzﬁatterned
after the ADFGVX as I described}we found that the Japanese key changes,
four times’a day as I recall,plus the proliferation of keys, each area
P i
of the worl%&had a different set of keys/so if you had several areas — -
and lets say three or four areas times four changes a day that gave you
different
three or four times four, twelve or sixtequkeys you had to recover to
read each days traffic completely and we'd long before set the standard
would message
that we A read every JapaneseﬁFhat wasn't too garbled, every Japanese
diplomatic message that wasn't too garbled. If we had one laying around
and we couldn't read it we worked until we found out why we couldn't

read it. So we wanted 100 percent solution to continue and we were

somewhat distressed when we found out that there just wasn't enough of

i . oo s oa .
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us to recover these keys because it pretty onerous task to do by hand.

We were using IBM machinesy//lh some sort of a stupid way to help us,

& be. :
but this turned usually more work than a clever cryptanalyst would have
A
I
to expend if he just sat down and forced the text out. Well,{éob

Fevne Y‘/ (/'-;wsk
Furner, Al Smalll, Sammy Snyder and myself got kind of worried about
A

this. We were just like the frog; we'd jump up six inches today and
fall back twelve inches tomorrow.you see. We weren't getting to the

top of the well at all and so we just quit jumping and sat down and
{ o(( n;
saidﬁwhat can we do to speed up this solution, and we«it became quite
] f
evident that the only thing we could do wgas to find a much better
’H:\CU/\
way of using the IBM machines &hen we'd up to that point in time
developed. So we did I think the first serious thinking about

mechanising a cryptanalytic process.  One of the most significant
M

things that came up in that connection was an idea by(é}bert Smali}
L Rt -
‘2§maligearly on in his training as a cryptanalyst}and he came in several

years afterﬂﬁhlly and I did,(:§malﬂ had introduced the idea of
substituting for the observ%‘frequency if you were doing the computatiomne::
g s N e A e
that & a Jetmd of computation substituting the ,Lifﬂ/béjeé7”
L A .

of the frequency for the frequency itself and then all you had to do

was add the logargthms which was a lot simpler thing than multiplwhghe
frequencies. Squaring the frequencies you just double the log soré of— -

wanted
and if you-wbﬁhe&-to match a couple of alphabets you cross added the

logs for each one of the letters instead of multiplying. We didn't

have these little electronic desk calculators in those days. I wish

howe

I'Qﬁhad one, I'd been a lot more able as a cryptanalyst. Well that

~ e
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- -
one thing\ S maii)dldtandiée got the better 1dea,wh1ch I think e
hapg’ 1754
terrific)and which rounded first concept of using the log of
A

working ouéréort of a technique for reducing these logarythms to

a single digit so you laid them out on a scale of ten rather than

a hundred or thousand as you would if you used a two-place or three-
place table. Well now this opened the door to the use of the IBM
machine in a very unique way. We could then use the IBM machines

“S LS I B Athnlageclap

to iae-these logs. 1IBM machlnegqcould add very well but they couldn't
multiply efficiently so by simply adding the log;A éﬁfgbén 1ndex
dlrect;é fronﬁhe machine that would have been denied us if we tried

to multiply. I elaborate this concept because it was the key to the
next step we took. And the next step we took was to organize a program 4
which could be adapted to the existing IBM machlnejjust as we developed

ofJ
a program today for a computer except we didn't thlnkkln terms of a

Arrcncr

mdchines z
program and the IBM as a computer.é We thought of it as a technique
- Aud
Whlch we could employ the machlnesto apply for us. _TPb shorten this

"Geewhzzew," N
story we built the first Geewhizers This required a special attachment
q P

to the IBM machines and]with our experiendg with second switches and

telephone relays that\ye'd developgg/gut of the Purple machine attack/

Covimuwe "d\,th‘_L
it was a very simple matter for/us to develop a sort of eceomuteter

dévice that would be hooé%d/g;,to the IBM tabulator and in this concept \;

N A

of course, there was no/memo}y of any type in the IBM tabulat09 but

/ A
! \ fevner
we designed a card”and I think Small and Forner did most of the work on
//‘

L A . e
this , we desiBned a card that in efifect contained the data,statistical

A
data assgciated with each of the 26 lettera\of the alphabet as it joined
4 S R
with eﬁEh of the other 26 letter%;and if you will imagine the first
%“ULQ :"'al;) ;.5!-"“‘-;1(¢ :’l.i::l‘“;'..}-.: ..u..i
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B —thefirer 52 columns of a éard, 26 for the initials,and 26 for the

finals, and then the statistics for each column, for each Léttef)would

feys

be written in the appropriate column inA let me say this/precisely,

_\Ehe first 26 columns of the card would have the statistics for each of
Vi

the 26 legters of the alphabet, A in column 1,:B i?/column 2, Z in

. v
column 26. “Now A}with A as an initial/would be/ﬁunched in the first
. //

column. If it was a four/the logarythmic fregiiency of é?as it appeared
N
in our statistical\gharts then would be pquhed as a four in that

column, AB would be'fgnched whatever one-digit logarfthm came out to

be/say a 9 and that woui@\have been a real high one, and AC woﬁld have
/
/

been a 0 and AD weah&&nﬂméggeﬁaa l/énd so on until you had written in

\.

. K
the data for A with each of th§ other letters. Now that would be as
/
S 53
a final. Columns 27 -through 5%)Qhe same data except A in the other
: \
position} A initial for the first 25 and A final for the last 26 and

\

then you would have a card/ for B and '3 card for C and so on. Now these
N\ Aquiiey 7&?¢¢2,
bands, and I've gone at/some length, maxPe in a useless aéL;ess;oa

trying to describe theé cards/but I've trled to lay the groundwork for
\

the concept that tHe two fields of each cara was in fact a memorjland
S
it remembered for us the statistical logarYtH@Méquivalent of the
combination of these letters each with the othéic Now ipn Stead of
as

having a drum or tapepwe normally think of a memory, the memory was
\

the field of these cards,and that was how we got oJEr the hump of a

"&e@whnlEhd "&ééwWLuﬂL
memory in this Geewhizex. Now another thing this Geewh;ae& had to do
\

Wj;/what we callip&ag and I'm not going to go into that bscause it is

a/little too technical for this type of discussion’but if 99u want to
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" neeewhizzer

look into this Geewhize® thing you might read a write-up. I think

there is a very excellent one somewhere in the histories. Now this
\\\‘ Crgdmanete _
%3shup, this sigmarete of wires, haywire if you will or whatever you

want to call it, was the most startling, the most effective tool

L\ L.‘u,{ o . ""L
that I ﬁ?ve seen in the years tha;xi-hﬂve—been working,including all

the work Sn the Purple, the work on the ECM an@,éll the other machines.

This was the peak of cryptanalytic achievement even though it looked

X jCube- Cartt o
like something thag come out of a Reps Goldberg{&a&annﬁ Now we started
R 4

\
N

using this, of courséx\we didn't have the relay banksAfagain my
Thomas Edison impulsesA\I wound up by wiring up these banks, amd Gf
course we kept the IBM service.man out of the room because it was

N
.

classified. There was a rulé\IBM made. You couldn't hook anything

onto the machines but wg/ignored this. We went in and changed the
7/ N\, o6 07
wiring and when we had’ trouble with}ghe tabulator we actually had to

go back and put the,wires back before.ﬁe could let the man test the
. \
machine. This was a kind of routine we wq?t through until we finally

z

\ Lﬂ\IE%Aaé,
got him into our confidence. He was a good'guy. Well aftegkabout

six weeks work, and it went pretty fast once Wg got the program laid
out, we begdn to turn out keys that produced much faster than with the

hand methods and most gratifying to us we were able“to solve messages

that we had not been able to solve by our hand techniqugs because we
;

could change the tables very rapidly)you see,by simply pdqg?ing up the
new deck of cards. _That was the memory. We could change tﬁg memory
A

/just through thefroutine. Maybe take three or four hours which\was a

// ©e \\\

long time which would be a long time by todafs standards but by our

; A N

N
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\ ‘ " mfoy . ) L\Lﬂl‘/ /
\\itandards it was a lot shorter than B doing it by hand. Swe of course

throughout this approach on the new transposed Japanese code We“col-

.\, UL’l‘ (MO
laborated/w1 h the

kavy ‘and we exchanged technical 1deas and we kept
H e\cub\, V\\L‘LC\Q_
them aware of what we were doing with this Geewhizer. , think they

Y

\

didn't have\such faith in itras I look back/becauej/éhey_ueze they

knew the hand\methods would work)and so they didg}t\&izg/qﬁIEE\the
impulse to deal with IBM machines and utilize them that we had in the
Army and so they mbee didn't have the faith/@e had. Well pretty_soon,
they begdn to be amazed at how many keys wé were pulling out, and we

were pulling out keys that they couldn'ft pull out,aad‘go there was

/

an Ensign Hargraves that was very much interested in this. This was

X4

his job to solve the Japanese\transposed code,ﬁb he came over and worked
/\ .'.

‘with us for a few days and he wis so enchanted with this device that
he said we got to have some if the “evy,aad So they =& I don't know
4]
whether they built theirs @r we produced one and gave to them,but
Gawmuem’
anyhow we had a whole bufch of Geewhizbrs hooked onto the IBM repro-
that was
ducersfpulling out Japanese transposed kéys for us. I'd like to

emphasize this for my own viewpoint as being the most significant

Wold \L(»,U\«.I \\
step taken in the pre—WW?a cryptanalytic endeeyor in both the Army

\

and “avy and it was far in advance of anything that was done in GCHQ
/
except probably the Bombes that had been developed for work on the
" Geewhizzen
Enigma au;/of course comparing theffeewhiger-to the Bombe is a little

bit of ap’ apple~and orange comparison because the concept of the Bombe
was to duplicate the machine, the German machine, and to run:it real

fase/lf I can oversimplify the Bombe concept. The concept of the

"Cwee\d\lzzaz thet \\
Geewhirzer was distinctly different from the Bombe concept 1nAye were\
A -

P LN T L Y )

. TS L. - £
“"“:tt '!ﬁ Cb‘n‘:«ll -'.,'f:r-.!'zs‘-s.,.:..; i d

I s B kot

Boi e 7




s I 34

. ey
. T v
Yo " Geewhizter e
S using the Geewhizer not to duplicate the Japanese transposition

L .
“and try it out to sort of see which one looked the best but we were
~ o
goiﬁg in and boring from within using the stagisiics from what I
mentionéd‘earlier, the front first columm and the last column of the
\\

\
message. As\%e drug these letter~by letter through the message until

JUs

we found the place where the€ last ten letters of the 1llth to the 15th ...

20th letter of the giféu\solumn. The last ten letters of the message
// B
are the letteps/humbera& li\?o-ZO whatever, 21?, 11-20. We could take
/, (&r’\_‘(
letters,ll - 20 and put it in all po3itions and fe would be one very
‘ }ﬁ[JLU*ﬂ ~4&
good match, ,H6pefullyAthe pair of columns that jOlned each other were

™~
- " ((t(w\\\’L’zCYL
< adjacent in the transposition matrix. The Geewhizer story tells the

technical details. I remember them. I think I couldnaupigcate them

but I can't describe them well enough for this kind of presentation. i

=3

Q:(ﬁw&:y_ What kind of messages were these usedrfor? Were theéé diplomatic?

A: Japanese diplomatic messages. Let me talk about that. What the
Japanese did in their diplomatic networ%iéhey had a series of keys
for the US. 1I believe another series of keys for South America and
one for Europe and one for Far East. There was some division like
this but its been so many yearg:ﬁow they divided it up is a little
bit elusive. Now this transposition system equated in its importance
to the Purple and was used in those Japanese installations, diplomatic
installations, not military, where they had no Purple. As I recollect
the Purple distribution was limited to Tokyo of course, Washingten,

London, Paris, Rome,Berlin, Moscow, Warsaw, Ankara. There should have

been ten and I think I mentioned ten cities. Now if the Japanese

wanted to communicate N ith %gx;god?ltyuwyii% ??i;?o Purple machine

L=l - —
> B o b |
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7} the

and to send a message &t highest classification to Mewxico City they
A
would use this transposed code. If they had a message to send to

Washington of similar classification they wouldn't use the transposed
e

code; they would use the machine cipher. Now if the message was a
A .
book message sort of and included both Mexico City which didn't have

a machine and Washington which had the machine then it would go in
) Raone
the commonly held system, namely the transposed code because both
Qe = - fe "
Washington,which held the transposed code/and Mexico could read it.
i

Q:(Jﬂw:3 Did they ever use both to your knowledge?

A Yes. If a resend of a message was required, for example if a message

came to Washington and at some time later they needed to send this message
v Cubhien
to Mexico City}the message had already been sent -enciphered to Washington
: N
with the machine. Now,say three weeks later after the message had gone
over the air/they needed to send the text to Mexico all they could do

would be to reencipher the message in the transposed code and send it

to Mexico City. We had not too many cases but I remember one that was

WLl
a lot of funj“&en we were studying a new, after we had solved the
A

Purple, we had a case of where there was a normal change of the Japanese

diplomatic code which was a forerunner of this transposed code system.
heud Cowse v «
This was several years before this new COd%ﬂ several month;dabefore the

new code had come into effect, I think it was pretty close, maybe within

afué the ] X
a year. Our problem was to recover the two—letterg;our—letter.gié&;» #

When the new code came into effect, I remember Louise Prather, who was

)

in charge of the registration of the Japanese‘messages came in to where

a ) .
(Eﬁrner and Sma%ﬂ and I were working and gave us the text of a message
. ot
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Ny
and the Japs always encipheYed-the number of the message in little

auxillary ciphers which didn't change and if it did we could read 1t

v
. k™
in a hurry. The messa e¥on this transposed code text was the same as
¥ g A\

there
one in the mach]ne to Washington,and there was another case wherehyas

a resend in this new code of a message in a previously solved code.

As I recollect the machine message was fairly short. But the

4
retransmission of the code message was fairly long so we had,duplicate

BINY ' .
in the old code, new code, and a duplicate where we had the literal
N . .

text in Japanese, Romaji, with the new code. Now we weren't that good

in Japanese that we could solve a Japanese code. We usually rélied on
Pl Cove POOEL, p Cake.
Johnny Hurt and his grom%ﬁnuiothers to do this. Well ¥ate didn't

Crel 2 '
like to recover JapaneseA He could translate. He was a wonderful

just
translator, very capable in language but heﬂyasn't a good- code

Dou
recoverer. Harold Pewd who was probably one of the best, he and

Merrit Booth, Col Booth were the best that we had working directly

Sheer

with us. Joe Sher was very good,but Sher came in at a time when

—_— OMA

there was very little code recovery to be doneﬁeut Booth and DBewd

werebesh excellent at code recovery. Well Dowd had been working

/ b4

on the first few messages that we had produced - trying
to recover the code, the two-and four-letter chardkand,of course
you recovered the two-letter charJ&first because its got the more

freguent tves v e
frjquenee and as the four—letterkiroups appeared,wi&h less frequent

LY X /\ bO

groupgAthey came later. Wel;)Dewd had been working on this thing

{,zro.z,\ﬂmvt
on a Wednesday morning. Wednesday afternoon the officers were requlrejqu&

to take a half day off for exerc1se’so he closed up at noon'folded

his books, put them on top of hlS desk and sald good bye to us. /M

— - - =
Lodsatm tni €261 whe,Tiias V:i::iuix.;-'..‘ it
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Prather brought in these messages shortly.after he left and we couldn't

keep our hands off of them so we did the obvious. We took the text.

Doud's

We took Dewd!s worksheets and his partially recovered codes and we made
a new copy of them and we added every one of these recoveries which
came out solid because the two-and four letters were just simple, new

additionyso they came out just exactly,and we'd recovered enough to
at least ' .
read aboutra third, statistical third of the groups and all the messages

received. We did this by the close of business,-straightforward trick.
$0 [N A Ff ey

So very straight facé;next morning when Bewd came in, in with Fuener
l{l .

and Small and Sammy Snyder and myself in the room, we said/Wéll we

thought it was a slow day yesterday}and we thought we'd do a little

work on code recovery. You want to check these out and see how bad a
7 ‘ Q f

job we did. Yea,yhe says, well I'1l see. So he goes on in,asal I peeked

into his office, he had a little alcove in the corner of the building,. .

I peeked into his office and he was doing somethiné:f think he had some
fad

correspondence in his he had to make some kind of report that he had
A

taken exercise the day before. After about a half an hour it became
evident that he was going to work on theseﬂ/Vé sort of kept him under

surveillance, and ue looked at it and he got the strangest look on his
r* Lﬂ@i:} ——

face ;Xhe was real pained and heAbeating the side of his head& this

-

was a habit of his)and after about 20 minutes of this, he came out and
- n

IO/ So =" )
said "What did you all do?%™ never saw anything 8BAAMA2ukﬁ,Hb_saié)a
A :

| .
431 couldn't have done this in three weekst How did you get all these
Values 71
& Well'it was too good to take it any further so we told him

Foug -
but he was a very distressed man because he couldn't understand the
1

short time we left him in the dark, how we had been so successful.

He thought we were real magicj; % and we had figured out some kind of
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e M2 ZEL ' SESSS
dev1ce like the Geewhigzer to recover the codes for hlm JAnd this was

the impression he hadg$ that we had done this by some super magié that
he didn't know about. I'm sorry to introduce this but it was so much

fun I couldn't leave it out. As a_sort of interesting sidelight on

i ’_’(tow‘/\\" ZC(

the development] of the .Geewhizer andf{l'd like to identify it right

here in my own mind, being the first constructive,creative effort

at the production of a device which in the form of a computer)primitive
as it wassdemonstrated that a computer could be effectively used to
advantage. The other devices, computer-like things, like the old

Bush machine which the Havy developed and some of the other things

that had been produced under contract by Eastman Kodak:were well )
S w@xnec(
motivated efforts into this field but the were so simple and eenfirmed

/

to such a limited domain of cryptanalysis it was easier to do them by
hand or by modified IBM technique then it was to build a special
machine. As a matter of fact we discarded all these special devices

that had been built very early on in our examination of them because

'\xecmanzevf
it was more work to use them than they were worth. { Now the

ti QQQMJUZZ&/\’
was quite a different animal because the-Geewhizer not only carried )

—

its own weight but pushed the frontiers of our achievement. Our ability

to read more messagesy messages with less information in them, I'm

talking not of intelligence information)but less statistical information - -

st hedd 'V‘*Cdlmcv\" n
that was so low that our hand methods wouldn't discover it. So it
A

really puséx%he frontiers of cryptanalysis far enough ahead so that we

proved that a computer could be benefidally and profitably used in

cryptanalysis and could do things which the human could not do. Of
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course you can postulate this latter by saying well if a computer can

multiply ten times faster than a human than it will do ten times as
Creewihzger " 5//11FLE,
Thb Geewhtzer not only took this sort ofﬂnonsensical

much work.
Ak -
argument I just voiced, but it proved 1t{ y actually setting down and

A )
doing the thing itself. So this I think was a breakthrough, probably

e

£
the most significant breakthrough in cryptanalysis thatA‘well I'm
convinced that its the greatest step that I saw in my whole career)and
that includes the present day achievements because some of them are

real startling but the difference between where we were\before the

er \~‘L\\7 2k " b Fee whirzer”
and where we were after the-Geewhiszer-was a greater gap then

the difference where we were before some of these newer innovationsig

and where we were afteg and that's the way I'm trying to measure it.

Now as a little bit of a humorous sidéﬂlight to this thing there has
St
always been the question - which came first, the chicken or the egg?

I've translated this into a concept - which came first/the hardware

or the software in the computer business? I think historicallyjif you

fo »* &
believe what I've told you,what we did was develop wshe program and then
) s A A .

we built the hardware,gb the program came first, the software came first,

and then the hardware came afterwards. Without the program we would have
ND ot
had no idea Whathhardware’obviouslylwe would have to build. Now in a
A

more serious vein, what did we learn about how GCHQ)who was confronted
with this systeg]dealt'with it;and what did we learn about thej Dutch

i 'é"'(/\quﬁi*
and how they. dealt with it? Of course the GCHQ didn't have a-Geewhizer
and they were kind of busy with other things like the Enigma so they

didn't really hammer as hard on this transposed code system as we did.

f'ﬂ_

PEET

LI LY i oy ey gy

S L B by e LR
jf\n} u,, ",ﬁﬁa?

r’ MR
-

=l 4



They did achieve a certain amount of success by hand techniques. |Now
-—-v * '// :
about the Dutch to go up into time to the point of where the Dutcg/

\

\East Indies fell under.thg Japsf{ﬂis waswof,course,after Pearl Harbor.
&‘-‘:.; S v";.(‘

An% the way I learnedﬂhow the DutchAsaw this Japanese transposéd code

X V?Ju"\//
N ; : Ry
came “gbout as a result of the assignment of one Col -Brikdéda,/ a Dutch
N\, 3

AN ,
cryptanalyst, who was the head .of the Dutch cryptanalytij/organization

I "
in DIQNDwa%f in the East Indies, amml Hefd been snatched out of the
. ' AR
East Indies, flown as the Japs were comingA flown tO/éustralia and
/

then shuttled rap%dly to Washington because he was/considered by the

-~ /'

Dutch as their most' valuable codebreakeg and th9§ wanted the Americans

A
to take advantage of his abilities,&ﬁé(}f coufse.Gg/alwaysAagéyndrome
1 Agency
ofiWNe don't understand t@is Army Security&butfitﬁ Miybe there are
T ¥ P

things around the worlqﬁpﬁéy don't know dbout. They're pretty good
4 :
. t
but they might learn somethiﬁg.( G2 wagnted him assigned to the
A\

Japanese section,and this was ngery strange thing because we didn't

/
e
much like to let Americans in leé\alog& foreignerﬁjbut when G2 ordered

us to take this fellow in and put hiP to work on the Japanese code

\
solutions we had no choice. /I remembég one morning in March after

& \ -
Pearl Harbor,and at that time I was a fisst lieutenant)that this Dutch

Colonel, I was introduceqﬂbim, He wasAmiserable looking individual at
that point in time begause it was snowing ouytside and he had on a
/ .
summer uniform and He was dead tired and extremely distressed because
; T g e :
he made this long trip from «ANDPYACL to Australia to America within - -
just as fast a8 they could get him there. But most of all he didn't

know what hdd happened to his wife and family who had been left. He'd

been ordered out of there)you see

)

’ i ; . \
distreSsed, emotionally distressed, because he didn't knoy what was
A 5.p . \
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to leave them and he\<as extremely




st v 41

happening to them.igWell this happened before lunch and he was brought
right in into my office. This was behind closed doors, a sealed off

j £t st I

area and I was told to put him to work. Well I looked .at him andpfelt

A
so sorry for him,and He was ready to go to work right then. I said;,
"Do yoh have a place to stay?" and he said,"No’J' I wasn't really ready
for him so there was a little bit of self-serving in this so I said,
"Why don't you take the rest of the dayf W%t'11 send you up to the

%:EZEEE“EmbaiiZ§§“&E¥QH find a place to stay amd=geu get yourself some
warm clothes andssecu do whatever yvou need to do and when you feel like

J;V& -
it you come back here andﬁwe will start workﬂbut you get rested and

get ready to do something because you'll be sick if you don't sort of".‘
He did and we got ready for him,aaden due course he became a member of

the section. What I did was put him in a room by himself and gave him

: (
some Japanese messages after talking to him about it and he said/¥es,

we can read this one." He identified the messages.Q His Ehglish was
]

not too good at that point in time because he was out of practice, 80

there was a bit of difficulty in talking about technical things.

() (YC,‘-',UL t/\vl 'L‘L&V
Sometlmes we'd invent a technical word like a -Geewhizer that meant a

of
4 ((L/et.\_ % »L,q, iy

whole lot to us butAnonsense to anybo

Woeewhirter
I didn't tell him about the -Geewhizer.

who didn't know a

AA

y intention was to find out

u_‘tc& (\,\ \C&Lv\ +' ‘
what he could do before I told him about what we could do. 4&; his

techniques were a great deal like theﬂFrench solutléz?to the ADFGVX.

.&Mbth1 RN
Agal?K similarity to the systems. But they had a special case - -

similar beginnings or endings it worked just likeNthe ADFGVX/but these
were rare and they'd gotten a break into the system through this

technique,ead‘*éth their knowledge of previous systems they'd done a

B Y]
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commendable jooAlearning the mysteries of this new system. They had
L3

read several days traffic by combination of techmiques. I think they'd
_)“

found the repeated messages useful too because there were a few

cases of that.aeé,ﬂaving discovered this much information about the

Dutch techniques, and finding the man right in our mldst)and also belng

)

und er pressure from G2 to employ him because he was highly touted by

AN

the Detch officials here in Washlngton)we finally introduced him to -
k(‘é«.w\mz,zu) &
the -Geewhizer but we limited hlS access just to the dlpkomatlc section.

We did not\give him access to the Purple at that tlme Now to get a
L\/ \}Q,LVAAVS ——
little away from the technical aspects of B::k:ieés a551gnmen;\ his
A
working partner was a young fellow who was fé;rly good at working on
{ / - )
this particular Japanese system. =& yound fellow, the Americans name
\(E’/ﬁ/ \(/\4%
was Joe Peterson,and thls is when Petefson and Beikide
Peterson and\/eyKuq‘
The association betweenﬂBfék;le I think is very important because

became acquainted.

Veka
Peterson was actually recruited by-Bfikiﬁg-to operate as a penetration

N\

of the US COMINT organizatidn to the advantage of the Dutch intelligence
\/QX &Ck,\ / \\
services. The—Bfik:%e Peterson story is well documented and reference
wll
to th%USIB deliberations and the reports prepared for USIBAdemonstrate

\J‘E,‘I.LAM{Y\
the importance of the introduction of Bxlk;le-lnto the ASA cryptanalytic

\ JEint

organlzatlon and I think should be considered\as a case in of the

/! SN

need to eXercise the utmost caution in our relations with foreign

>~
intelligence services. To put it bluntly,the mission of a foreign

S
Y
Ny

infelligence service is to produce intelligence without any restrictions
o

on the techniques used. There may be honor among thieves but there is

.
e something less than honor between intelligence services.\End of mer&ﬁg//
e nér
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: T |
In the Cpﬁ4¢¢ area of our efforts)in the early days of the Signal

Security %ﬁévice)we had as part of the mission of the Chief Signal

Officer the responsibility for improving the cryptographic secdrity

and of course the systems that were employed by the militéry services.

Now this range&from the field ciphersiwhere the M94 was used/and that
i Hut L

was the authorized deviceﬂright on up to the highest echelons of the

War Department network. The old ciphers were pretty weak. The codes

used had been in effect for years. There was very little concept on

4

E /' . ,';
the part of the Adjutant Gemeral's office of what constituted jf?léfbv
cryptographic security in the sense that they could very well understand
locking books up in safes,but they didn't understand the damage of Xit's
say sending teo many messages in a given system. The things that a

u W
cryptanalyst would employ to break the system wessld not understood by
the people whe were administering the code rooms and the code room
practices in the War Department messageg centers in those days. Now
Friedman had made a pretty good analysis of the situation and had concluded
quite rightly that mechanization, the use of machines, was absolutely
necessary if a substantial improvement was to be achieved. However in
recognition of the fact that machines were a new thing and that there

A Mok

might have to be several generatidnsAPefore we would find one that would
be totally satisfactory/he continued the use of planned to continue the

A
use of code books,SB as a part of the program which he'd undertaken

. 24 ks

himself there were new additions of codes? a War Department secret code;
which was a very voluminous thinnglé had something like 50,000 groups
in it as I reeollect; ,K/War Department confidential code;and new

-

editions of the military intelligence codeA we were up to MI,military

T Ty =R PR e ,.‘._"'
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W\Mb‘-\ﬂl pen T
intelligence codeA}O at thatAtime so we needed 11, 12 and so O?A and

he had started to prepare the manuscripts for the vocabularies of these

new codes. Now our contribution, our useful contribution fer this

program in our early days of being students was to

work mainly in the editorial phase of the code compilation program.-

This meant)among other things)the preparation of code vocabularies,

IE meant the preparation of reliable code group vocabularies in the

sense that you had to avoid garbles and ambiguities and I'll simply

refer to this as the development,oigdevising of,or the construction

of the most efficient permutation tables which could be used for

generating the code groups forming the vocabulary?and, of course,cross
.a»L/- hay et G ‘f

referenc1ng)cross checking the galley proofs of the manuscrlptgqbefore

they went to the Government Printing Office‘and then cross checking

/
the galley proofs after they came back)and then cross checklng the
¥ 3
'»/
final galley to make sureuno single erroiﬂFo single erro?z? 100, OOO/

if you will/accuracy had been achieved in relating the code groups and
plaintext elements of the encoding section with the code groups £L16C
plaintext elements of the decoding section. Now this was pretty
important, this latter, because sometimes the printer not quite

T} Y
realizing what he was doing would take a slug oug\would take i in making
a correction}would let the code vocabulary slide one or two places
with reference to the plaintext vocabulary in either the encoding or
decoding section and every group that was affected by that slide
would then become an error. This is only one example of the kind of

things we had to avoid. I think from my own standpoint that the

drudgery which we had to go through to prepare these codes since they

Frd8 L hath requiTed typing with a
ITi Tooo ot

were all done by hand aad on 3
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Well this all had to be avoided and I think this drudgery

vt

whlch we were confronted with convinced me that Frledman
A

was absolutely right. We had to have cipher machines. and

.A.\‘*\

of-course fbhere was no argument as far as I could tell from
Abe and Kully who were at that time we-were pretty well

indoctrinated in what needed to be done to improve the US
syStemsL§g~

Just about this time the machineg, which Frledman had developed

it ‘ PN Y

é%em~the resultg of his studﬁcs«-h&s research into the Hebzon

‘(’LK l»\'b
device that the Wavy had asked him to stqdy was about to come

off the assembly line. We had about adezgen—items a dozen

of these machines whlch had been constructed by a firm up in

With wlae R L
New Jersey, Wallace and Ternan, Signal Corps Labs had let a

contract, with-them—and Lhese machlnes were$ggﬁlng off the
line and we got the first two to test out. They looked
pretty good, égat—is we compared them with the Enigma, the
Kryha, the so-called Damn machine&-tbés—is the electrical
Hagelin-thattype Hagelin-type machine that was developed

-

N
by Dam& in SwedeeAand they looked much better than the Hebken

[Aala)

machine which was a pretty well constructed machine, and—alse
Q(S c ‘\'b

_fhey looked better than the Mark II which the navy had—let—on

+rad contracted on the second contract with Heb¥en. They used

an electromatic typewriter .azfgm<ene that was built by IBM.




o
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T
whieh was a very good typewriter considering the stat€ of the

art in those days and had a spec1alVbuth keyboard which

e
Ternan had fabricated in. h&s—own laboratorles The wheels

were driven by solenoids and they were controlled in their

motion by a teletype tape. [:ﬁow the way the tape controlled

Lbe Fhete # .
the wheels. 7?he tape was punched up with a bunch of

nonsense charactersﬁand the tape could be several hundred
’ V\a?vmxveﬁ

o characters lorng like the key tape in the ¥ernun- machine

which &;s-described in the patents... That's the old two-tape
system that Friedman incidentally bfoke and which waé one

of the earlier exercises that he gave us in our training as
junior cryptanalysts, So the key tape principle was taken from
the'§;¥§§% concept and applied to the wheel stepping concept
of thelﬁégég;-machine to produce an unpredictable motor key -+
hopefully--to keep the wheels in motion for the encipherment
of any messag§ZI Now/%he these machines had not been field
tested,go after testing the first two delivered by the

manufacturer/approval would be given to go ahead with the

remaining machines.amd When they were tc be delivered they

asixg
would be distributed to the %ﬁr Bepartment code center and the

Since theg had fe be cent oubin po'rs
three departments = nd4that—weﬁi&—accommcdate-t .at had to-be-

. . &
send-—outin-pairs that would accommodate elghs\aadﬂﬁhat—weu%é
feaVela couple of spares in case things went bad at one of

o whewthe _
the p01nt§\machlnes were 1ssued and they had to ke replace
it, s We also looked forward to having these machines -ip—the

offiee in our working area so we_ could examlna them and

2w b
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understand them and maybe make some tests on them and do

some research-and tee:rf'we-ccuidn*t figure-out—some effective

~ee@a%efmeasure~you“seefwhich—wouid~we&i~we~want$toﬁprove tant
A L :
the cryptographic principle was good¢a§d3%kwdidnitueare

whethe;gixfW%sKwemjust~wanted to-make sure it was good aﬂ@

1f we broke it we would have been proud and we would have

figured out a better one to incorporate in the next generation
" 3. & ‘-kL{ o t '-'\,‘:l ‘:

of macliines. Now at that time eu; this would be about-%—&f%

il Pl s Wl

vears after the first of April 1930/ -Wesﬁse&-that as a base
timé;ééd the machines which we received é%em—%h? testing I
would say came in about three years'ébout 1933. .This can

be verified by looking intéjﬁ%story of the SIGABA. The
dates can be accurately determined if they are important.

Now as a pa:t of the program,6 Friedman thought it would be

/
well to have the key tapes which would be issued with each
of these machines. Actually the system consisted of the
chassisA'the machine itself;‘an assembly of wheels,I believe
there were ten. The machine wused five at a time/so you
pick five out of ten wheels, a set of ten wheels, and these
were used lets say for a days key:Ehen you had a key tape
for that day/and it was a numbered tape so you could start
not always at zero; but you could sta£%\§g§;§2::‘alonéﬂg;%*b
long as you had enough tape left to finish the messagerand

Hure wos ) ,
—Ehen the book of instructions and some auxilliary keying
A

material that sort of made sure that the right wheels could

L i o cme ¥ at8 e iieA¥ @ N ltAtaden
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be put in the machine for each day%atrafficfand the right
tapes were choosen out of the supply of tapes issued with
the machine;gb we had the classis, the wheels, the tapes,
the book of instructions/aﬁé—%hea the keying list which
identified the wheels/and the tapes to be used for a given
day over a period of time,say a year. Now Friedman's thought
was that we ought to get cracking on the construction of

- P p;e,?a;m;'q‘,;;wd() HRegerbopis - - .
these tapesAso that when the machines came off the assembly
line up at Wallace and Ternan/the complete package would be
ready including the manuscript for the tape instructions
and the auxilliary keys. Well I got stuck with the job of
making the tapes because I had a little bit more practice
in mechanical things than the rest of the group.égéfl think
they were smarter than I because they didn't let it be
known, asd go I got the job of making the key tapes for the
M134. I might spend a little while describing the process.
We had é tape punch. It was a keyboard device,sadxygu typed

on the keyboard with your fingers just like you would with

a typewrite;/gggiinstead of printing something on a piece of
it

M

hundreds of them around computerg installations now. This

rare ) . .
was a ®ate thing. I'd never seen one until I was introduced

paper this punched a tape, just like you get

to this program. Western Union had built several of them for

use in the automatic tape transmissions areas around the

Ow\d

Z
country)s& thiam%as a standard Western Union product. Western




¥y e
Union also had @« what they called a:tape head which was a
small box made of metal with a lot of wiring, a couple
of strong magnets in it ,and five little punches that would
take the tape and read it. We called this the tape reader.
Then we had a‘t%gé-duplicator’which was a product of IT&T
rather than Western Unioq-and this would take a given tape

+£-yould-punched a—tape-would -take—-the tape that you'd

punched and make another tape. And then we had a fourth

Tiea it [ .

device which-was a sort of haywire lashup of two of the
Western Union tape readers which we called the tape checker,

aaé\ybu would take for example,a master tape and pass it
auﬂ

through one head/iﬁkthe duplicate tape, the tape duplicated&“

lets call it the slave tape for clarityAénd you could compare

the master tape with the slave tape to make sure that there
funch

paxt in the slave tape/and it was in fact

identical, a 100% identical with the master tape. If there

was no missing

was a difference of one hole in any one of the levels of
either of the two tapes the thing would stop and a little

red light would go on,amd Friedman wa;fgianning to put a
buzzer or. it so you would also know abougﬁby the bell ringing
and the buzz buzzing. This was the tape factory and this

was my baby. Probably one of the worst things that happened
was the choice of the tape stock that was to be used for the
key tapes that would be issued. Friedman had looked ahead
and thought that the thin paper tape)which was used for

ordinary message work and which at the most would be run 3

or 4 times and usually only once through the tape head, ané—he

5 AL G LRI e

44z 11 Avhk s .;1'; e




" A5 ¥
Jast—didn'+t—think-this would«stand up. This was one of the

V Q\\u\.w\
problems witix the ¥ernun machine for example that made it

impracticable, because 1f you looked at it it was a pretty
doggone good idea from a commercial standpoint;but when you
used the key tape or the two key taéés gzgéral/tlmes they
just wore out. The little reading @unchesareading fingers, ~
in the tape head would finally penetrate the tape stock and
you'd get a false holéiand~Ehis created garbles.$So we used
a gééé strong,and I remember it was kind of a grayish blue,
i%late blue stock;and it was real thick.awd when it was put
together they must have put some kind of an abrasive
material in it, a fine powder or somethinq,because in due
course the tape punches;Ehe little punches that automatically
perforated the tape would get duli?ihey would begin to get
tapered if you looked at them under a microscope, and they
woulghgiig& in the tape.asd then you had to clean %p the
head and put in new punches, ard Lf you didn't have new punches
you had to sharpen the o0ld ones. Well/things went along
pretty well the first few hours when we got started on the
production program,aa&-But within a couple of days,the whole
thing bogged down because the apparatus just wasn't up go the
standard of guality necessary to meet the requirement<;: the
How de
systeme R h@ ]Ob sort of generated into a super maintenance
project on this strange set of equipment which was not

A? & hicd. WL((
designed for the purpose it was being usedyamd I had to sort
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of coax out‘'enough tapes se—we—cgu;%\make the initial

N

distribution of the machines,and-this I don't know that I

was Huin
ever, confronted with a more hopeless task then making these

devices work agéado what was needed,amé& I soon became
desperate. Irdidn't take more than a month for me to realize
that I was fighting a real losing battle here} and as you
are apt to do in the case ef where necessity becomes very
better
evidentjyou try to figure out_someAway of doing thingsfgad
I was dreaming about how rotors could be made to d%:é%hér
tbingsfgﬁé»égkipher messag€s. I thought it would be a
helluva good idea if we replaced these key tapes with a
second set of rotors.ﬁhfﬁh-Xh effec?jwéuld generate five
;2222%5 of impulses equivalent to the'holeé‘and‘ho holes' in
the five levels of the tape and use this assembly of five
additional rotors instead of the tares. Well I thought this
was a pretty powerful thing, a4l I just was so enthusiastic
about it because it looked like I was getting out of this

Hunv

impossible tas%hg went to tell Friedman about it. It must

have hit at the wrong time because it didn't ring a bell
A & Ve Ve Wiy
with him at all that day.krEgaxss He said\"Well, look Mr.
Rowlett. We've got to have these tapes. We're committed.,
e . . *
esuplease go on and makgAtapesﬁv A eXy - PIee—Way-—Iht S0
I went back to my tape factory =amd greatly disappointed/but

the impulse to improve this process if anyflhing got stronger.
~
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No%fﬁight talk a little bit aboﬁt what wae the difference wuas
between the rotor concept that I was trying to sell ahd
the tape concept that I was trving to get set up for. The
preparation of the tapes involved,of course, a determination
of something pretty much random which would be punéhed on
the key tape that had to be duplicated and manufactured.
Now how did we determine thigT Of course it didn't have to
be random. and this is a fine point in cryptanalysis. It
just had tobe unpredictable you see:ér extremely difficult
to predict. Now almost any way you wanted to get a stream
of unpredictable characters‘izke for example you could have
a scrabble set. You could take the letters of the alphabet

and just mix them all uézgqual frequencies4same humber of
A's, B's and so on, mix éhem up and then take the text
resulting from a random drawing of these out of a hat and
type it on the key perforator; a&d It would give you a
perfectly acceptable tape. This is a great deal like you
prepare one-time pad using digits. The idea was the same.
Now the differencevbetween this and my proposal-;;izgg the
wheels)as I analyzed it,was that if vou had the wheels and
knew the alignment of the wheels then you could predict the
key that was going to be generated by these wheels. Now this

I thought was an advantage because vou could then store a lot
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of key in a few number of wheels just like you store a lot

of substitution key in terms of the substitution wheél and

élso if you made this device in such a way that the two

sets of wheels could be interchanged then you get a double

advantage as I looﬁfat it, my arguments the%:énd this may

be true or not cryptanalytically speaking;: Xéu get the

double advantage that you get extra mileage out of your

manufacturing process that produced the wheels. I didn't

see anything wrong with iﬁ/and I could see a lot of advantages

cryptographically as well as the personal advantage of getting

out of this dirty job that I ha%/so I kept insisting that we

pick this thing up and employ it instead of the key tapes.

Well Friedman was most reluctant)I think for avvariety of

reasons, to go into this because we were indeed committed to

the M134T1 and there wasn't anﬂ%ore money laying around for

the next version of it. Well finally in desperation I con-

fronted Friedman. This went on foszgh I guesé;éix, eight,

ten months, I confronted Friedman énd said "Look, I'm just

not getting any here with t. is. We've got to do something
'Tft‘:l{m not

about a replacement for the tapes. Bheir going to work. I

know‘gﬁgié,not going to work because I've been closer to it

than anybody else¢anﬁ‘“E just gct Lo get something better

and the onl- thing I know better is what I told yau about,

-2ed Friedman was still reluctant and finally out of a real




e %j/
fit of desperation I said)e%ther Mr. Friedman\I don't know

what I'm talking abdut/Or I know what I'm talking abolit and
you don't understand me. We just don't have a meeting of
+le minds and I think we got to clea; this up because I'm
going to have to quit that job. I just can't meet your
requirements.“ Well he was real fussed ahout this because
this was a hard spot and he just couldn't get around it
on this confrontation.amé 8o finally we took a couple of
hours one afternoon and we went through it all over againy
the circuitry and the controls, and the varietv of mbdes
that wéwgﬁploy this thing .and finally he agreed ggil—this
A ]
ought to be given more consideration, aré W@ wound up both
of us very tire%ﬁand I think Mr. Frledman was real distressed
apout this turn of events because it meant backing off from
scmething that he had sold real streongly. Well next morning
he came in, eyes shining, just all excited and he says we're
going to do this. We're going to de¢ it, itsgoing to work,
its a beautiful idea, I'll see what‘I can do about getting
out of the tare factory busihess,a;é?%e went up to see the
chief signal officer with stars in his eyes to try to sell
this new idea and the chief signal officer}who was great
admirer of Mr. Friedman's, sent him down to see Col. Roger
4§ Colton who was the sighal finance officer to see if there

was money to develop this idea. Well Colton sags/" rite it

up Billy." So Friedman came back and we wrote it up and we
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worked over the prospectuﬁ,What”we’d have to do and what

was involved and took it up to Colton. He had nis so-called
experts make a study of how much this wculd cost.and came
back and said;Friedman there just isn't that much money.A

We can't do this® 1Itike=E have to wait for a couple of
years becauce we don't have it set up in our budget,éné
Billy was very distressed and I think its amusing to note

too that he found out;as a result of this exercise and when

the papers returnedjfor the first time that the $2500 that

he thought he-had for developmental workg-research and
development up at the signal corps laboratorie%;;ad been
expended on a field cipher machine for use out in the fieid
under the direction of a mechanical engineer employed by
the signal corps laboratories at Fort Monmouth without—any

~knowledge—ef this without Friedman or the SIS having any
knowledge of this at all. Coltagn and his finance people
and the other research and development people had kept this

a secret from Friedman and had gone ahead and backed the
ot
proposal f#em the mechanical engineer. The money had been

committed}aﬂd the device was about ralf built; this new

field device was about half builg(and Friedman still didn't
know about it,amd Col Reeder, Major Reeder at that time - -

latér General Reedeg;ﬁi&b was also very distressed because
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xrun a research and

he felt this was not a gdi

development project} Reeder was the assistant to the

Ao

head of the war plans and training so he was the number
, . ) Q vltc\ h . .
two man in the organizatlon’aﬁﬁ&ﬁ got on this project-
’ A
—and-make sure-and I'm diverting myself a little bit from
the ECM in this but I think its important to see what
blocks were in our way when we tried to get a new and good
idea sponsored by the fiscal people at that time. Unless
you had pretty much the nod of the chief signal officer or
the director of Gz/things just didn't happen. It was kind
of a personal decision at the top level and each one of the
branches of the service. Well this was a very disappointing
development and it didn't get me out of the tape factory
business,amd I guess about the only enjoyment I got out of
wod e

it in the drafting of~akpatent application to cover the
A ’
invention so we could make an application for a patent
to protect the governments rights. We didn't realize at

. . but- .
that time that our own rights were protected, ,Wé felt it
was important to protect the governments rights, as& So
Friedman and I spent quite a bit of time putting the idea
down on paper and consulting with the patent attorney. I

s

think is Mr. Rowe was his name. I'm sure its in\history in
the records of the SIGABA or the EC%ﬁagd I'm sure the files

are there because I saw them oh about ten years ago down at
A A

the archives. Now)something else came along that was important
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..
in the development of the EC!M. I think I brought us up to

the point of frustration. Now lets see if we can get the
frustration out of the way. I lose my recollection bf the

time frame but sometime after the disappointment and after

I'd produced enough tapes to satisfyfihitial distribution

of the_machinesjthe ﬁavy in one of the rare periods of con-
sultation between &avy organization and the Army organization - -
I think it was Joe Wengerg who toldzgnd it might have been
.Saégrd)but I believe it was Joe, I'm sure it was Jog;;;Joe
Wenger# told Friedman that the ﬁavy would be&n realtdisappointe
with the ﬂeg?gg contract aad becéuse the two machines )the

Mark I and Mark II Heb?gg)had been unsatisfactcry they now

had a lot of developmenédmoney but didn't have any ideas to
invest the money in/and for goodness sakes did the Army have
something-that any good ideas at all. Well Friedman was

pretty circumspect in thi%fand)before he talked to Wengeré
about the basic concept theory of the ECMigot permission from
the chief signal officer to reveal this tb Wenger¢ aid £%

iIh due course the davy was told about the rotor controfl concept
for a cipher machine. 5Juse that term to talk akout the
theory or theoretical concept. Now t&ss things moved pretty
fast just for a little while. Wengerf§ took this idea, went
back, came back in a couple of days with one of his collabora-

tors, Friedman went over the idea again and discussed its

potentials, its operation and the davy boys went away,- -
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Wengerf® and his friénd. and Fhen iq about a week a vhole

drove of them came over. I txink there were five or six

of them,aﬁditﬁey sat down in Friedman's office and discussed

the this rotor control concept,éaﬁ.Ehere were some nodding

of the heads and there was some shaking of the heads/as E

recollect/but there was certainly great interest on the part

of the ﬁavy folks who weré looking at itsand Ethen they went

away;and than it got awful quiet for several days. I kept

. sort of botlering Friedmaﬂ}ﬁwell/any reaction?" You see I

had a sort of?ﬁege than just a curiosity interest in this

tling. I wanted to know what was happening to this what I

thought was a very good idea,.§o Friedman asked Wengért and

Pk

he—came back—ard reportedAWengerf had told him in {f?poaii

to a direct question that they were thinking abouti&%%:there

were certain difficulties/operational difficulties, that they

just weren't sure the idea would work. Well having gone

through the experience of persuading Friedman I just didn't

helieve what the Navy was telling. I thought the doggone

thing would work and maybe they weren't as smart as they

thought they were. That wa%?QQ very bald,country boy reaction

to this. How stupid can they get sort of? Now time passes

on. The rest of the M134 tape control models are delivered

to the Signal Intelligence Service, 2m# I remember Major

Reeder personally supervised the transport of these ten or

twelve machines from New Jersey in an army truck down to

L6305 e cue 4 it b iions d Widiiliibmis wiill
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Washington, asd ﬁe treated each one just like it was a baby
in its cradleo,a®d When he got down‘éo the loéding platform
down underneath the wing ;gégh the S’gnal Intelligence
Servic%\was lccated I was up cn the third story)the third
flooriiooking down at the truck and watching the unloading
process.z®@ I saw Reeder get two stevedor types up in the
back of the truck and he éaid/"Now we got to unload these
boxes boys." This was in the summer time and the windows
were open and I could hear his orders.go he goes around the
truck and as he comes back around/one of these great huskies
has got one end of the box and is gett ng ready to tip it

l

over. Reeder runs throws up his hands and "Dont do that!

BX

Don't do that\" At's too late,and the box COmes down on its

end. Oh wiat a crash. Now later on when we looked at these
thimgs the inside of that pitiful cipher machinéf{ﬁét as
scrambled as you could imagine it could bé:gecause it weighed
something like 250 lbs packed.aﬁé_fhe basket of the typewriter
had fallen out, some of the sol%hoids had been jarred loose,
the frame of the typewr:ter had been fractured,and it was a
total mess. AOne cipher machine lost but something we learned.
A valua:le lesson. You got to puild them rugged if rou're
going to have them in the Agmy‘go it wasn't a total loss.

Well anyhow we got the machines up and Friedman got ready

to make a trip to Eonolulu and to Panama to install the first
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four machines. %= He left it to u;KAbe, Kully and myself

and I got the brunt of this work because I was more familiar
with this tape operation than anybody else.s® M@ gctAthe

two mach:ines working in the War Eepartment code center. I
had a third machine in the office tliat I used as a backiﬁp
fcr the code center machines because every now and then we
figured it wouldn't work and I wanted to know why this
wasn't working to fold it back intc the design of the next
machine. Friedman was all for this. We were just together
on this idea. Now Friedman gets his passport readyiand gets
his orders,amd fhe machines are shipped ,and when he gets
word that they have arrived at Panama and Honolu]u/he gets
on a boat, one of the army transports, and he takes a cruise

steats
to Panama and he sets the machines working and we start

communicating. We sent test messages:#%“gg; first step ég
the introduction of the machines. This may sound foolish
to a lot of modern day people,but this was really out in
the wilderness for us. Nobody had ever done this before.
Nobody had ever issued in the War Bepartment machines to be
used for enciphering messages, and the people in the coderooms
were completely ignorant of what was required to make these

, elfistvelyis
things operate %echﬁée;%%y 8o we had to bridge that gap as
well as to introduce the new machines,awd Fhose of us who

stayed at Washington did this for the coderoom and Friedman
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was supposed to dQ it for Panama and Honolulu. Well to make
a long story kindfé lot shorter,we got them working with the
two places and Friedman started back home. Well it was
about this time we—were-werline—en the B machine had been
introduced and we were werking on it,and-—we wereworking

The

WS , ,
Army group were working very closely with t.e havy group
A ;

because when the B machine came in it replaced the o0ld Red
machine in great measure, asd G2 andfglé'were very anxious

for the decodes of this new system because with the introductio
of the new machine and=sine- we weren't able to read the
traffié?de'd lost,among other things)the whole story of the
triparfite arrangement which was being developed befween Japan
Germany and Italy«;ﬁ& that was of high interest.and W& also
knew from the Red traffic there was a secret codicil that

had been formulated}and we suspected the terms of this secret
codicil to the treaty was in the messages between Tokyo,
Berlin and Rome,ar So both G2 anxﬁggilyere very anxious

for us to get on with this. Well Hagg’Wright and I used to
exchange results more or less on a daily basis and we'd
recovered the sixes with the Purple and we'd decoded these

sk -
in a lot of the messages but we just couldn'?Adecide what

"HZLM“
to do about the twenties at that point in time and Hamm and
I were speculating as to what kind cf a mec!anism the Japs

could use. We understood #e what we call the six mechanism.

It was a pretty simple thing but the twenty mechanism was a
/




great mystery at that time. Famm I. think was siezed by
an inspiration. He said to me with a great big starihg
lcoking in his eye%, he said "I'll bet you the Japs ame

stumbled on what—welre putsing the prirciple that we're

putting in our new cipher machine." and I sa’d "Well,
‘have you got a new cipher machine sort of?" "Yeagﬂ and

then he proceeded tc describe the principle to me, amd lo
and behold it was the thing that I had shown Friedman as
the replacement for our tape generating project and that
Friedman had revexled to Wengerf and the otheyéeople.from
the ﬁavy.aﬁé @f course I was delighted; but I didn't let
show through to Hamm that I was aware of these principles
ggziuse I figured &at maybe Hggﬁﬂwas a little premature
~in his revelation because the background that I knew that
Nowwn “Haw

Hamm didn't know. So after Hamm left I sought out Major
Reeder who by this time had become not only a very good
boss but a very good personal friend and I tcld him about
Hamm's story to me and reminded him that Friedman had
revealed this several montis earlier to the Navy. Well
this amused Reeder quite a bit and he laughed and then he
explained why he was amused about it. He said "I talked to
Saford and Venger#

A

and.they told me that they were just about to receive from

Pﬁo%
IT&T the.product model of a cipher machine incorporating

a few veeks ago

these principles and in Friedman's absence they proposed
: o e e




that when he comes back and this device arrives they will
have a demonstration for you and the Army, you'll be‘invited
over and you'll take a look at it." and he says "Frank

I'm going to make sure you go sort oﬁé amd So far as I was
concerned that closed the e»nisode because.there was no

point in pursuing it. I was satisfied that the Japs though
were not using this prin;iple because I knew enough and

had done envugh tests on it that and as a matter of fact

I had run this thing against the text earlier before Ham*

had proposed it because it was so close to the top of my

mind I just couldn't avoid making the test really.
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typewriter and typists to do the manuscripts, at least the first

manuscript, and then the sortiné:;ell,then as we went from one code to
/

the next code that is we took the MI1l and wanted to comstruct MI12

it meant a realignment of the plaintext elements with the code groups
and thus we had to make a scrambl%,a new scramble of the relationship
between the code vocabularies and the plaintext vocabularies. This
was a very onerous task and had to be done cleverly so there was né
system or rhyme or reason that could be used by a cryptanalytic
organization who might undertake the study of this code to their

ey

15
quantage.k}l dont remember the exactpthat we were invited over to

'Ehe Navy to see this first model of the new device/but I believe it

was within a couple of months after Friedman's return. He and Sinkov

v and Kullback and I were invited over to the “avy where they gave us
a demonstration of the device)and I must say skt I was personally
o real gratified when I saw the theory put into hardware. It was a
)_;! NS A
much better device from design and construction standpoint.-TMﬁch
A
more rugged, much more reliable than the M134T1l. The keyboard/for
example)on the device was specially builtAEwdification of the teletype
k) = 2
IT&Tskeypunch. The rotors were well built stainless steel parts were
A
in them. This the “avy required for operation on the battleships.
The electrical components were first class for those days. The contacts - -
*&
efg\very difficult part of a cipher machine are the separator contacts
- - WL WALk
that operate between the moving rotorg\an&—%heylé—ﬁeeé—a—geeékdesignzia
~4nthese-and Jt was a most beautiful thing to look at from where I

P
stood and I couldn't keep my hands off it;anégf course the uavy was

& g ._ : . A._.‘lv - '
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delighted to find somebody as enthusiastic about it as 1 appeared to

-

be. Well we spent, I dont know, I lose all track of time but I think
at this N
it was a couple of hours just lookin%Rand talking about it. One of
a little bit
the things that bothered me aboutfés I look back is the %gvy's
incorporation of an extrajﬂwlOmpoint wheels in front of the two sets
¥ Py
of wheels, onerf whicegene—sec provided the substitution maze as

vk
they called and the other the control maze.,sa€ [ was very curious

about the circuitry that they'd decided on in terms of the association
€-~’v‘\ \3 \C(‘)f"( g
of the contacts on the;taﬁiaees of the control maze with the stepping

i

magnets of tﬁé&both mazes. Of course/the stepping of the first maze
';/:f’/lj*

was metric and required nq«controljbut the stepping of the—mase—which—"
' thing

the wheels which comprised the substitution maze was a critica%«in

the whole concept and that /of course, was achieved by the circuitry
2 )

through the control maze. As I recall the machine and lookdthe design
of the stepping mechanism was far in advance of the stepping m@chanism

used in the MI134 that Friedman had just distributed. In the Army 134,

4

a single solenoid was energized &= the energy stored up in the solenoid

then kicked the wheel forward. If the spring got weak or the voltage
et

dropped off/sometimes the magnet would not emexgiae store up enough
=

energy to push the wheel forward,aad—If the contacts wheels themselves
got a little gummed up then the resistance of the wheel would overcome
the push of the solenoid and you'd get an operational failure. The
machine built by IT&T for the gavy had a positive mechanical drive with
only a trigger operated by the electrical circuit and this trigger could

==
be adjusted so that wes it required only a little bit of energy, and

py /
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thest it wasn't apt to gum up like the wheel in the A;my device/and
this was a beautiful thing to contemplate,amd I think in the IT&T
model that they produced for the Havy they used real forward ldoking
engineering/and I can remember the feeling that look we are ahead of
the rest of the world in cipher machine production. This is beautiful.

Mechanically we're good and of course I was convinced that crypto-

graphically we were good because there it was)the idea you see, right

Mgl
in the machine. Well there wasn't we could do about this machine,
A : )
| e
nor was there much we wanted to do about changingAbecausg the work
v pblheler

2
.

that had been done engineering wise was very goo‘Aof the principles.
A

We didnt see!though)the advantage of the extra set of rotors that

. a.
the Névy had introduced for Army purposes. We preferred thkplugboard.

o

The Havy for some reason didn't like plugboards, but this was not a
%

point t6”%his—was:ne£=a=§eia£—%e»quibble about. Now I'd like to go
A

a little bit further down the historical path of this thing. I think
Ed
from this point on in the story of the ECM or the 134 is pretty documented.
A
I think it was a wonderful thing)almost a miraculous thing)that through
the accidentsAI've described here, the Army and Navy decided to have

a machine that would be used by both that was identical in chassis,
identical in operation and which permitted. through the issuance of

differently wired rotors to the two services sort of a three-part

conceptAoperation,for example)using the same chassis the M134T-£he
chassis—~~— ' X &

ECMAwe called it the M134T1, 2 or 3, I dont remember what type it was - -

probably type %;g;d type 3 came on laterzfﬁsing that same chassis with

a rotor of the nature the difference between rotors being the wiring

“‘!E .‘ el @ ko . - .
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different
of the rotors and you could have just as manx\wired rotors as you

want and they'd all work in the machine*aa&ffhe control rotors were

A

interchangeable with the substitution rotorskanﬂ.this was an

cwd

&0 it made both the operation and the construction of the

A

machine acceptable to both services,Bdf:now this is what resulted.

advantage
The Qavy could; by having its own set of wheelsjhave privacy of its
own communications within the naval service. The Army by having its

own set of wheels could have privacy of communications within the I

o A

a%my—serviceﬁ,eadkcould extend the use of this machine down through

L \‘Lx(,\/ ' -
the echelons withous\jeopardizing the 5avy messages enciphered by
the machinelbecause they used different wheelﬁ‘and likewise not having
. gu . . . “ ) e .
its qgﬁ,communlcatlons jeopardized by the Wavys use and indeed misuse

A
Ax
because the principle was powerful at that point in time that our
A 3 maaw,
cryptanalytic capability wasn't affected by it.., At could resist
there A

everything we knew at that time. NOYA was a third domain of advantage .
aad~Ehis was in terms of joint communication between naval elements
and #=md army elements. Of course the Air E%rce not being separated
off from the.Army at that time,there was no third service communication
requirement needed. Now there was another sort of advantagg{ that if
you wanted to use this machine for the War Department/ﬂémmand network
you could have a special set of rotors wired up for the War Department
command network,then for the next echelon down you could have a different

set of rotors so that you maintained the integrity of the communication

-of the relative echelons of commands both in the Army and the hévy as

well as the joint communications,ad Ihis was a most persuasive and
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A

forward step I think in practical cryptography because before you
A

had to have a different set of codebooks and these became onerous - -
\]'\A""?‘\' peckages abox of with

but here arg\little/q /«ofhrotors was all you needed was-a little
: A A

pamphlet that told you how to use the rotors and so the concept was

indeed very practical.?‘&pqmwhen we begdn collaborating with the
British there was._a third advantage which came outzgid the British
used the‘[;pe za It was not é very practical machine. It wasn't
near the slick article that IT&T had produced for the Army and Havy

1w

on this joint contract that ultimately came goutsamd I remember

setting in with the'ﬁavy and with theEBritish communicators?and trying

to determine what kind of a cryptographic system would be used for

combined communications between US forces both/&rmy and Shvy and their

opposite numbers§ the British. WThe British openly proposed the Type X.

We did not propose the ECHM on orders frbm high command both in the Army

and Navyj’/That we would look at their devices but we would not tell

them about the ECM,

‘Ehis was prudent)and I believed that this was
) /
.a good decision because we had watched Francigand Ys/dian't want by

~

revealing our device to the British]to jeopardizé/the security of the
ECM by spreading the knowledge any further than we had to. I‘think

we got a good,aﬁg'neat solution Fg/tbis because by a slight modification
of the control circuit in ?2;/EE& we could make it duplicate the Type
X.ig we accepted the Type'k for combined communications with special
rotors but we postulated that we would use our own modified machines,

o 1
which the British could not have access t?;in our code rooms and they N

could use ‘the Type X. In other words/we could take this ECM and convert
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(uﬁxkia
it and-duplicate everything that the Typskzxand actually it was a more

efficient machine than the British Type X. &Now let me sort of philoso-
a minute e e
phizephere because I don'tﬁwhether anybody else saw this as vividly as

I did,But if I think back at what a conglomeration of a mess we would
- T <
have kad if we had to a Navy machine/which was one type of machin%}¢“
and an army machinelwhich was another type of machine, we'd probably
have to have a third machine which would be needed for the joint

communications and then when we got into the combined communications

AN
; 7 with the British I don't whether we could have modified one of these
LT s JoE ‘1’
machines or what kind of a thing we'd had,8o0 I think it was a real
A 1

heavenly miracle that the decision was taken when it was taken for the
|
Army and kavy to use the same machine.#mwd I thank the Lord that we

collaborated in the production of this thing/and I'm quite sure that

Tt
one of the contributions &8 the Signals Intelligence Service made to

ek Wan T
the winning of the war)ﬂﬁ%i-is found in the good sound cryptography
that developed and which was finally realized when the machines were
put in use. And I think there was one side advantage of this that
probably has been lost sight of. In our arrangements with the Qavy to
have the ECM bulk-produceéi?ﬁe ﬁavy[whéfiet the contracg,wanted to get
the devices out to the fleet and naval stations on shoregéb they had
planned to take the first output of the assembly line wﬂere these
machines were being built. The Army was going to take the second

NUNIND

batch. I don't remember how many was in the first batch but&ét was

enough to satisfy the “avy requirements and then the Ammy was going

i
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equipp each division)anqéhé‘Wér'Départment command circuits, related
A 3

circuits with second batch. Now just about the time they—were coming
A

e£L, the first models were coming off the assembly line is when the
Japs hit us at Pearl Harbor. Thelﬁrmy mobilized overnight and there

was an urgent need for cipher machines. There was a batch of cipher

machines\wi h Havy nameplates on them. The gavy didn't need these
/ -
machines so agreement between the,érmy and hbvy was to flip}aﬂé—wb&t

'fhey—haé~e9—de—fe-pu%—in&o_eiieeé—{his—ehange—iﬁ—p}aﬁ@ the flip namely

being that the,Army took first batch and the davy took the second batch

of machines, All they had to dqﬁtwo guys, one with a cold chiseél, a small

daad
fhisel and a hammer and he went down and knocked the nameplates off - —

and the second came along and put the Axmy nameplates on whgre the ﬁaVy
. . 4t
nameplates had been removed. Now this is a piece of luckAyou really
don't deserve,gut we had it and thank the Lord that we did have it
because if we'd had those separate machines the Army might not have had
machines for its division until it was too late for them to be effectively
. Then
usedy#d we would have had another repetition of what I'd like to tell
‘ (S1atmm )
as the SIGCOMAstory.' It might be important at this particular point
to make a comparison between the status of cryptography with reference
=

to cipher machines in the various nations.} I mentioned the British

Type X%was far—beyend—the was far below the beautiful model produced

d;.,f_-.é

by IT&T. Let me talk a little bit about the Type X. Type X was a
modified Enigma if you look at it substantially. The greatest advantage
that the British had incorporated in it was that it had wheels with a

Compr%) =5
double row of contacts. Just as the telephongﬁuses a double contact
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=
i to insure positive operation of the relay, the British applied this
. +£\:\ML‘
prinicple of a double circuit to the wheel to insure positive operation

of the wheel ¢ontacts because they were the greatest source of trouble
.‘,(/“\_\ Ak -~ -
in a rotor machine.j That is;the contacts quite a bit of resistance
. 1

Pl
build upA a small voltage traveling over a circuit that passes through

a bunch of contacts that may become dirty overnight,particularly if its

in an area where there's quite a bit of moisture, smog and sea water,

§o the British{had built this mechanical or electrical advantage into
the machine, but its motion was a great deal like the ML34T1 that
<
Friedman had distributed.eméd—it—wes—met 1 think they were about equally
reliable because we did use the ML134Tl1 effectively as a backup system
in the War Department fLommand net for special communications with the
Ak : ’

intercept stati;ns.&ad the last message intercept message that was

f »
sent from €Corregidor was enciphered in one of the two machines that

e
Friedman tookﬁyhen he first distributed the M134. Now what were the
Germans using in that timeframe? They used the Enigma. We = vere

not unfamiliar with the Enigma because,as a part of this cryptographic

¢
purchase program that had been set up when the Signal Intelligence
Service was first organized,we'd gotten a copy of the commercial Enigma
and we understood it very well. The military and naval in our Enigmas
we finally discovered being used by the Germans were some improvement
over the commercial Enigma. Cryptographically they were much better

because they had this plugboard arrangement and s& you could vary from

!




day to day the relationship between the contacts of the keyboard and

_£wd
the input and 9utput,£aﬁ&ﬁn plate on the rotor maze. The control

B T A
principlepof both the]Type Xf{and the Enigma  all being rotor machines

of courseitheBEype Xtand Enigma both used mechanical key generator.

_———"
The key was mechanically generated and pretty much a modification of
§Hp@n%; cn e

the metric step, “the same you get ea-yewr odometer on your automobile.
‘ ' I believe

This of course could be varied so you could have two wheels whichﬁthe

A

British had achieved in the Type X.|1 The Germans had their own special

way of working this but it #&s totally predictable and built into the

machine,@ompared with the ECM and its control maze the motor key was

much more flexible in variation and 4 was limited only by your wheel
' <ud plate

%)
combinations that were set up as# the wiring of the #mplste in the

control maze. The order of security was much greater so far as the

motor key was concerned in the ECM than it was in the Tyﬁi;gpor the
.- I believe e

German Enigmas, even in the best models whichj\were used by the German

~

navy. Also the ECM had the advantége that you could sort of build in
the mechanical motor key which duplicated the| Eype X8 we actually
converted some of these ECMs to do Enigma work bs#auss;:hez:iz you

had to decipher an Enigma message%tiibfritish didn't of course havé any

device as versatile as this ECM'and‘Ehey used their own modified Type

150
X s I remember seeing a battery of them at Bletchley Park when I

!

inspected the Bombe installation and the decoding section they had

there. The Bombe installatioms were separate. But most of the decoding
and air

was done in the German militarxqsectiom;at Bletchley. Now lets take

a look at the Japanese machines. The Japanese machines were generically

'n
different é!ﬂf\the Cryp

- '\0 Th
raphy they employed from eitherﬁType X‘which
A gﬁ
was an Engima type. the Lkype X %nd the Engima Being pretty much comparable.
A W SINES ‘5

L0k
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-aa&ﬁzhe ECM wieh was more like the ype X than Enlgma but with greater
* RedEew
advantages built into it. The Japanese achlnes, the B#d machine, and
g

a4, \.U

. { Kany < 1.
the early on version of the kavy machine which enciphered the Coma e 4
. chenv\/
used what I think call be best described as a half -Hebrem type of wheel.
Fl A LR CC IS USN -
Let me explain that a minute. A Hebream if you look at 1t if you take

et b H A “~ cud
a Hebron type wheel and slide it between twq<ahplates will produce

sort of a substitution square. Now this substitution square can
if you will
cryptanalytlcally or cryptographically or cryptologlcallyﬁbe replaced
\/l Ge V\e,r'e,

by two wiginere squares’ the result of the sliding of the two series
7

of contacts one on each face of the wheel against th%A?nplates,gﬁ

Helbenwn \, (c\*m\t)Lc : I
Hebren tben)ls really a double.wiginere substitution. Now in the ﬁ
f

e

EEEPmachlne and the early Navy machine there was a commutator whlch
Ahat Nigenene
effected a substitution whieh could be exemplified by a simpl
square1§5223::aiéed E;r a lack of a better term/and because it was a
very descriptive term}we called the commutator used in the Red machine
N S
and the early Navy machine a half substitution. Now there were
two commutators in the-%aﬂ‘machine:¥aere was a small one for the six
that had six contacts’and a large one for the twenties. Both these

were linked mechanically so they could not get out of step,But the

L
mechanical linkage was driven by what evidently was a piqyyheel of some

-lwiihin the Rﬁgkmachine the
motor wheel afforded was basically a 47-point wheel and certain of the
pins or certain of the positions on this could be varied either to
produce a step or to skip a step‘aad‘Ehls is what interrupted the

\[rc(w@w/ Heb e
movement of the wiginere or half Heb¥es type commutator to produce

; O ety e e
g lll UIJJ\HIIL\ Vo rE v
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the substitution. It waé a very simple concept and was probably not

as good as what we féund in the kﬁyhag if you examinedit carefﬁlly

Now the Purple machine was a breed of cats entirely different. A&Zﬁgr
found anything like it in the literature. There was nothing like it

in the machines, Fhe Enigma was entirely different. What the Japs

had done evidently was to use the concept of employing telephone
relays. That hadét been done before. We never thought about. As a
matter of fact I didn't know about telephone relay until Rosen brought
it in and said why don't we use one of these to effect the subsfitution

for the sixes on the Purple machine we're building. I'l1 tell’ln the
Purple story but izi;idn't know about telephone relays until we'd actually
gone deeply into the solution of the Purple machine. Telephone relays |
and the stepping relays in the sense that they could provide a crypt-
ographic mechanism. Now the Japs then I think were in a completely
different concept with their Purple machine :&;ﬁkthe rest of the world
because we had pretty much tied ourselves to the rotor concept.a&dvfhe
Japs.evidentle iké rotors or didn't know about them because they never
used them. Now there was another machine, the Hagelin machlne/whlch was
x DAvaen

Astraight mechanical device. The demr machine was a failure-because
electrically wasn't reliable:gb Hagelin gambled strongly on the develop-
ment of this device. We-beught—ewhele—bunchrofthemr for use as—a-

v¢ bought the rights from Hagelin, I think the US government did and

we had one of the typewriter concerns up in New England build_a whole
mess of them. I believe they're the 209s. That was about the state-
of-the-art in cipher machines around the turn of the '30s into the '40s.
I'm real prou&i?ggétgﬂy got IT&T to build the ECM because it worked
throughout the war and was most reliable. I thlnk we had the best

A.iJ.'.e»-th B STD é“i UHI\HMLR\, T
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i

cipher of anybody. The~HageLins—é%hey—used—thenrand“etectricaily

i Hm-serey Ehe Italians used the Hagelin principle
. —_— 4’{\& % \AALA
except 1t was motor driven4the machines were motor driven instead of
. ’ A .
crank driven. The AaiyhﬁL'umchine never really nobody ever used the
K A
k{ﬁg}fﬂ, 1 think it was used for some German communications but they
weren't very important.
Was the ECM ever used for nom-military communications? Diplomatic?

No. Actually if you look at WWII the main communications in the

diplomatic fields were between London and Washington.amd—I—think—there

piplomatic communications don't amount to much in

= Alcves T woe
war time. . They're great things in peacetime/but-wheaéhost of your
diplomatic work just naturally feddsfunder e military considerationms.

and—se—that, bulk of communications between Washington and London were
- 'bi{hﬂu\
military\_ f-mean Eisenhower and George Marshall.
Did the President use the ECM?
Not in the sense that the President personally typed the message but
his messages were all encoded in the ECM. The ECM was leeled—ats looked
upon by both the grmy and the Mavy as the ultimate in US secure
Uﬁhﬁd“ﬁwﬂﬁ) -
communications duringKWW%{ and naturally it carried the bess\the most
secret traffic. Some of the Roosevelt-Churchill conversations and some
of the high—level military communications were carried by the SIGSALLY.
This is that special voice encipherment system that was set up by
BﬁlL Telelphone between the Pentagon and the,Wér Koom in London and,
of course the advantage there was to be able to use the telephone
-zﬂ‘«&j

securely. The Germans neverﬁgot on the the SIGSALLY. It was well
A

ahead of its day. I think.ﬁ%ll Labs did a magnificent job in coming
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up with what they did at thé time they did.

Q: kﬁuﬂ;\ Did we assist with that at all?

At Yes. From the standpoint of the cryptography we hadAand this was the

Signals Intelligence Service, Leo Rosen and I were—te worg with Bell

Labs in analyzing and assessing the security of this thing.

. ,V.uLLQI‘
It was good. The security was good, amd “@ mak® some nasty remarks
A .

about it but we didn't really have any thing to add to the security

O

because what they did is they used a random noise source which then
A

€ rdwvn
was mixed somewhat along the principle with the voice channels
b, :
Vv
and so you got a real good encipher It was ohe-time key really .and
b howt /\GA’KXTC\A"“ MW\

they had had a bunch of plates cut and distributed between Washington
AN ~

b

and London. These were the two centers that SIGSALLY serviced. All

{
LU
other communications with North Afrlca for examp15 with Australia went

Sk }i
through the ECMA both Army and avy separate channels. #nd This is an

. example of what a wonderful thing it was that the Army and Wavy used
ags” al

J the same doggone machine. One of the problems which was always with
us during the 1930s is how the Army and “avy should work in collaboration

in both the fields of intelligence production through cryptanalysis
o T

andAlmprovement of tiwe cryptographic systemjso that the US serv1ces/

nzﬁieugh-mllltary serv1ces and hopefully thts—wookd—spiti—ever—inte- the
(270 L\AQ&

¢ [;tate Department|which were the three major users of &ke cryptography
.N)O
in those days/would have the best ciphers systems that could be achieved.

in that time period. This was a fairly difficult problem for both sides

because while on the technical level there was a great hunger for the

-~

—]\'Ju’ 'Eg;‘;,;:-...a;i‘
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expansion of knowledge through exchange of ideas and discussiond as

well as exchange of results, /Zhis hunger was not fully appreciated by

(X
the more or less politicallz«upper echelon Generals and Admirals: amd

‘I%is showed through very vividly in connection with the collaboration
on the Japanese problem itself. Early on in our work in Japanese the
Army and Havy had tackled the Japanese systems¢aad_the exploitation

of Japanese diplomatic ciphers,so far as the two~and. four~letter codes
Y

w N v v .
which were used unenciphered te~%un\transposed in those daygjoffered

no problem but was really a magnificent training exercise to lay the
groundwork for the more exacting responsibilities which developed when

2~
the Japgneoe—zz%in_to improve their cryptography. The problem though

which arose, the vexing part of the problem was soon developed when the
Army and Havy begdn translating the same messages and different versions
A _

ONT
of the same message would ge from G2 and &&F to the same recipient{:iet's

say up in the State DeptJ There was a great bit of acrimonious discussion
: . 4 i .
which resulted from which waﬁkmore reliable the Army'translatlon or the

A "
“avy translation. Which version was more accurate? This bothered those
of us who were in the technical end of the business because we did not
have any competence in translation. We could recover codes and recover

keys and decode messages and we could turn them over to the translators

: : L
who would reduce them to English.zut whether%Fhis was an accurate

N , hecawe wutt . P
translation sometlmeﬁ\beeause aﬁfeeé-questlon because Japanese in itself
A

is a most difficult language to set over into Englishyiﬁﬁ Johnny Hurt
used to make a statement that I carry with me and I think is pertinent

now that the best you can do in translating a Japanese message is to
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®

make a commentary on what the substance of the message is. You can
not do a word for word translation but you can describe in English
what the Japanese text is trying to convey if you're dealing with a
message or a letter or a newspaper article. So according to Hurt's
philosophy as I recollect it,Japanese would be a very difficult
language to make sort of accurateiverifiable translafion ofr‘%w.ghe
accuracy of the translation depends on the trans;ators understanding
of the subject matter which is being discussed in the message .
Fhis becomes probably more of a problem in Japanese than it would in
German or one of the fomance languages. Now this problem became
aggravated when the Red machine was solved, T think I mentioned earlier
that the Army had made the initial break into the Red machine and we'd
started into production on it and were feeding translations to G2. 1In
s} conse

our developing collaboration with the hLvy[we had\revealed to them what

we had found out about the machinegﬂand remember there—is—a-uery—strors
«meeévaeiea—ea—%he—pa;&—eé—eheqﬁsns; there was a very strong motivation

on the part of the Army and at the same time on the part of the\&avy«-—
catl v patiirtie J—":fou W&Q,bu‘- b owds Hasa to EL*’L%F “tachh Fag, \Mt(,uw_d'
Since we were both Americans and since we both were sister services,

tket it was in the common interest to exchange anything technical.,.
any knowledge about the operation of cryptography of a foreign country

because this might develop in some other aspect or context, maybe in
: system
a military system or a naval System or a weatherqor an air system used

by a foreign country,ee—ehefe—was_a—g;ea&—an%é¥aeéeﬂT—ee%&—it—patricttE“
;uiguuL44LLL;—buf—if—was—there—tc—kEep‘eath-vther—infcrmedx So this

Hak

sort of acrimonious attitude developed from the comparison of the
A\

dstale Lo oo S intang g ng-lit'b\‘t“h;;Q ’U“if}‘—
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{ov2?
translations was a little bit distressing But we didn't concern
o 4 .
ourself A about it because our concept of translation was that lets
then

translate this in the Army and the Havy andﬁeets pick the translation
which sounds the best, most plausible and most in line with what the
message really says Because of the basic difficulty of making the
tranélation as Hurt described it;and let that stand and let G2 and
&Qg;resolve this problem themselves. Now the problem in the Army was

a little bit different from that in the Wavy because the Ravy trans-
lating people were the type that E&amer represented. He was a very
good Japanese scholB% and most of the evaluation of the contents of

the naval messages were done by Jepamcse=trzined Japanese language
trained officers. There weren't as many of these in the Army as we
needed amé so instead of assigning thesgﬁ%z we brought them up to
aujment the Army translation staff,aad khe evaluatioéi&gé done by the
desk officers in G2 who might or might not be knowledgable in Japanese.
Well,the intelligence which we developed out of the Red machine solution
was of such a high quality that the\%avy felt that this was no longer
sort of a training exercisecand=tiat G2 likewise felt the same way. aad
V& were now getting intelligence of such importance that they could
begigfggggfiind of a picture about the Japanese. There was a very able
officer by the name of Col. Bratton in G2 who probably contributed

more to this concept than any previous officer we'd had. Bratton was

A
Japanese trained, he was intelligence trained, he was fairly senior
A

R o T v T
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officer, he was a full colonel, and spent a lot of time in the Orient
and probably had a better understanding of what was required than anybody

else in G2 or in the War Department at that time,sm»d I can remember

Bratton coming up and being in the offlceA standing outside the vault

- -1—\’ g\’\“-/&& avsldbimn,

door out of which we operatedA before got there early in the mornings

—%e=#e%ééy—e—%#aastacieaﬁaaé-Ehe specific one I remember dealt with the

tripartite arrangement between Japan, Germany and Italy and it was the
first announcement of this,asd Bratton was terribly concerned about the
. . . . ] LC(ALV\
implications of this for the obvious reason that the Japs and the Germans
A
and the Italians all got together it meant something pretty formidable
B ey
that the US would be confronted with and the war plans would have to

be examined. The whole posture of the US military might be affected

by ¥8, this diplomatic development. Now,as we see new—the impertanee
ek
£ the contents of these messages becoming more and more i-£4

’{\1 \L@@mx Legua é\ﬁ
and of greater interest ia both services amd-that the-upper levels—ef—

he—ﬁrmy—an&—“avy—were—awa£e-o£_Lt_and_we—é&ad~fha€—aew—iﬁ—time—eha€

V\&" +C M@u\‘*’\(ru

these—}%eme—eé—iﬂfe%éigeace~a;e-beeem&ag—ef§1nterest at the Presidential

;)we find another

4

development taking place namely/this old competitive attitude between
'H'r

the Army and Qavy and who gets the credit for it if you wan€4=e-put

level{and at the Secretary level in the State Departmen

-

4% bluntly. I can remember once when I took leav%‘I was gomne for about

three weeks-;nd before I left we had successfully predicted all the
A

=== Haa,
Red cipher machine keys for a year ahead, swd I14@t felzkwéai the work
A

load is diminished and before I get on another project I had better
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get my leave in because I lose ttif I don't.So I

I left the pot had begun to boil in terms of who

Fook leave and when

gets the credit for

these messages, who really broke this. We felt prietty strongly about

it because Kullback, Solomon Kullback and Frank Rowlett had made the

entry into the Red machine and it was,Army property. The solution to

the Red machine was Army property. Although we've got to give some

credit to the gavy for telling about the cryptographic instruction of

c+i

the Japanese naval machingAwhich the Red machine was a prototype.

But the simple fact is that the Havy ha@AFead the
!

ok

Red machine and they'd

had ample opportunity and intercept to doAEut becguse of their.pre—

occupation with the naval problem had not paid sufficient attention to

the diplomatic problem to carry on this next and)as it turned out/es

®e very feasible step in working on the Japanese diplomatic traffic.

This point was appreciated by the folks on the
War Department and made a big issue of in their a

people on the top of the echelon of the davy‘hepa

top echelons of the
rguments with the

rtment as to who should

$
get credit. I think iequ pretty obvious that the Army wanted credit

for the whole kit and @aboodle and the h)avy could

I can side with bo

h't tolerate thissaml

th because I don't

think it really made any difference who got the credit as long as the

word got up to the people who needed to have it.l But evidently it

made some difference somewhere in the Qavy, mayb% before it got to

the Secretarial level and in the Army before it éot to the Secretary
Blicher

of War. So when I came back from leave/George Beecher who was one of

Ponee DR
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the military students aséigned met me almost at the front door on the
first morning I came back and he said}W@'ve got a terrible meés.Bn our
hands. MWelwe It was decided while you were gone that the jrmy would

send the translations up one day and the Névy would send the translations
up the other day,aad‘fhey drew straws to see which service would get

the odd day aang;en day and it was decided.Bit it doesn't work because
what they're using is the date that the message was translated and we
still got this duplication of effort. How do we solve it?“This may

seem absurd but I thinkjéées demonstrate sort of the lack of understanding

of the technical aspects of the kind of work shar we were doing.a8g

WA finally concluded that7since the Japanese changed their key on a
] <

24-hour basis,at midnight zhzt»as;zka¥=uhich=was:tha%-any message
% / -

which was applied in the key for the calendar day listed in the Japanese

o
code instructions'pamphlet'aaé that was the proper cryptographic date
of the message and that would also be considered as the origination

P

date of the message, afad {hen we would have another little box down on
the corner of the translationwhich said "date translated" because that
could be anywhere from twelve hours to twentgfour months away from the
cryptographic date of the message. Well if it had not been for this
nicety of the Japanese changing thefr cryptographic date of their

hat
message at 2400 we wouldn't been able to resolve this problem between

A
the Army and Navy as to who get#¥ credit for the delivery or production
of the translation. I think it is also a sad commentary on the people

e wan
who receivef the message who thought some special magic that the Army
A




or \lavy had which permitted them to producé‘a messon an

o ‘
odd or even day. I have never resolved this absurdity. I apologize
a

for bearing down eo hard on this odd-even day thing because it may

seem trival as we look at it ;oday but at that time it was happening

it was a big issuerasd I thing;;ives a pretty good example of just

what the climate was at that time in terms of collaboration between

the Army anq:gavy. Actually these problems were not real problems
&

in terms of what was going on in the more technical aspects of the

work because there was thig strong motivation on the part of each to

keep the other apprised ¢4 anything new that was developed. Another

difficulty we had < which had to be surmounted was the reluctance of

either service to disclose its cryptographic principles to the other.

52

The davy however I think showed the wisdom e# calling on the Army for

consultation purposes when it approached Friedman in terms of the

kbﬁw g av

*

testing of the -Hebren princ1ple§énd I think we & n to realize that

we had to exchange information ;nd assist in that|kind of a fashion

if we were to do the best kind of a job we could for the country. So
this soon became accepted as a principle of collaboration. Now one of
the examples of collaboration between the Army and the uavy that I
think might be considered for a minute WEZ;development of the strip
cipher as a joint system. The;Army used éodes mainly in the early'BOS/
about 1935 I would say is the time frame)and the “;vy had certain

ciphegﬁggd code systems which they used for the fleet and shore

installation communications. Now to develop a system that could be
I

|
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used and totally viable for joint use between the Army and ﬂavy was
A : "

one of the problems we had to solve. _This was done by a sort of

conference at the technical level between Friedman who headed up the

Arnw side and,I believe it was I don't remember who was on the hgvy

A

side, I don't think it was Wenger# in this instance/but as a result of
M,
this it was decided if we could take the 8% which at that time was

authorized for Army use and make it more secure that something like

that might be a good thing to use for joint communications. Howeve;/
MA &
our work on the Mﬁﬁévin our research as students in the;&rmyihad

convinced us that it was not a proper cipher to be used and should be
rejected and eliminated from our communications security usage as

soon as possibleaaadﬂﬁé were most reluctant in the Army to propose
: w N

(o te s )

and accept this as a joint communication, because we didn't want to

4
. Q\éc
continue to use it,amd W@.were afraid if we accepted it as the joint
A

i

system that it would be perpetuated unnaturally beyond its already
too long a life. I think iﬁe pretty obvious that the strip system
Cc(ﬂ’bv('

came out as a more or less automatic result of these discussions/cf

W4 @« \
the and the need for joint systeme.m=® I remember that we collab-

A
orated in the development of the strip cipher device. Some of the
early models of it were made out of plastic covered paper and these
Qn Uity
were not very good. The strips were thick, about a 1/16 ¥ printed
A

at the Government Printing Office and overlayed on cardboard stock

which was pretty fragile,a@® i{f you started shoving these strips up
‘ {

mv I
and dongholders they'd break,and pretty soon you had an inoperable

dinge, - . S ey .
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system. Seiler and his group over at the daval(ghn f%ctory had some

milling machines'they used, amd Fhey took some aluminum sheets about

2 L

2 i W :
1/4 or 5/16\ in thickness and bigttg hold 15 strips and build out
F - A

some dovetail slots that would accept a strip of paper.&éd'fhis looked
like a pretty good device. Another approach to it was to rivet some
round bars on a metal plate big enough again to guide the strips. These
didn't work so good because uniess you had rivets all the way down the

bar,and we could visualize only three or four rivets/every now and

- - R

then the strip would get caught under the barA wedge itself inkand
L v :
you'd &xx the strip and again the device became inoperable. Finally

some molded bakelite bases were made and the system then began to

T
reach the realm of feasability, a#md was in fact adopted by the Army and
A

Hgvy as a joint Army—davy cryptographic system. Now this was a healthy

thing to be confronted with a problem and have to solve it jointly;

end put the joint resources to work and to get a successful solution
A At
was encouraging.aﬂdvthis meant a step closeﬁﬂb tween the Army and wavy

at least so far as the technical people were concerned,and I think
probably was a very useful thing in laying the groundwork for the
later collaboration and adoption ofAECM when the time came for that
decision to be made. Other aspects of collaboration where w%\;zgég

to work together was found in the intercept. The davy had some

1i
considerable facilities in the Far East and we were trying and they
X5 7 A

were intercepting both diplomatic phrase from diplomatic net. They

had the best coverage possible from it/and we were trying to develop

Sewme
some military intercept, intercept frem Japanese military messages




67

from Manila and without success. We didn't realize it at the time

7

but it became evident later that you have to send a message before you
can

<%@8 intercept it and the Japanese military just weren't sending any

messages. They didn't have any need to in that time in history

although when they began the invasion of China later on why there was
a great rash of Japanese military messages suddenly blossomed upeamd
©f course when we saw this happen we realized why we'd been unable to

intercept Japanese military messages in the earlier years. So this

collaboration1;ort of dividing up the intercept field without total
‘ /\

commitment to responsibility mainly as a friendly arrangement rather
A
& < ot
than a hard and fast arrangement I think ESEE&showed also another
Al 5

step forward in collaboration. We're now reaching the point where

about the time the Purple system came into being we find that the
Army{én%}uavy.so far as the Japanese is concerned/are producing
translations on an odd and even basis. There is a completeiéhange of
technical information, cryptanalytic intercept and the other important
materials of exploitation and;:f fairly friendly and restgd and easxyﬁw@

4 'S begm
go+me relationship between the technical people. Thisbegan—evidences

«

,Qﬁ#~x¢éiﬂ
8@Atrouble began to emerge shortly after the introduction of Purple.

I saw this pretty clearly because when the new machine/the B machine
- po—
was introduced in Marcbkwhatever year it was which slips me for the

minutgk thetgavy was as much interested in breaking into it as we in
the)érmy. I think the %Lvy kind of felt like well the Qrmy scooped us

on this Red machine lets scoopﬂﬁ them on the Purple machine and this

M % it Sy gt A
LRI R = v pvy o g ey yy vy Wil igigliaunig WRemd




S v 68

was terrific because it stimulated both of us to lot stronger effort
s ' s - =

than we might have if we'd been operating without this competitive
A

spirit. The first appearance of this change in attitude or change in
s a¥ad
M el

philosophy camgVEhﬁgggh the Purple maching«;h&t resisted our solution

efforts for about 4 or 5 months and the Qavy began to get pressure - -

ot
I believe this was about the time they Admiral Redman was beginning

to make ‘his influence felt strongly in the Havy and the decision was
. A
taken that any effort WhichAremained over and above what was required
for work on the Japanese naval systems could then be applied to the
Vg .
diplomatic. Now as you begin to work onl@%yptographic system and you
vyf “ay A
gt /YR
know moreAabout it/you find that you need more and more help on it .
an‘lf you begin to get a break for example in the navy system with this
sort of greater urgency on naval problems yoﬁ4if you were -in the navy--—
would then tend to break away from the diplomatic and first thing you
know the diplomatic effort is just atrophied/I guess is a good word
te
for itf JThe point of where you might as well break it off and not
’ i . o . .
do it. I think -+t was an interesting sidelight on this that I might
pcC N)
bringqmaybe when we talk about Purple,but we found that the MNavy,along
about six months after the B machine had come into effect}had sort of
decided that it was no longer an important thing for them to work on.,
aad—ee,Fhey turned away from it and went to work on the navy ciphers.
Well)this bothered us in the Army a little bit because we kind of felt

likeAmaybe the easiest way to get into some of the naval systems was

through solving *his new machine.besauoej{E was a good machine and

= oo s
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to prudent, at
least that was my aﬁtitudg,for the uavy to drop its effort. That was
the gavy decision and they did. We didn't argue too strongly against
it because then we would have been meddling in %Lvy policy; and this
was against the ethics of the Army and we were charged not to try to--

well to avoid any meddling if we knew how to do it. I think from this

ey eal QLQ

point on until we xewesiad to the havy that we d successfully broken
the Purple machine in the Army,the situation tended to get a little
worse;But it took a sudden turn within days after the Navy discovered

that we were again into the main stream of intelligence between

hoxdens
Washington and Tokyo and the other -hetes- of the Purple machine. &:d

11,
they felt a strong compulsion to get back onto the dlplomat1c~gﬁackzﬂj

in full force. #Sd‘Fhis continued until Pearl Harbor. The %évy effort

- -

from that time onxon the diplomatic remained as great as was required
A

-
- 'ﬁ rK
anq«an example of their increased interest in diplomatic traffic is

L,J(r\.v.\:\
found Ehae they called in some reservists - this was Fhe Frank Raven,

L nn, J’ﬁ.t
George &$#id, the protherhood group, who were put onﬂyatches over in
the hLvy to make sure that the Navy was doing at least its share of
the traffi%ﬂwere ready to do more. Of course we had augmented our

effort in the Army because the traffic was much more valuable from an

Since
intelligence standpointAbeeause now we were delivering it to the

b -

o
President, G2, State Dept, Secretary of State, everybody wagﬂthis was
A

a big deal of the day for them to see what the Japanese were saying to

it

each other,sn_the 1nterest/was generated there was reflected back

Lddie ol Via [ I P A VE Ny
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into the working circles in the sense that- we moved things faster,

WA &
we got intercepts\faster, we turned out the translations faster, we
/ A

screened the traffic looking for interesting items. I say "We', I

mean this-ise the people in G2 and 6&F as well as the cryptamalytic

whw

AV
organizations\made sure that those items which an interest had been
g Yk gxxﬂ A T
expressed iu&State, Presidential, Secretarial levelsmade—sufe—gzzg
/ A

¢ got up there just as quickly as they could,aqdﬂfh fact it was in

, I
this period I remember two things that are worths ﬁzﬁa mention.

= & s A
One ;for one year,I think\there wasn't a single Japanese diplomatic

j A , o1 _

message that we'd intercepted that we couldn'tﬁexcept two/and I believe

these wer%\one of these was a numerical message which was addressed
Lu‘(}gg W

to Hanoi and I think the reason that we didn't read iEAuas the intercept

operator made a mistake and typed in the wrong heading on'it,aﬁé;Et

was a maybe a French or Spanish messagevobviously Japanese codes

. . “ém . - il
wouldn't work on that. ﬂhﬂ had a little batch of traffic that was/%“d‘
4 Buk g
so badly garbled that you couldn't tell what it was,an%«even some of
W% »\,Dui 3 A
this w€ @& #&d& ferreted out and gone in the middle. We lost the heading -
A A

and the beginhings and endings and just little stretches in the middle

that the intercept operator had sent i?Aand we liked for them to do

this because we might miss the heading at one intercept station and
e

pick it up at another,fd, by patching the two together you could come

logakbach) it --

do duplicative work, uS\there wasAa trivial’microscopic amountﬂ 'd

say less than a message that we failed to read in one year.apd I did

out with a complete g?ssageﬁsb we encouraged the intercept stationSto

T e —w iy
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- o
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a little work on this to see if there was in fact a message that

we hadn't read and thesé are the results of that survey which was
stimulated more by curiosity than necessity. Now we also made

arrangements in that time frame to get the messages directly from
_ ' The Jafs wtltome filed® .
the cable companies in Washington,wh;ch:tad'A their messages to be

sent to San Francisco by landline,and then in San Francisco at the
commercial radio station they'd be put on the air on a regular
schedule and would be transmitted to Tokyo.aadJZOnversely when they

came from Tokyo to Washington,which was our high .priority circuit,

Hie ﬁﬁ]dw e
they'd come by landl%ne from Petd¥e into Washington. Well Earl Cookﬁ}
faor‘Q Cooh,m HlieR dﬁle, :
Lt Ea;%—ecckﬁhwould every morning on his way to work come by the

cable company up in Washington and pick up-hell,they had a little dark
o L A
= p rhene

room a little room wpstairs with a camera in i%,and he-—woutd—takeatt
A

theJapanese—messcages—that he would be given all the Japanese messages

that had been filed or received that—day in the 24 hours preceding.

He would go into this little room, photograph them with this little

Kodak camera that he had set up thergAi;?the light stan%{énd then bring‘

the exposed film down to a dark room that we had set up in the Signal

Intelligence Se;vice,aad “L'd develop the film and print up the copies

immediatel%zgzsbihis was a matter of 30 or 40 minutes processing time
j&ause we sort of rushedf;focessing,acd e could in thoseAcases/and

I've seen this happen many times, we®%e had the messaggﬁzgd the trans-

lation in G2 and the Japs were still servicing the thing to make sure

ARR ¢ .
it had gotten through to TokyoA We had text of a lot of these messages)
H A
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and in any case we wanted to I'm Sure; acould have beaten the Japs
in processing. This is true of the l4-part message because we had
that text as it came in typed up and delivered while the Japanese

wetd Mﬁi rne

ing out one finger at §his typewriter trying to. produce

t Jidre N ‘ } Kuwsu/ (m, j’“% oo
that ssme copy that~Ama;q\and his sidekick needed for Hull. Perusus @AAF
Korus v, Hrnsy - . ) _ B \\Q"
NThat's correct. It didn't begin with an S. Noyras—yoa—can—see—fn ;§€EM497%3
a%g.as you can probably feel from what I've said in the few months Mayd“3m¢7
AR

preceding Pearl Harbor}the problems of collaboration had almost
totally disappeared between the two services and they had developed
a very good(modus vivend£ between them so that there was progréss
instead of hinderance, ead I think its important to note this because
as we look forward down into the post-war years this was one of the
strongest arguments the hhvy could offer in its presentation of its
case for continued separation of the two activities. Now during the
war years collaboration problems were nog-Aidn't offer much of a
hinderance to the efforthw1th the exception lets say of the weather
problem where the Aavy felt a strong respon51b111tykthey had to
satisfy the naval weather requirements and that they could not rely- -
o Al tis -
this wasAﬁhe service requirement-7X6u know the counterpart responsi-

bility principle was applied strictly to this in the\;l avy. Outside

of that of course the1érmy couldn't accept this because our planes

fly the same Hi!;@g; ships sail in we just couldn't seem to get this
A
across to the Navy/and if we did they weren't in a position to accept
little

it. Outside of this and maybe a couple of othepAproblems)collaboration

was magnificent between theyw. There was some j%fousy which see? to be

I T S S S R B LAY
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generated and I think this was more personal thing. It depended on
/& ’l—)/ 4 NS +C
the individual “mere than the service o£ who could get along better

" Cerdermane
with the Brltlsh but Red Gexdamen I think kept the Army pretty much
in line\and Smedberg, Capt Smedberg later Admiral Smedberg of the
Qavy, would ndt tolerate any nonsense, aad Sb the two chief partiesﬁ-

the army technicans and the navy technicians of Gcézghad no problems

that weren't immediately solved by the effectivé policies laid down

Ceovdenitin
by €ordaman- and Smedberg. But it's interesting to note they had to

A
lay down these policies because it seemed to be a sort of&spontaneous
thing that the service competitive spirit would tend to go up if you

didn't keep it under control}and the fact that they did have to

/
exercise control over it.as I saw it ,sort of says that it could ve

hadu + ren BliMmming la,/

happened if it weea—t\watched. Wel;/now things went along sw&mmag}y

if I can use that terh/until the end of the war and then we were
confronted on both sides with this kind of a situation. Both the

couldn't o
Army and the Ngvy knew that they A maintainnenormous work forces
that had been accumulated during the war in this cryptologic business.
So there was going to be a cutback, both in personnel and funds.

UJ(’U\& kQ [(GN I

Another very/very crucial point had to be decided. Early on iné@ﬁ—
the ﬁhvy decided that they could not afford to work on any diplomatic

system whatsoever}arzhey therefore announced to the Army that they

were dropping all diplomatic work.

Q: (\ wieg) WWI br WWII? .
U
A: WWII. This was early WWII"they announced they were dropping all

and -_.'HAzd's ‘\‘c*‘ :
They—hed a little bit on Itallan Jjuasss more token effort. The Army
A

had done most of the work on Floradora system This was Kullback's
. AT ks
‘;';;\;\:U - i xl U;:s 3 ": Lo (il'i \ll—bM
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GCerman outfit. Abe and his people had done some work on the Italian
systems, and the devy teed had a token effort and had a small force,a®d
xhey were having pretty good luck on the Italian as I recollect but

not much luck on the German. It was a little bit too much of a
problem and the load that theyA see, there was a lot of German naval

e
intercept and they had a lot to work on e/t,&t~wa5~aek1nd of dry

~

" \ J A _.)‘_
well they were pumping at that time because they heéﬁ—t.dldn t know

enough of about German cryptography. They of course learned from the
British about the German Enigma and that gave them a better opportunity
to produce intelligence. Now when the hévy made this decision early
\&,‘OU&U.A\.\E : "
on in WEE to drop diplomatic effort of course the Army was confronted
A !

with a corollary problem. Do we, in the Army, concentrate on the
military,or do we carry on for both the mrmy an vyfeerry on this

ilitary,or d for both the A a ba hi

A
work? Well I remember that one/General Carter Clafgygtrongly believed
that you would get useful military information out of what the diplo-
mats were saying’and he gave us no choice but to continue and went
out and worked very hard to get the authority and the funds and the
space and whatever other facilities we needé to continue this work
on the diplomatic materials. I can't help but feel like Claikjé;s
a greatﬁwiser maybe than his counterpart in the‘uavy. Because the
hLvy suddenly found itself in a I would say, stranded position at the
oA Wen 1L 4
end of WWII because they had no continuity, they had no work force
N

or anybody trained in dealing seh let's say, the Hagelin ciphers,
with the Floradora typeﬁ%erman codes,Athey didn't really appreciate
the magnificent capabilities which had been developed for dealing

s 5 8 i
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with key generation systems as exemplified.in the German one-time

pad system you see. We had developed in the A«rmy iz the German
A A
section had developed in the Army a technique for going behind the

text and finding out how the key was generated by the Germans to
produce what they call their one-time padsyand in effect the solution

to the one-time pad system was not the solution of the one-time
& ¢ et

system itself but of the machine that generated the one- time system.
A

And this was a sort of window into the wilderness that had never been

opened before/ and I am being critical now of the avy for its lack

of foresight in developing the broad base of cryptanalytie competence

that :Lt obv1ously would need in the years hopefully peaceful years - -

it W T - Jﬂ/\&\’
that followed WP, Well this problem the Aavy was confronted with
A :

A
was also translated into a problem the érmy had. Could the A-rmy
afford to carry on as big an operatlon{}lgd- its attack on theElomtlc
systems as it had been able to support during the war yeaﬂ And
the answer was} "It might bu£+was most doubtful if they could do the

ﬂ\\é WD
full job that was needed Y,B’ecause inevitably the funds could be cut

A
back and so we'd be drawn into the situation without the motivation
we had before the war to read the Japanese and German stuff because
the war was over andEthat time we didn't really recognize the
problem we had with Rus‘saiajl’ll talk about that a little later.
I might mention right now with reference to the Russian problem that

when@m&n and Bevin and Churchill sat down at Potsdam and we'd

known about the message in which the Japanese foreign office had
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directed the Ambassador}I believe was Sato_in Moscow, to get the

Russians to intercede with the,Kilies for a dishonorable peacq}é‘“

Fhe only caveat being that the integrity of the Imperial household

would be maintained and when that did not surface at these conferences/
I think some of us in Washington saw the handwriting on the wall.

I know I discussed with GZ/and‘we discussed it among ourselvesgzhat

4 £
= Iy R
P

the next big problem is going to be the Russian problém.l{Wé had
some effort that had been started on it. Clarke was a good man to
have in the intelligence business in our line of command because he

didn't trust any nation. He just said "Look they're your friends
Jn

today and they're enemies tomorrOW)and when they're on your side
AN

find out as much as you can about them because you can't when they
become your ememy.' And he said/"Now lets havevaiBrazilian section,

a Russian section, land have all these things/and lets take advantage

of the mistakes they're going to make in war so we'll be ahead of
them when the peace comes.'" And his philosophy was a real good one
and I'm glad I recorded it. Now, so we did have an effortlon the

: e/ /
Russian pro%iif_}nd we did other things;and I think we should have

a section on what we dié{ggithe Ruijiigygs another part of these
tapings. No%’lets draw a line and "see where we stand at about the
time in September of the last year of the war, that would be September
1946. |} The N;vy had no-diplomatid problemsj/ito sustain its organization.

They .dIdn't expect to have much of a havy cryptanalytic problem

;g vof
/il 0 tﬂ i wgp*((

becausgﬂmajor navie%«had been effectively neutralized. How could it
maintain its cryptanalytic continuity, its technical being unless it

had some live problems to work on? And where were the problems?

worswunsEe TR I wdtad
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Over at Arlington Hall Station because the:hLvy had turned over these

‘et

K
to the Arlington Hall Station people Net thats the Mavys the bind

(..

i v
the Havy was in. What was the bind the Army was in? Everybody was

wanting to go home. All the boys in uniform wanted to get out. Some

were better cryptanalysts like Art Leg?nson, Dale Marston, John Seymog/:;:ZiL
Walt Freed. I mention these names because I know them and they were %U;nmﬂ
good.,. Oliver Kirby}and just dozens and dozens and dozens ofvothers

who certainly were needed in the peacetime effort, post-war peacetime

effort, had businesses they had to go back to. Seymon was a lawyer.

0f course some of the people like Dalejand Roy Johnson;if;m Chittenden

to mention just three names had been grabbed right out of at the time
Upu ik
of graduation from college they were reserv1sté and they had never
gotten their feet established in the business world;and these were
prime candidates. These were the people we wewe wanted to keep, the
Herb Conleys, the Benson Buffhams, I can just name more and more of
them. Fresh out of college/right into the‘Army, right into Arlington
Hall Station, well trained, best trained group that you could hope for.
You could never duplicate this again in peacetime circumstances and we
didn't want to lose these. We wanted a positive thrust and this was
Clarke's doctrine. We wanted a positive thrust in the future into- -
continue this research in the cryptanalytic work. We'd found out how
much it paid off in the development of ECM)and our reinvention and
reconstruction of the Purple machine,and the solution of the one-time
tape generator that was used for the German one-time%aiﬁ?. These

were only three dramatic examples of the other things we hoped might
3N
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be achieved in the post-war years when we didn't have to submit ourselves

to the pressures of immediate production of intelligence. The end of

the war wiped out some of the cryptanalytic problems,and I think its

: i
quite obvious that there was no longer any effort required onjthree

{

major g%ligerents, namely Japan, Germany and Italy. These were our

three primary targets. The three priorities in the 1930s. Although

they had disappeared/other problems had begun to develop. §The main

. .two asg I.xecall. vere. the.Russian- ard- thre”

problem.

PL 86-36/50 USC 3605 And of course, there was the very early impulses on the part of the

. iﬁnqlligence community to understand what was happening in terms of

*the Rgd.Chigese movement which had been generated in South China.

/E]"?
T@ere was also the whole
: Proil Jo ok "

Middle East:cémplékhto be continued and in fact reinforced. South
“' Qh .
Amerlca/the:ishzg government/and there was a whole variety of rather

impressive list of countries that we needed to continue our effort on. Eé

. -

= From my‘viewpoint ai probably a very selfish viewpoint because in my
* position’in Armiithe Army effort I was responsible for these during
W o Wead - A

'KWWEI and/L was anxious to see the problems which we had kept going through-
y

.
[

* out the war.continued and that maybe we were able to do a better job

"in producing-intelligence from thg\if I can call them the non—égligerent

countries. THe kLvy had a very justifiable argument that if there was

.

no Japanese navy, no German navy, no ILtalian navy to work on how could

.

‘they keep the motivation alive in their cryptanalytic organizati

on
A /
" . - ! Z’(/{»7 {:,-
‘because certainly there wasn't enough in the required in the work,on the
i d > y ¢

A g
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= &S
because these systems were pretty trivial and the navys were not of

(4' LUTAS
much importance. I haven't’ mentloned theﬂ Ru531an navy because qulte
putlemr

obvious that was a tremendousﬁas well as thel navy} jput they
G
needed more thaﬂﬁgecause to develop the broad understafiding of crypt-

analysis it was essential. ./Ehey needeq to have reasonable examples
,(/{l,h Hepine p e Wwhetiei e
of lets say-ﬁ&%e%&n machines, Hebron machines, Enigmas or whatever
you might find them. So there.was a very strong reason for the hévy
to have some kind of a sustaining effort!and a reason foskgﬁstaining
of the effort would be live pr%&ems to work on.amd Chere was no
countering this argument becaugé»it was a solid argument. The %avy
also contende%;;;d I don't know whether this can be documented or not
I never worried about because I don't remember making any such promise
—— ¥l
myselfior anybody elsgA when the navy had dumped all the diplomatic
wori&éhey had been doing in the halls of the Signal Intelligence
Service over in the Eﬁmﬁxions Building that they had exacted a promise
from the Army thaﬁ the Army would hold them for safe keeping for the
war and then returned them at the end of the war. I didn't remember
that although it is quoted that I have been party to it.All I remember
iiywhat in the world am I going to do with all these files that the
Havy has lef%nand some of us must have beén real lucky in that we had
the wisdom to preserve the files because I think my reaction was to
seal them and store them;and thank the Lord becaﬁse when we started
the Pearl Harbor investigation the ﬂavy was real wild to get back to

these files and see if they were in tact and they were in tact and I
) A A
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think simply because omne s%%geént, Johnny Richardson, that I'd given

an ordeé?;hen I became a major; to keep these things properly

segregatedjanqrgis responsibility as a storage files officeriobeyed

the order strictly and it was just sheer luck I think that they

didn't get lost in the shuffle of the moves between the Hunitions

Building and the old Arlington Hall Girls School and“A”Building!and

finally they wound up in"B'Building in a little alcove that we'd set

aside for historical records. I don't believe this has been noted

in history anywhere else but that's about the way it was with ;eference

to the files that became so vital to the Eavy when they were defending

their positioq)because the,&rmy itself had to defend its position in

terms of the Pearl Harbor inquiry(éhich was undertaken after the war

was ove{L Now there were a lot of other kind of nasty préblems which

had to be solved,but I think the real problem which bothered}us was
da?

i
. I s 3 i 3
how do we sort thlsﬁout here and give the Havy something to sustain

its effort so it can so it can honestly go and get the manpower spaces
e A an |

and budget dollars to keep the proper kind offeffort for the hLvy.
Idl

Well,then the problem began to define itself. If we're going to do a

!

right kind of a job we're going to have something like, and l say it

proudly, this old B3, where we had the new cryptanalytic organization
oo < |

s

\ would be mainly the diplomatic effort on all the natioms of Fhe wizzzzg
‘W;giéh were then coordinated to support the military effort which would
need to be developed in case a situation like Pearl Harbor came about

againégo you'd have a force in being who was on top of the military
systems for the Army and the naval systems for the‘&avy. And some of

R T e B
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2 I ‘ opde Py
us ‘who were closer to the B3 operation.I wagéprobably the closest

ll A4 *ﬂ .
of,§nybody who was called on to argue e how we were going to
. d St

-
[l . +

cglljbogate after the war. I just couldn't find any justification

. .. -

for breaklng up this g01ng this viable organization which was pro-

. -
.

ductlva and ‘furning out translations regularly and achieving solutions

. * . .

and 1t-seemed to me a disaster if this had to be destroyed. Now this

= . .

is a very persongl viewpoint thet I had about it because here this

.
- .

was my baBy and I Just was of course trying to protect it. And I
- - . that
cauldn t°he’lp but feé;Athe arguments of the kavy were specious and

self serving,because they were not offset by the arguments that I

had developed.in my own mind for the necessity for preserving this

. - .

lLVlng,breathlng}produc1ng organlzatlon I guess this showed through

. LK-M€|/E,
pnetty clearly 1n our meetlng‘wheﬁ I was called on to testlfy,aaé I

.

.

think when the dec1sion was finally taken that some of the problems

wohld be moveé over to the Havy I recall protesting strongly that if

. .

they took the problgms they had better take the people and hire the

\ * ed a |
people had been tralntag the probIemS because we would lose our

.. 4

contlnulty and I'was ‘sure that it would take the Bgvy a good couple of

.
[

years to develop The problems with new peopie to the point that they'd
been reached in tHe Army /Tﬁls got through tgQ the intelligence people
. -#hﬁ””‘
who were part of tlie d13duss1ons and 1 scared/\‘I told them they
Fﬂ: .

* .

messages “and those who lived

.

wopldn't be getting

-l . '
on translationsVigot scared thats maybe the Havy

wouldn't produce them. And

was anothegﬁand was

anotherkand Near Eastern was another.[f And so finally the decision was

made, yes if the davy took a problem they would take a number of people

R WY sio
unwusuvuny
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amA — 7
in the sectionAwho would be willing to go.. For example, thefChinese

problem went over to the Havy or a segment of it. Then some
y . W.ren{ vy ﬁ\«
people would be picked up on “avy,\who had been previously Army/.and
A\

fhwy
then we would supplement this group by the assignment of some skilled
A

Havy people who were staying on in the post-war days. Well this was
I think]probably the best solution we could arrive at because we also
/
had the problem of a cutback in workforce; amd I think we did as well as

we could with this kind of solution, probably better than we could if

Ya 7,
we %\trled any other approach. Well over a period of about six or

dat \~
nine months this problem that started out as something to worry about/
[1(&&»/
became a real problemAas we began to move the people over and we could

NSRS
see what was happening, the rest of the workforce aad“low morale, the

. A /
escape of our mest skilled cryptanalysts from the uniform and in our
desire to keep the Kirbys, and the Buffhaﬁs, and the Conleys, and the
others that I mentioned earlier. We didn't want them to leave. We
wanted them to stay so we had to have slots created for them you see in
our civilian workforce. The problem just became a tremendous problem

At v a¢JL

anzbfrom where I satpl think quite honestly from where everybody sat
there was great doubt that we'd be able to keep enough of these
tremendously valuable military convertees on board to satisfy our
requirements. My answer to it was single service. Let the Army and
the gavy jointly carr%kéiéhe outfit;in one location/and work all these

problems together and separately assign naval and army personnel to the

unit. Give up either Arlington Hall Station or Naval Communications

N
Annex and just have one because this would be a step forward aad the
A
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achievement of unification and satisfyingrat the same,time/the services - -
and at the same time we would minimize the manpower and budget require~
ments that we'd have to seek in order to sustain the effort that we'd
dnd :
already developedAsﬂ-whlch we certainly shouldn't lose. I think its
interesting to note that everybody agreed that we shouldn't lose what
we'd achieved.The difference was in whether unification was the answer.
d k’,‘\v\-“-
Marshall andgeaé%e had some feelings and ideas about this problem,
and there was tensive agreement reached in certain letters between
K4
General Marshall and Admiral;Gaége-that the post-war effort should be
designed more or less on the basis of unified effort. I think you

cervespopdence
will find this :

b

somewhere in the archives.But there was

ol Witguermnda

an exchange of lettersA memorandum between the two in which they both

tentatively agreed that the unification consideration should be explored.

The judgment was that this would be probably necessary if the work

was to be continued. What brought the thing to a head though was,z%vé;«
)1 believey

the decision was takenhby Congresgjand the bill was passed setting up

the Department of Defense with three services, Army, Navy and Air Force.

Ck’\’ cucee
Because Allxeﬁ—a—suéden it became evident to both the Army and Navy that
’ Hicne
the-Air Force was going need was going to have to be another step in
aud i

this divisionathat some of the problems which the Army had kept and was

responsible for and some of the problems that had been turned over to

]

the Navy would have to be again divided up and the Air Force given some.
by :
aa&‘fhis was further complicatedAthe fact that the Air Force Headquarters

was in San Antonio which was hardly within commuting distance.

Uililw bhie ¥i0 wiwitisdid Wiiltiditaince Ditamt
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The Air Force in its move to Brooks Field of course generated another

)

problem as it contemplated its organization headquarters in San Antonio

A

.

"
because it was a lot further from Arlington Hall Stationf{the Naval
Communications Annex Breeks=Fiwid than it was just across town between
the two local stations et ‘the further complication of distance added
(P o] 1) e
to the division of the effort wexre-the most distressing thing to
contemplate. Things got a little bit out of our hands. The respons-
ibility for making this decision and thrashing it out among us was
s i
taken away from us by the Secretary Royal who,at that time was Secretary
(CL-«)—I\\

of the ArmXAwho had heard about the intentions of the Air Force to set

up this third SIGINT effort,sad‘ﬁe was already a little bit distressed

”
LA
s

about the problems that had been reported to him thatharisen between
A / . . e .

the Army and havy in trying to divide up the Washington effort. He

talked to Mr. Foﬁ%stal'about thise - MRy Fog%stal being the first

Secretary of Defense and considerably ﬁavy oriented because of his

naval experience at the secretarial leve%«and as a result of Royal's
interests in conserving both money and preservingwf mean both conserving
money and preserving continuity/Fogéstal arrived at the solution.awmd-
I'm not so sure that this ggkghe best thing he could have done because
he might have made a decisionsl guess thaes the fault I find with.¥.
He set up a board to study the problem. Well the problem had already

{ This)
been studied by the people who were most knowledgableyawd -the- board
simply took it out of the domain of the people who understood the

problem and put it into the domain of people who were responsible for

making decisions witnout maybe too much knowledge of what they were

i
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deciding about. So a board was set up and. on it were representatives
off G2 and Arlington Hall étatioa; Col Hayes,who was the head of ‘the

Army Security Agency at that time ywas a proper member of the board‘

(d,uC\) (\9?’

I was a sort of secondary member, Zhe head of the special branch'was
also a member. These two positions were matched by the analogous
positions in the Havy and Air fbrce.so—and‘Ehen there was a chairman
of the board and I/ia this point in time/cannot identify who was the
chairman. The board took its time in getting started. I suspected

at the time and I have no reason to believe otherwise today that the
(:‘JW/S‘S f\
Navy and Air Ebrce~dfug—the1r feet in the hope that time would solve

the problem and they wouldn't have to be confronted with ewe unification »

-t\k\d
“ﬂé‘JuSt hoped 1t would go away But it didn't go away because the

9 pudy
pressures and manpower kept becoming 1ncrea51ng\ev1dent and some

QU%)
response had to be given to themraad~€he,ﬁir E%rce was, having trouble

in getting justification for its budget ;c-Brooks Field because the
problemﬁpgg;e still in an unresolved state. So despite their reluctance
to deal with the problem it was forced on all; the Navy and Air Ebrce
reluctantly>and happily in terms of the‘érmy because the Army had made

e . . . . Beling
up its mind it was for unification. We believed in it. General Boeing
believed in it. A' Clarke believed in it. Hayes believed in it/and
those of us who had seen the way Arlington Hall Station had worked also
believed in it;and—%é thought it was an essential thing from the COMSEC
viewpoint. So the Army was solid for unification and of course out of
agreement with the Havy and Air Ebrce. I don't think the Air E%rce

really knew what it was proposing because the peopledand I do this not

with the intention of denlgratlng the membershlp of the Alr f%rce on~Hn¢




86

——

board but they just didn't have anybody who was knowledgeable. We
A Sawichanis
found it most difficult to make ourselves understood by the ﬁir %%rce
A
members when we tried to explain a point dealing with the handllng

/:Jbﬂﬂii’

ofAEheAproblem. These discussions of the board resulted in several
proposals. I remember every week came gﬁa;as a new proposal- that (¢
the Air E%rce would have a proposalland the havy would have a proposal:
aﬂdufhen the,éir gbrce and the &avy would joing their proposals.amd
Eheafrhe Army would come in with a counterproposal,and the whiter
the havy—Alr Force proposals got, the P}acker in contrast«déll the
244
more diversified the Havyﬁﬁlr forceﬂbgzame, the more’unified the
Army proposal became,if I can do a pun ,and so the situation instead
A ’ ’

oﬁ\betteriﬂg got worse. I look back with a certain amount of dissatis-
faction on my role in these discussions becau;e I remember the first
time I was called on, IAgot up and made an impassioned speech for
unification threatening the loss of any continuity that had been
developed by the Army during the war and the thrust of this was that
I didn't think the “avy and the Air fbrce could do what the Army had
donZi?gl the interpretation given to it. It was a very poorly chosen
preséntation that IAéEg:but quite honest and from the heart and I would
probably do it today if I had to do it over again. As a result of this
I became persona non grata to everybody except the Army who was on this
committee afd Bretty soon the Navy and Air Ebrce proposed that I be
replaced by somebody else. Hayes declined to replace me, but said I

any longer .
would not sit at the tablesbut I would certainly be there in support

of you. Well this was a half victory for both of us and in counsel

Belhvng piece
with-Eeeiég and Clarke and Hayes I was encouraged to speak my pe=mce
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fully and clearly and as emotionally as I saw fit/and>if they couldn't
They didn't discourage ‘me at

Pick up the pieces it was just too bad.
all and I'm grateful for tha%;but I think that I might have used better

y
judgment in presenting my arguments. Actually most of the Armygstaff

work on this was done in the intelligence division which had come into

being at—edre as we reorganized the war time effort to the upcoming
peace time effort,amd I think this was a healthy thing we did in the

Army]and it does have a bearing on the unification problem,gb I might

describe how the Army concept of dealing with the cryptologic problem
It was evident that we had to have the best épecialist

was exemplified.

I
we could find in COMSEC,3=d40ur concept COMSEC was more important then

COMINT and why?
A

EO 3.3b(1)
OGA
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Madam X out at Arlington Hall Station.

Well there was a little bit of that in their attitude but we had at
whatever cost to protect our own communica;ions/and COMINT whiie
interesting from an intelligence viewpoint was important tgé large
degree because it enabled us to have a better understanding of the
weakness of the cryptographic systems which then we could fold over
into the improvement of our own systems. Now this was.a little bit of
the Arlington Hall view so we made sure that our COMSEC organization
was properly staffed. Then we realized that there was a great quantity
"k’(}‘\&"’\.’\. L\ .

of effort ;hat had to be exFended {fkthe production of intelligence
and exploitation of intercepted messages:amd $0 this became the
intelligence branch of Arlington Hall Station. So we had thg&wo poles
COMSEC and COMINT. Then thereAw%;ey; great and most important area of the
development of new techniques and equipmen;}gomputers we now realize
were important. We kind of got stopped on our investigations into

Us A4€
computera«&u:ing:in satisfying the needs of the wartime efforts8o one
of the domains that had to be fully explored was what could we do in

the development of computers that would enable us better to solve

foreign systems and better to evaluate our own systems, st Vé saw in

the analogs of the Enigma that the|British call the Bombe and our

tw
,Né looked on these as OnlYASIE?
-\ "—&4—.‘;_ ’
in the direction of mest sophisticated,
the
real'high—speed electronic devices.erant its a dream/but/\ dream was

interim solution in a feeble effo

there and the vision was thereLaad‘*k looked on this research and

development component that we had visualized as administering the new
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wer :
~werd- in development of high speed dbv1ces,,better means of intercept,

)

and whatever was needed in support of both “the
COMSEC and COMINT efforgz?guld be developed rﬁght there and we would
have the best experts we could find turning jir rains og1the solutiong
of the problems which had been generated by the COMSEC and\COMINT efforts.
Alsg we visualized this central function as a place where thé COMSEC
and the COMINT would be married. We could see from our wartime

e
experience that people who wsmhﬁ%nylnvolved in the day-to-day production
of COMSEC materials were so preoccupied that they might not have the

time to do the thinking and learn about the cryptanalytic

techniques that were important. Conversely the people who were dealing
Hao
with the day-to-day production of intelligencg,Fxploitation of intercept/

would be so preoccupied with that they would let slide the marrying of

the COMSEC/COMINT interests & necessary for the improvemaent-of the

; (#Lw\“—w MY
development of new and improved systems:aaﬂ‘*é saw, ,the concept of +he

(eHab)
research and developmeng‘sitting between the COMSEC and the COMINI)
where the work was done for both efforts;would be a better admlnlstratlve

+ develzpment

arrangement than having two separate research‘Prganlzations, one in
support of COMSEC and one in support of COMINT. So the three legged,
the triumvirate concept is the one we bought,asd I think this is
important to note because this was the theory behind the Armyé proposal
for unification that it developed. Now in contrast to the¢$concept
that the &rmy had proposed}the Qavy and kir ﬁ%rce had a variety of
concepts. I'm not sure that the Air Ebrce really ever crystallized

in its own thinking what kind of an organization it wanted to set up.

by the by virtue of their association with the “avy

X i e Py

I think they were




as being opposed to unificatiogjggsggsgge—acceptiﬂg the hLvy solution

to this future problem)and the Qavy in its efforts to overcome the

AIU&E solid position on unification tried tojas I mentioned eariieg a

variety of sugéestions. I think one of them is worthy of note/and

I will give a little bit of the backgrounﬁkhythey latched on to this

and pressed it to the degfee they did. We found that toward the end

of the war there were a variety of things that just weren't getting

coordinated.aad $o I believe Billy Friedman had proposed the establishment

of some kind of a coordinating committee which insured .shat the full

and free flow of technical information between the cryptanalysﬁs _

of the,érmy(érlington Hall Statio%)and the Hévy cryptanalysts.. I don't

think this was really needed but it did serve to bring out into the open

some of the problems thgebbeen festering between te organizations...
‘/fittle problems which if you didn't watch and solve could become big

problems. <&%d Fhere were a few of thes%kzhe weather problem I mentioned

earlier was—ealy was probably the biggest one,and there were other little
%lf;éégzziing with plaintext, division of intercept, keeping of records,

what to do aboué;;ell one of the important things that developed was

/

how do you record technical successes? How do you perpetuate and pass dFL

knowledgezggr example}if you solve a new Japanese systey} hpw do you

Pcd

. 4
insure that knowledge gets to other people who could use its && these

ae G
were the kind of problems that we had tried to achieve some kimd of

we'd
solution for in the Army and was set up under a fellow by the name of

Maloneyi and Miss Margaret Hancoc%g\a little bit of a cryptdogic

(4. ;{?&% Cgvn VY\A)
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storehouse of 1nformat10n. ‘é?;ii#qg;eshsd_the Egvy had matched this

S0 we were making some effort to get this exchange going and it ‘was
pretty successful. But some of the nastier problems like the weather
problem just didnt get resolved at this level and had to be dealt with
at a higher echelon. Actually I don't think the higher echelon really
knew what to do about these pProblems so they were quite glad to have
Friedmanbproposal to set up a coordinating committee accepted and we
called this the Technical Exchange Committee to start with, I believe
we called it "TEC" and some of us punned TICTACIOE you see to boot.
It worked after a fashion and we supported it and did participéte in
Cotlabord Fien
it}but I think the back-of-the-scenesﬂcontinued to satisfy our major
hungers much better than this committee. Well pretty soon this committee
+tself got itself seized by trying to solve the unification problem.
And then it became apparent that this miight be a useful g%gick if the

hﬁvy and Air Eﬁrce accepted this as a solution because the comnjttee I think

itself wanted to perpetuate itself, wanted to become more responsible.

Then we also had another problem and that wasdthe liaison problem w1th

—’kzhe British you see. What were we going to do with the British after the
war became a very important thing in &%e both the krmy and Havy beeeuse

“o we continue this collab$¥atlon in peacet%gg/éra/or is it better to

(UL& T
stop it for security reasons -er go back™to our isolationist position in

A

E - 7
terms of technical collaboragioﬁ and, just what do we do. Well most of

L
us who had worked closely with the British kind of felt like they were

*

E going to suffer ffom the same kind of problem54we did,smd E&en though

they were obviously going to hawe much less money\than the American
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e

ﬁ community to 1nyest in cryétanalytlc work they also had a longngngV/
successfully carrying on this kind of effort even with a minimum of
support, financial and manpower.|f And we thought it would be useful
even though they might be smaller than either the Army or Havy eyon
if we did havetég or even if we had three. It was to our advantage
to continue this because we were aware at that time that theflRussian

and Chinese prdblems, the communist problem if you will, was the big

problem ahead of us] Now there was then a structure devised and this
sort of grew out of the kind of problems generated by fthe collaboration
with the British in which among other things, there was an LG set up.

I

This was the 1liaison group.

EO 3.3b (1)
OGA

- Then there was

* m /‘ ¢ 4 Sy
*sanother group which«COMSEC coordination kind og‘thing set up and then
g A g A

*
M

théép was a cryptanalytic exchange group. I was deeply involved in the’

00
.

cryptanalytlc because of my position as the head of the intelligence

. * , - o
*

division so I.Wag pretty well involved in this, amd I was also deeply

r‘\

\\ interested in what, was doing because he was getting in my

|
hair with his'liaison’group»bee&nsg;l didn't want to filter the tech;;;;I\\

i

exchange betWan the cryptanalyst-aaé the intelligence division and the }

cryptanalyst in the \Javy and tl’\x‘é .cryptanalyst in Britain through a

. o Ty
bunch of unkr?xoleed%éble peop],.e/‘é\hat Drepresented 2 he had _
/»’

(:Bgver been in ; COMIgmeﬁsiness §§ a practicing cryptanalyst;g—;;;’;hese

a " i
I mention not as great problems but'the kind of problems thakaept coming
A
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~to-—get—ea good answers- ,Wéll/while everybody wanted to get a good answer
to them/nobody was willing to accept the other guyg solution.smd khis
is no way to be successful in the COMINT/COMSEC business. Now this
technical liaison group)the coordinating group; then all of a sudden

got itself involved in a lot of these things and looked like it might

be a good way ax&umd to avoid the problems that were being otherwise

. generated. So from this came the basic proposal that the evils, the

post-war evils, be solved by some kind of a coordination mechanism .zexd
’E%nally the one which came out involved not only the technical‘exchanggf
which had grown up from the requirements from the Army and hEvy group,
but bmd-fi2ally got over into the intelligence requirements.amd Ekhen

it became known jas the IntelligenceA the CIBA fommunications Intelligence

ter

Board. So the CIBSTA’N? ~and then we got such things as the

&t

Army/Navy Intelligence Organizationraﬁé—fhen State got into it and it
A

became STANCIBjaAE]I don't know what happened when the Air Force came
in... I kind of forgottegibut these kind of things grew up sort of as
ant;aotes to the poison of lack of unification. I'm sure these dis-
cussions aré‘ghe problems are well documented ;;d the deliberations of
this committee. Incidentally I believe it was known as the Stone Board
because of Admiral Earl E. Stone who was the head of i%land if you want
to dig into theiﬂfchives and pick out the Stone Board reports you'll
get the whole story much better than I can recall it.

Were they doing any Stonewalling?

Not the way Nixon did.

Now lets kind of get down to how this mess was resolved. Finally the

e ——
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Stone Board agreed that it would turn in a.report. The Navy and Air
e . :

Force:stonewalledly'opposed the split report. The Army had just as

'stonwalledly'declined to send in a unamimous report or declined to

in
send in a compromise reportAwhich only the things that were agreed

upon would be reported og/ani the rest of them wouia—be unresolved.

So the;ﬁrmy wrote a minority report and put the stamp of final approval
on it and said this is going up regardless of what the Board puts up,
<aaé\fou Axmy and you Navy and you Air Eorce get together and write
whatever kind of report you want and call it whatever you want to but
this is the Army answer to the problem that we've been charged.with
andj%%; Stone Board is responsible for,a®d Alex Bolling authenticated
this stand and that's where we stopped. Well this brought the whole
doggone series of dialogues to an end‘§;om the back rooms of Arlington
Hall Station N\aval éemmunications Annex

J )

the Adir E%rce had its headquarters) /I% just all jelled into a split

and the Pentagon rooms where

réport with what they @dded they called the minority report which was

oo
the Army solution)and the majority reportﬁshe Board report which was

the joint Wavy/Air force. Well this went up to Forestals office with

Stone's letter saying that the committee had performed its function and
7

ﬂjf thought there was nothing else they could do. I don't know whether

he dissolved the committee or not/but anyhow things got awful quiet ﬁgi

a while so far as the Stone Board was concerned.gut things got worse so

far as what we were trying to do because the Lir Force came in and insisted

P VI COR Ty Clriimee ~
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Lo Lt
they have some of the problemsjyou;se%,withctkat'authority and before

(imere)

the Secretary of Defense had solved the problem,amd I think onefinteresting
: /

thing happened that I need to tape,because it might otherwise be lost/

e d'\
was\in this interim[;he FBI began to raise its voice and say it wanted

a cryptanalytic organization. #d I think it was within this time

L

»

. h
frameiand I believe ¢he my friend Ham Wright really got boxed in on
. A\

this one because hisinterpretationsof his—instructions when the

Bureau representatives came down to see what kind of effort they could

undertake he interpreted the instructions that if they found something

they could usefully undertake that he would turn over tﬁe responsibility

to the Bureau for this cryptanalytic effort. Well,unfortunately for

Hamm he chose and did in fact start to turn over ome or two or three

problems éﬁé%@fze Navy had taken over from the Ammyreﬁd'ﬂe couldn't

have pulled a bigger bobboo if he'd sat down and planned it for two

years because what did this do? It just proved the Army's point that
(=) the

you couldn't trust the Navy and if you turned these problem%\first

thing you know they'd just be shuffled around just like a new deal every

year or two,you see. The Buz;ig wanted the probleq;so the hﬁvy gave it-

to them;] There was a secondﬁiﬁ the loss of continuity and this was a

——

beautiful one. I remember being real angry about this, not at Ham@\but
at the stupidity of the act because it waiJcomplete contradiction of
everything that I had believed in and I wanted to see happen. So Dink

Hayes who was the head of Arlington Hall Station at that time was atha

CJO or Coordinator of Joint Operations and when I reported this transfer

ta

to Hayes, Hayes was as angry as I was and he wasn't angry because I wasx ¢ ©

«
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He was angry because he believed this agAL>did. ~&ad'hk called up

Admiral Stone{and he ordered Stone as CJO not ,to permit these pfoblems

to be turned to the Eavyeaad—fhen there was a hell éf a big conference

which I attended

in Hayes'office the next daypin which Stone and Wengerg and Hamm Wright - -
, gt

and poor‘Hamé sat there like a dog with his tail between his legs being

beaten by both Hayes who did everything but call him stupidjbut that

was quite clear that Hayes thought this was a terribly stupid thing,

and Stone and Wengertjon their part,denying any responsibility for this;

so poor old Ham# took the beating. But I think I think this shook

Stone up. I think he began to understand what we were trying £6k~the

point we were trying to makecend\ﬂﬁth this sort of in the background

I think the “avy was a little bit weaker in its pressure than it was

before. Now I've told this story of the turnoveﬁk?i?e problems of the

?’6?: BureaEXsort of out of context. I don't know whether it fits into the
, . vA*M&A;Hmkﬁw
Stone Board report or not because I'm sure that it would not show up4

but .
f?his is the kind of thing that was happening and had to be resolved.

!aaé Until the unification question had been settled this is an example
of the kind of thing that was going to keep coming up time after time
again and which there would never be aﬁy good answer for because there
was no authority for that except the somewhat questionable authority
of the CJO,and’Zf I'd had been Stone I1'd called Dink Hayes and said
"Buddy, you got no authority over me. I got the problems. I can do
with-them as I, Earl Stone please. I am an Admiral in the Havy and
I rank you Colonel." and that's the way that I would have handled it,

. E‘!
e W s
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But I don't think I would have made that judgment to start with. But
this was a very fiui&, flexible,‘honsensical situation.-and most.distress-

U n
ing to those of us who were at the crgx, who were at the meeting point-

-~ be tauls
oﬁ\at the crossroads where the problems met beeease)you seeﬁthere were

] Y‘C(.LC{
just so many problems coming in from ever%Lheﬁe-that we just couldn't
: A

deal with them. amd Vé couldn't do our work, because there was no way
' fattered

of solving these problems.BanauseNFhey just stayed and metted and

hattewd nattered

natted- and natted

and laid on our back. Now I'm a little emotional

about this because of the terrible way to do the things that needed to

be don%\becauseAFhe cutbacks, we had to cu7 ack the forces’4 we had

to figure out who we needed to keep in the business; what to do about

the Kifbys, and Buffhams, and Conleys$ what to do about the other kinds
Jjust
of things that werejpwith us and needed immediate decision[and then

there were budget cuts. How do we get money for this project? What
- e
do we do here? fjHow do we get better intercept for the Russian problem? ?

And all these things were just raising hell all over the lot and tha®s
the ans that we found. Well it was quiet as far as the Stone Board

was concerned but it wasn't quiet so far as the problem solving was
concernedj /f; just got worse.aadrrhenwunfortunately,something happened
to Mr. Foa?stal. He committed suicide. I've got to go back and correct
part of this tape. I said Johnson. It was Kenneth Royal. Did I
mention Royal who was - then I was correct. But Lou%é Johnson then
became Secretary of Defense and took over after Fofgstafs suicide, af

A

He got General Joe McNarney to come and work half-time in his office

O LT T T
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and McNarney's problem his éssignment was to go through the unfinished

business left by Mr. Fox;:éstal‘ amé-In his search of these files that

‘il ’,.j .
For%sta%AMcNarney found this split report and he took it away and he

rte
studied em# Mr. Johnson had emphasized his interest in doing whatever
A

they \could Possiblndo to satisfy Mr. Truman's charge to him that in

the creation of the three services the new Secretary of Defense would
emphasize the principles of efficiency and economy in developing the

new organization. This was sort ofjﬁewatchword of the instructions
conveyed by Johnson to General McNarnex»&&é-En reading the,Army report,
for some lucky reason, we had written as two of the major advanﬁages

that this would be more efficient and more economical,and they stood

out just like red letters in the new testament. How lucky can you get?
You know one of the mottos of a cryptanalyst iiylt's lot better to be
lucky than smart." So this stuck in McNarney's mind and he went in to
see Mr. Johnson.aa&-ue pointed & ou%*vthese particular aspects of the
report, namely that the Army could claim economy and efficiency but the
Air f%rce/aa% “;vy solution did not claim it. Mr. Johnson made a simple
decision. He said "Well)Mr. Truman has told milihe President has told me
that I got to do some efficiency and economy}and if the Army thinks

§b
this is efficient and economical, we'll do iﬁ/”' and what do we do?

i
!

Let him know what you're doing. Not only will this show that you're

(alsod

but it will be evidentéthat you're getting some-
A

a ?
McNarney said why don't we talk it over 'with Mr. Truman!VZhe President.

working hard on this’

. | :
thing done in this direction,‘and gb Truman,when he heard that the Army

}
said that it would be more economical and efficient’he said}fﬁat's for

a3 44 i ‘\4;:’:‘&2’1:":‘—...‘_.;;'; sk
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us boys, I'll initial it:;;é-[heqlit happened. It happened. It
came in the room like a thief in ;he night. Nobody kneW'thatPhNérney
and Johnson were. going up and dea%waith this problem with Trumaﬁ,
-beemuse E;erybody thtought it got lost in Foégstafs papers, and of
course the &avy and &ir Ebrce were real happy because they had bought
a lot moré time. Well we were very much shocked when Bolling called
Clark, Hayes and myself over to his office and tqld us what had
happened. Then Bolling charged Clark?with the responsibility for
drafting the implementing orde§;?tiiso charged Claréy;ith the
responsibility for doing whatever else negded to be done on the.part
of the Army to satisfy the requirements z;-this decision by Secretary
of Defense. Weil about that time we saw the draft of the letter
approving this which McNarney had drafted for Johnsors signature. I
think iés in the Stone Board file. 1Its a beautiful)terse}two—paragraph
lettergv/Tﬁe intent of thch is vividly clear. You will consolidate.
And it doesn't say ho& you do it)but it sets parameters for comnsolidation
limite%ithose measures which insure efficiency and economy anq«tﬁese will
be the guiding principles under the consolidation. Obviously the next
step after the Secretary of Defense had made the decision for unification
was the creation of some kind of organization which would in fact unify
the 4rmy, Wavy and Air fbrce efforts. A blueprint had been presented
by the A{my for a so-called Armed Forces Security Agency and McNarney
looked upon this as probably being the best that could be done at that

point in timg}{o.it was inevitable that an Armed Forces Security Agency

would be formed because there wasn't any kind of a better thing to be
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adopted. The general organization was along the lines of a central/

three~pronged Cpﬁ4¢¢/c¢ﬁiﬁf/R&D structure with such things as

/,

'Administration,,Zéaining and/fiaison in a staff level. These were

the important things. There were other things. Policy/géaffﬂpad to
2L
be provided for. 4nd [hen there had to be some provisioqffor what
erroneously
somebodyﬂcalled the residual services which would remain with the

Army, Qavy and Air Eﬁrce because)even though we wanted to consolidate
the cryptanalytic organizations, we felt that the intercept should

not be consolidated and that the services should be held tightly
responsible for the production of intercept both for the counterpart
responsibilities and for the consolidated requpsibilities in which
mainly in peacetime would be developed around‘é%fort n the diplomatic
problems an@ whate?er'active military problems could be dealt with at
the consolidated_level; We rather insisted in the ﬁrmy tepor?{;;d this

was followed that the main thrust of the effort on the military systems
A :

would be conducted in\gfpximity to the diplomatic systems§because in

the case of some of the problems it was evident the cryptologic

principles the cryptographic principles were generally followed through--
sl Prussccp@ly AT Glipund #owrwguadr
HN’ She rv1ce§a¢ We 1 a good example was the German because the

German army and air and navy all used the Enigma device with slight

modifications’but the basic principles of the Bombe which was used for

)
solving them applied all across,&ssd Ghly minor modlflcatlonsllf you
S ko
w1ll{had to be made to the Bombe @® effectlvely operate on traffic of
A

any service. We had a lot of problems. The problems didn't just goyuk

away right quick overnight because of the consolidation. Such things
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as moving the Navy SIGINT effort overjgﬁ,Arlington Hall Station, and
the.Army COMSEC effOrt;over&zz the Naval Security Station’ where the
location of the Director's office was going to be) where the lécation
of the staff components) training’ whatever else was needed, what
kind of an organization would take place in the services for the

three cryptologic services and.how these would be resolved®. But

this all had to be done within a sort of sudden timeframe because

once the Secretary of Defense gives an order, it gets implemented or
it did in those days, I hope it still does, if it's a good order.

Now my role in this thing I might talk about a little bit becaﬁse I
was directly involved as being the head of the intelligence division
of the Army Security Agency. I was directly involved with making sure
tgﬁtpeople in the Army Securlty Agency fitted into the new organization.

A
’lZo, e
Regg%e—Mason, Capt Mason, was selected as the head of this newéAFSA

Intelllgence D1v131on I forget what its name was. I think it was

AFSA OZ%because we we:t to sort of cover names in those days. So

ilusie

was head offf AFSA 02 Because I was a c1v1llan/I wag\and the

senior member in the rmX« 1t didn't make any difference whether you
were civilian or military you could have command responsibilities but
seemed like with some concept which the “avy and Air Eérce had the

‘ o
command positions would be held by &he rezular kruw, mavy or kir Force

A

officer rather than a civilian. I think Ré%giéwwas a good choice]and
wn MQ\A\M ROSlye ‘
I alse—think REFSie was named as|AFSA 02L4ad I didn't at all mind beingAwM“i

A

aA%%?ﬁﬂq 1 T—
Ais AFSA 02A\I believa a9~ 1 was called because 1 was responsible for

RN I WS LY
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3 fgc/mn(‘n/
1nsur1ng[progress was maintained within the organization. That was

my job responsibility but my actual duties were to make sure the Army
and Havy outfit so far as the Army members were concerned, were organ-

ized so they got along and there were no personality conflicts and

N -
il e

there was fairness, fair treatment given to all concerned. (We had a

i) - - -

couple of problems that came up, more personality problems because

/7

Réég¥e:got along so well together these problems were resolved just as

they began to appear. We just did not tolerate ‘any maliciousness or
If
any interservice fighting. fiwe found a clique of Army lovers fighting

a clique of Navy lovers, we'd beat the heads of both together and nobody

{,(l\g_ L ;'V\(‘L\ - L-VV\(-'»L'\'L‘;"‘\,-\
came out with honot)and pretty soon word got around and the«a&g&%geien
A

went along pretty smoothly. Of course/there was always this undercurrent

of "he's Army - he's Navy" and that kept going on and still probably

)L/r 2wt p‘w’%x.fé 2 - ,"» Z/e’

goes omn. /]I c0uld name a couple I saw Just “as I walked out the door

after my retirement ceremoney but I won't,ead I don't think we'll ever

M

get away from that as long as there 1sﬁsubstant1al residue of the two
services and I don't know if its a bad idea for it to be there because

as I look back and this is one of the strong hLvy points opposed-#-
A

v = =
%pp051t10n to consolidation that the competitive spirit is a useful

A

thing to have happen #md if you wanted to develop a good cryptanalytic
organlzatlon;2xcept for some reason I- luw';rgued that it'swas better

to fight the enemy than it is your friend. In due course the organi-
zation started producing again. {t-was a ézahet feeling expressed )
particularly on the part of the people who originally worked for the

Army;Ehen when the problems were transferred to the Aavy they were

picked up on Navy roles and now they were shuttled back from Nebraska
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Avenue and had to move bac

seemed to be a most unfair thin% but we made arrangements whereby they
could be given other jobs in other parts of the organization,and(&ranted
this wasn't a very efficient way of dealing with the problenybut it

was a humane way of dealing with the problem and finally tHese difficulties
began to disappear and AFSA settled down to getting on with its work.

Of course the égg;gé%;ggiof AFSA was only the beginning of another

series of adjustments that had to be made in the‘organizational structure
that dealt with intelligence and COMINT and security;_Ehat's COMSEC
security. For example, the term Armed Forces Securify Agency/thch had
sort of been proposed by McNarney as the appellation of the new
organization/had the connotation that it dealt only with the problems

of the Armed ForcesA the Army, the Navy and the Air Forcefand almost

fou :
to find out the responsibility of AFSA.em doing anything on the diplomatic

——

trafficA clandestine traffic which was required by CIA, and the internal
U.S. traffic which would be the responsibility of the FBI.@ A committee
was formed, an advisory committee if you will, to the Director of AFSA

which was an outgrowth of this extensive concept that had been developed

/ earlier,fjand the question was whether CIA, the newly organized Central

!’
|
i

Intelligence Agency, which had no roots at all in the COMINT production

Lo te
business)and whose activitnge that point in time

EO 3.3b(1)
OGA

,r
i [tertainly there was no question in the minds of anybody thatXCIA was to

hy
ol
do the kind of job that it had been charge%x Zhat it would have to have

the Output,But it was also quite evident at that point in time that yoi]
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ccu/in'fu\intelligently run a COMINT producing outfit,and I'm talking only

- A

about COMINT in iggi contexﬁ\without some sort of a feedback of -
S

requirements from the intelligence consumers,aadnthis lead to a series

of discussions and finally the problem was resolved somewhat along

these liﬁesfiééithe name AFSA, Armed Forces Security Agency, was

changed to National Security Agenc%?because the connotation of National

Security Agency embraced the réquirements of the other elements of

the govermment who had an interest over and above the three military

services. The line of command was also changed from a lower echelon

in the Department of Defense I forget now but I think it was the
. A (4\.!’ & ‘3/ \'&K)
Chairman of the Joint Chiefs of StafﬁAat that level that the AFSA
reported to and the new Natifhal Security Agency was elevated to the
directly

position of reporting«to the Secretary of Defense. In due course

a National Security Intelligence Directive known as NSCIDs, NSCID 9

as I recall specifically dealt with the organization and the respon-

sibilities of the National Security Agency in its relationship with the

so-called consumer agencies as well as the military agencies. This

tended to resolve a lot of the nattering problems because it gave us
adyudicarimn

a sort of code of lawsthat could be applied in the ~judication of any
A

conflict of nesponsibilitiesfand laid out pretty clearly the role of

the cryptologic services as well as AFSA and the consumer agencieﬁland

I think most happily indicated that all cryptanalytic work would be

done within the National Security Agencyi-éryptanalytic in the sense

of the COMINT production activity and the exploitation. But it took
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away from NSA the responsibility for evaluation and reporting and

left these functions with the so-called consumer agencies. Now history
e ' RULSA
has sort of developed another modus vivendi so far as this reporting 44 /

but I think these are proper developmentg susbsequent to the resolution
. before
of the basic conflicts in responsibility which were pressed- . NSA

was called NSA and the NSCID was written. I think it is important to

[/I'/f{_,u(/(
note because its effect isn't normally observed ;akthe working componeafi

of NSA;N;omethlng else that the NSQID 9 provided foa and that was a

special committee of USIB called/:iSpecial Committee and it was comprised
of the Secretary of State, Secretary of Defense and involved the

Director of NSA. So this $pecial fommittee made the decisions about

the real difficult decisions,égz{was supposed to resolve the real

difficult decisions. I know of only one instance they dealt with that
amounted to anything}so when the NSCID 5 replaced the NSCID 9Lj:£cidentally,
I don't remember the full details of this one problem they haéfbut it

was not mucﬁAﬁeally not too well resolved by the<§pecial.épmmittee
because they?ggin't have the understanding of the problem that was
necessary., Hwasn't a singl%;gffirmative or negative answer. It was

a continugﬁ; review/and you just don't impose on the Secretary of

State and the Secretary of Defense this continued responsibility of
dealing with the same problem over and over again as it evolveii So
when NSCID 5 replaced NSCID 9[and I got this word from Allen Dulles
himself, it would be useless for us to perpetuate this special committee

but the full responsibilities for the policy making apparatus which

g

direcﬁedAdeveloped the policy considerations followed by the Secretary
of Defense in his administration of the Naté%al Security Agency would

be laid down by the USIB committee. This seemed to work out alright
uwmh'r‘”"”“"f’”“'7?fﬁ?fﬁﬁﬁ“
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because I followed the Committee pretty closely both{%efore I went
t}le Y to CI%]and then I probably attende%(@ell I attended every meetiég of
USIB that was possible for ﬁe to attendlg?en I worked for Dulle%kand
I saw this structure evolve so that it did fill the gap that wa;‘
expected of the gpecial gommittee. Now I think another very important
development took place when NSCID 5 was written because there used to

)

committee, I don't remember whether it was board or committee, and then

be two committeey, USCIB and USIB. The US Intelligence Board or

the US Com@unications Intelligence Board. Now under the NSCID 5 concept ,
as I recall it/the two board¢were joined and they dealt with the total
intelligence policy rather than weeh separating it out and havihg
the regular intelligence of the non-COMINT dealt with by the one board
/7 and the COMINT by another.

Tape 5: Siae 1 The ECM as useful as it was and as wonderful as it was was not the
total answer to the code machine requirements or the cipher machine
requirements of both the Army and the Hhvy. The Army had a more
pressing requirement for another type of device. Namely one which would
automatically encipher teletype signals so that you could get automatic
on-line operation of the cipher machine whichﬁgzsentirely feasible at

- —

that time in terms of the state—of-the—a;g\except that the cipher
Y o rs i

machine £het would efficiently work would—be IT&T and other automatic

teletype equipment just hadn't been developed and linked in with the

trapsmitting installation. General Stoner and his staff, the Army

Communications people, early identified this missing piece of their

v
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communications gear and brouggi Pressure Qn.§1gnal$ intelllgence'gérv1ce
either to develop a cipher machine which would securely disguise the
teletype signalé/or work out somé way whereby a device could bé con-—-
structed by a contractor.h,prefully IT&T who had done such a magnificent
job on the manufacture of the ECM or the SIGABA. At that time I was
pretty busy with the organlzatlon of thé i '11 call it the B3 cryptanalytic
unlt which was essentially everything but the Jap, German and Italian
military organization/and later did embrace the Japanese military attache
and certain associated military systems,and-Ehis requirement was placed
on us initially just before we made the move to Arlington Hall-Stgtion.

I think it was along about March or April certainly no later than May

as I recall. ‘i_uasabeeaxﬁé were aBout to move to Arlington Hall Station.
1 was spending considerable time working between the Munitions Building
which we were leaving and going over and seeing how the small unltsA~~
some of them were in the Pentagonj some of them were in the Headquarters
Building, Arlington Hall Statiog:;ere doing. So one day when I came
back from Arlington Hall Station Friedman sent for me and asked me to
come to his office,ernd “e said;I would like for you Frank to look over
and witness the recording of an invention that I have produced. This

is to satisfy the requirement for this automatic teletype enciphering
device that Army Communicatid%'people want}and we need some kind of
circuitry which can be incorporated into a piece of gear that can be
used'with the teletype tape transmitters and which can be operated

directly on the line so that you've got real time encipherment of the

signal and real time deciphering of the signal. Well I looked over his
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diagram and it was a pretty clever idea except it had certain circuits P

yHart
whiskr just wouldn't permit the thing to operate. ?ﬁe—Ehis was & dis-—

appointment to Friedman when he found out about it. I could gd into

this detail because I think it shows just how these things come into
being,swmd ue was real shook up because he saigjﬂéll;we've got to have
something that will satisfy this requirement because we're going to e:-

they wanted to set up some new.circuits between>the US and North Africa

and this is an urgent requirement. Iﬂggoing to be talking about the

convoy sailings$ they're going to be talking about shipment manifest,

and a lot of vital information whicﬁ}if the Germans knew about'iticould

be disastrous to the plans for North Africa)l Well there was no arguing with
this so we sat there and batted the idea around for a while and I had

ec st

been working between the time that the ML that the ECM had been produced

and Pearl Harbor-fﬁbrt of inbetween Japanese choregAI had been working
on a variety of circuits, printing mechanism for all sorts of'enciphering
conceptsy/;Jést for my own amusement to see what could come out, amd I
recall that one of the ideas that I distilled out of this had to do

with teletype encipherment,amd kb’curiosity in this particular instance
when I'd done the thinking about the idea was could we use egg\cipher
wheel to generate a kexga} a batch of cipher wheels to generate a key
which then could be used as a five-baud encipherment. And it came out
pretty obvious as I looked at it. All that was needed was to take the

control rotors in the ECM, disassociate them from the substitution

maze rotors)and feed the circuitry from the end plate which normally

would go to the solenoid controls on the five substitution wheels and

———

N e N
just feed these circuits into a set of five relays whichwould,then \\
NPTy —
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operate iqthe conventional-&@fﬁum.mlxing pattern. is the man

who invented the automatic enciphering machine in early l920s,a§i-It
was already well{lébghe state-of-the-art that you could mix a key signal
like a one-time tape with a plain language signal so that you got a
fairly good encipherment, automatic and actually instantaneous of the
plain language using this principle. So what I was really doing in my
proposal that I.develoﬁed for Friedman was to take the output of the
control maze from the ABA and feed it im to take the place of the vQ(ndﬁn
tape impulses in the mixing apparatus that he'd put together for his
earlier cipher machines. This wasn't a very remarkable idea b& any
means but it was new and it hadn't been done beforeyanﬂizt was obvious
that the thing would work because we knew enough about the impulses

on the control maze on the ABA to have tested it)and we knew enough
about the operation of the old gdggﬁg\c1pher macﬁlne to know that that
worked/and it was real easy to imagine that the signals through the
cipher wheels would simply replace the tape e;»thng;g;g; apparatus and
we had an automatic cipher machine. Well this delighted Friedman and

I was feeling pretty good because it was a chance to do something toward
speeding up the cipher program without too much effort on my part;go

we developed the idea on paper there at his desk and put it in the form
of a proposal[and we both signed it and got witnesses on the thing as an
invention within a matter of two-three hours. And then Friedman took

it up to Army Communications and the IT&T engineers in due course and

when I saw him in a couple of weeks he said I think we've got something

that's going to satisfy the requirement. IT&T is real pleased with the
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prospects of putting it into hardware and_peneral Stoner is real pleased
that we got something that IT&T wants to do and thinks they camn-:do
within the time frame that is required of him. Well I guess in peace
time;aif there hadn't been a war on I'd stayed closer to ig;.gut I

kind of lost track of it at that point in time and we moved over to
Arlington Hall Station and great droves of people came in and I didn't
have much time to get involved>with the COMSEC things until I was
invited over the see the first model of this some few months later in
operation in a small/isolated area. I don't remember whether this was
in the Pentagon or Arlington Hall Station or in the Munitions Building,
but there it was working and working beautifully and Stoner was delighted.
So evidently the COMSEC people and Army Communications people and IT&T
thought this was quite adequate for the fast communicatidg requirement
and I didn't think much aboui‘i didn't worry much aboutxbecause I was
worried about other things. Now when the device came out into production
it was at a very good point in time to establish the fifst link between
Washington and North Africa. The Army Qommunications people took one
radio circuiéx.t§oﬁway circuit —jteletype circuigg_;nd installed two
devices on each end. One of those devices was for enciphering the
transmitted signal which went from Washington to North Africa and

the other of the devices was to decipher the signal that came from North
Africa to Washingtom. Of course there had to be a encipher/deciphering
arrangement on each end because you enciphered the Washington signal

it had to be deciphered in North Africa;and then the North African

signal was enciphered there and deciphered in Washington. And was ain

Joo aranpEs

161 Dol

x|



""" O A 111
L .

4 v«—vi—._'f]

real-time operation. Rather simple procedure code had been developed
for synchronization of fhe maéhiﬁes in giving the key settings because
the key consisted in the selection of five wheels out of ten. These
were reversible wﬁeels S0 you set your basket with the five wheels.
The stepping as I recall:;ell I found out it was a meterlike later,
and the banding of course was an internal circuitry element of the
basket containing the wheels and the banding is the connectioni;re the
connections between the end plate and thg\gizgxzrz;pe mixing device
which miged the cipher signal with the plain language signalzfoth of
them in the teletype mode. AESaf %out the time this circuit Qas
established 1 got called away part-time from the cryptanalytic duties,
and Because of the scarcity of cryptanalysts who understood mechanical
) R \ ) &H':/
Lh&agggﬁr&ibecause I'd been involved 4a the EC¥/I guess I was the

candidate for this selectionjzhe head of the Mar Bepartment code room"

had set up a monitoring scheme in a little room separate from the code

".~Ll55_”,:
roouﬁin which he had spy machines which could be connected to the

radio circuits so that you could print out on a printed slip whatever
was being transmitted. Jnﬂ‘Ehey normally used these spy machines to
validate the operation of the cryptographic devices, the circuitry and
other things. So when I went over to begin my twice weekly or so
inspection of the code room at various times tﬁrough the period of the
assignment aa%)l would go over sometimes in the daytime’ sometimes on
the night shift’ and sometimes on the swing shift; just go in and
putter around and look over the shoulders of the coderoom operators, and

watch the radio transmitters work,and go in and take a look at the spy
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machines/and just generally satisfy myself.that the thing was operating
smoothly and that I didn't see any cryptographic booboos appearing

HA C A\um . }
because~¥am&JEJmmunications people looked about the proper operation of
the circuit?r Alloé was interested in, were‘we making cryptographic
violations becamseNnisuse of the codes by the operators with the cipher
machines, the ECMs being §PB°Jwere the procedures the best\ could we
modify the procedures, for example, to make them more efficient? And
these were the kind of general things we were looking for. There was
no typgﬁjob description for this. Just please take a look Frank/and
if you see something wrong try to straighten it out. That was-the

U____
general concept. Well I was I knew that the SIGCOM thats what we called

this new automatic teletype encipher dev1c§A the SIGC@M was going into
44‘4@/74*5”‘" 0‘/;,««7&(»/
use/so I selected that particular night at about the tlmeAto go take a
look at it and see how it stood up. Well when I got over there I was
MW\.,
a little disappointed. 1 foundfthat they had already started using the
thing when the radio circuits first came up, they just couldn't wait.
Stoner had put the pressure on them so I got there a little late. I
didn't see the first operation. I watched this for a couple of days.
I don't remember just how many days. But I do remember this - one night
after I'd eaten dinner at home, I went over to the Pentagon which was .
XV’OI
oh a couple of mllesnfrom Arlington Hall Station, went up to the code
room and sat down in the room where the two spy machines had been

installed and just watched what happened. I just sat there and watched,

sort of feellng like I ought to put a good hard eye on thpse two Spy
Crizhzfﬁo

R A AN R CL Sl B o S n -\ AL A
Tlll“ULL 'N’\ UUI"I R RGBT T ATALY

Ton eranry




113

to see just what was really taking place, not just a quick loo%ﬁee,

but a long, deep lod@%eé. Well after about two hours of almost steady
operation I saw something that really shook me up. I watched the spy
tape come out of the printer head and these two spy machines were on

the two-way circuits. One of the spy machines was on the Washington-
North Africa circuitjand the other was on the North Africa-Washington
circuit so you could see right there in front of you what was happening
on both ends really. The signal on the Washington spy machine was taken
off before it went on the air,; the signal on the incoming circuit was at
the equivalent point after it had been taken out of therelgut befpre it
got into the code roou@'§6 I could see exactly what the énemy might be
intercepting if the enemy intercept people were on these two éircuits.
Welljthis thing that shook me up came about as follows: I saw the
procedure signal go out from Washington.— "Get set up'". I had my little
book there so I could see what he was saying. ''Set up your wheels. I'm
ready to transmit' I guess would be the equivalent. Then from the other
end "OK" you see. "Set". They gave the indicator which disguised the
initial alignment of the wheels, the five letters,one on each one of tﬁe

)

wheels, was sort of the key setting for the wheels. And then I saw the
W 2"
signal come back from the other en%/"OK". And "Go Ahead Please' GAPLS

if you will and then I saw the transmission take place. Everything was

beautiful up to this point of time. There wasn't a thing that I could
i€
be worried about. Then after about,oh I'd say twentyfour to thirty

AT

inches of tape had gone through the tapg\had gone on to the circuit,

I saw spy machine covering the circuit from North Africa to Washington
A
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send an inner—route and the Washington transmission was broken/and there

Homd oo oad

was word from the other end whiehwheaI-teoked—and-which I realized
must have been 'We've got a bust, TPiease retransmit", and I thd;ght
let's see how he handles this because this is a very critical thing.
and I had my choice of going in and'gggjéBe careful buddyt,or I had my

choice of leaving it up to him because he supposedly was trained the

- ibelih. A
operatog\and just to see whatﬂhappen and if he did it right then
everything would be good. Also it was just a little bit of a distance
from the spy machines to where thgy/actual transmitt8rs were operated«
amd ybu had to travel 'round throuéh a couple doors and down a.corridor/
so it wquld take a couple of minutes for me to get up and go down there - -
and I just let it happen because I wanted to see if these things were
being done right. Thatlwas my job. Well,in due course the new trans-
mission was made-and I looked and compared the two tapes to see if it
was identical. Whether the bust was on my end or the other end and
obviously it was om—the—other—end on my end because the two texts were
different and the tape started spewing out.- It took me a few seconds to
realize this you see/and finally I thought well,gosh he's misset one of
the wheels in the basket and that's the reason the fellow on the other
end couldn't read hims:aad We got a retransmission of the identical text
because it was tape punched you see, automatic tape, and here's a
retransmission with a wheel offset, one of the wheels offset just one
element;and that could be very dangerous depending on the internal wiring
of the machine. -Ewe gy the time I got around and told the operator we
were having some possible trouble and please stop,the message had to go
anyhow so it didn't really make too much difference whether it went in

that versionfand probab;ylyas.a.lat; e had already started

it
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in this version to set up a third version and it didn't make any

difference anyhow becausé I dida't get there in time to stop it.
The damage was done. Well this bothered me. It took maybe ten
minutes for the full impact of this thing to sink through to me and
of course I had immediately recognized that this was a bad thing to
enemy

happen. A favorable bust for thefcryptanalyst and I just hoped that
I would have gotten one on somé of their machines if I'd been in a
similar circumstance. So I decided I'd better go back and see if I
could determine just how bad the bust was. I didn't feel like stopping
thé rest of the transmission because I didn't have the hard evidence,
if you will)to say that this bust is dangerous,gut I got back to my
office over in Arlington Hall Station with the spy tapes that I'd
collected for the whole evening with these two bust tapes ;if you will/
that I had coliected the last moment off the circuitg,and sat down and
started to analyze them. Now I knew the theory of the machine but I

¢ ugpitis
had not had time to study the internal wiring and how the%ﬁéigaﬁes were

ptis wereds

wired and how the rotorsAand whether these were the best arrangements or
not. I just didn't know. In fact I didn't know what the endplate wiring
was and what the circuitry was, but I did know enough about the recovery
of cigﬁgr wheels from that kind of an operation to feel like I might be
ablé:Lo reggver the set of wheels. By early morning, around 2 or 3 o'clock
I1'd recovered the entire machine - the wiring of the wheels, the endplate
wiring,and its operational connections to the mixing relay device. With

this data I could have built a machine like it if I hadn't known about the

machine. And what was my reaction? I went to the bathroom and wretched.
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I was really sick because of the realization that if T could do this -~

o Rt e - ~
although I had the advantage of understanding the operationgl kiew and
realized that there was enough information avaiiaﬁle from these busts
so that a clever cryptanalyst, a clever German could duplicate what I
did, maybe not as fast, but certainly it was inevitable that he could
duplicate it. All they had to have was an intercept capability latched
dowm to these two.circuits and the bust message together with enough
text to carry om. I didn't have to try to read any other messages on
that transmission because if I could go that far with the bust, I was
certain I could put the others in. And then I had to decide what I was
going to do.iE,Z:BO in the morning with this information in front of me
and I called {brderman who was the Commanding Officer, Arlington Hall
Station and got him out of bed and got him to come over and see what
I had done. €orderman was all shook up just like I was. He didn't
wretch because he hadn't been working on the thing at high speed for 3
or 4 hours but he was just about as éick as T was and he took a decision
that he would try to get in touch with General Stoner and bk thought we

ought to set up a meeting because there was no point in getting Stoner
A

without the Army Communications Staf%x /Sét up a meeting at the earliest
R R e
possible time next morning and lay the whole thing and say sort of --
A
ASA goofed and we've got to take this thing off the air. I was particu-
N )
larly cha/grined because I was the little boy that sat down at Friedmans
~
desk and put the idea forward and I was the foolish little boy that

didn't follow through and take a look at the circuitry e€ which had

been employed when the engineers had put the thing together. They did
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a beautiful engineering JOb but they took that type of circuitry which
was most efficient for their manufacture of the machine. Ity from the
cryptanalytic standpoint)was the worst that could have been selected.

Now this is the relationship, the movement, the banding of the output
!

A

endplate with the mixing device:and gb I kind of felt like I

committed a terrible crime. I don't kmow that I had committed a crime

_L
but ¥t just didn't do a good job I guess and it bothered me. Well

I went home and tried to sleep.,amd I came back early next morning)and

Leo Rosen had been working on the SIGTOTAthe concept of using a one—time

tape with you run a mixer just like we were using at the SIGCSM{%J in

effect we took the SIGCgM out and put in the one time tape and we were

in business. We discussed this and I told Rosen about the awfgl thing
e WEL

that I had discovered garly that morning. He didn't seeg4he was shockeq/

but as he thought about it he saiqﬁﬁéllfwe got to do something. We

got to put this thing through a test. We can't let it go out again.

We must instead of immediately using it we've got to reexamine the

whole cryptographic connections inside the thlngx;néQBE course this

was absolutely what had to be done. We also recognized in our discussion

that Stoner was going to put the pressure on us for an interim solutione

and Rosen checked up on the status of the SIGTOT and came back before I

¢ Beuts
left in the staff car to pick up (@rderman in Headquarters Eo g&iup to
e (Resens) e h

the Pentagon.Acame back with the report that he felt ' we were ready to

go into prod;ction because the whole concept had been tested and the
only thing needed was a tape factory to make a bunch of one—timevtapes
in quantity to get them over to North Africa and/of c0urs% the Pentagon

so that we could have two-way communication with the one-time tape

v
replacing the two SIGCOM installations gn each end. Then Qorderman and
Tu u.-l..l.. zn Wk ﬁllil l.utuiﬂl..u Ul!hl
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I got in the staff carﬂénd left. I didn't- have a chance to tell

€orderman of my discussions with Rosen. In the first place we couldn't
talk in the car because it was an enlisted man driver who wasn't cleared)
SN

] +
and second we were under pressure to get there and make sure I had my

N

worksheets laid out for the meetinglso I didn't tell him about this
replacement thing because we were so worried about producing the bad
news we didn't take time out to discuss any possible good news that
might be needed by Stonmer and company. Well the meeting came off about
10 o'clock in the morning and General Stoner I recall sat down at the
end of the table, a long conference table outside his office. A«brderman
and I sat down at the other end and I faced Stoner cause I was going to
do the talking and the whole army communications staffjggout a dozen
officers mostligéell)the senior members of his staff were’the;%;because
he sensed something dramatic was going to be presented. Well K§rderman
made the pitch that we had distressing news. The spy machines had
revealed that there had been a bust and that by working overnight om it
that one cryptanalyst, namely Rowlett here, was able to recover the entire
machine/and feels like the German cryptanalysts could do it if they had
the intercept whieh of the messagesiégﬁg'on that particular circuit last
evening. Ana so 1 told Stoner what had happened. He and his staff

had questions. When we got through Stoner had an awful black look on
his face and I remember his exact words and they were to the effect

"Rowlett I don't like what you've told me but I know you and your

reputation and I think you're honest man. I don't understand really
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what you;ve explained but I think you know what you're doing and I'm
going to take your wora for it. Gentlemen we are going to take this
SIGCS& out of operation right now and you and Matt Jones go and get
started." Well I was a little bit afraid of Stoner because I wasigg;iﬁ
a captain and here he was a ééneral officea.aad but I knew what I had
presented was solid. The next sort of important thing that happened
was that he turned to orderman and he saiq/”Now look Red, we been
© pumping money and manpower into that Army Security Agency of yours.
(TS SR '
You produced a device here that was a wonderfulﬂandhyou destroyed it.
And you denied us the use of it. Mechanically and electrically from
a communications standpoint it was ideal. ©Now I charged you with the
responsibility for putting this as your first responsibility. - You go
back to Arlington Hall Station and you turn on your best beople for this
job and get me a replacement for the SIGébM.” Well I wished then at
that point that I'd told Kbrderman!and I didn't know whether really I
ought to go ahead and spill the story about what Rosen and I discussed
that mo;zing)but I also knew that if I didn't do it Stoner would be
unhappxjéLiot longer time,amd I had enough confidence in what Rosen had
promised so I just stepped out and laid it right on the table- 7Iﬁat

-

we could produce a one-time tape system that would operate as efficiently
v

so far as communications were concerned as a SIGCOM. It did have the

disadvantage though of the tape factory and I could speak with authority

on that because of my earlier experience in the 134T1 tapes/and that the

only hitch was to assemble enough gear to produce the tapes in quantity
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and get them to North Africa. But I was sure that the whole thing
could come to a head in the same time frame/but I had no way of
determining whether it.would be a month, a week or six months and the
only way we'd know was to get started and when we got done wg'd know

how long it took us. I was giving myself enough latitude so I didn't

C

get hooked with a date)and I certainly didn't want to hook €orderman

on that date deadline. Stoner didn't hesitate. He said "Red, do it.
Go ahead." Well I could tell about forderman's distress because of the
bind the whole agency was in/and I could tell about my own distress of

having to step out in front of my boss and take the wand away from him-.
w5 A
But it worked out beautifully,and in a matter of a few weeks we had
/
SIGTOT working. The SIGCOM was examined. We put out best cryptanalysts

¢ .
who had not had a chance to look at thise~- Férner and Small. - I got

involved in it.. ~Friedman was involved7/véhta a reexamination of the
SIGéaM and we changed the wiring. We eliminated the fault that we;d
founé;aad we changed the movement)and we put in an extra little gadget
to further enhance its securityaaadiw&th these modifications the SIGééM

came into being and was a useful machine for the rest of the war. I

think this an important story because I don't know anywhere else in my

- At

—_—

experience where one individual was so deeply involve%{§a§ in the
development of the concept, and then within a short period of time
destroyed his own concept and denigrated it to the point of where 1t
had to be reworked. Of course this left a question for us. Were-the

Germans able to intercept the SIGCOM messages that I had exploited-;—
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because we knew that these would provide the answer they would be
trying to seek?, And did they in fact achieve any solution or success
with the SIGCOM either at that time or later on because of what they

A
had learned from this particular instance, or others which may have

/
happened and that we didn't catch because there was nobody<e£seﬁlooking
at the spy machines? We did find the answer to that question. First
question as I see it is, did they intercept the signal? § The answer
is when the TICOM team went into Germany they found no evidence the
Germans had identified this circuit early enough in -the its use as
being an automatic encipherment circuit for them td6 become interested
in time
in itAto pick up the bég;;h Evidently they did find the SIGTOT being
used later on. What time I don't remember. So far as I know the Germans
were never able to discriminate between the SIGTOT transmissions and
the SIGCOM transmissions. ¥eu_lhis/becomes a little bit of a sophisticated

o5

techniquebin cryptanalysis. Oux/TICOM investigation I believe clearly
indicated that the Germans had not achieved this level of competence and
this was of course fortunate for the allies;Because had they achieved

the level of competence that was demonstrated by the rather simple
cryptanalytic operation that I had performed on the bust message, I

think they would have been able to do a lot more with the allied auto-
matic teleprinter transmissions which were enciphered by mechanicél
devices. I don't think they could have done anything at all with the

SIGTOT which about the time that we put it into use became evident as

the most secure of all systems that we were using in that timeframe
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because the key couia be randomly produced.aﬁﬁ‘*é knew full well the
mathematics behind it and we knew how to use the random emissions fromb
vacuum tubes and read this off so that the key was unpredictable,amd

We could mathematically prove that the key stream on the SIGIOT was
pure,one—time‘if you will;and totally unpredictable based on well under-
stood physical laws. This is not true of rotor devices or any mechanical
pinwheel device like the Hagelin which generates a kind of motor key

and I don't think we had fully appreciated the signifieance of the
mathematical proégable randomness versus the device-generated,unpredictable
key until we actually started using the SIGTOT. And what we did learn
from the use of the SIGTOT was that we were most vulnerable when an
individual used the same key twice or the same tape twicg/but that

wasn't news to us because we knew this was true of the Hagelin and all
other devices which generated keys and applied them in a manner similar
toﬁggich the SIGTOT was used;;r even the Hagelin ifself. Another interest-
ing example of possible COMSEC hazards is found in what is commonly
known as the Fellggg Incident. I'll not repeat the full circumstances

of the administrative arrangements that were made; but simply thgre was
a.military observer US military observer attached to the British forces
in North Africa. -1 believe it was known as Montgomery's headquarters.
The purpose of this observer)and‘this was of course before Pearl Harbor
and before the US was in the waﬁ.was to report back to G2/Washington

whatever he thought was worthy of their knowing and to do this in

whatever detail was necessary. Of course he had to use cryptographic
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system to secure this information and the decision was made to use

the current military intelligence code with its cipher tables for

securing his reports when they were transmitted electrically to

Washington. After his assignment and in due course in time)the British

discovered that there was some leak which they finally identified as
ApER

being centered around the daily warpbriefings held in the British

25 8

headquarters in North Africa. This is where the situatioﬁ\where the
24~hours was discussed, typical war room briefiné and they were very
much distressed about this and they began to search out to determine
where this penetration might be and who was responsible for the Germans
receiving this information and hopefully how the penetration was
effectgie and how it was operating. After thoroughly scrutinizing

the British officers who were privy to ;he information which was being
compromised they came to the conclusion that it could not be one of
the British officer%,and the further conclusion that it must be the
American military observer who either might have been an agent or that
his reports either in North Africa or in Washington were falling into
German hands. Obviously this was a very delicate matter which had to
be déalt with in very diplomatic sort of way and the British approach
to the Americans was carefully thought out, carefully phrased, and as

/

I recall came through the Lord Halifax/White House levels initially.
'H\A,‘r i

Of course when the implications of?this approach, namely4could it be

that the military observers messages were falling into German hands

which is the form that the appraach took when it was made by Halifax's

office to the appropriate people in the White House. It had to be

relayed from the White House down to the Director. of Intelligence, G2,

.
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and normally would have come to the counterintelligence organization
in G2 which in this case it did. Gfs reaction was somewhat as follows:
This could not happen in G2. It could not be Fellers. It must be
the British and therefore we should respond that it is not an American
leak. You had better go back and look at your own people because the
only possible way we could havg a leak is tbrough our representative.
We're convinced that he is secure and thatzgzople on this end who read
his reports are secure and they're not getting in the German hands.
So we are not to blame. You are to blame. That was the answer.
British didn't take this air@ithout taking a further step. Thef made a
reclama,&aénzhis time they inferred that our codes might have been

—

violated by the Germans and through this channelﬂ Halifax to the White

-

.Housg« the response came. This time because it involved cryptography— -~

—

the @hief éignals @fficer became involvquand I remember attending a

meeting in his office in which G2 representatives and representatives

Bullocke

of the Signals Intelligence Service, tha€s Col BuL%gt and Billy Friedman

and myself sat and listened to the proposal of the British.and.¥he

_response which was formulated was simply a reiteration of the previous

response with the addition that not only are our people secure but our
codes are secure. It must be your people and your codes Lord Halifax.
I think Friedman and I were a little bit uneasy about this last answer

because we had a little more savvy about the vulnerability of cryptographic

S ey

systems)and we what the German and Italian cryptanalysts could quwe

didn't know much about and I think we ascribe to them powers far beyond
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what we later found out when theéTICOM teams came back from their

-

survey of German cryptanalytig:Eryptologic efforts. After this cold
s - .

response, very negative from the US the British took the bull by the

horns and this is the interesting part of my story. Since they were

reluctant to tell the true information that they had because they

would have to reveal the source through the diplomatic channels, they

/
took advantage of the fact that Kullback was on a TDY in London and

it
because of the exchange on the Purple keys and JMA effort was being
’ A

conducted in B3:We'd set up a secure cryptographic channel of communi-
cation froﬁlB3 to the counter offices in GCHQ and Kully of course knew
about this channel and knew that the information that came over this
channel would be tightly held and never get into the command message j}kZéL
where it would be duplicated and spread throughout the coﬁmunigations
file. So Kully did this. He sent me a message and it was a rather long
message because he had quite a story to tell and the message substan-
tially conveyed this information. The British had been reading the
Enigma traffic from Berlin to North Africa. They had found in the
decodes of the Enigma traffic what appear to be translations into German
of reports filed by the military observer in North Africa, the U.S.
military observer in North Africa. They have given me the text of three
of these messages and urged me to cal%:zhis the text of these messages
and their concern about these report§~zo SIS, that's Signal Intelligence
Service, attention. They feel that the American code has either been

stolen or solved by the Germans and that these reports are the result of

the interception and exploitation of the observegs messages. They
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urgently request that SIS undertake a review of the particulars of the
use and security of the military intelligence code which the miiitary
observer is using,and to take whatever remedial measures are necessary
to stop this most important and disastrous leak. These are my own
words but this is what the message said and then there were three
messages that came as annexes to fhis basic message. These were the

. from
British translations of the German messages which were sent Berlin
to North Africa and which in themselves were translations from English
into German of the text of the reports that had been transmitted in the
American code presumably. This message of course meant the following
action had to be taken: first, we had to ascertain exactly what code
was being used and what cipher tables for the encipher of this code
had been used. This was easy. It could be only one code-and the current
cipher tables. The second was ﬁo deterﬁine if G2 had in factzébuld in
fact identify the text of the messages as‘being the MA;Ehe military
observerg report. In order to do this we had to go through the €hief
gignal Qfficer and the Director of Intelligence‘go a meeting was
arranged one Sunday mornin%igecause the message came in early Sunday
morning promptlig-iﬁfnmeting was arranged between the Chief Signals
Officer and those of us who had been involved and knew of the message

TSquackL 5
Friedman, %E?Eg?ia“d myself from the SIS point of view and the appropriate
people in G2. Well we presented Kully's messagnggrtunately the G2

people who were involved had been cleared for the knowledge of our

cryptanalytic capabilities and our liaison with the British cryptanalytic

organizatio?Aand so we could talk freely and explain how the message
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had come and validate -its authenticity. G2 representatives however
were not familiar with the reports and the first reaction was that
this really couldn't happeg. This was a defeénsive reaction. But it
was clear that the way to test this out was to find from the code room
ATLOSER N T e
in the war departmentXif there were in fact messages bearing the
numbers that were ascribed to these repdrts)and if they jibed;EBe
text of ?ﬁe messages bearing these numbers did in fact jibe@with the
textifhécéritish had recovered and the German translation that they
had(intercepted. We found these messages in short order. ' The three
messages identified by Kully in his transmission from GCHQ of‘the
text and the British proposal. What did we do about it? Within 24 hours
ﬁgilitary observer in the North Africa had received an ABA. A unique
set of wheels. The ABA being the ECM. A unique set of wheels and two
officers to train him and one officer to train him in its use and one
officer to operate it for him. We heara\hb more about the incident.
One of the often discussed mysteries of the early organization of the
SIS is why Yafdley was not brought back into the\WQr Eepartment to assist
in the establishment or the Signal Intelligence Service. (ﬂ\vﬁqat I know
about may help rgsolve some of the questions resulting from Yardley's
not having been involved. In the first place, Yardley was a marked man
so far as the Signal Intelligence Service was concerned because he was
the key figure in the American Black Chamber and would immediately be

identified as being associated with that kind of activity had he officially

been employed by the‘#ar bepartment]and this would have destroyed the
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cover that thé G2 and Chief gignal(affice:_people had desired for the

resurrection 6f the cryptanalytic capability within the War ﬁbpartment
establishment. So it was almost impossible even to consider Yérdley
as having any contact with the rebirth of the cryptanalytic capability.
This could be looked on as a mistake but I think events proved it was

not a mistake because the way it actually developed_Ehe way the new
t A

Signal Intellﬁgencé Service acﬁually developed proves that probably
there waé any advantage in starting afresh without being hampered by the
desires and likes of the American Black Chamber. The American Black
Chamber for éxample dealt mainly with manual systems solutions. The
real breakaway)or breakthrough if you willjprodgced by the Signal

Intelligence [Service was as a result of Friedmans hope that we could

5 FVS SR s o
mechanié& encipherment and the resula well the in due course the
! A
adoption of International Business Machines were assistants in the
program
co—productioqAand later on the cryptanalytic effort and finally the

K § e e
£¢ich 1'.7/‘1':'-(’_,-“

development ofj/the which was the first bredkthrough into
computery jthat I remember having seen in cryptanalytic operatioms

anywliere, Army, Navy or UK. Now I think this adequately explains why

Yardley was not employed in the development of the Signal Intelligence

Service. Had Yardley not come into print with his book, The American

Black Chamber, he might in due course have been brought in when it was
“\“_——————Q

considered safejhowever because Yardley did publish the three articles
in the Saturday Evening Post and I believe he got a thousand bucks for
each one of these articles which was a pretty good sum in those days -~ —

and had he not published The American Black Chamber, I believe he would
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have been held in high esteem as a pioneer'in signals intelligence.

The fact that he did go into publié print and the fact that a law was
passed as a result of his publication of the information about the
éggfisig_gligk%ghégggr put him on the black list across the board within

the Army and Navy. In fact, when the liaison with the British was

established shortly beforeAwell in the summer o%\before Pearl Harbor
W - '

the British raised the questioﬁ - What about Yardlez’sort of? And the

response of the US military establishment, I don't know what the Navy

said, was égég-;é want no part of him. We will not have him in our

organization.” Then the British asked the real question. Well;the

Canadians have hired him to help organize a cryptanalytic bureau in

":f{f

Canada. What about that? The answer ispﬂf Yardley works for the

Canadians we will lave nothing to do with the Canadians as . long as he
’

works for them.’ I think this graphically represents the attitude of

the Americans toward Yardley at that point in time. However, there

are a couple of steps in between that ought to be talked about. One

is when Yardley's book came out,K Friedman was really excited and distressed

that
because he felt knowingAJapanese was the number one priority of the
Sn\a\\ -
gsamt]l group he was charged with developing he felt that the Japanese

A

would be put on the alert and that they would overhaul their cryptography
and the result would be that we would have to rework and re-recover
Japanese cryptography probably more difficult one than Yardley had been

confronted with. His distress and emotion about this point I think was
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well taken becag? we later found out the Japanese were extremely distressed
about the Yardley revelations. They were so concerned about it ‘that a
translation of Yardley's Black Chamber into Japanese was made and it was
put out in paperback form and sold for about 10¢ American on Japanese
newstands. I know this because we ordered a set of them from Japan and

it cost us very little for each one of the volumes. There is a copy of
this Japanese version in the NSA library. This was Larry Cla{EELF copy
which he gave to me sort of as a personal gratuity and which I accepted
only if I could at the time I left NSA let the library have it because

it was then out of print and a very rare book and it seeméd only right
and proper that the NSA library would have a copy of the Japanese edition.
The fact that they did publish this and some of the editorials that
aépeared in the Japanese newspapers which were reported on by the
military attaches and the State Department representatives in Tokyo
confirmed Friedman's fears and there was quite bit of excitement in

both Japanesg and diplomatic circles about these revelations particularly
that part which dealt with the 5-5-3 ratio which Yardley tells about

in his American Black Chamber. I think at this point in time Friedman

became an activist operating against Yardley because one of the things

he did was take a copy of the Black Chamber and he went through and he
annotated it this copy. Charles Lindelson who had been on Yardley's

staff and who before that time had been a great admirer of Yardley was

also concernéd about Yardley's revelation and he assisted Friedman in

these annotations of the Yardley book. I think this would be an interesting

historical item if that copy which Lindelson and Friedman worked on could

N T -~ e S
igLans L u,n-.uc-,whaé A

—‘{%‘;?&ﬁ\.’~-'~.‘> Tt it




191

be recovered and made an example of history. I think it would throw
. 24 Lié&;)ﬂfd
a lot of light on the Yardlex4and why wasn't he employed by the*

government in his cryptanalytic special[ty. The other thing that Yardley
A

did that further pushed him away from the possibility of employment

with the government was that he took a contract with the Chinese in which
ihe was to help the Chinese develop a cryptanalytic capability against

the Japanese. By this time Yardley's family life had broken up and so

he went to China where he worked for several months and actually was
/ﬂ“%\/
one of the last whitehto come down the Burma road before the Japanese

invasion. This was a rather perilous strip at that time because the

road was not too well develope%*so he barely got out. When he came back
to Washington there was an official connection between Yardley and the
government. General Akin who was the head of the War Plans and Training
Division in consultation with G2 felt there might be some uséeful informa-
tion that could be obtained from Yardley because of his being hired by
the Chinese to work on Japanese military systems. At that time we had
no military intercept of Japanese messages in quantities sufficient to

allow us to make even an estimate of what kind of systems were to be

used and even in this timeframe it became evident thas‘we began to sense

/

sort of the inevitableness of war with Japan. Within the circle who
were intimately concerned with the cryptanalytic activities and our

concern was based more on being prepared to deal with Japanese military
. . e oo .
ciphers in case these hostilities broke out amd it was with the fact of
A

'‘the hostilities. I want to make that point clear. We were more con-

cerned of our incapability for dealing with Japanese ciphers in this

- -

event than we were with the realities of war because the evidence was

.

(o - )
pretty «set-iemp;at that time)but the evidence was sufficient that it gave
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us a certain feeling of urgency that this had to be done. I think
these last two expressions put it iﬁ;ﬁ;‘roper context. Well certa;'.n funds
. were made available to General Akin for making a contract with Yardley
for some brochures in which he dealt with a variety of aspects of
Japanese military codes and I believe copies of these can be found in
the archives. I know there were at least four of them. The reason I
know is because I was selected by Akin to be what was known in those
days as a Contract Officer for these small contracts. Friedman was not
selected because of his strong feeling about Yardley's book and I was

pretty much neutral and a newcomer and a fresh face so it seemed to be

YOyl Yor by

more appropriate to deal with Yardley that anyéaé7else because at that
A Japanese

time I was in charge of theAgiplomatic section. Incidentally at that

, umse :
time Yardley's one-time secretary, Miss Rumsez had been hired by the

Signal Corps(andeas working on the Japanese diplomatic section as one

of the clerks ﬁﬁziggrclerical worg;;ryptanalysis exploitation of the
Japanese system&, I became very well acquainted with Yardley as a result

of this Contract Officer relationship I had. I would inspect the brochures.
I would disc;ss them with him. I would formulate questions which could

be put to him because there were unclear parts in the brochures and that

was part of the contract. It would be this clarification process. So I

spent quite a bit of time with Yardley. I would meet with him in his

—

apartment which was ig\just within the "F'" Street area above the
Munitions Building,and I1'd usually go up early in the morning and take

up whatever business matters I had with him. Yardley told me recounted
A
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to me several times some of his personal experiences in working with
the Chinese and I think probably the most significant of the yarns
that he told %3&3b0ut his relations with the Chinese intelligence service.
He had probably 150 or 200 photographs which he had brought with him
when he came out of China. These were photographs that had béenvprovided
té him by the Chinese intelligence service:and Ehe way the pictures were
obtained was through the simple expedient of having extra copies fof any
films developed by Chinese film processing laboratories that had been
Presented to them for processing by the Japanese occupational troops in
the areas that the Japs had taken over. Whiie this is not cryﬁtographic
in nature it was interesting that Yardley had a copy of that famous

in LIFE :
picture which was publishedAgbout the massacre of the Chinese and he had
other examples of Japanese atrocities to both males and females which
were unthinkable to somebody raised in Aﬁericaﬁ, extremely brutal treafment
of humans with no regard for sex or human life. These pictures presum-
ably had been made available by Yardley to G2 and I think showed that he
was closely associated with Chinese intelligence,ﬁowever the results
which we got from these brochures were revealed to us certain aspects of
Japanese cryt@raphy, Of interest they were of very little technical use
because Yardley was unable to make any progress at all in with his
resources into the solution of the Japanese military systems ,awd Frobably
this is the reason that he quit working for the Chinese and came back
to America along with the fact that the situation was getting pretty

rough out there. I don't think Yardley would have come back to America
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if he'd started to be sucgégéfﬁl“éﬁ$32pane$e,aﬂd I think this was

the opinion that Akin and Friedman alsoiégiﬁgﬁhat about the considera-
tions of Yardley's return. After we got the brochures and looked them
over pretty carefully and examined them in the light of the intercept
which is now starting to build up on Japanese military systems from our
stations in the Philippinevwe concluded that Yardley could offer us
nothing and that the best c0ur§e of action would be not to have him
involved in the new effort that had been started in 1930. I don't
think Friedman during his life ever ever forgave Yardley for going into
public print.

What was done in terms of developing traffic analysis in the early 1930s?
In early 1930s traffic analysis was not recognized. Traffic analysis
was considered as a separate process..,Séparate from interception and

L

exploitation cryptologic exploitation of intercepthhly after we had

$d %)
joined forces with the British discovered that they had been able

A
by setting the externals of certain German messages to arrive at certain
intelligence conclusions which were valuable. On our side we'd had so
much success with the systems that we'd been working on that we did not
have to stop with the externals. We went in to the body of the message
and therefore we considered the information from the externals trivial

a8 0

and something less than thexless valid than the translation of the text.

Our success had been great enough so that we never had to drop back and

~~
relgy on the external%so we while we were aware that some information
N

could be produced by setting the externals/we didn't thin%Awe didn't

find it necessary to undertake such a study in the formal sense that the

Y
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British finally developed when they had to” deal with ‘some systems which

.

were invulnerable to their cryptanalytic effort and I thing«as I remember
in discussing this with some of the more cryptanalytic minded people in
GCHQ they also looked on traffic analysis as being measures employed
in-between the successful exploitation of elements of traffic. If you
couldn't read the message then you got what you could out of the
éxternals,but when you start reading the message the externals were not
as important as they were when you weren't reading the message.

Where was the authority, the official authority, for tasking both in
terms of targets and in specific systems? Where did that originate?

In what timeframe?

In;Erom the 30s up through December 7 again.

The best way to answer that question is to describe what i recall.

As I mentioned in some of the other recordings the initial priorities
were Japanese, that was the first, German was second, Italian was third,
and everything else after these had been dealt with. So our first
priority assignment}and the first task we undertook once Kully and Abe
and Hurt and Rowlett had developed to the point of where they were ready
to undertake active analysis of traffiq}was to go back to the Yardley
files which were in room 2742 Munitions Building, select from those
files the Yardley worksheets and the intercepts of early Japanese messages
and update the small force of the four people I mentioned together with
Clark who had come in at that time in making an estimate of what had

WORK
to be done on the Japanese first. Of course we'd done this research«on
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R
ADFGDX which was a little bit of effort in terms of the second priority,
A - .

but the first priority still remained Japanese. This is further rein-
forced by the intercept activities which in short were directed at the
interception of Japanese diplomatiZZmilitary messages and of course
wound up inm that timg&rame before the Japs went into China with only
results in the Japanese diplomatic field because there just wasn't that
much traffic on the air in the‘military for the US to intercept from the
remote intercept stations it had in the Philippines. Now the basis for
selection of Japanese first priority came from G2,ams I suppose that we
could say the tramslation of that priority into action was to start out
with Japanese and see what could be done with it. Our first effomrwas to
take that traffic out of the vault, bring it up to 3418}which was another
vault in the Munitions Building)where to start with Kullback and Hurtpa -~ -
Hurt because of his language capabilities and Kullback because he wasn't
involved as Abe was in the preparation of military training material like
Special Text 165 and 166 or like myself, I was involveq&‘l was the
co-production program, I was doing the cipher tables for the MI code.
These had to be issued &very three months. New codes had to be rum in and
A other
out of the place and so Abe and I were kind of up to our necks inAthings

and Kully was the only free one.aad—rhe idea was that Kully and Hurt would

make the first survey. Abe and I were involved in a little different

way in thét we had been taking Japanese training im Japanese, Japanese

language, both spoken and written along with Kullback for several months,
. gu-Vv . N

awd'we continued otwt study of Japanese.aad.It was Friedman's idea that

after Kullback and Hurt had gotten this stuff organized and sort of found

out what there was to work with and when they had defined the proper
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set of traffic for us to work on starting with Yardley Black Chamber
—a sort of ~ v

material4going from the known into the unknown of current intercept — -
that we would all become involved and this is exactly what happened.
When Kully and Hurt organized and determined what was available and identifiec
some unsolved messages that Yardley left behind we tried to go from the
exploitable traffic, the time period of the exploitable traffic, into
this unexploitable area and bridge the gap and hopefully use that as a

. . L s
further bridge to current 1ntercept.aaé_xhls is ex§ctly the way this

L: Ak

thing developed. Now it was within a matter oflsix te;eight months

“ P
I think after Kully started looking at the Japanese material with Hurt
that we made our first recoveries of Japanese two—#nd four~letter code
charts. These were the old J series and fortunately in thaf particular

era particular year)this was about|33 or 54/the full effects of Yardley's

Black Chamber had not filtered down through the Japanese cryptographic

service and they hadn't yet initiated this dreaded overhaul that Friedman
had described as a horror story. So we were able then & sort ofj%arry
the bull around while it was a calfland we grew faster than the bull
did because as we look further down to the point of where they began
to introduce very unsophisticated transposition supercipherments of some
of these two- and four-letter charts/and the Red machine which I think
was being used about 1932 in the Far East diplomatic net.“Ehen that got
distributed out of Tokyo to Washington, Berlin, London, Rome, Moscow,
Ankara, ten all told, outstations.:Zre able to read everything except
the Red machinetaadgghen of course.éigi had to go to Panama onjgyépecial
@l

assignment se Kully and I stayed behind and carryied on.aﬂﬁ<§ince this

batch of traffic which was later identified as being all Red machine
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we went in to assist them,&o at that point. in time the total effort of
.
the SIS was on Japanese diplomatic. Now when did we get started on

Germang and Italian$ seems to be a proper qu%Stion that ought to be

answered.aad When Abe came back from Pananﬁféhafs Dr. Sinkov came back

from Panamérﬁe had reached the point of wh;;é we were pretty well on

top of all the Japanese diplomatic traffic, a&d I guess the reason that

I was more mechanically inclinéd and more interested in cipher machines

than the other two/I was given the Japanese problem.aﬁd\ﬁe'd been getting
| and other things

some intercept in Italian and German gnd Freﬁch, MexicanAas a result

of this covering of the diplomatic circuits i{response to the Japanese

diplomatic interests that both G2 and we had|gecause of our success,$o0

the time had come to set up some kind of effort on the German and

Italian which were #2 and #3 prioritiegfand then sort of everything

else(so this kind of an action was taken. I don't think there was any

direction to this from outside other than thg statement of the priority

and the order of priority because the impleméntation was left up to us

in the Signal Intelligence Service and Friedﬁan's decision with the

approval of the war plans and training divis?on was all that was nec-

essafy. G2 didn't know enough about what we;were doing to make a judgement.

I guess that is what it boils down to,and Friedman and his people did

so they left it up to us,sad~Ehe decision was taken that we will start
fery.
b gl =

then a German section and this for some reason to Kullback

although he was Spanish trained when he was hiredjand the Italian section

fell to Sinkov although he was French trained;and the rest of the world"

—— - . !
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el
the French, Mexican, South America fell to, Frankﬁiee:s who'd come in

a little later. I don't remember the rationale for this thing. « I
remember in my case I was real delighted that I was staying on with the
old Red machine because there were certain things I wanted to do, and of
course it was understood that we would all be working on everything;that
nobody would be denied access to any of the other sections awmd We'd
gotten some money and we'd been able to 1ncreaS@ the staffae-Bob /4///6/‘

%e'\é }-L'*'J(\r’] qeu‘_{ﬁﬂ
had been hired, Al Small had been hired, Jeaa—k”tﬁfﬂ later Jean

Feinstein, Mary Jo Dunning. We'd started turning out translations
formally and we had to have a stenographic force. We had to have extra
translator help,so we got a couple of those. We got military assignments
like the language officers from Japan. We hired some Italian and German

/
linguists and they began to come in.sgsihse‘ﬁow we're getting up in the

tlmeframe where we considered war that it was inevitable that some kind

I

of a hostility would break out and we had better by God be ready. Now

this goes back to a remark I made earlier in these recordings &kst about

Yardley«that while we weren't sure the war was going to come on us we

&
. —_ . //l€t//u.f)€""
had to be prepared that it waikln the sense that it was Inwventabie

so we went to work real hard in this direction. I guess to summarize and

make a simple answer to a question that I turned into a very complicated

oni\that the way the priorities were given to the Signal Intelligence
Service’without any binding instructions as to how to use the resources

in response to these priorities was the first step in the organization

]

of the effort, endgthe second step in the organization of the effort was

—e—
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the utilization of what resources were available/both intercept and
manpower/in such a way that the most efficient utilizationm and production
and exploitation could be achieved.

Did this situation change once the war actually began and we became
involved in it?

Yes and for a new set of reasons. The Japanese diplomatic effort had
been pretty well cleared up when we finished the solution of the Purple
and it was more of a sustaining effort at that time because if you're
producing good intelligence people sort of leave you alone. Now when
Pearl Harbor came into being!GZ was aware that there was a goiﬁg effort
in the SIS in terms of Kullygwork on:E;rman; thére was a going effort

: . . .
in terms of Abe and his sections work on the Ital#g@}and Bearce's outfit

—

“on the rest of the world. They also knew that we were making a rather

broad study of cipher machines. This was again my responsibility because
. e e

I had the machine experts inﬂterms of FArner, Small, SynderA Rosen was

very closely associated with the Japanese outfit because here was the

liveiliving traffic that you could practice on you see and the prize

was greafufhtelligence,ead gb they were aware that we were pretty well

A .

out in front technically and ready to deal with whatever we could get

our hands on in terms of intercept. Now when warzéhen Pearl Harbor

happened/then of course everybody got excited and wanted the answer

day before yesterday. Now this generated problems from the concept

on which your question is based. We did have to make a reexamination

of our effort and what this amounted to in that tim%frame is that we

could ill afford to stop what was going because in all the sectiouns,

in the German‘section)and in Abe's section in particular, they could not

/
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afford to lose the momentum which had been- built up when they were
able to .spend more time with reéearch. Alsq/there was a tremendous
increase in the intercept for two reasons. Onglwe had built up a
greater intercept capability within the U.S. Granted it was still
L\\/f2§Cf‘ state of training.',§£ also had a mass of material we were
Ao »
getting im the UK1you see/becaqse they had a well organized/active
and well trained,as well as productive intercept activitx;so with the
initiation of the liaison with GCHQ we just got a massive amount of
traffic. Also in Kully's case there was the work thatg§E£§British had
- .

done in terms of the analysis of the I'll call it the Floradora system,
A

that was the double additive system that was less than the one we later

identified as the one-~time system and called GEE nd so there was the

3
technical information that Kully got‘igéit wa§ a similar batch of informa-

tion from what Abe got & in his work on Italian,and then the rest of

the world, the French and so on of course by this time the French the

only thing left in the French was the V%Ahy government;gut there was

2 e
Ak T 3
another development.-_ ®Bhe interest in theBTurkish, and the Near East LW

and the Middle East and what was going on down there/and SO we were
beginping being propelled into a situation whibh would embrace all the

important nations of the world whether Eggzsﬁe big or little with

particular emphasis on the Midd%g/East and South America. Now the
- /’

positive action which had to“be taken wag\Fo get enough people on board

and enough skills partjdularly language skills to begin undertaking some

kind of a positive and formal effort ié}for example/nations in the Middle
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East and the rest of the world.aadehis is where a great contribution

—eyen s

- T

was made as a result of our liaison with GCHQ. jAs a part of the deal,

| e e

Carter-eidke-had argued that we Ought to get access to every damn thing
that the British had been successful in,and “e wouldn't play ball unless
we got it and he made it stickpaad\gﬂe British came over and gave us
everything except the Enigma and some of the clandestine effort on the
German clandestine traffic.&ndll think in some of the literature on

X

this question some misunderstanding has resulted about the British how
ul
free the British were in their exchange. I can tell you that I saw it
froqzhe inside and that the British clearly gave us everything except
. i . | .

the Enigma andﬂclandestlne,and they were reluctant to do this because of
the very tight security which they had surrounded this effort and they
felt it was untimely unless we could use it, unless we were actively

in need of the intel-ligence from the German Enigma, aa:é@f course we

had no CIA or clandestine intelligence service capability at that time. —

JJﬁst what the Bureau was doing and that was an exchange of the trans-

lations on that. [jIhere was a fellow by the name of Simperman, FBI
representative in London, who as a result of this exchange got the
results of the British clandestinme effo?gy So we—were pretty well
we were pretty well satisfied even on these two areas they withheld/
and I think our relations with them as time went on resulted in the
British

uavy building a typica%ABombe over at the NSS for exploiting German
naval traffic because we argued that we ought to have this capability

in case England did in fact fall,and\dé went to the relay mechanism

known as MadamR X inthe basement of B Building. Now to summarize what
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we did was sort of follow our nose taking advantage of each break/each
a ; ) T
opportunity to expgnd the effort for any one country using the existing

organizational structure with a full freedom of flow of our technical
‘;A I«’ <
people from one area to another includingxﬂktold you in my case flowing
' just LU
back and forth between the COMSEC. So we really grew like,Tépsy I guess
v /

is the proper adjective.
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Tape 6, Side € | The question is what was the basis for the nomenclature of U.S. devices
as exemplified by the term SIGCOM, SIGABA, M134T1, T2, T3)and Tdietc.
A little chronological review. Prior to 1930 the concept of covernames
had not been developed and usually a short title, an abbreviated title,
was used to describe a development. An example of the pre-1930 attitude
is found in €ipher Pevice Fype M94 which was abbreviated to CDM94 which
taken just the five elements or so éi a nonsense group. But if your
expand it iés just the initialk for"éipher Bevice”Type M94. Now when we
get down to the eaxdy earliest model of the M134 which went in effect,
we find this title was ascribed to the machine about 1930.awl afd Friedman
and the 51gnald ;;ééééi'were getting a llttle%hl;vous about the use of

yast
the term CD or élpher Bevice'so they simply tagged on the M as M134

!

meaning Model of machine 134 and you identified the cipher machines out
of the rest of the development contracts because @8 in the other case
they continued the abbreviation process.&b it was no abbreviation} Et
was a cryptographic development. In about the period of 1938 - 39 there
were quite a number of new devices being developed andiﬁecame necessary
to do two things. Ong;is to have a meaningful designation for a crypto-
graphic device or system/and a secure designation,$0 a list of pseudo
code words was generated using the term SIGJ as the first three letters
followed by another three letter group as in the case of SIGABA,
S—I-G-A—BfA was cipher machine or cryptographic device or,ﬁignalllntelli—

wee s
gencesdevice, A-B-A, and thes-we get on down,and the next one that comes

to mind is SIGCOM you see which was subsequent to itrgb in this list

which had been generated and probably can be found somewhere in the

gl d BB E LS o N N [l B M oA T E] \:;
l]““‘n/“—.‘. HELA UU-.‘I idl UHI"]\I‘LLU e

i"\"\ e n'~.~v~~151-
au! :




147

K

COMSEC archives you can idéfziff;éﬁé short. titles of SIGABA, SIGCOM and
SIGTOT which is another example that #& sort of as time goes on ‘the
alphabetical progression is effectively chronological and in tﬁe order
that the concepts were advanced. Now the Qavy did not adopt this
system. They used their own nomenclature. For example, the ECM which
is the Favy nomenclature for what we in the Army called the SIGABA is
Havy terminology. So the ECM and the SIGABA are identical devices.

To go back to the earlier system of nomenclature I mentioned the 134 - -
M134. I remember being confronted with the problem im-one day when

- ——

Friedman was absent. We were required to I was asked the War ?lans
A A

and Training Division was required to produce a secure title for a
cipher machine that didn't reveal #hat it was a cipher machine because

they didn't want the unauthorized people to know really how many cipher
Ak

machines we had to developpgo I was asked what we could use in lieu of
A

the term cipher device or cipher machine}as we found in the case of the

M94}which wouldn't mislead or disguise the fact that it was a' cipher

‘machine. At the same time we wanted something‘meaningful. T think I

proposed the word converter because it converted plain language into

cipher text and this delighted everybody so we started calling the 134,

"Converter Ml34”and of course M is Model.go if you find the word converter

its obviously a cipher machine am@ if in fact its date is before the
A =

Ty,

N
inaugg¢ration of the SIGABA, SIGCOM, SIGTOT nomenclature series. e

question is what do I know about direction finding in the 1930s. There

was some direction finding effort undertaken by the gignal Qbrps

laboratories at MonmouthAfhe development of radio goniometric apparatus.

I remember also on the occasion of a trip to Monmouth)which was part of
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our indoctrination and training during the-early BOs’that I'd gone out

to examine a field installation that had been set up by the Sigﬁél

L
Eprps Aaboratories under the auspices of the/then being borE/Second

Signal Service Company who was operating this DF installation :amd it
. -——a
was a portableitype of device. It had a loopﬁsmall loop which was
T nes ’ .
mounted on a 1x2x3 metal case which contained the electronicsaaadéziéaéha
: A :

.hadnézf;op could be.rotated 360° and hadga gradation%;hegree degradations
marked around it just like on a transit head, 2= S0 by téining the
receiver vf—+he contained in the lower box and by rotating the loop you
could approximate the direction from which the signal was comiﬁg. I
remember particularly the-techaieal aspeet one technical point that came
up in connection with it and this was a gpeat—dwad great suprise to the

operators and the officer in charge of the test. They found if they

moved out on top of .2 hill that they got one kind of a reading/then
/.

Rwr

moving directly away from this reading down into a meadow along the
' bit

road they got another reading.ame kater on when I learned a litth4more

about direction finding/I remembered that tie there was a power line

along the second location.snd-zl didn't occur to any of us at that timg/

either myself as an observer or the people who were operating the set/

that the direction could have been distorted by the presence of the

power line. I mention this sort of as an indication of the understanding

of the state-of-the-art. We had no people in the Second Signal Service

who had any understanding or experience of the principlejof radio

-
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goniometry)and we as cryptanalysts had very little interest in the
mechanics of itjbut we had great interest in a direction findiné in
order to determine the location of radio stations and other things for
intercept purposes. But we considered this beyond our responsibilities.
Now later on several contracts were let by the Signal Corps,and by
the beginning of WWII there was quite an effort and a great deal of
sophistication in this area. Question is gggre there teletypes in
operation on December 7, how many and where were they located?
On December 7 there were two circuits in being. They had not been
activated previously. I'm now talking about the Army Security Service.
leave

Not the Navy. The Navy had other circuits and I will the answer

to what the hgvy had to somebody who knows more about it.ght I know
Pres 1 10

what the Army had and we had a circuit to -Psidio, the intercept station

+ Stk One

out in Califérpia, and one(at Fort Monmouth, New Jersey. Wet+had had

— RN

these installed these teletype installations installeq\and I guess if
A

you want to know how many machines there are there were four machines
because there was a machine on either end of each of the two circuits.

So we had one installation in San Francisco, one machineApne in Monmouth,
Lo LA/ gL
an installation with one machine and an installationAwith two machines,
one for each of the two separate circuits.‘ These two circuits were to
c - ,
only,two of the intercept stations. The ones which we figured were
most important in covering the Japanese diplomatic message circuité]

The one in San Francisco was very close of course to the West Coast

Transpacific terminal of RCA and the one up in Monmouth was very close
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to the Transatlantic terminal out I believe its out on Long Island -
) ( ]
s L0 8 3 O Lo s .
east of New York City.,amd S0 these two stations would enable us 'to
intercept the £ranspacific commercial circuits and the tramsatlantic

. 0 . -y’ M . . 3
commercial circuits,and thats why these two were chosen as the initial

~
<

installation? We had contemplated and if Pearl Harber hadn't happened
A 4

we'd probably in a few months would have had intercept teletype service

with Fort Hunt because it was close enough that we could™& tolerate

Schukvalt

a courier trip which was performed by Lt. Shweraft later he was Col

Schuleaft &

s & very knowledgeable man in the intercept exploitation areas

of SIGINTI. Pearl Harbor however changed the picture and we took the

our contemplated arrangement&and lost sight of in the
{ _ p

simple plans/

expansion of the intercept service because its character suddenly changed
primarily

from being interestedfiin diplomatic to what to do about Japanese military
and what to do about)in the case of the havylthe Japanese navy,andlgo

. ape
there was quite a readjustment and replanning and a terrificlyjaugmenta-
tion of intercept facilities. The two teletype circuits between Washing—

\"r:'";_wc;\\'L
ton and-Peidie and Monmouth were activated after the announcement had
been intercepted and translated and delivered to G2 that the l4-part
message was going to be transmittedgaﬁdﬂzhe reason we activated or tried
. . . . . T aldiaun
to aCC1vat§)and I will talk more about that in a short while, at—Zteast
wheq we tried to activate these two circuits was to insure rapid delivery
‘)ﬂ’—s‘)’d\b

of whatever intercept particularly from Psidie could be obtained because
we thought the message would come in through that link and this was the
fastest way of getting it that we knew of. Shucraft and I were the ones
who activated these two links because we did not know how otherwise to

expedite the processing of this message once it had been intercepted

If we didn't get it
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from San F;andisco-ewef—the teletype link it would have beeg\would have
. . . - A Presdie N .

required the mailing of the imntercepts frog499i&te to Washington,and
So we were very amnxious to get them in a hurry and this gave us a very
strong motivation to get that circuit into operation. We did raise

San Francisco and we got a response;but unfortunately,in the case of
the message that we were desirous of receiving rapidly}the intercept
station had already sent its batch of traffic down to the mail rocm

Al ‘:'\’?-;\f,:\\.c s AL Hurn

iﬁ(?sidéegand it took sometning like three quarters of an hourﬂto
4 j ‘

retrieve the traffic and poke it up and put it on the line coming back

e g
i

1S ’
to Washington. In the case of Monmouth, I recall this,e& a little bit
amusing today but it was a very disheartening situation when I learned

%ihuhvmgf
about it. ; ft was extremely distressed[but the officer i.#harge

Tkl babuin
of the intercept station when the imtercept was made,as a precautionary

measure/warned all the enlisted personnel not to touch this machine, to
leave it alone unless he was there and was insuring that it worked. Now
when we tried to call up from Washington to activate the circuit to
Monmouth ,this officer was not present.aud‘Ehe enlisted man}who was in
charge of the intercept activity heard the bell which normally rang in
the callup and ask you for a resﬁonse,heard the bell ringing;é;d of
course the machine was plugged in and the power was on, it was operating
for a callup. So after being annoyed by this bell ringing for some time
over in the corner whe;e—he—whefezkhe office in which he was located, he
gets up and pulls the plug and the machine quits ringing its bell and
Schukvaft

nothing happens. I don't suppose Shwessft and I thought about calling

up on the telephone to see what was wrong but we sort of didn't worry
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too much about Monmouth after we had raised San Francisco becawe Monmouth
< ] ('W. '. . . . ¥ .

didn't seem to be toe important in satisfying our desire to pick up this

l4é~parter as evidently San Francisco would be because of its location

right in the line of the transpacific radio circuit. Of course this was

a little bit of departure. The activation or the attempt to activate
- : A
these circuits\was a little bit of departure from the other arrangements

\

we had for rapid delivery of traffic. The fastest way we had of getting
an intercept to work on was to pick it up, intercept it at Fort Hunt
which was just a couple of miles down the river from Washington and
courier, send it up by courier from the intercept station to Washington.
Sikuhra§f
Shuergft wﬁén the pressure was o?/would make three or four trips a day
downzgicking up tne messages bringing the important ones/and in some

/
cases he'd kind of wait around until the circuit closed down and bring
the whole load for tﬁe day so we were working on messages that had been
only minutes, well just the time it took to get it off out of the
intercept operators typewriter and for him to bring it up to the Munitions
Building and log it in,WL religiously logged evefy message that came in
and I 'm glad we did because this was a wonderful thing in terms of the
Pearl Harbor inquiry that came later. We could locate whether or not we
had found the message;we had the message,what happened to it and where it

was in the processing)what the well/we could go back in the translation
A

to the intercept copy and this was extremely important from the Army

standpoint in answering the questions about the message.
Now that was our best source of intercept.._)ést promptly received

source of intercept. And then there was another very important,vital

Fretadic mie 3 -t Lowiterni s dglinediino s
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source of intercept and that was found in the pickup'arrangement we'd
worked out with the local RCA office in Washington and the other cable
outlets that we could trust. Early each morning an officer in civilian
clothes this waﬁg;imarily lstLt. EarleF. Cook who later became €hief
Signal Officerg;% was his duty,when he was assigned t&réls/to go to the
cable company, pick up the messages that he had worked out an arrangement
to have held for him and I believe that they had an extra copy, I'm not
sure, they had an accounting copy and before it Qent to the accounting
office why Cook was given access to it. And he had a little cubbyhole
sort of under a stairway somewhere in the building and in theré he had

a little installation consisting of a 35mm Kodak with a closeup lens and

a couple of lights. I think they had a package Kodak sold in those days

_and we bought one &% e and put it up there in this little room
and he would photograph these messages just like Cicero did in Five Fingers
and we could see his fingers on many of thq&essages/and then turn back

the accounting copy to his friend in the cable office and bring the
undeveloped rolls of film in his pocket and briefcase down to the Muni;ions
Building where we'd run them through a little dark room laboratory set

up that we had right next to the cryptanalytic office and run off a

prints in a fairly short length of time. These were very good copies.

They were garble-free and sometimes they were usefulnot so much in the
case of the Japanese in the example that I'm going to citelbut in the

case of some of the work we were doing on Hagelin machines and other

things because sometimes a notation would be made on the copy which was

filed by the code clerk which was useful in our
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cryptanalytic work. He'd make a little pencil notation and sometimes he
would rub it out, sometimes~he'd leave it on and this would tell us a

little bit about the setting of the machines and the wheels and the

type of device.|

were using the Hagelin machine and the Swedeifﬁé;é\flso/using the Hagelin

machine because they had prepared the message blanks by pasting up the
little gum slip of paper that comes out of the cryptographic Hagelin

device itself. @So there was a little bit of §éide benefit from this

photographic intercept activity. We didn't have as I recall right now,
I don't think we had any other but the Washington. Question is what was
the legal status of this so-called photographic intercept through obtaining
copies from the cable companies? The answer is’and you can also find this
in the Pearl Harbor reportjthat this was strictly illegal. It was
against the law and it goes back to the law that was passed whenever
Yardley issued his Black Chamber:;and this is where the boot came back
\_—-‘.—' &

to bite us. However if you will look }t up in the Pearl Harbor, look up

' LA‘LV .
the reference in the Pearl Harbor%tb this question you will find that the
congressional reports commends the U.S. military installations for its
foresight and initiative in undertaking this clandestine procurement
although it was a very 1llegal)é/xn-fﬂ-i;f illegal operatloq,commends the
military for undertaking this effort. When the group was organized in

Lz cbontey

1930 very little thoughtﬂhad'been given to background, well sort of to

be brutally frank no thought had been given to such things as background

investigations and security clearances or the other things which seem to
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have developed as a result of our becomlng more sophisticated and

Ke§ . . . G
ﬁé?urlng ourselves of the security of individuals. What happened is

I think about the limit that could be expected in those days. I believe
Friedman and Crawford in their selection of those of us who joined the
Signal Intelligence Service were quite satisfied. For examﬁle in my
case to see that I was a mountain boy from the heart of Southwest
Virginia an%&t was most unlikeiy that I would b¢~£ave any loyalties

I think
except to the United States. Same thingngpplied to Hurt and to Sinkov
and Kullback,amd Larry Clark was a son of a metropolitan policemen. So
you see our family connection where we were born, and we were all
obviously born in this country, although Friedman wasn't, he was:born
in Russia, seemed to satisfy thé;;hat then was thought to be a security
requirement. Indoctrinatioﬁ? The indoctrination that I got the first
day that I arrived on board was after I had been processed and taken the
oath of office, which was a very simple thing in those days, later on
I was fingerprinted but wasn't given any priority at all. When I was
introduced to Major Crawford, later General Crawford, he was then the
head of the War Plans and Training Division, so we talked,&e was very
pleasant)welcomed me and had some words to say and asked some questions.
And then he sort of leaned back and put his hands behind his head im his
chair which was a swivel chair with a spring in it and looked at me very
sharply through his rimless glasses and said something to the effect tha9
"Young man you are not to talk about your duties in this office. If

anybody asks you what you are doing tell them you are working for the

Chief Signal Officer. And if they ask the nature of your work tell them

ARt I IR
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its statistical and mathematicéi.‘“And if they ask you any more
embarrassing questions lie to ﬁhem as best you can." And these®
instructions were reinforced by Friedman a couple of times and then
finally they wore out bécause we began to laugh at them when they

gave us these indoctrinations.aad Abtually I did find it necessary on
occasion to actually to fabricate stories explaining why was a mathe-
matician in the office of the Chief Signal Officer and my answer was

we were doing statistical work yéu see on message counts. We had to

do certain statistical analyses of these in terms of routing of messages
and this was a little bit too much for the average friend I had in those
days so they dropped the question. We never mentioned codes and ciphers
and really my wiferhad very little idea of what my whole career was until
I retired and she wagzéhe read some of the remarks that had been made
both in connection with the publicity which I got before I retired. So

she was a little surprised at what she learned about me. It is interesting

Re —
to noteKEhat this kind of close knit group we ha%ﬂz’very tight}personal

relationships. - Friedman and those of us who were working for him,and
coupledijﬁth sort of a clandestine nature of coae breaking,made us more
security conscious than all the indoctrination could have been given us
by Friedman, Crawford or anybody in those times.beeagse‘&e were developing
our own understanding of the need for secré?cy and particularly when we

L
began having some success you see, breaking the Japanese diplomatic codes
we didn't want to have to go through that ordeal again because Friedman

had made such a horror story out of the Yardley book that we could

. T et
imagine we might become Yardleyiilfzzgiof the most interesting post-war

efforts that I remember was what we call the TICOM effort. The five~-
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letter group TICOM stands for Target Intelligence Committeeland Iiforget

—= - 0-M,
what the O\well[thats what T-I)Intelligence;ACGM'Committee. And this
/ >

was generated by a British concept. They seemed to be a little bit e

\ .&n/‘fi;¢b sy |
clever about these thlngsﬁthan we the Americans were because they thought

it would be a wonderful thlng to have a team of knowledgea%l people,
cods

experta\lf you will, p01sedqto éo in and occupy and examine and latch

on to the files of installations that had been involyed in cryptamalytic

and cryptographic work in Germany. These had been carefully plnpolnted~—~
accurately pinpointed through their 1ntercept/work and other 1ntelllgencd

B s

Vi
reporting so they knew exactly where they/werenan& they had a plan and l

had developed sort of\i project!I belieﬁe we called it a project}to

——— ——

uncoverAto occupyAto go\in and take/oontrol of these installations at

the earliest possible moment\after they had been enveloped by the invading

! e

4
and attacking forces, the Aﬁé&ican Allied Forces. Well/we collaborated !

P

/7
with the British in this and the}e was full cooperation and we had quite /

a party for both the éféy and Havy at Bletchley Park and we designated

some of our better people in both serv%ces to'join with the selected group

N

of Britishers. We placed emphasis on knowledge of German because we
/

wanted any interrogation to be done as close Mo the language as possible|e

4nui\£ had interpreters as well as experts to reinforce this language

N

problem,&aé4as we began to see the German resistance disintegrating

time
them. just behind the forces so eachﬂone of these installations was overrun
there \\\ |
there was a group of cryptologic experts right 1n41nterrogating the

then we Wwere ready and we did assemble these teams togethir.eadlﬁé had

] people who‘wereAwho had been doing the work for the German intelllgence

/ sefvices. Among those I remember/Oliver Kirby was one of the Americans

)
" =

-

~ who went on this. I belleve Rov Johnson T understand Roy is dead now
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but Roy went along on that aﬁ&héémé'others: I was greatly disappointed
because»I wanted to go and Corderman wouldn't let me. He said T need
somebody here to help clean up this mess. The people are all going to

be leaving and you're stuck buddy. So I didn't get to go, I wish I had.
I could've have gotten by on my college German probably. Now to get
back to business/the teams did go invand I mentioned in the SIGCOM
";ggg%éégé?that we made how we Had'learned that the Germans were not too
successful in discriminating between the SIGTOT and SIGCOM traffic. This
we learned that wasj\fwu;; also Qere very much interested in what results

——

would have bee@ what results have been achieved by the Germans on the
ECM or the SIGABA. And we got the answer to that. I think its an
amusing answer and I will put it in my own way as more of a jokexgut
Art Ley}nson who I believe was on this team, and I believe it was Art
who reported to me when they talked to the fellow who was in charge of
what they called the American Big Machine, see they'd identified the
Big Machine as the one jointly used by the Army and Navy,hghey couldn't
tell we were using different rotors or other things because their
cryptanalytic understanding was just not at that level and that was an
interesting item in itself. But Art's report as I recall was that they
found this guy inebriated and his co-workers reported that he had turned
into a dipsomaniac because of his lack of success on this "American Big
Machine"., They did have some success with the Hagelin which was used
witﬁﬂﬁé Air Force and I'm awful sorry we didn't have a better device.

e
o .
Of course maybe we were luckx}we even had that because enciphering our
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communications in the timeframe thats permitted by\rapldly flying
airplane with something that the state-of-the-art just couldn't’
accommodate in WWII(@O we fell flat of our faces in providing secure

communications there. Now this weakness of air- to-ground communications
;L’W
was more critical in the Pacificﬁbecause the Japs took advantage of the

voice-to-ground communications and actually destroyed planes because
of the indiscretions made by the pilots. 1 believe thats documented
somewhere in the history. I recall it as one of the bad aspects of

our work. Now of course the experience with Germany and the grand

results which we obtained\the insight into not only the Germans but
what they'd obtained from the Italians, the collaboration with the

Fins, the Japanese which we already knew a little about because of our
.

| o - - . o
reading the Japanesgﬂattache system was terrific information. |It gave
P Y

Gs a little better feel for the relative competence of the U.S. and the
|
UK 6}ganizati0ns which had about lifted each other to akeat the saﬁe
I mean ;
level. ‘wﬁggg we were deficient in additive recovefy and things like

\w\\\ -

that the British™were very skilled. They weré>not as clever in the

-~

machine cipher solutidn_as we were and I think our cryptography was - -

J

——

\\
because of the ECM and the S{Q?O?kwell,mainly because the ECM/because
$ls P N . all
ECM was a much better and more reliable device both cryptographie?y
v\

and from the engineering and operating sﬁangpoints provided by the IT&T

= .
N

.
engineers, much ip’advance of the Type X. The British did have a machine

¥

which they isfadvertently showed to me and to Leo Rosen and as Sir Edward
Travis - once put it "He couldn't have picked two worse guys to have it

shown to." Quite by mistake they showed us a new device.I forget the

e T
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name of it. It was all in chrome and black and was demonstrated both

to Rosen and me. RoseéAI don't know what date he saw i% but I saw the
AN
N /
firsg\gime I went to Britain,and I guess the reason I saw it is because
N\,
I was a éipher machine expert and they felt they had to show me all the
AN

"machines. Bup nobody had told them}OWDon't show them the British machine.”

*

- o
It was a pretty  good machine. Actually they installed it between/the4
in America first\between New York office and Washington and tﬁe British

office in Ottawa. Aﬁd then they used within well’betwegn Britain and

A
B

the continent after #D-Day" because it was before D~Day that I saw the

—— #

TICOM a little more’about it. It might

N

be interesting that we had truck load aftgr/truck load of German crypto-
//A

thing. Well to get back to

graphic equipment. We had‘ifﬁtwwgﬁbﬁbﬁ?f i~i Type X's, naval[air. We

had commercial Enigmas. I'm sorry\ I mean Enigma not Type X. Type X

is the British machine and we/ﬁad the naval Enigmas, the military Enigmas,
/

the air Enigmas, commerciad Enigmas. We“had some forward looking
/

\
developments in the Ggréan cryptography that hadn't come into being. /

/ A e
We had some of the -technical reports right up to the solution of -beeks |

;

and ciphers of other countries, photographic copieg\of second-story

jobs that they had performed on safes and embassy coagrooms, and a f

f
|
|

whole variety of stuff 1like that. This was gone over/carefully evaluated

and assessed;and a series of reports produced which you might find unde{

. ]
the term TICOM,Kéports. To add my own personal evaluation of this thing,

Fe
4(
4 it was a wonderful thing to have this insight into what the Germans and
- o
Italian%«well)particularly what the Germans had been doing/ And I think
i
; — B e -
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its a proper commentary on: Germans\the Germag/ln that they had seven
F
!

separate and identifiable COMINT organizations each in competition

ile
with all ;ﬁe others’and I would hazard a guess that they could have

done a lot better if they had a unified central cryptanalytic organi-~

zation which was politically impossible in those days the waX/GErmany /
, I

. /
and the German government was organized and the SSS and the Hesses

and the Janarises all sort of looking with great suspicion on the

N\

others. Now a few words about the effort in Japan,After we had seen

how wonderful this work was in“terms of the German TICOM effa;ts We
thought we'd better do the same thlng when Japan surrendered so we sent
in some teams. These were mainly taken from the force down in Australia.
Hugh Erékine I believe was the head of the,&merican team. Larry Clarke

was on it. I don't know whether /Abe was involved in this or not. I
//v
think he came on back to the.sfates pretty sopon ;jbut Hugh was very good

Mg / !

for this because -Hirgh was 9xeellent in Japanese. He could do the

1nterrogatlon4aad &é d prov1de them with a list of questions 1nc1ud1ng
N\

whad- Winds \
4&::& about the >¥+ﬁ%+4*> message, and I think Hugh's\feport in TICOM

— ——

will _speak fo&‘itseif. We 3189‘1 don't believe it waS\through TICOM but

we plcked up. pretty late in the war when we overran the Phlllpplneglwe

picked up a ngw Japanese cipher machine that was entirely different frop
anything else we'd seen.._}%e Purple. -1t was more like a so;% of a‘cr?ss
/ .
betweeq/éhe Enigma and the Japanese veii;on of a rotor machine. Stricﬁly
Jap%pé;e. No resemblance at all to the ﬂSECM but I believe it had a

something like ten wheels, eight or ten wheels and a lot of controls.
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Igs described also in the we used to have it in the musuem if there is
el "R ' B A

a musedm”it can be cited. I think it's interesting to sort:review
, ‘ / ﬁb :
what the attitude of the upper echelons of the War department were

towards this newly born Signal Intelligence Service. Very few people

: s, Ial
R AN /5 5

knew about it outside of the people/involved. Those were the Qhief
gignal officer.~7ﬂf course he was directly involved administratively

but technically and operationally was not involved} /Z%e Director of
& s ('
Intelligence'ﬂﬁlthe communications desk 2 were involved in the planning

and there wasn'f much anybody could do except support the effort until

it had proved that it was going to be capable of producing results.
&3
Now @™ attitude in the early days when we were being trained was

s
"Let's leave them alone until they learnAthey can and then we'll
put ﬁ7 the pressure on them.  We'll start working on the Japanese and

then when they find out what they can do on the Japanese then we'll go
G-~

to German and Italian.'" So & was very generous to us in those early
()

\

years and I think it was to our benefit and to the benefit of the effort
that they took this attitude. This was sort of the status until we

began reading some of the Red}Machine messages which let show through
(e .
<the glimmer of the German, Japanese and Italian tripartite pact. That
Th +wvy. & -
was the most exciting thing that I can remember that really got¢£% up

on its ears.,akd Johnny Hurt turned out a translation one afternoon of a

partially recovered code message in which this was mentioned and we
&/-hu ‘-C(A"\z\;?/ v:ﬂb f;"'/,'//; 3 r&:f(o Ao

sent down am—attempted translation. Col. Biackmagkwas up the next

. L WFe ' . . . :
morning waiting for us fa opeq?%%e office to verify the tramslation.

He wanted to see the Japanese text. When he saw the kind of meager
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recoveries that Hurt had used to make this tentative translation

he went away sort of shaking his head and sald;"I wish we had more

of that text recovered boys. Please get to work on it.

4 k.\.
,N6w you see
/\.

"

when they began to get these nice tidbits and morsels they suddenly

developed an interest in speeding up the operation because they wanted

to get more and more information. Well this was this pressure was applied

in a very friendly and benign way, thank the Lord. They didn't go upv
ML fel it il

and crack the whip of the Chief Signal Officeg&and issue orders to read

those code messages yesterday boys. They just had more sense in those

days than to do that kind of;Ehing because I think they had a feeling

they were lucky to have anythiné;;hy prospect of dealing with'future

intelligence production. So they left us pretty much alone and just

encouraged us. That was é@i;sattltude _ And then of course when the

Red)%%chine was broken why then they began to be more specific in their

requests. Theyusay "Translate these mesaages from Tokyo to Washington

before you translate the ones from Tokyo to Ankara, for example.'" And
they began to sort of lead ug,not by orders/but say sort of "We would
]ike to have it this way instead of the way you're doing it." And that
/
4&\;&\,\/

was a healthy thing. And the next step because they could get Japanese

Dusewn bevry Shevr

language officers like Carlisle and Joe Shere and others,
Deué» Spenson and ~eh Munson, Freddy Munson, General Freddy Munson was
G-l

one of them. They'd get them assigned tq1€Q and they'd detail them up
to Signal Intelligence Service as translators)and then the military

language officer who was assigned to the SIS would perform the selection

; SPTITS
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duty that is what messages were to be translated. We just funneled

all the messages across his desk and he'd sort of make a little note
LLL\\,\_'JL\ 5 L\r|g\-v
on them like this message is about “€arusels conversations with Besxu s

with Hull or foreign ministers discussions with (tr<w  on this subject
sort of indicate whether it should be done immediately or not translated,
or held in abeyance and translated when time was available. Now this

o
was a useful thing. Quite a natural development. We could live with .7
h

v\

without a bit of trouble and, G2 could live with it. But at that time
A

there was not the very urgent pressure for the general flow of intelli-
1A, . .
: AL, . . . T ’
gence, just ‘mew items about the fripartite pact an?‘hlngs\ goodies,
morsels of interest. Now we're getting up to about the time the
Purple went into use,gndpthen we felt a little bit stronger pressure

+ Qu* jﬁdé?y»'
to get on with the reading of she Purple because the traffic %n_Tokyo

and the holders of the Purple machin%Nthe real good intelligence, the
kind of discussions I mentioned about the tripartite arrangements, they
were lost because they were in this unsolved system. And so I wish you
could read that new machine is what they'd say to Friedman anﬁkhe
Chief Signal OfficerfgtWhen we read that new machine we will have a
better insight into some of these arrangements. This was a friendly
pressure. We were sort of family. There was nothing in opposition
betweeﬁqhe\&é in the '30s and%he Signal Intelligence Section of the '30s.
Now 1'm probably spending too much tlme on thls}but I think it was a

Lot i LLA,L
healthy thing and contributedAto expediting our development because they

could have hampered us by placing requirements. I'm sure that if they

had pushed us on the Japanese that Kully would not have made the progress

I W TR Y)
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in his German section nor would have Abe in the Italian or Bearce in
his other responsibilities but they let us do it the best way we could

, i
and sort of in our,way under their general request that this is the
klnde thing we want. Now when war became 1mmgnent we began to feel

k( -

this a little bit stronger because, EZ got an augmentation in intelligence
officer assignments amd anortunately the amount of training in intellligenct
to make a proper intelligence officer«‘-lhere was nothing; ,There was

no training of intelligence officers. 1f you were a Japanese language

student then you got assigned to the Japanese desk. If you were a

gggﬁb(” German student you got assigned to the German desk.amnd That's ‘about

* what it amounted to. Individuals were selected more for their personal

. o interest than they were by what tralnlng they got. I think this is also

* . Zachaeias
. true in the Navy because 1 thlnk—%acka;yus-was never as an intelligence
. officet. He just naturally gravitated into 1it. CEB thls seemed to be

.

* the rule aéfoss the board for both the Army and theQNavy awmd Certainly

, none of the sophlstlcatlon we now find in the State Department and. DIA

and their develoPment of evaluators and recorders with respective

xx intelligence organizatioﬁé) It just wasn't that way in those days.

. wesn' ¥
And maybe it wasn't needed in those days because the need mas—recognized,

.

but I'1ll tell you when it was needed is.if we'd had such a force in

being and trained[?ike they've got in DIA todag)l think they
would have found out a lot more about Pearl Harbor. There just wasn't
i i ‘\\.\5,&,\4\.\/
- anybody that knew what the messages or had the imagination or experience
- '/\
EO 3.3b(1 enough to visualize what the implications of these messages were. SO
. )
OGA

it was kind of an indifferent situation in the sense of training,But as
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these new people came in they ha@/something to do and they wanted

“’\C‘; fa\.
something to work with, s Aﬁ a few of them learned like mest Pettigrew'.
out in the Signal Corps check

did about the existéﬁce of this code breaking activitx«they wanted to épﬁjrj

see what the Signal Corps and sc pressures began to be put on us.and
some of them who didn't know about it would come in and say,

"Well look if you're not reading the German codes we ought to be, you
see." And that kind of a pressure was reflected through. Now of
course when Pearl Harbor came then the system of priorities got to be

quite a bit different;anﬂ‘wé got introduced'to this early on in the

days of our collaboration with /the British because one of the things
+
“that showed through from our discussions with Denni§pn and people up
+
at Bletchley Park, Dennigpn being the one I knew most about because he

was responsible for the diplomatic effort down at,Barclay St. in London.

And some of the people up<§: Bletchley Park,those who were working on

Japanese military and the Japanese diplomatig,wellAthe Japanese military

and some of the other Japangég\:hiigﬁfngZ I was interested in in my
section,became evident that theywhad to do some kind of sorting:out of

A

priorities and requirements,&%é—¥his was vividly demonstrated when we

looked at what happened”in terms of the German military solution of the

Enigma sad.A c:jﬁ/in point is that the ‘intelligence people would drive

real hard to hdve GCHQ concentrate on i;:\intercept around the ‘ HESH

in certain areas of Central Europe.

0il fields, and what was happening
.g:;\

/
While wanted\ as a first order of business at about 3 o'clock in the .

il
mornlng)to pickup a weather report, the old famous (L,/L/v/77AQ£;ﬂL (‘DG

from Scandanavia because this message was transmitted all down through
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middle Europe and it was transmitted first early in the morning up in
Scandanavia}so if they gotAChis intercept then they could recover the
exact texyéf the message for that network you see. And then keep pushing
it down and finally when they recovered the Central Europe or Southern
Europe key then they were able to read all the messagesfﬁut if they had

tackled only the Southern European intercept it would have taken much

1
L

longer and been\much more difficult job. So you see GCHQ was explaining

A Sod b/fy/k/ //Aa’ﬂ
to us these kind of problems orlglnate.sy»we resolved the problem in a
L rsehaidy Recschanec

very pragmatic and effective way because Ed Roshour)Ambassador Reshourj

headed up a small unit of skilb“language people who had developed into

reporters and had a little cadre of these in what was known as BA,that's

the Japanese language group of Arlington Hall Station:amd then there was

Reige ke TN

this very close 1nterwork1ngA The direct liaison between Roshour and

his representative and.éi?ejhﬁgwho was the head of B@aand the mingling

together of the translators and intelligence people. All of them

knowledgeable in Japanese%gi really the problem didn't develop in terms

of both Japanese diplomatic and Japanese military. I don't know how

the Ngvy dealt with this)but the German military problem was resolved

in the UK theater because thats where the main translation efforgfr See
) -

we had a group a unit in GCHQ supporting the Bombe effort. fThis is
T e é‘&,u:\ \

there in that unit. l} Bill Bundy was one of the watch officers. That's

the Blll Bundy who was Col William P. Bundy's son who was the brother

& Ut
of McGeorge Bundy wrote STYMPSONS‘Bﬁ RSE Bill was a very very

excellent cryptologist, did a bang up job in his assignment there.

.....
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Well these were the kind of people we had you see so we didn't worry
about the translation of German messages. All we worried about was
getting %adam X [to help out in the solution of some of these situations
where there was an important message and its indicator had been lost
because_oldﬁMadam X, Wthe way she worke@wshe was a relay device, you see,
and the Bombe was an analog of the Enigma machine and it had to go
Foimin . .

through the whole cycle. | Madam X could do the cycle bit by piece you
i d A

seeflso we could go in anywhere in the message without doing the whole

~

Enigma cycle and get the answer,aaé—we; he UK unit could actually

select the message that they wanted Madam X to tesff put the data in

a telegréﬁ;f{adio the code text of this tel@gram to Arlington Hall

S ‘:‘ ‘('v\_\ } S
Station.:IE would be\decoded?{%ey'd s2t up the program on the this
A S~ (dvu\) .
relay analog of the German EnigmaAmilitary EnigmgAwould run the test

in something less than a half an houts, If they found an answer they'd
get the answer back and'CZ could run it thrdugh the deciphering for this
particular messag%k:run it through the deciphering Operation and make a
translation of/i{: If they had run the Bombe on it the mechanical Eni

/;

analog they péobably wouldn't if they got the answer at all it would

have been several hours unless they were lucky. But old Madam X she

turned out answers real fast.| So you see we really didn't have too

—

much of a sorting out préblem because the way the responsibilities
developed sort of lead us into a pragmatic/rationalized approach to
the” problem avoiding any dictatorial actioms on the part of G2 as to

how we would run our business. I've talked a great deal about the
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Headquarters operation regarding all stations and a little bit about

what the army did in support of the GCHQ which itself is a headgquarters

‘operation. Now part of the action which was taken in reference to the
6’&;\/
%otal COMINT productloq/env151oned what I woxtkd> 1ike to call as field

units. We had a name for them and I've forgotten the name.gut George

E’CL\Q\’ -

Beerirer for example who was one of the old studentsA SIS students and
A

qho became a colonel and was assigned to the European theatre early in

the war had as his responsibility to develop COMINT support to the field
| s
éommanders.aaé'“e carefully selected officers;reservists and enlisted

men and gave them some kind of training at Arlington Hall Statiom. It
} / 7[,&./
was not a very well thought out set of training because we didn' tfknow
4

what to train®ws them in. We just made sure they knew what a cod%’yas/

7nd cipher was, amé what a fractionating system was/because the Germans

were using a system that FAjust for the purpose of this recording will
%dentify as\I don't even remember the nameybut it was a field system
énd it could be solvedsPut the best way to solve it was to capture one

'1

of the charts

|
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‘ape 6, Side & Chart thing it wasn't very sophisticated and I believe it didn't if you

R

had enough traffic it wasn't much of a problem but if you didn't have

muqh traffi%\if you had just a few messages it would be extremely
difficult to deal with and did take some time. Well we envisioned that
this is a kind of a system that the fiel%;;ort of field ciphers of the
Germans;EhaﬁEthe kind of a system they'd use for field ciphers. We

thought)sort of on the counterpart concept, that we ought to be able to

/
read these field systems in the field and give them to the field
commanders. Well that was an awful good idea if it had workedjbut we
did find that the field intercept companies provided real good informa-
tioé;;aluable information,but the best way to deal with it was to have
a central}somewhat remotely located behind—the-—lines unit with an
increase capability, a rather good capability, rather than two men and
a boy and an intercept operator capability. We had to have enough
people skilled and bgcked up with some IBM machines amt actually to
solve this traffic. And we found the best way to get it done was to
send copies of the message to GCHQ where they had a field cipher unit.

.aad‘&hen they got the keys they would send them back by secuéi;y telegram
/\

to the field units where the process then was reduced to a decoding
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operation,And that's about the way it worked out. The Germans several
L aud

times of course the these things were not useful until the invasion had

been successfully achieved and then things moved real fast from then

or,gb the situation changed so fast we never really did firm up on

exactly what kind of an organization was best. Now this was a little

different in the Pacific and I believe Dr. Sinkov could best answer

t?is question or Hugh Erskine but there was some field activity organized

I i A

I
i

and I'm going to leave that to him because he can tell you the story

1

because he was there and he was responsible &ex if not for all of it -

‘ )

| .
certainly for part of it ,and contributed greatly to what was done-in

i J

tée Pacific. pDid=Ekes.l think its worthy to note in connection with this
| -

field effort that while we were while at leas