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FEATURE

WR I 55 S 2—Strategic Competition?

Lt CoL Scort D. M“DonNaLp, USMC, RETIRED

ince the publication of the Trump administration’s first National Security

Strategy (NSS) on 18 December 2017, there has been much discussion about

the extent to which a state of strategic competition exists between the
United States and the People’s Republic of China (PRC). As many commentators
note, neither the existence of competition nor the ideas in the VSS are particularly
new.! However, a difference in tone, attributed at least in part to the unabashed
use of “America First” to describe the strategy, has led many to view it as more
competitive than past strategies.>

Across the Pacific, an increasingly assertive PRC, led by an ever more authori-
tarian Xi Jinping, has also caused many to hypothesize that the PRC is shedding
Deng Xiaoping’s admonition to “hide your strength and bide your time” in favor
of a proactive foreign policy.> Moves by the PRC to claim sovereignty over dis-
puted territories—as well as the water—in the South China Sea, efforts to estab-
lish alternative international financial institutions, and development of military
capabilities aimed directly at US capabilities also suggest the PRC is taking a
competitive stance toward the United States.

Yet, since the end of the Cold War, US policy makers have labored to establish
an international system where states could work cooperatively toward mutually
agreeable solutions and resolve disputes through consultation and dialogue. While
no one was naive enough to suggest states would not have diftering interests, it
has largely been assumed in the United States that all people could agree on
fundament principles. Though those decades saw multiple armed conflicts, it was
thought rogue actors would eventually be brought to heel and the world would
enter a more enlightened age in which disputes would be resolved peacefully.

With that context, the potential return of great-power competition is causing
Wiashington to reexamine the nature of its relationship with the PRC and re-
evaluate policy options for dealing with this situation. As Fu Xiaogiang noted in
analyzing General Secretary Xi’s comments to the June 2018 Central Conference
on Foreign Affairs Work, “According to Xi Jinping thought on diplomacy, the
correct view of history, overall situation and one’s own position need to be estab-
lished to fully grasp the international situation.”* In other words, to understand
the bilateral relationship, one must have a general understanding of not only the
international environment but also the interests of each party and the interplay
between those interests. This idea was echoed by PRC foreign minister Wang Yi,
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who recently called for think tanks in both countries to frame the relationship by
compiling lists of areas of cooperation, disputes that can be resolved, and issues
beyond resolution.’ In short, to improve the relationship, both sides must under-
stand the nature of the relationship and the other’s perception of it to craft policy
that does not lead to armed conflict.

'This article aims to lay the groundwork for further analysis by providing an
overview of what strategic competition is. After defining strategic competition, the
second section will take a brief diversion to discuss the relationship between—
and potential for—cooperation and competition. The third and fourth sections
will consider how competition is viewed from the US and PRC perspectives,
before drawing conclusions in the final section about the current and future na-
ture of the relationship.

Strategic Competition

For the purpose of this article, the context of strategic competition will be
confined to the policies, actions, and outcomes of states acting within the interna-
tional system. To ensure common understanding, this context should begin with
definitions of key terms in both English and Chinese. According to the Oxford
English Dictionary (OED), strategy is the “art or practice of planning the future
direction or outcome of something; formulation or implementation of a plan,
scheme, or course of action, esp. of a long-term or ambitious nature.” Strasegic is
defined as “relating to, or characterized by the identification of long-term or over-
all aims and interests and the means of achieving them; designed, planned or
conceived to serve a particular purpose or achieve a particular objective.”® Simi-
larly, the Xinhua Dictionary defines strategy (i #&; zhanlie)” as “concerning war’s
overall plans and guidance. It, according to the elements of military affairs, poli-
tics, economy, geography, etc. of both hostile parties, considers the relationship
between every aspect and phase of the overall war situation, to formulate the
preparation and use of military forces.”® These definitions point to a general agree-
ment in the two languages. In both traditions, strategy deals with identifying the
ultimate objectives of an enterprise to array the tools one has to use appropriately.
While the English definition focuses more directly on top-level interests, the
Chinese definition includes the range of factors that influence “overall plans and
guidance.” Therefore, this article will take the perspective that the strategic affairs
concern those matters that a state’s leadership view as fundamental to their sur-
vival as a state, commonly referred to as national or state interests.

One definitional difference lies in the inclusion of the conduct of war within
the Chinese definition. Though there are other words for strategy in Chinese,
G} % is the one that would normally be used in this context. One alternative

4 JOURNAL OF INDO-PACIFIC AFFAIRS ¢ WINTER 2020
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possibility that avoids the use of the character for war is ##& (ce/zie). This has the
benefit of suggesting policies, plans, or schemes (), rather than fighting, but the
definition denotes that it is part of and serves /% #%.

Competition is easier to parse. OED provides “[t]he action of endeavouring to
gain what another endeavours to gain at the same time; the striving of two or more
for the same object; rivalry,” while the Xinbua definition for S&5 (jingzheng) is
“mutually vying to beat each other.”!! In fact, the character translated as “beat”
could also be translated as “defeating” or “being superior to,” but leaving it as “beat”
allows the definition to suit many types of interstate competition.

For consistency, and in an attempt to meet both linguistic traditions, this article
defines strategic competition as active rivalry between states that perceive their fun-
damental interests under threat by the opposite party. This definition omits the spe-
cific actions taken to protect and advance the fundamental interests of a state,
because any particular action need not be part of a rivalry with another state or
take place at the expense of another state’s fundamental interests. The interests of
any two states do not of necessity conflict; however, that is the level of analysis on
which that competition characterized as “strategic” takes place. Those interests
could be pursued in isolation or through cooperation. A state of competition only
exists where and when the interests the parties are in conflict, threaten the achieve-
ment of the other party’s, or are desired by both, but incapable of being shared.

Competition and Cooperation

In the post—Cold War world, the United States has gone out of its way not to
identify an “enemy.” The lone exception was the George W. Bush administration’s
labeling “terrorism” an enemy following the attacks on the World Trade Center:
“The enemy is not a single political regime or person or religion or ideology. The
enemy is terrorism—premeditated, politically motivated violence perpetrated
against innocents.”?? Even this statement avoids pinning that title on any human
or group thereof, focusing instead on an action. As a liberal trading nation, the
United States does not want “enemies” and seeks relationships of mutual nonin-
terference or cooperation where feasible.

Since strategic cooperation or competition takes place at the level of states as
they pursue their interests in the international environment, it is reasonable to
assume that two large states operating globally are going to encounter some areas
where their interests overlap and others where they conflict. Some disagreements
will only concern methods, but others may rise to the level where the states find
their interests threatened and a state of strategic competition will develop. How-
ever, there are likely to be a great many issues on which some level of cooperation
is possible, especially if the two states do not desire warfare or open conflict. Thus,

JOURNAL OF INDO-PACIFIC AFFAIRS ¢ WINTER 2020 5



McDonald

across the range of issues confronted by a great power—or even a minor one—
there will likely be many where interests align and cooperation is possible. To
successfully navigate this environment, it is important to keep one’s own state
interests clearly in mind, as well as to understand that other states are also operat-
ing based on their perceived interests.

Avey, Markowitz, and Reardon argue that to begin understanding grand
strategy as a discipline, linking state behavior and these underlying principles
must first be understood.!3 Therefore, the first step in evaluating whether a rela-
tionship is cooperative or competitive is to identify the interests involved. The
Trump administration’s 2017 VSS§ identifies four: (1) protect the American people,
the homeland, and the American way of life; (2) promote American prosperity;
(3) preserve peace through strength; and (4) advance American influence.' Simi-
larly, according to a public statement by then-State Councilor Dai Bingguo, the
PRC maintains three state-level interests: (1) maintenance of the fundamental
political system and state security; (2) state sovereignty and territorial integrity;
and (3) the continued stable development of the economy and society.!® The rela-
tionship between these two stated concepts of state interests is the foundation on
which the question of competition versus cooperation must be understood.

At first pass, these interests do not seem necessarily to be in conflict. Surely,
shared interests in economic development should be a basis for cooperation, and
all states have an interest in recognizing the principles of sovereignty and nonin-
tervention. This identification seems obvious, but even where interests appear to
overlap, cooperation can be seen not only as a solution to individual cases but also
as a tool to influence other states. In fact, the Liberal Institutionalism School of
international relations theory is built around the premise that the act of cooperat-
ing with states and conforming to institutions changes states and molds them to
the norms of the institution and system.!® However, such change is not preor-
dained. Much angst currently exists among US sinologists precisely because many
thought that by cooperating with and engaging the PRC they could mold it to
Western standards of conduct. As Walker and Ludwig note, the West has “been
slow to shake off the long-standing assumption—in vogue from the end of the
Cold War until the mid-2000s—that unbridled integration with repressive re-
gimes would inevitably change them for the better, without any harmful effects on
the democracies themselves.”!’

'The very refusal on the part of states such as the PRC to compromise with
Western norms comes from a recognition that not all interests or policies are
compatible. While cooperation can work on individual issues, it is hazardous to
cooperate in areas where it would involve a compromise of one state’s interests. As

American philosopher Ayn Rand noted,

6 JOURNAL OF INDO-PACIFIC AFFAIRS ¢ WINTER 2020



BB 5t T+ 2—Strategic Competition?

It is only in regard to concretes or particulars, implementing a mutually accepted
basic principle, that one may compromise. For instance, one may bargain with a
buyer over the price one wants to receive for one’s product, and agree on a sum
somewhere between one’s demand and his offer. The mutually accepted basic
principle, in such case, is the principle of trade, namely: that the buyer must pay
the seller for his product. But if one wanted to be paid and the alleged buyer
wanted to obtain one’s product for nothing, no compromise, agreement or discus-
sion would be possible, only the total surrender of one or the other (emphasis added).!®

In other words, when states in a given situation agree on core principles—rep-
resented by the impact of that situation on their interests—they can work together
for a mutually agreeable solution. However, when their fundamental principles are
at odds, compromise is not possible without putting the security of one’s state at
risk. In fact, the very nature of state-level interests—representing factors that are
perceived as existential—suggests issues of foreign relations are likely to be viewed
in moral terms. As Harry Harding points out, this may increase the tendency to
negatively evaluate the actions of another state.!” These perceptions can be com-
pounded when two states have differing philosophical traditions, which support
conflicting conceptions of morality. Consequently, actions seen as good by one
state may be viewed as evil and intolerable by the other.

'Therefore, the question of whether competition can be avoided and if coopera-
tion is possible ultimately rests on the interests of states and how they are held,
interpreted, and employed by the leaders of the states. To fully evaluate whether a
state of strategic competition exists between the US and the PRC—and on what
issues cooperation is possible—one must first explore how each state views its
interests and its relationship with the opposite party.

US Perception of Strategic Competition

Since the end of the Cold War, the United States has been attempting to en-
gage and cooperate with the PRC to derive economic benefits from the PRC’s
low-price labor market and to prevent the development of an antagonistic rela-
tionship with a large, rapidly developing, and nuclear-armed state. Though many
US presidential candidates have maligned the PRC on the campaign trail, once
taking office, it did not take too long for chief executives to see hazards in making
enemies and benefits in protecting free trade.?’ Thus, though there were ups and
downs in the relationship, for many years Americans perceived themselves as
working with the PRC and believed their long-term interests were not opposed.

From the US perspective, it was assumed the PRC wanted the same things the
United States did—economic prosperity for its people and a liberal international
trade regime that benefited everyone. This international order has been a consis-
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tent interest of the United States, currently represented in the stated interests of
“American prosperity”and “American influence.”?! It seemed self-evident that the
American-influenced international system was good for the PRC, as demon-
strated by its economic growth and the emancipation of several hundred million
people from poverty. Even after the Tiananmen massacre, the George H.W. Bush
administration sought to keep the PRC connected to the interstate system. Ac-
cording to the 1990 NSS, the United States “strongly deplored the repression in
China last June and we have imposed sanctions to demonstrate our displeasure.
At the same time, we have sought to avoid a total cutoft of China’s ties to the
outside world. Those ties not only have strategic importance, both globally and
regionally; they are crucial to China’s prospects for regaining the path of economic
reform and political liberalization” (emphasis added).?? A year later, the NSS was
even more direct, stating, “Consultations and contact with China will be central
teatures of our policy, lest we intensify the isolation that shields repression. Change
is inevitable in China, and our links with China must endure” (emphasis added).?

A decade later, Pres. Bill Clinton’s last NSS had moved from ensuring the PRC
did not drift away to identifying that a “stable, open, prosperous [PRC] that re-
spects the rule of law and assumes its responsibilities for building a more peaceful
world is clearly and profoundly in our interests.”?* Two years later, the Bush ad-
ministration identified “the possible renewal of old patterns of great power com-
petition,”but was optimistic that, “recent developments have encouraged our hope
that a zruly global consensus about basic principles is slowly taking shape” (emphasis
added).?” In 2010, the Obama administration continued to “pursue a positive,
constructive, and comprehensive relationship” with the PRC and welcomed them
to take on “a responsible leadership role in working with the United States and the
international community to advance priorities like economic recovery, confronting
climate change, and nonproliferation” (emphasis added).?

As represented in successive strategies by administrations from both major US
political parties, many in the US policy-making community believed the authori-
tarian nature of the PRC would be changed by cooperation with the US, its incor-
poration into the international community, and the expanding wealth of its people.
However, the last decade has suggested the PRC’s authoritarian system is being
maintained and consolidated. Meanwhile, its leadership has decided to spread its
influence beyond its borders, threatening the international system, which Wash-
ington worked to build and maintain in accordance with US interests.

These trends have led many in the US security policy community to change
their minds regarding the effectiveness of US engagement with the PRC.?” This
trend emerged during the Obama administration, when the sense that coopera-
tion was not producing the desired results contributed to “The Pivot to Asia,” a
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policy designed to reallocate US foreign policy effort and resources to the Indo-
Pacific.”® However, despite island seizures, debt diplomacy, dollar diplomacy, and
island building, it was not until General Secretary Xi consolidated power and had
his term limits removed at the 19th Party Congress in October 2017 that the
West seemed to really believe that engagement had failed.

In the December 2017 NSS, the Trump administration concluded “after being
dismissed as a phenomenon of an earlier century, great power competition re-
turned” and named the PRC and Russia as actors competing with the United
States.?” Moreover, the NSS stated explicitly the need to “rethink the policies of
the past two decades—policies based on the assumption that engagement with
rivals and their inclusion in international institutions and global commerce would
turn them into benign actors and trustworthy partners. For the most part, this
premise turned out to be false.”*

Although there have been critics of this competitive stance, in many ways it is
tracking a change already taking place among China watchers. Tbe Economist
notes the recent concern about the PRC is not coming from long-term skeptics,
rather from “Americans and Europeans who were once advocates of engagement,
but have been disappointed by illiberal, aggressive choices made by Chinese rul-
ers. They are not so much hawks as unhappy ex-doves.”! At a recent Brookings
Institution event, former Obama-era Senior Director for Asian Affairs in the
National Security Council Evan Medeiros argued “the United States needs to
face-up reality. Continuing to deny that our interests are diverging more than
converging is dangerous. We could get rolled, or worst, it could embolden China
to be more aggressive and assertive in pursuing its economic, political, and secu-
rity interests.”? Instead of a partner in economic development, many in the United
States have now concluded, as Robert Ross has, that “China is also the first great
power since prewar Japan to challenge US maritime supremacy, a post-World
War II cornerstone of US global power and national security. The rise of China
challenges US security in a region vital to security.”*

In sum, the United States has been a consistent advocate of cooperation since
the end of the Cold War. However, that cooperation was predicated on an as-
sumption that long-term interests were aligned and that engagement with the
PRC would ultimately change it into a more liberal state domestically and an-
other “stakeholder” in the US-influenced liberal international order. That these
changes did not occur, combined with a PRC increasingly interested in challeng-
ing that order, has caused the United States to rethink its approach. Thus, while
Wiashington has not completely given up on cooperation, it now believes a state
of competition exists and is beginning to alter US policies to meet that reality.
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PRC Perception of Strategic Competition

Whereas US policy has reflected Western ideas of liberal institutionalism, the
PRC’s unique philosophical tradition and its authoritarian political system shape
the PRC leadership’s view of their interests and the international environment.
'The legacy of the traditional Chinese philosophy continues to inform the leader-
ship’s view of existence and the means by which they understand it.

Having come through the Century of Humiliation, the PRC is now primed to
leverage its historical legacy and reclaim its place in the world. Harding argues this
history is not simply academic, but “a set of facts and ideas and images that are alive
in the minds of policymakers and the public today, thereby shaping the present and
future of China’s relationship with the rest of the world.”* In a departure from
Cultural Revolution rhetoric that criticized the old, General Secretary Xi has em-
braced this history, noting at the 19th Party Congress, that the PRC is “nourished
by a nation’s culture of more than 5,000 years ... we have an infinitely vast stage of
our era, a historical heritage of unmatched depth, and incomparable resolve that
enable us to forge ahead on the road of socialism with Chinese characteristics.”
'The importance of traditional foundations is reflected in the People’s Liberation
Army’s (PLA) view of strategy. According to the Science of Military Strategy, “Ap-
plied strategic theory receives foundational strategic theory, especially the guidance of
one’s own traditional military strategic thought, as well as influencing the develop-
ment of foundational military strategic thought” (emphasis added).*

One important factor in this cultural tradition is the concept of shi (%), which
lacks a direct English translation but most closely means “situational potential.”’
According to shi, any situation has a natural potential and will proceed along that
course unless interrupted, like a stream flowing downhill. Also like that stream,
once a situation is in motion and well along its course, it becomes difficult to
change the speed and direction of what is now a large river. Conversely, near its
source, it is relatively easy to alter the flow of a stream with a small dam. In this
context, nature moves on naturally, fulfilling its potential. Xi alluded to this at
Davos, noting that “[f]rom the historical perspective, economic globalization re-
sulted from growing social productivity, and is a natural outcome of scientific and
technological progress, not something created by any individuals or any countries’
(emphasis added).3® In other words, the current situation represents history fulfill-
ing its potential. The easiest way to benefit from this is to join a trend in progress.
As Xi notes later, the PRC leadership “came to the conclusion that integration
into the global economy is a historical trend.”® Note this is not a value judgment.
It is presented as a metaphysical fact.

Of course, the naturally developing potential may be less than ideal and a change
may be desired. A corollary to shi is that to change a situation, one should act early
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in a developing situation, where it requires less effort. This not only makes changes
easier, as noted above, but also provides the one acting early more say in determin-
ing Aow a situation will develop. This has implications for the concept of initiative,
but as Niou and Ordeskhook suggest, runs deeper than acting first. Their study of
game theory and Sun Zi suggests “it is better to be the one who dictates which
game is to be played or, equivalently, which player is to be assigned which position
in the game™® In other words, by defining the terms of debate, the context for
competition, or the rules of the game, a competitor gains an advantage in deciding
victory.*! This logic clarifies the meaning of Sun Zi’s admonition to win without
fighting.*? It is not that the victor has refrained from conflict, rather through un-
derstanding the situation, friendly conditions, and disposition of the adversary, he
has set conditions—managed shi—to ensure victory will be achieved if battle is
joined. In such a context, initiatives such as the Trans-Pacific Partnership appear as
threats to PRC interests by constructing a set of new rules—shaping the develop-
ing regional order—in a manner that serves US interests.®

Additionally, the world is itself a realm of constant change. Derived from LaoZi
and the Book of Changes (18 1£4¢), Chinese philosophy views the world as a con-
stant interplay of factors that are ceaselessly waxing and waning: “The doctrine of
returning to the original is prominent in [LaoZi]. It has contributed in no small
degree to the common Chinese cyclical concept, which teaches that both history
and reality operate in cycles.”* Importantly, the duality of attributes, such as
strength and weakness, requires that they move together. As one power rises, an-
other will fall. As one Neo-Confucian put it, “There is nothing in the world which
is purely yin (passive cosmic force) or purely yang (active cosmic force), as yin and
yang are interfused and irregular. Nevertheless, there cannot be anything without
the distinction between rising and falling, and between birth and extinction.”*
'Thus, there is no “win-win” result, when powers are pitted against each other. This
identification makes it difficult for those educated in a Chinese context to see
cooperation with an opposing power as efficacious.

All told, this strategic tradition suggests there is a constant interplay between
torces. There is not “cooperation” between states; rather there is a natural give and
take. Moreover, if one wants to influence that process, it is best to influence the
situation early, before it has had a chance to develop. Taken together, these philo-
sophical premises encourage those immersed in Chinese thought to view the
environment as one where contrasting forces are vying for preeminence. If they
want to be in charge of a new international order, they must act before their op-
ponent has joined the game and attempt to set the terms of debate to favor their
vision of the future, just as General Secretary Xi has encouraged the party to take
an active part in leading the reform of the global governance system.*
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Beyond the Chinese cultural tradition, contemporary PRC policy is heavily
influenced by its authoritarian political system. As a single-party state, what is
good or bad for the PRC is interpreted through the lens of what is good or bad
for its leadership—the party. From the party’s perspective “a country’s diplomacy
should be seen as an extension or the externalization of management of its inter-
nal affairs.”# Since internal affairs are focused around the maintenance of Chinese
Communist Party (CCP) authority, it is no surprise that national security is
party-focused. According to Article 2 of the PRC’s National Security Law, “Na-
tional security’ means a status in which the regime, sovereignty, unity, territorial
integrity, welfare of the people, sustainable economic and social development, and
other major interests of the state are relatively not faced with any danger and nor
threatened internally or externally and the capability to maintain a sustained secu-
rity status” (emphasis added).*8 The regime (read: Party) is placed first, reinforcing
Dai Bingguo’s 2009 emphasis on the political system as the top national interest.
Article 3 reinforces this point, labeling political security as “fundamental.”*

The centrality of party security is important because many US actions are
viewed as a direct assault on CCP rule. In 2013, an internal party memo, known
as Document 9, was circulated to warn party cadres of subversive trends. It argues
principles such as “universal values,” civil society, nongovernmental organizations,
and “absolute freedom of the press” are attempts to undermine party authority.>
US leaders view these as the values of the globalized world and promote their
universal adoption as a state interest in the NSS. However, to the CCP, they are
direct threats to the authority of the party—the number-one interest of the PRC.

Together, these factors have led many in the PRC security establishment to con-
clude a state of competition with the United States is not only possible but already
exists. According to Luo Xi, a researcher at the PLA Academy of Military Science
and Renmin University, “following Chinese economic growth and military strength-
ening, China-US relations have already gradually developed into the most impor-
tant strategic competition relationship in the Pacific area....””! He goes on to char-
acterize competition as intense, encompassing natural resources, strategic space,
economic leadership, and rule drafting, among other tangible and intangible factors,
ultimately stating that conflict cannot be avoided.>? In this context, the increasing
tendency among US commentators and decision makers to see the relationship as a
competition seems almost naive by comparison to a commitment on the PRC side
that competition is both the current state of the relationship and natural.

Conclusions

While cooperation does continue in some spheres, in many areas the US and
PRC are approaching each other as competitors. It is in the interest of both
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states to understand the nature of that competition, so they can avoid armed
conflict. In doing so, it is necessary to look to the fundamental ideas that are
driving not just the conviction that competition exists but also the decisions be-
ing made on how to wage it.

'This article began by defining strategic competition and examining the interests
of the US and PRC to explore the extent to which competition and cooperation
were possible. Though on the surface, US and PRC interests do not necessarily
have to conflict, subsequent analysis suggests they do at present. From the US
perspective, successive administrations have attempted to cooperate with the PRC
to bring it into an international system that was perceived as mutually beneficial
and a fundamental interest of the United States. However, recent actions by the
PRC appear focused on overturning that system, thereby undercutting US security.
Similarly, the PRC sees US efforts to expand and reinforce “universal values™—a
stated US interest in the past several administrations—as a direct threat to CCP
authority, the PRC’s number-one interest. Until these fundamental conflicts are
resolved, the US and PRC will be in a state of strategic competition.

In discussing the nature of strategic competition, this analysis has studiously
avoided minutiae about missiles and maritime features, containment, and “anach-
ronistic” alliances. Instead, by attempting to stay at the strategic level of state in-
terests, it has identified the fundamental issues that lead to an existent state of
competition. There will be many initiatives to address and resolve individual points
of disagreement and amplify issues where there is cooperation. However, until
differences are addressed at the level of state interests, one or both parties will
continue to identify the relationship as competitive.

Finally, the analysis above shows there are areas where the fundamental inter-
ests of these two states are diametrically opposed. Each state needs to make a
sober evaluation of what interests are fundamental and cannot be traded away, as
well as understand what interests the other state values similarly. These are areas
where there will be no compromise, and where careful calculation and deliberate
choice will be required by security practitioners in both states to ensure competi-
tion does not turn into armed conflict. &

Lt Col Scott D. M‘Donald, USMC, Retired
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Abstract

'The prospect of increasingly autonomous systems has seized the military imag-
ination and rapidly generated an international debate surrounding the merits of a
potential preemptive ban under international law. What has been missing to this
point has been an in-depth consideration of how artificial intelligence, autono-
mous systems, and unmanned platforms would be perceived by the junior officers
who will play a core role in their integration into future militaries. Drawing on a
broad survey of officer cadets and midshipmen at the Australian Defence Force
Academy conducted in 2019, this article provides an analysis of how perceived
risks and benefits of autonomous weapon systems are influencing the willingness
of these future defense leaders to deploy alongside them.

Introduction

'The prospect of increasingly autonomous weapons systems (AWS) has seized
the military imagination and featured prominently in strategic guidance, not just
in the Australian Defence Force (ADF) but also from our allies, competitors, and
nonstate actors. It is also becoming increasingly apparent that artificial intelligence
(AI), trusted autonomous systems, and unmanned platforms will play a crucial role
in the ADF’s capacity to maintain a credible deterrent capability edge over poten-
tial challengers in the region. However, there have been no concentrated, published
efforts to determine how military end users would perceive such systems.

Existing studies examining public opinion toward lethal autonomous weapon
systems (LAWS) have been limited in scope and focused primarily on civilians in
the United States. At the time of writing, the only publicly available Australian
research is also civilian-focused. Over the past two years, the Campaign to Stop
Killer Robots has conducted two surveys of Australian civilians and identified
that more than half of respondents opposed autonomous weapons. Overall, while
these papers provide a useful baseline understanding, they remain focused on ci-

vilians rather than the ADF.
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Indeed, the literature generally seems to assume that military personnel would
be more likely to support the use of LAWS than the civilian population. While
trust has been raised as an essential factor, overall, this has not been reflected in
the context of an empirical public opinion study. Therefore, the purpose of this
article, and the underlying study, was to test this assumption among officer ca-
dets and midshipmen at the Australian Defence Force Academy (ADFA) to
identify which perceived risks and benefits of AWS are most influential on the
willingness of these future defense leaders to deploy as part of manned-unmanned
teams (MUM-T).

'This article is divided across four sections that outline the results of the underly-
ing study and highlight the main takeaways for discussion. The first substantive
section of this article establishes a baseline understanding of the extent to which
the respondents were willing to deploy into a combat environment as part of a
MUM-T that included potentially lethal robots with varying levels of autonomous
functionality. The next two sections consider a range of potential benefits and risks
respectively and outline which were considered important to the respondent group,
which informs an alternate, end user—based view of the key challenges to the effec-
tive integration of unmanned, Al-enabled or autonomous systems into the future
ADF. Finally, this article will discuss three core conclusions that can be drawn
from this study before concluding with policy and doctrinal recommendations.

Regardless of whether a preemptive development ban is imposed on lethal
variants under international law, the impact of increasingly autonomous un-
manned systems will be felt most keenly by the junior officers charged with lead-
ing MUM-Ts in combat. However, there is currently a dearth of published re-
search that engages directly with active military personnel or questions how the
emerging generation of officers perceive increasingly autonomous platforms and
systems. In response to this gap, the Values in Defence and Security Technology
Group conducted a survey of more than 800 officer cadets and midshipmen at the
ADFA, Australia’s premier tertiary military education institution. This article uti-
lizes that dataset to inform an analysis of how the perceived risks and benefits of
autonomous systems are influencing the willingness of these future defense lead-
ers to deploy alongside them.

Prior Surveys of Perceptions toward
Autonomous Weapon Systems

'This study is believed to be the largest survey examining perceptions toward
autonomous military technology among serving military personnel, at the time of
writing. It was also the first survey of its kind to focus almost exclusively on Aus-
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tralian military respondents, as prior published studies have been primarily fo-
cused on the United States.

Chronologically, Charli Carpenter conducted the first study of US public opin-
ion toward AWS in 2013. More than half the respondents in this study said that
they opposed autonomous weapon systems (with 39 percent expressing a strong
opposition). Unfortunately, this initial study utilized leading and highly emotive
terminology in its questions. This is a topic that the general public still has little
knowledge or understanding of beyond their immediate association of robotic
weapons with the Terminator movie franchise (although some may prefer Trans-
formers). As Michael Horowitz’s subsequent study confirmed, the influence of
contextualized questioning is particularly important with this topic. Despite this
concern, Carpenter’s paper was an important first step in building our under-
standing of public attitudes toward this technology and is still widely referenced
in academic literature and working papers produced as part of the ongoing High
Contracting Parties to the Convention on Certain Conventional Weapons
(CCW) meetings of the International Group of Experts on LAWS in Geneva.

A subsequent online survey, conducted by the Open Roboethics Institute in
November 2015, was the first to include respondents outside of the United States.
'The results of this survey were fairly clear, with 85 percent of respondents saying
that LAWS should not be used offensively and 67 percent supporting a ban. The
most common reason for opposing LAWS was that only humans should be al-
lowed to make the decision to end life.

Interestingly, in a 2016 study, Horowitz found that the baseline level of opposi-
tion to autonomous weapons dropped from 48 percent to 27 percent if autono-
mous weapons protected US soldiers and were more effective than remote-
operated weapons. While Horowitz has not published a follow-on from this
admittedly US-focused study, the key implication was that the manner in which
autonomous systems are presented to the public is an important factor in whether
they would be negatively received.

Most recently, the Campaign to Stop Killer Robots commissioned two large-
scale but limited surveys, the first in 2017 and the second in 2019.These surveys
found opposition to autonomous weapons rising, hitting 61 percent in the second
survey. The most common reasoning among those who opposed killer robots was
that “machines should not be allowed to kill” and a concern that AWS would be
unaccountable. Of the 1,000 Australian respondents in 2019 (out of 18,795 total
respondents), 16 percent were supportive or strongly supportive and 59 percent
were opposed or strongly opposed. Interestingly 25 percent of Australian respon-
dents stated that they were unsure, the same rate as Canada and the United States
and 8 percent higher than the survey average. This data was an important contri-
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bution, given the argument that LAWS violate the principle of humanity, offend
the public, and should thus be banned under the Martens Clause. However, the
underlying surveys were quite limited in scope, with only those who indicated
opposition being asked the survey’s second question. Furthermore, their value for
informing policy beyond supporting a general call for a ban is questionable, given
Horowitz’s findings that the composition of the question was influential when
measuring public reaction to LAWS.

'The underlying survey for this article accounted for these shortcomings by
adopting a neutral language and utilizing a research design that questioned why
the respondents held the expressed views. Among the core purposes of this article,
therefore, is to submit into the literature a detailed exploration of how a series of
risk-benefit factors affect perceptions toward autonomous systems among the
next generation of ADF leaders.

Research Design

Reviewing the steadily growing discourse surrounding the development of in-
creasingly autonomous weapon systems would support the generation of three
hypotheses for how these future military leaders would perceive the risks and
benefits associated with deploying alongside “killer robots,” each of which will be
tested in this article. Firstly, we could expect, based on the above surveys, to see a
majority of respondents to either oppose of strongly oppose the use of machines
that are “allowed to kill” without direct human control. Secondly, given the results
that Horowitz found, this cohort’s perception of autonomous weapon systems
should skew dramatically toward opposition between scenarios based on how the
system’s level of meaningful human control is described. Finally, given the clear
focus in publicly published doctrine documents from the Five Eyes states, we
hypothesized that military respondents would place the highest value on potential
risks and benefits of autonomous systems that relate to improving force protec-
tion, reducing procurement costs, and replacing humans in dull, dirty, or danger-
ous tasks. Interrogating this hypothesis was a key factor in developing the ques-
tions on importance of perceived risks and benefits.

'The authors also acknowledge that this research design has two major limita-
tions that must be noted. The first is that, as this is the largest survey of military
officers to date, we cannot draw on extant literature to inform an expectation of
the level of difference between this data and public opinion among the civilian
population. However, extant research on attitudes toward the use of armed remote
unmanned aerial vehicles (UAV') would suggest that junior military leaders would
have a greater level of understanding than the general public, but that this would
not necessarily translate into a significantly higher level of support. In response to
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this gap in the literature, the underlying research instrument included a compara-
tive scenario that presented respondents with hypothetical systems with varying
levels of human control.

'The second limitation is this article’s focus on respondents from the ADF could
raise legitimate questions about its generalizability. While acknowledging this
concern, the authors make two contentions. The first is that, as the largest military-
focused survey of its kind at the time of writing, the data itself offers a valuable
insight upon which future studies of fellow militaries could be based. Second, the
ADF is regarded as among the most capable and well-equipped militaries in the
region, especially on a per capita basis. Furthermore, while a justifiable argument
can be made that the ADF has sometimes proven a slow or inconsistent adopter
of new innovations, it also has a history of successfully leveraging military tech-
nology to generate a sufficient competitive edge to maintain credible deterrence.
'Therefore, the attitudes expressed by these respondents could feasibly be used as a
comparative basis for estimating servicemember perceptions in operationally and
doctrinally similar militaries, both within the Five Eyes network and more gener-
ally among technologically advanced middle-power states.

Demographics

Before moving on to the substantive analysis and discussion, it is useful first to
outline key features of the underlying dataset. This survey was conducted in early
2019 and, at the time of writing, is the most extensive study of military attitudes
toward autonomous systems in terms of scale and detail. Reflecting their status as
officer cadets and midshipmen, the respondents were almost exclusively young
people (97.6 percent were between the ages of 18 and 24). Among the respon-
dents, there was only limited female representation (26.8 percent), and more than
87 percent were born in Australia. Furthermore, while there was a roughly even
distribution based on their year of study, a significant majority of respondents
were from the Army (45 percent), with Royal Australian Air Force officer cadets
and Royal Australian Navy Midshipmen accounting for the remaining 33 percent
and 22 percent respectively.

'The demographic breakdown of respondents has two important implications
for this article. The first, and most obvious, is this data focuses the analysis on
military personnel rather than the broader civilian population. This is admittedly
a limitation of the scope; however, focusing on the end users separates this article
from existing research of attitudes toward autonomous systems, which have been
almost exclusively focused on the civilian population. Secondly, the authors are
cognizant that their focus on junior officers arguably limits the applicability of its
results to current defense policy and procurement. The authors would instead ar-
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gue that the emerging nature of autonomous systems (and Al more broadly)
means that it is critical that we understand how the decision makers of tomorrow
understand the ethical, legal, practical, and operational potential, risks, and con-
straints of increasingly autonomous systems.

Willingness to Deploy Alongside Unmanned or
Autonomous Systems

'The first important takeaway from this study is a baseline understanding of the
extent to which these young defense leaders would be comfortable, or not, to de-
ploy into a conflict zone as part of a MUM-T, also known as a human-machine
team. The MUM-T concept has become prominent in the public and policy dis-
course surrounding autonomous and unmanned systems. The underlying assump-
tion with MUM-Ts centers on the contention that keeping humans in or on the
Observe, Orient, Decide, and Act (OODA) loop somewhat mitigates the ethical
and legal issues with killer robots, as well as reducing the technological and finan-
cial barriers to deploying potentially lethal autonomous systems. This study aimed
to interrogate the assumption that military officers would be comfortable deploy-
ing into MUM-Ts with autonomous systems. Therefore, respondents were asked
about their willingness to deploy in a team “involving robots to achieve a combat
mission,” where the system was given varying levels of autonomous operation
capacity. The response data is illustrated in figure 1.
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Figure 1. Willingness to deploy alongside autonomous systems
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'There are three main conclusions regarding military perceptions of autonomous
systems that can be drawn from these initial data points. The first is that this data
illustrated that a significant relationship exists between the perceived level of inde-
pendence of the “robot”and a willingness to deploy across each of the three MUM-
T scenarios. Where the autonomous systems were either entirely under human
control or were limited to preprogramed functions, the vast majority of respondents
were willing or somewhat willing to deploy alongside autonomous systems. This
would cover a variety of currently deployed systems that, for example, provide
landing assistance to human pilots. However, when the autonomous system could
exercise “preprogramed decision making” in the use of force in predefined areas
(which correlates with semi-autonomous weapon systems), there was a significant
negative shift, although the level of willing and somewhat willing respondents re-
tained a slim majority (51.7 percent). Scenario three also marked a significant in-
crease in the rate of uncertainty in responses, which rose 16.6 percent from 6.8
percent in scenario two. In the case of scenario four, where the system would meet
commonly used definitions for a LAWS, there was a considerable increase in re-
spondents that would be unwilling to deploy alongside such systems, cementing
this as the only scenario in which a majority of respondents would not deploy.
However, it is also important to note that the number of respondents that were
“willing” remained similar and above 10 percent in both scenarios (15.8 percent
and 13.2 percent respectively). Opposition to this level of autonomy is unsurpris-
ing given the findings of prior research, which admittedly focused on civilians;
however, it does support a conclusion that, while a minority would be currently
willing, the majority of this cohort harbors a discomfort with deploying alongside
autonomous systems with the independent capability to apply force.

Secondly, this data supports the assertion that questions construction and dis-
cursive practice is particularly influential with autonomous systems, even for
military officers. Note that 3.3 percent (27 respondents) would be either unwilling
(7 respondents) or somewhat unwilling to deploy alongside a system that “need[s]
a human operator [to] control every function” and an additional 24 were uncer-
tain. Where the system was under human control but could “independently per-
form some preprogramed functions,” twice as many were unwilling (2.1 percent,
or 17 respondents) or somewhat unwilling (3.9 percent, or 32 respondents) to
deploy in the MUM-T, and a further 55 respondents were uncertain. While a
statistically minor segment of the cohort, these results provide an interesting il-
lustration of the discursive effect in the case of autonomous systems and the exis-
tence of an additional wariness toward machines utilizing potentially lethal force.
Consider that, from a purely function-based perspective, these descriptions could

apply to a variety of systems that are already in use with the ADF. It is unlikely
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that this cohort would be unwilling to deploy in a combat unit that utilized re-
mote turrets (such as the Bushmaster Protected Mobility Vehicle), automatic
target identification (such as the Phalanx Close-In Weapons System) or autono-
mous navigation with human-controlled strike capability (such as MQ-9 Reaper
unmanned combat aerial vehicle [UCAV]). This further reinforces the need for
detailed, fact-based training for military personnel to dispel remaining myths and
address concerns among junior leaders regarding autonomy in military systems.

Finally, while this pattern of responses remained consistent, there was some
interesting variation apparent when the data was analyzed on the basis of parent
service branch. For example, Navy midshipmen were notably more willing to de-
ploy alongside autonomous systems in scenario two yet were more uncertain in
scenarios three and four. Indeed, 41.9 percent of naval respondents were unwilling
or somewhat unwilling in scenario four, compared to 48.2 percent (Army) and 50
percent (Air Force). Contrastingly, the Army respondents had the highest levels
of opposition across all four scenarios; for example, 14 percent of Army respon-
dents were unwilling to deploy in scenario three compared to only 7.8 percent of
Navy midshipmen and 9.3 percent of Air Force officer cadets. The Air Force re-
spondents were broadly consistent with their Army colleagues yet displayed less
uncertainty in scenarios three and four. This variance, while interesting, cannot be
explained solely by differences in organizational culture between the services, be-
cause this cohort consisted of trainee-officers whose military experience had been
chiefly tri-service at the time of the survey. Therefore, their distinct responses to
these scenarios suggest that there must also be other factors at play beyond the
natural biases generated by their service branch’s weapon systems and mission.
The logical next step in this research was, therefore, to explore what potential
benefits and risks of autonomous systems are most influential in building these
perceptions among the next generation of defense leaders.

Perceived Benefits of Autonomous Systems

'The second component of this study engaged directly with this question, ques-
tioning what level of importance these junior officers placed on a range of identi-
fied risks and benefits associated with autonomous systems. In this section of the
survey, respondents were asked to rank how influential each of a list of benefits (fig.
2) was to their views on deploying alongside autonomous systems along a Likert
scale. The results of this component provide valuable insights for future training
and familiarization practices, as increasingly autonomous systems, as well as dis-
tinct platforms, are progressively integrated into the future ADF. While most re-
spondents listed each of the 10 benefits as “somewhat important” or “important,”
when one looks closer at the data, there are three takeaways worth highlighting.
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Figure 2. Importance of perceived benefits of AWS

First, it is worth noting that the one significant exception to this pattern was
when respondents were asked about the potential of autonomous systems to re-
duce harm or injury to enemy combatants. This factor was a notable outlier, with
less than 12 percent listing it as a significant influence on their view of autonomous
systems. This is particularly telling when it is contrasted against the other three
harm reduction factors (which focused on the ADF, allied personnel, and civilians),
which were clearly the most influential factors, being listed as important by 83—-89
percent of respondents. The authors acknowledge that this data point could be
interpreted with some skepticism, given the cohort’s status as young, inexperienced
officer cadets and midshipmen; however, this same argument also highlights the
core importance of identifying this discrepancy. These are soldiers, sailors, and air-
men who will have command authority and oversight over increasingly autono-
mous systems in a future combat zone. The fact that the reduction of harm and
injury to enemy combatants was so widely dismissed is a warning sign, especially
when considering the expected importance of counterinsurgency and urban opera-
tions in the future operating environment, and this should prompt the provision of
turther targeted ethics training for these officer cadets and midshipmen.

Second, this data suggests that several of the benefits traditionally touted in
favor of adopting autonomous systems are of less importance to the end user than
expected. Aside from the risk of harm to enemy personnel, the least important
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potential benefits were reduced costs and new jobs and skill sets. These two factors
were the only others that a significant number of respondents considered some-
what unimportant (15.5 percent and 11.7 percent respectively) and were only
considered important by 26.5 percent and 33.6 percent of respondents. Interest-
ingly, these factors also had the highest rate of being selected as somewhat impor-
tant. The results for the remaining variables were similar, while each was listed as
unimportant by less than 7 percent of respondents, they were only listed as impor-
tant at an average rate of 40 percent. This suggests that training and messaging
around autonomous systems should focus on the potential to protect host-nation
and partner forces, as well as to improve the accuracy and reliability of targeting
to protect civilians more effectively from unintentional engagement.

Finally, the data from this question displayed a more significant service branch
variation than was seen in the previous question. Unsurprisingly, given their
greater willingness to deploy alongside autonomous systems, Naval midshipmen
were overall more likely to describe a benefit as important, while Air Force officer
cadets had the least “important” results yet the most “somewhat important.” In-
terestingly, Air Force respondents were half as likely to list harm to enemy com-
batants as unimportant and were more likely to list this factor as somewhat im-
portant than either other service. Contrastingly, overall Army officers assigned
significantly less importance to each benefit, with the notable exceptions being
the harm reductions to ADF, allied, and civilians. For example, Army respondents
were twice as likely to regard harm reduction to enemy combatants as unimport-
ant than Air Force and 10.2 percent higher than Navy midshipmen. A similar
difference can be seen with reduced costs, which twice as many Army officer ca-
dets viewed as unimportant compared to their peers. Overall, the benefits data
reinforces the need for individual service branches to supplement central efforts
to integrate autonomous systems with training and exercises that reflect the spe-
cific platforms and domains they operate within.

Perceived Risks of Autonomous Systems

'The final survey question to discuss in this article focused on determining the
influence of a series of 13 potential risks on the willingness of the respondents to
deploy in MUM-Ts. This question provided a valuable insight into which risks
that this cohort of future defense leaders considered to be the most important—a
perception that can guide future efforts to build trust among defense personnel as
well as focus attention, within the military context, rather than considering the
tull range of concerns raised by prior civilian-focused studies. Overall, this data
(figs. 3A and 3B) illustrated that respondents placed greater importance of opera-
tional risks—such as safety, accuracy, and loss of human control—than on the
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procurement and maintenance costs of autonomous systems or their potential to
be organizationally disruptive within the ADF.

100%
90%
80%
70%
60%
50%

40%
30%
20%
o Il =

0% ——

The Performance Safety Accuracy of Cost to build  Loss of human Accountability
(im)maturity of related issues, targeting and and maintain in control issues, i.e. in
robotics and i.e., endurance, identification  light of other determining
artificial operational Defence needs who is
intelligence  characteristics, responsible
technology etc. when
something goes
wrong
B Unimportant Somewhat Unimportant ~ ® Not Sure B Somewhat Important Important

Figure 3A. Importance of perceived risks of AWS
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Figure 3B. Importance of perceived risks of AWS

'The risk perception data supported a hypothesis that respondents would place
greater importance on the potential consequences of removing a weapon system
from their direct control. While all identified risks were considered important or
somewhat important by most respondents, potential safety and accuracy concerns
were immediate outliers. Less than 2 percent of respondents considered these two
variables as unimportant or somewhat important, and the number that were un-
sure was also negligible. Instead, we see that 83 percent of respondents placed
high importance on safety, and over 86 percent did so for the accuracy of targeting
and identification. Breaking down these figures by service branch reveals that
Army officer cadets were more likely to deem both factors as important than their
colleagues, who rated them as “somewhat important” at a compensatory rate. The
rationale for these allocations is immediately apparent when we consider that
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these officer cadets would be asked to deploy alongside autonomous systems in
complex land-based battlespaces, potentially in a counterinsurgency or hybrid
warfare context, and that they would already be cognizant of their responsibility
to ensure the safety of their soldiers while abiding by the Laws of Armed Conflict.

Building on that thought, as future officers, these respondents were preparing
for their first command, for example, an infantry platoon, air defense unit, or an
artillery battery in the case of Army officer cadets. It, therefore, makes sense that
these respondents would also be concerned by potential accountability issues and
loss of human control. However, the distinction between these risks is also worth
noting, while 75.5 percent listed the latter as important and 13 percent as some-
what important, only 59.4 percent considered accountability issues as important,
with 29.1 percent only considering this risk as somewhat important. Interestingly,
7.5 percent of Air Force officer cadets deemed accountability issues as somewhat
unimportant, compared to 2.8 percent of Navy midshipmen and 5.2 percent of
Army officer cadets. Determining why more respondents deemed accountability
issues as less important as the loss of human control would be a valuable avenue
for future research; however, on this data it is possible to contend that more re-
spondents were concerned by the potential for autonomous systems to go rogue,
so to speak, than by questions of military accountability (which as officers they
must already consider).

Finally, on this aspect of their role as future defense leaders, it is interesting to
note that the potential for autonomous systems to deteriorate command authority
and impact on unit cohesion were only deemed important by 53.8 percent and
45.4 percent of respondents respectively, and just more than 9 percent were uncer-
tain in both cases. Given the prevalence of concepts for incorporating Al into
command-and-control processes across multiple militaries, this suggests that the
future generation of ADF officers (who will be charged with incorporating and
operating alongside such systems within operational command environments)
would benefit from additional training, simulation, and war-gaming exercises to
improve their understanding of the potential impacts and risks of integrating
autonomous systems in the operational command cycle.

As with the benefits question, this data illustrates that these respondents placed
less importance on the cost to build and maintain autonomous systems and job
displacement, what is distinct about this risk evaluation is that less importance,
particularly among Air Force officer cadets, was placed on potential challenges to
ADF/service values and psychological impacts. There is a great deal of literature
about moral and psychological injury from serving in conflict and an emerging
body examining why there is such a high prevalence among drone pilots. It is,
therefore, concerning that these risks were considered unimportant or somewhat
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important by 18.4 percent and 11.8 percent of respondents, respectively. In fact,
the impact of autonomous systems on service values was considered unimportant
at the highest rate of any identified risk and second-highest as somewhat unim-
portant (behind job displacement). Furthermore, approximately 13 percent of
respondents indicated that they were uncertain how to classify these risks in rela-
tion to autonomous systems. This is indicative of a potential lack of understanding
of the ethical, moral, and psychological aspects of deploying in MUM-Ts among
these future defense leaders that would need to be addressed prior to widespread
integration of these technologies into the future force.

Discussion

Although prior literature has engaged directly with the importance of many of
these perceived risks and benefits, these studies have generally been conceptual.
At the time of writing, this is the only study to present the risks and benefits of
potentially lethal robots to the officers and midshipmen who will be responsible
for the safe and effective operation of MUM-Ts. Considering this list of perceived
factors, both positive and negative, through the lens of the intended end user re-
vealed three core takeaways that could inform future defense doctrinal develop-
ment and procurement.

'The first core takeaway from this study was that there is a clear difference be-
tween the perceptions of this cohort and ADF leadership in terms of how vital
the reduced development, procurement, and maintenance costs of autonomous
systems are as a potential benefit over low-mass manned platforms. Reduced op-
erational costs are regularly touted as a core factor in favor of pursuing increas-
ingly autonomous systems.! One would, therefore, expect that this would be re-
flected in the views of the officer cadets and midshipmen. Instead, this study
found that comparatively few respondents considered either cost or the potential
for autonomous systems to disrupt traditional job roles as important factors in
determining whether they would be willing to deploy as part of a MUM-T. There-
fore, while the resource requirements to develop, procure, and deploy increasingly
autonomous unmanned systems is important for defense planners, it is unlikely to
be a useful focus for internal efforts to acclimatize soldiers to battlefield robots.

Second, this cohort indicated that the most influential factors in determining
willingness to deploy with autonomous systems are their perceived safety, accu-
racy, and reliability. While the importance of trust in autonomous systems is well-
documented,? this study suggests that the ADF should integrate trust-building
and autonomous system acclimatization exercises directly into the Academy
Military Education and Training curriculum. Given the noted response variance
based on parent service branch, an alternative could be to integrate such training
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into the Single Service Training components. This would have the added benefit
of also accommodating non-ADFA officer cadets and midshipmen. Beyond the
impact of such training on the junior officers themselves, it is also worth consider-
ing the importance of addressing the concerns highlighted in this study for the
integration of autonomous systems into the core combat units of the ADF.

Prevailing wisdom holds that small-unit combat teams only work when the
soldiers, sailors, or airmen trust their comrades and leaders, understand their role
intimately, and are able to react to changing battlefield conditions in a consistent
manner even under intense stress.> The results of this study reflect that effective
trust building and acclimatization at the small unit-level prior to combat deploy-
ment is vital and highlights the issue of junior enlisted soldiers being influenced
by the views of their leaders (principally these officers, although also noncommis-
sioned officers) toward unmanned platforms. If, for example, the lieutenant com-
manding an Australian Army rifle platoon is unwilling to deploy alongside a po-
tentially lethal unmanned system that can use force based on preprogramed
criteria,* it is unlikely that their enlisted soldiers are going to be disposed to trust
that platform in combat. Without that trust, the unit is, quite understandably,
likely to ignore, minimize, or leave behind that piece of equipment regardless of
doctrinal guidance.

Taking a step back from the tactical level, addressing the concerns raised by
these officer cadets would also be a useful step toward improving the capacity of
the ADF to build and maintain a capability edge in autonomous systems through
a more effective, bottom-up innovation and diffusion cycle. Prior studies have
demonstrated that bottom-up participation is a vital component of successful
military innovation.’ The development of the Innovation and eXperimentation
Group (IXG) is an apparent attempt to jump-start bottom-up innovation and
experimentation in the Australian Army.® While current officers commanding at
the company and battalion levels are influential supporters of such efforts, for the
IXG to be truly useful, it will require that junior officers take the initiative to ex-
periment with the unmanned or autonomous systems under their command. The
most effective way to equip junior officers for success in this endeavor would be to
incorporate tailored war games and exercises into their initial training to both
acclimatize emerging leaders to autonomous systems and to encourage tactical
and operational experimentation once they reach their first command.

Finally, from an ethical standpoint, this study raises both positive and concern-
ing implications for how junior military leaders perceive the impacts of autono-
mous systems on the battlespace. Beginning with the positive results, reduction of
harm to civilians, ADF personnel and allied contingents were almost universally
considered to be important factors affecting the respondent’s willingness to de-
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ploy alongside autonomous systems. There is also an immediately clear link here
to the importance that was placed on the safety, accuracy, and reliability of au-
tonomous systems. The argument that autonomous systems could reduce the po-
tential of harm to friendly forces and civilians is similar to the justifications for the
use of prior military technologies such as precision-guided munitions and armed
remote-operated UAVs. Furthermore, these results also reflect the Australian
Army’s Robotic and Autonomous Systems Strategy, the goals of which included us-
ing increasingly autonomous systems to enhance the capabilities of the soldier
and reduce their physical and cognitive load, to augment their decision making,
and to replace manned platforms in specific roles.” Overall, these results suggest
that future defense leaders will be amenable to arguments that autonomous and
Al-enabled systems will allow for far more accurate targeting; remove ADF per-
sonnel from dull, dirty, or dangerous roles; and limit their exposure to combat.

It is, however, concerning that respondents placed a lower importance on ad-
verse outcomes, such as the potential for autonomous systems to affect unit cohe-
sion, to inflict additional stress or psychological damage, or to conflict with the
values of the ADF. Given the emerging research on the rate of psychological in-
jury among drone operators in the United States,® it would be valuable for the
ADF to consider how the use of potentially lethal robots interacts with its values
and how officers are taught ethical and lawful battlefield operations. While the
advent of AWS may yet remove human soldiers from elements of warfare, we
must be careful that the reduction in physical risk is not attendant with exposing
soldiers, sailors, and airmen to additional risk of moral or psychological injury.

Recommendations for Further Research

This article raises four interesting avenues for additional research. The first is to
conduct a follow-on study focused on noncommissioned officers (NCO) and
long-term enlisted soldiers. This data would be a valuable analytical companion to
this piece because it is these experienced soldiers who would advise junior officers
in combat. Understanding how NCOs perceive the risks and benefits of autono-
mous systems would also be valuable from the perspective of norm generation and
training because, as the senior soldiers in a given unit, they would have a signifi-
cant socializing influence upon the tactical use of autonomous systems.

Similarly, the second line of future research would be to conduct a qualitative
tollow-up study with a representative sample of the original respondents to con-
textualize and further explore the implications raised in this article. Companion
interviews or focus groups would inform a more detailed understanding of the
link between these risk-benefit perceptions and willingness to deploy alongside
autonomous systems in a manner that could inform the creation of targeted train-
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ing or identify design factors that should be prioritized in first-generation au-
tonomous systems. Finally, this would allow the researchers to undertake a more
direct comparative analysis of each potential risk or benefit, which could inform
far more specific recommendations for the ADF.

'The third avenue for future research would be to refine its focus by both seg-
regating the respondents on the basis of service branch and referring directly to
capabilities and platforms that have been identified by their respective services as
priorities for integrating autonomy. This would more clearly indicate the extent
to which the equipment, culture, and battlefield function of the respondent’s
service branches influence their perception of the risks and benefits of autono-
mous systems and whether this explains the level of service branch difference
that we saw in this study.

Finally, consider that this cohort will be increasingly unlikely to directly employ
physical platforms on the frontlines as their careers progress and autonomous
systems proliferate and diffuse. Therefore, the fourth avenue for future research
would be to analyze whether these perceptions among junior military officers
change when the autonomous system is integrated into their command-and-
control processes, such as with an Al-enabled digital assistant for collating and
prioritizing incoming signals intelligence for a battalion command post.

Conclusion

In conclusion, this article has challenged the assumption that junior leaders are
inherently open to the use of autonomous systems and instead demonstrated that
a significant majority would be unwilling to deploy alongside fully autonomous
LAWS. This article has demonstrated that comparative willingness to deploy in
MUM-Ts among this cohort is influenced by a range of concerns and incentives;
however, it has also demonstrated that allowing a robot to use lethal force retains
a discursive weight that influences a significant minority to claim that they would
be uncomfortable deploying alongside robots that have comparable operational
independence to systems that are already in use by the ADF.

This article identified that the most important factors influencing a respon-
dent’s willingness to deploy in a MUM-T are the perceived safety, accuracy, and
reliability of the autonomous system and that the potential to reduce harm to ci-
vilians, allied forces, and ADF personnel are the most persuasive benefits. Con-
trastingly, this data suggests that the resource efficiencies of autonomous systems
and their potential to disrupt the defense workforce are significantly less influen-
tial upon their position than it is for strategic planners. Finally, this study high-
lighted a concerning lack of emphasis on the part of these respondents toward the
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potential negative emotional and psychological impacts of deploying a robotic
weapon system under their responsibility, if not control.

Overall, this article makes two core recommendations based on the underlying
data. The first is that autonomous system acclimatization training should be incor-
porated at all levels of the officer training process and that small-unit leadership
tactics training should incorporate robotic units. This leads into the second recom-
mendation, which is that units at the company level and lower would be well served
by undertaking war games and exercises with the purpose of encouraging Army’s
soldiers, NCOs, and officers to experiment and innovate with autonomous sys-
tems. Where suitable platforms do not exist or are not readily available, units
should be encouraged to run tabletop or proxied exercises for this purpose.

'The ADF will only be able to secure and maintain a capability edge in the fu-
ture if we encourage all elements of the military to experiment and become com-
fortable with autonomous and Al-enabled systems because it is this bottom-up,
constant experimentation that will keep the military innovating with sufficient
speed and agility to regularly reestablish its regional, comparative dominance in
the deployment of autonomous systems. &
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India and the Quadrilateral Forum
as a Means of US Deterrence

in the Indo-Pacific
Cart DANIEL MYERS, USAF

Abstract

In the Indo-Pacific, China is waging a well-orchestrated campaign to displace
US hegemony and secure a favorable balance of power. Driven by ardent nation-
alistic goals, the Chinese Communist Party is silencing political outliers and chal-
lenging the boundaries of international sovereignty. The first half of this article
outlines Chinese political ambitions and domestic civil rights violations levied in
pursuit of the government’s agenda. It then addresses how Chinese territorialism
in the South China Sea has undermined the utility of bilateral US strategic part-
nerships. The second half of the article describes the threat China poses to India’s
national security and why the Indian Air Force is particularly unprepared to meet
this challenge. The article concludes by suggesting a quadrilateral treaty alliance
between the United States, India, Japan, and Australia is needed to prevent fur-
ther Chinese adventurism and preserve regional stability.

China’s Two Centenaries

In 2012, Pres. Xi Jinping assumed control of the People’s Republic of China
(PRC) and began a series of initiatives to improve his country’s welfare. His
“China Dream” program stresses nationalism, individual ethics, and two landmark
goals known as the Two Centenaries. The First Centenary Goal is to double the
2010 per capita income figures by 2021, the 100th anniversary of the Chinese
Communist Party (CCP). The Second Centenary Goal is more ambiguous. It
describes a “strong, democratic, civilized, harmonious, and modern socialist coun-
try” by 2049, marking the 100-year anniversary of the PRC.!

'The national unification strategy girding this ambition has translated into at-
tacks on ethnic minorities and oppression of political dissenters. In June 2020, the
Associated Press reported on China’s draconian measures to curb its Uighur
population in the northwest autonomous region of Xinjiang. From 2015 to 2018,
childbirths in the Muslim-dominated prefectures of Hotan and Kashgar declined
60 percent following state-mandated sterilizations and abortions backed by the
threat of mass incarceration.? A 2017 CCP memo leaked to the International
Consortium of Investigative Journalists contained detailed descriptions of the
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harsh practices inside “reeducation camps,” where millions of Uighurs are being
held without trial.> However, despite the damning evidence of cultural genocide,
the international community has remained markedly silent.*

‘Two thousand miles to the east, in Hong Kong, the CCP has summarily put an
end to antigovernment demonstrations, which have plagued the party since mid-
2019.The protests emerged after Beijing announced plans to enforce criminal ex-
tradition to mainland China, where the courts are widely viewed as corrupt. On 30
June 2020, Beijing passed a new national security law, effectively ending Hong
Kong’s legal autonomy under the One Country, Two Systems provision of the
British handover in 1997.° The bill criminalizes secession, subversion of state power,
terrorism and collusion with foreign entities, each carrying up to a life sentence. It
also establishes a national security committee with extraterritorial authority, allow-
ing the CCP to prosecute foreign nationals and media correspondents.®

Plight of Taiwan

'The sweeping language and jurisdiction of the national security law heightened
concerns in Taiwan, where the CCP has accused Taiwanese president Tsai Ing-
Wen of leading a separatist plot and threatened military action.” During the week
of 9-16 June, the People’s Liberation Army Air Force violated Taiwan’s air de-
fense identification zone (ADIZ) three separate times. The ostensible reminders
of Beijing’s ability to act with impunity immediately preceded President Tsai’s
video speech to the Copenhagen Democracy Summit on 19 June, less than two
weeks before the law took effect.?

Although the immediate risk of military escalation with Taiwan remains low,
Chinese general Li Zuocheng, Chief of the Joint Staff Department, considers it a
viable option. In May 2020, Li told Beijing’s Great Hall of the People, “if the
possibility for peaceful reunification is lost, the people’s armed forces will, with the
whole nation, including the people of Taiwan, take all necessary steps to resolutely
smash any separatist plots or actions.” The general’'s comments were underscored
by Li Zhanshu, head of China’s Parliament, who added, “we warn Taiwan’s pro-
independence and separatist forces sternly, the path of Taiwan independence leads
to a dead end; any challenge to this law will be severely punished.”

'The plight of Taiwan is problematic because its status as an independent state
is ambiguous according to the international law of statehood.!? Only 15 countries,
mostly from South America and the Caribbean, have formal diplomatic ties with
Taipei, which consequently isolates those countries from Beijing.!! Taiwan has
been self-governing since Japan relinquished control in 1952, but the United Na-
tions and even the United States, whose credibility in the Indo-Pacific is strongly
connected to Taiwan’s democratic status, have not officially recognized its govern-
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ment. Furthermore, it is difficult to assess how far Washington would go to pro-
tect the small island nation from annexation. Taiwan’s tangible value to the United
States is relatively low. In 2018, trade between the two countries amounted to
94.5 billion USD, compared to 737.1 billion USD with mainland China.!? Tai-
wan is strategically significant amid other disputes with China in the South China
Sea, but the cost of US military intervention would be exorbitant in both dollars
and lives. Victory would depend on dubious support from US allies and the rapid
consolidation of disjointed treaties.

Current US Partnerships in the Indo-Pacific

'The NATO alliance kept the Soviet Union at bay during the Cold War largely
because Article 5 of the North Atlantic Treaty states, “an attack on one is an at-
tack on all.”’¥ NATO’s framers perceived that the only way to contain Soviet ex-
pansion was by bringing the full weight of the enterprise to bear through unam-
biguous mutual defense. Like Europe, Asia is mainly composed of small,
vulnerable countries and a few main power brokers. However, there is no over-
arching pact between US partners. Instead, there exists a complex network of bi-
lateral agreements with narrow preconditions. The applicability of these arrange-
ments to third parties is largely open to interpretation.!*

'The United States has five major strategic partners and seven subsidiary part-
ners in the Indo-Pacific. Treaties bind the United States to Australia, Japan, South
Korea, the Philippines, and Thailand.!® Various other strategic partnerships exist
with India, Indonesia, Malaysia, Singapore, Taiwan, Vietnam, and most recently
Mongolia.'® While the details of each agreement are beyond the scope of this
article, the overlapping, albeit incongruent challenges each country faces with
respect to China suggest a more comprehensive security plan is needed.

Australia

Australia has sided with the United States in every major conflict since World
War I. As a member of the Five Eyes intelligence network, composed of the United
States, Canada, the United Kingdom, Australia, and New Zealand, Australia con-
tributes heavily to the US intelligence network and is strategically located between
the Indian and Pacific Oceans, along key maritime routes leading to the South
China Sea. Most importantly, Australia’s military capability continues to grow.
Since Pres. Barack Obama reaffirmed America’s commitment in a 2011 speech to
the Australian Parliament, the Aussies have responded in kind by raising defense
spending to two percent of gross domestic product.!’ This includes the purchase of
F-35s and plans to acquire 12 new submarines with US combat systems.!8
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Alternatively, the 1951 Australia, New Zealand and United States Security
Treaty (ANZUS) constitutes a political trap. Aside from the obvious military
danger, China has been Australia’s premier trading partner for the past decade
and accounts for more than 32 percent of its exports.!” Deep political and military
ties with the United States make it a belligerent in almost every case, extending
throughout the Indo-Pacific and thousands of miles above the earth. In the open-
ing salvo of a Taiwan war game in 2010, simulated Chinese actors took down the
Australia-US joint satellite architecture. The indirect attack incapacitated radar
and communications networks, enabling China to take Taiwan virtually unop-
posed. The hypothetical outcome was a fait accompli sealed by a lack of commit-
ment from other US partners. Despite the historic animosity with mainland
China that has made Taiwan a classic case study, other territorial disputes with
China have emerged that raise similar concerns and reinforce the vainness of a
bilateral response. 2°

Japan and South Korea

In 1947, Chinese cartographers drew a dash-line map, which self-ascribed own-
ership of the South China Sea and its islands based on historic fishing territory.
'Though the map has undergone several revisions, it remains highly contentious as
a legal justification for Chinese sovereignty.?! Japan has administered the Senkaku
Islands between Okinawa and Taiwan since 1972. However, in 2013, China ex-
tended its ADIZ over the Senkaku Islands, demanding control of the islands by
virtue of inherent right.”> In August 2016, China dispatched 230 fishing vessels
escorted by seven coast guard ships to the islands, where it had already deployed
paramilitary forces to substantiate its propriety.?> Chinese government ships con-
tinue to antagonize the Japanese Coast Guard. In 2020, encounters near the Sen-
kaku Islands occurred for 67 straight days beginning in mid-April, fueling concerns
that the United States may be forced to fulfill its mutual defense treaty. The 1960
agreement provides explicit protection in exchange for military basing rights.?

Maritime encounters are not the only risk. Emboldened by rapid advances in
aircraft and cruise missile technology, China is also increasing air patrols over the
Sea of Japan, exploiting political gaps between Japan and other US allies. On 23
June 2019, two Chinese H-6 bombers, accompanied by two Russian Tu-95 bomb-
ers and a Russian A-50 surveillance aircraft, conducted a combined operation
through the overlapping ADIZ between Japan and South Korea. South Korean
fighters responded by firing 360 warning shots at the Russian A-50, while tact-
fully avoiding the Chinese bombers.?®

'This unilateral decision highlighted the difficult relationship between the two
US allies, which dates back to the seventh century and involves multiple Japanese
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invasions, Korean annexation, and the use of Korean forced labor in World War
II.'The Korean Supreme Court’s 2018 demand for reparations, combined with the
A-50 incident, almost caused Japan and Korea to terminate their intelligence-
sharing agreement in late 2019, abandoning the decision only after US interven-
tion.? The problem goes deeper for the United States. Like most Asian countries,
South Korea is bound to China by hundreds of billions of dollars in economic
investment. Seoul also relies on Beijing to curb North Korean attacks like the
sinking of the ROKS Cheonan and the artillery barrage on Yeonpyeong in 2010.
Invariably caught between US and Chinese agendas, South Korea has been mostly
ambivalent about Chinese expansionism in the South China Sea.?”

Philippines

'The South China Sea contains an estimated 11 billion barrels of untapped oil
and 190 trillion cubic feet of natural gas, along with rich fisheries. It is also a
major economic thoroughfare for approximately 3.3 trillion USD in annual com-
merce. The South China Sea’s importance as a trade conduit and its bounty of
natural resources have caused international competition for centuries, but the
contest has gained increasing attention since the 1970s.2® One of the most fre-
quently disputed areas is a sparse chain of small rocks and reef structure known as
the Spratly Islands. The Spratlys are scattered across 158,000 square miles of open
ocean and account for just two square miles of total land mass, situated equally
between China, Vietnam, Brunei, Taiwan, Malaysia, and the Philippines.?’

China’s reliance on fisheries near the Spratly Islands as an alternative to its own
heavily polluted coastal waters is especially concerning for the Philippines. There
are 100-150 fishing boats working every reef China controls, permanently de-
stroying large swaths of coral and fish habitat. By comparison, the Great Barrier
Reef averages less than half a boat per reef.*° Chinese fishermen and warships also
routinely disregard Philippine sovereignty. In 2011, a vessel self-identified as
“Chinese Warship 560” fired warning shots at three Philippine fishing boats op-
erating 60 miles inside their own exclusive economic zone, forcing one to cut its
anchor to flee.’! Then, after a tense naval standoff spanning most of 2012, China
seized de facto control of the Philippines’ Scarborough Shoal, 200 miles north-
west of Manila.?? As a result, the Philippines appealed to the Permanent Court of
Arbitration (PCA) in 2013, arguing that China’s actions had violated the United
Nations Convention on the Law of the Sea.??

The PCA tribunal ruled in the Philippines’ favor in 2016. Five judges deter-
mined that because the Spratly Islands cannot independently support human
communities or economic activity, they cannot have their own exclusive economic
zones.>* They also invalidated China’s dash-line map and admonished China for
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harvesting endangered sea life and destroying fragile marine ecosystems inside of
Philippine maritime boundaries. China vehemently denied the court’s legitimacy
and used the three years preceding the injunction to expand its artificial island
campaign, fortifying its military foothold.*

China has dredged and deposited enough sand in the Spratly Islands for thou-
sands of acres of manmade territory. One of their most alarming accomplish-
ments was the Fiery Cross Reef project, where Chinese engineers constructed a
10,000-foot runway on an island previously consisting of shallow coral. The ro-
bust substructure can support mobile missile launchers and almost any type of
military aircraft.’® It also conveniently extends China’s radio coverage and com-
bat radius to the contested Scarborough Shoal.” Though China maintains the
runway was built to support search-and-rescue operations, most military strate-
gists are unconvinced.*® The addition of naval ports to Fiery Cross will enable
surface vessels and submarines to exert total control over the South China Sea.*
As China’s military strength grows, Beijing is also compelling other countries to
rethink their relationships with the United States as a source of protection, in-
cluding US treaty partners.*’

Thailand
The US treaty with Thailand dates back to 1833. During the Cold War, Thai-

land served as an important democratic hedge against the communist wave in
Southeast Asia, prompting the United States to extensively train and equip the
'Thai military. This bond continued into 1982, when the United States and Thai-
land began cosponsoring one of the longest-running international military exer-
cises: Cobra Gold.*! Today the exercise includes 27 other countries and focuses on
military cooperation during disaster relief operations.* Thailand’s longstanding
relationship with the United States led to its designation as a “major non-NATO
ally” in 2003 and the creation of a Thai-US Defense Alliance in 2012.* Despite
these seemingly impressive accolades, political turmoil and growing Chinese in-
fluence cast doubt on the alliance’s ultimate dependability.

Military coups in 2006 and 2014 deposed elected officials and dissolved the
Thai constitution.** The ensuing junta’s systemic corruption drove away foreign
investment, resulting in a 57-percent drop between 2010 and 2019.% Despite the
8.4 billion USD loss in revenue, including 4.7 million USD in suspended US as-
sistance, the Royal Thai Military’s budget surged eight percent year after year.*® As
the United States withdrew support, citing concerns over human rights, China
stepped into the void.*” A 1 billion USD contract for three Yuan-class submarines
granted China access to Thailand’s Sattahip Naval Yard, where US Navy ships

now contend with Chinese intelligence gathering.*® The Sino—Thai partnership

40 JOURNAL OF INDO-PACIFIC AFFAIRS ¢ WINTER 2020



India and the Quadrilateral Forum as a Means of US Deterrence in the Indo-Pacific

has continued to expand, and today Thailand conducts more bilateral military
exercises with China than any other country.* Despite general elections in 2019
that officially restored civilian rule and a new Joint Vision Statement with the
United States in 2020, Thailand’s reliance on China is undoubtedly growing at the
United States’ expense.*

India’s Need for the United States

'The United States’ present security arrangements in the Indo-Pacific require
deep US commitments that are increasingly difficult to fulfill against the rise of
China. Forcing China to heed basic international boundaries, much less address
internal civil rights abuses, will require a more robust military and economic alli-
ance. Owing to this need and its standing as the world’s largest democracy, India is
central to any plans for restructuring US security strategy in the Indo-Pacific. With
1.2 billion people and a 67 billion USD defense budget, India must play a promi-
nent role if unsanctioned Chinese expansion is to be stopped. New Delhi remains
averse to such political entanglements, but India is in an equally difficult position
with China and is unlikely to succeed on its own. One of India’s problems is its lack
of a modern air force to defend airspace along its contested borders with China
and Pakistan. US defense contractors are uniquely suited to provide this capability
but require cooperation from the Indian government, which has resisted thus far.
However, as India’s complex border situation evolves, it could provide impetus for
a treaty partnership with the United States and other like-minded partners.

New Delhi came to the forefront of US diplomacy in 1998 following India’s
successful nuclear tests. By refusing to sign the Non-Proliferation and Comprehen-
sive Nuclear Test-Ban Treaties, New Delhi solidified its position of strategic non-
alignment, which had successfully kept it out of the Cold War.! Since then, four US
presidents have worked to change India’s stance with overtures from Washington,
beginning in earnest under President Obama.>? As part of his rebalancing effort to
shift US strategic focus away from the Middle East and toward East Asia, Obama
met with Prime Minister Narendra Modi several times, beginning in 2014. Before
leaving office, Obama officially recognized India as a “major defense partner,”a title
the Trump administration has repeatedly upheld.>® Then, in 2018, Secretary of De-
fense James Mattis notably changed the name of US Pacific Command to US
Indo-Pacific Command amid deteriorating Sino—Indian relations.>*

Disputed Borders

The disputed India—China border made news on 15 June 2020, when 20 Indian
soldiers were killed in a firefight with the People’s Liberation Army (PLA) in the
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Union Territory of Ladakh. A spokesman for India’s foreign ministry cited China’s
failure to abide by government agreements, while Beijing blamed the killings on
illegal incursions by Indian troops. Chinese and Indian border patrols have faced
oft in the past, even engaging in fistfights, but this confrontation marked the first
case of fatalities since 1967, five years after the Sino—Indian War. While this
seemed like an isolated tragedy, India’s contested borders are part of a much larger
contextual issue that involves both China and India’s historic rival, Pakistan.>

Four hundred miles southwest of Ladakh, the Indian military is still heavily
engaged in Kashmir. This ethnically diverse Himalayan region has been divided
along a cease-fire line called the Line of Control (LOC) since the Indo—Pakistani
War of 1947-1948. Kashmir is a persistent hotbed of terrorist activity, as Islamic
militants continue fighting for unification of the Muslim-dominated region,
seeking to have it under Pakistani rule.’® India says it killed 127 terrorists in the
first half of 2020 alone, and despite calls for cooperation, relations between New
Delhi and Islamabad are decidedly strained.’” On the same day as the firefight in
Ladakh, Indian forces fought a 15-hour gun battle in Kashmir, killing two terror-
ists and seizing weapons and explosives stockpiles. The increased tension is par-
tially attributable to India’s recent decision to revoke Article 370 of its constitu-
tion and deploy thousands of additional troops to the LOC. The ruling Bharatiya
Janata Party government, which ascribes to a pro-Hindu and nationalist agenda,
issued the pronouncement in August 2019, withdrawing Kashmir’s autonomous
status following a deadly series of cross-border attacks earlier that year.>

Indian Air Force Setbacks

On 14 February 2019, the Islamic militant group Jaish-e-Mohammad (JeM)
car bombed an Indian police convoy, killing 40. India responded on 26 February
by launching Mirage 2000s to strike what Indian media sources described as ter-
rorist training camps. India claimed the mission killed 350 militants, but Pakistani
officials stated that four bombs had landed in an empty field. When reporters
arrived on scene, local villagers also denied any casualties but pointed to several
empty bomb craters one mile east of a JeM-run madrassa. The presumed target,
which had long since been abandoned, remained perfectly intact.*

'The IAF suffered another embarrassment the following day when Pakistani
F-16s conducting retaliatory strikes shot down Wing Commander Abhinandan
Varthaman’s outdated MiG-21. Varthaman ejected safely but was captured and
used for propaganda prior to his release 60 hours later.®* These back-to-back tacti-
cal failures reflect the IAF’s ongoing struggle to modernize and expand beyond its
traditional army support role.®* The Ministry of Defense’s unsuccessful bid to

acquire 126 French Rafales in 2012 has hampered progress. The 30 billion USD
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contract, five years in the making, fell through in mid-2015 over disputes with
manufacturer Dassault about local production liability.®? A new deal was inked in
September 2016 for 36 prebuilt Rafales, which will not finish arriving until 2022.
This leaves the IAF still waiting for what amounts to a 70-percent reduction in

advanced fighter capability as it contends with formidable opponents in both
Pakistan and China.®?

China—Pakistan Ties

China and Pakistan have maintained strong diplomatic relations since Pakistan
became one of the first countries to recognize the PRC in 1950.%4 Although the
two never entered into a formal military alliance, they have benefited greatly from
mutual assistance in acquiring military technology. China fast-tracked Pakistan’s
nuclear program during the 1990s, then provided ballistic missiles that directly
threatened India. As Pakistan’s leading defense supplier, China accounts for 39
percent of purchases, followed by the United States with 24 percent. The latter
arrangement allows Pakistan to funnel US military equipment to China for
reverse-engineering.%

Diplomatically, Pakistan serves as ambassador between China and the Muslim
world. This has proven especially beneficial with regard to the Uighurs in Xinji-
ang. Despite China’s oppression of this Muslim population, none of the major
terrorist organizations have retaliated. Their muted response is likely because the
Pakistani Inter-Service Intelligence directorate tacitly oversees terrorist opera-
tions through proxies like the Taliban and the Haqqani Network.%¢ In exchange,
China offers political assistance by defending Pakistan’s claim to Kashmir through
its permanent seat on the UN Security Council.®’

China—Pakistan Economic Corridor

Since 2011, China’s ulterior motive in Kashmir has been the China—Pakistan
Economic Corridor (CPEC), a 62 billion USD energy and transportation proj-
ect.”® China’s CPEC investment increased by 46 billion USD in 2015, with 12
billion USD earmarked for constructing a railroad through Kashmir between the
Pakistani port of Gwadar and Xinjiang Province. Once completed, it will connect
Chinese exports bound for Africa directly to the Indian Ocean and lay the
groundwork for future projects such as a Gwadar—Xinjiang oil pipeline.®’

In 2017, China surpassed the United States as the world’s largest oil importer.
Eighty percent of this oil comes from the Middle East or East Africa via tanker
ship and travels circuitously across the Indian Ocean, through the Malacca Strait,
and into the South China Sea.” The convergence of oil, Xinjiang, and the South
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China Sea is uncoincidental. China’s dependence on maritime commerce is a
strategic vulnerability that Beijing is diligently working to mitigate. In 2013,
President Xi announced the landmark Belt and Road Initiative (BRI), which en-
compasses the CPEC and quietly extends China’s span of control under the pre-
text of trade development between Asia, Europe, and Africa. The BRI will produce
many positive outcomes such as greater connectivity, financial integration, and
better opportunities for emerging markets.”? It will also join China with other
authoritarian governments that share common interests and mutual rivals.”?

Lines of communication through Pakistan will connect China and Iran. The
two governments are already negotiating a 25-year strategic partnership valued at
400 billion USD that gives Iran much-needed relief from US sanctions. Addi-
tionally, Tehran will receive more Chinese intelligence to support Iranian opera-
tions in Iraq and Syria.”3 China will in turn be able to use Iranian ports, railroads,
and telecommunications systems. Beijing will also be the beneficiary of heavily
discounted Iranian oil sales that will soon no longer depend on sea lanes through
natural chokepoints like the Malacca Strait. The long-term value of the BRI, and
the CPEC in particular, make thwarting Indian control of Kashmir an important
objective for China.”*

Airpower in Tibet

To distract India from Pakistan, China is leveraging flashpoints along its own
shared border. In 2017, India deployed troops to Doklam, a contested tri-border
junction with China and Bhutan. Their mission was to halt Chinese construction
of a road near the Doka La pass. After a tense standoft, China suspended construc-
tion, but the PLA remained in place. Although India declared victory and with-
drew, the temporary return to the status quo may be short-lived.”> In April 2020,
China completed airfield improvements to militarize the Ngari Gunsa Airport in
nearby Tibet and immediately deployed multirole J-11 and J-16 fighter jets.”®

The types of fighters at Ngari Gunsa are significant.”” On the surface, these
models provide parity with India’s top fighter, the Su-30MKI, without appearing
overly aggressive. China has far superior stealth platforms such as the J-20 sta-
tioned near Taiwan, but repositioning such assets in Tibet could signal an intent
to escalate, detracting from China’s careful political calculations.” Instead, China
will rely on superior missile technology in the PL-15 air-to-air missile, which
uses active radar detection and can strike targets beyond 185 miles. The aircraft
themselves may be less menacing, but China maintains a tremendous edge over
the R-77 medium-range, active radar homing air-to-air missile used by India.”
As it stands, the IAF is at an extreme disadvantage with China and would likely
struggle to protect Indian ground elements if a conflict were to arise. Overcoming
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this issue will require more sophisticated aircraft and missile technology currently
hampered by India’s cumbersome defense acquisition process.

India’s Need for Advanced Fighters

In 2012, the IAF overhauled its doctrine to focus on local power projection. It
also developed a new defense plan that called for expanding the IAF from 28 to
40 fighter squadrons specifically to address fighting a two-front war with China
and Pakistan.® The plan incorporated lessons learned from the 1999 Kargil War
with Pakistan, which proved the IAF’s effectiveness as a means of nonnuclear
deterrence and highlighted its importance in achieving limited strategic objec-
tives.®! Recognized for its role in recapturing lost territory, the IAF was rewarded
in 2001 with over 30 percent of India’s 15-year defense spending plan, including
money for the ill-fated 30 billion USD Dassault contract.?? The bungled Rafale
purchase and the addition of several more Su-30MKIs to the fleet is indicative of
another IAF problem. Between India’s two most capable fighters, the Su-30MKI
is a Russian model and the Rafale is French. Each platform requires different
training and has its own foreign parts provider, making them expensive and dif-
ficult to maintain. The IAF logistics tail is further complicated by British-made
Jaguars and the Tejas, an indigenous light combat aircraft.®?

Instead of rectifying this issue, India doubled down on the IAF’s unorthodox
order of battle and spare parts with its most recent acquisitions. In 2019, the Min-
istry of Defense said it would spend 15 billion USD purchasing 114 new multirole

fighters, sparking intense competition among leading defense manufacturers.?*

However, in June 2020, a 780 million USD order was finalized instead for 21 re-
turbished Russian MiG-29s and 12 Su-30s, which are too heavy to launch from
high-altitude bases near the contested borders.®> The Ministry of Defense said it
would devote an additional 6 billion USD toward purchasing 83 more Indian-
made Tejas but failed to account for the roughly 8 billion USD discrepancy.

'The preponderance of the investment into Tejas is of little value to the IAF.
'The delta-wing body style limits maneuverability and its payload is half that of
the Su-30MKI. Furthermore, the Tejas actually costs more than the Su-30MKI,
because despite being touted as an indigenous platform, it uses American en-
gines, Israeli sensors, and Russian missiles. These components must be purchased
at highly inflated export prices for a total cost of 62.7 million USD per air-
frame.®® As a point of reference, the highly advanced F-35 costs the United
States 77.9 million USD per unit, despite its infamous budget overruns during

research and development.®’
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Made in India and the F-21

A difficult military procurement process, specifically Prime Minister Modi’s
“Made in India” policy, further frustrates the IAF’s capability to address its acqui-
sition needs. Until 2001, India was completely closed oft from foreign direct in-
vestment (FDI). It initially opened the defense industry to FDI capped at 26-per-
cent equity to encourage collaboration with Indian manufacturers on indigenous
weapons platforms. Failing to attract sufficient interest, the Modi government
raised the foreign equity cap to 49 percent in 2014 and all the way to 100 percent
in 2016, subject to strict government oversight.%® Due to the bureaucratic com-
plexity of the FDI process, the only firm to submit a 100-percent offer was the
Naval Group, a French contractor, whose proposal was rejected.?’ Between 2001
and 2018, India attracted a mere 5.13 million USD in FDI, with no meaningful
technological advancements.”

One of the rejected proposals from the 2019 multirole fighter competition was
from Lockheed Martin, which offered the Indian company Tata Advanced Sys-
tems exclusive rights to build a highly upgraded version of the F-16.1 The new
prototype, dubbed the F-21, included an advanced weapons package and was
available in 138 mission configurations for maximum versatility. Lockheed agreed
to work with other Indian corporations as well. It signed a memorandum of un-
derstanding with Bharat Electronics to explore future industrial opportunities
and even offered to help Hindustan Aeronautics upgrade the Tejas into a more
capable air-to-air platform.” These joint ventures were designed to support Mo-
di’s vision and would have allowed the IAF to begin phasing out its multinational
procurement system. In addition, the deal was projected to save India 30-40 per-
cent in lifecycle and operational costs compared to other offers.”?

'The F-21 retains another distinct benefit that New Delhi might yet reconsider
as the reality of Chinese aggression unfolds. Incorporation of the F-21 would
grant India access to the world’s largest fighter ecosystem and increase interoper-
ability with Lockheed’s F-16s, F-22s, and F-35s. This could be an important
bargaining chip as US and Indian security interests steadily align. Like Japan’s
FS-X, the F-21 is based on the F-16, which is widely disseminated and has an
established logistics system. It is flown by NATO and key regional partners in the
Indo-Pacific such as Singapore, Taiwan, Thailand, and South Korea.** The F-21
would also use many of the same components as the F-35, resulting in better in-
tegration with fifth-generation fighter technology flown by the United States and
Australia. Synchronizing these capabilities could provide a much stronger deter-
rence to China and discourage escalation as part of a venerated military coalition.
Increasing India’s military edge and integrating the IAF with other US partners
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is critical for establishing a regional security framework that can preserve peace. It
is also an important next step in replacing fractured bilateral agreements and the
current federated defense model with a more powerful alliance.

From Federated Defense to Quadrilateral Forum

Simply stated, federated defense brings allies and regional partners together to
achieve shared security objectives.” As it stands, each US security partner in the
Indo-Pacific determines which objectives it will support and must individually
weigh the repercussions of upsetting their status quo with China. China’s strong
economic influence all but ensures there will be no amalgamated response to in-
direct Chinese aggression. This allows China to tacitly ignore international
boundaries while consolidating even greater economic power and surreptitiously
growing its 178 billion USD defense budget.”® Competing with China’s singu-
larly overwhelming regional power projection cannot be achieved bilaterally. To
protect individual sovereignty, the United States needs a formal alliance with col-
lectively greater strength vis-a-vis China and the promise of mutual support. One
such possibility is a Quadrilateral Security Forum (Quad) between the United
States, India, Japan, and Australia.

'The Quad concept began with the combined humanitarian response to the
2004 earthquake and tsunami in the Indian Ocean. Navies from all four countries
came together to support rescue and recovery missions, leading to conjecture that
tuture cooperation could be leveraged to support freedom of navigation opera-
tions. Japan in particular was eager to capitalize on this opportunity. In spring
2005, amid anti-Japanese protests in China, leaders made an unprecedented deci-
sion to include India in the East Asian Summit (EAS).%” The EAS consists of 18
member countries and is the premier forum for strategic dialogue in the Indo-
Pacific. Topics often include counterterrorism, maritime cooperation, and the
South China Sea. Combined, EAS countries represent 58 percent of the world’s
population and 54 percent of global GDP, making India’s participation a signifi-
cant milestone in international affairs.”®

During his first term as Japanese prime minister, Shinzo Abe strongly advo-
cated for the Quad, first in his book Toward a Beautiful Country and again during
a trip to New Delhi in 2007. Speaking to the Indian Parliament, Abe described
“an arc of freedom and prosperity” across the Indian and Pacific Oceans, backed
by a “dynamic coupling” of Quad members. With China as the obvious point of
concern, the idea almost reached fruition following the 2007 ASEAN Summit in
Manila. Afterward, diplomats from the Quad countries met briefly, enraging Bei-
jing, which levied complaints against each respective government. Concerned
about further antagonizing China, Australian prime minister Kevin Rudd with-
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drew from the India~US Malabar naval exercise in 2008 and discontinued future
quadrilateral talks.”

Until recently, the Quad had effectively dissolved. However, recognition that
appeasement in the South China Sea has failed and concerns over the BRI have
given the concept new life. Encouraged by India’s “Act East” policy, Japan became
a permanent participant in Malabar in 2015, the same year it signed agreements
for sharing defense technology and other classified information with India. In
2016, Prime Minister Modi visited Japan, declaring a “new era in Japan-India
relations,” followed by a vision statement in 2018 reiterating Japan and India’s
commitment to freedom in the Indo-Pacific.1®

India’s military relations with Australia have warmed as well. Since 2015, the
two have conducted their own biannual exercise called AUSINDEX.1? More
recently, in June 2020, India and Australia signed a mutual logistics support agree-
ment allowing them to use each other’s military bases, a significant good faith
gesture. The two also elevated their bilateral strategic partnership to a comprehen-
sive strategic partnership, promising to enhance the scope of future military exer-
cises. Most telling is that for the first time since 2007, Australia will once again
participate in Malabar in 2020, despite already being threatened with sanctions by
China for demanding an investigation into the COVID-19 outbreak.!%?

While a Quadrilateral Alliance would inherently be built around military capa-
bilities, its capacity for reciprocal economic sanctions should not be understated.
Quad countries account for over 34 percent of the world’s GDP.1® They also
represent roughly 21 percent of China’s annual imports and exports. If the Quad
were expanded to include South Korea and the Philippines, the latter figure rises
to 32 percent.!® As China earnestly seeks to grow its middle class, collective
economic strength is a negotiating tool that could be used to influence Chinese
foreign policy as well as domestic politics. While the 2020 National Security Law
and China’s inhumane treatment of Uighurs may not constitute acts of war, the
international community’s complicity should be rectified.

By remaining disorganized, the United States and its allies play directly into
China’s long-term strategic plan. To this end, Washington’s ability to elevate In-
dia’s role while forming a determined Indo-Pacific treaty organization will likely
signal Asia’s fate. With the world’s largest economy and one of the fastest grow-
ing, most sophisticated militaries, China is increasingly capable of imperialistic
power projection and extortion. Through military and economic cooperation, the
United States and its allies must seek to avoid the precipice of appeasement and
protect the bounds of international sovereignty. Failure to impart a clear determi-
nation to uphold international laws will breed an unstoppable menace and exact
an ever-higher price for peace.
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Summary

'The rise of China has dramatically altered the global balance of power. China’s
aggressive stance on domestic politics and territorial disputes leave little evidence
to suggest that it will settle for being a benign hegemon. Instead, China will
continue to pursue its nationalistic agenda by probing the international commu-
nity’s resolve to stand up to its antagonistic behavior while exploiting weaknesses
in US security strategy in the Indo-Pacific. As China manifests its regional mili-
tary and economic dominance, bilateral US defense partnerships are insufficient
for safeguarding the sovereignty of other countries in China’s path. A modern
IAF and Indian participation in a quadrilateral alliance with the United States,
Australia, and Japan provides a key opportunity to deter Chinese aggression and
help restore peace and stability in the Indo-Pacific. &

Capt Daniel Myers, USAF

Captain Myers is an air battle manager assigned to the 621st Air Control Squadron, Osan Air Base, Republic of
Korea. Fangs out!
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Penetrating Artificial Intelligence—
enhanced Antiaccess/Area Denial

A Challenge for Tomorrow’s Pacific Air Forces
Mars RicHarD UBER, PHD, USAF

Abstract
To ensure afree and open Indo-Pacific, the United States Air Force (USAF) must

maintain its ability to freely operate in international airspace and project force
forward to deter aggression. Future improvements to antiaccess/area-denial (A2/
AD) systems will certainly include artificial intelligence (AI). Al is a strategic
priority of our adversaries, as it can provide significant benefits for national de-
tense. The USAF must be prepared to tackle these technical challenges to uphold
our regional commitments and protect international interests in the Indo-
Pacific. Three specific applications relevant to A2/AD are (1) target recognition
from multiple fused data sources, (2) improved war gaming with agent-based
models, and (3) blockchain-enabled autonomous systems. This article will intro-
duce how these technologies might be integrated into future A2/AD systems and
recommend some strategies for addressing and overcoming these challenges.

Strategic Setting

To ensure a free and open Indo-Pacific, the United States must maintain its abil-
ity to freely operate in international airspace and project force forward to deter ag-
gression. The Department of the Air Force and Pacific Air Forces (PACAF) play a
critical role in keeping the peace in this strategically important region. China, after
a long period of hide-and-bide tactics has recently started taking more aggressive
moves toward strategic strength, what Chinese Communist Party Chairman Xi
Jinping refers to as a new long march.! While a force-on-force fight is unlikely,
demonstrating both the will and ability to fight and win against a strong adversary
is fundamental to preventing China from expanding territorial claims by force.

Bolstered by economic growth and investments in modernization, China’s cur-
rent stance in the South China Sea is already strong enough to dissuade neigh-
boring countries from objecting too loudly or forcefully rebutting illegal harass-
ment.? However, because China vigorously defends its sovereign interests, conflicts
are generally localized where China stands to make strategic gains at very low
risk. This strategy appears to rely on China’s emphasis on creating a protective
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bubble of antiaccess/area denial (A2/AD), which has been a paramount priority
since the mid-1990s.3

'The United States has a duty to support Indo-Pacific allies and partners in con-
testing and deterring Chinese aggression. However, as the People’s Liberation
Army (PLA) strengthens its A2/AD posture through advanced weapons, improved
data processing, and innovative strategies, China’s self-confidence and determina-
tion grow as well. For the US Department of Defense (DOD) to assure regional
partners of its commitment and resolve to confront Chinese belligerence, the US
military must continue to develop new ways to defeat China’s A2/AD systems.

A 2014 RAND report on US strategy in the Western Pacific proposed five
main pillars of support ranging from deterrence to engagement (see fig. 1). This
framework emphasizes the requirements for credible military options in the re-
gion. Given the PLA’s ongoing modernization efforts, the pillar addressing ex-
ploitation of technology to reduce risk to forces will play an increasingly impor-
tant role in US strategy. Underpinning nearly all strategic priorities in the
Indo-Pacific is the need for strong relationships with allies and partners in the
region.* The United States acts as a security guarantor for smaller nations who
would not, independently, be able to stand firmly against aggressive coercion.
'Thus, as Michele Flournoy, former Under Secretary of Defense for Policy, pointed
out, “the United States must also prioritize the development, acquisition, and
demonstration of those military capabilities essential to credibly deter Beijing’s
aggression, deny its ability to rapidly seize territory or create new facts on the
ground, and be able to impose significant costs for any act of aggression.”

Engagement « Tension »Deterrence

U.S. Strategy for
the Western Pacific

Pillars of Support

U.S. ability Advantage Operational |l Exploitation Range of

to deliver/ of having difficulties of credible
sustain highly for China to jll technology [l non-nuclear
combat and |l capable and |l project force 8 to reduce options for
support reliable local beyond
forces allies borders and [l to Chinese
and strike over water targeting
rapidly

(Image from Terrence Kelly, et al., Developing a U.S. Strategy for Dealing with China — Now and into the Future
[Santa Monica, CA: RAND Corporation, 2014], https.//www.rand.org/pubs/research_briefs/RB9802.html.)

Figure 1. US strategy for the Western Pacific (RAND)
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Chinese Artificial Intelligence Research and Development

Artificial intelligence (AI) has the potential to significantly accelerate the de-
velopment cycle for new smart, autonomous and networked systems. China’s re-
cent emphasis on Al and modernization has attracted attention throughout the
DOD and with policy makers and analysts at various levels. The 2017 New Gen-
eration Artificial Intelligence Development Plan established China’s national goal of
becoming the world leader in AI by 2030.6 China not only sees Al as a key enabler
for their future economy but also views it as a core national security technology.
Al will play a role in future conflicts. Three specific applications relevant to A2/
AD are target recognition from multiple fused data sources, improved war gam-
ing with agent-based models, and autonomous systems.

Numerous state-guided research projects have been established to pursue Al
and intelligent robotics (autonomy). Notably, the National Natural Science Foun-
dation of China’s (NSF-C) list of Al-related projects in 2017 includes topics such
as “cross-domain collaborative multi-modal efficient sensing and enhanced intel-
ligence, perception and behavior for machine understanding . . . in an open envi-
ronment, . .. and man-machine cooperative hybrid intelligence.”” A small sample
of NSF-C funded projects undertaken the PLA Air Force researchers is shown in
table 1. Overarching themes visible in the projects are improved signal processing,
optimization, applied probability, and machine learning. Many of these applica-
tions are basic or applied research that could enable future A2/AD networks.

Additionally, in 2018, China’s State Administration of Science, Technology
and Industry for National Defence published guidance on cutting-edge technol-
ogy projects. The first major theme was “intelligent detection and identification
and autonomous control technology.”® More broadly, detection and control tech-
nologies should be viewed as enabling technologies for a robust, integrated, net-
worked, and increasingly automated A2/AD system.

Table 1. Selected papers from Journal of Harbin Institute of Technology 2018-2019.
Affiliation includes “Air Force.”

. . NSF-C
Result Issue Title Affiliations
Grant No.
. . - Air Force Engineering
Precession feature extraction of ballistic . A
1 2019 target based on hybrid-scheme radar University, 61372166,
(05) network Unit 32147 of PLA, 61501495
Unit 93786 of PLA
Air Force Engineering
2019 Tent chaos and simulated annealing University,
2 (05) improved moth-flame optimization Northwestern 61503409
algorithm Polytechnical University,

Unit 95810 of PLA
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Table 1 (continued)

. o NSF-C
Result Issue Title Affiliations Grant No
2019 Latent virus network spreading SEIQRS Air Force Engineering 61573017,
8 (05)  model and stability analysis University, 61703420
Unit 95507 of PLA
Modeling and characteristic analysis of . .
4 2019 clutter for airborne bistatic radar in fixed Air Force Early Warning 51309232
(05) ; Academy
coordinate system
Characteristic functions and . . .
5 z(gl? effectiveness-of-fit test for uncertain ﬁlr:i\ljgrr:i? Engineering 7711%(;1111%%’
distributions y
Situation assessment for unmanned . . .
6 2(81? aerial vehicle air combat based on anti- Glr:i\ljgrrgi? Engineering 61601505
reasoning rules decision tree y
A target tracking algorithm for zigzag . . .
7 2019  maneuver target tracking with non- Glrl]'i\l:grr;:i?yEngmeerlng 61472441
(04)  gaussian noises and randomly delayed . J
measurements Unit 95910 of PLA
8 2018  Ant lion optimization algorithm based on  Air Force Engineering 71501184
(05)  self-adaptive Tent chaos search University
2018 A low complexity SCL decoding algorithm Air Force Engineering
9 (05)  for polar codes University 61472442
10 2018 A novel softplus linear unit for deep CNN Air Force Engineering 61601499

(04) University

Threat #1: Target Recognition from Multiple Fused Data Sources

A recent war game simulated an Al-enhanced ground fight where troops were
outnumbered three to one by enemy forces. Adding autonomous air and ground
sensors allowed troops to smartly detect, target, and engage adversaries (find, fix,
finish), realizing an approximate “10—fold increase in combat power.” This exer-
cise described a small area and simulated command-and-control (C2) Al that is
not currently available to the field. However, it does demonstrate the potential
benefits of a fully integrated smart sensor and C2 network.

Research emphasis in terms like “cross-domain collaborative multi-modal ef-
ficient sensing” and “intelligent detection and identification” imply that China
continues efforts to build a connected network of persistent sensors for domain
awareness and early warning. Advanced sensors connected to air defense systems
supported by advanced fighter aircraft would make penetrating Chinese-controlled
airspace a seriously difficult problem.

In addition to improved sensor fusion and detection algorithms, China has also
been investing in hardware such as meter-wave radar technology to counter US
low-observable aircraft.!® Traditional stealth technology is less useful against a
combination of sensors spanning both acoustic and electromagnetic (visible, in-
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frared, microwave, etc.) spectra. These sensors may be found onshore and offshore,
may be mobile or fixed, and will be networked together through an integrated
communications network. The anticipated intent of these advanced sensors must
be to connect them to air defense systems, “which will extend across coastal SAM
[surface-to-air] sites on the Chinese mainland, missile batteries on artificial is-
lands in the South China Sea, and better anti-aircraft weapons on Chinese
warships.”!! Advanced routing algorithms to minimize risk of detection and en-
gagement will be needed to plan strategic strikes.

Threat #2: Advanced War Games

Advances in game theory, agent-based modeling, and machine learning have
led military leaders to imagine a future where computers might devise tactics,
plans, and strategy. Spurred on by the success of Al systems in strategy-based
games like Starcraft,!? the PLA appears to be committed to investing research
time and effort into building increasingly complex war games and models: “The
PLA’s objective is to use Al algorithms, machine learning, human-machine team-
ing, and autonomous systems collaboratively to paralyze its adversaries.”!3

Research teams at the PLA Army Command College in Nanjing appear to be
leading efforts to incorporate advanced modeling techniques into training com-
manders and building plans. One author published at least eight papers related to
combat modeling during 2010-2019 (see table 2). Many examples of recent re-
search focus on multiple agent-based modeling and accelerating the OODA loop
(Observe, Orient, Decide, Act) for combat decision making, while others focus on
psychological and personality variables for training combat commanders.'* Com-
putational models can evaluate a wider range of possible combinations of condi-
tions than human planners generally would have time to consider. What machines
lack in imagination, they more than make up for with raw processing power.
‘Through expanded models, Chinese strategists look to understand exactly which
conditions lead to victory—then on the battlefield, take actions designed specifi-
cally to create those same conditions.

If combat models are trained on simulated sensor data to update conditions for
agents, these same algorithms could be employed in live combat to suggest tactics
and support command decisions in real time: “Al systems could enable military
forces to operate faster, more cohesively, and with greater precision and coordina-
tion than humans alone can. The result could be to accelerate the pace of battle
beyond human decision-making.”’> If one side is willing to hand over decision
control to a machine and the other is not, the machines will gain the advantage of
speed. Increased velocity comes at the expense of control. With humans out of the
loop, small mistakes can quickly snowball—with catastrophic consequences.
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When both sides, seeking only the advantage of speed, trust machines to make
combat decisions, the loss of human control is referred to in Chinese circles as a
“battlefield singularity.”'® Ethical principles will need to be followed at every stage
in Al development to mitigate the risk posed by losing control of weapon systems.

Table 2. Research publications by Zhu Jiang at the PLA Army Command College in
Nanjing

Result Bibliographic Information

Jiang Zhu, Chuanhua Wen, Jun Chen, and Xiangyuan Huang, “A Personality-Based Combat
1 Behavior Modeling Architecture and Methods,” Artificial Intelligence and Robotics Research
8, no. 4 (2019), 248-54.

KA, RIT, M4L1E, Fil#E, [Du Wei, Zhu Jiang, Wen Chuanhua, Wang Yingchun],
2 FT 2 AgentiI{E ik R 07 BB Fy 2 [Multi-Agent-Based Combat System Simulation Model
Construction.]. I fif B8 7~ T.#2 [Ship Electronic Engineering] 36, no. 10 (2016).

AT, FREE, FIEZE, %% [Zhu Jiang, Shao Hailing, Du Zhengjun, Tang Lei],
3 AT i H i AR 511 [A Next-Generation Command And Control Process Model
Design]. & 5 #1224k [Journal of Command and Control] 1, no. 3 (2015).

RVT, 855, [EIETE, W UIER, 5Kk 4] [Zhu Jiang, Cai Wei, Wen Chuanhua, Pan Mingcong, Zhang
Zhao], F&T-OODAT: # 2 il 38 1 1 & i 7 52 5% [Combat Simulation Experiment Based on
OODA Command and Control Loop]. #5151zl 551/i Bt [Command Control and Simulation] 37,
no. 3 (2015).

ZRIT [Zhu Jiang], #—REESRL-F & B %19 7L [Design and Research of a New Generation
5 of Tactical Experiment Platform]. & i 7 #2851 b2 24k [Journal of the Chinese Academy
of Electronic Sciences] 9, no. 5 (2014).

RAL, YEM, BRVS, 951 [Zhu Jiang, Xu Bin, Chen Hao, Zong Qiang], ‘Ui Agent A1t 7 % 1% i 45
6 [Personality and Communication Modeling of Psychological Warfare Agent].
T E ML T2 555 [Computer Engineering and Science] 35, no. 2 (2013).

JIL, T=3, (¥ [Zhu Jiang, Wang Sanxi, Bai Haitao], % T £ Agent
7 B 24 Y FE LT RO R RN 5 1 [Multi-Agent-Based Ammunition Consumption Calculation Model
and Method]. ‘X J1 5464415 | [Firepower and Command Control] 38, no. 5 (2013).

T T, LA, JIT, Bk [Zhang Guoning, Shen Shoulin, Zhu Jiang, Zhao Shuchun],
8 A 21 i 2 44 N 4% 22 AgentE 45 5 1/ L 7 [Research on Multi-Agent Modeling and
Simulation of Complex Networks in Joint Combat]. i+ % #L15 & [Computer Simulation] 3 (2010).

Threat #3: Blockchain-enabled Autonomous Swarms

Unmanned autonomous systems (UAS) have increasingly entered discussions
about security and asymmetric tactics. Employment of networked small systems
can give the user benefits of mass and agility compared to traditional large mili-
tary equipment. As witnessed in coordinated attacks on Saudi Arabia’s Abqaib
Energy Facility on 14 September 2019,'7 these systems are capable of inflicting
outsized damage with extremely low overhead. If integrated into an A2/AD
package, UAS could serves as mobile platforms capable of carrying sensors, an-
tennas, cameras, and even weapons.

While traditional UAS are generally quite fragile, easy to disable, confuse, de-
stroy, or hack, integrating blockchain authentication protocols within the network
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can address many of these concerns. According to Feng Zebing and Lu Yue from
the Security Research Center of China’s Academy of Information and Commu-
nications Technology, blockchain for UAS swarms provides three key benefits
(note: individual members of a swarm network are referred to as nodes):

1. Strong anonymity for identity management. Nodes that are not on the
blockchain have no way to be certified by swarms, which effectively pre-
vents network intrusion by malicious nodes.

2. Node consensus protects against false information. If the information
cannot be verified by most nodes, it is considered illegal and will not be

added to the chain.

3. Chained storage protects critical information. Tamper-proof features of
blockchain effectively protect mission-critical data. Additionally, because
each member records a backup of the blockchain’s information, it is pos-
sible to recover all exploration data from the swarm as long as one system
can successfully return to base. '8

'Thus, blockchain-enabled swarms pose a challenge to adversaries. The group is
resilient against hacking, deception, and destruction of individual nodes, requiring
actions to affect most or all components to be wholly effective.

'The benefits of swarming and blockchain are not reserved for only small UAS.
Larger aircraft can carry greater payloads and could easily be configured with
similar command, control, and communication systems. Although more advanced
unmanned combat aircraft will probably be remotely piloted for several years due
to their increased speed, cost, and lethality, this may change as autonomy matures.
Currently, China has several large, stealthy, unmanned aircraft in the works. Plat-
forms called Sharp Sword and Dark Sword may be designed as Al-enabled next-
generation air superiority fighters.!

PACAF Options for Countering Threats
International Team Building

First and foremost, the United States must maintain a strong network of allies
and partners to counter Chinese belligerence. A coalition of like-minded nations
committed to upholding international norms and maintaining a free and open
Indo-Pacific is the best deterrent to Chinese expansionism. Additionally, multi-
national groups like the Association of Southeast Asian Nations (ASEAN) will
play an increasingly important role.° July 2020 witnessed strong rhetoric in sup-
port of the rules-based order and opposing Chinese aggression. One example is
Secretary of State Mike Pompeo’s statement that “Beijing has a pattern of insti-
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gating territorial disputes. The world shouldn't allow this bullying to take place,
nor should it permit it to continue.”!

Current international research efforts on human-machine teaming like the
Loyal Wingman program?? showcase not only the strength of United States
military technology but also the strength and resolve of American allies like Aus-
tralia. Additionally, research partnerships sponsored through organizations like
the Air Force Office of Scientific Research, Office of Naval Research, Army Re-
search Office, and their associated international research arms are critical to en-
suring a strong and technologically proficient network of allies and partners.

A strong deterrent effect relies on imposing unacceptable costs to aggression.
As China seeks to build legitimacy and gain recognition as a regional leader, costs
may be imposed across the wide range of political, economic, and information
domains. Nevertheless, tough talk is just that, if not backed up with a trained,
ready, and lethal military. As Gen David Goldfein, former Chief of Staff of the
Air Force, poignantly pointed out, all A2/AD systems are imperfect, and the
United States joint force will be ready to back up national policies:

If [China or Russia] ever do see an F-35 .. . it will never be alone. It will be part
of a penetrating joint team. And in the “we’re here” message, the message is we're
here in space, we've been here for a while, we've been watching you, we know
what’s going on, and we have already penetrated whatever defenses you think you
have. You cannot put a block of wood over your country, you can put a block of
Swiss cheese over your country, but like Swiss cheese there are holes there and we
know where they are and we can exploit them and we can get in, we can hold
targets at risk.?

To find those holes, planners and technicians will need to work together to learn
as much as possible about adversarial capabilities and vulnerabilities.

Train against Machines

To better understand algorithmic warfare, it is useful to turn to an often-
quoted phrase from Sun Tsu’s Ar¢ of War, F1CHFI, H & A%H—Know your-
self, know your enemy, and you will never be defeated. Because AI models depend
on training data and programmers, decisions made by computers are predictable.
Defeating algorithms is possible if you have access to the code. Understandably,
however, military applications for Al are an issue of national security, and access
is appropriately restricted. In the absence of a full model to analyze, the next best
option is for the United States to build similar models using data that would be
available to adversarial coders. This Al red team would be used to point out

JOURNAL OF INDO-PACIFIC AFFAIRS ¢ WINTER 2020 61



Uber

weaknesses in historical tactics and help planners devise new strategies to capi-
talize on machine inefliciencies.

Gen James Holmes, commander, Air Combat Command, further emphasized
this point, stating that using autonomous systems as Red Air to train US pilots
would be a near-term priority.?* Training against AI-driven adversaries will teach
pilots about relative strengths and weaknesses of unmanned systems. At the same
time, these controlled tests will provide developers with valuable training data
that adversarial programmers will not have, thus providing US coders and plan-
ners with an information advantage in the space of air-to-air combat between
manned and unmanned systems. Furthermore, training in this manner provides
valuable test data for proving battle readiness of US autonomous systems.

Fight Fire with Fire, Swarms with Swarms

'The threats posed by advanced technologies are serious and will require serious
preparation and training to address. Fortunately, the United States still has the
most advanced technologies in the world. A recent study by RAND applied ma-
chine learning to mission planning and demonstrated some advantages and limi-
tations of the technique. This experiment simulated a “group of [unmanned aerial
vehicles (UAV)] with different sensor, weapon, decoy, and EW [electronic war-
fare] payloads . . . against an isolated air-defense system.”” The underlying as-
sumption that a variety of UAV's will be available to carry out combat tasks falls
in line with current programs and research efforts. However, to present a real-
world deterrent, the USAF needs to demonstrate its capability to avoid, strike, or
decisively neutralize a much more complex air defense system.

One method to gain the offensive advantage against a strong A2/AD network
is to mass large numbers of semiautonomous weapons to poke ho