Inspectors General Checklist

	GOVERNMENT TRAVEL CHARGE CARD PROGRAM (GTCCP)  4600



	This checklist applies to all levels and types of commands.

	
	
	

	Functional Area Sponsor: RFF 
	Name of Command

	Subject Matter Expert: MSgt Joseph E. Morse
	Date

	(DSN) 278-9139 (COML) 703-432-9061
	Inspector

	Revised: 1 April 2020
	Final Assessment
Discrepancies:      Findings:    

	Overall Comments:  Place Here    
        

	Subsection 1 -  GTCCP INDIVIDUALLY BILLED ACCOUNT (IBA) (HIERARCHIES WITH  
                         NO CARDHOLDERS)


	0101
	Has the Commander or Director responsible for the management of the travel card program appointed an Agency Program Coordinator (APC) and alternate APC in writing to include mailing address, telephone number, email address, hierarchy number, and hierarchy level? 
Note: If the Appointment is not signed by the Commander or Director responsible for the program, the APC must retain all copies of the Delegation of Authority letters on file for those individuals who have signed with “By Direction” authority.    
Reference: DODI 5154.31(June 2019), Vol 4, par 040205 C; MCO 4600.40B, par 4b (2)(c); SecNav M-5216.5 (June 2015), chap 2

	Result	Comments 
	0102
	Has the Commander ensured the mandatory APC training “Travel Card Program Management (APC Course)” was completed prior to assignment for all appointed APC?  Has refresher training been completed every three years thereafter? 
Reference: MCO 4600.40B, Par. 4b (2)(g); MCO 4600.40B, encl 1, appendix B, par 13; DODI 5154.31 (June 2019), Vol 4 , par 040801

	Result	Comments 
	0103
	Do the APC and alternate have access to the card provider’s Electronic Access System (EAS)? 
Note: APC and alternate will demonstrate this to the inspector by successfully logging into EAS. 
Reference: MCO 4600.40B, encl 1, appendix B, par 1c (2); DODI 5154.31 (June 2019), Vol 4 , par 041101


	Result	Comments 
	0104
	Is the APC, HL3 and HL4, utilizing Visa IntelliLink rules, queries and case management/disposition capabilities to review travel card activity on no less than a monthly basis to identify potential misuse? 
Note: Must demonstrate successful login, last login, and reports of monthly management and responses to flagged and cased transactions.
Reference: DODI 5154.31(June 2019), Vol 4, par 041405

	Result	Comments 
	0105
	Is the APC extracting, properly working and maintaining the required monthly DOD TRAVEL IBA AGING ANALYSIS SUMMARY report for all lower hierarchies? 
Note: This report identifies the reportable metrics for the command. The cycle date for the Marine Corps is the 6th of each month.  A cycle-based subscription is available and recommended; ensure cycle selected is NA-06.
Reference: MCO 4600.40B, encl 1, appendix B, par 4b(4)

	Result	Comments 
	Subsection 2- 
	GTCCP INDIVIDUALLY BILLED ACCOUNT (IBA) (HIERARCHIES WITH
CARDHOLDERS)


	0201
	Has the Commander or Director responsible for the management of the travel card program Appointed an Agency Program Coordinator (APC) and alternate APC in writing to include mailing address, telephone number, email address, hierarchy number and hierarchy level? 
Note: If the Appointment is not signed by the Commander or Director responsible for the program, the APC must retain all copies of the Delegation of Authority letters on file for those individuals who have signed with “By Direction” authority.    
Reference: DODI 5154.31(June 2019), Vol 4, par 040205 C; MCO 4600.40B, par 4b (2)(c); SecNav M-5216.5 (June 2015), chap 2

	Result	Comments 
	0202
	Has the Commander ensured the mandatory APC training “Travel Card Program Management (APC Course)” was completed prior to assignment for all appointed APCs? Has refresher training been completed every three years thereafter? 
Reference: MCO 4600.40B, par. 4b (2)(g); MCO 4600.40B, encl 1, appendix B, par 13; DODI 5154.31 (June 2019), Vol 4 , par 040801

	Result	Comments 
	0203
	Do the APC and alternate have access to the card provider’s Electronic Access System (EAS)? 
Note: APC and alternate will demonstrate this to the inspector by successfully logging into EAS. 
Reference: MCO 4600.40B, encl 1, appendix B Par. 1c (2); DODI 5154.31 (June 2019), Vol 4 , par 041101

	Result	Comments 
	0204
	Has APC or CGIP conducted a GTCC internal program review been conducted every two years using the current USMC IG checklist?  Have the results been documented and reported to the Commander. (when there are findings or something that will cause the program to be ineffective)?
Reference: DODI 5154.31 (June 2019), Vol 4 , par 041004


	Result	Comments 
	
	


	0205
	Is the APC on Check-In/Check-Out sheets for all personnel? Are cardholders checking in/out with APC upon reporting to and/or departing a duty station or extended TDY location? 
Note: Commands will provide the inspector copies of cardholders’ completed Check-In/Check-Out sheets for the months requested by the inspector to verify that the cardholders are Checking-In/Out with the APC. Also, the command must be able to provide the inspector with a list of the current on hand personnel i.e. the Morning Report or an Alpha Roster.  
Reference: MCO 4600.40B, par. 4b (2)(e); DODI 5154.31 (June 2019) Vol 4 par 041104

	Result	Comments 
	0206





       Result

0207










       Result

0208


	Does the APC have a “Programs & Policies – Travel Card Program (Travel Card 101)” training certificate on file for all cardholders in the hierarchy 3 years of age or less based on training completion date? Note: Cardholders can pull certificates from their DTMO Trax training transcript. 
Reference: MCO 4600.40B, par 4b (3)(c) and encl 1, appendix B, par 1

Comments  

Does the APC have a properly completed Statement of Understanding, 3 years of age or less based on cardholder signature/date, on file for all cardholders in the hierarchy? 
Note: A properly completed SOU has all blocks initialed/checked, APC name & phone number, applicants printed name and signature, supervisors printed name and signature, and is dated. Electronic signatures may be used in lieu of manually signed/dated forms.
Reference: DODI 5154.31 (June 2019), Vol 4, par 040802; MCO4600.40B, encl 1, appendix B, par 2(a).

Comments  

Has the APC CLOSED accounts on cardholders, both Civil Service and Military, who have Separated/Retired? 
Note:  The Commands will provide the inspector with a roster of military service personnel that separated or retired for the months requested. 
Reference: MCO 4600.40B, encl 1, appendix B, par 9b

	Result	Comments 
	0209
	Is the APC pulling all GTCC accounts into their hierarchy immediately upon check-in for permanent personnel and personnel that are temporarily assigned (away from their PDS) in an excess (45 days or longer)? 
Note: This applies regardless of account balance or delinquency. If an account is cancelled/closed due to delinquency it cannot be transferred. The command must be able to provide the inspector with a list of the current on hand personnel i.e. the Morning Report or an Alpha Roster. 
Reference: MCO 4600.40B, encl 1, appendix B, par 1c(3)

	Result	Comments 
	0210
	Is the APC extracting, properly working and maintaining the required monthly ACCOUNT LISTING report and filing for current plus two years? Note: The APC must reconcile the Account Listing report with the unit’s personnel rosters to identify accounts that do not belong.  APC must also annotate the report so that the inspector can see how they are working the report. The cycle end date for the Marine Corps is the 6th of each month.  A cycle-based subscription is available and recommended; ensure cycle selected is NA-06.  A comparison of the current on hand personnel i.e. the Morning Report or Alpha Roster to the Account Listing will give the most accurate view of the programs current status. 
Reference: MCO 4600.40B, encl 1, appendix B, par 4b(1)

	Result	Comments 
	0211
	Is the APC extracting, properly working and maintaining the required monthly ACCOUNT ACTIVITY TEXT FILE CD100T report and filing it for current plus two years? 
Note: APC must annotate the report so that the inspector can see how they are working the report. The unit commander or designated representative (APC) must review a minimum of 25% of accounts with activity to ensure that charges were made in conjunction with official travel. Sample must increase to 50% if there is any suspected misuse/abuse. The cycle end date for the Marine Corps is the 6th of each month.  A cycle-based subscription is available and recommended; ensure cycle selected is NA-06. 
Reference: MCO 4600.40B, encl 1, appendix B, par 4b(2) DODI 5154.31 (June 2019)


	Result	Comments 

	0212
	Is the Commander or Director responsible for the management of the travel card program notified of cardholders who have misused/abused their account? 
Note: APC must be able to provide the inspector with official written proof of notification. 
Reference: DODI 5154.31 (June 2019), Vol 4, par 041005; MCO 4600.40B, encl 1, appendix B, par 4b (2).


	Result	Comments 

	0213
	Is the APC extracting, properly working, and maintaining the required monthly DECLINED AUTHORIZATION Report? 
Note: APC must annotate on the report corrective action taken with follow-on information for possible misuse and abuse inquiries. 
Reference: DODI 5154.31 (June 2019), Vol 4 , par 041402C

	Result	Comments 
	0214
	Is the APC extracting, properly working, and maintaining the required monthly DELINQUENCY REPORT-HIERARCHY? 
Note: APC must annotate on why each cardholder is delinquent and steps to resolve the delinquency.
Reference: DODI 5154.31 (June 2019), Vol 4, par 041402D.

	Result	Comments 
	
0215







      Result
	
Is the APC extracting, properly working, and maintaining the required monthly DOD TRAVEL IBA AGING ANALYSIS SUMMARY report? 
Note: This report identifies the reportable metrics for the command. The cycle date for the Marine Corps is the 6th of each month.  A cycle-based subscription is available and recommended; ensure cycle selected is NA-06.
Reference: MCO 4600.40B, encl 1, appendix B, par 4b(4)

Comments 


	0216







      Result

0217










      Result

0218










      Result

0219
	Has the APC provided the DELINQUENCY REPORT-HIERARCHY (must not contain account number) to the Command Security Manager to facilitate screening for all personnel? In addition, any personnel that have been screened and proven (by the Commanding Officer) to have misused, abused or committed fraud must also be reported to the Command’s Security Manager.
Reference: DODI 5154.31 (June 2019), Vol 4 040103

Comments 

Did the APC contact the delinquent cardholder and the cardholder’s supervisor that the cardholder’s GTCC account was going to be suspended in 15 days if the travel card vender does not receive full payment of all undisputed charges?  Does the APC have a record of the supervisor’s notification and related correspondence? 
Note: APC can use the Delinquency Report or the Pre-suspension report to identify these cardholders.  All pre-suspension notifications and supporting documents must be retained for at least two years along with the report used to identify the account.    
Reference: DODI 5154.31 (June 2019), Vol 4 , par 041103 and 041301

Comments 

Does the APC complete, properly distribute, and file a copy of the 60, 90, and 120 day delinquency notifications as well maintaining the returned copy containing the cardholder’s signature/acknowledgement of receipt. An email read receipt to a DOD email address is acceptable acknowledgment of receipt/deliverance of the 60, 90, 120 letter. 
Note: All delinquency notifications and supporting documents must be retained for at least two years along with report used to identify the account.   
Reference: MCO 4600.40B, encl 1, chap 2, par 6b (3) and appendix B, par 5 and DODI 5154.31 (June 2019), Vol 4 , par 041103

Comments 

Does the APC ensure that all cardholders are informed of policy and procedure changes to the GTCCP? 
Note: APC must provide proof to the inspector demonstrating how they are distributing the information to their cardholders. 
Reference: MCO 4600.40B, par 4b(3)(d); MCO 4600.40B, encl 1, appendix B, par 13  

	Result	Comments 
	0220
	Is the APC leaving all accounts activated, unless otherwise directed by commander, for cardholder accounts with questionable history i.e. fraud, misuse, abuse, delinquency history. The card accounts may be left in an inactive status for the above reasons, this is only after it has been reported to the command security manager. 
Reference: DODI 5154.31 (June 2019), Vol 4 040103


	Result	Comments 

	0221
	Is access to cardholder information restricted (Privacy Act) (i.e, locked 
cabinet, password protected, or electronically CAC protected).  
Note: Only the Commander or Director responsible for the management of the travel card program and designated personnel will have access to cardholder information.    
Reference: MCO 4600.40B; par 4b (2)(k)

	Result	Comments 
	Subsection 3- 
	CENTRALLY BILLED ACCOUNT (CBA)/UNIT TRAVEL CARD (UTC)


	0301
	Has the Commander designated all key personnel Agency Program Coordinator (APC), Unit Travel Cardholders (UTC), and Approving Official (AO) in writing to include mailing address, telephone number, email address, hierarchy number and hierarchy level? 
Reference: MCO 4600.40B, encl 1, chap. 3, par 1b and encl 1, appendix D (example d-12), DODI 5154.31 (June 2019), Vol 4, par 040206

	Result	Comments 
	0302




       Result
	Does the Commander have on file a return endorsement from all key personnel acknowledging their role and responsibilities within the program?  
Reference: DODI 5154.31 (June 2019), Vol 4 , par 041103 and 040207

Comments 


	0303






       Result
	Has the Commander ensured the mandatory APC training “Travel Card Program Management (APC Course)” was completed prior to assignment for all appointed APCs? Has refresher training been completed every three years thereafter? 
Reference: MCO 4600.40B, par. 4b (2)(g); MCO 4600.40B, encl 1, appendix B, par 13; DODI 5154.31 (June 2019), Vol 4 , par 040801

Comments 

	0304




       Result
	Has the Commander ensured the mandatory UTC training “Centrally Billed Account Card Certification Course” was completed prior to assignment for all appointed UTCs? 
Reference: MCO 4600.40B; Appendix C, Section 3, (c), (2)

Comments 

	
0305






       Result

	
Does the Commander have on file a Statement of Understanding from all Unit Travel Cardholders acknowledging their role and responsibilities within the program?  
Note: Statement of Understanding must be resigned within 3 years of initial signing and every three years thereafter.  
Reference: DODI 5154.31 (June 2019), Vol 4 , par 041103 and 040207

Comments 

	0306
	Does the APC notify the CPM when APCs or cardholders are no longer assigned to the command due to retirement, PCS, deceased, etc? Note: APC must be able to provide the inspector with proof of notification.   
Reference: MCO 4600.40B, encl 1, appendix C, par 18

	Result	Comments 
	0307






       Result

	Is the APC, HL3 and HL4, utilizing Visa IntelliLink rules, queries and case management/disposition capabilities to review travel card activity on no less than a monthly basis to identify potential misuse? 
Note: Must demonstrate successful login and responses to flagged and cased transactions.
Reference: DODI 5154.31(June 2019), Vol 4, par 041405

Comments 


	0308
	Is the Commander or Director responsible for the management of the travel card program notified of cardholders who have misused/abused their account? 
Note: APC must be able to provide the inspector with official written proof of notification. 
Reference: DODI 5154.31 (June 2019), Vol 4, par 041005; MCO 4600.40B, encl 1, appendix B, par 4b (2).

	Result	Comments 
	
	


	0309
	Is access to cardholder information and CBA cards restricted (Privacy Act)? 
Note: Only Commander designated personnel will have access to cardholder information and CBA cards not in use.  CBA plastic cards must be maintained in a limited access safe not maintained by the cardholder due to these cards being Government liability cards.      
Reference: MCO 4600.40B, par 4b (2)(k)

	Result	Comments 
	0310
	Does the commander or appointed designee have a DD 577 “Appointment/Termination Record- Authorized Signature” on file and verified for all Certifying Officials? 
Reference: MCO 4600.40B, encl 1, appendix C, par 16

	Result	Comments 
	0311
	Does the commander or appointed designee maintain proper separation of duties between CBA charge card program officials (AO/CO, APC, Cardholders)? 
Note: APC and cardholder cannot be the Certifying or Approving Official. 
Reference: MCO 4600.40B, encl 1, appendix C, par 20 and 21

	Result	Comments 
	0312
	Does the commander or appointed designee retain all payment records and substantiating documents for 10 years as required? 
Note 1: Inspector will audit a sample of several payments to ensure that the retained payment documents contain at least all of the receipts, orders, or command authorization letter authorizing the transition (must have who, what, where, and why), Citi statement, and proof of payment amount.   
Note 2: This only applies to units who do not reconcile their accounts through HQMC.
Reference: DODFMR Vol 1, chap 9, Vol 10 

	Result	Comments 
	0313
	Does the commander or appointed designee ensure all charges placed on a CBA are authorized and in accordance with DOD travel regulations? Note: Inspector will review a sample of the cardholder’s statements to ensure that the charges are in accordance with DOD travel regulations.   
Reference: MCO 4600.40B, encl 1, appendix C, par 7a-c

	Result	Comments 
	0314





       Result
	Is the APC date stamping and initialing the CBA invoice when it’s received? 
Note 2: This only applies to units who do not reconcile their accounts through HQMC.
Reference: MCO 4600.7, chap 5, par 7(a)

Comments 	



	0315
	Is the APC extracting, properly working, and maintaining the required monthly DECLINED AUTHORIZATION Report? 
Note: APC must annotate on the report corrective action taken with follow-on information for possible misuse and abuse inquiries. 
Reference: DODI 5154.31 (June 2019), Vol 4 , par 041402C

	Result	Comments 
	0316
	Is the APC extracting, properly working, and maintaining the required monthly CBA DELINQUENCY REPORT? 
Note: APC must annotate on the report why each cardholder is delinquent and steps taken to resolve the delinquency.
Reference: DODI 5154.31 (June 2019), Vol 4 , par 041403B

	Result	Comments 
	0317







        Result 
	Is the APC extracting, properly working, and maintaining the required monthly DOD TRAVEL CBA AGING ANALYSIS SUMMARY report? 
Note: This report identifies the reportable metrics for the command. (Do not extract until the last post-date in CCRS is the 27th. A cycle-based subscription is available and recommended; ensure cycle selected is NA-27. 
[bookmark: _GoBack]Reference: DODI 5154.31 (June 2019), Vol 4 , par 041403C

Comments 



This checklist outlines the general elements needed for the day-to-day administration and operations of this function area. Additionally, this checklist provides guidelines for internal evaluations and standardized criteria for the conduct of inspections. Commands must also fully comply with all applicable references. 
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