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Subsection 1 – ANTITERRORISM (AT) PROGRAM
0101	Has the command appointed a Level II certified AT Officer (ATO) in writing for AT program administration and oversight?	Reference: MCO 3302.1F, par 4b(11)(a), 4b(12)(a)
Result	Comments 
0102	Has the command appointed an Antiterrorism Representative(s) (ATR) where necessary to support ATOs when organizational mission requirements or available resources require?  	Reference: MCO 3302.1F, Ch 4, par 1a(1-4) 
Result	Comments 
0103	Does the command’s AT program contain the five essential elements:  Risk Management; Planning; Training and Exercises; Resource Application; and Comprehensive Program Review?	Reference: MCO 3302.1F, Ch 2, par 2
Result	Comments 
0104	Has a command review of the unit AT plan been conducted within one year after the principal officer has assumed command?  Has the plan been signed? 	Reference: MCO 5215.1K, Ch 1, par 13; MCO 3302.1F, Ch 2, par 2a(1)
Result	Comments 
0105	Does the Command convene or participate in all required Working Groups, as applicable (e.g. ATEC, TWG, ATWG, MAWG, PSWG)? 	Reference: MCO 3302.1F, par 4b(11)(c-e), par 4b(12)(c)
Result	Comments 
Subsection 2 – AT PLANNING
0201	Does the command coordinate and synchronize current AT orders, policies, and plans with higher headquarters (HHQ), subordinate and tenant commands, host-installation, host-nation, off-base authorities, and other stakeholders, as applicable?	Reference: MCO 3302.1F, par 4b(11)(b), 4b(12)(b)
Result	Comments 
0202	Has the command conducted a Special Event Risk Assessment (SERA) and developed a Special Event Antiterrorism Plan (SEAT) for all off-installation special events?	Reference: MCO 3302.1F, Ch 2, par 2b(2)
Result	Comments 
0203	Are personnel traveling officially or unofficially outside the Continental Unites States (OCONUS) coordinating with the Unit ATO to develop an Individual AT plan that meets all travel requirements identified by the command and outlined in the DoD electronic Foreign Clearance Guide (FCG)?	Reference: MCO 3302.1F, Ch 2, par 2b(3)
Result	Comments 
0204	Does the command conduct AT planning and assessments for operational deployments and in-transit units?	Reference: MCO 3302.1F, Ch 2, par 2b(5)
Result	Comments 
0205	Is the command conducting AOR-specific briefs and meeting country/theater clearance and entry requirements for all deployed personnel and civilian employees as outlined in the DoD electronic FCG and applicable Geographic Combatant Commander (GCC) orders, policies, and plans?  	Reference: MCO 3302.1F, Ch 4, par 2       
Result	Comments 
0206	Has the command developed site-specific Force Protection Conditions (FPCON) measures that supplement DoD FPCON measures?	Reference: MCO 3302.1F, Ch 2, par 4a(2)
Result	Comments 
0207	Has the command developed an FPCON action set for each measure?	Reference: MCO 3302.1F, Ch 2, par 4a(3)
Result	Comments 
0208	Does the command implement a Random Antiterrorism Measures (RAM) program which encompasses all HHQ-designated RAMs and is integrated into the host installation / tenant / facility RAM program as applicable? Are completed RAMs being documented?	Reference: MCO 3302.1F, par 4b(11)(m), 4b(12)(e)
Result	Comments 
Subsection 3 – RISK MANAGEMENT    
0301	Does the command use the risk management (RM) process to identify, assess, and manage risk to enable decision making that balances risk and cost with mission benefits?	Reference: MCO 3302.1F, Ch 3, par 2
Result	Comments 
0302	Does the command execute an annual risk assessment that identifies asset(s) criticality based on mission impacts, probable threats and hazards, and degree of vulnerability? 	Reference: MCO 3302.1F, Ch 3, par 2a
Result	Comments 
0303	Does the command execute risk reduction planning to determine options or courses of action to reduce impact(s) to mission execution?	Reference: MCO 3302.1F, Ch 3, par 3a
Result	Comments 
0304	Has the appropriate level Commander validated, acknowledged, and assumed risk that has been identified but cannot or will not be mitigated?	Reference: MCO 3302.1F, Ch 3, par 3g
Result	Comments 
0305	Is the command’s RM process coordinated with HHQ, host installation / tenant / and facility, as applicable? 	Reference: MCO 3302.1F, Ch 3, par 1b
Result	Comments 
Subsection 4 – TRAINING AND EXERCISES 
0401	Has the command established procedures to provide and track AT Level I training annually?	Reference: MCO 3302.1F, Ch 4, par 1b
Result	Comments 
0402	Has the unit ATO provided, or verified, that their commander received AT LV III training and certification?  Has the training completion code been entered into MCTIMS?	Reference: DoDI 2000.16-V1, Standard 27, 3.29 (a); MCO 3302.1F, Ch 4, par 1d
Result	Comments 
0403	Has the command exercised their AT plan through one of the five main exercise types annually, whether a discussion-based or operations-based exercise?	Reference: MCO 3302.1F, Ch 5, par 1 (a-c)
Result	Comments 
0404	Does the command complete after action reports (AAR) identifying recommendations to solve problems encountered during AT exercises? 	Reference:  MCO 3302.1F, Ch 5, par 7
Result	Comments 
0405	Are AT exercise documents maintained for no less than two years to ensure lessons learned are incorporated in revisions of operational plans and to guide future exercise development? 	Reference:  MCO 3302.1F, Ch 5, par 7
Result	Comments 
Subsection 5 – PROGRAM REVIEW 
0501	Has the command conducted and documented a review of their own AT Program and supporting plans, including special event plans, at least annually to ensure compliance with HHQ directives and to continuously improve their AT Program?	Reference: MCO 3302.1F, Ch 6, par 3
Result	Comments 
0502	Has the command conducted and documented a compliance review of the AT Programs and supporting plans of their immediate subordinates within the chain of command, at least annually?	Reference: MCO 3302.1F, Ch 6, par 3
Result	Comments 
Subsection 6 – RESOURCE APPLICATION 
0601		Has the command documented and prioritized a list of risks generated from the risk management process?	Reference: MCO 3302.1.F, Ch 7, par 1
Result	Comments 
0602	Has the command determined and documented resource requirements needed to mitigate or reduce the risks identified in the risk management process?	Reference: MCO 3302.1F, Ch 7, par 2 and 3
Result	Comments 
0603	Has the command prioritized resource requirements within the appropriate categories (critical, high, medium, low)?  	Reference: MCO 3302.1.F, Ch 7, par 4
Result	Comments 
0604	If resource requirements cannot be funded locally, has the command submitted unfunded deficiencies to their HHQ’s?	Reference: MCO 3302.1.F, Ch 7, par 5
Result	Comments 
Subsection 7 – THREAT INFORMATION SHARING 
0701	Does the command implement and ensure subordinate use of the Command, Control, Communications, Computers, and Intelligence (C4I) Suite to ensure commands maintain situational awareness of threats and hazards, and can communicate threat related information to the widest possible audience?   (Note: Organizations with 24/7 FP responsibilities such as police departments and operations centers, or on-site duty officers, will continuously operate the near real-time threat information sharing tool using audible and/or visual alarm functions in order to immediately receive status changes.  Organizations without 24/7 FP responsibilities will monitor the near real-time threat information sharing tool during normal duty hours or when activated by logging into the system, starting all levels of applicable/relevant chat and maintaining situational awareness of alerts and audible cues).	Reference: MCO 3302.1F, Ch 8, par 2b(4)
Result	Comments 
0702	Does the command incorporate a highly visible website link on the commands home page identified as “Report Suspicious Activity” linked to http://www.usmceagleeyes.org?	Reference: MCO 3302.1F, par 4b(11)(t), 4b(12)(m)
Result	Comments 
0703	Does the command use the Marine Corps Suspicious Activity Portal (MCSAIP) to report all suspicious incidents, to include, at a minimum, the following 13 categories:  Acquisition of expertise; Breach or attempted intrusion; Eliciting information; Expressed or implied threat; Flyover or landing (to include UAS); Materials acquisition or storage; Misrepresentation; Recruiting; Sabotage, tampering or vandalism; Surveillance (to include photography); Testing of security; Theft, loss or diversion; Weapons discovery. (Applies to Supporting Establishment Commands)	Reference: MCO 3302.1F, Ch 8, pars 2(5)(c) 
Result	Comments 
0704	Does the command, to the greatest extent possible, enter suspicious activity reports into MCSAIP within 24 hours of incident occurrence? (Applies to Supporting Establishment Commands)	Reference: MCO 3302.1F, Ch 8, par 2(7)(b)  
Result	Comments 



This checklist outlines the general elements needed for the day-to-day administration and operations of this function area. Additionally, this checklist provides guidelines for internal evaluations and standardized criteria for the conduct of inspections. Commands must also fully comply with all applicable references. 
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