


Err on the side of caution: Assume that the information you post and share is viewable to anyone and everyone.
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Assume that the information you post and share is viewable to anyone and everyone.

UPDATED FEB 2020

IDENTITY THREATS SMART CARD

Top Data Breaches of FY 19 That You Should Be Aware Of

*

*

Choice Hotels - Aug 2019 3
State Farm - Aug 2019 .
Asurion - Aug 2019 .
Facebook - Dec 2018, April 2019 & Sept 2019 3
Disney Plus - Nov 2019 3
T-Mobile - Nov 2019 3

Wyze - Dec 2019

Wawa - Dec 2019

Microsoft - Jan 2020

ClearView - Feb 2020

MGM - Feb 2020

Google Photos & Takeout - Feb 2020

**Two researchers have discovered four billion records on at least 1.2 billion people left open on an unsecured server impacting an esti-
mated hundreds of millions of people. The data however, doesn't include sensitive information such as passwords, Social Security num-
bers, or credit card numbers. It does, nevertheless, contain profiles of hundreds of millions of people that do include home and cell
phone numbers, associated social media profiles like Twitter, Facebook, and LinkedIn, work histories which appear to have been
scraped from LinkedIn, almost 50 million unique phone numbers, and 622 million unique email addresses.

Things to Consider

When buying a new car don’t leave all the paper work in the glove compartment or elsewhere in the car. Criminals who

Actions to Take in 2020

Recommend turning on Two Factor Authentication for all
devices and accounts that allow such an option

Update your devices’ virus protection and your passwords
Clear cookies and browser history frequently

Update, Update , Update!!! Make sure to allow your device

to update to ensure you have the most up to date security
Make sure you backup all your devices.

Watch what you post online, to include your product and
Verify those emails; most official business emails will not

ask for your PII or Password...check those links
Don’t accept friend requests from strangers

break into cars can use that information to steal your identity, not just your car.
Consider posting travel (vacation) photos and information after you return from your trip so criminals don’t know you
are away and your house is empty.
If you are buying or selling something online and it seems too good to be true, chances are it is. A simple Google search
of the situation might end up saving you a lot of time and hard earned money.
Consider turning off your Wi-Fi as soon as you get into your car to leave your house. #habitscanbegood
Consider how many people have access to public Wi-Fi, then consider only using privately secured Wi-Fi.
Consider an open-phone policy with your children so you can access their phone anytime and without notice. Remem-
ber: if you are “friends” with your kids online that’s only half the battle...it’s important to check on their accounts to see
who and what they are talking about. #keepingourkidssafe
It's always great to donate, but consider verifying the authenticity of a charity and/or website first. Perhaps visiting an
official website or calling the official number.
Gamers: consider who you are communicating and sharing information with and perhaps limit online gaming interac-
tions to only people you have met face to face.
Consider logging off of your email and social media accounts when you are not using them, especially on your computer.
Doing so will limit the access and abilities of an intruder if they are able to hack in. #protectyourdata
What to Lock Down
¢
¢ Any PII Information
¢ Your credit report .
¢ Your child’s credit report IS
¢ Your social media accounts (recommend .
utilizing smartcards to lock accounts down )
In Cases of Identity Theft: measures
¢ Notify your bank & credit card companies .
¢ Change all passwords including on social ¢ Encrypt your emails
media .
¢ Report ID Theft to www.FTC.gov service reviews
¢ Let friends and family know in case the *
criminal now has access to your emails and
social media accounts .
¢ File aPolice report ¢ Consider using a VPN



Checking data breaches monthly or quarterly will help to ensure you do not fall victim to Identity Theft.
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IDENTITY THREATS SMART CARD

* & & o o

Actions for the Physical World

Be aware of your sur-
roundings

Use checks sparingly
Invest in a home safe
Shred documents, bills,
and any mail

Do not give out your SSN
Be mindful of shoulder

surfers (whether on your phone, computer, at an
ATM, etc.)

Be mindful of credit card skimmers at ATMs and
Gas pumps

Use a locked mailbox

Check financial statements frequently

Read medical statements

Use credit cards instead of debit cards

Be sure to sign the back of any credit or debit card

Useful Resources and Links

https://www.identityforce.com/blog

https://www.commonsensemedia.org/privacy-

and-internet-safety

https://www.ftc.gov/

https://identity.utexas.edu/

https://www.getsafeonline.org/

https://staysafeonline.org/

https://www.idtheftcenter.org/

https://www.irs.gov/

https://www.usa.gov/identity-theft

https://www.consumer.gov/articles/1015-
avoiding-identity-theft

https://www.transunion.com/fraud-victim-
resource/child-identity-theft

Be sure to check out https://haveibeenpwned.com/ to see if
your personal data, via your email address, has been compromised
in any data breach. Not all data breaches are included on this web-
site but it's a great start to owning your Identity.



Assume that the information you post and share is viewable to anyone and everyone.

HOW TO CONDUCT A
SELF-ASSESSMENT

Your Online Presence

One of the easiest ways for people (e.g. potential employ-
ers, criminals, etc.) to get information about you is through
your existing online presence. There, they can learn about
you with just a few clicks of the mouse and a quick Inter-
net search. Itis therefore important for you to know just
what is out there publicly available about you, and how
you might reduce any unwanted information.

Review your social media accounts and available data
aggregator websites to determine what, if any negative or
unwanted information is out there about you. Remember,
your close contacts, including family members may have
also, unintentionally exposed information about you. Itis
important to also review what others may have posted
about you especially if you have been tagged, directly link-
ing you to a post and making you much easier to find.

Search Engines

Search yourself using various search engines such as
Google, DuckDuckGo, etc. for the differences and benefits
of each (for a few examples of popular search engines
please see the third page). Please note that Google appears
to yield the most accurate results for people searches and
captures more relevant information.

Prior to researching, ensure you are not logged into any of
the search engine sites such as Google or Yahoo. Be sure to
delete your browser history and clear cookies before you
begin and when you have completed all your research.

These next instructions are related to the Google search
engine, but can be applied to most other search engines.

Start with basic personal information such as First and
Last Name. If you have a common name, you may want to
search First, Middle, and Last Name, or your name
associated with a City and State, Home Address, or an
associated organization. Please see the examples below:
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Search Engines Continued...

“« n

Please note that search terms within quotations marks
will yield results that have the same terms in the same order
as the ones inside the quotes. So “John Edward Smith” will not
necessarily return the same results as “Edward, John Smith.”

Google does support Boolean logic, however you might, instead
decide to use its own search operators which can be found
here: https://support.google.com/websearch/
answer/2466433?hl=en

You will also want to search your email addresses, usernames,
and phone numbers within quotation marks.

If your search results continue to include items that are not
relevant, use the dash sign to exclude certain search terms
like this: “John Smith” -Pocahontas

You may want to conduct an image search on any photos you
have used as profile pictures on social media accounts or post-
ed to other places online. The reason for this is to ensure that
advertisers and/or any other company or individual hasn’t tak-
en your picture for their own personal use. To conduct an im-
age search using Google, go to images.google.com, click the
camera icon, then select Upload an image. Select the image you
want to use to start your search.

Search by image X
— Search Google with an image instead of text. Try dragging an image here

Paste image URL

Upload an image

Collectively the search engine results will give you an idea of
the information that can be quickly collected on you. For
example, you may have found and information about previ-
ous work experience, hobbies (e.g. races, sporting events), or
(e.g. graduation announcement). Use that
information to conduct further searches such as:

schools




Search Engine’s are the best place to start a Self Assessment. They can help to provide you a quick idea as to how much information there is about you online.

HOW TO CONDUCT A
SELF-ASSESSMENT

Boolean Match Logic

Boolean Search is a way to organize your search using a
combination of keywords and the three main Boolean opera-
tors (AND, OR and NOT), to produce more accurate and
more relevant results.(1)

a) AND
b) OR
¢) NOT
d “”
e) ()

Social Media Search

Take an inventory of the social media accounts that you
currently maintain. Some examples include, Facebook,
Instagram, LinkedIn, Twitter, etc.

First, without being logged in to any social media accounts,
conduct open source searches on yourself to see what is
viewable to the public. Remember, if your social media
accounts don’t show up during your open source searches
that doesn’t mean your account is completely private. It’s
important to check out the smartcards to help you lock
down your accounts to your own personal satisfaction.

Next, login to those accounts and thoroughly review your
profile for sensitive information and consider removing
unnecessary data:

¢ Review your profile to see what data is
available to the public (address, employment,
phone number, etc.)

¢ Check any photos that you have posted or

have been tagged in (this can be done through
your Activity Log if using Facebook)

* See Facebook, Instagram, Twitter and LinkedIn Smart
Cards to learn how to properly set privacy settings.
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People Finder Open Source/Fee
Required Sites

Conduct searches on various data aggregator sites.
Examples include:

¢ www.BeenVerified.com
¢ www.Intelius.com
¢ www.Radaris.com

You can conduct an initial search for free, but all of these
sites require payment to access a full report. These sites
require no special authorities; anyone with Internet access
and a credit card can purchase reports, so it is a good idea to
be familiar with the information that can be discovered
through them.

If you find information that you do not want publicly availa-
ble in any of the reports, contact the organization to request
that your information be opted out.

Once you've opted out of or suppressed any sensitive
information you have found, consider setting up Google
Alerts so that you're notified if the information reappears.

Relatives

Though you may have found most of your information
conducting your individual search, it might be a good idea
to conduct a light search on friends and family members.
Remember, they may have posted information about you
that an adversary may be able to access.

¢ Ensure nothing posted on any of the accounts
indicates or outright displays personal infor-
mation you don’t want discovered.

¢ Askimmediate family members (spouse,
children, etc.) to review their account settings
and postings to ensure that they have not
inadvertently posted personal information
about you or themselves.

¢ Provide family and friends with copies of our
Smartbook or Smart Cards to help them with
locking down their accounts and devices.



If you post something on your social media account, it may show up on a Search Engines search results. Remember to set your privacy settings.

HOW TO CONDUCT A
SELF-ASSESSMENT

Examples of Common Search Engines

www.google.com

Google is a search engine that specializes in Internet-
related services and products. These include online
advertising technologies, search, cloud computing, and
software. The majority of its profits are derived from
AdWords, an online advertising service that places
advertisements near the list of search results.

www.bing.com

Bing is the second largest search engine in the U.S.
Searches conducted using Bing generally yield similar
results to Google, however Bing’s image search capability
(https://www.bing.com/images) is considered superior
by most.

www.duckduckgo.com

DuckDuckGo is a search engine that distinguishes itself
from other search engines by not profiling its users and by
deliberately showing all users the same search results for
a given search term. Does not store or compile any of your
data to include searched data or personal information
(meaning it will not learn from your searches in the same
way that Google will). DuckDuckGo emphasizes getting
information from the best sources rather than the most
sources, generating its search results from key
crowdsourced sites such as Wikipedia and from
partnerships with other search engines like Yandex,
Yahoo!, Bing, and Yummly.

www.searx.me

Searx is a metasearch engine, aggregating the results of
other search engines while not storing information about
its users.(2)

https://archive.org

The Internet Archive is an American digital library with
the stated mission of "universal access to all knowledge."
It provides free access to collections of digitized materials,
including but not limited to; websites, software applica-
tions, music, videos, moving images, and millions of public
-domain books.

References:

1.  https://www.socialtalent.com/blog/recruitment/the-beginners-guide-

to-boolean-search-operators
2.  https://searx.me/about
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Examples of Common Social Media Sites

e www.facebook.com e www.pinterest.com
e www.linkedin.com e  www.flickr.com

e  www.myspace.com e www.meetup.com

e  www.twitter.com e www.youtube.com
e www.tumblr.com e www.snapchat.com
e www.classmates.com e www.reddit.com

e www.instagram.com e www.tiktok.com

e www.vk.com

Additional Examples of People Finder Open
Source/Fee Required Sites

www.privateeye.com
www.peoplefinders.com
www.usa-people-search.com
www.spokeo.com
www.lookupanyone.com
www.locateplus.com
www.peekyou.com
www.thatsthem.com
www.familytree.com
www.instantcheckmate.com
www.zabasearch.com
www.peoplelookup.com

www.publicrecords.com
www.phonesbook.com
www.whitepages.com

www.reversegenie.com
www.yasni.com
www.social-searcher.com
www.infospace.com
www.lullar.com
www.publicrecordsnow.com
www.findoutthetruth.com
www.truepeoplesearch.com
www.checkpeople.com
www.peoplelooker.com

WWW.persopo.com
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www.peoplefinder.com



Google isn't the web; it's only a search engine for finding data on the Web. Find the source of content, and who controls it to remove it.

OPTING OUT OF
SEARCH ENGINES &
OTHER DATABASES

Google

https://www.google.com/webmasters/tools/removals

While conducting a “Self Assessment” (see the Self Assessment
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card) you may find Google Search
Results (websites) that you wish
to remove.

Find the URL associated with the
“Search Result” you wish to re-
move and paste the URL in the
“Request Removal” box (see URL
above and picture to the right).

It is important to note thata
“Search Result” cannot be re-
moved so long as the information
and URL remain active on the
original Webmaster’s page. In

order to remove your information

from Google you must first contact the Webmaster where the infor-

mation resides and ask that it be removed. Once you obtain con-
firmation that the information has been removed, you can then
“Request Removal” from Google.

On the “Search Console” page, you can also track you requests to
determine if Google has accepted the removal request.

Bing

https://www.bing.com/webmaster/help/bing-content-
removal-tool-cb6c294d

To remove a search result or cache from Bing, go to the
above URL and follow the steps located on the Bing web-
site.

Like any search engine, it is important to note that your
information cannot be removed from Bing prior to it being
removed from the active website via the websites Web-
master. You will also need to create and sign into Bing
with your Microsoft account (formerly Windows Live ID)
in order to submit your request and track its progress.

Acxiom

https://isapps.acxiom.com/optout/optout.aspx

What kind of books do you read? What kind of shoes do you
buy? What type of information do Marketers have on you?

Acxiom Corporation is a database marketing company. The
company collects, analyzes and sells customer and business
information used for targeted advertisements. Good news!
You can Opt Out of this service simply by following the link
shown above. #protectyourdata




Consider including your internet footprint to your list of items that need to be cleaned out during your annual Spring Cleaning event. #internetspringcleaning

OPTING OUT OF
SEARCH ENGINES &
OTHER DATABASES

BeenVerified
https://www.beenverified.com/f/optout/search

Public government records are available from official public rec-
ords custodians or repositories to anyone who requests them. In
addition to public records, personal information may be commer-
cially acquired from credit reporting agencies or utilities. Been-
Verified is one of many online data brokers that purchases and
collects publicly available information that is resold to anyone as a
report.

BeenVerified provides a quick and easy process to allow you to
remove your information from their People Search results. Using
the above link, you can search their database, select your record,
and verify your request to opt out by clicking on the link in their
verification email. After you verify, they will send you an email
confirming that the record you selected has been opted out and
will instruct their data partners not to return the record in future
People Search results.

BeenVerified uses your email address to send you an email to veri-
fy your request to opt out. They will not sell the email address that
you provide as part of the opt-out process, or use it for any other
purpose, without your prior consent. There is no charge to remove
your data from BeenVerified’s People Search results. Once you re-
ceive their email confirming that they have processed your opt-out
request, your request will be reflected in their People Search re-
sults the next time their server refreshes. In most cases, this will
take 24 hours to take effect and then they encourage you to check
for yourself.

Once you receive their email confirming that they have processed
your opt-out request, your request will be reflected in their People
Search results the next time their server refreshes. In most cases,
this will take 24 hours to take effect and then they encourage you
to check for yourself.

Once your opt-out has been processed, they will instruct their data
partners not to return the record you opted out in future People
Search results. At this time, they only provide an opt-out for their
People Search service. Therefore, it is possible that your name will
appear in search results for the other search services available
through BeenVerified even after you opt out of People Search.

There may be times when one of their data partners provides a
new record that is different enough from your existing, opted out
record that they cannot match this new record to the existing rec-
ord opted-out record and will create a new one. Accordingly, if you
have previously opted out and see a new record about you appear
in their People Search results, contact them at priva-
cy@beenverified.com and they will help you remove that record as
well. It is important to occasionally check BeenVerified to ensure
the opt-out process is continuing.
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People Finders

https://www.peoplefinders.com/manage

Upon request, Peoplefinders can block the records they have
control over in their database from being shown on Peo-
pleFinders.com. Unless otherwise required by law, they will
only accept opt-out requests directly from the individual
whose information is being opted-out and they reserve the
right to require verification of identity and reject opt-out
requests in their sole discretion. Of course, they are unable
to remove any information about you from databases oper-
ated by third parties. They do not accept opt-out requests via
fax or mail.

They are not obligated by law to block the records they have
control over in their database from being shown on Peo-
pleFinders.com. Despite this, they will endeavor to comply
with any such requests to block the records they have con-
trol over as described above. Please note, they have no con-
trol over public records, and do not guarantee or warrant
that a request for removal of or change to personal infor-
mation as described above will result in removal of or
change to all of your information from PeopleFinders.com.
Further, they are not responsible for informing third parties
with whom they have already shared your personal infor-
mation of any changes. Just because PeopleFinders.com is
associated with a separate aggregator does not mean they
will contact them on your behalf to remove your information
you must visit each site.

Google Analytics Opt Out
https://tools.google.com/dlpage/gaoptout/

To provide website visitors the ability to prevent their da-
ta from being used by Google Analytics, they have devel-
oped the Google Analytics opt-out browser add-on for the
Google Analytics JavaScript (ga.js, analytics.js, dc.js).

If you want to opt-out, download and install the add-on for
your web browser. The Google Analytics opt-out add-on is
designed to be compatible with Chrome, Internet Explorer
11, Safari, Firefox and Opera. In order to function, the opt-
out add-on must be able to load and execute properly on
your browser. For Internet Explorer, 3rd-party cookies
must be enabled.




. Opting Out of
Public Records and Data
Aggregators

Conduct research to see what records each data aggrega-

*

tor has collected about you and your loved ones.

*

Some data aggregators may have information about you

and your family under multiple listings; you may need to
repeat the removal process described below for each list-
ing. *

*

Have ALL the required information prepared before you
begin the removal process. Also, follow ALL necessary

steps to complete the removal process; you may need to
mail or fax information to the aggregator. .

¢ Understand that incorrect information may be a good
thing and that it might not be necessary to “fix”.

| your information indefinitely.

Individual Data Aggregator Removal Links

PrivateEye, Veromi, PeopleFinders, and PublicRecordsNow are all

owned by the same parent company, Confi-Chek.com. You must still

opt out of each individually.

Opt out of PrivateEye by completing the form at:

e https://www.privateeye.com/static/view/optout/

e  Optout of Fastpeoplesearch by completing the following steps at:
https://www.fastpeoplesearch.com/removal and by visiting
the Peoplefinders opt out (url below).

Opt out of PeopleFinders and Public Records Now by visiting:
https://peoplefinders.com/manage/

Opt out of USA People Search by visiting:
https://usa-people-search.com/manage

Radaris

To opt out of Radaris follow the instructions at: http://
radaris.com/page/how-to-remove

This process will not delete your data but instead suppress it. In addition, these sites update periodically with new information, it is important to repeat this process every six to nine months
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Do not think removing your information from certain
data aggregators will suppress everything that’s available
about you. Information in data aggregators about family
member and associates may still contain information
about you.

Don’t think you have to delete/suppress all your infor-
mation on these sites. Remember, some information on
data aggregator sites is “normal” since it is collected from
places such as Public Records and Credit Bureaus.

Do not remove information on other family members. If
there is information that you believe is harmful to you,
contact your family member and help them to go through
the removal process.

Group Removal Data Aggregator Links/Information

Intelius owns, or is affiliated with, the below sites. When you
request removal of your records, also request removal from this
network of sites. Opt-out of Intelius online at https://
www.intelius.com/optout. Of the Intelius affiliates, the follow-
ing require a separate opt out process where you must fax your
ID and a letter containing the information you want removed to
425-974-6194:

e  Peoplelookup, and Phonesbook

Use the following language on the coversheet:

“As per your privacy policy, please remove my listing from iSearch,
ZabaSearch, Public Records, PeopleLookup, PhonesBook,
LookupAnyone, and all other affiliated people search sites. Thank
you for your help with this personal security issue."

US Search/Spock/Lookupanyone

Opt out of US Search by visiting http://www.ussearch.com/
privacylock. Here you will be redirected back to Intelius.com.
Search for your name and click on the appropriate listing. Print

the cover sheet and mail or fax a state issued ID or drivers license

to the listed address or fax number.
http://www.ussearch.com

:Search for your name, names of family members, email addresses, phone numbers, home addresses, and social media:
| usernames using some of the data aggregator links below. Once you have reviewed your information and identified what:
: needs to be removed (if any), you should record your findings to facilitate the removal process. Please note, the information :
: presented here about how to remove personal details from data aggregators is subject to change. Opting out will not remove :



Changing or suppressing information could be detrimental to your ability to obtain credit. It is important to know what is worth suppressing and what is worth keeping. #themoreyouknow

Opting Out of
Public Records and Data
Aggregators

Family Tree

FamilyTreeNow allows you to opt out at: https://
www.familytreenow.com/optout. The entire process takes
place in four simple steps, where you must first select your rec-
ord and then verify it is in fact your record. After you have found
and confirmed your record, you simply click “Opt-Out” and you
will have completed the process.

It is important to note that if you found your FamilyTreeNow
record on a search engine like Google, FamilyTreeNow has a pro-
cess for its remove, which can also be found using the link above
where you will find additional information under “Notes”.

TruePeopleSearch

To opt out of TruePeopleSearch simply go to: https://
www.truepeoplesearch.com/removal and follow the three
step process.

‘WhitePages

To opt out of Whitepages, search for your information using your
first name, last name, city, and state. Once you have located your
record copy the URL and paste it here, https://
www.whitepages.com/suppression_requests/. Next, follow
the steps to complete the removal process. This process will re-
quire a phone call from WhitePages (computer generated) in
order to complete the process.

http://www.whitepages.com

MyLife

Call MyLife at 888-704-1900. Press 2 to speak to an operator.
Have the following ready: name, age, date of birth, email, current
address, and a previous address. Tell the representative that you
want your listing removed and provide the information you want
deleted. Be sure to specifically request your information is
removed from Wink.com as well as MyLife.com. Once they
confirm the removal, the listing will be off the site in 7-10 days.

http://www.mylife.com
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Been Verified

BeenVerified allows you to opt out at
https://www.beenverified.com/faq/opt-out/. Search for your
listing and claim it by selecting the “>* on the right side of your
record . Enter your email address. You must click the opt out link
within the email sent to your account. http://

www.beenverified.com/

PeekYou

To opt out of PeekYou, fill out the form at:
http://www.peekyou.com/about/contact/optout/index.php.
Select Remove my entire listing under Actions. Paste the num-
bers at the end of your profile’s URL in the UniquelD field. Fill in
the CAPTCHA, and you're all set. You'll get an immediate email
confirming you've sent in your opt out form and a second email in
a few days or weeks to tell you that it has been deleted.

http://www.peekyou.com

USA People Search

To opt out of USA People Search, go to https://www.usa-people
-search.com/manage/ and search for your information. Once
you have located your record select “That’s the One.” The next
page will be a confirmation that you would in fact like to Opt Out
of the USA-people-search database, click the agreement blocks at
the bottom of the page and it will complete the Opt Out Process.

InstantCheckMate

To opt out of InstantCheckMate, follow the instructions at:
http://instantcheckmate.com/optout

You can opt out by mail or online.

You must provide them an email address to send the record re-
moval to.

http://www.instantcheckmate.com/
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HOW TO SET UP
GOOGLE ALERTS

Help keep your identity safe by staying up to date on new Data Breaches - create an Alert for “Recent Data Breach” and monitor results for your information. #databreach

Background

Google Alerts is a service that generates search engine
results, based on criteria provided by you, and delivers the
results to your e-mail account. This service is useful for
many reasons, such as monitoring the web for specific in-
formation about your employment, your Kids, your online
content's popularity or your competition. Google does not
require a Gmail account in order to use the service; any
email will work.

Step 1: Open the Website

Once you have a web browser open, type “Google Alerts”
into your search engine, or you can go directly to the web-
site “http://www.google.com/alerts”. It might be useful
to bookmark this page for easier access in the future.

Step 2: Enter Your Search

Under “Alerts” (highlighted below), enter the topic you
would like to receive alerts on. As soon as you begin typ-
ing, a sample of your first alert will appear. If you are not
getting the results you expected, you can change your in-
put right away. It might be a good idea to set an alert for
your own name to help monitor what might be out on the
internet about you, especially after you have reviewed the

/

“Self-Assessment card”.

Step 3: Create the Alert

Enter a valid email address, where Google will send you the
results of your query. Then complete the process by clicking
on the “Create Alert” button. You will receive an email from
Google Alerts asking you to confirm or cancel this request.
Once you confirm the request, you will begin receiving your
alerts. Your first basic Google Alert is now complete. It is rec-
ommended that you select “Show Options” and see Step 4
after completing this process.

Step 4: Choose Source Type

There are some additional options available to tailor your search
to your particular needs. Click the “Show options” drop down
menu (highlighted in red), to customize your alert. For instance,
you may choose the type of source you wish to search or how
often you wish to receive each alert. The default is “Automatic”,
which is a good choice if you are not entirely certain what you
are looking for. Otherwise it might be a good idea to select a
more specific “Source” to narrow your search results. The exam-
ple below (Amazon) is the same topic previously selected, but the
source was changed to video. By changing the source, the type of
results you receive will vary.

10



Identity thieves often wait up to a year or more before attempting to use stolen personal information in an attempt to evade identity protection services . #stayuptodate

HOW TO SET UP
GOOGLE ALERTS

Step 3: Choose the Frequency

You can now indicate how often you would like the results to
be delivered to your inbox. You have the options of “once a
week”, “once a day”, or “as-it-happens”. The default for this
option is once a day. The “as-it-happens” setting may deliver
the results to your inbox multiple times a day, depending on
how often the query appears in the news stream. If that hap-
pens you can modify your “Alert” to decrease how often it is
sent to your email (see “Modify Alerts” to the right). Once a
day and once a week will stockpile the results and only deliv-
er them according to the chosen schedule.

Step 6: Select Search Volume

The last choice you have is to set the “How many” of the
results you want delivered. This allows you to switch the
volume between only the best results, in which Google
filters your results for relevance to the topic, and all re-
sults. If you are not yet certain what you looking for, or
perhaps do not have a specific time period in mind, you
may want to select "All Results." Once you are able to nar-
row down what you are looking for, you can always go
back and modify your settings to “Only the best results.”

UPDATED FEB 2020

Modify Alerts

If you would like to modify your current Alerts, it's fairly sim-
ple to do by just following a few steps. Next to each alert is
an "Edit" button (see the Pencil icon as highlighted below).
This allows you to modify your keywords as well as the vol-
ume and frequency of how alerts are delivered. You also have
the choice of having the alert delivered to your inbox or di-
rectly into an RSS feed. Click the “Update alert” button to save
your changes.

Delete Alerts

If you ever wish to delete one or more of your alerts, you
can do so easily by clicking the "Trash can" icon
(highlighted below).

11



Only fill in the minimum required identity information to help limit what human hackers can find out about you. #stopidentitytheft

ONLINE REGISTRATION

SMART CARD

UPDATED FEB 2020

Online services include sites that require users to register and create personal profiles prior to using their service. Best

practices include:

¢ Review the terms of service for each site to determine their privacy policy and data sharing agreements with third party

entities.

* & o o

completing the registration process.

Avoid filling in optional identity fields for online profiles; only fill in the minimum required identity information.
Never give online services access to your social security number or physical address.
Turn down options to upload and share your existing contacts during registration.

Check and, if necessary, change privacy settings to protect your personally identifiable information immediately after

Identify Elements of Social Networking Site (SNS) Accounts

Online identity can be described as an aggregate of accounts and account-related activities associated with a single person.

Common identity elements required by SNS for creating accounts and participating in their online services are shown below.

First & Last Name

First and last name are mandatory for
almost all SNS accounts. In order to
better protect yourself, it is important to
make sure your account is locked down
and perhaps consider having a profile
picture that is something other than your
photo.

Gender

Gender is a common field to fill out on
the registration page, used mostly for
future content customization. Whenever
possible, avoid making a distinction
when signing up for your account.

Location: Address, Zip Code, Country

Location information is required to
various levels of granularity depending
on the service. It may include address,
zip code, and/or country.

Email Address

Email is the 2nd most common require-
ment for creating a SNS account. It is
used to verify your account during reg-
istration and often used as a credential
during future log-ins.

Username

Username is unique to each user
account, unlike first and last name which
can be shared across multiple users. DO
NOT include personally identifiable in-
formation, such as last name or
day, when creating your username.
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Birthday

Birthdays are used to verify the user’s age
and customize age-appropriate content for
the user on the site. This information is
sometimes published on the SNS profile
and must be removed retroactively.

Company/Employment Information

Company and employment information
are required for professionally-oriented
SNS services, where the main purpose is
to meet and build your network with
other people in your field.

Sexual Orientation /
Relationship Status

These fields are most often required in
online dating sites, where the main
purpose is to meet people.

Mobile Phone Number

Registering for email accounts frequent-
ly requires a verifiable phone number.
Refrain from using services that require
phone numbers or opt to use an alterna-
tive method to verify accounts.



Only fill in the minimum required identity information to help limit what human hackers can find out about you. #privacymatters

UPDATED FEB 2020

ONLINE REGISTRATION
SMART CARD

Identity Information Required During Online Services Registration

LinkedIn Facebook Twitter Instagram Spotify Amazon Pinterest
First and Last Name X X X X X X X
Username bydetaut | X g g optional | "IN | by detaut
Password X X X X X X X
Birthday X X X X Optional
Gender X X X X X
Email Address X **Optional X X X X X
Phone Number **Optional Optional Optional Optional Optional
Country X X X X X X X
Company/Employment X
Info
Job Title X
Zip Code X X
Facebook Account Optional X Optional Optional Optional Optional Optional

*Social media sites default to the “name” provided when settings up the account as your Username, instead of asking Users to create a “handle.”

** Facebook requires a mobile number or email address when registering an account. Consider using a Google Voice number for two factor au-
thentication for additional security.

It is a lot easier to simply sign up or register on a social me-
dia site when you link other accounts to them. Usually, it is
a simple click of the button; however, it is recommended
that you DO NOT do this. If someone gains access to your
Facebook account and you have signed up for other SM ac-
counts using Facebook, then that likely gives them access to
those other accounts as well. Treat SM account creation
just like your password; create a new and unique one for
each site you wish to sign up for.

Additionally, it is always best to use a current email for any
social media use. This way, if something were to happen to
your account, you're immediately notified and can quickly
correct the problem. If you have an email account that you
do not check routinely, or that has suffered a major data
breach, you might not know if someone hacked into your
social media account(s) until it is too late to fix.

13



No matter how many tools you use to mask your IP, your payment or signup information could identify you

UPDATED FEB 2020

ANONYMOUS INTERNET &
MESSAGING SERVICES

Anonymous email accounts offer no overt or obvious connection to your identity, typically require no personal information to
register, and retain little data usage. These accounts should be accessed and used in conjunction with an anonymous IP ad-
dress.

“Do’s and Don’ts”

* Do always use a secure browser and VPN that anonymizes * Do not access more than one account in a single browser

your IP address when accessing anonymous email services. session, and never access popular services such as Google
Be sure your browser is updated regularly. or Yahoo in the same session.

* Do remember, although the tools anonymize you, if you * Do not include personal details in your communication
have to pay with traditional means, you can be identified that can be used to identify you, such as your name, phone
through that transaction. number or address.

* Do use VPN services. They anonymize your IP address, * Do not use anonymous email services on any device that
although you will have to submit personal data to sign up requires personal logins, such as a smart phone with
for the service. linked accounts.

“Using Tor to Anonymize Your IP Address”
Tor Browser is a free, open source web browser that uses a volunteer network of virtual tunnels and a layered encryption
process to anonymize your I[P address. Note that Tor anonymizes the origin of your traffic and encrypts everything inside the
Tor network; however, it cannot encrypt the data after it comes out of Tor at the destination. Tor can be installed according
to the instructions below

Visit torproject.org. Ensure your Tor Browser is providing you with an

anonymous IP address.
Download and Install the

Tor Browser Bundle to
your hard drive or a flash
drive.

‘ IP address

G) use a new IP ad-
dress, click the @~
and select “New
Identity”. Please note
that doing this will close

Launch the Tor Browser
which can be found at the
location you saved the
bundle to. Double-click
“Start Tor Browser”.

all of your currently

4

opened tabs.
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Disposable email services allow you to send untraceable , disappearing emails

ANONYMOUS INTERNET &
MESSAGING SERVICES

UPDATED FEB 2020

There are many email and messaging options out there that can provide a means to send and receive messages anonymously

or semi-anonymously. The right service for you will depend on the primary nature of your communications, the cost, and the

information you are willing to provide.

Provider Service Primary Use Data Retained Data Sharing Cost
Freely surf the web (VPN). Receive IP address, cookies, payment They do not sell personal data VPN as
VPN emails and use the inbox for web- details, username, password, and | to 3rd parties unless required low as
Hide My Ass! Temporary sites that you do not necessarily actual emails. HMA asks for an by law. They do share infor- $6.99.
Email trust that require you to provide an | existing email address at signup mation with members of AVG | grailis
email address. but this is optional. Group. e
One time CloakMy is accessible through Tor, it
message is one time messaging and chat. You | None, no personal information . .
CloakMy . . k None, there is no data retained Free
and chat have to send the recipient a unique | required
service URL to go retrieve the message.
Proton if compelled, which
Fully encrypted email, emails are they never have been could
End to end . yp. . Optional additional email upon v
. encrypted client side so they are . only hand over encrypted
ProtonMail |encrypted sign up for account recovery pur- . . Free
0 fully encrypted when they get to the emails. They do not retain the
emai oses.
Proton servers in Switzerland P keys to encryption, the client
does.
HushMail is an email host just like No person information retained, | Hushmail logs user IP addresses.
. Gmail or Yahoo. Itis accessible although there is a payment re- They have also turned over user | $49.98
HushMail | Email host . . . & e .y e Y e /
through Tor and it does not require | quired so you can be identified data to U.S. authorities in the year
personal information to register. that way. past due to court orders.
Signal users must invite each
Send one-to-one and group mes- other using mobile number. The
. . . i The messages can be set to self
Encrypted | sages, which can include files, service can encrypt messages but .
. i . . . . destruct after being read. The
Signal text messag- | voice notes, images and videos, not necessarily anonymize users. , Free
i . T app does not retain the mes-
ing and make one-to-one voice and The encryption is on the users save
video calls device rather than the company &
servers
Wickr users must invite each
End-to-end encryption and con- other using mobile number. The
o . . . The messages can be set to self
Encrypted | tent, expiring messages, including | service can encrypt messages but )
. . ) . . destruct after being read. The
Wickr text messag- | photos, videos, and file attach- not necessarily anonymize users. . Free
. LT app does not retain the mes-
ing ments and place end-to-end en- The encryption is on the users sage
crypted video conference calls device rather than the company
servers
Mailinator is a public domain
Temporary | Use the Mailinator address anytime so anyone can read an email if
Mailinator | Disposable |a website asks for an email address. | No signup required. they know what address was Free
Email Can only receive email. used. Use odd names to avoid
heavily used inboxes.
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Twitter accounts are hacked all the time. Make sure to use a strong password that is changed periodically as well as 2FA #safetyfirst

UPDATED FEB 2020

TWITTER SMART CARD

Do’s and Don’ts

e Don’t provide any identifiable information (e.g. name, ® Do be careful when using hashtags # in Tweets as it al-

hobbies, job title, etc.) on your profile or in your lows users to index and associate your Tweet with a par-
Tweets. ticular topic.

e Don’tlink your Twitter account to any third party ® Do ensure that family members take similar precautions
applications such as Facebook, LinkedIn, or fitness with their accounts. Their privacy and share settings can
apps. expose your personal data.

e Don’tallow Twitter to access your location. Disable e Do use caution when posting images and videos of you or
location services when posting images on whichever your family. Be aware of your surroundings, to include
device you are using whether it be i0S, Android or identifiable locations and any other personal security vul-
uploading them from your computer. nerabilities.

e Don’t allow follower’s access to your profile thatyou e Do use a picture of something other than yourself for your
do not know. Only maintain connections with people profile photo. Profile photos are viewable to the public.

and pages you know and trust.

Let's start to lock down your account
by first checking out what your
“Profile” says about us.

Click the “Profile” icon at the lower left
of the screen (this is likely your profile

picture). Then click “Profile”.

Click “Edit Profile” as shown to the
right.

It is highly recommended that you do

not use photos of yourself for your
profile or header photo. These are
viewable to the public and therefore
presents an unnecessary vulnerability.

It is also recommended that no PII or information that may identify you specifically be in-
cluded in your profile. The “Bio”, “Location”, “Website”, and “Birthday” areas of the profile
do not have to be filled in. Even if you use old location data, it is still possible for someone to
tie that back to you utilizing data aggregator sites. PII information is often used as a means
to gain access to certain accounts (banks, credit cards, school etc.), providing even your
birthday could help an identity thief steal your identity.

Now, let’s move on to the “Settings and Privacy” tab on the same

menu at the left hand side of your screen. It is important to

remember that these setting should be updated on every device
you use to access Twitter, to include your home computer. As
with any social media account and mobile device, it is also im-
portant to ensure your "Location" is set to "Off."
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Parents! Following your child’s school is important for updates but if your account isn’t locked down anyone can see which school your child attends. #lockitdown

UPDATED FEB 2020

TWITTER SMART CARD

Here you can review your account infor-
mation, including “Security” settings and
how data, such as your “Username” is dis-
played. Remember to stop and think
about what your “Username” says about
you, what is it giving away? Select
“Account” then “Security,” it is highly rec-
ommended that you “Set up login verifica-
tion” as well as the “Password reset verifi-
cation”. This way if someone does try to
access your account there are layers of
security that will help to prevent them

from gaining accessing as well as notify
you should any of that occur. %

Next, go back to the left column and select
“Privacy and Safety”. Here it gets a bit tricky,
but it's important to review what should and
what should not be selected. All the sections in
RED below are recommended settings that
should be selected. Remember it’s always bet-
ter to control your information than it is to al-
low someone else to decide for you.

Let’s scroll to the bottom of the page and select “Twitter for

teams.” It is recommended here that you stay in control of
who has access to your profile, therefore select “Do not allow

anyone to add you to their team”. Directly below that it is
recommended that you not check any of the “Direct Messag-
es” section, which will help to limit incoming messages from

people you do not know.

17



If your account is locked down, you're doing GREAT! If you reach out and post on a public account your comment will be visible. #privacymatters

TWITTER SMART CARD

Now, let’s go back to the “Privacy and Safety” menu and
select “Discoverability and contacts. Here you will be
able to manage any uploaded contacts from any of your
devices and remove them if present by the following pro-
cedures detailed below. Here you will also be able to see
if more than one email is linked to your twitter account
and limit how other individuals can discover you on
Twitter..

UPDATED FEB 2020

Please see the section under “Privacy and Safety,” entitled
“safety,” (framed in green to the left). This section is really at
your discretion, but if your children have a Twitter account,
you may want to review these settings to help keep them from
seeing unwanted or objectionable content.

Quickly, lets go back and select the arrow right next to the
“Personalization and Data” section closer to the bottom of the
page. As always it is highly recommended that you limit what
Twitter ads have access to and this is the section to help. Once
you “Disable All” items make sure to save your changes and
you have completed this section.

L]

From here, click on the “Contacts” link, shown above in red.
Here you can review and remove any contacts Twitter has
collected. Itis highly recommended that you not synchro-
nize any of your accounts together, to include any email
accounts with contact information on them. Synchronizing
your email accounts allows Twitter to do more than just
upload your contacts; they also use the information to find
out more about you and your contacts.

18



Even if your Tweets are private, your followers are still able to screenshot them and post as they see fit. #thinkbeforeyoupost

UPDATED FEB 2020

TWITTER SMART CARD

In order to manage your Apps and/or ses-
sions go to “Account” and on the right
hand column select “Apps and Sessions”.
Here you can go through any apps you
may have granted access to your Twitter
account and revoke access. It is highly
recommended that you significantly limit
which apps have access to your account
and your personal information.

Now, if you are adamant that Twitter not show
you any Interest-based ads, there is only one
place you can go to in order to turn them off.
In the address bar type in
optout.aboutads.info which will then take
you outside of Twitter to the Digital Advertis-
ing Alliance page where you can not only opt
out of Ads from Twitter but other Ads that
might be using your “cookies” to track you.
You do need to be logged into Twitter in order
to remove the interest-based ads from your
account. Additionally, if you are blocking your
cookies, you may have to allow access to them
prior to beginning the removal process.

Hashtags # are used to index key words and topics on Twitter, think of them as the topic of your “tweet” or “post”. **Please
note that if your account is public and you use a hashtag on a tweet, anyone who does a search on that hashtag may find your
tweet. Many people use a “Hashtag” as a way to improve crowdsourcing requests. When you add a hashtag to a tweet, Twitter
adds the message to the hashtag group so that more Twitter users see your “tweet”. Even if your Twitter account is private
and your tweets are protected, be cautious of what you post online. Accounts can be compromised and settings can mistakenly
be disabled.
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TWITTER SMART CARD

Always check to make sure your location settings are locked down on Twitter. This means on your smart device in the “Settings” section and via the App.

UPDATED FEB 2020

If you are planning to lock down your Twitter account from a smart phone the
process is fairly similar. Getting to the “settings” section on your smart phone is
one of the biggest differences between the computer based and phone based ac-
counts and is shown in the screenshots displayed on this page. The most im-
portant lock down feature you will need to make sure you turn off and that can
only be turned off on your smart device is the “Precise Location” feature which is
separate from the location in any other place on Twitter. First, head to the top
left of your screen and select the icon to make the pop- up menu appear (shown
highlighted in red all the way to the top left).

Now for IPhone users ONLY; Finding the “Settings” section can be done as de-
scribed above or by the following: Select “View Content Preferences” and once
there select the “back arrow” at the top left of your screen, this will take you to
your “Settings and Privacy” page. For Android users getting to the “Settings and
Privacy” section is similar to the computer based version. Once you are in the
“Settings and Privacy” link, select “Privacy and Safety” then scroll down to the
bottom of the page and select “Precise Location.” It is recommended that you

turn this function to “disable” and then select “done.”
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UPDATED FEB 2020

TWITTER SMART CARD o

Indicators of Possible Account Compromise:

Do you think your account may have been compromised or hacked? Have you noticed any of the following:

Unexpected Tweets posted by your account

Any Direct Messages sent from your account that you did not initiate

Other account behaviors you didn't perform or approve (like following, unfollowing, blocking, etc.)

A notification from Twitter stating that your account may be compromised

A notification from Twitter stating that your account information (bio, name, etc.) has changed

Your password is no longer working or you are being prompted to reset it. *If this occurs it is highly recommended that you

sign-in online and change your password immediately.

If you said “Yes” to any of the above , Twitter advises you take the following actions:

¢ Delete any unwanted Tweets that were posted while your account was compromised

¢ Scan your computers for viruses and malware, especially if unauthorized account behaviors continue to be posted after
you've changed your password

¢ Make sure to change your password. Always use a strong password you haven’t used elsewhere and would be difficult to
guess

¢ Consider using login verification (if you haven’t done so already), instead of relying on just a password. Login verification
introduces a second check to make sure that you and only you can access your Twitter account

¢ Be sure to check that your email is secure. It may be worth changing the password to both your Twitter account and the
email associated with your Twitter account.

If you need to report Spam/Fake Accounts/Harassment: Go to https://

help.twitter.com/en/contact-us

If your account was hacked: https://help.twitter.com/en/safety-and-securit

twitter-account-hacked A SIX Gh al'aCte r
Also, if you find that your account has in fact been hacked, it is best to let Twitter passwo rd can be

know by filling out the “Hacked Account” form located on the forms site at: https://

help.twitter.com /forms C I'aC ked i n 0 n e

If you cannot log in to your email account, Twitter has provided links to each email Seco“d
accounts “having trouble signing in” page for your convenience. https://
help.twitter.com/en/managing-your-account/cant-access-my-accounts-email-

address
If you still need help or have questions, you can always contact Important Message from Twitter: Changing an ac-
Twitter using their Support handle @TwitterSupport. count's password does not automatically log the account

out of Twitter for iOS or Twitter for Android applications.
In order to log the account out of these apps, sign in
online and visit Apps in your settings. From there you can
revoke access for the application, and the next time the
app is launched, a prompt will request that the new pass-
word be entered.

If you frequently receive password reset messages that
you did not request, you can require that your email ad-
dress and/or phone number must be entered in order to
initiate a password reset. Find instructions and infor-
mation about resetting your password.
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Do not allow your Teens and Preteens to accept followers that they do not know personally. Instagram has a plethora of fake accounts. #stophumantrafficking

UPDATED FEB 2020

INSTAGRAM SMART CARD
(Mobile Application)

Do’s and Don’ts
® Don’t use geo-location tags to prevent others from see- ¢ Do use caution when posting images and videos of you or
ing your location. Instagram deletes metadata from a your family. Be aware of your surroundings, to include
photo the moment of uploading; however, geo-tags that identifiable locations and any other personal security vul-
spell out your location pose a personal security risk. nerabilities.

¢ Do remember, there are privacy concerns when using
your name and birthdate when registering for “free” ser-

® Don't establish connections with people you do not

know. Understand that not everyone is who he or she

. vices such as apps and social media. It is not necessary to
says they are online. pp y

use your real name or birthdate when creating an ac-
e Don’t forget to remind family members to take similar count.

recautions with their accounts. Their privacy and share
p P y Do change your password periodically and turn on Two-

settings can expose your personal data. o
& poseyourp Factor Authentication to help keep your account secure.

N\

M —

Instagram now gives you the ability to update your settings on either

your mobile device or computer! In the mobile application, head to the

bottom of the interface, to the icon of a human (noted above) and select it.

Next, select the menu icon located at the right of your screen, look at the
bottom of the screen and select “Settings.” Once you are in “Settings”
look to the top of the menu and select “Privacy.” One of your first option
under this section is “Account Privacy,” select this option and then turn
on the “Private Account” option. If you are on your computer, the settings
icon will be located right next to the “Edit Profile” tab (noted here to the
right). From there, head to the “Privacy” tab.
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80% of Instagram users are from outside of the US. therefore it is extremely important to vet your followers before you trust them with your profile. #trustbutverfiy

UPDATED FEB 2020

INSTAGRAM SMART CARD
(Mobile Application)

In order to control what photos and videos do and do not go onto your profile, it is
important to ensure you lock down your settings. Let’s go back to the side menu
(shown to the left of this text in the first red box) and select “Tags.” Next, there will
be an option to turn off having photos and/or videos added automatically. It is rec-
ommended that you opt to turn off the “Add Automatically” function.

Next, head to “Story” listed under “Privacy” and shown here in red. Here you will be
able to turn off the “Allow Sharing” function, which allows others to share stories that
you have posted. Itis also recommended that you take a second to ensure you have
not allowed Instagram to “Share Your Story to Facebook.” You can turn this function
off at the bottom of the “Story Controls” sections.

To the left you will also see “Activity Status” this allows users to see when and possi-
bly where you are while Active on Insta-
gram. If you do not want users to know
when you are active you can select
“Activity Status” and then toggle “On” to
“Off.”

Once you have gone over the “Tags” and the “Story Controls” from
your mobile device, it is a good idea to check these settings from
your computer (as shown below) to ensure any changes you made

have been updated.
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Teenagers use Instagram more so than any other social networking site. It is important to know who they know and what they are talking about. #keepthemsafe

UPDATED FEB 2020

INSTAGRAM SMART CARD
(Mobile Application)

Now, let’s head to the “Security” menu and select
“Two-Factor Authentication.” It is very highly rec-
ommended that you turn on the Two- Factor Au-

thentication function in order to better protect your
account.

Next, head back to the “Settings” menu and select

“Account” then “Contacts Syncing” It is recom-

mended that you do not allow Instagram to upload
your contacts by turning off the "Connect Contacts"
option.

Let’s go back to the “Account” menu and
scroll down to the “Linked Accounts” tab.
Here you want to make sure that you have
not linked any of your social media accounts
to Instagram. If you have, simply select the
arrow next to the social media app and delink
that account.

Next, lets go back to your profile (icon of the

human), and select “Edit Profile.” Once there,
scroll to the bottom of the page and find the
“Similar Account Suggestions” and deselect the

box if checked. Once deselected, Instagram will
no longer be allowed to push your profile to oth-
er users as “suggested users to follow.” *This
feature may not show on all Android devices.
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Instagram allows you to have more than one account loaded at a time. Talk to your kids about sharing their usernames and passwords with their friends. #protectourkids

INSTAGRAM SMART CARD

(Mobile Application)

Removing unwanted tagged photos/posts is important. If
you have a profile that is “Private,” you are on the right track
to staying safe online. It is important for you to know that
even if your profile is locked, a comment or tag on a post
whose user profile is public will make your “tag” or com-
ment visible to everyone.

Instagram allows you to report, or
remove from your feed, any offen-
sive post you come across. Simply
select the menu button at the top
left of the post and select which op-
tion best applies to that particular
post from the drop-down menu.

I

UPDATED FEB 2020

In order to remove a tag of yourself from someone else’s
post you can follow these simple steps. First, go back to
your profile (human icon) and select the “Tagged” icon
(shown on the left). Next, select the post you are tagged in
that you wish to un-tag yourself from, this can be from
your phone or computer. Find and select the menu at the
bottom of the post (shown at the bottom of the page by a
red arrow), then select “Post Options.” Now you can de-
cide whether you would like to allow the post to show on
your profile. Next, if you would like, you can “Remove
Tag” simply by selecting the link highlighted here in red.
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INSTAGRAM SMART CARD O\@o
(Mobile Application) «

Indicators of Possible Account Compromise:

Do you think your account may have been compromised or hacked? Have you noticed any of the following:

Unexpected posts posted by your account

Any Direct Messages sent from your account that you did not initiate

Other account behaviors you didn't perform or approve (like following, unfollowing, blocking, etc.)
A notification from Instagram stating that your account may be compromised

A notification from Instagram stating that your account information (bio, name, etc.) has changed

Your password is no longer working or you are being prompted to reset it. *If this occurs it is highly recommended that you
sign-in online and change your password immediately.

If you said “Yes” to any of the above, it is advised you take the following actions:
¢ Delete any unwanted posts that were posted while your account was compromised

¢ Scan your computers for viruses and malware, especially if unauthorized account behaviors continue to be posted after
you've changed your password

¢ Make sure to change your password. Always use a strong password you haven’t used elsewhere and would be difficult to

guess

¢ Consider using login verification (if you haven’t done so already), instead of relying on just a password. Login verification
introduces a second check to make sure that you and only you can access your Instagram account

¢ Be sure to check that your email is secure. It may be worth changing the password to both your Instagram account and the
email associated with your Instagram account. *If you feel your email may have been compromised and need help finding the
right contact information for your email provider please see page 21 of this smart
book under the “blue box” at the bottom of the page.

If you need to report Spam/Harassment: Go to https://help.instagram.com/
contact/383679321740945%helpref=page_content

If your account was hacked: https://help.instagram.com/, then go to “Privacy and
Safety Center,” “Report Something,” and finally select “Hacked.”

Also, if you find that someone is impersonating you on Instagram: Go to https://
help.instagram.com/, then go to “Privacy and Safety Center”, “Report Something,”

and finally select “Impersonation Accounts.”

If you still need help or have questions, you can always contact Insta- | [ you received

gram by: https://help.instagram.com/contact/272476913194545? an email from Instagram letting you know that your .
helpref=fag_content email address was changed, you may be able to undo this

by using the revert this change option in that message. If

additional information was also changed (example: your
password), and you're unable to change back your email
address, then you should report the account to Insta-
gram.
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Facebook quizzes could be taking more from you than you realize, it’s time to think twice about finding out which Star Wars character you are. #keepyouridentitysafe

FACEBOOK SMART CARD
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Do’s and Don’ts
Do use pictures of something other than yourself for your ¢ Don’t add your birthdate, location, phone number, or oth-
cover and profile photos. Cover and profile photos are er personal details to your profile. If you do add this infor-
viewable to the public. Remember if you change your mation make sure you set it so that it is not public.

file pict t ch th i tti it
e f e .m;e VO D C“ aflge "e DRy e .lng ont ¢ Don’tlink your Facebook account to any third party appli-
from “Public” to perhaps “Friends”, Facebook will not do . . . .
i cations such as Twitter, LinkedIn, or any gaming apps.
it for you.
#protectyourusername

D ti h ting i d vid f

o use ca.u 1on When posting mages an' Vi eos. OTYOUOT 4 Don’t establish connections with individuals you do not
your family. Be aware of your surroundings, to include .
X . ) ) know and trust. Understand that not everyone is who
identifiable locations and any other personal security vul-

. they say they are.
nerabilities. . e . :
¢ Don’tdiscuss specific details online, try to stay broad or

Do select “Only Me” or “Friends” for all available settings
options. Ensure that family members take similar precau-
tions with their accounts. Their privacy and share settings
can expose your personal data.

wave top in your discussions. Also, when posting pictures
try to stay more generic. For instance, if you are posting a
picture of your car you will want to make sure the license
plate is not showing.

Facebook has recently worked to enhance its privacy efforts and better protect user's data. As a result, many settings have
changed and more have been added. Now, lets get started. Click the down arrow at the top right of the Facebook screen.
From the drop down, select “Settings”. From here it is good idea to review each different section listed on the left-hand

side of your screen.

Starting, in the “General” section, go through and review your information. Remem-
ber your Username (which is located in the URL) will be public just as your “Name”
is on Facebook. In this section you also have the option to deacti-

vate your account should you want to.

General Account Settings

n To download your infermation. go to Your Facebook Information

MName \ Edit

Username Edit

Contact Edit

Ad account contact Edit

Temperature Edit

Manage Account Edit

Identity Confirmation View

Next, head back to the left hand column and select “Security and Login”. Here you can check and update
your security settings and see all the places that Facebook thinks you are logged in at. First look at the

Recommended section shown below. It is highly recommended that you choose friends that can help you to

log in to Facebook should you ever become locked out.
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It is not possible to lock down someone else’s’ account so it is important to note the privacy setting on a post before you comment or “react” to each post. #privacymatters

UPDATED FEB 2020
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Once you have selected your friends as an additional security measure, scroll to the “Where You're Logged in at” box and look
to ensure you recognize each location Facebook says you are logged in from. Some of these locations can be repetitive based on
how many times you log in or for each different session.

If you do not recognize a location you can select the “Not You Tab” and log out of that session, (perhaps consider changing your
password).

N\

Lastly in this section it is very highly recommended that you turn on “Two Factor Authentication” as an additional security
measure . Itis also a good idea to allow Facebook to notify you if a login is unrecognized.

Next, go back to the column on the left hand

side and select “Your Facebook infor-
mation”. Here you can easily manage the
information you have allowed onto Face-
book or delete your account entirely. * Time
Saver...both the “Access Your Information”
and “Activity Log” sections take you to the

same “Activity Log” page allow you to man-
age your information. Next select “Off-
Facebook Activity” to clear your history.
It is highly recommended that you not
allow Facebook to track your offline ac-

tivity.
28



Never become complacent with your Privacy settings. Checking your settings once a quarter could help to keep your information safe online. #updatethoseprivacysettings

FACEBOOK SMART CARD
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an |IIU |

Now look at the tabs on the
left and find the “Privacy”
section. Completing this
section is one of the most
important aspects to keep-
ing your information safe-
guarded on Facebook. This
section puts you, the user,
in the drivers seat to make
decisions about where your
data goes and who can see
it. Take some time here to
ensure each section is set to
your specification.

It is recommended that no category be open to the public, the safest choice is, of course to select “Only Me”. This does take

away from the social aspect of the Facebook and therefore selecting “Friends” is the next best option. It is highly recommended

that your Friend’s List be locked down however to “Only me”. Finally, it is recommended that you not allow Facebook to link

other search engines to your profile.

Now, along with noting in the “Timeline and Tagging” section,

you will also need to lock down your stories in the “Stories” sec-

tion shown directly above.
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Next up, “Timeline and Tagging”.
This section is yet another section
that puts the control of your data
in your hands. Take a few mo-
ments again here to make sure
you agree with all the settings.
Some recommendations for this
section are the following: Ensure
nothing is allowed for Public dis-
semination, make sure to turn on
each section under “Review” so
that no one can tag you in any-
thing without your permission.
*Under Review you can also view
your profile from the perspective
of the Public, simply select “View
As”. While reviewing your pro-
file from the publics’ perspective
take note of anything you see that

you might want to lock down later such as old profile pic-
tures. Since the “Stories” function has become more and

more popular amongst all users it is important to remem-
ber it too needs to be locked down. Facebook has created a

lock down feature in order to prohibit other individuals

from sharing your “Stories” as shown above. It is recom-
mended that you turn this function to “Disabled.”



Letting people know where you are at the exact moment you are there can be an extremely dangerous act. #thinkbeforeyoupost #staysafeonline
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In the “Location” section make sure Facebook shows your location is “Off’. You must also turn your location settings to “Off”
on each of your mobile devices to ensure the pictures/data you post do not contain geolocation information.

Do you want Facebook to be
able to recognize your face
in pictures? Neither do we!
Recommended setting for
this section is a easy No.

Next, in the “Public Post Filters and Tools” section lets review public filtering.
It is recommended that you do not let the public follow you. Remember, al-
lowing the “Public” to follow you means anyone with a Facebook profile, and
possibly even without one, can see what you are posting.
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Managing your Facebook Profile is important. Equally as important, is knowing what other users are saying about you. #ownyourprofile #fbtagging
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Next, lets clean up all the “Apps and Websites” that have been allowed to use your information. Here you can review all the
applications you may have allowed access to your Facebook account.

If you find apps that you no longer wish to have access, simply check the box and then select “Remove”. Make sure to do
this for the “Active” and “Expired” sections tabs at the top of this box.

Next scroll down to the “Preferences” section on the
same page. Here you can control how Apps, Websites,
and Games are able to interact with your Facebook
account.

It is recommended that you keep the Old Version of
Facebook for Mobile in a setting set to “Only Me”. So
that it is not viewable to any one else.

References:
1. https://www.thequint.com/tech-and-auto/tech-news/sharing-data-with-facebook-apps-and-games-can-have-serious-consequences
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Never give up too much information, drawing out your family members on Facebook could help an Identity Thief answer security questions about you. #themoreyouknow

FACEBOOK SMART CARD
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Now click on the “Instant Games” tab on
the left hand side. Review any games you
may have allowed access to your account,
the type of data they are collecting, and
whether or not you want them to remain
on your Facebook account. If you choose
to, you can delete any of the games much
like you just did in the “Apps and Web-
sites” section.

Now lets look at “Your ad preferences”. Under each tab
you can review your information by clicking on the down
arrow in the right hand corner of each category. Under
“Your Interest” and “Advertisers you've interacted with”
you can remove any of the categories simply by clicking
the “x” at the right of each block.

Under the “Your Information” tab, ensure all the slid-
ers are off (greyed out) so that none of your infor-
mation is provided by Facebook to advertisers.” Itis
important to limit the information advertisers have
access to about you. This will help to ensure your in-
formation doesn’t show up on advertisements and will
limit unwanted Ads on your Timeline.

Under the “Ad Settings” it is recommend-
ed that you select “Not Allowed” or “No
One” for each category.
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How much information does a criminal have to have to make you think you know them and can therefore trust them? #lockitdown

FACEBOOK SMART CARD

About Info”.

Now that you have completed the Settings sections
\ lets move on. From the Home screen, select the
three dots on the left hand side of the screen near
your profile picture. A drop down menu will appear
that allows you to edit your profile and change the
privacy settings on your personal information. Once
you review the privacy settings in this section scroll
to the bottom of the page and select “ Edit Your

UPDATED FEB 2020

Now you can scroll through each tab in the “About You” section

to ensure the privacy settings there are not set to “Public” view.

Next up is your Friends List. Click on the pencil icon to display
the Edit Privacy box. From here you can change the settings to
“Only Me” or “Friends” so that only you and your friends can
see the information. It is highly recommended you set your
“Friends List” to “Only Me”.
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Locking down your “likes” will help
to limit what criminals can figure out
about you and your family. In this
day and age you never want to give
away even the slightest clue as to
who you are, which includes, any of
your hobbies/interests or perhaps
the fact that you “like” your child’s
school or youth sports team. Recom-
mended setting here “Only Me”.

Now, there are two different spots on your
profile where you need to lock down your
“likes”. The first is simply by scrolling down
in the section you are already in and selecting
the pencil icon to edit the privacy setting. The
second, shown below, can be found in the
“More” tab at the top of the page.




How many “friends” do you have on Facebook? Would you recognize them if they were standing right in front of you? #FBpurge #whoareyourfbfriends
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Next, as you continue to scroll down the page, you may want to go through all your
“Events” to see if there are any you can delete and to make sure all your events are
“Private” (which can only be done through the Event Creator). If you have an up-
coming “Event” or an “Event” that you are “interested in” that is not set to “Private”,
be aware that anyone will be able to see that you will be attending that event. You
also have the option of hiding the ‘Events” section by unselecting it from the
“Manage Selection” discussed on page 31.

*Social Engineers or Human Hackers are more likely to convince you that they know
you if they have access to personal information about you. This information can be
in the form of your likes/hobbies, friends, events you will or have been to or what
schools you have previously attended. They can even review past posts you may
have open to the public for some additional insight. Once they have convinced you
that you are, “old friends” there is no limit to the dangers. They could convince you
to meet in person, lend them money, steal your identity or worse get close to your
children. The best option is to limit who can see such critical information about you
to your “friends” people that you trust and already know.

You may want to go back to the top of the page to the conversation Icon. This Icon will take you to your Messenger
page. Here you will be able to turn on and off your “status” on messenger.

Settings

Show when you're Active (_/.'

Here you can manage some of the settings associ-
ated with your Messenger account, most notably
the “Active” status button. If you do not want to

unds Enabled

1 1 Ik heth e “ou can allow Messenger to send you desktop
allow people to know whether or not you are on T notifications from your browser preferencas.

J

Facebook Messenger you can turn off the “Active’
status. #keepthemguessing




Remember, it is important to lock down your Facebook Messenger the same way you lock down the rest of your Facebook.
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In order to accurately lock down your Facebook, you will need to also re-
view your Messenger App. Once logged in, head to the top left of the screen
select the picture icon (highlighted here in red). Here you can review all of
the additional settings Messenger has to offer. You can chose whether or
not you want people to know when you are “Active” on Messenger by se-
lecting the “Active Status” and turning it “off.” Next scroll down to the
“Messaging Settings” where you can select who can and cannot reach you
via Facebook Messenger. It is recommended that you not allow “others
you'’re not connected to” contact you via Messenger.

Facebook Messenger has a new feature called
“Secret Conversations” where you conversations
are encrypted end-to-end. To turn this feature on
Go back to your settings and select “Secret Con-

versations” where you will then be able to turn
the feature on. If you have children that use Face-
book Messenger it is important to know about
this feature so you can monitor it as you see fit.

Also, located in the “Settings” section of your Facebook Messenger
select “Story” (shown above highlighted in red). This is another loca-
tion where you can set the settings for your Stories on Facebook. It
is recommended that you only allow your friends to see your “Story”.
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Correcting posts might be tempting, but think about what correcting that post says about you and the information you have access to. #staysafeonfb

FACEBOOK SMART CARD
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Finally, lets go back to Facebook’s Activity Log, accessed from the upper panel of your Timeline. The Activity Log allows

users’ to review any click of the button (photos, comments, Likes, posts, etc.) or tag that has ever occurred and been associ-

ated with that users profile. It's essentially
your one stop shop for cleaning up your entire
Facebook profile.

More specifically, from the Activity Log,
users are able review information by date,
all the way from the creation of the profile
to the present. Users can also see if a post
is viewable to the public or just to friends,
as well as review any and all posts they
have been tagged in. Finally, the Activity
Log also allows users to remove any ac-
tions they have taken on Facebook and
decide whether or not to remove a tag of
themselves that someone else may have
posted.

You can limit each post’s visibility by setting every one to Only Me or Friends. Remember if you Like or Comment on

someone’s post whose privacy settings are set to Public your comment will also be Public. You can only set your own

privacy settings for your profile and once you reach outside of your profile, you have no control over privacy (yours or

anyone else's), so be aware of how others treat their privacy as well.

You can also choose to Delete or Hide each
post from your Timeline. For other users’
posts you have Liked, you can also choose to
Unlike them. This will remove the post from
your Activity Log and profile.
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Don’t think you can hide your FB profile by using a different name. Better to assume people can find you and set your privacy/security settings accordingly. #bettersafethansorry
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To “Untag a photo, click the Pencil icon at
the top right of the post and select Report/
Remove Tag.

Facebook will then ask why you want to Report/Remove the picture or tag.

Note: If you remove a Tag of yourself, it will NOT notify the individual who

owns the post/picture that you have removed the tag.

You will then be given several options on what you would
like to do with the picture/post, including Remove Tag.
Once you have selected the Remove Tag option and are
untagged from the post/photo, it will no longer appear
on your profile.

Remember: Although the photo is untagged and no longer
on your profile, the photo has not been deleted from Face-
book. It will remain on the profile of the individual who
originally posted the photo. Backdoor avenues used in find-
ing your profile may still exist (e.g. via a tagged photo of you
on your spouse’s profile or simply finding your name in the
comments of the picture/post).

If you'd like for the photo to be removed, the best way is to
ask the individual to delete the photo/post.

I think it is important to fortify ourselves online the same way we would fortify our homes if we knew we

were under attack.

-1II MEF Commanding General LtGen Hedelund'’s response when asked for his take on social media and force protection.
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Indicators of Possible Account Compromise:

Do you think your account may have been compromised or hacked? Have you noticed any of the following:
Unexpected posts posted by your account
Any Direct Messages sent from your account that you did not initiate
Other account behaviors you didn't perform or approve (like following, unfollowing, blocking, etc.)
A notification from Facebook stating that your account may be compromised

A notification from Facebook stating that your account information (bio, name, etc.) has changed

Your password is no longer working or you are being prompted to reset it. *If this occurs it is highly recommended that you

sign-in online and change your password immediately.

If you said “Yes” to any of the above, it is advised you take the following actions:
¢ Delete any unwanted posts that were posted while your account was compromised

¢ Scan your computers for viruses and malware, especially if unauthorized account behaviors continue to be posted after
you've changed your password

¢ Make sure to change your password. Always use a strong password you haven’t used elsewhere and would be difficult to

guess

¢ Consider using login verification (if you haven’t done so already), instead of relying on just a password. Login verification
introduces a second check to make sure that you and only you can access your Facebook account

¢ Be sure to check that your email is secure. It may be worth changing the password to both your Facebook account and the
email associated with your Facebook account. *If you feel your email may have been compromised and need help finding the
right contact information for your email provider please see page 21 of this smart book under the “blue box” at the bottom of
the page.

If you need to report Spam/Harassment: Go to https://www.facebook.com/
help/968185709965912 /?helpref=hc_fnav

If your account was hacked: https://www.facebook.com/help/hacked

Also, if you find that someone is impersonating you Facebook: https://www.facebook.com/
help/hacked then scroll down to the “Impersonation Accounts” section and follow the direc-
tions. If you do not have a Facebook account and want to report an impersonating account go
to: https://www.facebook.com/help/contact/295309487309948

If someone is threatening to share information (ex: messages or
To find additional “Security Features and Tips go to: https:// photos) on Facebook of your child that they do not want shared
www.facebook.com/help/379220725465972?helpref=faq_content you should report it to the local law enforcement. Facebook
also says you can do the following: Report the incident to Face-
If you still need help or have questions, you can always contact Face- | book https://www.facebook.com/help/

book by: https://www.facebook.com/facebookapp where you can contact/567360146613371, then make sure that this person is
message a Bot Facebook created to help answer questions while they | blocked so they no longer have access to your child. It is im-

work on building a live customer support capability. portant to talk to your children about this possibility before
they begin to use social media so that they know what to do

should this happen to them.
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Con artists are more sophisticated than ever, targeting unsuspecting consumers with fake online listings, and money-payment scams make sure to protect your information #privacymatters

LOCKING DOWN
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Do’s and Don’ts

¢ Do take time to clean up old credit cards from your ac-
count.

¢ Do use Two-Factor Authentication to protect all your in-

tected by every means available.

¢ Do frequently update your password for Amazon.

formation on Amazon. With all the information that Ama-
zon captures it is vitally important to make sure it is pro-

¢ Do notlink any other accounts to your Amazon account to

limit what outsiders can find out about you, to include
your pattern of life and hobbies.

¢ Do not fall for scams on Amazon or from emails that ap-

pear to be from Amazon.

¢ Do notbuy from international sellers wherever possible

to protect yourself from Identity theft and scams.

In order to lock down your Amazon account you will need to
access “Your Account,” located on the upper right side of your
screen. From the “Account & Lists” icon, select the down ar-
row to expand the menu. From this list, select “Your Account.”
Let’s look at the “Login & Security” settings first.

The “Login & Security” settings are located at the top of the
“Your Account” page (shown above highlighted in red).
First, review the general login information provided to en-
sure its accuracy. Next, head down to the “Two-Step Verifi-
cation (25V) Settings” section and select “Edit.” Here, you
can set up “Two-Step Verification” for your Account. It is
highly recommended that you enable this to help prevent
hacking of your account.

To set-up “Two-Step Authentication” simply select
“Get Started” (highlighted in Red to the right) and
follow the steps provided. This process is an im-
portant feature to help secure your account given
the credit card, addresses, and other personal infor-
mation maintained by Amazon.
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LOCKING DOWN

With each Amazon account comes an

“Amazon Drive”. In order to lock
down your “Amazon Drive,” go back
to the “Your Account” section (shown
on page one), and select “ Manage
Amazon Drive and Photos.” On the
top right of the screen, select the pro-
file picture to open the “Drive” menu.
Next, select “Settings” and scroll
down to the “Manage Third-Party
Apps” section. Once there, select
“Manage Login with Amazon.” Here
you can review any apps you may
have logged on to through your Ama-
zon account and if need be, re-move

accounts you no longer use.

Next, go back to the “Amazon Drive” link and from
the left hand corner select “Amazon Photos.” Once
there head to the right side of the window and select
the drop down menu.

I From the drop down menu select “Settings” and scroll to the middle of
the page where you will find the “Find People, Places, and Things” sec-

tion. This function, when left on allows Amazon image recognition to

identify images in your pictures so you can search for them later. It is
recommended that you turn this function off to prevent Amazon from
collecting additional data on you.

Don't assume every email you receive is trustworthy, messages may appear to be coming from a legitimate retailer and could include a request for account information. #Beatldentitytheft
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Now, let’s go back to “Your Account” and select “Your devices and content”, then select “Change your digital and device set-
tings” section you may want to review the settings below to make sure the content comports with your needs. It is recom-
mended that you review the “Saved Wi-Fi Passwords” to make sure there are no passwords saved that you do not wish Ama-
zon to retain.

Now let’s head back to “Your Account” and in the “Communication and Content” section, select “Advertising Preferences” so we
can review what Amazon provides to you and to advertisers. Personalized ads, sometimes referred to as targeted or interest-
based ads are based on information about you, such as the products you view or purchases you make on Amazon, or websites
you visit where Amazon might provide ads or content.

It is recommended you select “Do Not Personalize Ads from Amazon for
this Internet Browser.” What this does is exactly what it says in the title,
but for the current browser only. Amazon has been known to reset your
privacy and other settings if it is opened from a browser different from
the one used to lock it down originally. It will also reset your settings if
you clear your cookies and delete your internet history. This means
that you will need to go back into Amazon and make sure your settings
are still intact any time you delete cookies and / or clear your browser
history.

Now, let’s go back to “Your Account” and select “Communication Prefer-

ences.” From there it is recommended you select “Marketing Infor-
mation by Post,” and select “Do not send me marketing information by

mail” (highlighted in red to the right). This will help to eliminate spam

and other marketing emails from cluttering your inbox. Be sure to se-
lect the “Update” button to save these changes.

You can call the customer service department and ask about suspicious emails to see if it's authentic. Whatever you do, don't try to get to Amazon through the suspicious email. #trustbutverify

41



If you need to contact Amazon’s customer service make sure to find the number from the Official Amazon site. Searching for it online could lead to you providing information to a fake call center.

LOCKING DOWN

If you scroll down on the “Video Settings” page, you
will find the “Viewing restrictions” section. Here
you can select at what age rating you would like a
PIN to be required. If you scroll even further down,
Amazon lists other Amazon devices (as shown be-
low) that require parental controls be set separate-
ly. These settings are inherent to and accessed from
the devices themselves.

UPDATED FEB 2020

Let’s take a look at the Parental controls and set-
tings located in the Video section of Amazon. To do
that, you will need to go back to “Your Account” and
simply select “Video Settings.” Now at the top of the
page find and select “Parental Controls” and let’s
begin. For parents, it is always important to monitor
and protect our children from non-age appropriate
material on the internet and television screen. Ama-
zon allows parents to set Prime Video PINs and
viewing restriction. Settings the restrictions means
that any time someone attempts to play a video or
other content (depending on the device i.e. The Am-
azon Fire Stick) they will be required to putin a
PIN, which will be designated here by you.

It is highly recommended
that you take time to re-
view each device you may
own and set the parental
controls according to your
preferences. This is even
more important for the
Xbox and other gaming de-
vices. These types of devic-
es, if parental controls are
not set, allow users to inter-
act with others and pur-
chase items utilizing the
credit card on file.
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If you see a product that is listed way below market value, don't hand over your credit card info right away. Ifit’s too good to be true it very like is. #themoreyouknow

LOCKING DOWN
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Moving on, go back to “Your Account” and review the following sections: “Ordering and shopping preferences;” “Other ac-

counts;” and “Shopping programs and rentals.”
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One of the most public sections of Amazon are the “Wish
Lists.” If not made private, anyone can view your list(s) and
gain or infer information about who you are or who the peo-
ple in your family are (How many, gender, age, etc.). Many
times, you may find yourself making Christmas lists, birth-
day lists, or even grocery lists. The titles of these lists are
usually specific (i.e. a child’s name for a birthday or Christ-
mas list). These small tid bits of information could be ex-
tremely useful to a Social Engineer or identity thief when
combined with other bits of data on you. Itis important to
note that Amazon has changed their privacy for “Wish
Lists,” a User now needs an email address in order to access
any “Wish List” so make sure that information is locked
down. New to the “Wish List” is the option to provide or
not, Alexa with access to your “Lists,” it is not recommended
that you provide such access but instead continue to lock
down and privatize each list.

Select “Manage your list” from “Ordering and Shopping
Preferences” in order to begin the process of locking down
any of these lists you may have. Once there, your “Wish
Lists” will be on the left hand side of the screen (see above).
In order to review and change these settings, select the el-
lipse (as shown above in Red), and select “Manage List.”
From there, select “Privacy” and select “Private” from the
list. Be sure to select “Save Changes.”



Keep all communication and transactions on Amazon, that way if you do happen to be scammed, Amazon can track the scam and all correspondences. #cyberfraud

LOCKING DOWN
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If you have already created a Baby Registry, you
simply need to go to the “Registry Settings” and
change the Privacy from there. It is also important
to remember to delete any Registries you use
when they are no longer needed.

Your “Wedding Registry” is equally important to
lock down. Think about every-thing that goes into
a Wedding Registry, what it might say about a cou-
ple, and how beneficial that information could
prove to an identity thief.

Much like a “Wish List”, your registries can also be displayed

publically unless you say otherwise. While still in your “Wish

List”, go to the top menu and select “Baby Registry.” To create

your Registry select “Get Started” from the center of your

page. Scroll down to the “Who can see your registry” and se-

lect “Shared” or “Private” for the visibility of your registry. It

is important to note that if you decide to make your registry

“Public” it may also be included on a third party website,

TheBump unless you unselect that option.

Like the “Baby Registry,” the
“Wedding Registry” may also
be listed on a third party ven-
dor, TheKnott.com. Itis rec-
ommended that you not make
your registry searchable on
The-Knott.com

44

In order to lock down your Wedding Registry, go
back to the “Wish List” menu and select “Wedding
Registry.” From there, scroll to the middle and
select the appropriate privacy settings for your
Registry. It is recommended that you not make
your Registry “Public” and remember that once
you no longer need the registry, be sure to delete
it.



Ships from and sold by [seller]: Third-party seller that ships an item from them directly to you. Amazon doesn’t touch the item. This is where scammers thrive. #themoreyouknow

LOCKING DOWN

Now let’s begin the process of making
sure your “Profile” is locked down. Se-
lect “Edit your profile” as shown above
in red. In the “Profile page settings” re-
view, all of your information to make
sure, only information you want on pub-
lic profile is filled in. It is recommended
that you not display your full name in
the “Your public name” section.

Scroll down on the page and find the
“Add social links to your profile” section
to make sure you have not linked any of
your social media accounts to your Ama-
zon account. Amazon is a great place to
shop for just about anything, and as such
it becomes a picture of who you are and
who your family might be. This includes
any product reviews you may post on
Amazon. It is recommended that if you
do review products that you try not to
put any personal in-formation inside
your review.

UPDATED FEB 2020

What most people do not realize about
Amazon is that it comes with your own
public profile. This profile and your
entire Amazon account can be linked to
any of your social media accounts. It is
therefore important to review your
profile and its settings to ensure it is
locked down, not linked to other social
media accounts, and not searchable by
the public.

In order to lock down your Amazon
account, go back to “Your Account” and
select “Your Amazon Profile.” From
there, follow the steps below and on
the remaining pages to best secure
your profile.
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:LOCKING DOWN

Let’s now go to the “Edit privacy settings” to review and make sure they are set. Select “Edit privacy settings” (see above) to
review how they are presently configured. It is recommended that you select the box “Hide all activity on your profile” as
well as “Hide sensitive activity.”

Next, scroll down to the bottom of the “Edit privacy settings” and make sure the box titled “Allow customers to follow you” is
not checked. Itis also important to click on the “see who is following you” link to make sure you have not allowed anyone to
follow you up to this point.

If you have any followers, you can delete / remove them from
this link and then update your privacy settings as shown above
to preclude any other followers. It is not recommended that you
allow people to follow you on Amazon, but especially if you do
not know them.

Sold by [seller] and Fulfilled by Amazon: A third-party seller sends the product to Amazon’s warehouse, then Amazon ships it to. These items can be “Prime” eligible, but are still third-p
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Ships from and sold by Amazon.com: This is the real deal and almost certainly not a scam of any kind. #themoreyouknow #beatidentitytheft

UPDATED FEB 2020

LOCKING DOWN

Now let’s take a look at
your Browsing history.
Simply go to the top menu
bar, from either the “Your
Profile” section or the “Your
followers” page, and select
“Your Browsing history.”
From here, look at the right
side of your screen and se-
lect the drop down arrow
next to “Manage history.”
From here, it is recommend
you remove all items and
“Turn Browsing History” to
“off.”

Amazon has many different profiles to help you manage your account and any account you
may want to create for your children. For instance, a teenager can have their own log in and
purchase ability, but the parents maintain control over any purchases. Parents can also add
any children under 12 to their accounts to help manage the content displayed on certain
devices, such as the Fire TV.
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Check your credit report at least once a year. You may also want to check your credit report if you feel any of your social media accounts have been compromised. #beatidentitytheft

LOCKING DOWN

Do’s and Don’ts

Do use Two-Factor
Authentication to protect all
your information. Like all
other social media accounts, it
is important to make sure
your Pinterest is as secured as
possible. Two-Factor
Authentication is one of the
best ways to control your
information.

Do make sure your email is up
to date! If Pinterest suspects
nefarious activity on your
Pinterest account, they will
lock your account down and
send your new password to
the email address on file.

Do not put personal
information on the title of
your Pinterest boards. A lot of
information can be obtained
simply by reading a title
(whether or not you have
children, rent or own a home,
marital status, etc.).

Do not forget it is highly
recommended that you
monitor what your children
and teenagers are looking at
on Pinterest. Pinterest does
have inappropriate content
that, if not specifically tagged
as such, will not be flagged or
removed by Pinterest.

Do not forget to make your
boards private once you
create them so that they are
not searchable by any and all
Pinners.

UPDATED FEB 2020

While there aren’t many privacy set-
tings to manage on Pinterest, it is no
less important to ensure those settings
are locked down. In order to change
your Pinterest settings look to the top
right of your screen and select the hori-
zontal ellipsis to expand the menu. Itis
recommended you make your account
private by selecting “Search priva-

cy” (highlighted below). Once you are
in the “Edit Settings” page you will be
able to go through each of the settings
provided by Pinterest. The first set-
tings to review are the “Edit settings,”
which provides your basic information
on Pinterest. Itis recommended that
you do not include your “location”
when building your Pinterest Profile.

Under “Account settings” you
will find the options to delete or
deactivate your account in case
you decide you no longer want to
use your Pinterest. Here you can
also chose (or not) the option to
login from other social network-
ing accounts. This step is highly
discouraged, it is instead recom-
mended that you login to your
Pinterest with only your Pinter-
est username and password.
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Make sure your antivirus and antimalware software stays up to date. Keeping software up to date helps to prevent advanced malware and viruses from affecting your computer.

LOCKING DOWN

UPDATED FEB 2020

The next few settings have to do with
linking (or not) your other social me-
dia accounts to Pinterest. As always,
it is highly recommended that you
do not link any other social media
accounts to each other. If by some
possibility someone was able to access,
one of your social media accounts, not
linking your accounts together pre-
vents an intruder from accessing all

your other accounts.

Next, continue down the screen to
find “Privacy & data” and review
the settings. These settings will
help to limit what Pinterest Ads
gather about you. It is recom-
mended here that you do not ena-
ble these settings and allow Pinter-
est to push ads based on other in-
ternet habits of yours. It is also
highly recommended that you not
allow Pinterest to display your pro-
file in Googles searches.
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Now, let’s ensure that you enable Two-Factor Au-
thentication. As recommended for all your accounts,
it is highly recommended that you enable Two-
Factor Authentication. This will help to ensure you
have taken all steps to secure your account and keep
it safe.

Below, highlighted in red, you will see a smaller sec-
tion labeled “Show Sessions” which will be discussed
on the next page.



Remember if a “Pin” seems too good to be true it very likely is. Pinterest has many spam “pins” where a single click can lead to a third party site. #staysafeonline

UPDATED FEB 2020

LOCKING DOWN

— " " After selecting “Show Sessions” directly un-
This is a list of devices that have logged into your account.

. . der the “Two-Factor Authentication” section,
Revoke any sessions that you do not recognize.

you will be provided the opportunity to “End
Activity” for all sessions that may seem sus-
picious or that you do not see a need to be
active any longer. If you suspect that your

Hide sessions

Last Current Session

October 25, 2018, 8:14 AM Pinterest account may have been compro-
accessed: ' '

. . mised, the “Show Sessions” section may help
Texas, United States (Approximate, based on IP =

Location: ) you to identify the account and “End Activi-
Devi ty” so that you can then secure your account
evice .
type: Chrome on Windows 10 and change your password. Itis a good idea
periodically, to go through the “Show Ses-
:z:ssed October 24, 2018, 11:46 PM End Activity sions” section to make sure nothing looks

suspicious and end older activity.

Lastly, let’s look at your boards and make sure that there isn’t too much, if any, information available for others to see. In order
to review or to lock down your boards via your smart device, head to the bottom of your screen, select your profile picture and
then select a board to review and edit. To edit, select the three dots at the top of your board screen, then select “Edit” as shown
below in red. If you are not going to make your board private, then the title of your board becomes important. Try to make
sure the title of your board doesn’t provide too much information about you or your family; for instance naming the board after
a child or stating their birthday. Finally, it is recommended that you enable “Keep board secret” so that your boards are not
viewable to the public. Boards often times provide likes and dislikes of a person as well as other hobbies and interests that may
make it easier for an Identity Thief to steal your identity.
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While Pinterest is full of entertaining content, remember it is for all ages and as such its content can be “for Adults Only” and not what you want your children to see.

LOCKING DOWN

UPDATED FEB 2020

Using your smart device to lock down your Pinterest account might just make the entire process even easier. As shown

below, in just a few simple clicks you can be in your “Edit Profile” section, “Account Settings” and most importantly your

“Privacy & data” setting. You will still want to lock down each section as previously discussed in the beginning of this

Smartcard most of which is now in the same format as it is on your computer, however the “Privacy & data” section is a bit

different and therefore renders some extra looking into. One important section to note in the “Privacy & data” section is

the “Store your contacts” section, it is recommended that you do not link your phone contacts to your Pinterest account. It

is a good idea to check your Pinterest App settings on your smart device even if you have changed or updated the settings

on your computer to make sure they also transferred to the app. As a reminder, the recommended settings that you should

set are highlighted by the red box.

O

1
1
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If you have an Android
Smartphone, the “Edit Settings”
functions may be a bit different
(as shown to the left). All the
necessary settings for the An-
droid phone will be located all
under the “Edit Settings” sec-
tion. Simply scroll down the list
of options in order to decide
what best suits your security
needs. Asnoted earlier itis
recommended that you do not
allow Pinterest to store your
contacts (highlighted to the left
in red).
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LOCKING DOWN o\.&o

Do you think your account may have been compromised or hacked? Have you noticed any of the following:
Unexpected posts posted by your account
Any Direct Messages sent from your account that you did not initiate
Other account behaviors you didn't perform or approve (like following, unfollowing, blocking, etc.)
A notification from Pinterest stating that your account may be compromised

A notification from Pinterest stating that your account information (bio, name, etc.) has changed

Your password is no longer working or you are being prompted to reset it. *If this occurs it is highly recommended that you

sign-in online and change your password immediately.

If you said “Yes” to any of the above, it is advised you take the following actions:
¢ Delete any unwanted pins that were posted while your account was compromised

¢ Scan your computers for viruses and malware, especially if unauthorized account behaviors continue to be pinned after
you've changed your password

¢ Make sure to change your password. Always use a strong password you haven’t used elsewhere and would be difficult to

guess

¢ Consider using login verification (if you haven’t done so already), instead of relying on just a password. Login verification
introduces a second check to make sure that you and only you can access your Pinterest account

¢ Be sure to check that your email is secure. It may be worth changing the password to both your Pinterest account and the
email associated with your Pinterest account. *If you feel your email may have been compromised and need help finding the
right contact information for your email provider please see page 21 of this smart book under the “blue box” at the bottom of

the page.

If you need report a pin, comment, or message: https://help.pinterest.com/en/
article/report-something-on-pinterest

If your account was hacked: https://help.pinterest.com/en/contact, then go to

» o«

“Account Access and Closure,” “Login Issues, “Continue” and follow the steps to

describe your specific situation.

Also, if you find that you or someone else is being bullied or harassed go to:
https://help.pinterest.com/en/article/report-harassment-and-
cyberbullying

If you do not have access to the email you original-
ly signed up on Pinterest with or believe it may

If you still need help or have questions, you can always contact Pinterest by: have also been hacked, Pinterest will allow you to

https://help.pinterest.com/en/contact?page=about_you_page provide an alternate email for communication.
This can be both good and bad for Users. While it

can provide peace of mind if you need to regain
access to your account it does create its own vul-
nerability and Users should be aware of this.
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Do’s and Don’ts

Do set up privacy and security set-
tings on your Snapchat and help
your Teenager to do the same.

Assume ALL information and imag-
es you share are publicly viewable,
regardless of your settings.

Do talk to your Teenager(s) about
the dangers Snapchat might pose.
Make sure they know to come and
tell you if someone should talk to

them that they do not know or pro-
vides them pictures that are inap-

propriate. The best way to begin understanding and locking down Snapchat’s capabili-

Do not add your birthdate, loca- ties is to familiarize yourself with Snapchat basics. In the box above you can
tion, or other personal details to look over the main icons and functions located in Snapchat. The most im-
online profiles. portant icon to note is the Ghost or Avatar picture at the left of the box
(highlighted in red), this icon will take you to your Snapchat statistics and

Do not allow users you do not lead you to the “Settings” icon . The icons may differentiate slightly depend-

know personally to contact you via

ing on the device that you are using but the location of each function should
Snapchat.

remain the same.

Do not think that all pictures and

videos are automatically deleted,
assume if you send it that someone
can keep it or that it could be
shared.

Shown to the right is an overview of the chat
features of Snapchat. Here you can see if
someone has sent you a message, posted a
story, or review posts you've already read.
You can also start a chat or again select the
icon at the top left and head to your Snapchat
statics and “Settings” section.

There are an estimated 82 million users, the majority of which are 13 to 25 years old. Make sure you know who your children are talking too. #keepourkidssafe
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:LOCKING DOWN YOUR

The Pew Internet and American Life Project found that 15 percent of teenagers between the ages of 12 and 17 acknowledge they received a “sext” from someone they

SNAPCHAT

After reviewing the different sec-
tions on page one of the Snapchat
Card let us begin locking down our
actual account.

Let’s begin by selecting your Profile
picture “Account Settings” for the top
of the screen on your “home page” as
shown on page one.

Now, select the “Settings” Icon from
the top right corner of the screen
(shown above in Red).

From here, we can review all of the
settings offered by Snapchat

Please note that the Android Snap-
chat App may have slightly differ-
ent wording for each section, but
the process is the same.

While you are reviewing and famil-
iarizing yourself with all of Snap-
chats settings, one item to make
sure you review is your
“Username”. It is recommended
that you create a username that
does not give too much away about
you or any personal information i.e.
birthday, full name etc.

If not properly locked down any
individual will be able to look you
up as well as certain pieces of infor-
mation, therefore, it is important to
review each section here periodi-
cally to make sure everything re-
mains locked down to your comfort
level.

We will be reviewing settings from
each of the Red underlined.
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Snapchat Lingo:

Geo-filters: These are location-specific
elements that can only be unlocked by
visiting a specific place. Businesses use
geo-filters as a way for customers to check
in and advertise them. A teenager could
create a special geo-filter for their sweet-
16 party for attendees to add to their pho-
tos.

Snapcash: Like PayPal or Venmo, Snapcash
lets users transfer money to each other.

Memories: If you don't want your snaps to
disappear, you can store them to send lat-
er.

Snapstore: This is exactly what it sounds
like: a place to buy Snapchat-related items.

Shazam: A feature that helps you identify a
song.



I

Hackers have been known to publish thousands of snaps mainly of 13 to 17 year old's. Talk to your teenagers periodically about who they are connecting wit

LOCKING DOWN YOUR
SNAPCHAT

As always, it is important to and high-

ly recommended that you enable Two

-Factor Authentication for your Snap-

chat, to help minimize other individu-
als from accessing it. Simply select

the “Two-Factor Authentication” from
the settings menu (shown on page 2
of this card) and follow the few steps

to complete the process.

Next, go back to the “setting” section
and select “Memories.” From here, it
is recommended that you not enable
to “Smart Backup” or “My Story Posts”
to prevent Snapchat from storing your
photos and videos.
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Let’s head back to the “Settings” sec-
tion and scroll down to select
“Manage” once there scroll to select
“Permissions.” Note: If you have an
Android this settings is listed under
the “Settings” section. From here,
there are a few important section to
“disable” or to ensure you do not
“enable,” such as “Location.” Itis high-
ly recommended that you not enable
the “Location,” “Photos” or the
“Clipboard” from this section. Each of
these functions allows Snapchat to
have access to your phone that you
limits your privacy and allows Snap-
chat to access and store photos/
information from your device onto
their cloud.




According to TeenSafe.com 47 percent of users admit to using screenshots and 52 percent note that others have used screenshots of their messages. #Staysafeonline

LOCKING DOWN YOUR

SNAPCHAT

UPDATED FEB 2020

After you have finished locking down the “Permissions” section, go
back to the “Manage” section (as shown on page four) and select
“Ad Preferences.” Here it is recommended that neither selections
(“Audience-Based” or “Activity Based”) be enabled to decrease
what Snapchat learns about you.

Note: If you have an Android Based Smart phone “Ad Pref-
erences” will be located on the “Settings” page. You will also find
“Lifestyle & Interests” under “Ad Settings.”

Next, go back to the “Manage” section and select “Lifestyle & Inter-
ests,” its recommended that you unselect any section that is ena-
bled. You can also clear any tags that may have specified your in-
terests by selecting “Clear Content Interests Tag” (shown at the
bottom left in red) periodically from this section. Next, go back to
“Manage” and select “Contacts” (If you have an Android this func-
tion is in the “Settings” section) there it is recommended that you
make sure you have not enabled Snapchat to view your device con-
tacts. If you had enabled “Sync Contacts” but have now disabled it,
it is important to also “Delete All Contacts Data” as shown below in
Red.

Now, let’s go back to “Manage”, select “Maps”, and make sure that
“Share Usage Data” is not enabled. Itis always recommended that
you hide your location or ensure it is not enabled wherever possi-
ble.
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LOCKING DOWN YOUR
SNAPCHAT

Let’s go back to “Settings” and select
“Contact Me” under the “Who Can..” sec- | ]
tion. Itis recommended here that only

“My Friends” are able to contact you, in

order to help keep you and your children
safer while using this App. Under the
same “Who Can...” section select “View My

Story” where it is also recommended that |

“My Friends” be enabled to ensure that

your videos and pictures are not available
to the public. Now, depending on your

level of involvement (or your child’s) with
this App, you may also want to lock down
the “See Me in Quick Add” section (shown
to the right). Making sure this is NOT ena-

bled will prevent your profile from show-

ing up in profiles as a suggested contact.

Heading back to the “Settings” section, lets review the “See My Location.” Snap-

chat allows users to be in “Ghost Mode” to prevent even their friends from view-
ing their location. Itis highly recommended that you enable “Ghost Mode” while
using Snapchat in order to prevent individuals from viewing your precise location
on the Snapchat Map. Itis also recommended that you not enable “Allow friends
to request my location.”

Snapchat also provides you the opportunity to Clear your Cache, conversations,
search history, and top locations (as shown below). It is recommended that you
periodically go through and clear these much like you would your Internet
Browser.

The FBI warns parents that pedophiles are using Snapchat to solicit images from young teens. These images are used for personal use or are sold to others in the underground
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Depending on the State, parents can be held liable for a child’s cyberbullying or sexting if they fail to take appropriate action. #themoreyouknow

LOCKING DOWN YOUR

SNAPCHAT

UPDATED FEB 2020

Snapchat created a new feature to Snapchat that lets you unsend a sent message regardless of whether re-
cipient(s) saw it. This feature is different from the already available “Clear Conversation” option, which on-
ly deletes the content from your end. “Clear Chats” works in-group chats or in one-on-one conversations,
and applies to text, stickers, audio, or pictures and videos sent from your “Memories” section — not content
you just took though. Important to note that the person(s) in the conversation will be alerted that a mes-
sage was deleted; the function's purpose is to clean up a typo or prevent unintentional messaging.

In order to delete a chat that you
may have already sent simply
hold down the chat (shown here
to the left as “Meme”) and then
select “Delete”. Once selected
Snapchat will provide another
message box to confirm that you
would like to delete the chat you
have just selected and to remind
you even though the message
will be deleted, your friends will
still be able to see that something
was deleted, just not the deleted
content itself.
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LOCKING DOWN

Do’s and Don'ts

¢ Do monitor the videos that your children are watching, ¢ Do not allow your children to post public videos to their
even if they are on “Restricted Mode.” YouTube account. Posting public videos will allow

— . “subscribers” to follow your children on YouTube.
¢ Do use Two-Factor Authentication to protect all your in-

formation. If you have a YouTube account that likely ¢ Do notignore the comments and feedback from your pub-
means you also own a “Google” account which is where lished videos. They may contain personal information
you can turn on Two-Factor Authentication. about you or your video that you would otherwise not

want put out.
¢ Do lock down your videos so that they are not public for P

everyone to view.

In order to ensure the privacy on your YouTube ac-
count lets being with our Settings. Head to the top
right of your screen and select your Google Profile
picture (shown to the left in red). Once the drop
down menu appears, look towards the bottom and

select “Settings.” To the right of your screen are a list
of functions in YouTube, select “Privacy” to manage
your YouTube privacy.

Now that you are in the “Privacy” section scroll through each of the settings to make sure they are locked down to your satis-
faction. It is recommended that your keep all sections in “Manage what you share on YouTube” private. Finally, in order to
turn off the “Ads based on my interest” select the link “Google Ads Settings,” then select “turn off.” It is recommended that this
feature be turned off for all social media sites.

YouTube looks like it refreshes after that last step, but you'll still see the same content as you did before if you don’t refresh your screen. #themoreyouknow
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Unlike any other social networks, YouTube doesn't require you to create an account before you or your child can search for content or view videos.

LOCKING DOWN

v
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Parents do you worry about
what your child is watching
on YouTube? Now you are
able to put them in what
YouTube is calling the
“Restricted Mode” to help
protect what your children
are watching. There are a
few ways to turn on this func-
tion, first by going back to
your profile settings picture
at the top of the screen and
selecting the drop down
menu.

Once the drop down menu appears, look towards the bottom of the menu
and select “Restricted Mode” (as shown to the left in red). Selecting the
“Restricted Mode” function will bring up an additional pop-up box to confirm
| that you in fact, want to “Activate Restricted Mode” (as shown above in red).

There is one other important feature located at the bottom of your
| YouTube Main Menu (shown here in the upper left) and that is the “Your
data in YouTube” tab. Just as it is important to clear your browser history
on your Search Engines, it is important to manage and clear your history
on your YouTube account. Scroll down and select the “Manage your
YouTube Search History.” From here, look to the left of your screen to see
a menu of available options to manage and delete your history. Itis rec-

ommended that you

“Clear All Watch
History” periodically
from your YouTube
account. After hav-
ing selected “Clear
All Watch History” a
pop up box will ap-
pear on your screen
to confirm that you
would in fact like to
clear your history.
Simply select “Clear
Watch History.”

60



UPDATED FEB 2020

LOCKING DOWN

One of the main uses for YouTube is of course
uploading and watching videos. In order to up-

load your videos and create privacy settings you
must first locate your “Video Manager.” Select the

“Profile” drop down menu and select “My Chan-

nel.” Then select “Customize Channel” in the blue
box (highlighted here in red). Next, select “Video
Manager” from the middle of the page. Here you

will be able to upload videos and edit any videos

you have already uploaded. In order to edit the
“Visibility” of a video simply hover over the cur-
rent visibility of the video and select the “pencil”
icon. From the drop down menu that will appear
simply select the desired privacy setting. It is rec-

ommended that your videos remain “Private.”

In order to access uploaded videos and
change their privacy settings via your
smart devices the process is a bit different.
: From the App and like the Browser version,
select your profile settings, then select “My
Channel.” Next head to the top menu and
select “Videos” to take you to the video up-
load and settings section.

YouTube now allows its users to be in In-
cognito mode. Simply select the “Turn on

Incognito.”

Restricted Mode doesn't catch everything, and it's easy to disable which is why it’s important to check on your children and even teenagers, while they are using YouTube
PE—
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Your phone is your ultimate endpoint. You likely carry it everywhere and it typically holds your most sensitive information. Make sure to check for updates quarterly. #Staysafeonline

LOCKING DOWN

If you are an iPhone user, most of these settings will
be found directly under the “Settings” section, in-
stead of having to go into multiple different tabs.
Above are the steps necessary to get to the “History
& Privacy” section as well as to clear your History on
YouTube.

If you are sharing your device or just wanting to pro-
tect your privacy, it is a good idea to make sure you
clear your history at any time by accessing the
YouTube app’s settings and following these steps.

In order to turn on “Restricted Mode” from your An-
droid simply follow the steps to the right. Remember
this is a good idea if you have children that use your

YouTube account.l _-_—e-_—e—————_"

UPDATED FEB 2020
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Social media sites can cover people in anonymity, allowing them to attempt to exploit children without the fear of being caught. Monitor your child’s Internet usage to help keep them safe

LOCKING DOWN
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In order to edit the privacy settings
of your video from your smart de-
vice, now locate the vertical ellipsis
(three vertical dots to the right)
and select it to show a pop up
menu appearing from the bottom
of the screen.

Next, select “Edit” from the pop up
menu where you will then be able
to select “Privacy”, set or turn off
the “Location” of a particular video,
or provide a description of the vid-
eo for viewers, if you allow any.

Now you will be able to select how private you would like to keep you videos.
The purpose of YouTube is to upload and watch videos; therefore, with that in
mind, it is recommended that you select “Unlisted” as your privacy setting for all
videos. An “Unlisted” privacy setting on YouTube means that your video is only
public to individuals that have a link directly to the video. If you make your vid-
eo “Public” or your child makes his or her video “Public” then anyone will be able
to view it. Once a video is uploaded to YouTube and made “Public” there is no
real way to pull back the video, it can be shared, liked, and commented on very
quickly at which time you lose any ability to pull it back from the public eye.




Sign out of your accounts after you use a publicly shared computer or your home computer. #stophackers #keepyouraccountsafe

LINKEDIN SMART CARD

Do’s and Don’ts

e Do not use an email account that is associated with bank-

ing, finances, or other important contacts. Instead, consid-

er creating an email account specific to this site.

e Do not establish connections with people you do not

know and trust. Understand that not everyone is who

they say they are.

e Do notregister, log in, or link third party sites (e.g. Face-

book, Twitter, etc.) using your LinkedIn account. Third

party sites may aggregate and misuse personal infor-

mation. Similarly, apps/websites can access and share

your personal data.
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Review your connections often. It is important, periodi-
cally to check to ensure that your connections are current
and that you are not providing your information to indi-
viduals who no longer need it.

Posting a profile picture is optional. It is recommended
that if you do decide to post a picture, select one in pro-
fessional business attire.

Ensure that family members take similar precautions
with their accounts. Their privacy and share settings can
expose your personal data.

The privacy settings for LinkedIn can be found in the “Me” section on

the top right corner of the website (shown above). From the drop

down menu, select “Settings & Privacy” (highlighted in red to the left).

A new screen will appear with a header like the one shown below. The

first section we are going to review will be the “Account” settings

(highlight in red below).

I One item in the
“Login and Security”

menu that is important to highlight is the

“Where you're signed in” section (shown
on the right). In this section you can re-
view any “Active” session you have on
your account and where those sessions
are located If you see an active session or
location that does not look familiar, it is
recommended to close all unfamiliar ses-
sions and change your password. Next, at
the bottom of the “Login and Security”
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section, the “Two-step verification” set-
ting allows a user to add a phone number
so that a code will be sent as a text acting
as a second password. It is recommended
you enable this process to add an addi-
tional layer of security to your LinkedIn
account. This will prevent access to your
account in the case your password has
been exposed in a security breach.



Manage your account information and privacy settings from your Settings & Privacy page. Remember to update update update! #privacymatters.

LINKEDIN SMART CARD

I N

Next, go to the menu at the top of the “Settings &

UPDATED FEB 2020

Privacy” section and select “Privacy” (shown here in

red). Choose the “Edit your public profile” link in

order to change the visibility of the LinkedIn profile

so that search engines will not display the profile

when the account name is searched. Purpose is to

ensure you do NOT have a public profile.

The “How others see
your LinkedIn activity”
settings can been seen
on the left of the page. In

this section, you can
change the “Profile view-
ing options,” which in-
forms other LinkedIn
users if you have re-

Technology and Services industry from Greater
Philadelphia Arsa

viewed their profile (as

seen to the right). To

remain anonymous when viewing other profiles select

the “Private Mode”, button.

As you scroll down in the “Privacy” section, notice a

section called “Mentions by others”. This function con-

trols whether or not other members can tag you in a

post or photo. It is recommended that you turn this

function off by toggling the

switch to “no”. If working

with an already established profile, page four of the

LinkedIn card will explain how to find and remove

older “mentions”.
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Finally, at the bottom of the “Privacy” section under

“Blocking and hiding,” you can turn off the ability of oth-

ers to “follow” you, especially those not in your

“Connections.” From the drop down menu, change

“Everyone on LinkedIn” to

“Your Connections”.



Even LinkedIn recommends not putting your email address, home address, or phone number in your profile's Summary. #staysafeonline

LINKEDIN SMART CARD
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| — |

Now let’s tackle Advertisements by selecting “Ads”
from the top of the “Settings and Privacy” menu. It
is recommended you limit the amount of infor-
mation that LinkedIn is allowed to share with other
third party apps / ads as much as possible.

Recommended setting are highlighted in red (to

the right).

Under the “Data collected on LinkedIn” set-
tings, you will find the breakdown pictured
to the left. Sharing this information with
LinkedIn will leave it, and you vulnerable
even if your account is otherwise locked
down. It is important to know into exactly
how your information is shared should you
enable any of these categories. It is recom-
mended that, regardless of your intent in
using LinkedIn that you choose NOT to share
your data with LinkedIn to avoid it being
shared with and used by third party aps.

To the right you will find “Third party data”
options that will help to eliminate unwant-
ed ads, marketers collecting your infor-
mation, and perhaps even spam in your
emails! Simply review each section and
begin controlling your data today.

Remember, if you are a LinkedIn member
but logged out of your account on a brows-
er, LinkedIn may still continue to log your
interaction with (their) services on that
browser for up to 30 days in order to gen-
erate usage analytics for our services,
which analytics (they) may share in aggre-
gate form with (their) advertising custom-
ers.1 #manageyourdata

Reference: 1. https://www.linkedin.com/legal/cookie-policy
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#PHISHINGALERT: Messages containing bad spelling, grammar, and that aren't addressed to you personally, or asking you to act immediately are major red flags.

LINKEDIN SMART CARD

Under “Communications” it is
important to review each of the
“Who can reach you” because
this is the way either anyone
can reach out to you or certain
people to which you decide can
reach out to you.

I

1

To review (and, when ready, lock down) these settings, select the
“Communications” tab at the top of the “Settings and Privacy” section.
Review each setting to determine

UPDATED FEB 2020

—

When reviewing your
“Communications” on LinkedIn,
it is important to consider why
you are using LinkedIn...what
benefit(s) you hope to gain. Do
you desire a job? Are you simp-
ly trying to connect with specific
people? Depending on your in-
tent, following the recommen-
dations herein will restrict
available information on you,
therefore limiting LinkedIn’s
benefits. What is important is to
go back and lock these settings
down once you have attained
your desired goals.

what best suits your desired purpose
for using LinkedIn. Recommended
settings are highlighted in red above.

Under the “LinkedIn message” section

of the “Communications” tab - it is

highly recommended that you choose to not “Participate in research”
that LinkedIn conducts. Participating in research events could mean
giving up information about yourself that you wouldn’t otherwise give
up to third parties.

If you happen to be “mentioned” in a post on LinkedIn, you can
easily remove yourself from the tag following a few steps as noted
above. Itis important to manage what these “mentions” link you
to or imply about you.
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Private mode with a Basic LinkedIn account will not allow you to see other users who have viewed your profile. #knowwhatyoudon’tknow
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LINKEDIN SMART CARD

It is highly recommended that you do not use photos of your-
self for your profile or header photo. These are viewable to the

public and therefore presents an unnecessary vulnerability. If
you decide to upload a profile picture, ensure that it is visible only to your connections. Try to hide any obvious identi-
fying marks that could make you more easily identified on any other site or even in person.

To add a picture to your profile, simply select the “View Profile” link in the Menu drop down on the top of your screen.
Once there, select the “Picture” icon and navigate to and upload your preferred picture. When complete, look down at
the bottom of the window (shown below in the red circle) and select “Visibility. Here you can decide who on LinkedIn
is able to view your profile photo: we recommend “Your connections.”

Stop.Think.Act—if anyone (a connection or not) sends you a message with an attachment, would you open it? Does your action
depend on whether or not you think you know, and therefore trust the sender? Even if someone you know sends you an attach-
ment, it is always a good idea to verify with that person (over the phone or face to face) they are the sender before opening it.
Remember, people don’t always know immediately when they’ve been hacked. By the time you find out, it could be too late.
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https://www.linkedin.com/help/linkedin will provide you with additional and continuously up to date information on how LinkedIn is changing.

UPDATED FEB 2020

LINKEDIN SMART CARD

To further protect your in-
formation you will need to
check whether your Date of
Birth (DoB) is displayed on
your profile page. In order
to do this, click the “Me” tab
at the top right of the page
(usually with your picture in
it), then select the “view pro-
file” link. This will take you
to your profile-viewing page.

On the “view profile” page, locate Captain P »
the “See contact Info” icon as shown
above. Find and click on the “Pencil”

icon, located to the upper right of Contact Info /
the window (see the red arrow to

Fhe rlght).. From there review the m Your Profile /
information shown and edit as nec-

essary. Keep in mind; this is what
others can view on your profile.

linkedin.com/ir

] Email

thepowerisyours@cp

Ensure the information listed in the “view profile” sec-
tion is not displaying identifiable information to the
public. It is recommended to not add a phone number,
birthdate, or address to this section, as they are not re-
quired.

If it is important to display the birthdate, ensure that it
is only visible to Your Connections. This is done by se-
lecting the “Birthday visible to:” link at the bottom of the
screen (shown here to the left highlighted in red). En-
sure that “Only you” or “Your Connections” are selected
to not expose your private information the public.

Select “Save” before you exit out of this screen to keep
selected settings.
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Try Substituting numbers for letters that look similar (for example, substitute "0" for "o0" or "3" for "E") for your password to help its strength #updateyourpasssword

UPDATED FEB 2020

LINKEDIN SMART CARD

When and if you decide to post on LinkedIn, be sure to

| | set the privacy settings of the posts containing personal

information so those posts not appear to the public. As
shown in the box to the left, posts made public on
LinkedIn can be viewed by anyone.

In order to change your privacy settings for your post
simply locate the “Post Settings” drop down menu lo-
cated on the post itself (shown here to the left high-
lighted in red). From there select the appropriate audi-
ence for your post likely “Connections.”

1

Shown to the right and below are the steps

necessary to lock down your posts via your
mobile device.

In order to change privacy settings for indi-
vidual posts: simply locate the “Who Can See
This Post” (If using an Android smartphone it EI]
will be the “visibility settings”) drop down

menu from the top of the post under your
picture (shown here to the right, highlighted
in red). From the drop-down, select the ap-
propriate audience for your post. It is recom-
mended to choose “Connections”. You can
also select “Advanced Settings” to disable D
comments on the post.

Helpful Extra Hints

i0S/Android In order to delete a post from your feed from your browser:

To access your “Privacy Set- 1. Locate the post you want to delete in your LinkedIn homepage feed.

tings” page from your mobile 2. Click the “More” icon in the top right corner of the post. -

device simply follow these steps: 3. Click Delete post from the dropdown.
4,

1. Tap your profile picture. Click Delete to confirm.

2. Tap the Settings icon in the 10S/Android

upper right corner. To delete a post from your feed:

3. Navigate through the four 1. Locate the post you want to delete in your LinkedIn homepage feed.
tabs to adjust settings 2. Tap the More icon in the top right corner of the post.
for “Account”, “Privacy”,” Ads”, 3. Tap Delete post.

4

“ . [} ”
or “Communications’. Tap Delete to confirm.
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According to MediaSmarts research twenty-six per cent of students in eighth Grade said a sext they sent was forwarded to other people by the recipient. #protectourchildren

Hidden Phone Apps

UPDATED FEB 2020

Hidden Apps Defined

Hidden apps, Vault apps and Ghost apps, are apps that look innocuous, perhaps like a calculator, but are
actually used to hide pictures, videos and messages on your smart device. Teens often use these apps be-
cause they want to hide their activity from their parents. Most times, these apps require a password to be
entered in order to gain entry into the hidden area of the app. Some Vault apps go a step further and if the
password is entered incorrectly, a picture of the individual attempting to gain access will be taken.

Gallery Vault—Hide Pictures &
Videos

Hide Photos, Videos- Hide it pro

Hide Pictures and Videos

Keepsafe Photo Vault

Vault -Hide

Do’s and Don’ts

Do periodically check your child’s smart devices to make
sure they have not downloaded anything you have not
approved.

Do think about using a monitoring service (as discussed
in the Keeping Children Safe Online Smart card) for your
child/teens smart devices, especially if you have given
them the ability to download apps themselves.

Do talk to you children and teens about the dangers of

taking and sending nude photos or videos on their smart

devices and what repercussions doing so could bring.

Fake Calculator App

Private Photo Vault

Secret Calculator Fake Vault

Secret Photo Vault

Secret Vault Lock Photos

Do not give your child/teen the password or authoriza-
tion to download apps in their respective App store. Hav-
ing them ask you for the password allows you to review
any app they might want to put on their device.

Do not allow your child to use messaging apps that in-
stantly delete the content they hold. Allowing such apps
will take away from your ability to help your kids navi-
gate through smart device social norms.

Do not allow your child to make up his or her own pass-
word that they keep to themselves. Always ensure that
you can access your child/teens phone at any time.




Making sure children put up their smart device before bed, in the kitchen or living room, helps to limit the amount of unsupervised time your child has on their device.

Hidden Phone Apps

Finding Hidden Apps
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¢ One of the easiest ways to search for hidden apps on a smart device is to visit the devices respective App store

(Apple or Google Play Store).

¢ Android devices- In the Google Play Store select the menu then select “My apps & games.” Now, select

“Installed” in the middle of your screen. Here you can review all Apps that have been downloaded to this

particular device. Additionally, from your “Account” you can review the “Order History” which will also

provide you an overview of all purchased apps.

iPhone devices- In the App Store find and select the “Account” icon at the top right of your screen. Then

select “Purchased” and the account (if you have an Apple Family Sharing Plan more than one account will

appear) you wish to review purchases from.

Another way to review purchased history on smart devices is to find their respective App store and search for

“hidden Apps.” Once a list of available apps appears on the screen, you can scroll through the list and if any are

downloaded on the device it will be noted to the left side of the screen. This method runs the risk of missing certain

apps depending on their category.

L

Red Flag Indicators

If your child seems to have

more than one of any kind of

App it may indicate that one .
of those apps is not what it
appears to be. Redundancy

in apps usually means one is

a Hidden App. .

If your child seems to try and

hide his or her screen any
time you enter the room, that
may indicate that they are
trying to hide their phone
activity from you.

How to Prevent Your Child from Downloading Hidden Apps

i0S has a “Apple Family Sharing Plan” that allows parents to turn on a
feature called “Ask to Buy” and when turned on any time your child/
teen tries to download something on their iPhone; they must first get
it approved by their parents.

i0S has a built in feature that can be controlled through the “Settings”
of your iPhone. Simply go in to your “Settings” section and find
“Screen Time.” From there you can go in and set “Content & Privacy
Restrictions” as well as a “Use Screen Time Passcode” to make sure
that your settings are not changed by anyone who doesn’t have the
password.

Android Users can setup parental controls in Google Play Store by
creating a pin and choosing the maturity levels you want to allow. It
is important to note that where many of the Hidden Apps are con-
cerned, Google Play Store rates them “E” for everyone.

Android Users can also create a password for authentication to au-
thorize Google Play Store purchases.
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Even if you rely solely on Mobile Pay Apps, it is important to have some other form of payment handy in case you are unable to access your phone.

Pay Apps
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Do’s and Don’ts

Do review all privacy settings, and set them in accord- Do not visit online banking or online shopping websites
ance with your personal preference and acceptable risk by clicking on a link you have received in an email or
level. Some mobile pay apps have a social side to them from a text message. Doing so may lead to fictitious web-
which may display your payment activity if not locked sites and possible identity theft.

down. Do not use unsecured Wi-Fi or public Wi-Fi networks

Do make sure you have an anti-malware app on your while using mobile pay apps or for any online banking
phone to protect your phone, and the information on purposes.

your phone from getting into the wrong hands. Do not download mobile pay apps from unofficial sites. It

Do make sure to periodically check transactions made on is recommended for all apps, not just mobile pay apps,
mobile pay apps. Make sure they are accurately showing that you use official stores such as the Apple and Google
up on the payment device you have linked to the app. Pay stores.

DEFINED

Mobile wallets utilize
technology you already
own— your smartphone,
for example — to allow
you to make in-store
payments quickly and
securely without having
to use your credit or
debit card. The term
digital wallet may refer
to both an electronic de-
vice that stores payment
information (such as a
smartphone) and the
program or app used to
make the payment, such
as Apple Pay, Google
Wallet, Samsung Pay, or
PayPal.

The Privacy Policy for each Pay App states what a User consents to
when signing up for the Application. Be aware that while each app
has different information that is stored and/or shared, they all have
a common theme. Many applications collect your name, date of

What if your 