Vignette 1 — Implementing Continuous Delivery: The JIDO Approach
Forrest Shull

One theme that emerges from the work in this study is that DoD certainly does have successes
in terms of modern, continuous delivery of software capability; however, in too many cases, these
successes are driven by heroic personalities and not supported by the surrounding acquisition
ecosystem. In fact, in several cases the demands of the rest of the ecosystem cause friction that,
at best, adds unnecessary overhead to the process and slows the delivery of capability. The Joint
Improvised-Threat Defeat Organization (JIDO), within the Defense Threat Reduction Agency, is
a compelling example.

JIDO describes itself as “the DoD’s agile response mechanism, a Quick Reaction Capability
(QRC) as a Service providing timely near-term solutions to the improvised threats endangering
U.S. military personnel around the world.”** As such, the speed of delivery is a key success
criterion, and JIDO has made important improvements in this domain. Central to accomplishing
these successes has been the adoption of a DevSecOps solution along with a continuous ATO
process, which exploits the automation provided by DevSecOps to quickly assess security issues.

At least as important as the tooling are the tight connections that JIDO has enabled among the
stakeholder groups that have to work together with speed to deliver capability. JIDO has
personnel embedded in the user communities associated with different COCOMs, referred to as
Capability Data Integrators (CDIs). These personnel are required to be familiar with the domain,
familiar with the technology, and forward-leaning in terms of envisioning technical solutions to
help warfighter operations. Almost all CDIs have prior military experience and are deployed in the
field, moving from one group of users to another, helping to train them on the tools that are
available, and at the same time understanding what they still need. CDIs have tight reachback to
JIDO and are able to identify important available data that can be leveraged by software
functionality and can be developed with speed through the DevSecOps pipeline.

JIDO has also focused on knocking down barriers among contractors and government personnel.
JIDO finds value in relying on contractor labor that can flex and adapt as needed to the technical
work, with effort spent on making sure that the mix of government personnel and multiple
contractor organizations can work together as a truly integrated team. To accomplish this, JIDO
has created an environment with a great deal of trust between government and contractors. There
are responsibilities that are inherently governmental and tasks that can be delegated to the
contractor. Finding the right mix requires experimentation, especially since finding the personnel
with the right skillset on the government side is difficult.

Despite these successes at bringing together stakeholders within the JIDO team, stakeholders in
the program management office (PMO) sometimes describe substantial difficulties in working with
the rest of the acquisition ecosystem, since on many dimensions the Agile/DevSecOps approach
does not work well with business as usual. For example, they describe instances where the
Services or the Joint Chiefs push back on solutions that were created to address requirements
from the field. Thanks to the CDIs, JIDO can create a technical solution that answers identified
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requirements from warfighters in the field, but that does not mean it will get approval for
deployment. There is a mismatch and potential for miscommunication when the organizations
that control deployment don’t own the requirements themselves.

Also, because JIDO operates in an agile paradigm in which requirements can emerge and get re-
prioritized, it is difficult for the organization to justify budget requests upfront in the way that their
command chain requires. JIDO addresses this today by creating notional, detailed mappings of
functionality to release milestones. Since a basic principle of the approach is that capabilities
being developed can be modified or re-prioritized with input from the warfighter, this predictive
approach provides little or no value to the JIDO teams themselves. Even though JIDO refuses to
map functionality in this way more than 2 years out, given that user needs can change significantly
in that time, the program has had to add headcount just to pull these reports together.

JIDO has no problem showing value for the money spent. It is able to show numbers of users
and, because it has personnel embedded with user communities, can discuss operational impact.
As mentioned above, JIDO’s primary performance metric is “response from the theater.”
Currently, JIDO faces a backlog of tasks representing additional demand for more of its services,
as well as a demand for more CDIs. Despite these impactful successes, the surrounding
ecosystem unfortunately provides little in the way of support and much that hinders the core
mission. It is difficult to see how these practices can be replicated in other environments where
they can provide positive impact, until these organizational mismatches can be resolved.
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