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(U) January 18, 2017 

(U) Objective 
(U) We determined whether DoD 
Components provided effective oversight 
for contracts supporting web-based 
Military Information Support 
Operations (MISO). 

Visit us at www.dodig.mil 

(U) Finding 
(U) ACC-Redstone and SMDC did not provide effective oversight for RWIP 
Task Order 3. Specifically, ACC-Redstone and SMDC contracting officials 
did not adequately monitor contractor performance, and the contracting 
officer's representative (COR) authorized out-of-scope work when he 
directed the contractor to conduct web-based MISO on behalf of U.S. Africa 
Command and U.S. Pacific Command. 

(U) This occurred because the COR lacked knowledge of web-based MISO 
and relied on combatant command personnel to provide direction and 
oversight of the contractors. Furthermore, the COR did not notify the 
contracting officer of changes to the scope of work. In addition, 
contracting officials <lid not update the performance wor:k 
statement (PWS) for RWIP Task Order 3 to accurately reflect work being 
conducted by the contractor for web-based MISO. 

(U) Due to the COR's lack of knowledge of web-based MISO, reliance on 
combatant command personnel to provide oversight, and an insufficiently 
detailed PWS, the contracting office had limited assurance that the 
contractors met the performance standards required by the contract. 
Additionally, the COR may have improperly authorized commitments of 
approximately $4.5 million for work that was outside the scope of the 
PWS for RWIP Task Order 3. 

(U) Recommendations and Management 
Actions Taken 
(U) We recommended that the Executive Director, ACC-Redstone, in 
conjunction with the requiring activities, appoint CO Rs or alternate CO Rs 
with sufficient knowledge of web-based MISO for each combatant 
command. In addition, we recommended that the same officials review 
work conducted on behalf of U.S. Africa Command and U.S. Pacjfic 
Command to initiate appropriate action to resolve any out-of-scope work 
and update the existing performance work statement to include changes 
in the scope of work. 
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(U) Recommendations (cont'd) 

(U) We also recommended that the Under Secretary of 
Defense for Policy, in conjunction with the Chairman of the 
Joint Chiefs of Staff, conduct a review to determine the 
long-term strategy for the management and oversight of 
contracting for web-based M!SO. 

(U) In addition, the Director responded to the discussion 
draft of this report with plans to address each additional 
recommendation. The Director identified qualified 
candidates from each combatant command arid anticipates 
appointing them as CO R's by . In addition, 
ACC-Redstone is reviewing the work conducted on behalf 
of U.S. Africa Command and U.S. Pacific Command and 
identifying any changes that need to be made to the PWS. 
The Director expects to complete the review by 

-· and update the contract as necessary 
by-The Director's actions taken during 
the audit addressed our recommendations; therefore, we 
are not making additional recommendations to 
ACC-Redstone and do not require its comments on the 
final report. 

(U) The Director, Military Information Support Operations, 
Office of the Deputy Assistant Secretary of Defense for 
Special Operations and Com bating Terrorism, Office of the 
Under Secretary of Defense for Policy, responded to our 
discussion draft, stating that a review to determine the 
long-term strategy for management and oversight of 
web-based MISO had already begun. Specifically, the DoD 
began working on the issue during the Internet 
Information Operations Capability-Based Assessment in 
2015. The final report of the assessment directed U.S. 
Special Operations Command to conduct a review of the 
web-based MISO capability for other commands. The 
Special Operations Command review is expected to be 
completed in the spr ing of 2017. 

(U) The Office of the Under Secretary of Defen se for Policy 
will work with the Office of the Secretary of Defense, Cost 
Assessment and Program Evaluation, to determine the best 
options for implementing U.S. Special Operations 
Command's r ecommendations. Before completing the 
review and implementing any recommendations,18ft1!1"C 

, the Office of the Under 
Secretary of Defense for Policy will continue to maintain 
oversight of existing web-based MISO activities. The 
Director's actions taken during the audit addressed our 
recommendations; therefore, we are not making additional 
recommendations to the Office of the Under Secretary of 
Defense for Policy and do not require its comments on the 
final report. 
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(U) Recommendations Table 

- - - - - -
(u) M anagement 

I -(U) Recommend;ti~-~s-
.. 

Requiring Comment 

(U) Under Secretary of Defense for Policy 

(U) Chairman of the Joint Chiefs of Staff 

(U) Executive Director, U.S. Army Contracting 
Command-Redstone I 

(U) None 

(U) None 
-----------

(U) None 
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INSPECTOR GENERAL 
DEPARTMENT OF DEFENSE 
4800 MARK CENTER DRIVE 

ALEXANDRIA, VIRGINIA 22350-1500 

(U) January 18, 2017 

(U) MEMORANDUM FOR DISTRIBUTION 

(U) SUBJECT: Army Contracting Command-Redstone and Space and Missile Defense 
Command Need to Improve Contract Oversight for the Web-Based Military 
Information Support Operations Contract (Report No. DODIG-2017-042) 

(U) We are providing this report for information and use. This project relates to the overseas 

contingency operation, Operation Inherent Resolve. We conducted this audit in accordance with 

generally accepted government auditing standards. 

(U) U.S. Army Contracting Command-Redstone and U.S. Army Space and Missile Defense Command 

contracting officials did not adequately monitor contractor performance and the Contracting 

Officer's·Representative may have improperly authorized commitments of approximately 

$4.5 million for work that was outside the scope of the performance work statement for the 

Regional Web Interaction Program task order. 

(U) During the audit we notified U.S. Army Contracting Command-Redstone and U.S. Army Space 
and Missile Defense Command of our concerns. Army Contracting Command- Redstone took 
prompt action to resolve our concerns; therefore, we are not requesting comments on the 
recommendation in this report. We will follow up to ensure actions are completed as discussed. 
We obtained and considered feedback on a discussion draft when preparing the final report. 

(U) We appreciate the courtesies extended to the staff. Please direct questions to me at 

Assistant Inspector General 
Contract Management and Payment 
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(U) DISTRIBUTION. 

(U) UNDER SECRETARY OF DEFENSE FOR ACQUISITION, TECHNOLOGY, 
AND LOGISTICS 

(U) UNDER SECRETARY OF DEFENSE FOR POLICY 

(U) AUDITOR GENERAL, U.S. ARMY AUDIT AGENCY 

(U) COMMANDER, U.S. AFRICA COMMAND 

(U) COMMANDER, U.S. PACIFIC COMMAND 

(U) COMMANDER, U.S. CENTRAL COMMAND 

(U) COMMANDER, U.S. SPECIAL OPERATIONS COMMAND 

(U) DIRECTOR, DEFENSE CONTRACT MANAGEMENT AGENCY 

(U) DIRECTOR, JOINT STAFF 
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tU) lntroduct1on 

(U) Introduction 

(U) Objective 
(U) We determined whether Department of Defense Components provided effective 

oversight for contracts supporting web-based Military Information Support 

Operations (MISO). See the Appendix for scope and methodology related to the 

audit objective. 

(U) Background 

(U) Information Operations in Operation Inherent 
Resolve {OIR} 

E5,';'R:Kb TO FVEY, HE~F) On October 17, 2014, the Secretary of Defense directed the 

Commander, U.S. Central Command (CENTCOM), to execute OJR to defeat the Islamic 

State of Iraq.and the Levant in support of regional stability. PCROSD,JS.ANDLSlLNll"ml (hl(II. 
1-1(,1) 

According to an IO joint publication, IO is the 

integrated employment of information-related capabilities working with other lines of 
operation to influence, disrupt, corrupt, or usurp (seize) the decision making of 

adversaries and potential adversaries during military operations.1 PER USlDfflO~I lb)(I). I~(,,) 

PER OSD JS. AND USt"[N ILU~I lbl (I) I ~(.,) 

(U) 1 Joint Publication 3-13, " Information Operations," November 27, 2012, incorporating change 1, November 20, 2014. 

SECRET//~JOFORN 
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(ll) l11trnduction 

(U) The Under Secretary of Defense for Policy oversees and manages DoD-level IO 

programs and activities. In addition, the Deputy Director for Global Operations is the 

IO focal point of the Chairman of the Joint Chiefs of Staff and coordinates with the 

Joint Staff, Combatant Commands (Co CO Ms), and other organizations that have direct or 

supporting IO responsibilities. 

(U) Web-Based MISO at Headquarters, CENTCOM 
rrn OSD. JS. ,\t,;D l 'SC[NTC0~1 (h)(I) I ~11) 

rrn OSD JS. AND USCCNTCO\I (h) I I) I 1,.,1 

1•J-I{ ()Sl),JS. t\NU L ~t 1:.1\ 1(0:\1 (Ii) ( I). I ~(.1} 

center where CENTCOM contract personnel conduct web-based MISO. 

(U) ' According to CENTCOM pers,o

CENTCOM HQ was as follows:l'lfl'!lifP\@ 
nnel, the contractor personnel count for each CoCOM working on web-based MISO at 

UOl/lC 201'/ (J<l2 j 'l. 



(U) Introduction 

(UJ Figure 1. CENTCOM's Operation Center for Conducting Web-Based M!SO 

(U) Source: CENTCOM Information Operations Directorate. 
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(lJ) l ntroduction 

{U) Contracting for Web-Based MISO 

(U //F0H0) CENTCOM uses contractor support at the Web-Ops Center to conduct 

web-based MIS0.3 On September 25, 2013, ACC-Redstone and U.S. Army Space and 

Missile Defense Command (SMDC)4 issued RWIP Task Order (TO) 2 to conduct RWIP in 

the CENTCOM area of responsibility (AOR).s The TO value was not to 

exceed $19,591,305. On September 261 2014, ACC-Redstone issued RWIP TO 3 for a 

total value not to exceed $59,430,860 for the continued support of RWIP on the same 

base contract.6 The Performance Work Statement (PWS) for RWIP TO 3 outlines the 

work to be performed to support efforts within the CENTCOM AOR. 

(U //F8H8) Other CoCOMs showed interest in the web-based MISO capability, and 

in iune and July of 2015, U.S. Africa Command (AFRICOM) and U.S. Pacific 

Command (PACOM) began using web-based MISO. SMDC officials entered into 

Support Agreements (SA) with AFRICOM and PACOM to conduct web-based MISO in 

their respective AO Rs using contract support under RWIP TO 3. 

(U) AFR/COM and PACOM Web-Based MJSO Programs 

(U) 3 Geographic CoCOMs do not have contracting authority and must rely on Services or Functional CoCOMs with contracting 

authority to obtain contracting support. 

(U)' ACC-Redstone officials stated that at the time RWIP TO 2 was issued, ACC-Redstone and SMDC were part of the same 

organization, but have since separated. 

(U)' Task Order 0002 was issued on contract number W9113M-13-D-0002, "Systems Engineering and Technica l Assistance 
Contract 2010," an indefinite-delivery indefinite-quantity contract for general engineering services. 

(U) 5 Task Order 0003 was also issued on contract number W9113M-13-D-0002. This contract is for RWIP labor. 

SECRET//~lOfOR~t 
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(U) lntrocluctinn 

{U) Support Agreements for Web-Based M/50 

(U) According to DoD Instruction 4000. 19, an SA is an intra-agency, interagency, or 

National Guard agreement that documents the terms of an agreement that a DoD 

Component enters into with another DoD Component, a Federal agency, or a state or 

local government. 7 According to ACC-Redstone and SMDC officials, SAs are not 

contractually binding documents, but are primarily used to allow payments from one 

DoD Component to another. SMDC entered into SAs With AFRICOM and PACOM for 

web-based MISO in 2015, using contract support under RWIP TO 3. 

(U) AFRICOM Support Agreement 

(U) AFRICOM's SA began on July 31, 2015, and expired on September 30, 2016, for a 

total obligated cost not to exceed $1,929,165.s This SA defines the roles and 

responsibilities of SMDC and AFRICOM under RWIP TO 3. The SA states that AFRICOM 

will provide the scope of work and associated funding directly to SMDC when AFRICOM 

has an approved requirement for the SMDC contractor support. 

(U) PACOM Support Agreement 

(U) PACO M's SA began on June 25, 2015, and expired on September 30, 2016, for a total 

obligated cost not to exceed $6,000,000.9 This SA defines the roles and responsibilities 

of SMDC and PACOM under RWIP TO 3. The SA states that PA COM will provide the 

scope of work and associated funding directly to SMDC when PACOM has an approved 

requirement for the SMDC contractor support. 

(U) Table 1 shows details of the AFRICOM and PACOM SAs for web-based MISO. 

(U) Table 1. SAs for AFRJCOM and PACOM Web-Based M!SO 

(U) 
Combatant 
Command I 

(U) Support Agreement 
Number (U) Effecu,e Date I 

(U) AFRICOM (U) USASMDC-15169-002 (U) July 31, 2015 

(U) PACOM (U) USASMDC-15041-001 (U) June 25, 2015 

(U)' DoD Instruction 1400.19, "Support Agreements," April 25, 2013. 

(U) 8 f<FRICOM Support Agreement USASMDC-15169-002. 

(U) 9 PACOM Support Agreement USASMDC-15041-001. 

(U) End Date 

(U) September 30, 2016 

(U) September 30, 2016 

SECRET//~JOFOR~J 
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(U) Obligated 

Cost 

(U) $1,929,165 

(U) $6,000,000 
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(U) Roles and Responsibilities for Contracting 
Web-Based M/50 

(U) Contracting Officer 

(U} lnLl'oducli on 

(U} According to the Federal Acquisition Regulation (FAR), the ACC-Redstone 

contracting officer's (CO) responsibilities include ensuring effective contractor 

performance and compliance with the terms of the contract.lo In addition, the CO must 

review contracting officer's representative (COR) reports for completeness and 

accomplishment and provide feedback on COR performance to the CO R's supervisor. 

According to the FAR, only the CO, acting within the scope of his or her authority, can 

issue modifications to the terms and conditions of a contract.II 

(U) Contracting Officer's Representative 

(U) According to the DoD COR Handbook, the COR is generally nominated by the 

requiring activity and is designated as the COR in writing by the co.12 The COR should 

have technical expertise related to the contractual requirement and should monitor the 

technical or performance aspects of the contract. In addition, the COR must review and 

understand the terms and conditions of the contract and provide reports on contract 

performance to the CO. When performing surveillanc.e of the contractor, the COR is the 

eyes and ears of the CO and the liaison between the Government and the contractor. 

(U) According to the CO R's RWIP TO 3·oesignation Letter, the COR is responsible for 

mcinitoring the contractor's performance and for verifying and performing inspections 

to ensure that the contractor performs the technical requirements of the contract in 

accordance with the contract terms, conditions, and specifications.n In addition, the 

COR is required to maintain adequate records to sufficiently describe the performance 

of duties as a COR during the life of the contract. According to the FAR, the COR has no 

authority to make any changes to the terms and conditions of the contract, or to direct 

or encourage the contractor to perform work that should be the subject of a 

contract modification.14 

(U) 1°FAR Part 1, " Federal Acquisition Regulations System," Subpart 1.602-2, "Responsibilities." 

(U) 11 FAR Part 43, "Contract Modifications," Subpart 43.102, "Policy," and Subpart 43.103, "Types of Contract Modifications." 

(U) 12 Department o f De fense COR Handbook: Director, Defense Procurement and Acquisition Po licy, March 22, 2012. 

(U) 13 The COR for TO 3 worked fo r SMDC. 

(U) 14 FAR Part 1, "Federal Acquisition Regulations System," Subpa rt 1.602-2, "Responsibilities," and FAR Part 43, 
"Contract Modifications," Subpart 43.102, "Policy." 
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(U) Jntroduction 

{VJ Requiring Activity 

(U) The DoD COR Handbook also states that the requiring activity is the entity that has a 

requirement for supplies or services and requests to initiate the acquisition of those 

supplies or services. Personnel at the requiring activity develop command resource 

requirements, identify sources offunding, determine cost<;, acquire funds, distribute 

and control funds, and track costs and obligations. CO Rs routinely interface 

between the requiring activity and the contractor. CENTCOM, AFRICOM, and PACOM 
are requiring activities for RWIP TO 3. 

(VJ Review of Internal Controls 

(U) DoD Instruction 5010.40 requires DoD organizations to implement a 

comprehensive system of internal controls that provides reasonable assurance that 

programs are operating as intended and to evaluate the effectiveness of the controls.1s 

ACC-Redstone and SMDC did not provide effective oversight for the contract supporting 

web-based MISO, as required by Federal and DoD policies. Specifically, contracting 

officials did not adequately monitor contractor performance and the COR may have ' 

improperly authorized out-of-scope work. We identified an internal control weakness 

related to A CC-Redstone and SMDC's development of the PWS and the CO R's lack of 

knowledge of web-based MISO which caused him to rely on CoCOM personnel to 

provide direction and oversight of the contractors. ACC-Redstone's actions during the 

audit addressed our recommendation; therefore, we are not making any additional 

recommendations. We will provide a copy of the report to the senior official 

responsible for internal controls at ACC-Redstone and SMDC. 

(U) 15 DoD Instruction 5010.40, "Managers' Internal Control Program Procedures," May 30, 2013. 
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(U) finding 

(U) Finding 

1 
I 
(U) Contracting Officials Did Not Adequately Monitor 

, Contractor Performance 
· (U) ACC-Redstone and SMDC did not provide effective oversight for the contract 

:supporting web-based MISO (RWIP TO 3). Specifically, ACC-Redstone and SMDC 

!contracting officials did not adequately monitor contractor performance and the COR 

:authorized out-of-scope work. 
' 
' j(U) This occurred because the COR lacked knowledge of web-based MISO and relied on 

,CoCOM personnel to provide direction and oversight of the contractors.16 Furthermore, 

:the COR did not notify the CO of changes to the scope of work. In addition, contracting 

; officials did not update the PWS for the RWIP TO 3 to accurately reflect work being 

!conducted by the contractor for web-based MISO. 

(U) Due to the CO Rs lack of knowledge of web-based MISO, reliance on Co COM personnel 

:to provide oversight, and the lack of a detailed PWS, the contracting office had limited 

;assurance that the contractors met the performance standards required by the contract. 

I Additionally, the COR may have improperly authorized commitments ofapproximately 
; 
:$4.5 million for work that was outside the scope of the PWS for RWIP TO 3. 

(U) ACC-Redstone and SMDC Contracting Officials Did 
Not Adequately Monitor Contractor Performance 
(U) The Ace-Redstone CO and SMDC COR did not adequately monitor contractor 

performance for the contract supporting web-based MISO (RWl PTO 3), as required by 

Federal and DoD policies. The FAR states that Government contract quality assurance 

shall be performed at such times and places as may be necessary to determine that the 

supplies or services conform to contract rnquirements.17 Additionally, the DoD COR 

Handbook requires the COR to monitor contractor performance. However, the CO and 

(U) ' 6 The Contracting Officer did not authorize any other personnel, other than the COR, to provide direction and oversight to 
the contractor. 

(U) 17 FAR Part 46, "Quality Assurance," Subpa.rt 46.4, "Government Contract Quality Assurance." 
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(U) f inding 

(U) COR did not adequately monitor contractor performance. Specifically, contracting 

officials relied on CENTCOM personnel to provide contractor oversight and the COR did 

not perform routine inspections as required. 

(U) Contracting Officials Relied on CENTCOM Personnel to 
Provide Contractor Oversight 

(U) Contracting officials relied on CENTCOM personnel to 

provide daily direction and oversight of the RWIP contractors. 

The CO and COR are responsible for ensuring that contractors 

carry out the contract requirements. The CO relied on the COR 

to ensure that the contract was carried out in accordance with 

the requirements of the PWS. The CO did not authorize any 

other personnel to provide direction and oversight of the 

contractor. However, the COR stated that he relied on CENTCOM 

personnel to provide oversight of the contractor and ensure that 

the Government received what was paid for. The COR also stated that as long as he 

received no complaints from CENTCOM personnel, he trusted there were no problems 

with the contractor's performance. 

Contracting 
officials relied on 

CENTCOM 
personnel to 
provide daily 
direction and 

oversight of the 
RWIP contractors. 

{U) COR Did Not Perform Inspections or Review 
Contract Deliverables 

(U) The COR did not perform routine inspections to verify that the contractor 

performed the technical requirements of the contract in accordance with the contract 

terms, conditions, and specifications, as required by the COR appointment letter. 

According to the COR, he conducted one site visit during the entire time he was the COR 

for the RWIP TOs.18 In addition, the COR stated that he received the deliverables for the 

contract. However, he was unable to provide evidence that he reviewed deliverables. 

Additionally, according to the COR, he did not review classified deliverables, including 
weekly and quarterly activity reports submitted by the contractor. 

(U) 18 The COR was designated on September 30, 2013, for RWIP TO 2, and as of December 2016 was still designated as the 
COR for RWIP TO 3. 

SEGRET//~lOFOR~J 
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(ll) r'inding 

(U) SMDC Authorized Out-of-Scope Work for the 
RWIP Task Order 
EEi;';'~IQfQIUI) The COR authorized the contractor to perform 

work for AFRICOM and PACOM that was outside the scope of the 
rrn RWIP TO 3 PWS. A< ( -l!H)SION~ ,\Nl) US( lNlU)\I (b)(l).14(,1) 

authorized the contractor to perform work that was outside the scope of the RWIP TO 3 

PWS. According to the FAR, the COR did not have the authority to direct the contractor 

or its subcontractors to operate in conflict with the contract terms and conditions. 19 

Additionally, according to the DoD COR Handbook, Government employees who are not 

a CO do not have the authority to order or authorize contractual changes. 

(U) COR Lacked Knowledge of Web-Based MISO and 
Did Not Notify CO of Changes in the Scope of Work 
(U) The COR did not adequately monitor contractor performance because he lacked an 

overall understanding of web-based MISO and the contractors' implementation of the 

program at CENTCOM. Instead, he relied on CoCOM personnel to provide daily 

direction and oversight of the contractors. According to the COR Handbook, the COR 

must understand the requirements of the contract. Additionally, the COR functions as 

the eyes and ears of the CO and acts as the liaison between the Government and 

contractor when performing surveillance of the contractor. The COR stated that he did 

not fully understand MISO or how the program was being executed at CENTCOM, and 

stated that unless he received complaints from the individuals interacting daily with the 

contractor, he assumed everything was working well. The Executive Director, 

A CC-Redstone, should appoint contracting officials with sufficient knowledge of 

web-based MISO to provide oversight of contractor actions at each CoCOM. 

(U) 19 FAR Part 1, " Federal Acquisition Regulations System," Subpart 1.602-2, "Responsibilities." 
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(U) Finding 

The Executive 
Director, ACC-Redstone, should review the work conducted on behalf of AFRICOM and 

PACOM to initiate appropriate action to resolve any out-of-scope contract work. 

(U) Contracting Officials Did Not Develop an 
Adequate PWS 
f&;';'~lsb T9 {,JE,A, fVlii'.g Contracting officials did not update the 

PWS for the RWIP TO 3 to accurately reflect work being conducted 

by the contractor for web-based MISO. PLR ,\Cl 1<1::US I <>Nt,;, ()Sf),'JS, ANO 
I ISCFNTCO\I (b ) ( 11. I 1(.1) 

Contracting 
officials did not 

update the PWS for 
the llWIP TO 3 to 
accurately reflect 

work being 
conducted by the 

contractor. 

(U) According to the FAR and the DoD COR Handbook, a PWS is a statement of work for 

performance-based acquisitions that describes the required results in clear, specific, 

and objective terms with measurable outcomes.zo Additionally, a surveillance plan 

should be tailored in conjunction with the PWS and specify all work requiring 

surveillance and the method of surveillance. The surveillance plan details how and 

when the Government will survey, observe, test, sample, evaluate, and document 

contractor performance. According to the DoD COR Handbook, interpreting 

requirements can be difficult if the PWS is poorly written, displaying a lack of technical 

knowledge, and different interpretations.21 Also, the PWS must properly reflect the 

work being conducted for a surveillance plan to be useful. Therefore, the Executive 

Director, ACC-Redstone, should update the PWS to more accurately refle~t the work 
being conducted for RWlP. 

(U) 1° FAR Part 2, "Definitions of Words and Terms," Subpart 2.101, "Definitions." 

(U)" Department of Defense COR Handbook: Director, Defense Procurement and Acquisition Policy, March 22, 2012. 
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(ll) Finding 

(U) Contracting Office Had Limited Assurance That 
Cpntractors Met Performance Deliverables 
ES//RE'b TS AE6ij) The contracting office had limited assurance that all the contract 

deliverables l'HLH l RLUS I 01\E. OSD JS. AND l'Sl'[I\TC<lM tb) 111 I ~I,) 

(U) The PWS should define respective responsibilities of the Government and the 
contractor and provide an objective measure so that both will know when work is 

complete and payment is justified. The FAR states that the development of the PWS 
includes purpose, scope or mission, performance objectives, required results, and any 

operating constraints.23 Without an adequate PWS, the Government does not have 
assurance that the contractor is performing as required by the contract or that adequate 

oversight is being performed. 

{U} DoD lacked a long-Term Oversight Strategy for 

Web-Based MISO 

(U:} Contracting officials' lack of effective contract oversight raised concerns about the 

long-term contracting strategy (acquisition plan) for managing and overseeing 
web-based MISO contracts. Acquisition planning integrates the efforts of all personnel 
responsible for significant aspects of the acquisition. The plan should include 

procedures to ensure all contracts or orders are adequately managed to ensure effective 

control over contract or task order performance. According to the Defense FAR 
Supplement, written acquisition plans are required for acquisitions for production and 

services when the total cost of all contracts for the acquisition program is estimated at 

$50 million or more for all years.24 This requirement applies to the RWIP TO 3, which 

has a total value not to exceed $59,430,860. 

(U) 22 To be considered a DoDOIG lbl1711Fl 

::w:r::rwuraNWIII 
s approved only if it meets the criteria outlined in the Under Secretary of Defense Policy memorandum, 

November 16, 2012. 

(U) " FAR.Part 37, "Service Contracting," Subpart 37.602, "Performance-Based Acquisition." 

(U) 24oefense FAR Supplement Part 207, Subpart 207.1, "Acquisition Plans." 
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l U) rinding 

(U) We requested copies of the contracting office's long-term contracting s trategy for . 

managing and overseeing web-based MISO contracts. The contracting office did not 

provide written acquisition plans detailing procedures for adequate management to 

ensure effective control of the continued contracting for web-based MISO. Because 

other CoCOMs are conducting web-based MISO on RWIP TO 3 and plan to continue 

using this capability in the future, the Under Secretary of Defense for Policy, in 

conjunction with the Chairman of the Joint Chiefs of Staff, should conduct a review to . 

determine the long-term strategy for management and oversight of contracting for 

web-based MISO. 

(U) The COR May Have Improperly Authorized 
Commitments of $4.5 Million 
E5//H8f8R:~l) The COR may have improperly authorized commitments of 

approximately $4.5 million for work that was outside the scope of the PWS for 

RWIP TO 3. rrn ACC RCDSTONL OSL>,JS, AN[) US[ ~NI [ [ IM lhl I I} I ~I ,} 

According to the FAR, only the CO, acting within the scope of 

his or her authority, can issue modifications to the terms and conditions of a contract.is 

Therefore, the COR may have improperly authorized commitments on behalf of the 

Government. During the audit we discussed this matter with ACC-Redstone contracting 

officials. rFRACC-ll[DSTONE (b}il}, I l(a),.\NDUSClNllml (hi Iii I ~1.,1 

- Due to the actions taken during the audit, we determined that an 

accountability recommendation was not necessary. Sec the management actions taken 
section for more information. 

(U) "FAR Part 43, "Contract Modifications," Subpart 43 .102, "Policy," and Subpart 43.103, "Types of Contract Modifications." 

SECRET//~lOJ?OR~J 
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(U) Recommendations 

(U) Recommendation 1 

(U) rinding 

(U) We recommend that the Executive Director, Army Contracting 
Command-Redstone, in conjunction with the requiring activities, appoint 

contracting officer's representatives or alternate contracting officer's 

representatives with sufficient knowledge of web-based Military Information 

Support Operations for each Combatant Command to provide oversight of 

contra~tor actions at each Combatant Command. 

{U) Recommendation 2 

(U) We recommend that the Executive Director, Army Contracting 

Command-Redstone: 

a. (U) Review work conducted on behalf of U.S. Africa Command and 
U.S. Pacific Command to initiate appropriate a~tion to resolve any 
out-of-scope work. 

b. (U) Update the existing performance work statement to include 
changes in the scope of work. 

{U) Recommendation 3 

(U) We recommend that the Under Secretary of Defense for Policy, in conjunction 
with the Chairman of the Joint Chiefs of Staff, conduct a review to determine the 
long-term strategy for the management and oversight of contracting for 
web-based Military Information Support Operations. 

(U) Management Actions Taken 

{U} ACC-Redstone 

(S;'/N8F8RN) During the audit, we met with the Director, Contract Acquisition 

Management Office, Contract Operations Directorate 8, ACC-Redstone, and discussed 

the contract oversight deficiencies identified. We suggested that ACC-Redstone update 

the PWS to include changes in the scope of work. rn addition, we requested that the 

Director review the out-of-scope work and determine what corrective actions were 

required. PH{ A< ( KHJS I 01\ I:. Al\U USl LNftO~I (h)( I). I lt.1) 
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(U) Finding 

(U) In addition, the Director responded to the discussion with plans to address each 

additional recommendation. The Director identified qualified candidates from each 

CoCOM and anticipates appointing these CO Rs by . In addition, 

ACC-Redstone is of reviewing the work performed and identifying any changes that 

need to be made to the PWS. The Director expects to complete the review by 
DoD OIG ihl(S) 

. The 

Director's actions taken during the audit addressed our recommendations; therefore, 

we are not making additional recommendations to ACC-Redstone and do not require its 

comments on the final report. 

{U) Office of the Under Secretary of Defense for Policy 
(U) The Director, Military Information Support Operations, Office of the Deputy 

Assistant Secretary of Defense for Special Operations and Combating Terrorism, Office 

of the Under Secretary of Defense for Policy, responded to our discussion draft stating a 

that review to determine the long-term strategy for management and oversight of 

web-based MISO had already begun. Specifically, the DoD began working on the issue 

during the Internet Information Operations Capability-Based Assessment in 2015. The 

final report of the assessment directed U.S. Special Operations Command to conduct a 

review of the web-based MISO capability for other commands. The Special Operations 

Command review is expected to be completed in the spring of 2017. 

(U) The Office of the Under Secretary of Defense for Policy will work with the Office of 

the Secretary of Defense, Cost Assessment and Program Evaluation to determine the 

best options for implementing U.S. Special Operations Command's recommendations. 

Before completing the review and implementing any recommendations,IH!!Zt111:nr· 
the 

Office of the Under S~cretary of Defense for Policy will continue to maintain oversight of 

existing web-based MISO activities. The Director's actions taken during the audit 

addressed our recommendations; therefore, we are not making additional 

recommendations to the Office of the Under Secretary of Defense for Policy and do not 

require its comments on the final report. 

SECRET//NOFOR~J 
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(U) Appendix 

(~) Appendix 

(U) Scope and Methodology 
(U) We conducted this performance audit from August 2016 through January 2017 in 

accordance with generally accepted government auditing standards. Those standards 

require that we plan and perform the audit to obtain sufficient, appropriate evidence to 

provide a reasonable basis for our findings and conclusions based ·on our audit 

objectives. We believe that the evidence obtained provides a reasonable basis for our 

findings and conclusions based on our audit objectives. 

(U) To determine whether DoD Components provided adequate oversight for contract 

support of web-based MISO, we identified and reviewed the applicable guidelines for 

service acquisition and the roles and responsibilities for those providing oversight for 

the RWIP TO 3. We reviewed Federal, DoD, and CENTCOM guidance to understand 

cop.tracting requirements for the MISO program. We reviewed the following criteria: 

• (U) Federal Acquisition Regulation, Part 1, "Federal Acquisition 
Regulations System" 

• (U) Federal Acquisition Regulation, Part 4, _"Administrative Matters'' 

• (U) Federal Acquisition Regulation, Part 7 "Acquisition Planning" 

• (U) Federal Acquisition Regulation, Part 37, "Service Contracting" 

• (U) Federal Acquisition Regulation, Part 42, "Contract Administration 
and Audit Services" 

• (U) Federal Acquisition Regulation, Part 44, "Subcontracting Policies 
and Procedures" 

• (U) Federal Acquisition Regulation, Part 46, "Quality Assurance" 

• (U) Defense Federal Acquisition Regulation Supplement, Part 207,
Subpart 207.1, "Acquisition Plans," revised June 7, 2016 

 

• (U) Department of Defense Directive 3600.01, "Information Operations (IO)," 
May 2, 2013 

• rrn l sr[KTCO~I I~)( I) I 4(.,) 

• (U //f8H8) Central Command Regulation 525-20, "Military Information Support 
Operation (MISO)," November 13, 2015 

• (U) "Department of Defense Contracting Officer Representative (COR) 
Handbook," Director, Defense Procurement and Acquisition, March 22, 2012 

SBCRBT//~JOFORN 
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(U_) Appendix 

• (U) Defense Contingency Contracting Officer Representative (COR) Handbook, 
Version 2, "Tools, Resources, and Support for the Contracting Officer's 
Representative (COR)," September 2012 

• (U) Designation of Contracting Officer's Representative for Task 
Order W9113M-13-D-0002/0003, September 4, 2014 

(U) We interviewed personnel from the following offices to obtain background 

information on the contracting for web-based MISO: 

• (U) Office of the Chairman of the Joint Chiefs of Staff 

• (U) Office of the Secretary of Defense for Policy 

• (U) AFRICOM 

• (U) PACOM 

• (U) CENTCOM 

• (U) U.S. Special Operations Command 

• (U) Headquarters, Army Material Command 

• (U) Office of the Assistant Secretary of Army for Acquisition, Logistics, 
and Technology 

• (U) Defense Contract Management Agency 

• (U) ACC-Redstone 

• (U) SMDC 

(U) We visited Redstone Arsenal in Huntsville, Alabama, to interview SMDC, 

ACC-Redstone, and Defense Contract Management Agency personnel to determine roles 

and responsibilities related to web-based MISO contracting. We also visited 

MacDill Air Force Base to interview CENTCOM, U.S. Special Operations Command, and 

PACOM 'Personnel to determine their roles and responsibilities related to oversight for 

web-based MISO contracts. We obtained contract documentation, reviewed oversight 

requirements, and discussed the oversight process and requirements with contracting 

officials and with CENTCOM, AFRICOM, and PACOM personnel. 
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(U) Appendix 

(U) Use of Computer-Processed Data 
(U) We did not use computer-processed data for this audit. 

(U) Prior Coverage 
(U) During the past 5 years, the Government Accountability Office (GAO) and the 

Department of Defense Office of Inspector General (DoD OIG) issued five reports related 

to the audit objectives. Unrestricted GAO and DoD OIG reports can be accessed at 

http: //www.gao.gov and http: //www.dodi~.mil/audit/reports. 

(U) GAO 

(U) Report No. GA0-15-383C, "Regional Web Interaction Program, DoD Has Established 

Measures and Controls to Oversee U.S. Central Command's Program," April 16, 2015 

l'FR osn JS .\l\ll I IS{ 1-:N HOM ('1) I I) I 41,t) 

(U) DoD OIG 

(U) Report No. DODIG-2016-111, "DoD Effectively Planned and Executed Military 

Information Support Operations for OIR but Needs to Develop Formal Processes and 

Procedures for Web-Based Operations," July 20, 2016 

E!i:l!.~~IH,','MQJi'Q~~J) Although DoD Components effectively planned and 

executed web-based and non-web-based MISO for OIR, some processes and 

procedures for requesting, conducting and monitoring attributed web-based 

MISO were not formalized, documented, or developed in the form of standard 

operating procedures. The DoD OIG recommended that CENTCOM formalize 

procedures for requesting, conducting, and monitoring web-based MISO. 

CENTCOM Operations Directorate-Information Operations personnel concurred 

and took action during the audit to correct identified deficiencies. 
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(l J) Appendix 

(U) Report No. DODIG-2015-100, "Information Operations in a Contingency 

Environment: Summary of Weaknesses Identified in Reports Issued From October 6, 

2006 Through November 7, 2013," March 27, 2015 

E&E~R~T/;'NQf'QIUI) The report discusses weaknesses in planning, executing, 

and assessing IO from six previous reports issued for IO in Afghanistan, Iraq, 

and Africa. The 13 recommendations made in those six reports were closed. · 

(U) Report No. DODIG-2014-008, "Contract and Controls Over Information Operations 

Assessments in Afghanistan Should Be Strengthened," November 7, 2013 

tSECRE'f//NOFORU) Army Contracting Command-Rock Island issued 

contract no. W52P1J-09-D-0053, to both produce and assess MISO products in 

support of Military Information Support Task Force-Afghanistan, on 
August 6, 2009. 

(U) Report No. DODIG-2012-134, "Contingency Contracting: A Framework for 

Reform-2012-Update," September 18, 2012 

(U//f'Q(,,JQ) This report consolidates 38 reports issued by DoD OIG personnel 

and press releases related to 20 fraud investigations issued from April 2, 2010, 

through March 31, 2012, regarding the DoD's contingency contracting. The 

reports and investigations identified a variety of problems relating to DoD 

officials not awarding, administering, or managing contingency contracts in 

accordance with Federal and DoD policies. The reports and investigations 

identified problems in oversight and surveillance, financial management, 

contract pricing, requirements and property accountability and 

source selection. 
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(U) Sources of Classi ficd Inf onnalion 

(U) Sources of Classified Information 

(U) The documents listed below arc sources used to support information within 

this report. 

Source 1 

Source 2 

Source 3 

Source 4 

(U) DoD Effectively Planned and Executed Military 

Information Support Operations for Operation Inherent Resolve 

but Needs to Develop Formal Processes and Procedures.for 

Web-Based Operations 

Classification: SECRET //NOFORN 

Derived From: Multiple Sources, 20160720 

Declassification Date: 20410720 

(U) Regional Web Interaction Program (RWIP) Execute 

Order (EXORD) MOD 1 

Classification: SECRET// AUD CAN GBR USA ACGU 

Derived From: Headquarters CENTCOM, 20130318 

Declassification Date: 20380318 

(U) CENTCOM's Operation Center for Conducting 

Web-Based MISO 

Classification: SECRET //REL TO USA, FVEY, FRA 

Derived From: USCENTCOM, 20160914 

Declassification Date: 20410914 

(U) USAFRICOM DoD OIG: (h) ())([) 

Classification: SECRET //NOFORN 

Derived From: USAFRICOM Operational Logistics (OPLOG) 

Directorate, 20151103 

Declassification Date: 20251103 
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(U) Sources of Ckissified Informatfo11 

(U) Web Interaction Program - PACOM (WIPP) EX01ID 

Classifitation: SECRET //NOFORN 
Derived F~om: CommanderUSPACOM, 20130722 
Declassification Date: 20380722 

Source6 CU) 
DoD OIG: (b) (7)(E)

Source7 

Source8 

Classification: SECRET //NOFORN 
Derived From: USPACOM, 20130328 
Declassification Date:. 20380328 

(U) Systems Engineering and Technical Assistance Contract 
(SETAC) 2010 -· Perfonnance Work Statement for Regional Web 
Initiative Program (RWIP) 

Classification: SECRET/ /NOFORN 
Derived From: Multiple Sources, 20160921 
Declass"1fttation Date: 20240630 

(U) Systems Engineering and Technical Assistance 
Contract (SETAC) 2010 - Performance Work Statement for 
Regional Web Initiative Program (1'WIP) 

ClassifiQ,Ition; .SECRET I/REL ACGU 
Derived From: Multiple Sources, 20140630 
Declassification Date: 20240630 

(U) Justification Review Document for Other than FllU and Open 
Competition Regional Web Initiative Program (RWIP) New 
TO 0003 W9113M-l3-D-0002 

Classification: SECRET //NOFORN 
Derived From: Multiple Sources) 20140114 
Declassification Date, 20370123 

SBCRET//NOFOaN 
DOD[G-2017°042 f 21 



SECRET//NOFORP1 

(U) /\c1 onyms and Abbreviations 

(tJ) Acronyms and Abbreviations 

(U) ACC Army Contracting Command 

(U) AFRICOM U.S. Africa Command 

(U) AOR Area of Responsibility 

(U) CCJ3-IO CENTCOM Operations Directorate-Information Operations 

(U) CENTCOM U.S. Central Command 

(U) CoCOMs Combatant Commands 

(U) CO Contracting Officer 

(U) COR Contracting Officer's Representative 

(U) FAR Federal Acquisition Regulation 

(U) 10 Information Operations 

(U) MISO Military Information Support Operations 

(U) OIR Operation Inherent Resolve 

(U) PACOM U.S. Pacific Command 

(U) PWS Performance Work Statement 

(U) QCP Quality Assurance Plan 

(U) RWIP Regional Web Interaction Program 

(U) SA Support Agreement 

(U) SMDC U.S. Army Space and Missile Defense Command . 

(U) TO Task Order 
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Whistleblower Protection 
U.S. DEPARTMENT OF DEFENSE 

The Whistleblower Protection Ombudsman's role is to 

educate agency employees about prohibitions on retaliation 

and employees' rights and remedies available for reprisal. 

The DoD Hotline Director is the designated ombudsman. 

For more information, please visit the Whistleblower 

webpage at www.dodi9.mil/programs/whistleblower. 

For more information about DoD IG 
reports or activities, please contact us: 

Congressional Liaison 
congressional@dodig.mil; 703.604.8324 

Media Contact 
public.affairs@dodig.mil; 703.604.8324 

For Report Notifications 
http://www.dodig.mil/pubs/email_update.cfm 

Twitter 
twitter.com/DoD _IG 

DoD Hotline 
dodig.mil/hotline 




	Structure Bookmarks
	Front Cover
	Inside Front Cover
	RIB, pg. i-ii
	Rec Table, pg. iii
	Memo, pg. iv-v
	TOC, pg. vi
	Intro, pg. 1-7
	Finding, pg. 8-15
	Appendix, pg. 16-19
	Sources of Classified Information, pg. 20-21
	Acronyms, pg. 22
	Inside Back Cover
	Back Cover




