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DEFENSE | NNOVATI ON BOARD
PUBLI C LI STENI NG SESSI ON

CARNEGI E MELLON UNI VERSI TY
THURSDAY, MARCH, 2019

The Defense I nnovation Board Public
Li steni ng Session, taken before nme, the
undersigned, Eileen L. Drake-Ober, a Notary Public
in and for the Commonweal t h of Pennsylvania, at
Carnegie Mellon University Studio Theater,
5000 For bes Avenue, Cohon Center, First Floor,
Pittsburgh, Pennsylvania 15213, commenci ng
at 1:36 o'clock p.m, the day and date above set
forth.
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APPEARANCES:
Panel Members:
Dr. Richard Murray
Dr. Missy Cummi ngs
Dr. Michael McQuade
Mi | o Medin

ALSO PRESENT:

Joshua Mancuse
Christopher Brunett
Provost James Garrett
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P-R-O-C-E-E-D-1-N-G S

MR. BRUNETT: Good afternoon. M name
is Christopher Brunett. | serve as the
desi gnated federal officer for the Defense
| nnovation Board. It is nmy role to open this
public listening session of the science and
t echnol ogy subcomm ttee of the Defense
I nnovati on Board. Thank you to Carnegie
Mel |l on University for hosting us today --
hosting today's sessions.

If you've not done so already, please
silence your electronic devices. This
session is part of the Defense Innovation
Board initiative called artificial
intelligence principles project. Today's
session is being recorded and |ive streamed
to allow menbers of the public to attend
virtually. It will also be accessible on the
board's website, innovation. defense. gov.
Thank you to the defense nmedia activities for
providing their expert support to this event.

Wel come to all of our in-person and
virtual attendees. As we begin this public
meeting, allow me to share a few procedural

remarks. This board is a discretionary
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I ndependent advi sory board operated under the
Federal Advisory Commttee Act and the
government Sunshine Act. Today's neeting was
announced in a federal register notice posted
Fri day, February 15th, 2019. There have been
no significant changes to the neeting's
agenda as posted in the federal register
notice. The public was invited to submt
written comments for board nmenmbers to
consider. 16 written comments were received
in advance of today's session. These
comments will be posted on-line with the
m nutes of this neeting. We welconme
additional written comments on a rolling
basis, which can be submtted via our
website. The primary purposes of this
session is to provide an opportunity for
members of the public to provide verbal
coments to the board subcomm ttee today.

As a rem nder, these are coments to
t he board, not question and answer session.
Board menmbers may ask clarifying questions.

Wth that, | now turn the nmeeting over
t he board's executive director,

Joshua Marcuse, for his opening remarks and
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i ntroduction of our board menbers.

MR. MARCUSE: Thanks, Bruno, and
wel come, everyone, and thank you to Carnegie
Mell on University for hosting us. This is
our first official public |listens session for
the Al principles project, and we cannot be
nore excited to start this off in the
country's premer institutions for Al
research devel opnment, thought | eadership, and
its application.

More than a half century ago, Carnegie
Mel l on's own Herb Sinon and Al an Newell wrote
the first artificial intelligence program
Since then CMU has forged a culture around
using technol ogy to solve real problens,
which is why we believe CMJ is the perfect
host for this sort of engagenent.

| would like to introduce our board
menmbers present today: Dr. M ssy Cunm ngs,
who is the professor of engineering and
di rector of human autonony | ab at Duke
Uni versity; Dr. M chael MQuade, the vice
presi dent of research right here at CMJ;

M. MIlo Medin, vice president of wireless

services, Equitable; and Dr. Richard Murray,
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professor of control and dynam cal systens
and bi oengi neering at Caltech. Dr. MQuade
and Dr. Murray are the co-chairs of the
Def ense I nnovati on Board's science and
technol ogy subcomm ttee, and as such, they
are leading this initiative.

| would like to give a brief overview
of this project and sort of how we all came
to be in this roomtogether to kind of set
the context for this conversation. Last
July, the department asked the board to
undertake an effort to help establish a set
of artificial intelligence principles for
defense. After a few nmonths of planning and
some i nternal discussions, the first weeks of
2019 saw the board begin convening a m x of
academ cs, researchers, ethicists, |awyers,
busi ness executives, non-profit | eaders,
venture capitalists, policy experts, and a
wi de variety of other people in the Al field
to provide input to this process through a
series of roundtable conversations.

We are taking care to include not only
experts, who often work with the departnent,

but also Al skeptics, DOD critics, and
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| eadi ng Al engi neers who have never worked
with the department before. There may be
di fferences of opinion among this diverse
group, since these matters are controversi al.
We will not shy away from di sagreenents, as
respectful and forthright dialogue should

| ead to nmeani ngful understanding on all
sides, and a robust context of ideas should
generate new insights into this question of
how to set up an ethical framework for the
Depart ment of Defense.

DOD recogni zes the need to view Al
differently than other technol ogies,
especially on ethics and the inperative to
get this right on how DOD enpl oys these
technologies. Artificial intelligence not
only affects the men and women who serve in
uni formin our country, but societies around
the world, and that's why the board is a
different process than we typically do, to
ensure that our process of devel oping these
principles is robust, inclusive, and
transparent. We want everyone to take part
in this dialogue because these issues touch

everyone, and that's why it's so inportant
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that all of you are here today to join us,
and to those who are watching on-line, or to
come to watch this video in the future, we
appreci ate your taking this role as a citizen
very seriously.

Today's public listening session is
one elenment of this board's initiative, and
we hope that this helps the board -- hel ps
advance the board's dialogue. | want to
outline the flow of how this remaining few
hours will unfold. In a noment, I'Ill ask
M chael McQuade to say a few words on behal f
of the Defense Innovation Board, and then
we'll hear from the Carnegie Mellon provost,
Dr. Jim Garrett, soneone we're very glad to
involved in this initiative who we've had the
pl easure of interacting with over the | ast
coupl e of days.

After Jims remarks, we will move to
the public comments for the bulk of the tine,
when audi ence members can address the board,
and | know this is the part that you are all
here to see, so when we get to that point,
['1l explain how the public comments wil

proceed in nore detail.

TDB Communications
913-327-7400




© 00 N oo o b~ O w N PP

e S S
w N - O

14
15
16
17
18
19
20
21
22
23
24
25

Listening Session March 14, 2019

Page 9

I f you haven't already submtted a
coment on-line -- and, again, Bruno said we
have received 16 of those -- when you RSVP,
"1l ask you to take one of these coment
cards and give them one of ny coll eagues who
will be in the aisles. This is the way in
whi ch you essentially raise your hand, and
so, we really hope that all of you -- if you
haven't taken a coment card, will do so,
because we would |ove to hear from as many of
you as we have tinme for.

Just before the public comments begin,
we'll collect those cards -- and here are the
I mportant part, we really are going to limt
every comment to the five m nutes. It's
perfectly acceptable for you to be
20 seconds, but it is not acceptable to be
5 m nutes and 20 seconds. We do this to be
fair so we can hear from everyone, so |I'm
going to tap on the m crophone to let you
know when you have one mnute left, and when
you have no mnutes left I'mgoing to be as
polite as possible in making you sit down.

We al so have written comments, and so,

for those of you that submtted witten
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comments, but aren't physically here, | have
asked Bruno to read those coments, because |
think it's very inportant that those public
comments be heard by everyone, as well as the
board menbers, so luckily Bruno has agreed to
read them so you don't have to listen to ny
voi ce that much | onger.

And now, | will turn things over to
Dr. McQuade for a few words.

DR. McQUADE: Thank you, Josh. Let me
al so wel conme everybody here with a -- two
hats on; one as a CMJU enpl oyee and one as a
menber of the Defense I nnovati on Board.

The Defense | nnovation Board was
started under Secretary Carter with an
objective to bring an outside view around
topics of innovation, culture, technology to
the department to find ways to help the
departnment, if possible, inmprove the way it
operates and achieves its mssion for the
country.

We have, over the |ast two years, had
mul ti ple engagenents with the departnent.
They have ranged from exam ning the way the

department does software, does including both
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acqui sition and execution of software. W
have al so substantially had issues around
wor kf orce and wor kf orce depl oynent, and we
have had a nunmber of issues, a nunmber of
exam nations, around technical capacities of
t he department, so a fairly broad remt, and
t hrough all of those discussions, the
overarching inplications of Al as a

br oad- based technol ogy has been front and
center for quite sone time, and for those of
you who follow the department, you will see
that there are a | arge nunber of initiatives
over the |last year or 18 nmonths relative to
the way Al is being exam ned and rolled out,
i ncluding some activity here at CMJ,
substantial activity here at CMU.

In the process of that discussion
around Al, both on the Defense | nnovati on
Board with my col |l eagues and with the broader
community, we have constantly had in the
m ddl e of that conversation that it is not
just the technology, it is not just the
fundanmental science or mathematics or however
you want to characterize Al, it is also a

soci al elenment of the way -- the way the
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depart ment and soci ety operate, and,
therefore, carries with it both obligations
and responsibilities around ethics and the
ethical use in an environment where the
department is trying to prosecute its

m ssi on.

Josh gave you a little bit of
background about why we're here and how t hat
got set up. | would sinply end by saying the
following: That in this day and age, and
with the technol ogy as broadly inplicative as
Al, it is absolutely necessary to encourage
broad public dial ogue on the subject.
woul d also say it is, in this day and age,

even nore inmportant to encourage respectful

public dialogue in -- in that conmment. So
everybody who is willing to speak today, we
want to hear what you have to say. | would

just ask us all to be respectful in the way
we comuni cate that message, and pl ease be as
open and evocative for us as possible,
because at the end of the day we are trying
to represent the broad set of issues and
consequences and di scussion around et hics of

Al .
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So thank you, very much, for being
here. We really do appreciate hearing from
everybody. And thanks to all of ny
col |l eagues for comng to CMU.

Josh?

MR. MARCUSE: Many of you know Jim as
a pillar of the CMJU comunity, a three-time
graduate of the university and a |ongtinme
professor of civil and environment al
engi neering, having also served in a variety
of | eadership roles at CMU before becom ng
provost, has a strong background in sensors,
data anal ytics, and a unique bl end of
technical research and | eadership experience.
It's my great pleasure to welcome himto the
podi um

MR. GARRETT: Thank you, Josh, and
good afternoon to all of you. |I'm Provost
JimGarrett. It's my pleasure to wel come
you, those of you here in person, as well as
t hose of you on-line and on the |live stream
to this afternoon's public |listening session
with the Defense -- Defense |Innovation Board.

| hope that prior to today's session

you had the opportunity to | earn about the
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amazi ng work produced by Carnegie Mellon

Uni versity for artificial intelligence
strategies for a host of inportant

i ndustri es. In fact, our university has held
a place at the forefront of innovation and
emer gi ng technol ogi es for decade, globally
and locally right here in Pittsburgh as an
essential conmponent of our city's own tech
revolution. We're proud that this
recognition is one of CMJ s signature
strengt hs, al ongside our deep tradition of

I nfusing coll aboration and interdisciplinary
academ cs that expand the horizons of

knowl edge. Every day our students, faculty,
and researchers work coll aboratively across
di sci plines, and share their curiosity,

knowl edge, and di scoveries with each other to
i nnovate and to inspire each other.

Even nore broadly, | believe that as a
uni versity, our role is to focus not just
internally on the inpactful technol ogies and
scientific research produced by the Carnegie
Mel |l on University comunity, it's equally
vital that we bring outside perspectives and

voices to our campus. By providing platforns
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such as today's public |istening session, we
live up to the respect and worl d-cl ass
reputation that we've earned as a university.
We help to | ead conversations that explore
new ways of thinking, and ponder questions
t hat make us evolve in the work that we do.

Today's |istening session surrounding
the ethical and responsible use of artificial
intelligence is a prime exanple of how our
uni versity al so values freedom of expression,
especially as it relates to the accountabl e
ways that we're using the dynamc
technology -- this dynam c technol ogy. The
sense of accountability, as well as the
societal implications and artificial
intelligence's inpact on the workforce, are
al so topics that we teach our students in a
number of exciting and rel evant academ c
programs in this space.

We're proud that you chose Carnegie
Mel |l on University to facilitate these
I mportant discussions. Our university, as
was pointed out by Joshua, is the birthplace
for artificial intelligence, so | can't think

of a nmore fitting place to exam ne the
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gui ding principles for the technology that is
revolutioni zing the world, and what sol utions
we're trying to explore.

Toget her, all of us have a trenmendous
responsibility to do the right thing. | hope
that the DI B members and all of our
di stingui shed guests visiting today wil|l
benefit greatly fromdifferent perspectives
that will be shared, and are inspired through
Carnegie Mellon's | eadership towards
di scovering comon objectives as gl obal
technol ogy | eaders.

Now, please join me in welcom ng back
to the podium Joshua Marcuse, who wi Il kick
off today's public listening session. Thank
you.

MR. MARCUSE: Excel l ent. Thank you,
very much, Jim and thank you again for
hosting us here. We're very happy to be
here, and had great, great sessions earlier
today with faculty.

So I thought a good way to get this
conversation started was to offer a very
brief primmer of, | think, three key ideas

t hat undergird this conversation about

TDB Communications
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ethics, so let nme just run through a few
things that | think will help informthe
audi ence and the public about what the
department's current approach to this issue
I'S.

In a meno to all DOD personnel | ast
mont h, on |leading with an ethics m nd set,
the Acting Secretary of Defense Shanahan
observed a key conponent of |eadership is
rei nforcing ethical behavior across the full
spectrum of our work and recogni zing ethics
principles as the foundati on upon which we
make sound i nformed decisions. Ethics are,

i ndeed, foundational to the responsible use
of artificial intelligence, and we believe
that the department can show technical

| eadership and noral |eadership in the world
on this issue.

Secretary Shanahan's insight has
been -- the approach that DOD has al so sought
in all of its other adaptations to energing
technol ogy can be applied to artificial
intelligence, and that's why DOD | eaders
asked the Defense |Innovation Board to devel op

an ethical framework for the adoption of Al
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on the very same day it announced the
establishment of the joint Al center. That
request was the basis for the board | aunching

the Al principles project about which this

meeting is a crucial part. As a foundation
for this discussion, | want to cover three
ideas that | will only very briefly
I ntroduce.

First, I'mgoing to discuss how the

department believes the | aw of war applies to
DOD' s use of Al, particularly in mlitary
operations, so | would |like to point out
mlitary operations are probably a small
fraction of the situations which the
department m ght choose to use artificial
intelligence; second, what the departnment's
current policy is on autononmy and weapons in
studi es because of the inmportant intersection
bet ween autonomy and artificial intelligence;
and, third, what the departnment's newly
rel eased artificial intelligence strategy
says about Al in ethics.

Those of you who don't know, the
departnment really just |aunched only about a

month ago its -- its first Al strategy.
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These are exciting new devel opnments in
the field of Al, |ike many emerging
t echnol ogi es that preceded it, but the
department's comm tment to our values and the
rule of law is enduring. To put it another
way, the addition of Al to any existing
system process or product doesn't dim nish
the department's comm tment to abide by the
| aw of war.

So what really is the |law of war? The
| aw of war is a body of international |aw,
specifically adapted to the conduct of
warfare. For the United States, this body of
|l aw i ncludes treaties the United States has
accepted, such as the 1949 Geneva Conventi ons
and customary international |aw which results
from the general and consistent practice of
states done out of the sense of | egal
obl i gati on.

There are five fundamental principles
that the foundation for a |aw of war, which
is explained in DOD's official |aw of war
manual , and |I'm just going to very briefly
run through what these five fundanental s are.

First, the mlitary necessity

TDB Communications
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justifies the use of all measures needed to
defeat the eneny as quickly and efficiently
as possi ble that are not prohibited by the

| aw of war. Humanity forbids the infliction
of suffering, injury, or destruction
unnecessary to acconplish a legitimte
mlitary purpose. Proportionality means that
even where one is justified in acting, one
must not act in a way that is unreasonabl e or
excessive. Distinction obliges parties to a
conflict to distinguish principally between
the armed forces and the civilian popul ation,
and between unprotected and protected

obj ect s. Honor demands a certain amount of
fairness in offense and defense, and a
certain nmutual respect between opposing
mlitary forces.

The key points to understand about the
intersection of the |aw of war and Al | would
say are the follow ng: First, international
| aw of war provides a well-established body
of law to address the legality of conduct in
the context of armed conflict.

Second, existing |law of war rules can

apply when new technol ogi es such as new types

TDB Communications
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of artificial intelligence are used in arnmed
conflict.

Third, the fundamental principles of
the | aw of war provide a general guide for
t he conduct of war where no nmore specific
rul e applies; thus, provides a framework to
consi der novel, legal, and ethical issues
posed by emerging technol ogies such as Al.

DOD has a robust process to inplenment
the | aw of way, including training
regul ati ons and procedures, the reporting of
i ncidents involving alleged violations,

i nvestigations and reviews of incidents, and
appropriate corrective actions.

DOD | awyers are engaged in efforts to
articul ate how existing | aw of war principles
apply to emerging technol ogi es such as
artificial intelligence.

And, | ast, and conversely, experts are
engaged i n understanding how or if the
potential of something |ike an enmerging
technol ogy such as artificial intelligence
precipitates strategic or tactical questions
about which current | aw of war is not yet

devel oped, and that is the reason that we're

TDB Communications
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here, because we are asking that question,
and, hence, our listening session is designed
to aid the departnment in undertaking that
process.

So with that, we nmove to the second
area, which is what is the current policy on
aut ononmy and weapons systems. The depart ment
has i ssued specific guidance on autonomnmy in
weapons systems, which is not synonynous with
artificial intelligence, but is clearly
related to it, and that document is known as
DOD Directive 3000.09, which was signed on
November 21st, 2012, and then was reissued
with mnor admnistrative revisions in 2017,
and | would just say this is a very public
document. You can all find it if you Google
it, and it's very short and very clear, and
| encourage you to read it.

The purpose of this docunment is that
it establishes three key ideas. The first
is -- and | '"mgoing to quote directly from
the policy -- it says it establishes DOD
policy and assigns responsibilities for the
devel opnent and use of autonomous and

sem -autononmous functions in a weapons

TDB Communications
913-327-7400




© 00 N oo o b~ O w N PP

e S S
w N - O

14
15
16
17
18
19
20
21
22
23
24
25

Listening Session March 14, 2019

Page 23

system including manned and unmanned
platforms, and this docunent al so establishes
gui delines designed to mnimze the
probability and consequences of failures in
aut ononous and sem - aut ononmous weapons
systens that can |lead to unintended
engagenent s.

So basically there are four things
this docunment says, and, again, |'mjust
going to give four short excerpts here that
basically give you the general idea of what
the policy says to the departnment.

First, it is DOD policy that an
aut onompus and sem - aut onompus weapons system
shall be designed to all ow commanders and
operators to exercise appropriate |evels of
human j udgnent over the use of force.

Second, systems will go through
ri gorous hardware and software verification
and validation, and realistic system and
devel opnent and operational test and
eval uati on.

Third, persons who authorize the use
of, direct the use of, or operate autononous

or sem -autonomous weapons systens must do so
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with appropriate care, and in accordance with
the | aw of war, applicable treaties, weapons
system safety rules, and applicable rul es of
engagemnment .

And, | ast, autononous or
sem - aut onomous weapons systens intended to
be used in a manner that falls outside of
these policies must be approved by the
undersecretary of defense for policy,
undersecretary of defense for acquisition
technol ogy and | ogistics, and the chairman of
the joint chiefs of staff before formal
devel opnent and again before fielding.

Just for a little added context, those
three individuals names are three of the nost
senior officials in the departnment.

So the third area | want to cover --
and this is alnmst unique, it's breaking news
here -- is what the Al strategy has to say
about this topic. So this recently rel eased
and uncl assified summary of the strategy --
and also it's public, so please feel free to
|l ook it up -- and there's a section in it,
one of the five pillars of the strategy,

which is leading mlitary ethics in Al
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safety, so | just want to read a -- a short
quote directly fromthe strategy on that
subject and that pillar about |eading ethics
and safety.

It reads, "The departnment wil
articulate its vision and guiding principles
for using Al in a |awful and ethical manner
to pronmote our values. We will consult with
| eaders from across academ a, private
i ndustry, and the international community to
advance Al ethics and safety in a mlitary
context. We will invest in the research and
devel opnent of Al systens that are resilient,
robust, reliable, and secure. We will
continue to fund research into techni ques
t hat produce nore expl ainable Al, and we wil |
pi oneer approaches for Al test evaluation,
verification, and validati on. W will also
seek opportunities to use Al to reduce
uni ntentional harm and coll ateral damage,
that increase situational awareness, and
enhanced deci sion support. As we inprove the
technology in our use of it, it will continue
to share our ainms, ethical guidelines, and

safety procedures to encourage responsi bl e Al
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devel opnent and use by other nations." And,
again, that strategy was signed by the
secretary of defense.

So the last thing I'm going to cover
iIs what else is in that strategy about
ethics, so there is a section about a couple
pages directly focused on this issue, and |
just want to basically say the six things
that the department has commtted to as part
of the Al strategy.

First, developing Al principles for
def ense, again, which is what we're here to
do; second, investing in research and
devel opnent for resilient, robust, reliable,
and secure Al; third, continuing to fund
research to understand and explain Al-driven
deci si ons and actions; fourth, pronmoting
transparency in Al research; fifth,
advocating for a global set of mlitary Al
gui del i nes; and, sixth, using Al to reduce
the risk of civilian casualties and other
col | ateral damage.

And we will post that on our website,
so if any of you find that was hel pful, which

| hope you did, you can use that as a
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reference.

And now we get to the real action,
which is where you guys get to contri bute.

Yeah?

DR. MURRAY: It's 3/14, 1:59, so I'd
just i ke to recognize Pi day today at this
particular time, so --

MR. MARCUSE: It's great to know t hat
you all can feel at home with the board
menbers, so they are all members of the same
tribe here. Excel | ent.

So now we will hear from the audience
for the rest of our allotted time, and many
of you submtted your comments to us on-1line
or RSVP-ed, and we'll certainly do those who
have done so. If we get to those comments,
then we'll use the comment cards. l -- 1"ve
really explained all this. Let's -- we're

just going to get -- let's just get straight
to it for now. I think that's great. So - -
perfect. All right.

So the first -- first comment we -- we
received was from ElIli Ni ewood. s ElI

here? Perfect. Thank you. And after Elli,
is WIlliam Powers here? WIlIliam? Okay.
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Over to Elli. Thank you. Well, can |
continue this later? ElIIli, over to you.

MR. NI EWWOOD: H, I"'mEIIli N ewood,
here fromthe M TRE Cor poration.

So, first of all, thank you to the
board and to Josh for the opportunity to sort
of briefly touch on how we see et hical
considerations for mlitary application of
artificial intelligence.

At MTRE, we are very commtted, both
to ethical approaches to nodern warfare, but
also to enabling our service nmen and wonmen to
have at hands for the best technol ogy that
t hey need, both for the m ssion and for their
own protection, and | think, clearly, as Josh
has articulated, artificial intelligence
I mpacts both of those commtments to a great
ext ent .

Al is a key enmerging technol ogy that
we think can help the joint force fight and
win in future wars, yet at the sane tine |
think it's clear that DOD has struggled to
field relevant capabilities |everaging this
technology, and | think that's for a nunber

of reasons.
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One is because | think a |Iot of the
devel opnent in this technol ogy comes from
areas outside from-- you know, outside the
traditional | aboratories and conpani es where
DOD has gotten its capability. Some of it, |
t hi nk, revol ves around chall enges associ at ed
with dirty data sets, with conplex system
dynam cs, and some of which revolves around
concerns about how to use this technology in
an et hical and open way, and so, clearly,
that it needs to be accounted for to nmove
forward.

At the sanme time, you know, from an
et hi cal perspective, we believe Al is simlar
to a host of technol ogi es that have preceded
it and have been fielded and used in ways
that -- that have been ethical, and we
believe that integrating Al into mlitary
systems and operations -- again, as Josh
alluded to, as the strategy alluded to -- in
many ways we think can help reduce civilian
casualties while at the same time providing a
critical mlitary advantage to our forces.

Just as an exanple, if you take

Claynore mnes, renotely triggered
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anti-personnel devices, that were not banned
by the Ottawa convention, were used heavily,
for example, in Vietnam what if a device

i ke that had a sensor that allowed, you
know, to determ ne before detonation if the

target was adult sized, was carrying a

weapon.

Take the -- you know, the downing
and -- tragic downing in 1988 of the -- of
the Ilranian airliner by the -- by the

USS Vi ncennes, the crew of that ship was
forced, you know, to take action, really make
a split-second decision, about whether or not
to engage an unknown aircraft before they
fired that m ssile. | f they had had an
Al - based seeker on that mssile that could
have di stinguished after firing whether it
was a civilian airliner -- aircraft, you
know, we think that would have, you know,
hel ped save lives in that case.

These exanples, | think, are kind of,
l'i ke, two of the three points we would Iike
to bring to your attention, you know, as you
move forward in comng up with principles.

The first point is that Al does not
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fundamentally change, we believe, the way

t hat we enpl oy advanced weapons. Many of the
weapons in our inventory today already sel ect
an end point or home in on a target within
sonme given set of constraints after they're
fired.

The Tomahawk cruise mi ssile uses
seekers and gui dance al gorithms which
correlate the terrain to digital maps.

There are air-to-air mssiles that
| ock on after launch so that the pilot fires
themwith some expectation of what they wl
engage, but wi thout knowi ng for sure what it
will do. All of these weapons nake
aut ononmous or sem -autononmous deci sions about
where they go or what to do once a human has
decided to go ahead and | aunch them

Wth Al technol ogies, we clearly have
|l ess visibility real-time into what the
weapon wi ||l decide. We may have nore
difficulty testing the weapon because of the
conplexity of the -- what the Al will do, but
at fundamental |evel the human has -- you
know, is giving up control of decision making

in ways that are consistent with existing
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weapons, and that | aunch decision, with or

wi t hout Al inside the weapon, obviously needs
to be done in an ethical way that bal ances
the risk to others with the risk to the war
fighters, and that's been true for a |ong
time.

A second point that | would like to
make hi ghlights that, you know, the human is
not the ideal decision maker. | think that
exanple with the USS Vincennes nmakes that
clear. According to sone reports, the Aegis
weapons system on that cruiser knew that
there was a civilian transponder code being
squawked by the airliner, but the humans did
not have time to take that into account as
they were making -- as they were making a
deci sion. So used properly, Al technol ogy,
we believe, can lead to better decision
maki ng, | ead to reductions in errors,
resulting in less collateral damage, results
in less -- fewer unnecessary civilian
casual ties.

The | ast point that | think Josh al so
touched on is that Al technol ogy is not

primarily focused on the pointy end of the
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spear about | aunchi ng weapons; far fromit.
The applications that DOD is considering
revol ve around better maintenance, around
fusing together data froma variety of
sources about finding signals and high
vol umes of data while making strategic
deci si ons.

In closing, we believe it's inportant
to remember there are three ethical
comm tments we nust balance in any set of
principles to be devel oped. W have an
ethical responsibility to mnimze civil
casualties; we have an ethical responsibility
to our fellow citizens to find ways to use Al
to enhance their security; and we have an
ethical commtnment to our soldiers, sailors,
airmen, and Marines who put their |ives at
risk to best protect them and give themthe
capabilities that we need. W think Al can

help with all of these. Thank you, very

much.

MR. MARCUSE: Thank you, very nmuch,
Elli.

Any clarifying questions? Okay.
Gr eat .
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OCkay. So let me just ask, is
Kate Crawford or Nick Sinai here? Kate?

Ni ck? Okay. Great.

So next |I'm going to ask Bruno to read
the statement from WIlIliam Powers fromthe
MT nmedia | ab.

And | will ask, is Mchelle Kinsey
here?

Aaron Johnson? Aaron, great, if you
woul dn''t m nd getting ready at the mc, that
woul d be awesone.

Over to you, Bruno.

MR. BRUNETT: Okay. This is from
WIlliam Powers from MT media | ab. The
comment is the text of a January 7th, 2019
op-ed that he co-authored in the Boston G obe
call ed "Beware Corporate M ning Money,
Machi ne Washi ng of Al."

Back in the |late 1960s and early ' 70s,
when the fossil fuel industry and the other
corporate polluters came under fire for
harm ng the environment, the polluters
| aunched massive ad canpai gns portraying
t hensel ves as friends of the Earth. This

cynical practice was | ater dubbed green
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washi ng. Today we may be witnessing a new

ki nd of green washing in the technol ogy
sector, addressing w despread concerns about
t he perniculous (sic) down sides of

artificial intelligence, robots taking jobs,
fatal autonomous vehicle crashes, racial bias
in crimnal sentencing, the ugly polarization
of the 2018 election. Tech giants are
wor ki ng hard to assure us of their good
intentions surrounding Al, but some of their

public relations canmpaigns are creating the

surface illusion of positive change wi thout
the verifiable reality, call it machine
washi ng.

Last year, Google posted a |list of
seven Al principles, beginning with be
socially beneficial. Mcrosoft published
"The Future Conputed", a book calling for
human- cent ered approach to Al that reflects
ti mel ess values, and | aunched a programto
support devel opers working to neet human - -
humani t ari an needs.

Ger many- based SAP, one of the would's
| argest software conpani es, now has an Al

et hics advisory panel that includes the
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t heol ogian -- sorry -- and political
scientists and bioethicists. On seeing these
initiatives, the natural response is to
appl aud. | f the nmost powerful tech conpanies
are on the case, surely these problens wl|l
soon be solved, or will they?

Facebook's response to the intense
public scrutiny it has received since the
el ection has been to treat it as its public
relations challenge, and after a sell off of
stock in the wake of the Canbridge Anal ytica
scandal in the early 2017, Facebook spent
$1.7 mllion on an ad canpaign in subway
stations and trains in the Boston area. The
sl ogan was "The Best Part of Facebook Isn't
on Facebook," and the acconmpanyi ng i nages
showed peopl e engaging in healthy, fun,
off-line activities such as hiking and
dancing. The nessage, Facebook is all about
maki ng our world better, nmore -- and a nore
har moni ous pl ace; yet, as the New York Tines
recently reported, the conmpany had al so hired
| obbyi sts and opposition research firm to
conmbat Facebook's critics, shift public anger

toward rival conmpanies, and ward off damagi ng
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regul ation.

As experts on the societal effects of
ethics of Al, a termthat broadly refers to
all technol ogi es that use deci sion making
al gorithms, we are keenly aware of how much
work remains to be done in understandi ng how
this new formof intelligence work -- works
once it's released to the real world.

The tech industry has a long history
of humani stic intentions and pronouncenents,
and, in fact, is responsible for all kinds of
progress; yet, somehow, we've gotten into the
nost serious Al crisis since -- since the
dawn of these technol ogies, and as with
climate change and environmental degradation,
if we | eave oversight of intelligent machines
solely to the conmpanies that build and sell
technologies, we'll see many nore crises in
the com ng decades.

MR. MARCUSE: Great. Thank you, very
much, Bruno.

So | just want to rem nd everyone t hat
we really want you to use these conment cards
and hand themto nmy friend, Aaron, here, on

the corner, and will give themto me, because
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I would really love to hear fromall of you
who came all this way today, and not just
have Bruno read all of our friends who have
written in, so please don't hesitate.

In the meantime, | will ask, is
Bobby Cunni ngham present? Bobby? Or
Mat t hew Dodd? All right.

Well, you know what to do next, Bruno.

And |I'mvery glad to hear fromyou in
person, Aaron. Raise your hand.

MR. JOHNSON: Hi. Thank you all

for -- for comng, and |I think it's great
that the Defense |Innovation Board is -- is
tackling this inmportant issue. | especially

want to thank Dr. Murray, whose textbook |
used in ny class in the fall.

DR. MURRAY: Can you get closer to the

m c?

MR. JOHNSON: Yeah.

DR. MURRAY: Thank you.

MR. JOHNSON: Bring that up here. M
main concern is with the -- the use of |etha

aut ononmous weapons systems. The issue of Al
and ethics is nuch broader than that, and --

and as you nmentioned earlier, that the -- the
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many -- the places that the DOD is going to
be using Al is much, much broader than this.
The distinction | want to make in
particul ar about | ethal autononmous weapons
systems i s thinking about noral decision

maki ng and noral actions, and so, just

because if -- if a human had done the sane
action as an autononmous system if -- if they
had -- if a weapons system does the exact

same actions, it doesn't mean that it was a
nmor al decision process, and that thinking
about lethality decisions is sonething that's
much deeper than -- than just sort of what
the final result was, and so, | wote
probably more coherent stuff in nmy written
coments, but that was sort of the main point
that | wanted to bring up, was that these
sorts of ethical decisions can't always be
measured, and we can sort of just take the
weapons system and put it through some kind
of ethical tests and make sure it doesn't
kill any civilians or -- or whatever sort of
test we come up with, because that's not what
defines the nmoral action, and it has nore --

actions have nore to do with the internal
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process and the decision to trade off

bet ween, you know, possible actions and --

and make -- potentially make sacrifice from
that, so that's all | wanted to say. Thank
you.

MR. MARCUSE: OCkay. Thank you.

Clarifying questions? No? Great.

MR. BRUNETT: Comment is from
M chell e Kinsey, Boston University.

The departnment of defense, in its push
to expand the intelligence, autonony, and
mobility of systens supporting the di snounted
soldiers' real-time tactical decision making
capabilities will have to address a number of
design chall enges related to the safe
depl oyment of artificial intelligence
| earni ng modul es -- nodels and techni ques.
Machi ne | earning nodels are often trained
using private data sets that are very
expensive to collect, or highly sensitive,
using | arge amounts of computing power.

The nmodels are comonly exposed either
t hrough on-line APls, or used in hardware
devi ces deployed in the field or given to the

end users. This gives incentives to
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adversaries to attenmpt to steal these M
nmodel s as a proxy for gathering data sets.

Whi |l e API - based nmodel exfiltration has
been studi ed before, the theft and protection
of machine | earning nodels on hardware
devi ces have not been explored as of now.

MR. MARCUSE: Is -- is
Al exis Priest Sinmpson present? Alexis?

OCkay. Do you all have these from
outside? There were a stack of these
outside. Should we bring these inside for
you? Do you need then? Please hand themto
Aaron, or just waive themin the air. | did
not expect such a shy and retiring bunch.

In the meantime, though, | will ask,
Bruno, if you would now pl ease read
Bobby Cunni ngham

MR. BRUNETT: Bobby Cunni ngham from
Omity.

Omity is a self-assenbling know edge
curation and discovery platformthat fuses
advanced natural |anguage processing, machine
| earning, linguistic block chain, and graph
math. Omnity detects simlarities across

di verse intelligence sources, driving rapid
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di scovery and insight, and has co-founded the
W sdom Tech Society to provide a framework of
ethical data curation as data is transformed
into wi sdom |"ve got to slow down a little
bit. As artificial intelligence enmerges as a
means to find patterns, and perform anal ytic
and massive data sets, many organi zati ons,
conpani es, and governnments are seeking to
| everage this powerful technology for their
own applications.

However, it is critically inmportant
t hat those that seek to use this technol ogy
al so better understand both the strengths and
weaknesses associated with the data
processing strategies, algorithms, and
busi ness practices and enabling machine
| earni ng. Such understanding is conplicated
by the massive hyperbol e expressed by many
conpani es, often further amplified by
journalists who do not understand the topics
about which they are writing. Taken
together, these forces create unrealistic
expectations and even fear.

Properly applied machine | earning can

be a useful tool for exploring and discerning
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patterns in big data, where human inspection
of massive data is not scal able. \When
seeking to categorize or otherw se sort data
into sets that do enable human insight,
machi ne | earni ng processes offer a useful
augnmentation for human intelligence.

One can think of the algorithm --
al gorithms driving these sorting processes as
a form of high dinmensional curve fitting;
that is, applying a structural analysis to
find the underlying patterns in a |arge data
set. Used in this manner, Al technology is
well suited for useful application.

What conmputers do poorly is -- what
conputers do poorly is make judgnents.
Conmputers do not understand irony or sarcasm
Conput ati onal processes do not well enable
abstraction of ideas, generalization, or
creative thinking. These areas remain in the
real m of the human m nd, relying on conmputer
processes, with expectations that the
conputer can be creative, generalize, or make
judgments will |lead to disappointnment and
frustration.

Understanding the limts of machine
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intelligence is critical for the effective
use of these technol ogi es. It is inmportant

to note that the output of a conputational
process is limted by the quality of its

i nput data. This clearly applies to

consi stency of data formatting, conpl eteness
of data records, and other quality contr ol
metrics; yet it also applies to the ethical
sourcing and curation of the data sets,

t hemsel ves.

Where data is sourced from peopl e,
organi zati ons, conpanies, or government
agencies, in each case the data sources
shoul d be derived in a manner that is both
moral |y appropriate and legally conmpliant.

Finally, the use of data to form
insights is a three-strep process. Dat a can
be defined as numbers, facts, and figures,
such as sensor readings or the nmonitoring of
vital signs in a patient; yet, data alone
does not afford insight. When data is
contextualized, it transforms into
i nformation. \When that information is
contextualized, that information may form

wi sdom, | eading to actionable insight. Each
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tier of this transformation process is

vul nerabl e and nmust be safeguarded ethically
so that those actionable insights are
consistent with the moral framework of our
civilization.

At this time, what is nmost needed is a
framewor k of ethical data curation as data is
transformed into wisdom This is why we at
Omity have co-founded the W sdom Tech
Society. As the Defense |Innovation Board
considers ways in which to advise the
Pent agon with respect to the ethical use of
artificial intelligence, we urge you to neet
with Omity and W sdom Tech Soci ety which
wi Il denmonstrate technol ogy that can
transformthe ways which our nation conducts
the intelligence gathering nethods.

MR. MARCUSE: Thank you, Bruno.

Aaron, maybe we should hand the cards
out again, just a subtle encouragenent. Have
we received any yet?

UNI DENTI FI ED MALE SPEAKER: We have
one. Wave a hand over there. I f you have a
card --

MR. MARCUSE: Great. Yes. I f you
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have -- yeah, if you have a card, can yo
hand -- great. Oh, this is very excitin
Wonderful. Thank you. l"mso relieved.
Come to this mc. So, Maggie, you -- yo
rescued me. Thank you. Please take the
m crophone. That's phenomenal. Thank y
very much.

MS. OATES: Hello, nmy name is

u

g.

u've

ou,

Maggi e QOat es. | am Ph.D. student here at

Carnegie Mellon in societal computing, and |

work in Cylab, which is the cyber security

| aboratory here.

Let me first say that | disagree with

the very enterprise and exi stence of the
Def ense I nnovation Board as it seems lik
tool to lend credibility to the project
advancing mlitary efficiency, and furth
escal ating the baseline that we consider
def ense.

Second, | object to CMJ s heavy
i nvol vement with the DOD, and |'m hard
pressed to name ethical and responsible
of Al at all.

That said, | would like to focus o

somet hing el se today, and that is what |

e a
of

er

use

n

Vi ew
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as a externality of the project of Al in the
DOD, and that is the growth of civil
surveill ance, both domestically and abroad.
The devel opment of machine | earning
algorithnms relies on massive amounts of data,
of course, and nore methods are being
devel oped to, first of all, reduce the anmount
of data required, and to reduce the amount of
| abel ed data required. These methods often
correlate with having the downsi de of being
hard to explain and nore difficult to verify,
maki ng them an unlikely use in the DOD s
context. Beyond that, the project of
| abeling data often rests on -- rests on
exploitative | abor practices. So | stand
here to assert that any responsible
principles nmust address the effects that DOD
Al will have on surveillance, not only from
the state, but also fromthe tech conpanies
that will be the first Iine in building that
Al. This topic is absolutely not out of the
scope. Thank you.

MR. MARCUSE: Thank you. | hope we
have a few more, and in the meantime,

Matt hew Dodd from the National Institute of

TDB Communications
913-327-7400




© 00 N oo o b~ O w N PP

e S S
w N - O

14
15
16
17
18
19
20
21
22
23
24
25

Listening Session March 14, 2019

Page 48

Heal t h.

MR. BRUNETT: Matthew Dodd from the
Nati onal Institute of Health.

| would like to thank the board for

their | eadership and sage counsels to the

department, industry, academ a, and, i ndeed,
the nation. It is a profoundly overwhel m ng
undertaking of responsibility. | thank you

all, and I am hunmbl ed by the purity of
conpet ence denonstrated by the board. This
stands in stark contrast to the anti-expert
virus that has infected every corner of
society, one participation trophy at a time.
Whi |l e denmonstrating that, primarily
one has a duty to serve their country and one
has a uni que -- has uni que experiences and
tools with which to innovate the notion of
service. One has the noral inmperative
obligation to find out how to manifest it,
I nnovate, so as to be of service. Thank you,
agai n.
MR. MARCUSE: Great. Bruno, thank
you, very much. Next we will hear from
Dave Zubrow from DSEI

Oh, yes, hold on, as |long as you
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prom se to give it back to me when you're

done, thank you, very much, and after -- and
after M. Zubrow, we'll hear from Pat Houston
next. You can go to the mc, if you want,
sir.

MR. ZUBROW Hi, |I'm Dave Zubrow from

DSElI , and, Josh, your remarks at the

begi nni ng struck me, because there was a | ot
of enphasis placed on adhering to the | aw and
the |l egal framework that's been built up
around conducting mlitary operations and
war, and | just -- it struck me that our

| egal framework and our | aws may not
adequately express our values and norals as a
society, and so, sinmply adhering to the | aw
may not be enough, so | would ask that in the
wor k and deli berations of the board and

ot hers, thinking about how to depl oy
artificial intelligence into -- into our
lives, as well as, you know, nati onal
security, that we push at that and say is

t hat enough, is that the right framework, is
it really expressing our set of values as a
society, so that's my comment.

MR. MARCUSE: Thank you, so mnuch.
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Any clarifying questions? Thank you,
very much, sir, greatly appreciate it.

Bruno, if you would, Julian Klein, and
t hen over to you, sir, right after that.

MR. BRUNETT: Julian Klein from Kl ein
St udi os, LLC.

Dear DI B, here many my suggestions:
One, while Al is very powerful for
i nformati on gat hering, data analysis, and
reactive cyber defenses, any -- any Al
dealing with humans shoul d have a margi n of
error for living creatures' m stakes,
confusions, and inmprovisations. No human nor
ani mal should be held to mathemati cal
expect ati ons.

Two, humans cannot be backed up,
re-downl oaded, or rebooted. Any physical
worl d Al should do its best to preserve human
life in a humane way, despite any further
coded tasks.

Three, any powerful Al should come
with equally powerful Al m ninmum of three,
whi ch can create a checks and bal ances
scenario. |If one Al begins acting strange,

the other two can fix it with perm ssion
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override keys and regul ations. One cannot
override the other two. In the event all
three are corrupted, the owner or devel oper
should have a kill switch and back door code
to -- to delete all three.

Four, we need a clean -- we need to
clean the internet with Al. This sort of
cyber regulation will rely on a communicative
tech society. Segregating tech expert and
what they know may seem safer, but is
detrimental to our m nimum bar of tech
education. A collaborative cyber comunity
will have the creative answers to defense
I ssues.

Five, using Al to affect people's
ways -- way of life, sway people's opinions,
or cause chaos or confusion is different than
a medi a canpai gn based of Al-collected and
configured data. The former is systematic,
intentional, and cultural intrusion. The
| atter is an educated broadcast. Thank you
for your time and worKk.

MR. MARCUSE: Bruno, because it's so
brief, why don't you just quickly also read

Joshua Darrow.
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MR. BRUNETT: Joshua Darr ow,
Depart ment of the Navy.

I nnovati on begins and ends with
techni cal capability. Over decades, the
government has out sourced its nost technical
wor k, eroding the technical skill of -- of
t he government wor kforce. To have an
I nnovati ve government workforce dealing with
the distribution of technical work, i.e.,
desi gni ng, building, testing, redesigning,
and testing is essential.

MR. MARCUSE: Terrific.

Over to you, sir.

MR. HOUSTON: Good afternoon. My nanme
is Pat Houston, and |I'm a soldier, and I
woul d i ke to provide four observations from
my perspective in nmy personal capacity based
on five tours in lIraqg and Afghanistan, and
approximately three decades in uniform

First, I want to assure those here
today that from what |'ve seen, the Pentagon
Is very sensitive to these valid concerns,
and is deeply commtted to addressing them
Leaders at all levels are totally dedicated

to ensuring that Al-enhanced systens are
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devel oped and used in conmpliance with the | aw
and with ethics, and al so done in a

responsi bl e manner.

Number two, | acknow edge that no Al
systemwi || ever be perfect, but | also would
offer that no mlitary systemis perfect. In

fact, one of the nost unpredictable systens
we can enmploy is the individual soldier. As
we all know, human behavi or can never be
reliably predicted, especially when someone
is tired, cold, hungry, and scared, as is
often the case with -- with soldiers, but I
do think Al can hel p.

One of the neasures for determ ning
whet her to | everage Al is to ask whether it's
as good as, or in sonme cases better than,
what humans can perform by thensel ves, so
we're | ooking at human machi ne team ng t hat
| everages the best of both, and that hel ps
preserve appropriate |levels of human judgnment
to address some of the concerns and issues
t hat have al ready been raised here today.

Third, just to address one concern
head on, this concern about killer robots,

the aw of war is very clear that commanders
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can never unl eash systens over which they'l]|
| ose control, and that commanders al ways are
responsi bl e for any weapons that they enmpl oy.
Fourth, and finally, | would suggest
t hat cooperati on between the government and
academ a and industry is absolutely essenti al
to the responsi ble way ahead in addressing
all of these issues. The best and bri ghtest
Al researchers out there should insist and
have a right to insist on |egal and ethical
conduct by the governments that they're
wor ki ng with, and once you have that -- that
confirmati on of ethical and | egal performance
by those governnments out there, then |I don't
think those Al researchers should boycott the
endeavor, as sone have suggested that they
should do. Inmy -- in nmy view, if the best
and brightest Al researchers out there who
are concerned about ethics boycott the
process, that's going to just |eave a void
that would be filled by other Al researchers
who are | ess ethical or |ess capable, or
both, and |I think that would be a recipe for
di saster. Thank you.

MR. MARCUSE: Thank you, sir.
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Any clarifying questions? No? Great.
Okay.

| think I've seen sone evidence of
cards stirring, so please just feel free to
just push -- you know, give themto your
nei ghbor to pass themto me. We can be as
casual as this podium stage arrangenment
permts. That's right. All right.

So I'lIl ask, Bruno, if you would read
the statenment from Thomas Creel ey, and then
Henry Hargrove, if you would, please feel
free to approach the m crophone.

MR. BRUNETT: Thonmas Creeley, United
States Naval War College. The U.S. Naval War
Col l ege has recently established a speci al
graduate certificate programin ethics and
emerging mlitary technology. As its
director, | work with a dozen conpetitively
sel ected students to engage in ethics and
technol ogy-rel ated course work, as well as
conduct research on the ethical inplications
of emerging technol ogies. Each student
produces a | engthy professional paper,
anal yzing some aspects of the ethics

t echnol ogy nexus, many of them dealing wth
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the various forms of Al. W have devel oped
connections with the DARPA, ONR, Boston

Gl obal Forum and the director for defense
intelligence, and a nunmber of academ c
institutions exploring the ethics of Al.

MR. MARCUSE: Pl ease.

MR. HARGROVE: Thank you for allowi ng
the time for public comment. | wanted to
reaffirmthe other gentleman's comments
before that one about the soldier, in the
course of understanding the soldier's
behavi or, which my comments sort of echo.

So in nmy personal opinion, | -- | just
want to echo the need that you've already
identified for realistic and continuous
testing evaluation, and the reason for this
Is upon the systems will co-exist with
humans, individually and in |arge soci al
networ ks, and if we are truly pursuing an
under st andabl e Al, the response to stimuli
shaped by this humanity, then our DOD nodel
and simul ation and live and virtual
constructive prograns need to keep pace in
portrayals of the humans and human techni cal

behavior in those simul ati ons.
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Secondly, this testing eval uation
i mprovenment should be continuous, and that's
because our society and the society of our
peers -- correction, allies and adversaries
Is al so changing, and so, that behavior is
dynam ¢ and depends -- demands that we are
current and honest in our own assessnments of
t hat portrayal. Thank you.

MR. MARCUSE: Thank you. Good.
Great. Okay.

Now, if you wouldn't m nd, that would
be great, and bring that back up, and does

anyone el se need a comment card? Great.

Thank you, very much, sir. |If you wait, you
can just -- that's perfect. You can approach
the m crophone there on the -- right here
woul d be also excellent. Thank you.

MR. CHEN: Thank you, and hello. M
name i s Kenny Chen, and | would |ike to share
my appreciation that explainability and
transparency have been enphasized in the
DOD's initial Al strategy, and because this
strategy and its conponents remain at -- in
under st andably at -- at nascent phase, it's

under st andabl e that those terns are not yet
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clearly or rigorously defined, and so, to
that end, | encourage the DOD to pay
especially close attention to the question of
to whom these Al systens are designed to be
expl ai nabl e and transparent, because there
are substantial differences between how
accurate informati on m ght be delivered to a
computer scientist, versus a war fighter on
the field, versus a journalist or a
politician, and the DOD cannot be too careful
I n assuring that m sinformati on and the risks
of m sunderstanding are m nim zed.

Havi ng tal ked to people at the U S. --
U N Office of Disarmament Affairs, or
consi derations -- given the pace of decision
maki ng within a highly automated, you know,
deci sion system when it cones to
international conflict, setting those kinds
of standards and understanding will be
existentially inportant, and just as we are
currently enphasizing interoperability across
i nformation systens and devi ces and
technol ogy, we should apply the same val ues
and scrutiny to the way that organizations

communi cate with one another. Thank you.
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MR. MARCUSE: Gr eat .

UNI DENTI FI ED MALE SPEAKER: Yeah, it's
not quite done, but --

MR. MARCUSE: Wel |, sure. That's
great. We just -- we just want to make sure
we have your -- your contact information.
That's great.

Al'l right. Bruno, Mark Gubrud's
st at ement .

MR. BRUNETT: Mark Gubrud, University
of North Carolina, Chapel Hill.

We stand today at the start of a
revolution, the rapid advance and wi de use of
Al . Because this technol ogy replaces human
intelligence and judgnent, it has the
potential to cause catastrophic errors with
consequences in proportion to the
responsibilities being delegated to machi nes.
The specific causes of error in Al may be
foreseen, but in general will not be and may
not even be identifiable.

In conplex systenms, it becomes, in
principle, inpossible to foresee all
exceptional situations that may and wil

arise. Conmputer algorithnms are particularly
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brittle, but also complex networks of anal og
and living systens exhibit unpredictable
coll ective behavior and sudden crises. As Al
advance towards human-1evel capabilities, its
potential for instability is clear.

The nmpst severe danger arises fromthe
unf or eseeabl e, untestable interactions of
net wor ked conpl ex conpeting and adversari al
systens. Experience with such networks such
as the instability of high-speed trading,
whi ch has produced several hugely expensive
stock market flash crashes has denmonstrat ed
the |ikelihood that confronting and
Interacting adversarial networks will erupt
into crisis or open combat spontaneously --
spont aneously, or as triggered by unforeseen
circunstances, and in any case, once ignited
into a condition of ongoing violence, may
escal ate -- and execute and escal ate that
vi ol ence so rapidly in such a complicated and
opaque way as to resist or frustrate any
human attenmpt to intervene.

The ongoi ng confrontation,
conpetition, and adversarial -- adversari al

nature of such systems, and in the
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adversarial relationship of their creators,
contradict and will frustrate any effort to
coordi nate between them so as to mtigate the
ri sks of wunauthorized or uncontroll able
conflicts.

Why woul d nations undertake to
construct and rely on such obviously
dangerous systens? For the same reason as in
the Cold War, as in the arns race today, and
under the conpetitive pressure of an
advanci ng technology that is already able to
aggregate and correlate nore data than any
human could, and is increasingly able to
integrate that informati on and make
hi gh-1 evel decisions, particularly when

signal s unanbi guous, nore rapidly than any

human.

We nmust avoid taking that road, but,
in fact, it is the road we are already on, so
we nmust avoid going further. The gl obal

comunity must undertake ambitious arns
control initiatives, including a mandate of
real -time accountable human control over all
weapons systenms. The DOD and the U.S. cannot

do this alone, but America's preference
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shoul d be for arms control, we should say so,
and everything we do should be consi stent
with that. Unil aterally disarmament or
renunci ation of strategically decisive weapon
technol ogy would -- would be -- would not be
effective or possible, but the opposite
extreme of trying to win the arnms race should
be equally strongly rejected.

Questions about Al and autononobus
weapons are too often framed only in ternms of
ethics. It is -- is it right to use such
weapons? We need to consider the ways in
whi ch these weapons are erodi ng our control
and creating a threat to ourselves. W nust
avoi d accelerating the arms race toward the
| oss of human control and the occurrence of
war by accident or m sconceived design. |Is
it ethical to lead a gl obal race to oblivion,
i nstead of |eading toward a strong regi me of
bi nding verified arms control gl obal
governance than human security?

MR. MARCUSE: Thank you. That's all.
Great. Thank you. Excel l ent. Thanks a | ot.

MS. GALLAGHER: [|'m April Gall agher,

I"'mwith the DSEI, and when we're talking
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about ethics and responsi ble use of Al and
machi ne | earning, it -- oh, closer? Louder?
OCkay. All right.

The ethics and responsi bl e use, where
| see that, it's really in the details and
the inplenmentation, that that's where the
ethics are really going to happen, and I|'ve
got a list of a couple of exanples just to
hi ghli ght this.

So any time you're tal king about
machi ne | earning, or Al, there's going to be
a base rate of error, and if you took an
intro to statistics class, 5 percent is
acceptable error. Well, so, Tunbler recently

put a adult content filter out, and let's
pretend that they actually got their

5 percent error in this classifying imges.
They didn't get anywhere near that, but if

t hey had gotten the 5 percent error, that's
still billions and billions of images that
were m sclassified, and mllions and mllions
of unhappy users. Now, 5 percent in a DOD
application, that's not okay.

So, now, the second point, training

data has to match the conditions of use. So
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Al exa and Siri and |l ots of other voice
applications are really bad with women's
voi ces because their training data had a
bunch of male engineers in it. They didn't
coll ect sanples from wonen, and so, women
with slightly higher voices, the equi pnent
doesn't work as well for them and so, you
have women soldiers, that's going to be an
I ssue, but let's take that a step farther.
If you train a systemin the United States,
let's say it's going to detect a threat,
whet her or not a particular person is a
threat, based on the enotions that they're
di splaying, if you train that on data
collected here and then you deploy it in
theater, it's not going to work because the
training data doesn't match the use case, so,
again, the details of how it was put together
and how it was designed, that's going to
change the responsible use. |1'mgoing to
skip one that's witten down.

The | ast point --

MR. MARCUSE: You have time for it, if
you want .

MS. GALLAGHER: | have time? Okay.

TDB Communications
913-327-7400




© 00 N oo o b~ O w N PP

e S S
w N - O

14
15
16
17
18
19
20
21
22
23
24
25

Listening Session March 14, 2019

Page 65

Al'l right.

Current efforts in explainable Al and
peopl e who are the end users of these things,
t hose current efforts are going to be
I nsufficient because -- and there -- there's
a lot of proof here. One study in particular
t ook a best-case scenario, all the studies
t hat are working on expl ainable Al, they work
perfectly, they get the results, they
presented such results to a largely
col | ege-educat ed audi ence, and | ess than
60 percent of those users could understand
t he output, and you've seen the study, so
we' ve got to think about the human
conputer -- human Al interaction.

Expl ainability is not enough. W have to
t hi nk about interpretability, and commuti ng
that efficiently.

Last point, many predictive systens --
so tal king nmore about machi ne | earning
here -- they can be harnmful or beneficial
dependi ng on what you do with the
predictions. So if | said | had a system
t hat predicts whether a particular person is

going to be a crimmnal, | think most of us
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woul d be horrified if we took that prediction
and arrested them and | ocked them up, a |la

M nority Report, that's kind of -- they
didn't do anything yet, but such systens are
actually already being deployed in high
school s.

I f we predict whether or not a
particul ar person is a threat of dropping
out, if they're a success or at risk, what
happens with that information? |Is that
student supported? |Is that student given
extra support so that they can actually
conpl ete high school? That's a good use. |If
they are treated as "Oh, you're already a

dropout,"” then that's irresponsi ble, and so,
what we do with the predictions, it's not the
M., it's what we do with the information.

So all of these exanples are to
hi ghl i ght that the ethics and responsible
use, it really comes down to the details in
each particular case. Thank you.

MR. MARCUSE: Thank you.

MR. MEDI N: Sorry, could I ask a

question? You --

MS. GALLAGHER: Yes, sir.
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MR. MEDIN: -- commented about
5 percent as acceptabl e.

Where did that come --

MS. GALLAGHER: Oh, that's -- so
that's the -- the standard T test. [It's been
kind of the -- and the -- the 5 percent,
it -- it comes fromjust a tradition of
statistics. |If you do something -- like, if

you flipped a coin, when people start getting
suspi cious that maybe it's not fair is
about -- "Oh, that seenms weird," it's at
about a 5 percent error, and so, that's a
good threshold for a T test, but what's
happened is because that's the standard
statistical threshold, people have, wi thout
t hi nki ng about it, transferred that 5 percent
over to all kinds of machine | earning
application as, "This is a great threshold,"
and it's not for a |ot of applications, and
so, that's an exanple of carelessly
transferring something fromone domain to
anot her domai n.

MR. MARCUSE: Thank you.

MR. MEDIN: Thank you.

MR. MARCUSE: Soneone here is thinking
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about whether they would |like to make a
coment. |'Il try to nudge you to the side
of giving it a shot.

Whil e you're thinking about it, Bruno,
i f you wouldn't m nd reading the statement
from M chael Duggan -- Duggan?

MR. BRUNETT: M chael Duggan, Booz
Allen Ham lton, this is text taken from a
Booz Allen white paper called "Analyst 2.0,
Redefining the Analysis Trade Craft.” It's a
little | engthy.

MR. MARCUSE: Wel | --

MR. BRUNETT: Analyst 2.0. [|'m going
to read --

MR. MARCUSE: Sure, just a
reasonabl e --

MR. BRUNETT: Yep.

MR. MARCUSE: -- quantity of it, but
no nore than five m nutes.

MR. BRUNETT: Listen for the
m crophone to be hit.

MR. MARCUSE: Yeah.

MR. BRUNETT: Maki ng sure official
intelligence works for the m ssion.

Artificial intelligence and other advanced
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anal yti c approaches are rapidly becom ng
integral to the intelligence m ssion. As our
nation's security posture grows nore conpl ex,
and we need to keep our eyes on nore people
and pl aces, the volume of critical
intelligence data is expandi ng exponentially.

It is becomng difficult for analysts
al one to keep pace. There is sinply too much
data to be brought together and analyzed in
the short time frames required by the
m ssion. The mlitary and intelligence
communi ties recogni ze that advanced anal ytics
hol d great potential, and they are the
begi nning -- and they are beginning to adopt
t hese emergi ng technol ogi es.

Wth Al, for example, instead of an
anal yst spendi ng hours poring over a stream
of satellite photos |ooking for any
significant changes, the conputer m ght
conplete the task in seconds. This frees up
t he anal yst to spend nore time on
hi gher -1 evel analysis, review ng what the
conmput er has found, and then preparing
reports for decision makers that are both

timely and conprehensi ve.
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In essence, the machi nes are doing
what they do best so that people can do what
they do best, but this shift, turning over
much of the repetitive work to -- to a
conputer, is also presenting defense and
intelligence organi zations with a significant
chal | enge.

How can they be sure that the outputs
of the computer are both accurate and
rel evant to the m ssion? How can
organi zati ons be confident that the analytic
tools are working for then? The stakes of
this are of the highest order. The expertise
of the analyst is vital to national security,
and if it is lost or dimnished in the
human- machi ne connection, the risk can be
significant. What if the computer doesn't
have it quite right, and faulty analytic
out put -- outputs are used by commanders or
ot her deci sion makers down the |ine?

Yet another challenge is that analysts
may not accept and use Al formed -- informed
anal ytics, either because they don't trust
t he out puts, or because they fear that the

conmputers will put them out of a job. There
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are already examples of this in some

organi zati ons. New technol ogy systens are

i ntroduced with great fanfare, and then
promptly ignored by analysts who are free to
pick the tools they want. And yet, with the
new technol ogi es, decision makers won't be
able to take full advantage of the avail able
data, something that is essential to keep
pace with today's threat.

Unfortunately, most current approaches
to Al and ot her advanced analytics don't
resolve these dil emmas. In fact, they only
make them worse. Wth all -- with all the
hype around Al, data scientists and others
are caught up in what the technol ogy can do.

For exanmple, they try to build better
and better models for pattern recognition or
object identification, but this research is
| argely academ c and theoretical, and not
tied to the specific mssion at hand. Yes,
the tool can | ook for changes in photos, but
is it the kind of change that the analyst is
| ooking for? Too often, such
contextualization is m ssing, and when t hat

happens, the tools sinply can't be relied
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upon and support decision making. Automation
and speed count for nothing if the conmputer
gets it wrong.

MR. MARCUSE: Thank you.

Any ot her takers of this opportunity?
Once, twice? And we are going to adjourn.

So we ask you to stay seated for a
moment while the board retires to the green
room |If you are a nember of the media and
you'd like to participate in the media
avail ability, please cone forward.

Let me close by saying the coments
on-line at that website, it's quite easy to
do, it takes a couple of clicks, we would
really love to hear fromyou, and let me also
cl ose by saying that we will have anot her
l'istening session like this one in California
on April 26th at Stanford University. You
will be able to tune in to that live stream
and get information about that by signing up
for our invitation. W' Il send that
information to you.

And | et me just close by saying thank
you all, very much, for comng to participate

in this conversation and listening to the
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di scussion, and -- and particularly thanks to
those who went to the m crophone to share
their views, greatly appreciate it. Thank
you all.

(Thereupon, at 2:50 o'clock p.m, the

proceedi ng was concl uded.)
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C-E-R-T-1-F-1-C-A-T-E

I, Eileen L. Drake-Ober, the undersigned, do
hereby certify that the foregoing seventy-three
(73) pages are a true and correct transcript of ny
stenotypy notes taken of the proceeding held at
Carnegie Mellon University, Studio Theater,
5000 For bes Avenue, Cohon Center, First Floor,
Pittsburgh, Pennsylvania 15213, on Thursday,
March 14, 20109.

Nl )
Eil een L. Drake-Ober

Notary Public in and for the
Comonweal t h of Pennsyl vani a

My Conmm ssion expires: December 6, 2020
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