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INTEGRITY * EFFICIENCY * ACCOUNTABILITY * EXCELLENCE

Mission
Our mission is to provide independent, relevant, and timely oversight
of the Department of Defense that supports the warfighter; promotes
acceuntability, integrity, and efficiency; advises the Secretary of
Defense and Congress; and informs the public.

Vision
Our vision is to be a model oversight organization in the Federal
Government by leading change, speaking truth, and promoting
excellence—a diverse organization, working together as one
professional team, recognized as leaders in our field.

Fraud, Waste & Abuse

~* = HOTLINE

Department of Defense
dodig.mil/hotline s0o0.424.9008

For more information about whistleblower protection, please see the inside back cover.
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Results in Brief (U)

Audit of the DeféniseiCon tract Audit Agency Field Detachment (U)

June 14, 2017 (U)
.Objective (U)

(U) We determined whether the Defense
Contract Audit Agency (DCAA) Field
Detachment (FD) (hereafter referred to as
FD) was effectively following DoD
directives, policies, and guidelines pertinent
to its mission and security, The audit was
performed in response to a request from
the Under Secretary of Defense for
Acquisition, Technology, and Logistics
Special Access Program Central Office,
(hereafter referred to as DoD SAPCO)

Findings (U)

(U/ /#6885 FD did not comply with DoD
directives, policies, and guidelines for
safeguarding and protecting classified
information. For example, FD officials did
not:

e  (U) have co-utilization
agreements for all locations,
perform classification reviews of
documents containing
information extracted from other
classified documents, and have
detailed records of security
incidents;

e (U) maintain a special access
program (SAP) access list
designating program accesses of
the audit staff;

A3 (U / mali OIG: (b) (TXE)

o (U//"F'@ﬁ@i [DoD OIG: (b)

(7)XE)

Findings (cont’d) (U)
e (U) complete required Security training.

(U/ /#8883 This occurred because FD lacked adequate policies and
procedures and did not take adequate corrective actions to address the
findings in the May 2012 Staff Assistance Visit conducted by the DoD

SAPCO. As a result, )

(U/ 4888 In addition, DCAA leadership did not effectively use FD
personnel and facilities to support classified and SAP contract audits. This
occurred because:

e (U//Pe88) DCAA leadership placed a priority on non-SAP
contract audits;

o (U/AeH83 FD leadership did not have a process for identifying
SAPs to perform audit planning and oversight of classified and
SAP contracts; and

s (UMO¥ER FD did not identify a classified automated information
system for conducting classified audit assignments and reports.

(U/ Heeered As a result, EEECHOIO

Recommendations (U)

(U/ fee4ad In this response, we make 41 recommendations for
improvement. Based on comments we received to a draft of this report,
we revised the recommendation for the Director, DoD SAPCO to work
with the DCAA Security Officer to prioritize security vulnerabilities for
remediation and establish timelines for completion. Additionally, we
recommend that the DoD SAPCO work with the DCAA Security Officer to
correct security vulnerabilities identified in this report.

(U/ Ae¥8) Among other recommendations, we recommend that the
Director, DCAA review and evaluate the leadership and performance of
the Director, FD and report any management action taken; develop and
implement a formalized program access request process; and take
corrective actions on the identified security vulnerabilities.
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Results in Brief (U)

Audit of the Defense Contract Audit Agency Fieldj)—e:t»cicrl&grt? U)

Recommendations
(cont’d) (U)

(U/ /#6863 We recommend that the FD
Regional Director, perform an annual
assessment of FD staffing and facility
requirements for audit oversight of
classified and SAP operations, and establish
and implement annual planning and
coordination with customer program
security officers to identify classified and
SAPs.

(U/ 0863 In addition, we recommend that
the DCAA Security Officer correct security
deficiencies at FD and develop and
implement an incident response plan,
including updating policies and procedures,

for reporting and investigating FD security

incidents.

Ménagement Comments
and Our Response (U)

(U/ /468883 The Security Director, DoD
SAPCO addressed all specifics of the
recommendation to conduct a risk
assessment of all missing FD security
incidents and provide a preliminary report
within 90 days provided they receive
support from DCAA to conduct the risk
assessment. Therefore, the
recommendation is resolved. We will close
the recommendation when we receive the
results of the risk assessment.

(U/ a8y The Security Director, DoD
SAPCO, did not address all specifics of the
recommendation to prioritize security

Management Comments and Our Response (cont’d) (U)

(U/ 4889 vulnerabilities and establish timelines for completion;
therefore, the recommendation is unresolved. We will close the
recommendation after we verify that ReeASHOIGHD)

The Security Director, DoD SAPCO, should
provide comments on the final report by July 10, 2017.

(U/ /a%83 The Director, DCAA, addressed all specifics of four
recommendations related to the leadership of the FD and implemented
corrective actions. As aresult, those recommendations are closed. The
Director, DCAA, responding for DCAA addressed all specifics of 26
recommendations related to the security operations and oversight of
SAPs. Therefore, these recommendations are resolved. These
recommendations will be closed when the Director, DCAA, provides, and
we review and verify, evidence that the recommendations have been
implemented.

(U) The Director, DCAA, responding for DCAA did not address all specifics
of the recommendations to:

e (U) complete SAP facility accreditation documentation for the
DCAAFD locations; and

s (U) work with the DoD SAPCO to identify all FD personnel SAP
accesses and inform the DoD SAPCO of all updates to DoD and

IDCAA: (b) (7)(E)

e (U/A=8¥&) ensure SAP contract audits are included in the DCAA
annual planning guidance;

e (U//&e4e4 notify all DCAA employees that FD is responsible for
performing all-audit assignments involving classified or SAP
contracts;

o (U/Me864 establish an agency wide process requiring auditors
to review the DD Form 254, “DoD Contract Security Classification
Specification,” as part of the program audit plan before
performing a review of the contract;
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Management Comments
and Our Response
(cont’d) (U)

o (U/Me863 work with DCAA
Security Officer and the DoD
SAPCO to designate a group of FD
leadership and branch managers to
receive access to SAPs to conduct
planning and oversight;

e (U) conduct annual planning to
identify FD audit oversight efforts
for classified and SAP projects;

e (U)reassess the use of regular
telework schedules to ensure
adequate personnel are available
to audit classified and SAP
contracts; and,

e (U) acquire and use a classified
automated information system for
conducting classified audit
assignments and reports.

(U) Therefore, the recommendations are
unresolved. The Director, DCAA, should
provide comments to the final report by
July 10,2017. Please see the
recommendations table on the next page.
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Recommendations Table (U)

Recommendations Recommendations Recommendations
Unresolved Resolved Closed

Management

(U) Under Secretary of

Defense for Acquisition,

Technology, and Logistics A.lb Al.a None
Special Access Program

Central Office

(V) Director, Defense A2.c,A2.e A2f, A2.a,A2b A2.d
Contract Audit Agency Bl Blbrtile B.1.d

(V) Field Detachment B.2.a, B.2.a.1,

Regional Director, Defense B.2.b.1, B.2.b.3, B.2.c B.2.a.2,B.2.a.3,B.2.b, None

Contract Audit Agency B.2.bh.2,B.2.b.4

A3.a A3.c A3.cl,

A.3.d, A3.e A3,
A3.b,A3g A3h A3i4 A3.i, A3, A3.i.2, None

A3.i.3,A3,j,A3k,

A3.l,A3.m,A3.n

(V) Defense Contract Audit
Agency Security Officer
(U) Please provide Management Comments by July 10, 2017

(U) The following categories are used to describe agency management’s comments to individual

recommendations:

e (U) Unresolved - Management has not agreed to implement the recommendation or has not

proposed actions that will address the recommendation.

o (U)Resolved - Management agreed to implement the recommendation or has proposed actions that

will address the underlying finding that generated the recommendation.

* (U) Closed - OIG verified that the agreed upon corrective actions were implemented.
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MEMORANDUM FOR UNDER SECRETARY OF DEFENSE FOR
ACQUISITION, TECHNOLOGY, AND LOGISTICS
DIRECTOR, DEFENSE CONTRACT AUDIT AGENCY
DIRECTOR, NATIONAL RECONNASSIANCE OFFICE
DIRECTOR, DEPARTMENT OF DEFENSE SPECIAL
ACCESS PROGRAM CENTRAL OFFICE
SUBJECT: Audit of the Defense Contract Audit Agency Field Detachment

(Report No. DODIG-2017-092)

(U/ 88 We are providing this report for review and comment. We determined that the
Defense Contract Audit Agency Field Detachment did not comply with DoD directives, policies,
and guidelines for safeguarding and protecting classified information and did not effectively use
Field Detachment personnel and facilities to support special access program contract audits. We
conducted this audit in accordance with generally accepted government auditing standards.

(U) We considered management comments on the draft of this report when preparing the final
report. DoD Instruction 7650.03 requires that recommendations be resolved promptly.
Comments from the Under Secretary of Defense for Acquisition, Technology, and Logistics
Special Access Program Central Office to Recommendation A.1.a and comments from the
Director, Defense Contract Audit Agency to Recommendations A.2.a, A.2.b, A.2.c,A.2.d, A2.e,
A.2.fA3.a A3.c,A3.c1,A3.d A3 A3f A3iA3i1,A3i2 A3.i3, A3,j,A3k A3l A3m,
A3n,B.1.d,B.2.4a,B2a.l,B.24a.2, B.2.a3, B.2.b,B.2.b.2, and B.2.b.4 addressed all specifics of the
recommendations and conformed to the requirements of DoD Instruction 7650.03.

(U) As a result of management comments, we revised recommendation A.1.b, directed to the
Under Secretary of Defense for Acquisition, Technology, and Logistics Special Access Program
Central Office. Cornments from the Director, Defense Contract Audit Agency, to
Recommendations A.3.b, A.3.g, A.3.h, A.3.i.4, B.1.a, B.1.b, B.1.c, B.2.b.1, B.2.b.3, and B.2.c did not
address all specifics of the recommendations. Therefore, the recommendations are unresolved.
The Under Secretary of Defense for Acquisition, Technology, and Logistics Special Access
Program Central Office and the Director, Defense Contract Audit Agency should provide
additional comments to Recommendations A.1.b and A.3.b, A.3.g, A.3.h, A3.i4,B.1.3, B.1.b, B.1.c,
B.2.b.1, B.2.b.3, and B.2.c, respectively, by June 10, 2017.

(U) We appreciate the courtesies extended to the staff. Please direct questions to me at

(703) 699-7331

Carol N. Gorman
Assistant Inspector General
Readiness and Cyber Operation
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ntroduction

Introduction (U)

Objective (U)

(U) The audit objective was to determine whether the Defense Contract Audit Agency
(DCAA) Field Detachment (FD) was effectively following DoD directives, policies, and
guidelines pertinent to its mission and security. The audit was performed in response
to arequest from the Under Secretary of Defense for Acquisition, Technology, and
Logistics Special Access Program Central Office (hereafter referred to as DoD SAPCO).
The Director, DoD SAPCO requested that the DoD Office of Inspector General conduct a
comprehensive evaluation of the management and security processes at the DCAA FD.
See the Appendix for the scope and methodology used to meet the audit objective.

Background (U)

(U) The DCAA D (hereafter referred to as FD), a component of DCAA, was established
in 1958 as a component of the Air Force Audit Agency to provide contracting support
for Airborne Reconnaissance Programs. However, in 1960 FD was expanded with the

creation of the National Reconnaissance Office, and in 1968 was reassigned to DCAA.

(U) In accordance with DoD Directive 5205.07,1 FD conducts audits of DoD SAP
contracts, and is responsible {or the overall planning, management, and execution of all

DCAA contract audits of sensitive compartmented information and SAPs. FD supports

contractor sites, with jRGUeIEl of that support provided in National

Reconnaissance Office accredited facilities.

(U) As of November 19, 2015, FD consisted of a regional office, field audit offices
(FAOs),j@@sub offices, and[§ financial liaison advisors. 2 FD is comprised of

approximately 450 personnel providing audit and financial advisory support services to

INRO: (b) (3), 10 USC § 424

the National Reconnaissance Office’s

regional office, located infySlellVirginia, provides oversight and direction to all FD

contracting officers. The FD

! (U) DoD Directive 5205.07, “Special Access Program (SAP) Policy,” July 1, 2010.

% {U) The FD regional office is the FD’s headquarters office, which falls under the DCAA headguarters. The field audit offices
are also known as branch offices. The financial liaison advisors reside in FD facilities; however, the advisors report to
DCAA headquarters.

UNCLASSIFIED / /EOR-OEEHetA-USE-O N
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Introduction

(U) operations and assignments. In addition, the regional office manages and supports
audit work performed by the field and sub offices by providing senior management
oversight, human resources, technical programs, security, budget, information

technology help desk, and special programs assistance.

(U) FD provides various services, including annual incurred cost audits; mandatory
annual audit requirement [MAAR] 6 (labor costs, personnel checks, and interviews) and
mandatory annual audit requirement [MAAR] 13 (purchase existence and
consumption) reviews; forward pricing audits; financial liaison assistance; and interim,

provisional, and billing audits.

Criteria (V)

(U) DoD Directive 5205.07 contains policy and responsibilities for the oversight and
management of all DoD SAPs. DoD SAPCO is responsible for advising and assisting the
Secretary of Defense (SecDef) and Deputy SecDef with governance, management, and
oversight of DoD SAPs. DoD SAPCQ is also the primary liaison to executive branch

agencies and the Congress on all SAP issues.

(U) DoD Instruction 5205.113 establishes and implements policy, assigns
responsibilities, and updates and prescribes procedures for the management,
administration, and oversight of all DoD SAPs.

(U) DoD Instruction 5000.64* establishes accountability and management policy for
DoD-owned equipment and other accountable property.

Review of Internal Controls (U)

(U) DoD Instruction 5010.40, “Managers’ Internal Control Program Procedures,”

May 30, 2013, requires DoD organizations to implement a comprehensive system of
internal controls that provides reasonable assurance that programs are operating as
intended and to evaluate the effectiveness of the controls. As discussed in the report,
we identified internal control weaknesses in the program access request (PAR) process.

3 (U) DoD Instruction 5205.11, “Management, Administration, and Oversight of DoD Special Access Programs (SAPs),”
February 6, 2013

“ (U) DoD Instruction 5000.64, “Accountability and Management of DoD Equipment and Other Accountable Property,” May
19, 2011

UNCLASSIFIED / /FOR-OFRI €HA-HSE-ONEY
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(U) Specifically, FD did not initiate, approve, debrief, and maintain personnel SAP
accesses. In addition, FD did not have up-to-date security standard operating
procedures. We will provide a copy of our audit report to the senior official responsible
for internal controls in DCAA and the Under Secretary of Defense for Acquisition,

Technology, and Logistics.

UNCLASSIFIED / /FOR-OFFIGHAL-USB-ONEY
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Finding A (U)

Not Wit DS t d

(U/ A88e9 FD did not comply with DoD directives, policies, and guidelines for the
safeguarding and protection of classified and SAP information. For example, FD
officials did not:

e (U) have co-utilization agreements for all FD locations,® perform
classification reviews of documents containing information extracted
from other classified documents, and maintain detailed records of

security incidents;

e (U) maintain a SAP access list designating program accesses of the
audit staff;

)

c o)

e (U) complete required security training.

(U/ Me88es) This occurred because FD lacked adequate policies and procedures and
ED leadership did not provide effective oversight of security-related issues,
including taking adequate corrective actions to address the findings in the May 2012

Staff Assistance Visit conducted by the DoD SAPCO.

ICAA: (b) (T)(E)

(U) FD did not comply with DoD directives, policies, and guidelines for safeguarding and
protecting classified information. For example, FD officials did not have co-utilization

® (U} A co-utilization agreement documents areas of authorities and responsibilities between cognizant security offices when
they share the same SAP facilities.

€ (U} According to DoD Manual 5205.07, volume 1, “Special Access Program (SAP) Security Manual General Procedures,”

UNCLASSIFIED / RO R-OEFHIAL-HSE-ON Y
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agreements, perform classification reviews, and have detailed records of security

incidents.

Co-Utilization Agreements (U)

(U/ 88 FD did not have co-utilization agreements for all locations. DoD Manual
5205.07, volume 1, states that co-utilization agreements are required when multiple

D - o SREERRE Branch Offices we identified that FD co-mingled SAP

information from different SAPs in the same safe drawers. According to FD Security

officials, co-utilization agreements did not exist for e OIoD)

Thereflore, the Branch offices violated DoD guidance by storing multiple programs in the
same safe drawers without the co-utilization agreements. The DCAA Security Officer
needs to identify and complete all required co-utilization agreements in accordance
with DoD Manual 5205.07, volume 1.

Security Classification Reviews (U)

(U) FD personnel did not request that customer program security officers perform
classification reviews of documents containing information extracted frem other
classified documents. According to DoD Manual 5200.01, volume 1, “classification as a
result of compilation® requires an original classification decision by an authorized
original classification authority? or classification guidance issued by an original
classification authority (e.g., a security classification guide).” 1 However, FD
classification guidance was not updated to reflect the most recent security guidance and
did not require classification reviews. In addition, FD personnel stated that security
classification guides were not always provided by the audited customer. Instead of
requesting a classification review from the customer program security officers, the FD
supervisor conducted the classification reviews. For example, an FD supervisor located
at FD headquarters stated that it was the supervisors’ responsibility to conduct a

classification review. The FD supervisor might not be able to identify all instances

7 (U) DoD Manual 5205.07, volume 1, “Special Access Program (SAP) Security Manual: General Procedures,” June 18, 2015.

#{U) Classification as a result of compilation occurs when unclassified elements of information are combined to reveal
classified information, or when classified elements combine to reveal information at a higher classification level than the
individual elements.

? (U) Original classification Authority is an individual authorized in writing to originally classify information (i.e., to classify
information in the first instance). The responsible OCA shall issue security classification guldance for each program,
project, or mission involving classified information. The classification guidance may be in the form of a security
classification or declassification guide.

% (U) DoD Manual 5200.01, volume 1, “DoD Information Security Program, Overview, Classlfication, and Declassification,”
February 24, 2012.
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where compilation would result in classified information, which increases the risk of an
unauthorized disclosure of classified information due to compilation. DCAA Security
Officer needs to update internal guidance to require classification reviews from the

program security officer for audit work derived from classified information.

Security Incident Reporting (U)

(U) FD did not have detailed records of security incidents in accordance with DoD
guidance. Specifically, FD Instruction 5210.16 did not reference DoD Manual 5205.07,
volume 1.11 For example, FD policy does not require FD Security to notify and report
security violations to the Government program manager and the cognizant authority
SAPCO. The FD policy did not include the requirement to report actual or potential
compromises involving DoD SAPs to DoD SAPCO. FD did not have documentation of
security incidents and corrective action taken in response to the incidents. Therefore,
FD did not have a record of FD personnel:

o (u/4e0e R

o (U/HO¥83 with a pattern of security incidents, which may lead to a

more serious violation; or

o (U//AO863 required corrective actions as a result of the incident.

(U/ 28884 FD did not have detailed records or reports for security incidents that
occurred before January 2015. Security incident data was stored in the RN
B - ci-ssified closed network FD used to conduct work on
unclassified, classified, and SAP audits.i2 However, 5l was terminated on

August 14, 2014, and detailed information for security incidents that occurred before
January 2015 was lost. The only information available was a security incident log
beginning in October 2014; however, that data was incomplete. Further, although FD
has some security incident data for 2015 and 2016, that data was incomplete. For
example, the log indicated that FD personnel brought unauthorized electronic devices

into the sensitive compartmented information facility (SCIF); however, the log did not

3 (U} FD Instruction 5210.16, “Security Incidents,” December 22, 2009.

' (U) A closed network is telecommunications network used for a specific purpose, such as a payment system, which access
is restricted.
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contain the date of the incident, the date reported, or any required corrective actions.
According to one of the FD general SAP Security Officers, ¥ a prior security specialist
did not always close out or document all incidents. Further, the Nl 2nd
FAOs did not have any security incident logs.

’

(U) At the time of our review, FD did not restrict access to its security incident logs. FD
(E) accessible by selected FD security

security incident logs are stored gt

DoD OIG: (b) (7)(E) A s ares Ult DoD OIG: (b) (7)(E)

B - DCAA Security Officer should develop and implement an incident
response plan, including updated policies and procedures, for reporting, tracking, and

investigating FD security incidents. The incident leg should be

L
Inappropriate Access and Storage of SAP Material (U)

(/704 S
I F: e, ) personnel at the MY
e e

I (- addition, FD personnel did not complete the Standard Form

700, “Security Container Information” (SF 700),14 in accordance with DeD Manual

5200.01, volume 3.15 Specifically, FD personnel:

RO: (b) (3), 10 USC

¢ (U) did not update the A%
700s with the current employee contact information;

Branch Office SF

PRIT] 0P OIG: () (7)(E)

o (U) did not classify Branch sub office SF 700s at the
highest level of information maintained in the two security containers

located in that office;

'3 (U) The general SAP security officer is a government official appointed in writing at a SAP facility or organization by the
Director or program manager to provide security administration and management. The general SAP security officer
receives SAP guidance from the program security officer.

1 (U) The SF 700 Is a record for each container, vault, or secure room door that is used for storing classified information.

% {U) DoD Manual 5200.01, volume 3, “DoD Information Security Program: Protection of Classified Information,”
February 24, 2012 (Incorporating Change 2, March 15, 2013),
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e (U) did not document and maintain a SF 700 in a safe that contained
classified documents at o EREREOIg] Branch sub-office; and

e (U) stored a SF 700 inside Branch sub-office security
container rather than having the combination stored separately.

(U) FD personnel who no longer worked in FAOs were listed as contact points for the
SAP information stored in the safe, and FD security containers had information
classified higher than authorized. On October 7, 2016, DCAA leadership provided us a
memorandum requesting that FD personnel take immediate corrective actions
concerning the inappropriate access to classified material at the FAOs. The
memorandum also required branch managers to report on the corrective actions taken.
However, DCAA leadership did not provide documentation supporting that corrective
action was actually taken. To ensure that corrective action was taken in response to the
memorandum, the DCAA Security Officer needs to validate that access to SAP
information,
B ' addition, the DCAA Security Officer should ensure that FD completes SF
700s with all required information in accordance with DoD guidance.

Authorized Access Lists and Visitor Logs (U)

(U) FD did not have authorized access lists and visitor logs for its computer server
rooms. National Institute of Standards and Technology Special Publication 800-53,
Revision 4, requires organizations to select and specily securily controls for information
systems, including the implementation of adequate physical authorization and access
controls for information systems. ¢ The use of a visitor log minimizes the opportunity
for unauthorized access to the FD computer server rooms. DCAA Security Officer needs
to implement the use of authorized access lists and visitor logs in all DCAA computer

server rooms.

(U) Appointment Letters

(U) FD did not formally appoint its general SAP security officers in accordance with DoD
Manual 5205.07. The Manual states that general SAP security officers will be
designated to support SAPs. The appointment letters formally designate individuals
and identify their roles and responsibilities as general SAP security officers. Without

16
{U) National Institute of Standards and Technology Special Publication 800-53, Revision 4, “Security and Privacy Controls
for Federal Information Systems and Organizations,” 2013 {incorporates updates as of January 22, 2015).
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this formal designation the general SAP security officers may not be aware of their roles

and responsibilities. For example the general SAP security officers:

e (U) did not formally debrief individuals when access to SAP information was no
longer required;

» (U) did not perform classification reviews; and
e (U)did net receive their required Defense Security Service SAP training.

(U) The DCAA Security Officer needs to formally appoint general SAP security officers in

writing.

Facility Accreditation (U)

(U) FD did not maintain facility accreditation documentation at the FAOs we visited
where personnel were conducting SAP audits. DoD Manual 5205.07, volume 3, requires
facility accreditation documentation to be retained at each site. 17 The FAO facilities
were accredited as SCIFs, not as SAP facilities. Therefore, FD personnel should not have

performed SAP audits in these facilities because those FAO facilities did not have the

IDCAA: (b) (7\E) . As a result, [\ Branch Office personnel
IDoD OIG: (b) (7)(E)

(U) In November 2015, FD leadership initiated an internal business process
implementation team (BPIT). One BPIT responsibility included identifying and
gathering required accreditation documentation. However, the BPIT did not assess the

adequacy of i controls at each facility jESCICC N
. The DCAA Security Officer should complete SAP
facility accreditation documentation AN

for the FD locations, in accordance with DoD guidance.

D sses (U)

(U) FD did not have knowledge of SAP accesses and did not maintain a SAP access list
designating who of its audit staff had program access. In addition, FD did not have a
formal PAR process to identify, initiate, approve, maintain, and debrief personnel.

"7 {U) DoD Manual 5205.07, volume 3, “Special Access Program (SAP) Security Manual: Physical Security,” September 21,
2015 (April 23, 2015).
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SAP Accesses (U)

(U) FD leadership was not aware of FD workforce’s SAP accesses and did not maintain a
SAP access list designating program accesses of the audit staff. DoD Manual 5205.07,
volume 2, states that “records must be maintained within a personnel security file for
each SAP-accessed individual.”18 The records include PARs and transfer access
approvals. However, FD security did not have an accurate record of personnel
authorized SAP access. In addition, the BPIT did not include the involvement of DoD
SAPCO and customer program security officers to assist in identifying the individuals
authorized for SAP accesses.

(U/ 046 FD leadership also directed the BPIT to identify the total number of
i be debriefed. The BPIT
AOs. 19 For example Jsy#ormer employees were

personnel SAP accesses and determine if any personnel sho

identified questionable briefin

50D §0) ()
never debriefed from SAPs and fyy#former employees were never debriefed from

sensitive compartmented information. However, the BPIT did not identify all accesses
because the Joint Access Database Environment (JADE) the team used does not include
all non-DoD SAP accesses.20 The BPIT team also relied on FD personnel interviews to
identify SAP accesses because FD Security did not document and maintain the
information in accordance with the DoD guidance. Without the involvement of DoD
SAPCO or the program security officers, the BPIT does not have full knowledge of
personnel SAP accesses.?! As a result, the total number of personnel that have
authorized access to SAPs is unknown. The DoD SAPCO and program security officers
are responsible for the oversight and management of SAPs and should have been
involved in verifying the accuracy of SAP accesses.

(U) In addition to not identifying all of the personnel accesses, the documents the BPIT
created to determine and identify accesses did not meet DoD requirements. The
requirements state that the general SAP security officers will maintain an up-to-date

separate program access roster for each program resident within a SAP facility.22 The

18
{U) DoD Manual 5205.07, volume 2, “Special Access Program (SAP) Security Manual: Personnel Security,” November 24,
2015.

* (U} Questionable briefings include FD personnel that are currently briefed to SAPs that no longer need access.

%% (U) The Joint Access Database Environment [JADE] only manages the Office of the Secretary of Defense SAP cleared
personnel and programs.

*! (U) The program security officer is a government official appointed in writing by the appropriate cognizant authority
SAPCO or designee, and Is responsible for executing aversight and implementation of SAP security requirements for a
specific SAP or group of SAPs, or geographically assigned locations.

s {U) At the time of the audit the Joint Air Force-Army-Navy (JAFAN) 6/0 Manual, “Special Access Program Security Manual
—Revision 1,” May 29, 2008, was the governing requirement.
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manual also states that access rosters will be properly protected and maintained, and
be continually reviewed and reconciled for discrepancies. The roster should also
contain the name of the individual, position, billet number if applicable, level of access,

social security number, and security clearance information.

(U/ 8884 Additionally, the BPIT did not have controls in place to prevent the

‘ For example, the BPIT did not implement security

measures to [DoD OIG: (b) (7)(E)
_ In addition, policies were not

in place to define responsibilities for maintaining, updating, and coordinating the
information with the DCAA Security Division and DoD SAPCO. As a result, ERESIIZEN

— The DCAA Security Officer needs to identify all SAP

access by employee and coordinate that information with DOD SAPCO and, develop and

maintain a SAP master list with adequate security controls to restrict unauthorized

access.

Program Access Request Process (U)

(U) FD did not have a formal PAR process for requesting, initiating, approving,

debriefing, and maintaining personnel SAP accesses and GRS CIIIINGNGG
I/ ccording to FD Instruction 5205.35, “request for

program accesses will be initiated by or coordinated with FD Division Chiefs and FAO
Managers, and will be monitored by the FD Program Security Manager.”23 The FD
Regional Director stated that the process for approving PARs was revised and she is
now responsible for approving all PARs.2+ She revised the process to SIS

I [ovvever, FAOs are not consistent in how the

offices request and receive approval to access SAPs. For example, personnel at the

Branch Office were coordinating PARs directly with the customer program
security officers without the knowledge, involvement, or consent of FD leadership or
security personnel. As a result, FD security was unaware of SAP accesses [SENOICOIEN

(U/ #8864 DoD Instruction 5205.11 states that granting access to a SAP will be based
solely on a determination that the individuals have the need-to-know, the requisite

 (U) FB Instruction 5205.35, “Program Access Request and Briefings,” January 9, 2012.

2 (U) On November 26, 2016, we were notified that the FD Regional Director was reassigned and is no longer the FD

Regional Director.
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security clearance, and will clearly and materially contribute to the oversight of the
program. For example, we identified individuals at the i Branch Office with
access to SAPs who were not actively working on them. Those individuals did not have
a valid need-to-know and are not materially contributing to the oversight of the SAP.
Therefore the individuals should be de-briefed from the programs. The Director, DCAA
and DCAA Security Division need to develop and implement a formalized automated
process to request, initiate, approve, debrief, and maintain personnel SAP accesses.
This process should be coordinated with DoD SAPCO and customer program security

officers to make sure FD have accurate and current information.

Document and Property Accountability (U)

(U/ A=e489 FD did not follow DoD guidance for accountability of Top Secret and SAP
documents. In addition, FD did not maintain accurate accountability of property.

Document Accountability and Responsibilities (U)

(U/ /884 FD did not follow DoD guidance for the accountability of Top Secret and SAP
documents and the designated Top Secret Control Officers (TSCO) and alternate TSCOs
N DD !zl 5205.07,
volume 1, requires a separate accountability system for all SAP information. It
establishes the minimum required information for an accountability log and the
requirement to conduct a 100-percent inventory annually. However, FD did not have
separate accountability systems for collateral Top Secret and SAP information. Instead,
the TSCOs and their alternate TSCOs only maintained one accountability log for
classified documents, including Top Secret and SAP. In addition, the FAOs were not
following FD internal security standard operating procedures requiring accountability
of all hardcopy documents classified above Unclassified//For Official Use Only and
Handle via Special Access Channels Only. Based on a review of documents in'the safes,
we identified classified documents that were not logged for accountability. For
example, Branch Office safes contained documents above
Unclassified//For Official Use Only that were not logged and accounted for. In addition,
the FD internal guidance for accountability was outdated and not in accordance with
DoD policy. For example, FD Instruction 5210.5 did not include the guidance in DoD

Manual 5205.07, volume 1, requiring a separate accountability system for collateral Top

'UNCLASSIFIED / f~EoR-0 et SE-ONEY

ODIG017-092 | 12



UNCLASSIFIED / /~FOR-0H e A-USE-ONE¥

Secret and SAP information.2s The DCAA Agency Security Officer needs to update
internal guidance for accountability in accordance with DoD policy.

(U/ H8¥83 Accountability control logs at the FAOs did not contain the minimum
information required by the DoD Manual 5205.07, volume 1. DoD Manual 5205.07,
volume 1, requires the classification, originator of the item, title and description,
custodian, custodian assigned, date of product, control numbers maintained in
consecutive sequence, page count, and internal, disposition and date, destruction date,
and external receipt records be included in the log. For example, at the R
Branch Office the control logs did not contain the originators of the document. Also, the
titles and descriptions of documents were vague, page counts were incorrect, overall
classification of the information was mismarked, and control numbers were not
maintained in consecutive sequence. The DCAA Agency Security Officer needs to
develop a standard accountability log for FD designated accountable material, collateral

Top Secret, and SAP material that contain the required information.

Property Accountability (U)

(U/ /4648y FD did not maintain accurate accountability of its equipment. DoD
Instruction 5000.64 requires that FD maintain 100-percentaccountability of its
equipment at all times. However, property accountability personnel at
Branch Office did not have administrative authority frem January 2015 to

February 2016 to update their property records. We identified errors in those property
records, including a lack of equipment location, variations in equipment identification
numbers (DCAA identification number, serial number, part number), and empty data

cells (location and personnel assignment data).

# (U} £D Instruction 5210.5, “Document Control Procedures,” February 1, 2012.
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(U/ /#0883 We reviewed Branch Office property file consisting of 490
pieces of equipment and noted that 92 listings did not include property locations. In

addition, at the iEHSEEEEE Branch Office we conducted a non-statistical sample of
accountable property to inventory and observed that the equipment locations were
inaccurate. We also identified that equipment was moved to other field offices without
notifying the property accountability personnel. As a result, FD property officials do not
have accountability of all equipment. The Director, DCAA needs to make certain all

property accountability officials are authorized to update property accountability files.

Properly Disposing of Accountable Property (U)

(U) The FD did not properly manage and dispose of its damaged and excess property.
DoD Instruction 5000.64 states that “all persons entrusted with the management of
Government property shall be responsible for the disposal or disposition of all property
to include directing the appropriate disposition of property.” We identified excess,
damaged, and unused equipment at the following FAOs:

e (U) Branch Office;

o (U) SRR Branch Office;

* (V) :EEEREEE Branch office; and
* (V) BRI Branch Office.

(U/ =864 The FAOs also did not properly dispose ofexcessmequipment and
Avhidained Branch Office we

observedm equipment and other damaged property stored in the server room,

other accountable property. Fer example, at the

hallways, and in unused work spacesjiggys@was terminated in August 2014; however,
FD leadership has allowed excess equipment to remain in the FAOs for more than two
years. DCAA needs to promptly dispose of damaged and excess equipment.

(U) Security Training

(U/ /48883 FD personnel did not complete required DoD security training. DoD
Directive 5205.07 requires DCAA to maintain a designated cadre of SAP trained
personnel to provide audit support of DoD contracts. According to DoD guidance, an
individual is considered SAP trained after that individual completes the Defense
Security Service Academy SAP Orientation Course. Although FD leadership did not
maintain training records before the termination offgss@we identified FD personnel,

UNCLASSIFIED / /~EoR-0F et A-H5E-OMNEY-
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including a general SAP security officer, who did not complete the required orientation

course.

(U/ #8883 FD personnel also did not complete mandatory annual SAP awareness
training. We reviewed a non-statistical sample of g records for FY 2016 and
determined that 100 percent of the sampled FD empleyees did not complete mandatory
annual SAP awareness training, required by DoD Manual 5205.07, volume 1. According
to the FD Director of Security, mandatory annual SAP awareness training had not been
conducted for at least two years because DCAA leadership decided to offer generic
information security training instead of the tailored FD training. DoD Manual 5205.07,
volume 1, states that the general SAP security officer is responsible “to establish,
conduct, and document initial, event-driven, and refresher training for all SAP-accessed
individuals.” Additionally, the FD Regional Director was not aware that Defense
Security Service SAP initial and refresher training was a requirement. Further, the FD
Annual Security Refresher training provided to FD personnel did not include the
mandatory topics required by the DoD 5205.07, volume 1. For example, the training did
not include any modules on the protection of classified relationships, operations
security, program threats, and types and categories of SAPs. Therefore, FD employees
are not adequately prepared to protect SAP information and might be unaware of the
procedures to address security incidents in their offices. The DCAA Security Officer
should make sure FD has an adequately trained SAP workforce and that mandatory SAP
training is annually completed and tracked.

Corrective Actions Not Taken to Address Staff
Assistance Visit Deficiencies (U)
(U/ MEe88d FD leadership did not provide effective oversight of security-related issues,

including taking corrective actions to address deficiencies identified during the DoD
SAPCO Staff Assistance Visit formal compliance inspection in May 2012. The Staff
Assistance Visit identified seven areas of concern in FD. We identified similar security
deficiencies because FD had not taken corrective action in response to the DoD SAPCO

recommendations, including:

e (U} creating an accountability system for Top Secret and SAP holdings,

including computer media;

e (U) following up and closing out 27 open security incidents or violations;
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o (U) updating the FD security standard operating procedures in
accordance with the DoD Manual 5205.07, volume 1;

e (U) providing the FD TSCOs and alternates with access to all information

to properly account for the material; and
e (U) documenting and validating the completion of security training.

(U) The ED Director of Security stated that she was not aware that the Staff Assistance
Visit recommendations were part of a formal compliance inspection.2¢ In addition, the

FD Regional Directer stated that she was net aware:

e (U) ofany corrective action taken by the FD Director of Security in response to

the recommendations, and

e (U/M088J of the specific 27 open security violations or incidents identified in
the Staff Assistance Visit.

(U) The Director, DCAA needs to review and evaluate the leadership and performance
of the Director, FD and report on what, if any management action has been taken;
designate FD security duties to a qualified security official, and implement the
recommendations in the 2012 DoD SAPCO Staff Assistance Visit report. The DoD
SAPCO, in conjunction with the DCAA Security Division, should conduct a risk
assessment en all lost security incident information. The DoD SAPCO should also work
with the DCAA Security Division to prioritize security vulnerabilities for remediation
and establish timelines for completion.

i1
S )

(U/ /%8883 The FD Director must take immediate corrective actions in the FD security

program to reduce its sk of

DoD establishes requirements, restrictions, and other safeguards necessary to prevent
the unauthorized disclosure of SAP information and necessary to control disclosure of

classified information. However, RRuSaUiGS)

B ! addition, FD personnel were unaware of potential violations and

infractions ZEEHOIQO] . We acknowledge
* () On February 20, 201, RN L

by the Director, DCAA.
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the efforts made by the BPIT team to identify facility accreditation documentation and

determine SAP accesses.
I (! 5D Director needs to work with DoD SAPCO; the

Director, DCAA; and the DCAA Security Officer to address the specific recommendations

in this report.

Management Comments on FD’s Compliance With Security
Policies (U)

(U/ 408863 The Director, DCAA, did net agree with certain parts of the finding,
specifically, that FD did not comply with any DoD directives, policies, and guidelines for
safeguarding and protecting classified information and that FD policies and procedures
that incorporate the DoD guidance was available for review. The Director also did not
agree that classification reviews of documents containing information extracted from
other classified documents is required, stating that FD personnel are derivative

classifiers and follow DoD Manual 5200.01, volume 1. The Director also did not agree

that D offcals it not
e —
the Director did not agree with the conclusion CRCIEGEGEEEEEE

B ot that the report provided no evidence, no recommendation,

and no examples in the report that FD

B [iovcver, the Director added that based on the audit, DCAA is aware of the
areas where improvement is required. Also, the Director added that some
modifications to the wording in the report would resolve DCAA concerns with the

finding.

(U) The Director agreed that DCAA does not have co-utilization agreements at all
locations. She stated that DCAA has a current co-utilization agreement for the Regional
Office an The
Director noted, however, that in April 2016 DCAA submitted

The Director also stated that FD does not have detailed information on security

d Dol OIG: (b) (THE)

incidents. As a result, in January 2016 FD developed and implemented a standard
operating procedure for reporting, tracking, and investigating FD security incidents.
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DODIG 17-092 | 17



UNCLASSIFIED// /-FOR-OFttetAE-HSE-ONEY

The Director agreed that net all corrective actions were addressed from the May 2012
Staff Assistance Visit conducted by DoD SAPCO.

Our Response (U)

(U//#e8e) Our findings and conclusions were based on observations made and
analysis conducted throughout the audit. Our finding that FD did not comply with DoD
security guidance was based on multiple instances of non-compliance. For example, the
Director agreed that the FD lacked co-utilization agreements and detailed information
on security incidents. Before the audit began (November 5, 2015), we requested copies
of DCAA's internal guidance, such as security policies and standard operating
procedures to determine whether these aligned with DoD guidance. Our review of
DCAA’s guidance showed that it had not been updated when DoD security guidance was
revised on June 18, 2015.

(U) We do not agree with the Director’s position that classification reviews are not
necessary when documents contain information extracted from other classified
documents. Specifically, FD personncl were not following DoD Manual 5200.01,
volume 1, which requires derivative classifiers to analyze the material they are
classifying against the security classification guide or contact the originator of the
source document if the source document is not sufficient to make a classification
determination. As stated in the report, FD officials acknowledged that they did not
always receive security classification guides. In addition, source documents do not

always provide sufficient guidance related to the compilation of information.

(/#9883 Our conclusion that the o

B s based on the examples cited in the report is
defined by DoD Manual 5205.07, volume 1, as

B o cxample, as stated in this report, allowing FD staff kel

Management Comments on Adequacy of Protecting Classified
Information (U)

(U) The Security Director, DoD SAPCO, responding for the Under Secretary of Defense
for Acquisition, Technology, and Logistics Special Access Program Central Office stated
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that in over four years of working with DCAA FD he has never received a clear answer
on what SAP information is required for each type of audit FD conducts. The Security
Director added that this is important in identifying who needs access to SAP programs,
where they need to access SAP data, and if any SAP data is required for processing or
retaining at FD facilities.

Our Response (U)

(U) We agree with the Security Director, DoD SAPCO, and made recommendations to

address his concerns (see Recommendation A.3.h).

(U) Recommendations, Management Comments, and
Our Response

(U) Revised Recommendation

(U) As a result of comments from the Under Secretary of Defense for Acquisition,
Technology, and Logistics Special Access Program Central Office, we revised draft
Recommendation A.1.b, to include the results of the risk assessment to satisfy
Recommendation A.1.a.

(U) Recommendation A.1

(U//#686) We recommend that the Under Secretary of Defense for Acquisition,
Technology, and Logistics Special Access Program Central Office:

a. (U/Ae¥6) Conduct arisk assessment on the all missing Defense
Contract Audit Agency security incident information.

Under Secretary of Defense for Acquisition, Technology, and Logistics
Special Access Program Central Office Management Comments (U)

(U) The Security Director, DoD SAPCO, responding for the Under Secretary of Defense
for Acquisition, Technology, and Logistics Special Access Program Central Office, agreed
with the recommendation. The Security Director instructed the Chief of Security
Oversight and Compliance Branch to conduct a risk assessment of all missing FD
security incident information and provide a preliminary report within 90 days,
provided DoD SAPCO receives support from DCAA to conduct the risk assessment.

UNCLASSIFIED/ /-FOR-OFFEHAL-USE-ONEY-
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Our Response (U)

(U) The Security Directer, DoD SAPCO, addressed all specifics of the recommendation;
therefore, the recommendation is resolved. We will close the recommendation once we

receive and review the results of the risk assessment.

b. (U) Upon completion of Recommendation A.1.a (above), work with
the Defense Contract Audit Agency Security Officer to prioritize
security vulnerabilities for remediation and establish timelines for

completion.

ary uisition hnolo st
(U/ /#6484 The Security Director, DoD SAPCO, responding for the Under Secretary of
Defense for Acquisition, Technology, and Logistics Special Access Program Central

Office, agreed with the original recommendation. The Security Director stated that only

I /o the Security Director stated that he has waited

more than two years for FD to provide the requirements for SAP facilities and
information technology systems and has not received any information. Therefore, the
Security Director has instructed both FD and its customers to use existing customer SAP
facilities and not bring SAP information into unapproved facilities. The Security
Director stated that during the risk assessment DoD SAPCO will identify any

information that has been brought into non-accredited facilities.

(U/A=e8e) The Security Director, DoD SAPCO, partially addressed the

recommendation; therefore, the recommendation is unresolved. The action initiated by

the Security Director only addresses N
I T rcsponse does not prioritize

the other security vulnerabilities, such as co-utilization agreements, security
classification reviews, security incident reporting, SAP accesses, document
accountability discussed in the report, or establish timelines for DCAA’s completion.
Therefore, we request that the Under Secretary of Defense for Acquisition, Technology,
and Logistics Special Access Program Central Office prioritize all sccurity vulnerabilities
for remediation and establish timelines for completion. We will close the
recommendation after we verify that security vulnerabilities have been prioritized for
remediation and actions have been completed to correct the security vulnerabilities.
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Recommendation A.2 (U)
(U) We recommend that the Director, Defense Contract Audit Agency:

a. (U) Review and evaluate the leadership and performance of the
Regional Director of Field Detachment, and report on what if any
management action has been taken.

b. (U) Designate Field Detachment security duties to a qualified
security official.

¢. (U) In coordination with the Defense Contract Audit Agency
Security Officer develop and implement a formalized program
access request process to initiate, approve, debrief, and maintain
personnel accesses.

d. (U) Authorize property accountability officials to update property
accountability files.

e. (U) Dispose of damaged and excess equipment.

f. (U/APOUS] Initiate corrective action to the 2012 Under Secretary of
Defense for Acquisition, Technology, and Logistics Special Access
Program Central Office Staff Assistance Visit report.

C

The Director, DCAA agreed, stating that: (U)

e (U) the FD Regional Director was reassigned in November 2016,

e (U) all security functions were centralized under the agency Security Officer
effective January 1, 2016,

e (U) beginning February 1, 2017, DCAA implemented a formalized PAR process,
including a new PAR form and standard operating procedure that will be issued
by June 2017,

e (U)all FD trained and certified property custodians are now authorized to
access accountability files and property systems, and all FD property custodians
received property management training in May 2016,

e (U)during FY 2016 and 2017 every FD FAO had removed all damaged and
excess property in accordance with DCAA Instruction 5000.17, and
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e (U)inFebruary 2017, DCAA established a team dedicated to addressing the
audit and security requirements for FD. When this team completes its work in
December 2017, audit and security policies and procedures will be established
to ensure compliance with DeD directives, policies, and guidelines fer
safeguardingand protecting classified informatien.

(U) In addition, the Director stated that DCAA requested another face-to-face meeting
with the audit team to receive clarification on the findings and that meeting never

occurred.

Our Response (U)

(U/ /#6863 The Director, DCAA, addressed all specifics of the recommendations;
therefore, Recommendations A.2.a, A.2.b, and A.2.d are closed and A.2.c, A.2.e,and A.2.f
are resolved. We will close Recommendation A.2.c when we review and verify that
DCAA has developed and implemented a formalized PAR process, including a new
standard operating procedure, and updated PAR form; Recommendation A.2.e, when we
receive a listing of all damaged and excess property that had been turned in and
destruction records; and Recommendation A.2.f, when we receive a listing of all new or
revised audit and security policies issued and the corrective actions completed
addressing the 2012 DoD SAPCO Staff Assistance Visit Report.

(U) In addition, we do not agree with the Director’s position that a meeting on
clarification ef the findings never occurred. We met with the FD Regional Director and
her staff on April 20, 2016, and September 20, 2016, the Director, DCAA, on April 22,
2016, and the Deputy Director, DCAA, on December 14, 2016, to provide clarification on
the findings.

(U) Recommendation A.3

(U) We recommend that the Defense Contract Audit Agency Security Officer:

a. (U//Fe¥6] Identify and complete all required co-utilization
agreements for the Defense Contract Audit Agency Field
Detachment.

b. (U//#8U&) Update internal guidance to require classification
reviews from the customer program security officer for audit work
derived from classified information.
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(U/ 40883 Develop and implement an incident response plan,
including updated policies and procedures, for reporting, tracking,
and investigating Field Detachment security incidents.

1. (U) Restrict non-security employee access to incident logs.

(U) Update the SF 700s with the required information and limit

access to the special access programs [EESCKCHEEEEG
_ to those who are approved for access.

(U) Implement the use of authorized access lists and visitor logs in
Dcfense Contract Audit Agency Field Detachment computer server
rooms.

(U) Appoint its general special access program security officers in
writing.

(U/ 8889 Complete special access program facility accreditation
documentation for the Defense Contract Audit Agency Field
Detachment locations.

(U//4888) Work with the Under Secretary of Defense for
Acquisition, Technology, and Logistics Special Access Program
Central Office to identify all Field Detachment personnel special
access program accesses.

(U) In coordination with the Under Secretary of Defense for
Acquisition, Technology, and Logistics Special Access Program
Central Office, develop and implement a formalized automated
process to request, initiate, approve, debrief, and maintain
personnel special access program accesses.

1. (U) Debrief all personnel that do not have a valid need-to-
know, are not clearly and materially contributing to the
oversight of the special access program, and no longer
require access to the information.

2. (U) Develop and maintain a special access program master
list, and provide site specific access lists to the Field
Detachment security managers.
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3. (U) Require security managers to destroy the old document
when they receive an updated list.

4. (U) Inform the Under Secretary of Defense for Acquisition,
Technology, and Logistics Special Access Program Central

Office of all updates to DoD accesses.

(U) Update, complete, sign, and disseminate security policies and
procedures.

(U) Develop a separate automated accountability systems for Top
Secret collateral and special access program material. The
accountability system must be standardized and include the
minimum required information found in the DoD Manual 5200.01,
volume 1, “DoD Information Security Program, Overview,
Classification, and Declassification,” February 24, 2012.

(U) Work with the Under Secretary of Defense for Acquisition,
Technology, and Logistics Special Access Program Central Office to
identify and grant access to the Top Secret Control Officers,
alternate Top Secret Control Officers, and the designated
disinterested persons responsible for the accountability system.

. (U) Require all Defense Contract Audit Agency personnel
performing audits of classified and special access program
contracts receive mandated training and track all training.

. (U//#6888J Initiate corrective action based on the Under Secretary
of Defense for Acquisition, Technology, and Logistics Special Access
Program Central Office risk assessment.

Defense Contract Audit Agency Comments (U)

(U) The Director, DCAA, responding for the DCAA Security Officer, agreed with
Recommendations A.3.a,A.3.c, A,3.c.1,A.3.d, A.3.e,A3.f, A3.g, A.3.h, A3 A3.il,A3.i2,
A3.i3,A3,j,A3k A3l A3.m,and A.3.n. The Director cited a number of specific actions
that had been initiated in response to these recommendations. For the full text of the

Director’s comments, see the Management Comments section of this report. The

Director, DCAA, requested that the audit team provide clarification on the finding as it
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relates to physical security and the protection of classified material currently located
within a SCIF (Recommendation A.3.g).

(U) The Director partially agreed with Recommendations A.3.b and A.3.i.4. Specifically,
the Director did not agree that classification reviews of documents containing
information extracted from other classified documents was required. The Director
stated that FD personnel are derivative classifiers and not original classifiers and the FD
supervisors validate that documents are appropriately classified by using the source
document, consulting with the originator of the document, or consulting with the
agency security office. If a document is not appropriately portion marked, the
supervisors will direct FD personnel to coordinate with the customer Program Security
Office. The Director, DCAA, did not agree that FD should provide DoD SAPCO with

information el and requested further clarification from the
audit team on the policy requirements for providing R to the DoD
SAPCO.

Our Response (U)

(U) The Director, DCAA, addressed all specifics for Recommendations A.3.a, A.3.c,
A3.c1,A3d,A3e A3f A3.i,A3i1,A3.i2 A3.i3 A.3,j,A3k A3l A3.m,and A3.n;
therefore, these recommendations are resolved. We will close the recommendations
when DCAA provides:

o (U/ME8H88s verification that all co-utilization agreements have been approved,

o (U/M8H¥84 copies of security incident standard operating procedures, security
incident forms, and training certificates,

e (U/M=8H83 results of the Security Office’s review of Standard Form 700s,
o (U/HEGH63 copies of all general SAP security officer appointment letters,

o (U/Me88] copies of the access roster and a sample visitor log for FD computer

server rooms,

e (U//#0H64 verification that the Security Information Management System will
be used to maintain a log of SAP accesses,

e (U/AM@H84 confirmation of total personnel debriefed from SAPs and copies of

destruction certificates for outdated access rosters,
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o (U//e#8) copies of all updated security policies and procedures,

e (U/M8H84 notification that Security Information Management System has been
fully deployed and is the system of record for maintaining accountability logs for
Top Secret collateral and SAP materials,

o (U/Me86] alisting of all primary and alternate Top Secret Document Control
Officers and copies of rosters or training certificates completed for mandatory

annual and refresher security training, and

o (U/ /#0488 results of the risk assessment performed with the DoD SAPCO and

corrective actions completed from that assessment.

(U//#¥83 The Director, DCAA, did not address all specifics for Recommendations
A.3.b, A3.g, A3.h, and A.3.i.4; therefore, the recommendations are unresolved.
Regarding Recommendation A.3.b, we disagree with the Director’s position that
classification reviews are not required and that FD supervisors are validating that
documents are appropriately marked. During our site visits, FD personnel stated that
instead of requesting a classification review from the customer program security
officers, FD conducted the review. DoD Manuel 5200.01, volume 1, requires derivative
classifiers to analyze the material they are classifying against instruction provided in a
security classification guide or contact the originator of the source document if the
source document is not sufficient. Relying solely on the classification of the source
documents does not always take into account compilation of information. Therefore,
the DCAA Security Officer should provide comments to the final report addressing
actions she will take to ensure classification reviews are conducted by the respective
program security office. We will close the recommendation after we review and verify
that DCAA classification procedures include coordination with the appropriate program

security office.

(U/ Hs8H8q Although the Director agreed with Recommendation A.3.g, she did not
address the specifics of the recommendation. The DCAA Security Officer should ensure
that SAP audits are performed in SAP accredited facilities. Performing SAP audits in

SAP accredited facilities will address our observations

e — T
observed that FD branch offices were accredited i

A hrcfore, we request that

the DCAA Security Officer provide comments to the final report addressing actions she
UNCLASSIFIED/ /fFOR-BFFEIAE-BSE-ONEY
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has taken or will take to obtain SAP accreditation for the DCAA FD offices. We will close
the recommendation after we receive and review the updated SAP facility accreditation

documentation for all FD locations.

(U/M=e8e3 The Director partially agreed with Recommendation A.3.h. However, we do
notagree that the BPIT team has identified all FD personnel SAP accesses (including
). Our conclusion that the BPIT did not identify all FD accesses was
based on specific examples cited in the report. For example, the Director stated that the
BPIT team used the Joint Access Database Environment to identify accesses by person;
however, the database does not account for the Rl VVithout

knowledge of both
I 1 hercfore, the DCAA Security Officer should

provide comments to the final report addressing actions she will take to identify all

ERECEEE - il close the recommendation once we verify that the
Security Officer has identified the SAP accesses of all DCAA staff.

(U/ #8889 The Director, DCAA, did not address all specifics for Recommendation
A.3.i.4; therefore the recommendation is unresolved. FD should provide DoD SAPCO
with the unclassified program identifiers for all IS that reside in DoD
facilities and the FD personnel briefed to those programs. As the Cognizant Authority
for DCAA, the DoD SAPCO has responsibility for providing security oversight, facility
accreditation, and support functions regarding DCAA SAP efforts. That information is
also required for FD to obtain co-utilization agrecements for FD sites. If DCAA chooses to
not provide the information to the DoD SAPCO and stores information IOl
B SRS it vvould prevent DCAA from obtaining approval of the co-
utilization agreements. Therefore, the DCAA Security Officer should provide comments
to the final report addressing the procedures she will implement to inform the DoD

for DCAA staff. We will close the

recommendation when we review, and verify, that the DoD SAPCO has been informed of

the SIS of DCAA staff

SAPCO on a recurring basis of all gatatidi]
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Finding B

Finding B (U)

FD Did Not Effectively Use Personnel and Facilities to .
Support SAP Contract Audits (U)

(U) DCAA leadership did not effectively use FD personnel and facilities to support
classified and SAP contract audits. This occurred because:

o (U) DCAA leadership placed a priority on non-SAP contract audits;

» (U) FD leadership did not have a process for identifying SAPs to perform
audit planning and oversight of classified and SAP contracts; and

» (U) FD did not identify a classified automated information system for
conducting classified and SAP audit assignments and reports.

(003 s aresut.

Management of Field Detachment Personnel and
Facilities to Support Classified and SAP Audits (U)

(U/ A6 DCAA leadership was not effectively using FD personnel and facilities to
support classified and SAP contract audits. According to DoD Directive 5205.07, the FD
will maintain a sufficient group of personnel who are responsible for conducting audits
of SAP contracts. However, a majority of FD cleared personnel and secure facilities

were not being used to support classified and SAP contract audits. 27

(U/ 50883 FAO branch managers, supervisors, and personnel stated that unclassified
incurred cost audits and demand work makes up at of FDs

27 -~
{U) For the purposes of this report, FD and DCAA personne! with Top Secret and sensitive compartmented
information access are called “cleared,” and staff without those accesses are called “Uncleared.”
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assignments. 28 We observed cleared FD personnel only working on unclassified
assignments (including unclassified disclesure statement audits, direct cost and
proposal audit). In some instances FD personnel have not worked on classified or SAP
assignments in over three years. In addition, we also observed that FD personnel at the
branch offices and regional office are on regular telework schedules. Therefore, FD
personnel cannot work on classified and SAP contract assignments while teleworking.
Specifically, FD personnel we interviewed are allowed to telework from one to four days
per week. DCAA needs to identify and include FD mission requirement for conducting
audits of classified and SAP centracts into the annual planning process and reassess the
use of regular telework schedules to ensure adequate personnel are available to audit
classified and SAP contracts.

oD OIG: (b) (7)(E)

(U/A=eia) As discussed in Finding A, we also identified

— Requiring personnel to review the DD Form 254, “DoD Contract
Security Classification,” will alert the uncleared auditor that the contract involves

classified information

B >’ Reviewing the DD Form 254 is also a mechanism to verify FD is aware of
and conducting oversight of classified and SAP efforts in accordance with its mission
and DoD guidance. DCAA must require personnel to review the DD Form 254 as part of

28 {U) Demand work includes customer requested assignments; proposal audits; forward pricing rates; terminations; claims;
and other time-sensitive requests.

**{U) The DaD Form 254 identiftes the level of classification the contractor will require in performing the contract.
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the audit program plan before performing a review, and notify FD if the effort is

classified.

l

(U/ 40863 We identified SCIFs maintained by FAOs that were unoccupied at the same
time cleared personnel were permanently working in unclassified facilities (known as
“tank space”). For example, the i branch manager decided to permanently
locate cleared staff in an unclassified facility because the staff did not always work on
classified or SAP audits. According to the branch manager, the unoccupied SCIFs are
used when a cleared person needed to work on classified information. We reviewed the
SF700s and determined that the SCIF spaces were rarely opened and cleared personnel
only entered the SCIFs to log into their global wide area network accounts to keep the
accounts active. As result, FD SCIFs are not being used for their intended purpose and
FD personnel cleared to Top Secret//Sensitive Compartmented Information are
working primarily in unclassified facilities, on unclassified projects.

(U/ 8864 As part of its duties, the BPIT identified SCIFs to close. We commend the
BPIT for the proactive steps taken in this instance. However, the process the BPIT used
to identify unused SCIFs was not based on established criteria, such as workload or
cleared personnel. Therefore, FD should conduct an assessment of all FD facilities
based on specific criteria to determine whether the facilities are being used for their
intended purpose.

Non-SAP Audit Priorities (U)

(U/ MaeHe9 DCAA leadership was not effectively using FD personnel and facilities to
supportclassified and SAP contractaudits because DCAA leadership placed a priority
on conducting non-SAP contract audits. For example, the DCAA FY 2015 and FY 2016
annual planning guidance set the DCAA’s focus on reducing the backlog of incurred cost
audits because those audits require the greatest amount of resources. The planning
guidance stated that incurred cost audits are the DCAA’s highest overall priority
workload. The planning guidance did not identify FD classified and SAP audit efforts.
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FD Oversight (U
(U/ M4 FD leadership did not have a process for identifying SAPs. Specifically, FD

leadership did not coordinate and plan for performing and overseeing audits of

classified and SAP contracts.

Coordination and Planning of Classified Contracts (U)

(U/ #8884 FD leadership did not adequately coordinate and plan for identifying and
performing oversight of classified and SAP contracts. FD identifies SAP contracts when
a customer requests audit services, such as signing vouchers. Without notification from
the customer, FD is not aware that the classified and SAP efforts exists. However, FD
should not rely on voucher reviews or customer notification because FD personnel are
aware of customers who have not been forthcoming. For example, FD personnel are
aware of customer vouchers that are reviewed directly by the contracting officer and
not reviewed and processed by FD. Branch Office personnel are aware of a
large SAP contract that was not part of the DCAA annual plan.

(U//AFe#64 In addition, FD personnel have also identified SAPs during mandatory
annual audit requirement [MAAR] 6 reviews that are not part of the DCAA annual plan.
The FD Regional Director stated that she cannot guarantee that FD had identified all
classified and SAP contracts. Instead, FD leadership relies on the customer to notify and
identify classified and SAP contracts to conduct oversight. FD cannot perform audit
oversight of potentially high risk contracts without knowledge of all SAP contracts. FD
needs to establish a process with customers for coordinating and planning all classified
and SAP efforts on at least an annual basis or more often if needed. This information
should be used by FD leadership to plan audit oversight efforts for classified and SAP

projects.

Access to SAP Programs (U)

(U/ /#8884 FD leadership and branch managers did not request access to the SAPs for
which they are responsible for conducting audit planning and oversight. The FD
Regional Director stated that she and FD leadership did not have the SAP accesses
necessary to identify SAP efforts. However, it is FD leadership’s responsibility to
coordinate with the customers, identify the SAP, and contact the DoD SAPCO for access.
Therefore, without access, FD cannot conduct classified discussions and review
customer data to conduct audit planning and oversight. In addition, FD is not providing
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adequate supervision and oversight of SAP audit assignments in accordance with
Government Auditing Standards.30 Government Auditing Standards state that
supervisors must review the audit work performed. We determined that at the
[ Branch office and other FAOs only one person was bricfed and working on a SAP
and the direct supervisor or the branch manager did not have access to the SAP to
provide supervision and oversight. FD needs a designate a group of FD leadership and
branch managers and coordinate with DoD SAPCO, to receive access to SAPs to conduct
planning and oversight of SAPs.

Classified Automated Information System (U)

(U/ e84 FD did not maintain a classified automated information system for
conducting classified audit assignments and reports.

(U/ 405613 FD used K until 2014 to conduct work on all unclassified, classified, and
SAP audits. In August 2014, officials at the National Reconnaissance Office, the system
authorizer, found thatm no longer complied with the terms and conditions of its
system authorization. Specifically,Mwas only authorized to process sensitive
compartmented information in the National Reconnaissance Office. However, FD was
processing unclassified, classified, and SAP information from multiple customers on
R Accordingly, the National Reconnaissance Office terminated Jigiyg As of
January 2017 FD leadership had not identified a replacement classified automated
information system for conducting classified audit assignments and reports. As a result,
FAOs have reduced the number of classified audit reports and have withdrawn requests
for classified assignments.

(U/ /#e88) The FAOs have reduced the number of classified audit reports issued since
the termination of fiiysg According to FD supervisors, they have withdrawn requests
for classified assignments because the lack of a classified automated information system
would require that the work be done manually and maintained in hardcopy format. In
addition, FD personnel attributed the reduction in the number of classified documents
the FAOs received to the lack of a classified automated capability. When W was
operational, FD personnel could receive classified data electronically. However, FD

personnel must now print all classified documents from the customer and contractor

* |U} GAD-12-331G, “Government Auditing Standards”, 2011 Revision, section 6.54.
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Finding B

facilities. FD personnel stated that printing documents increased audit wait times and

they do not have the space to store the documents. Consequently, FD personnel are

(U/ H=a4a4 According to FD personnel,

(U/ MEe8e3 FD has responsibility for the overall planning, management, and execution
of DCAA contract audits of classified programs and SAPs. FD is not effectively using
cleared FD personnel and facilities to audit classified system and SAP contracts. FD
cannot provide adequate oversight of contractor financial and accounting records which
leaves DoD vulnerable to inaccuracies in financial statements and reporting. As a result,

DoD OIG: (b) (7)(E)

1]

Management Comments on the Use of FD Personnel and
Facilities to Support Classified and SAP Contract Audits (U)

(U/ /e84y The Director, DCAA, did not agree with the finding, stating that the report
did not identify any security or audit concerns that substantiate the finding. The
Director also did not agree that DCAA leadership did not effectively use FD personnel
and facilities to support classified and SAP contract audits. The Director stated that
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findimg B

DCAA leadership does not place priority on non-SAP contract audits and that all
contractor work must be audited to provide the necessary audit advice on classified
contracts. She also stated that classified contracts are prioritized the same as non-
classified contracts. The Director stated that the DCAA’s planning guidance does not
separately identify classified work as a top priority; rather the DCAA's top priorities are
applied to FD’s audit work. In addition she stated that the DCAA leadership does have a
process for identifying SAPs and cited Federal Acquisition Regulation (FAR) Part 4,
“Administrative Matters,” Subpart 4.2, “Contract Distribution,” which requires
contracting officers to notify DCAA of contract awards. Other methods of identifying
SAP work cited by the Director included notification by the contractor, Financial Liaison
Advisors, submission of contactor vouchers, contractor incurred cost proposals,
customer meetings, mandatory annual audit requirement s [MAAR], and the annual SAP

report to Congress.

(U/ #8863 The Director stated that the system FD used to conduct classified audits was
shut down in August 2014, at the direction of the National Reconnaissance Office.
According to the Director, FD currently relies classified
systems and was in the process of obtaining access to additional systems at all
appropriate locations. The Director did not agree that a majority of FD cleared
personnel and security facilities were not being used to support classified and SAP
contract audits. She noted that all contractor work must be audited to provide the
necessary audit advice on a classified contract and that it may be more efficient for a
cleared auditor to perform the complete audit based on the type of audit and the steps
required. The Director did not agree that FD is not providing adequate supervision and
oversight of SAP audit assignments in accordance with Government Auditing Standards.
The Director stated that there are cases where an employee’s immediate supervisor or
branch manager does not have access to the SAP to provide supervision and oversight
due to several factors such as limited available security billets, sensitivity of programs,
or audit efficiency. However, in those cases, the Director stated the audit work was
supervised by a different person who has the proper accesses. According to the
Director, if supervisors do not have the proper accesses for adequate supervision, the

supervisor disengages.

Our Response (U)

(U/ A<8889 Our findings and conclusions were based on observations made and

analysis conducted throughout the audit. During our site visits we were repeatedly
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informed by FD personnel that the DACC's highest priority was unclassified incurred
cost audits. In addition, the DCAA FY 2015 and 2016 annual planning guidance focused
on reducing the backlog of incurred cost audits because those audits require the
greatest amount of resources. In addition FAR Part 4 only requires DCAA be notified of
contract distribution, not whether the contract contains any classified or SAP elements.
Although it is important to reduce backlogs of audits, doing so should not increase the

risk of not conducting audits of the DoD’s sensitive programs.

(U/ /#8883 Our finding that FD did not identify a classified automated information
system for conducting classified and SAP audil assignments was based on
documentation and discussions with the FD Regional Director. As of May 2017, FD
leadership still had not identified a replacement system for conducting classified audit
assignments and reports since the August 2012 termination ofm In addition, FD

nersonnel notified us that they were

(U/ /#0869 We disagree that FD is providing adequate supervision. For example, we
note in the report an instance where only one auditor in FD had access to a SAP. The
auditor’s supervisor or branch manager or another supervisor did not have access for
any of the reasons the Director cited (limited available security billets, sensitivity of
programs, or audit efficiency). It is not clear how the audit is being adequately

supervised in accordance with generally accepted government auditing standards.
R ndations

Recommendation B.1 (U)

(U) We recommend that the Director, Defense Contract Audit Agency:

a. (U) Ensure special access program contract audits are included in
Defense Contract Audit Agency annual planning guidance.

(U) The Director, DCAA, agreed stating that the DCAA's yearly staff allocation and future
plan guidance addresses all of its unclassified and classified workload. DCAA’s guidance
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Finding B

does not separately identify classified work as a top planning priority. Rather, it
identifies types of audits that are prioritized, which FD uses to plan the audits for
contractors under its cognizance and to coordinate completion of the direct cost audits
of classified and SAP contracts with the cognizant Regional FAQ. The Director stated
that it was not in DCAA’s control to know all of the classified contracts issued. She
stated that it is the Contracting Officer’s responsibility to notify DCAA when a classified
contract is issued; however, FD personnel have many processes to identify SAP work.

Our Response (U)

(U) The Director, DCAA, did not address all specifics of the recommendation; therefore,
the recommendation is unresolved. According to the DCAA audit plan the highest
priority is placed on conducting non-SAP contract audits. The DCAA FY 2015 and FY
2016 annual planning guidance set DCAA’s focus on reducing the backlog of incurred
cost audits because those audits required the greatest amount of resources. This was
reflected in the type of audit work FD personnel predominately conducted. In addition,
during our site visits we were repeatedly informed by FD personnel that the agency’s
highest priority and workload was incurred cost audits. This included audits that were
not part of FD’s normal work load. FD needs to focus on classified and SAP work in
accordance with DoD Directive 5205.07. Therefore, the Director should provide
comments to the final report describing the percentage of FD’s classified and SAP
workload and how DCAA plans to meet the intent of the DoD Directive 5205.07. We will
close the recommendation after we verify that DCAA fully addressed the
recommendation.

b. (U) Notify all DCAA employees that the Field Detachment is
responsible for performing all audit assignments involving
classified and special access program contracts.

Defense Contract Audit Agency Comments (U)

(U/ /#0843 The Director, DCAA, disagreed stating that the report implies that cleared
people must perform all audits that may impact classified and SAP contracts. She stated
FD is responsible for performing the parts of the audit assignment involving access to
classified information. Also, uncleared auditors are aware that FD is the organization
that must be contacted if clearances are required to appropriately complete an audit
step or perform an audit. The Director stated that FD leadership will brief all DCAA
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management on FD’s mission and responsibilities in the June and July 2017 Agency

supervisory workshops.

(U/ A8 The Director, DCAA, did not address all specifics of the recommendation;
therefore, the recemmendation is unresolved. We disagree that DCAA personnel are

aware that the FD is responsible for performing classified and SAP audits. Fer example,

FD stafcold s tha
1 ! 5 crivical that
FD staff also perform audits that impact classified contracts.

—. Therefore, the Director should provide comments to the final report

and describe what actions will be taken to R
—. We will close the recommendation after we

review, and verify, procedures implemented by DCAA to notify staff of the mission and

responsibilities of FD and verify that cleared FD staff are performing audits that impact

classified contracts.

c. (U) Establish an agency wide process requiring auditors to review
the DD Form 254, “DoD Contract Security Classification
Specification,” as part of the program audit plan before performing
areview of the contract.

(U} The Director, DCAA, partially agreed. The Director did not agree that the existence
ofa DD Form 254 automatically means a cleared auditor is required to perform the
audit. The Director agreed that the DD Form 254 indicates potential contracts that
require further review by cleared personnel, but that all auditors are aware that FD is
the organization that will perform audit work that requires clearances and that this
would be a topic during DCAA ‘s supervisory workshops.

(U//#88e) The Director, DCAA, did not address all specifics of the recommendation;

therefore, the recommendation is unresolved. We agree that the existence of a DD 254
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Finding B

does not by itself mean a cleared auditor is required to perform the audit. However,
reviewing the DD 254 as part of the audit plan will alert the uncleared auditor that the
contract involves classified information i nccEEEEEEE

B - Director, DCAA should provide comments to the final report
addressing actions she will take to require auditors to review the DD Form 254 for

potential classified or SAP contracts. We will close the recommendation after we
review and verify the procedures implemented to notify auditors of the need to review

DD Form 254s for potential classified audit work.

d. (U) Based on the results of recornmendation B.1.c (above) notify
the Field Detachment of all classified, sensitive compartmented
information, and special access program related efforts.

Defense Contract Audit Agency Comments (U)
(U) The Director, DCAA, agreed, stating that DCAA will prepare training for all

supervisory auditors on what to do when classified contracts are identified during an
audit. This training will be given during a supervisory auditor workshop in June and
July 2017.

(U) The Director, DCAA, addressed all specifics of the reccommendation; therefore, the
recommendation is resolved. We will close the recommendation once we review and
verify that the training addresses the requirement to notify FD of all classified and SAP
efforts and verify that the training was completed.

(U) Recommendation B.2

(U) We recommend that the Field Detachment Regional Director for Defense
Contract Audit Agency:

a. (U)Perform an annual assessment of Field Detachment staffing and
facility requirements for audit oversight of classified and special
access programs operations based on established criteria.

1. (U) The criteria must include the volume of classified and
special access programs workload at each site; the number
of cleared personnel; and future audit requirements.
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2. (U) The group should include involvement from Defense
Contract Audit Agency Security Division and staff of
equivalent responsibilities and authority.

3. (U) Identify and grant access to those Field Detachment
employees designated to perform audits of classified and
special access programs.

(U) The Director, DCAA, responding for the FD Regional Director, agreed, stating that FD
has always performed an annual assessment of staffing and facility requirements to
adequately perform its mission. The Director added that FD recently established a
program access response team, which includes the Agency Security Division, to address
future facility requirements and sensitive compartmented information/SAP needs for
auditors. The team is expected to complete its review by December 2017.

ur

(U) The Director, DCAA, addressed all specifics of the recommendations; therefore, the
recommendations are resolved. We will close Recommendation B.2.a, B.2.a.1, B.2.a.2,
and B.2.a.3, when we receive the results of the program access review team and verify
that the FD facility requirements meet the sensitive/SAP needs of the audit staff.

b. (U) Establish and implement a process for annual planning and
coordination with customer program security officers and Field
Detachmentsupervisors to identify classified and special access
programs.

n

(U) The Director, DCAA, responding for the FD Regional Director, partially agreed,
stating that it was part of FDs planning process to identify and audit contractor
processes and claimed costs impacting classified contracts. FD has a process for
identifying SAP contracts, employing many techniques to identify classified workload.
The Director stated that having to coordinate with every customer program security
officer would place an undue burden on DCAA since it supports hundreds of programs.
According to the Director, FD leadership has placed emphasis on meeting the
customers' needs in many ways. For example, FD has established six customer-centric
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audit teams to address the audit needs of the command expediently. FD leadership has
assigned Financial Liaison Advisors at many of the commands with classified work.
Those Advisors expedite the communication and planning between the program office
and the auditors. The Director added that DCAA will coordinate with the DoD SAPCO to
explore the possibility of coordinating with individual SAPCOs of major DoD
components to assist in identifying contracts. However, she stated that ultimately it is
the contracting officer's responsibility to notify DCAA of contract awards as stated in
the Federal Acquisition Regulation.

Our Response (U)

(U) Although the Director, DCAA, only partially agreed, the comments addressed all
specifics of the recommendation; therefore, the recommendation is resolved. We will
close the recommendation when we review and verify the results of DCAA’s
coordination with the DoD SAPCO regarding identifying classified and SAP contracts
with the individual SAP security offices.

1. (U) Work with Defense Contract Audit Agency Security
Officer and the Under Secretary of Defense for Acquisition,
Technology, and Logistics Special Access Program Central
Office, to designate a group of Field Detachment leadership
and branch managers, to receive access to special access
programs to conduct planning and oversight.

Defense Contract Audit Agency Comments (U)

(U/ /%0483 The Director, DCAA, responding for the FD Regional Director, disagreed,
stating that designating a group of FD and branch managers to receive access to SAPs to
conductplanning and oversightis contrary to direction of the DoD SAPCO and the
National Reconnaissance Office, Director, Office of Security and Counterintelligence, to
limit accesses and secure facilities.

(U/ 48889 Comments from the Director did not address all specifics of the
recommendation; therefore, the recommendation is unresolved. DCAA leadership
cannot adequately plan for oversight if it does not have access to the SAPs. We are not
recommending that all FD personnel be provided access to SAPs to conduct planning;
however, the FD leadership team, the Director, DCAA, and Deputy Director, DCAA

UNCLASSIFIED/ / FOR-OERIGHE-USE-ONEY
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Finding B

should have access to facilitate adequate planning. Designating a group to receive
access is not contrary to direction received from the DoD SAPCO. Therefore, the FD
Regional Director should provide comments to the final report addressing what actions
will be taken to designate a select group to receive access to SAPs to conduct planning
and oversight. We will close the recommendation after we verify that designated

individuals have received accesses to SAPs for the purposes of planning and oversight.

2. (U) Conduct annual planning to identify Field Detachment
audit oversight efforts for classified and special access
program projects.

y
(U) The Director, DCAA, responding for the FD Regional Director, partially agreed,
stating that the comments provided to Recommendation B.2.b., in which she stated that
the DCAA will coordinate with the DoD SAPCO to explore the possibility of coordinating
with individual SAP security offices of major DoD components to assist in identifying
contracts, applicable to this recommendation.

Our Response (U)

(U) Although the Director, DCAA, only partially agreed, her comments addressed all
specifics of the recommendation; therefore, the recommendation is resolved. We will
close the recommendation when we receive and verify the results of DCAA’s
coordination with the DoD SAPCO regarding the identification of classified and SAP
contracts with the individual SAP security offices.

3. (U) Reassess the use of regular telework schedules to
ensure adequate personnel are available to audit classified
and SAP contracts.

L
'

(U/ /4#@8Q3 The Director, DCAA, responding for the FD Regional Director, did not agree.
The Director stated that she believes the recommendation stems from the audit team's
belief that all auditeffort performed at a contractor with a classified contract means
thatitis classified. Unclassified audit efforts exist even though the contract may have
some classified parts. The Director stated that DCAA employees are eligible to telework
when their positions have some duties considered portable that can be performed at

UNCLASSIFIED/ /48RO EEIGHAL-USE-ONLY-
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the alternate location and their performance and conduct meet the criteria required by
the DoD and DCAA instructions. In determining portable work, the Director stated that
the auditor and supervisor must consider the classification of the information required.
For example, information obtained from a contractor’s accounting system is often
unclassified which allows the auditor to perform analysis, sampling, and testing at

alternate locations.

Our Response (U)

(U) The Director did not address all specifics of the recommendation; therefore, the
recommendation is unresolved. We are recommending that the use of telework be
reassessed, not eliminated, based on the results of Recommendation B.2.b. The
telework schedules for the FD staff should be based on the amount of classified and SAP
audit work. The FD Regional Director should provide comments to the final report
describing what actions will be taken to adjusttelework schedules of FD staff based on
the determination of the classified and SAP workload. We will close the
recommendation after we review, and verify, the FD Regional Director’s adjusted
regular telework schedules for FD staff based on the amount of classified and SAP
workload.

4. (U) Determine annually whether classified, sensitive
compartmented information and special access programs
are receiving adequate audit oversight.

(U) The Director, DCAA, responding for the FD Regional Director, agreed and referred to
the comments provided in Recommendation B.2.b, she stated that it is part of DCAA’s
planning process to identify and audit contractor processes and claimed cost impacting
classified contracts. '

Our Response (U)

(U) The Director, DCAA, addressed all specifics of the recommendation; therefore, the
recommendation is resolved. We will close the recommendation when we review and
verify the results of DCAA’s coordination with the DoD SAPCO and individual SAPCOs to
identify classified and SAP contracts.
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¢. (U) Acquire and use a classified automated information system for
conducting classified audit assignments and reports.

(U/ /#8884 The Director, DCAA, responding for the FD Regional Director, did not agree,
stating that DCAA needs to perform a cost benefit assessment of the feasibility of this
recommendation. The Director stated that DCAA will work with the DoD SAPCO to
perform this assessment. According to the Director, the report indicates that FD
personnel are creating audit working papers on a contractor’s system, which is not
cerrect. The Director stated that DCAA does, in some cases, have direct access to

e |owever, she stated that the
information is read only R Shc added that
curtenty, PAOs are using
_. The Director stated that DCAA does not
beleve that il

(U/ 0885 The Director, DCAA, did not address all specifics of the recommendation;
therefore, the recommendation is unresolved. We disagree with the Director’s
comments. Once DCAA's use of jiggR@was terminated, DCAA relied [EEERIESIN
I i SAP audit work has required not only
read-only capability, but also the ability to perform analyses and create audit working
papers. Until DCAA obtains its own dedicated system for performing classified and SAP
audies,
B (- Director, DCAA, should provide comments to the final report
describing what actions will be taken SSRGS
I 1< il close the

recommendation after we review and verify the plan for acquiring the system.
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Appendix A (U)

X : ' e e
pe and e doloev (U
| - A‘ ¥

(U) We conducted this audit from September 2015 through March 2017 in accordance
with General Accepted Government Auditing Standards. Those standards require that
we plan and perform the audit to obtain sufficient, appropriate evidence to provide a
reasonable basis for our findings and conclusions based on our audit. We believe that
the evidence obtained provides a reasonable basis for our findings and conclusions
based on our audit objectives.

(U) We performed site visits and interviewed personnel at the following locations:

e (U) The Under Secretary of Defense for Acquisition, Technology, and
Logistics Special Access Program Central Office, Arlington, Virginia

e (U) DCAA, Fort Belvoir, Virginia,

» (U) FD Regional Office, iigys@, Virginia,

e (U) National Reconnaissance Office, Chantilly, Virginia,

()
Branch Office, R

e (U) Branch Office, Rt

e (U) Branch Office,,

e (N Branch Sub-Office, R

e (U) Branch Sub-Office, i -
* (U)FD Sub-Office,

(U) We reviewed applicable guidance, including Federal regulations, and DoD

directives, and instructions. We selected a non-statistical sample of employees at

REREHRIYR] Branch Offices and
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(U) reviewed their SAP training records. We conducted a non-statistical sample of the
safes, document tracking logs, and property inventory listing to review the property and

document accountability at the N e 2 EVL8[PoD OIG: () (N(E)

Branch offices. We also reviewed DCAA FD security standard operating procedures and
PAR records. The documentation was dated from June 1993 to December 2015.

Use of Computer-Processed Data (U)

(U) We did not use computer-processed data to perform this audit.

Prior Coverage (U)

(U) No prior coverage has been conducted on FD during the last 5 years.
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Management Comments

(U) Management Comments

UNCLASSIFIED —nRQR@RElCirinin i@ i

OFFICE OF THE SECRETARY OF DEFENSE

200 DEFENSE PENTAGER
WANHING (Y IX" 200 -¢

Apr 72017

MEMORANDUM FOR OFFICE OF DEPUTY DEFENSE INSPICTOR GENERAL FOR
INTELLIGENCTE AND SPECIAL PROGRAMS ASSESSMENTS

SUBIECT: Response to Dialt Repod for the Awdit of (e Delense Audit Ageney Field
Detachment (Project No, D201 5-DISPA 3-0248.000) (L))

(L) ] appreeiate the work that went into completing this report. In over four years of
working with DCAA T huve never received a clear siswer on whiat SAP inforombion is required
for cach type of audit (hat DCAA/F)Y conduets. Thisg is imporiant in identitying who needs
access: where do they need o aceess the SAP dat, and ifany SAP dala is required lor
processing or retention in DCAA fucilitics,

(1) <) Recommendalion ALl [ uycu \\1lh the n,unmnuld.tllcm al T witl instriet
the Chiel of Security O\ 2 ¢ I(,on ligne s feam (0 conduet o risk
assessment on all the nd provide a preliminary
report within 90 days provided we get support from LXCAA to eonduet the risk assessiment,

(U// %) Recommendation A. L. DO PIG: ) YWY facility is currently approved for

SAP starage and they luve 1o means to process SAP information in that feeility or any faeilily
for over three years. I'or over two years we have waited for DCAALD ta provide the
requireients For SAP facilities and F1 and to date have not reccived any information. This is
troubling given (he fact that we provided over 4 full time equivalent (I'TE) man years™ wosth of
seeurily manpower support fo DCAA/FD from 2012- 2015.

o= o8 DCAA: (b) (7)(E)

(U//se3ded) My action ofticer for sup

Seewrity Oversight and Compl
contscicdat [

st 0 veur oftice on this ollort is my Chiet of
. who may be

DoD SAPCO. 6-12-20
UNCLASSIFIED - FOR-SEm kit oE-ahilnl
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(U) Management Comments

(U) Defense Contract Audit Agency

UNCLASSIFIED/FOR-OPFChrirBaE-ONin

DEFENSE CONTRACT AUDIT AGENCY

DEPARTMENT OF DEFENSE
8725 JONN 4. KINGMAN ROAD, SUITE 2135
FORT NELV(NR, VA 22060-6219

April 10, 2017

MEMORANDUM FOR PROGRAM DIRECTOR, READINESS AND CYBER OPERATIONS,
OFFICE OF THE INSPECTOR GENERAL, DEPARTMENT OF
DEFENSE

ATTENTION: Mr‘_

SUBJECT: DoDIG Proposcd Report, Audit of the Defense Contract Audit Agency,
Ficld Detachment, Project No. 1D2015-BISPA3-0248.000, dated March 2, 2017

Thank you for the opportunity to provide comments to the subject proposed report.
DCAA acknowledges areas that nced improvement and have developed a corrective action plan
Ilo address the noncomiliances. Overall, however, none of the noncompliances VOIS

Enclosed is our comprehensive response to the subject report. Our response contains two
enclosurcs. Enclosure 1 is our response to the Findings identified in the report. On October 7,
2016, we provided your office with & comprehensive response that addressed several factual
discrepancies in your discussion draft report. It does not appear that our response was fully
considered in this proposed report. I believe scveral of the findings that we disagree with stem
Irom a misunderstanding of the Field Detachment audit operations. Once you have reviewed the
DCAA response, we would like an additional meeting with the DoDIG to further explain the
DCAA operations and our audit coverage of classified contracts.

Enclosure 2 is our response to the Recommendations identified in the report. We are
providing a response 1o all the Recommeridations that apply to DCAA.

11 you have any additional questions or concerns, please address them to me at [

Thank you for your cooperation.
W‘ﬁ"

Anila F. Bales
Dircctor

Enclosurcs: 2
1. Response to the Findings
2. Response to the Recommendations

ENCLOSURES 1 (5 PAGES) AND ENCLOSURE 2 (12 PAGES) WERE REDACTED

£y IO, DO
SAP CENTRAL OFFICE FROM Rl TO THE APPROPRIATE HANDLING CAVEAT "FQUO"
[DoD OIG: (b) (6)
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Management Comments

(U) Defense Contract Audit Agency (cont’d)

UNCLASSIHIED/ /=R @S i S dy

UNCLASSIFIED: [

®1G Praft Report- 'roject No. D20 15-DISPA3-(248.00. "Audit of Defense Contract Audit
Agency Ticld Detachment," March 2,2017
(Ul o)
(U/._ D did not comply with DoDP directives, policies, and guidelines for
safeguarding and protccting classified information. Report, page i, Findings:

(U) DCAA Comment: DCAA does not agree with this linding. The DoD IG
implicd that we do not follow any DoD directives, policics and guidelines for
safeguarding und protecting classificd information. FD has policies and procedures that
incorporate the various Dol) directives, policies, and guidelines. ‘Lhese have always
been available for your review upon request.  We believe some modilications to the
wording would resolve our concems with this finding. Based on your audit we arc now
nware of some areas where improvement is required.

. (U/_ DoD IG Finding: FD officials did not have co-utilization
agrcements for all lncaions, perform classification reviews of documents
containing information extracted from other claszified documents, and have

detailed records of security incidents,

- (U) DCAA Comment: Co-ulilization Agreements

o (U) DCAA agrees witl this finding that we do not have co-
utilization agreements at all locations. As stated in our
response (o discussion drafl, FD has a current co-utilization
agreement for the Regional Oftice REEEOIYL)

This co-ulilization agreement covers [ ranch Office

DoD OIG: JfDoD OIG: (b) (7) |FOIRDoD OIG: JaD 01 [SEPHNN
Office IV RUMOCHON Brainch Off RO:

Branch

Office prafoXed in addition to the regional office.

(U/aede) In April 2016, at the request of the AT&I. SAPCO
the DCAA Security Office (CS) RECHOIORUISE S -E 2

- (U) DCAA Comment: Classification Reviews

o (U) DCAA does not agree thal classitication reviews of
documents containing information extracted from other classified
document is required. As stated in our responsc to the discussion

Eunclosure 1
(Response tu Findings)
Page 1 of 5

UNCLASSIFIED: A
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Management Comments

(U) Defense Contract Audit Agency (cont’d)

UNCLASSIFIED//POR PRSI SoE-SN il

uncLassiFIED

OIG Draft Report- Project No. D20 15-DISPA3-0248.00, "Audit of Defense Contract Audit
Agency Field Detachment," March 2,2017

draft, FD auditors are not original classifiers, we are derivative
classifiers. Since DCAA is not the Originator, we do not have a
FD Sccurity Classification Guide. The DoD Manual 5200.01,
Volume 1 dated February 24, 2012 states:

When incorporating, paraphrasing, restating, er generating
classified information in a new form or dacument (i.e.,
derivatively classified information) within the Depariment of
Befense all cleared personnel, who generate or create material
thet Is to be derivatively classified, shall ensure that the
derivative classification is accomplished in accordance with this
enclosure. No specific, individual delegation of authority is
required.  DoD officials who sign or approve derivatively
clussified doctments have principal responsibility of the quality
of the derivative classificd.

o (U) As derivative classifiers, we follow DoD) $200.,01 Volume
1 under Procedures for Derivative Classification that states:

a. Derivative Classifiers shall carefully analyze the material
they are classifying to determine what information it contuins or
reveals und shall evaluate the information aguinst the instruction
provided by the elassification guidance or the marking on
source documents . . .

e. {fextracting information from a dacument or section of a
document classifled by compilation, the derivative classifier
shall consult the explanation on the source document to
determine the appropriate classification. If that does not provide
sufficient guldance, the derivative classifier shall contact the
vriginator of the source document for assistance.

- (U) DCAA Comment: Security Incidents:

o (U) DCAA agrees with this finding. Prior to August 2014, the
security incident log was maintained on the
is no longer being utilized;
therefore, that data is uhavailable. Between August 2014 and
January 2016 FD maintained an informal incident log on the
Regional shared drive.

o (U) InJanuary 2016, the C'S implemented a new process and a
Enclosure |

{Response to Findings)
Page 2 of' S
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Management Comments

(U) Defense Contract Audit Agency (cont’d)

UNCLASSIFIED// POt MSh Oep-Stery

UNCLASSIFIED/

OIG Draft Report- Project No. 1320 15-DISPA3-0248.00, "Audit of Defense Contract Audit
Agency Field Detachment," March 2.2017

standard operating procedure (SOP) has been developed and
implemented for reporting, tracking, and investigating DCAA
security incidents. Only the Security office has access ta the
security incident database, Copies of the SOPs and the security
incident form are available upon request. Notification has been
forwarded to the allected employees. Additional training will be
provided on April 27, 2017 to all FAO Security Control Olficers

ey 0%

DoD IG Finding: FD officials

- (U) DCAA Comment: Accountability:

(U) DCAA does not agree with this finding. Although SAP and
Top Secret information was not accounted for separately. DCAA
has always performed an annual inventory of all classified

malesials, ‘The inventory documentation was maintained on

DoD OIG: J, - .

Yo guntil August 2014, Since then we are using a manual
process 1o track and control classified materials. The CS is in the
process of updating the policies and pracedures for document
accountability which includes utilizing an automated system that
will be centrally maintained by Securily.

(U//Peue)

(ll_ DoD IG Finding: FD lacked adequate policies and procedures and did

not take adequate corrective actions to address the finding in the May 2012 Staff

Assistance Visit canducted by the Under Secrefary of Defense for A

‘T'echnology, and Logistics Special Access Program Central Office.
‘Report, page i, Findings,

cyliisition
oD OIG: (b) (7)(E)

{(U) DCAA Comment: DCAA does not agree with the Do) 1G conclusion that F1)
DoD The DoD) |G provided no

evidence, no recommendation and no examnples in their report that FD had
D 5: (]
R |

(U) DCAA does agree that not all corrective actions were address in the 2012 SAV
report. In response, the SAPCO provided assistance hy detailing lwo Program
Security Officers (PSOs) 10 DCAA to assist in implementing corrective actions.
Actions were taken to identify the corrections necessary and in 2015 FD established
the BPIT tenm to address several remaining securily issues nol previously resolved.

Enclosure 1
(Response (e Findings)
Page 3 of' S
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(U) Defense Contract Audit Agency (cont’d)
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01G Draft Report- Project No. D20 15-DISPA3-0248.00, "Audit of Defense Contract Audit
Agency Field Detachment." March 2,2017

In February 2017. the FD Deputy Regional Dircctor established a team dedicated to
address audit and security requiremenis lor the Field Detachiment. At the end of this
team's assessment, audit and security policies and procedures will be established 1o
ensurc compliance with Do directives, policics, and guidelines for safeguarding and
protecting classified information. In our vpinion, once completed all the SAV issues
should be resolved.

{U) While DCAA agrees that we have not taken corrective actions to address all the
findings in the SAV, the BPIT team addressed several of the recommendations and
the current program access response team is addressing the remaining
recommendations.

()]

(l_ DoD IG Finding: DCAA leadership did not effectively use FD

personnel and facilitics to support classified and SAP contract audits. (Repurt, page
i, Findings)

(U) DCAA Comment: DCAA docs not agree with this linding. We attempled to

explain o the DoD (G DCAA's mission and operations and provided a detailed rebuttal
10 the discussion dralt. We request discussions with the Dol IG to have an opportunity
10 further explain DCAA's operations. As stated in our response 1o the discussion draft:

. (U) DCAA Icudership doces not place priority on non-SAP conlract
audits. As explained previously, all work at the contractor must be
audited to provide the necessary audit advice on classified contracts.
Classified contracts arc prioritized the same as non-classified
contracts.

(U) The Agency's planning guidance does not separately identify
classitied work as a top planning priority; rather the Agency's top
priorities are applicd to FD's audil work.

. (U) DCAA Icadership does have a process for identifying SAPs.
FAR Chapler 4.2 requires contructing officers to notily DCAA of
contract awards, [n addition, I'D employs other methods to identily
SAP work such as:

= Notification by contractors;

- FLAs;

- Submission of contractor vouchers;
Contractor incurred cost proposals (Sch 11);

- Customer meetings;

Enclosure |
(Rexponse Lo Findings)
Puge d of 5
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(U) Defense Contract Audit Agency (cont’d)

UNCLASSIFIED/ /SR Sl S

UNCLASSIFIED/ I

OIG Draft Report- Project No. D20 15-BISPA3.0248.00, "Audit of Delense Contract Audit
Agency Field Detachment.” March 2,2017

Mandatory Annual Audit Requirements (MAARs); and
Annual SAP report to Congress.

. (L/P&®8) Prior to August 2014, FD had FEJ to conduct
classified audits. Upon direction of the NRO, the system was shut
down in August 2014, Currently FD rclies onZioRical]

classified systems and is in the process oi obtaining
aceess Lo additional systems at all appropriatc locations.

. (U) DCAA does not agree with the statement supporting the finding that,
“a majority of FI) cleared personnel and security facilities were not being
uscd to support classilied and SAP contract audits.” All work at the
contractor must be audited to provide the necessary audit advice on a
classified contract. This work may include audits of unclassified clenients
{ex. indirect costs) and audits classified in nature (ex. direct consultants),
Management may determine that it is more eflicient for a cleared auditor
to perform the complete audit hased on he lype of audit and the steps
required.

. (L) DCAA does not agree with the statement supporting the finding that,
"FD is not providing adequate supervision dnd oversight of SAP audit
assignments in accordance with Government Auditing Standards.” There
are cases where an employcec's immediate supervisor or branch manager
did not have access to the SAI? to provide supervision and oversight due to
several factors such as limited available security billets, sensitivity of
cerlain programs, and/or audit cfficiency. llowever, in lhese cases, the
audit work is supervised by a different person who is performing the
supervision and who has the proper accesses. It we do not have the proper
accesses for adequate supervision, we disengage.

(U//5ka)
(U DoD IG Finding: As a result, classified and SAP contracts arc/RREO)
. (Repart, page i, Findings)

(1)) DCAA Comment: We disagree with this finding. The DoD [G did not identily
any sccurity or audit concerns that substantiale this linding.

Enclosure 1
{Responsc to Findings)
Page S of §
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(U) Defense Contract Audit Agency (cont’d)

UNCLASSIFIED//FOROPFF @At O R OMilE
UNCLASSIFIED/

OIG Draft Report- Project No, D20 15-DISPA3-0248.00, "Audit of Defense Contract Audit
Agency Field Detachment,* March 2, 2017

(1)  DoD IG Recommendation: We recommend that the Director, Defense
Contract Audit Agency (DCAA): (Report, puge 18, Recommendation A.2)

a. (U) Review and evaluate the leadership and performance of the Regional
Dircctor of FD, and report on what, if any management action has been taken.

(U) DCAA Comment: NDCAA concurs with this recommendation. On
November 18, 2016, which was during the course of your audit, the DCAA Director made a
decision to reassign the FD Regional Dircctor to perform a special project and the FD Deputy
Regional Dircclor was appointed as Acting FD Regional Director until such time as the
position is filled on a permanent basis. [ IO your office were
informed of this decision by the Acting Regional Director via email on November 22, 2016
and this was subsequently discussed with you al a nieeting on December 14, 2016.

b. (U) Designate FD sccurity dutics to a qualified security official.

(U) DCAA Comment: DCAA concurs in principle with this
rccommendation. DCAA FD has always maintained a highly trained and qualified cadre of
sccurity specialists. Effective January 1, 2016, all security functions were centralized under
the Agency Security Officer who reports to the Humun Capital and Resources Management
Directorate. On April 22, 2016, the DCAA Agency Sccurity Officer received a letter from
the SAPCO appointing her as the DCAA Government Special Securily Officer (GSSO).

. (U) In coordination with the Defense Contract Audit Agency Security
Olfice develop and iImplement a formalized program access rcquest process to
initiate, approve, debrief, and maintain personnel accesscs.

(U) DCAA Comment: DCAA concurs with this recommendation.
Liffective February 1, 2017, Security formalized the PAR process (o initiate, approve,
debrief, and maintain personnel accesses. This includes a new PAR form which is already
being used and a standord operating procedure (SOP) which we plan to issue by June 2017.
On April 27, 2017 CS will brief all FD management on the new process.

d. (U) Authorize property accountability officials to update property
accountability files.

(U) DCAA Comment: 1DCAA concurs with this recommendation. All FD
trained and ccrtified property custodians are currently authorized Lo access accountability files
and property systems. FD complies with DCAA Instruction 5000.17, DCAA Property
Management Program previously provided to your office. In May 2016, all FD property
custodians received property management training, This training included how to
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appropriately utilize DPAS and ensure data input is accurate. DCAA was advised by your
office that we would be given the opportunity to meet face to fuce to get clarification of the
findings. This meeting never occurred.

c. (U) Dispose of damaged and excess equipment.

(U) DCAA Comment: DCAA concurs with this recommendation. During
GFY 2016 and 2017, every FDD FAQ removed all damaged and cxcess properly in
accordance with DCAA Instruction 5000.17.
(U/[p0¥e)
f. (UM initinte corrective action to the 2012 Under Secretary of
Defensc for Acquisition, Teechnology, and Logistics Special Access Program Central Office
Staff Assistance Visit report.

(UM DCAA Comment: DCAA concurs with this
rccommendation. FD Sceurity provided a response on August 6. 2012 1o the above referenced
SAV. In response, the SAPCO provided assistance by detailing two Program Security
Officers (PSOs) to DCAA to assist in implemeniing corrective aclions, Actions were taken to
identify the corrections necessary and in 2015 FD established the Business Process Integration
Team {BPIT) to address scveral security issues nolt previously resolved. [n February 2017, we
have established a team dedicated to address audit and sceurily requirements for Field
Dctachment. At the end of this team's assessment, to be completed December 31, 2017, audit
and security policies and procedures will be established to ensure compliance with Dol
directives, policies, and puidelines for safcguarding and protecting classified information.

(VS DoD IG Recommendation: We recommend that the DCAA Security
Officer (Repart, page 18-20, Recommendation A.3):
U/ ey

a. (U dentify and complete all required co-utilization agreements
for the Defense Contract Audit Agency Field Detachment.

(U) DCAA Comment: DCAA concurs with this recommendation. In
2014, FD slarted conducting assessments to determine the need for co-utilization
agreements al our various locations. These assessments were done in conjunction with
SAPCO personnel detailed to the FD Security Office in response to the May 2012 SAV
report. FD) has a current co-utilization agreement for the Regional Office and vy
. Specifically, this
co-utilization agreement covers j 8l Branch Office 2N Branch Ollice
§DoD OIG: FREOITDoD  JDoD ¢ Branch Office Rl M
' and PRISIHOIGION Branch Ollice Ggallil) in addition v the

regional office.
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(U//= DCAA Comment: In April 2016, the Security Office
RO: (b) (3), 10 USC § 424

b. (U/ Updatc internal guidance to require classification reviews
from the customer progrum sceurity officer for audit work derived from classified

information.

(U) DCAA Comment: DCAA concurs in part with this recommendation.
DCAA does not agree that classitication reviews of documents containing information
extracted from other classilied documents is required. This report mischaracterizes the
DCAA process. The DoD IG did not provide any evidence or example of any documents
that were not appropriately marked. ¥D auditors are nol original classitiers, we are
derivative classifiers. DoD Manual$200.01, Volume | dated February 24, 2012 states,

When incorporating, puraphrasing, restating, or generating classified
information in a new form er document (i.e.. derivatively classified
information) ... Within the Department of Defense all cleared personnel, who
generale or create material that is to he derivatively classified, shall ensure
that the derivative classification s accomplished in accordance with this
enclosure. No specific, individual delegation of anthority is required. Dol)
official who sign or approve derivatively classified documents have principal
responsibility of the quality of the derivative classified.

(U) The FD supcrvisor/manager validates that DCAA documents are
appropriately classified by using the source document, consulting with the originator of the
document or consulting with the Agency security oflice.

(U) As derivative classiliers, we follow DoD 5200,01 Volume 1 under
Procedures for Derivative Classification that states:

o, Dertvative Classifiers shall carefully analyze the marerial they are
classifying to determine what information it contains or reveals and shall
evaluate the information against the instruction provided by the
classtfication guidance or the marking on source documents ...
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e. Ifextracting information from a doctment or section of a document
classified by compilation, the devivative clussifier shall consult the
explunation on the source doctment to determine the appropriate
classification. If that does not provide suffictent guidunce, the derivative
classifier shall comtact the ariginator of the xource document for
assistance.

{U) Wec agree that if a document is not appropriately portioned marked we will
direct our auditors 1o covrdinate with the customer PSO. We will update our procedures to
include this step and reiterate the importance to contact the appropriate PSO il they have any
questions conceming the classification of a document.

U/ rewe)
e (U//H Develop and implement an incident response plan, including
updated policies and procedures, for reporting, tracking, and investigating Field
Detachment security incidents.

(U) DCAA Comment: DCAA concur with this recommendation. Prior to
August 2014, the security incident log was maintained on FD pERiSXSROIGI)

I s o 'onger being wiilized. therefore that data is unavailable. Between August
2014 and January 2016, FD maintained an informal incident W

(U) DCAA Comment: In January 2017. the Security Office (€S)
implemented a new process and a Standard Operating Procedure (SOP) has been developed
for reporting, tracking, and investigating DCAA security incidents, Only the Sccurity oftice
has access (o the securily incident database. Copies of the SOPs and the security incident
form are available upon request. Notification has been forwarded lo the affected employees.
Refresher training will be provided on April 27, 2017 to all FAO Security Control Officers
(SCOs).

d. (IJI_ Update the SF 700)s with the required information and limit
access to the special access programs SR CHOIGN fo those who are

approved for access.

\ (U) DCAA Comment: DCAA concurs with this recommendation. A
memorandum was forwarded to each individual FAO on October 7. 2016 for corrective
action on this recommendation. By December 2017, we plan to validate that this has been
completed.

(U) DCAA Comment: The Security Office will require all FD FAOs to
complete and submit updated SF 700s by December 2017. Additionally, the Security Olfice
will conduct a review of the SF 700s annually,
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e. (U mptement the use of authorized aceess lists and visitor logs
in Defense Contract Audit Agency Ficld Detachment computer server rooms.

(U) DCAA Comment: DCAA concurs with this recommendation. DCAA has
a long range project to consolidate servers which will address this recommendation. In the
interim, DCAA plans 10 implement the utilization of access lists and visitor logs in aur current
server rooms/cages by December 2017,

f. (U) Appoint its Government Spccial Sccurity Officer (GSSO) in writing,

(U) BCAA Comment: DCAA concurs with this recommendation. On April
22,2016, the DCAA Agency Sceurity Officer received a letter from the SAPCO appointing
her as the DCAA Government Special Security Officer (GGSS0). An Alternate GSSO will be
appointed in writing by the GSSO by April 30,2017,
U/
g (U | Complete special access program facility acereditation
documentation for the Defense Contract Audit Agency Ficld Detachment locatious.

(U/+ake) DCAA Comment: DCAA concurs in principle-with this
recommendation. DCAA does not have accreditation autharity however: cach location has u
site folder which contains accreditation documentation.

10 visil each site to review data in the site folders for accuracy and completeness,

(U/Po%®) DCAA Comment: We are requesting the DoD 1G provide
clarilivation on the tinding as it relates ta physical security and the protection ol classificd
material that is currently located within a Sensitive Comparimented Facility (SCIF). We are

ware of the Co-Utilization Agreement requirement RaSiSS R TSR
_bul we are not clcar as to what additional physical sccurity

enhancements are requircd for our SCIF locations.

h. (U Work with the Under Sccretary of Defense for Acquisition,
Technology, and Logistics Speelal Access Program Central Office to identify all Field
Detachment personnel special access program accesses.

(U/ )CAA Comment: DCAA concurs with this rcmnumndahon

In March 20[6 based on lhe JA[)L the BPIT deve]npul an up d database
DoD OIG: (b) (7)(E)

different ways for ease of use. ‘This database is available view-oniy to FD management. ‘The
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Security Office is assessing the capability to utilize Security Information Management System
(SIMS) to maintain this database. We will complele this action by January 2018.

() DCAA Comment: DCAA will continue to review and determine SAP
access requirements. Security is working with the SAPCO to utilize JADE at allernate

locations until m SCIF is accredited. Until such time, the securily staft
will continue to updatec JADE when available,

i (Ul_ In coordination with the Under Sccretary of Defense for
Acquisition, Technology, and Logistics Special Access Program Central Office, develop and
implement a formalized automated process to request, initiate, approve, debrief, and
maintain personnel special access program accesses.

(1)  DCAA Comment: DCAA concurs with this recommendation.
lil¥ective February 1, 2017, Securily tormalized the PAR process to initiate, approve,
dcbricf, and maintain personnel accesses. This includes a new PAR [orm and a Standard
Operating Procedure (SOP). We believe this new process will be finalized by December
2017. DCAA is currently working with the Do® SAPCO on reviewing and updating JADE
to cnsure the appropriate SADP accesscs are reflected.

1 _ Debricf all personnel that do not have a valid need-to-
know, are not clcarly and materinlly contributing to the oversight of the
special access program, and no lenger require access to the information.
(U) DCAA Comment: DCAA concurs with this recommendation. As of

March 2017, we remaved approximalcly Sl accesses (rom JADE. We will complete the

analysis by September 2017. We will continue 10 conduct debriels and update JADE. when the
system is available,

733 (Up Develop and maintain a special access program master
list, and provide site specific access list to the Field Detachment security

managers.

(U/iee®) DCAA Comment: DCAA concurs with this
recommendation. We have developed and are currently maintaining a trunsitional database
DoD OIG: (b) (7)(E) of all DCAA accesses. The[3ag list is available on the
shared drive tor the Field Audit Office (FAQ) Managers.’

(1)) DCAA Comment: Sccurity is in the development phase of utilizing
an automated system (i.e. SIMS), which will enable Security to run reports that will provide
site specific accesses to DCAA FAO Managers. We will complete this action by January
2018.
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3. (U/_ Require security managers to destroy the old document
when they receive an updated list.

(1)) DCAA Comment: Field visits are planned Lo validate that FAOs are
using the most current JADL reports and are appropriately destroying outdated reports. We will
complete this action by September 2017.

4. (U) Inform the Under Scerctary of Defense for Acquisition, T'echnology,
and Logistics Special Access Program Central Office of all updates to
[IPNRCAA: (o) (NEN aceesses.

(U) DCAA Comment: DCAA partially concurs with this
recommendation. DCAA concurs that DoD program uccesses for DCAA personnel will be in
JADE and the SAPCO is involved in the current approval process for new DoD) program
accesses under their cognizance, DCAA does not concur that providing infi i

to unauthorized individuals is appropriate. We request {urther claniication
from the DoD 1G on the policy requirements for providing JETSegl accesses o SAPCO.

I (U) Update, complete, sign, and disseminate security policies and
procedures,

{U) DCAA Comment; DCAA concurs with this recommendation.
DCAA is in the processes of developing and updating security policics and procedures. We
will compiete this action by March 2018.

k. (U) Develop a separate automated accountability systems for Top
Sceret collateral and SAP material. The accountability system must be standardized
and include the minimum required information found in the DoD Manual 5200.00,
vidume 1, "DOD Information Security Programs, Overvicw, Classification, and
Declassification, February 24, 2012."

(U) DCAA Comment: DCAA concurs with this reccommendation.
DCAA is in the process of deploying SIMS. SIMS has the capabilities to maintain and report
accountable and controlled classified material. We plan to complete this 1ask by January 2018.

13 (U) Work with the Under Sceretary of Defense for Acquisition,
Technology, nud Logistics Special Access Program Central Office to identify and grant
aceess to the Top Secret Control Officers, alternate Top Sceret Control Officers, and the
designated disintercsted persons responsible for the accountability systems,

(U) DCAA Comment: DCAA concurs with this recommendation.
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Security and the Program Action Response Team will conduct a review of the clussilied
haldings. The feedhack fram this review will determine the requirement (o designate &
TSCO/ATSCO at specitic locations. DCAA's Security Office is developing TSCO training to
be delivered to the designated TSCOs by December 2017,

m., (U) Require all Defense Contract Audit Agency personnel performing
audits of classificd and special nceess program contracts reccive mandated training and
track all training.

(U) DCAA Comment: DCAA concurs in principle with (his
recommendation. In the past DCAA FD personnel did participate in the three-day Defensc
Security Service SAP Introduction Course which is designed for the GS-080 Sceurity
Specialist scries. However, this course was designed lor security professionals and was not
beneficial to DCAA auditors. Therefore, DSS tailored the course and provided the training 10
FI) personnel; however, it was discontinued a few years ago.

(U) The DCAA Security Olfice is developing SAP orientation lraining
which will be incorporated into the Agency's learning management system. DCAA will
implement refresher training upon receipt from the SAPCO. We will complete this praject
by December 2017.

n. (U) Initiate correclive action based on the Under Secretary of Defense for
Acquisition, Technology, and Logistics Special Access Program Central Office risk
asscssment.

(U) DCAA concurs with this recommendation. DCAA will participate
in any risk assessment performed by the SAPCO. Completion of this recommendation
will be based on the dates the corrective actions are reccived from SAPCO.

(U) DoD IG Recommendation: We recommend that the Divector, Defense Contract
Audit Ageney (DCAA): (Report, page 26-27, Recommendation B.1)

a, (U) Ensure special access program contract audits arc included in
BDefense Contract Audit Agency annual planping guidance,

(U) DCAA Comment: DCAA concurs in principle with this recommendation.
The Agency's yearly staffl allocation and future plan guidance addresses all of DCAA's
unclassified and classified workload. 1t does not separately identify classified work us a top
plunning priority; rather identilies lypes of priority audits which FI uses to plan thie audil cffon
for contractors uuder its cognizance and coordinate the completion of the direct cost audits of
SAP/SCIH contracts with the cognizant Regional DCAA FAQ. In fact, it is not in our conlrol to
know all classified contracts issued. Ultimately, it is the contracting ofticer's responsibility 10
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notify DCAA of vontract awards as stated in FAR chapter 4.2; however, FD employecs have
many processes to identify SAP work.

b. (U) Notify all DCAA employees that the Ficld Detachment is responsible
for performing all audit assignments involving classified and special access program
contracts.

(U) DCAA Comment: DCAA does not concur with this recommendation.
The DoD IG is implying that cleared peaple must perform all audits that may impact classificd
and special access program contracts whether the audit ctfort is unclassificd or classified. We
request another mecting with the DoD 1G to further explain our operations. We attcmpted to
cexplain to the DoD IG the infeasibility of this recommendation during our previous meeting to
the discussion draft. FD is responsible for performing the parts of the audit assignment
involving access to classificd information (i.c. direct cost). Uncleared auditors are awarc that
FD is the organization that must be cantacted if clearances are required to appropriately
complete an audit step or pertorm an audit. To reiterate DCAA's policy, FD leadership will
attend scheduled supervisory workshops acrass the Agency where we will bricf all
management on FD's mission and responsibilities in June and July 2017.

c. (U) Establish an Agency wide process requiring auditors to review the DD
Form 254, "DoD Contract Security Classificatlon Specification,” as part of the program
audit plan before performing a review of the contract.

(U)) DCAA Comment: DCAA partially concurs with this reccommendation.
DCAA does not agree that the existence of a DD Form 254 automatically means a cleared
auditor is required to perform the audit. However, DCAA agrees the DD Form 254 indicates
potential contracts that require further review by clearcd personnel to make a determination.
All auditors are aware that FD is the organization that will perform audit work that requires
clearances. This will be a topic during the supervisory workshops as discussed as discussed
above.

od (U) Based on the results of recommendation B.1.C (above) notifics the
Field Detachment of all classified, sensitive compartmented information, and special
program related efforts.

(U) DCAA Comment: DCAA concurs with this reccommendation that FD
should be notified of all classified, SCI and SAP contract e(forts. We do not believe that
reviewing a DD Form 254 solely accomplishes this cffort. We will prepare training for all
Agency supervisory auditors on what to do when classified contracts are identified during an
audit. This training will be given at supervisory auditor workshaps in June and July 2017.
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(U) Do® IG Recommendatien: We rccommend that the Regional Director,
Defense Contract Audit Agency (DCAA) Field Detachment (FD): (Report, page 27-
28, Recommendation B.2)

a, (U) Perform an annusl assessment of Field Detuchment staffing and Facility
requirements for audit oversight of classified and special access programs operations
based on cstablished criteria.

1. (U) The eriteria must include: the volume of classified and special
access programs workload at each site; the number of cleared
personnel; and future audit requirements.

2. (U) The team should include involvement from Defense Contract
Audit Agency Security Division and staff of equivalent responsibilities
and authority.

3. (U) Identify and grant access to those Field Detachment employces
designated to perform audits of classified and special access
programs.

(U) DCAA Comment: DCAA concurs with this reccommendation, FD has
always performed an annual assessment of staffing and facility requirements (o adequately
perform their mission, Recently FD cstablished a program access response team which includes
the Agency Security Division, to address luture facility requirements and SCUSAP needs for
auditors. This team is expected to complete its mission by December 2017.

b. (1)) Establish and implement a process for annual planning and coordination
with customer program sccurity officers and Field Detachment supervisors to identify
classified and spceial access programs,

(U//6a48) DCAA Comment; DCAA concurs in principle with this
reccommendation. FB does have a process for identifying SAP contracts. FD employs many
techniques to identify classified workload and having to coordinate with every customer program
security officer would place an undue burden on DCAA since we support hundreds of progranis.
IFD leaderslig pas placed emphasis on meeting the customers’ needs in many ways. FD has
cstablishcd&ustomer-ccmric audit teams to address the audit needs of the command
expediently. T'D leadership has assigned Financial Liaison Advisors (FLAs) at many of the
commands with classified work. The FLAs expedile the communication and plunning between
the program office and the auditors. We will coordinate with the AT&1. SAPCO to explore the
pussibility of coardinating with individual SAPCOs of major DoD components to obtain
information that would assist us in identilying contracts, however. ultimately it is the contracting
otticer's responsibitity to notify DCAA of contract awards as stated in FAR chapwr4.2.
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1. {U) Work with Defense Contract Audit Agency Security Officer and
the Under Scerctary of Defense for Acquisition, Technology, and Logistics Special Access
Program Central Office, to designate a group of Field Detachment leadership and branch
managers, to receive access to special access programs to conduct planning and oversight.

(U) DCAA Comment: DCAA does not concur with this
recommendation. This is contrary ta the direction of the SAPCO and the NRQ, Director, Office
of Security and Counterintelligence. to limit SCI/SAP accesscs and sccure facilities. We
recommecnd that the IG, AT&L SAPCO and DCAA meet 10 resolve this issuc since it would
significantly incrcasc the number of accesses throughout FD.

2.  (U) Conduct annual planning to identify Field Detachment audit
uversight efforts for classified and special access programs projects.

(U) See h. above.

3. (U) Reassess the use of regular telework schedules to ensure adequate
personnel ave available to audit classificd and SAP contracts.

(U) DCAA Comment: DCAA does not concur with this
recommendation. We believe this issues stems from the DoD [G's believe that all audit ef(ort
performed at a contractor wilh a classificd contract is also classified. Unclassified audit effort
cxists cven though the contract may have some classified contracts, A DCAA employee is
eligible to telework when his/her position has some duties considered portable that can be
performed at the altcmatc location and his/her performance and conduct meet the criteria
required by the Dol and DCAA instructions. In determining ponable wark, the auditor and
supervisor must consider the classilication ol the information required. For example, often times
inlormation obtained from a contractors accounting system is unclassified and allows the auditor
to perform analysis, sampling and testing at alternate locations.

4.  (U) Detcrmine annually whether classified, sensitive compartmented
information and special access programs are receiving adequate audit oversight,

(UJ) DCAA Comment: DCAA concurs in principle. As stated in part b.,

above it is part of our planning pracess 1o identify and audil contractor processes and claimed
costs impacting classiticd contracts.
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¢, (U) Acquire and use a classified automated information system for conducting
classified audil assignments and reperts.

(U) DCAA Comment;: DCAA does not concur with his recommendation.
DCAA needs to perform a costbeneficial asscssment of the feasibility of this recommendation.
We will work with the SAPCO to perform this assessment. However, your drafl report indicates
150 which is not

that DCAA personnel are creating audit working papers on aRCRIOGEN

comect. DCAA does in soine cases have R IUCHGIGIH)
. This information is read onlyREMOCEOIGI)]

. Currently, offices are using[RIMOCHOIQ)]

We do not believe that utilizing

DoD OIG: (b) (7)(E)

Enclosure 2
{Response to Recommendations)
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Acronyims and Abbreviations

(U) Acronyms and Abbreviations

BPIT Business Process implementation Team
DCAA Defense Contract Audit Agency

FAO Field Audit Office
FD Field Detachment

PAR  Program Access Request

SAP Special Access Program

SAPCO Special Access Program Central Office
SCIF  Sensitive Compartmented Information Facility

TSCO Top Secret Control Officer

UNCLASSIFIED / / HoR-0tEicHAt-HSE-0 by
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Whistleblower Protection
U.S. DEPARTMENT OF DEFENSE

The Whistleblower Protection Enhancement Act of 2012 requires
the Inspector General to designate a Whistleblower Protection
Ombudsman to educate agency employees about prohibitions
on retaliation, and rights and remedies against retaliation for
protected disclosures. The designated ombudsman is the DoD Hatline
Director. For more information on your rights and remedies against
retaliation, visit www.dodig.mil /programs/whistleblower.

For more information about DoD IG
reports or activities, please contact us:

Congressional Liaison
congressional@dodig.mil; 703.604.8324

Media Contact
public.affairs@dodig.mil; 703.604.8324

For Report Notifications
http://www.dodig.mil/pubs/email_update.cfm

Twitter
twitter.com/DoD_IG

DoD Hotline
dodig.mil/hotline

UNCLASSIFIED/ / 0 R-0FEctA-HSE-ONEY
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