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June 14, 2017 (U) 

. Objecfve (U) 
(U) We determined whether the Defense
Contract Audit Agency (DCAA) Field 
Detachment (FD) (hereafter referred to as 
FD) was effectively following DoD 
directives, policies, and guidelines pertinent 
to its mission and security. The audit was 
performed in response to a request from 
the Under Secretary of Defense for 
Acquisition, Technology, and Logistics 
Special Access Program Central Office. 
(hereafter referred to as DoD SAPCO) 

Findings ( ) 
(U//� FD did not comply with DoD 
directives, policies, and guidelines for 
safeguarding and protecting classified 
information. For example, FD officials did 
not: 

• (U) have co-utilization
agreements for all locations,
perform classification reviews of
documents containing
information extracted from other
classified documents, and have
detailed records of security
incidents;

• (U) maintain a special access
program (SAP) access list
designating program accesses of
the audit staff;

• 

• 

Findings (cont'"cJ) {U) 

• (U) complete required security training.

(U/ � This occurred because FD lacked adequate policies and 
procedures and did not take adequate corrective actions to address the 
findings in the May 2012 Staff Assistance Visit conducted by the DoD 
SAPCO. As a result, FD CAA (b) (7)(E) 

-·

(U/ � In addition, DCAA leadership did not effectively use FD 
personnel and facilities to support classified and SAP contract audits. This 
occurred because: 

• (U/ � DCAA leadership placed a priority on non-SAP
contract audits;

• (U/ � FD leadership did not have a process for identifying
SAPs to perform audit planning and oversight of classified and
SAP contracts; and

• (U� FD did not identify a classified automated information
syste� for conducting classified audit assignments and reports.

Recommendations (U) 
[U/ � hi this response, we make 41 recommendations for 
improvement. Based on comments we received to a draft of this report, 
we revised the recommendation for the Director, DoD SAPCO to work 
with the DCAA Security Officer to prioritize security vulnerabilities for 
remediation and establish timelines for completion. Additionally, we 
recommend that the DoD SAPCO work with the DCAA Security Officer to 
correct security vulnerabilities identified in this report. 

(U/ � Among other recommendations, we recommend that the 
Director, DCAA review and evaluate the leadership and performance of 
the Director, FD and report any management action taken; develop and 
implement a formalized program access request process; and take 
corrective actions on the identified security vulnerabilities . 
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Recommendations 

(cont'd) (U) 

(U//� We recommend that the FD 
Regional Director, perform an annual 
assessment of FD staffing and facility 
requirements for audit oversight of 
classified and SAP operations, and est..iblish 
and implement annual planning and 
coordination with customer program 
security officers to identify classified and 
SAPs. 

(U/ � In addition, we recommend that 
the DCAA Security Officer correct security 
deficiencies at FD and develop and 
implement an incident response plan, 
including updating policies and procedures, 
for reporting and investigating FD security 
incidents. 

I 

Management Comment 

and Our Respon e U) 

(U//� The Security Director, DoD 
SAPCO addressed all specifics of the 
recommendation to conduct a risk 
assessment of all missing FD security 
incidents and provide a preliminary report 
within 90 days provided they receive 
support from DCAA to conduct the risk 
assessment. Therefore, the 
recommendation is resolved. We will close 
the recommendation when we receive the 
results of the risk assessment. 

(U/ � The Security Director, DoD 
SAPCO, did not address all specifics of the 
recommendation to prioritize security 

Management Comm nts and Our R spon (cont'd) (U) 

(U/ �) vulnerabilities and establish timelines for completion; 
therefore, the recommendation is unresolved. We will close the 
recommendation after we verify that 

The Security Director, DoD SAPCO, should 
provide comments on the final report by July 10, 2017. 

(U / � The Director, DCAA, addressed all specifics of four 
recommendations related to the leadership of the ·po and implemented 
corrective actions. As a result, those recommendations are closed. The 
Director, DCAA, responding for DCAA addressed all specifics of 26 
recommendations related to the security operations and oversight of 
SAPs. Therefore, these recommendations are resolved. These 
recommendations wHI be closed when the Director, DCAA, provides, and 
we review and verify, evidence that the recommendations have been 
implemented. 

(U) The Director, DCAA, responding for DCAA did not address all specifics
of the recommendations to:

• (U) complete SAP facility accreditation documentation for the
DCAA FD locations; and

• (U) work with the DoD SAPCO to identify all FD personnel SAP
accesses and inform the DoD SAPCO of all updates to DoD and
DCAA (b) (7)(E) 

• (U/ � ensure SAP contract audits are included in tlie DCAA
annual planning guidance;

• (U//� notify all DCAA employees that FD is responsible for
performing all ·audit assignments involving classified or SAP
contracts;

• (U / � establish an agency wide process requiring auditors
to review the DD Form 254, "DoD Contract Security Classification
Specification," as part of the program audit plan before
performing a review of the contract;
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Management Comments 

and Our Response 

(cont'd) (U) 

• (U/ � work with DCAA
Security Officer and the DoD
SAPCO to designate a group of FD
leadership and branch managers to
receive access to SAPs to conduct
planning and oversight;

• (U) conduct annual planning to
identify FD audit oversight efforts
for classified and SAP projects;

• (U) reassess the use of regular
telework schedules to ensure
adequate personnel are available
to audit classified and SAP
contracts; and,

• (U) acquire and use a classified
automated information system for
conducting classified audit
assignments and reports.

(U) Therefore, the recommendations are
unresolved. The Director, DCAA, should
provide comments to the final report by
July 10, 2017. Please see the
recommendations table on the next page.
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Recommendations Table {U) 

M anagement 
Recommendations 

Unresolved 

Recommendations 

Resolved 

Recommendations 

Closed 

(U) Under Secretary of
Defense for Acquisition,
Technology, and Logistics
Special Access Program
Central Office

(U) Director, Defense
Contract Audit Agency

(U) Field Detachment
Regional Director, Defense
Contract Audit Agency

(U) Defense Contract Audit
Agency Security Officer

A.1.b

B.1.a, B.1.b, B.1.c

B.2.b.1, B.2.b.3, B.2.c

A.3.b, A.3.g, A.3.h, A.3.i.4

(U) Please provide Management Comments by July 10, 2017

A.1.a None 

A.2.c, A.2.e, A.2.f,
B.l.d

A.2.a, A.2.b, A.2.d

B.2.a., B.2.a.l,
B.2.a.2, B.2.a.3, B.2.b, 
B.2.b.2, B.2.b.4

None

A.3.a, A.3.c, A.3.c.1,
A.3.d, A.3.e, A.3.f,
A.3.i, A.3.i.1, A.3.i.2,
A.3.i.3, A.3.j, A.3.k,
A.3.1, A.3.m, A.3.n

None 

(U) The following categories are used to describe agency management's comments to individual

recommendations:

• (U) Unresolved - Management has not agreed to implement the recommendation or has not

proposed actions that will address the recommendation.

• (U)Resolved - Management agreed to implement the recommendation or has proposed actions that

will address the underlying fincting that generated the recommendation.

• (U) Closed - OIG verified that the agreed upon corrective actions were implemented.
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MEMORANDUM FOR UNDER SECRETARY OF DEFENSE FOR 
ACQUISITION, TECHNOLOGY, AND LOGISTICS 

DIRECTOR. DEFENSE CONTRACT AUDIT AGENCY 
DIRECTOR. NATIONAL RECONNASSIANCE OFFICE 
OTRRC.TOR

! 
DEPARTMENT OF DEFENSE SPECIAL 

ACCESS PROGRAM CENTRAL OFFICE 

SUBJECT: Audit of the Defense Contract Audit Agency Field Detachment 

(Report No. DODIG-2017-092) 

(U/ �Weare providing this report for review and comment. We determined that the 

Defense Contract Audit Agency Field Detachment did not comply with DoD directives, policies, 

and guidelines for safeguarding and protecting classified information and did not effectively use 

Field Detachment personnel c1nd facilities to support special access program contract audits. We 

conducted this audit in accordance with generally accepted government auditing standards. 

(U) We considered managementcomments on the draltofthis report when preparing the final

report. DoD lns_truction 7650.03 requires that recommendations be ,resolved promptly.

Comments from the Under Secretary of Defense for Acquisition, Technology, and Logistics

Special Access Program Central Office to Recommendation A.1.a and comments from the

Director, Defense Contract AuditAgency to Recommendations AZ.a, A.2.b, A.2.c, A.2.d, A.2.e,

A.2.f, A.3.a, A.3.c, A.3.c.1, A.3.d, A.3.e, A.3.f, A.3.i, A.3.i.1, A.3.i.2, A.3.i.3, A.3.j, A.3.k, A.3.1, A.3.m,

A.3.n, B.1.d, B.2.a, 8.2.a.1, B.2.a.2, B.2.a.3, B.2.b, B.2.b.2, and B.2.b.4 addressed all specifics of the

recommendations and conformed to the requirements ofDoD Instruction 7650.03.

(U) As a result of management comments, we revised recommendation A.1.b, directed to the

Under Secretary of Defense for Aequisition, Technology, and Logistics Special Access Program

Central Office. Comments from the Director, Defense Contract Audit Agency, to

Recommendations A.3.b, A.3.g, A.3.h, A.3.i.4, B.1.a, 8.1.b, 8.1.c, B.2.b.1, B.2.b.3, and 8.2.c did not

address all specifics of the recommendations. Therefore, the recommendations are unresolved.

The Under Secretary of Defense for Acquisition, Technology, and Logistics Special Access

Program Central Office and the Director, Defense Contract Audit Agency should provide

additional comments to Recommendations A.1.b and A.3.b, A.3.g, A.3.h, A.3.i.4, 8.1.a, 8.1.b, B.1.c,

B.2.b.1, B.2.b.3, and B.2.c, respectively, by June 10, 2017.

(U) We appreciate the courtesies extended to the staff. Please direct questions to me at

(703) 699-7331 DoD O!G (b) (6) 

Carol N. Gorman 

Assistant Inspector General 

Readiness and Cyber Operation 
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lntroduct1 on 

Introduction (U) 

0 ectiv U) 

(U) The audit objective was to determine whether the Defense Contract Audit Agency
(DCAA) Field Detachment (FD) was effectively following DoD directives, policies, and
guidelines pertinent to its mission and security. The audit was performed in response
to a request from the Under Secretary of Defense for Acquisition, Technology, and
Logistics Special Access Program Central Office (hereafter referred to as DoD SAPCO).
The Director, DoD SAPCO requested that the DoD Office of Inspector General conduct a
comprehensive evaluation of the management and security processes at the DCAA FD.
See the Appendix for the scope and methodology used to meet the audit objective.

Backgroun 

(U) The DCAA foD (hereafter referred to as FD), a component of DCAA, was established
in 1958 as a component of the Air Force Audit Agency to provide contracting support
for Airborne Reconnaissance Programs. However, in 1960 FD was expanded with the
creation of the National Reconnaissance Office, and in 1968 was reassigned to DCAA.

(U) In accordance with DoD Directive 5205.07,1 FD conducts audits of DoD SAP
contracts, and is responsible for the overall planning, management, and execution of all
DCAA contract audits of sensitive compartmented information and SAPs. FD supports
RO (b) (3), 10 use§ 424 contractor sites, withliBMl'I of that support provided in National 
Reconnaissance Office accredited facilities. 

(U) As of November 19, 2015, FD consisted of a regional office,il field audit offices
(FAOs),.sub offices, and;J financial liaison advisors. z FD is comprised of
approximately 450 personnel providing audit and financial advisory support services to
the National Reconnaissance Office's contracting officers. The FD
regional office, located inlill'IIT!virginia, provides oversight and direction to all FD

1 
(U) DoD Directive 5205.07, "Special Access Program (SAP) Policy,'' July 1, 2010.

2 
(U) The FD regional office is the FD's headquarters office, which falls under the DCAA headquarters. The field audit offices

are also known as branch offices. The financial liaison advisors reside In FD facilities; however, the advisors report to

DCAA headquarters. 
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I ntrotlurt1on 

(U) operations and assignments. In addition, the regional office manages and supports
audit work performed by the field and sub ·offices by providing senior management
oversight, human resources, technical programs, security, budget, information
technology help desk, and special programs assistance.

(U) FD provides various services, including annual incurred cost audits; mandatory
annual audit requirement [MAAR] 6 (labor costs, personnel checks, and interviews) and
mandatory annual au•it requirement [MAAR] 13 (purchase existence and
consumption) reviews; forward pricing audits; financial liaison assistance; and interim,
provisional, and billing audits.

ri ( ) 

(U) DoD Directive 5205.07 contains policy and responsibilities for the oversight and
management of all DoD SAPs. DoD SAPCO is responsible for advising and assisting the
Secretary of Defense (SecDef) and Deputy Sec Def with governance, management, and
oversight of DoD SAPs. DoD SAPCO is also the primary liaison to executive branch
agencies and the Congress on all SAP issues.

(U) DoD Instruction 5205.11 3 establishes and implements policy, assigns
responsibilities, and updates and prescribes procedures for the management,
administration, and oversight of all DoD SAPs.

(U) DoD Instruction 5000.644 establishes accountability and management policy for
DoD-owned equipment and other accountable property.

·Vi W n ernal n 

(U) DoD Instruction 5010.40, "Managers' Internal Control Program Procedures,"
May 30, 2013, requires DoD organizations to implement a comprehensive system of
internal controls that provides reasonable assurance that programs are operating as
intended and to evaluate the effectiveness of the controls. As discussed in the report,
we identified internal control weaknesses in the program access request (PAR) process.

3 (U) DoD Instruction 5205.11, "Management, Administration, and Oversight of DoD Special Access Programs (SAPs),"
February 6, 2013

4 (U) DoD Instruction 5000.64, "Accountability and Management of DoD Equipment and Other Accountable Property," May 
19, 2011
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I11troduction 

(U) Specifically, FD did not initiate, approve, debrief, and maintain personnel SAP

accesses. In addition, FD did not have up-to-date security standard operating 

procedures. We will provide a copy of our audit report to the senior official responsible 

for internal controls in DCAA and the U oder Secretary of Defense for Acquisition, 

Technology, and Logistics. 

UNCLASSIFIED/ /FOR Offl�IAb U�� 0�1b¥ 

• DODJG-20 l 7-0'JZ J 3 



UNCLASSIFIED// FOR OFFICIAL USE OPiLY 

Finding A (U) . 

FD Did o Comply i h Do ecuri y Gui ance (U) 

safeguarding and protection of classified and SAP information. For example, FD 

officials did not: 

• (U) have co-utilization agreements for all FD locations,s perform

classification reviews of documents containing information extracted

from other classified documents, and maintain detailed records of

security incidents;

• (U) maintain a ?AP access list designating program accesses of the

audit staff;

• (U) DuD OIG (b) (7)(E) 

• (U/�)

••

uD OIG (b) (7)(E) 

• (U) complete required security training.

(U/,'FQWQ3 This occurred because FD lacked adequate policies and procedures and 

FD leadership did not provide effective oversight of security-related issues, 

including taking.adequate corrective actions to address the findings in the May 2012 

Staff Assistance Visit conducted by the DoD SAPCO. uD OIG (b) (7)(E) 

CAA (b) (7)(E) 

(U) 
(U) FD did not comply with DoD directives, policies, and guidelines for safeguarding and

protecting classified information. For example, FD officials did not have co-utilization

5 {U) A co-utilization agreement documents areas of authorities and responsibilities between cognizant security offices when
they share. the same SAP facilities. 

• {U) According to DoD Manual 5205.07, volume 1, "Special Access Program (SAP) Security Manual General Procedures,"
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agreements, perform classification reviews, and have detailed records of security 

incidents. 

Co-Utilization Agreements {U) 

(U/ �) FD did not have co-utilization agreements for all locations. DoD Manual 

5205.07, volume 1, states that co-utilization agreements are required when multiple 

SAP programs are stored together and worked on in the same facility. 7 At the lfi'/PP 
- andP1Qtll'f't11 Branch Offices we identified that FD co-mingled SAP

information from different SAPs in the same safe drawers. According to FD Security

officials, co-utilization agreements did not exist for

·

 oD OIG DCAA (b) (7)(E) 
(b) (7)(E) 

Therefore, the Branch offices violated DoD guidance by storing multiple programs in the

same safe drawers without the co-utilization agreements. The DCAA Security Officer

needs to identify and complete all required co-utilization agreements in accordance

with DoD Manual 5205.07, volume 1.

Security Classification Reviews {U) 

(U) FD personnel did not request that customer program security officers perform

classification reviews of documents containing information extracted from other

classified documents. According to DoD Manual 5200.01, volume 1, "classification as a

result of compilation8 requires an original classification decision by an authorized

original classification authority9 or classification guidance issued by an orlginal

classification authority (e.g., a security classification guide)." to However, FD

classification guidance was not updated to reflect the most recent security guidance and

did not require classification reviews. rn addition, FD personnel stated that security

classification guides were not always provided by the audited· customer. Instead of

requesting a classification review from the customer program security officers, the FD

supervisor conducted the classification reviews. For example, an FD supervisor located

at FD headquarters stated that it was the supervisors' responsibility to conduct a

classification review. The FD supervisor might not be able to identify all instances

7 (U) DoD Manual 5205.07, volume 1, "Special Access Program (SAP) Security M,inual: General Procedures," June 18, 2015.

• (U) Classification as a result of compilation occurs when unclassified elements of information are combined to reveal
classified information, or when classified elements combine to reveal information at a higher classification level than the
individual elements. 

9 (U) Original classification Authority is an individual authorized in writing to originally classify information (i.e., to classify
Information in the first instance). The responsible OCA shall Issue security classification guidance for each program, 
project, or mission Involving classified information. The classification guidance may be in the form of a security 
classification or declassification guide. 

10 (U) DoD Manual 5200.01, volume 1, "DoD Information Security Program, Overview, Classification, and Declassificatlon,"
February 24, 2012. 
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. where compilation would result in classified information, which increases the risk of an 

unauthorized disclosure of classified information due to compilation. DCAA Security 

Officer needs to update internal guidance to require classification reviews from the 

program security officer for audit work derived from classified information. 

Security Incident Reporting {U) 

(U) FD did not have detailed records of security incidents in accordance with DoD

guidance. Specifically, FD Instruction 5210.16 did not reference DoD Manual 5205.07,

volume 1. 11 For example, FD policy does not require FD Security to notify and report

security violations to the Government program manager and the cognizant authority

SAPCO. The FD policy did not include the requirement to report actual or potential

compromises involving DoD SAPs to DoD SAPCO. FD did not have documentation of

security incidents and corrective action taken in response to the incidents. Therefore,

FD did not have a record of FD personnel:

• 
oD OJG (b) (7)(E) 

• (U//F8{'.ol83 with a pattern of security incidents, which may lead to a

more serious violation; or

• (U //F8{'.ol83 required corrective actions as a result of the incident.

M1ss111g and J,u:.011111/clc recurity In ·itfollt Data (U) 

(U //fQ�Q3 FD did not have detailed records or reports for security incidents that 

occurred before January 2015. Security incident data was stored in the oD OJG (b) (7)(E) 

a classified closed network FD used to conduct work on 

unclassified, classified, and SAP audits.12 However,11111 was terminated on 

August 14, 2014, and detailed information for security incidents that occurred before 

January 2015 was lost. The only information available was a security incident log 

beginning in October 2014; however, that data was incomplete. Further, although FD 

has some security incident data for 2015 and 2016, that data was incomplete. For 

example, the log indicated that FD personnel brought unauthorized electronic devices 

into the sensitive compartmented information facility (SCIF); however, the log did not 

11 
(U) FD Instruction 5210.16, "Security Incidents," December 22, 2009.

12 
(U} A closed network is telecommunications network used for a specific purpose, such as a payment system, which access 
Is restricted. 
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contain the date of the incident, the date reported, or any required corrective actions. 

According to one of the FD general SAP Security Officers, t� a prior security specialist 

lm1c/f'l/Wlle' U •,;t.1 I l.1011 'fm l'Jl "'I UJ'lty lr1cldt 10( /.,uy 'Ill) 

(U) At the time of our review, FD did not restrict access to its security incident logs. FD

security incident logs are stored accessible by selected FD security 
oD OIG (b) (7)(E) As a result, oD OIG (b) (7)(E) 

- The DCAA Sec�rity Officer should develop and implement an incident

response plan, including updated policies and procedures, for reporting, tracking, and

investigating FD security incidents. The incident log should be restrictedtftf'HfiR 

Inappropriate Access and Storage of SAP Material (U) 
oD OIG (b) (7)(E) 

For example, FD personnel at thelfflMl'lf11 

In addition, FD personnel did not complete the Standard Rorm 

700, "Security Container Information" (SF 700), 14 in accordance with DoD Manual 

5200.01, volume 3,1s Specifically, FD personnel: 

• (U) did not update the  and 1  Branch Office SF
700s with the current employee contact information;

11JfiWl'f't11 •flmHfiMW

• (U) did not classify the Branch sub office SF 700s at the

highest level of information maintained in the two security containers

located in that office;

'tlfPlfflf 

13 (U) The general SAP security officer is a government official appointed in writing at a SAP facility or organilation by the 
Director or program manager to provide security administration and management. The general SAP security officer 
receives SAP guidance from the program security officer. 

14 (U) The SF 700 is a record for each container, vault, or secure room door that is used for storing classified information. 

"(U) DoD Manual 5200.01, volume 3, "DoD Information Security Program: Protection of Classified Information," 
February 24, 2012 {Incorporating Change 2, March 19, 2013). 
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• (U) did not document and maintain a SF 700 in a safe that contained

classified documents at a Branch sub-office; and:'flrf'HfiWf 

• (U) stored a SF 700 inside a Branch sub-office security

container rather than having the combination stored separately.

''f ... OPWMf 

(U) FD personnel who no longer worked in FAOs were listed as contact points for the

SAP information stored in the safe, and FD security containers had information

classified higher than authorized. On October 7, 2016, DCAA leadership provided us a

memorandum requesting that FD personnel take immediate. corrective actions

concerning the inappropriate access to classified material at the FAOs. The

memorandum also required branch managers to report on the corrective actions taken.

However, DCAA leadership did not provide documentation supporting that corrective

action was actually taken. To ensure that corrective action was taken in response to the

memorandum, the DCAA Security Officer needs to validate that access_ to SAP

information,

-

 DCAA (b) (7)(E) 

-· In addition, the DCAA Securfty Officer should ensure that FD completes SF

700s with all required information in accordance with DoD guidance.

Authorized Access lists and Visitor Logs (U) 

(U) FD did not have authorized access lists and visitor logs for its computer server

rooms. National Institute of Standards and Technology Special Publication 800-53,

Revision 4, requires organizations to select and specify securily controls for information

systems, including the implementation ofadequate physical authorization and access

controls for information systems. 16 The use of a visitor log minimizes the opportunity

for unauthorized access to the FD computer server rooms. DCAA Security Officer needs

to implement the use of authorized access lists and visitor logs in all DCAA computer

server rooms.

{U) Appointment Letters 

(U) FD did not formally appoint.its general SAP security officers in accordance with DoD

Manual 5205.07. The Manual states that general SAP security officers will be

designated to support SAPs. The appointment letters formally designate individuals

and identify their roles and responsibilities as general SAP security officers. Without

16 
(U) National Institute of Standards and Technology Special Publication 800-53, Revision 4, "Security and Privacy Controls 

for Federal Information Systems and Organizations.'' 2013 (Incorporates updates as of January 22, 2015). 
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· this formal designation the general SAP security officers may not be aware of their roles

and responsibilities. For example the general SAP security officers:

• (U) did not formally debrief individuals when access to SAP information was no

longer required;

• (U) did not perform classification reviews; and

• (U) did not receive their required Defense Security Service SAP training.

(U) The DCAA Security Officer needs to formally appoint general SAP security officers in

writing. 

Facility Accreditation {U) 

(U) FD did not maintain facility accreditation documentation at the FAOs we visited

where personnel were conducting SAP audits. DoD Manual 5205.07, volume 3, requires 

facility accreditation documentation to be retai.ned at each site. 17 The FAO facilities 

were accredited as SCIFs, not as SAP facilities. Therefore, FD personnel should not have 

performed SAP audits in these facilities because those FAO facilities did not have the 
DCAA (b ) (7)(E) . As a result,lllflMl'lf11 Branch Office personnel 
DoD OIG (b) (7)(E) 

(U) In November 2015, FD leadership initiated an internal business process

implementation team (BPIT). One BPIT responsibility included identifying and 

gathering required accreditation documentation. However, the BPIT did not assess the 

adequacy of controls at each facility CAA (b) (7)(E) 

DCAA (b ) (7)(E) . The DCAA Security Officer should complete SAP 

facility accreditation documentation CAA (b) (7)(E) 

for the FD locations, in accordance with DoD guidance. 

F Workforce Program Acee u 

(U) FD did not have lmowledge of SAP accesses and did not maintain a SAP access list

designating who of its audit staff had program access. In addition, FD did not have a 

formal PAR process to identify, initiate, approve, maintain, and debrief personnel. 

17 (U) DoD Manual 5205.07
1 
volume 3, "Special Access Progr,am (SAP) Security Manua!: Physical Security," September 21, 

2015 (April 23, 2015). 
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SAP Accesses (U) 

(U) FD leadership was not aware of FD workforce's SAP accesses and did not maintain a
SAP access list designating program accesses of the audit staff. DoD Manual 5205.07,
volume 2, states that. "record� must be maintained within a personnel security file for
each SAP-accessed individual."lB The records include PARs and transfer access
approvals. However, FD security did not have an accurate record of personnel
authorized SAP access. In addition, the BPIT did not include the involvement of DoD
SAPCO and customer program security officers to assist in identifying the individuals
authorized for SAP accesses.

,,_ 

(U / �) FD leadership also directed the BPIT to identify the total number of 
personnel SAP accesses and deter · if any personnel sho

I I I 
e debriefed. The BPIT 

identified questionable briefin • • l• I 

'. AOs. 19 For example,. armer employees were
never debriefed from SAPs and•. ormer employees were never debriefed from
sensitive compartmented information. However, the BPIT did not identify all accesses
because the Joint Access Database Environment (JADE) the team used does not include
all nun-DuD SAP at:t:esses. 20 The BPIT team also relied on FD personnel interviews to
identify SAP accesses because FD Security did not document and maintain the
information in accordance with the DoD guidance. Without the involvement of DoD
SAPCO or the program security officers, the BPIT does not have full knowledge of
personnel SAP accesses. 21 As a result, the total number of personnel that have
authorized access to SAPs is unknown. The DoD SAPCO and program security officers
are responsible for the oversight and management of SAPs and should have been
involved in verifying the accuracy of SAP accesses.

(U) In addition to not identifying all of the personnel accesses, the documents the BPIT
created to determine and identify accesses did not meet DoD requirements. The
reqµirements state that the general SAP security officers will maintain an up-to-date
separate program access roster for each program resident within a SAP facility.2 2 The

18 
{U) DoD Manual 5205.07, volume 2, "Special Access Program {SAP) Security Manual: Personnel Security," November 24, 
2015. 

19 {U) Questionable briefings include FD personnel that are currently briefed to SAPs that no longer need access.

' {U) The Joint Access Database Environment [JADE] only manages the Office of the Secretary of Defense SAP cleared
personnel and programs. 

0 

21 {U) The program security officer is a government official appointed in writing by the appropriate cognizant authority
SAPCO or deslgnee, and Is responsible for executing oversight and implementation of SAP security requirements for a 
specific SAP or group of SAPs, or geographically assigned locations. 

22 
(U) At the time of the audit the Joint Air Force-Army-Navy {JAFAN) 6/0 Manual, "Special Access Program Security Manual
- Revision 1," May 29, 2008, was the governing requirement.
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manual also states that access rosters will be properly protected and maintained, and 

be continually reviewed and reconciled for discrepancies. The roster should also 

contain the name of the individual, position, billet number if applicable, level of access, 

social security number, and security clearance information. 

(U / /FQYQ) Additionally, the BPIT did not have controls in place to prevent the 
oD OIG (b) (7)(E) For example, the BPIT did not implement security 

measures to DoD O!G (b) (7)(E) 

In addition, policies were not 

in place to define responsibilities for maintaining, updating, and coordinating the 

The DCAA Security Officer needs to identify all SAP 

access by employee and coordinate that information with DOD SAPCO and, develop and 

maintain a SAP master list with adequate security controls to restrict unauthorized 

access. 

Program Access Request Process {U} 

(U) FD did not have a formal PAR process for requesting, initiating, approving,

debriefing, and maintaining personnel SAP accesses and oD OIG (b) (7)(E) 

According to FD Instruction 5205.35, "request for 

program accesses will be initiated by or coordinated with FD Division Chiefs and FAO 

Managers, and will be monitored by the FD Program Security Manager."23 The FD 

Regional Director stated that the process for approving PARs was revised and she is 

now responsible for approving all PARs.24 She revised the process to oD OIG (b) (7)(E) 

However, FA Os are not consistent in how the 

offices request and receive approval to access SAPs. For example, personnel at the 

ltliiUTP Branch Office were coordinating PARs directly with the customer program 

security officers without the knowle?ge, involvement, or consent of FD leadership or 

security personnel. As a result, FD security was unaware of SAP accesses CAA (b) (7)(E) 

(U//F9H93 DoD Instruction 5205.11 states that granting access to a SAP will be based 

solely on a determination that the individuals have the need-to-know, the requisite 

23 (U) FD Instruction 5205.35, "Program Access Request and Briefings," January 9, 2012. 
24 (U) On November 26, 2016, we ""!ere notified that the FD Regional Director was reassigned and is no longer the FD

Regional Director. 
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security clearance, and will clearly and materially contribute to the oversight of the 

program. For example, we identified individuals at thel4ffllffl'f't1I Branch Office with 

access to SAPs who were not actively working on them. Those individuals did not have 

a valid need-to-know and are not materially contributing to the oversight of the SAP. 

Therefore the indivjduals should be de-briefed from the programs. The Director, DCAA 

and DCAA Security Division need to develop and implement a formalized automated 

process to request, initiate, approve, debrief, and maintain personnel SAP accesses. 

This process should be coordinated with DoD SAPCO and customer program security 

officers to make sure FD have accurate and current information. 

Document a d Property cco ntabality U) 

documents. In addition, FD did not maintain accurate accountability of property. 

Document Accountability and Responsibilities (U) 

(U / /fQIJQ) FD did not follow DoD guidance for the accountability of Top Secret and SAP 

documents and the designated Top Secret Control Officers (TSCO) and alternate TSCOs 
oD OIG (b) (7)(E) . DoD Manual 5205.07, 

volume 1, requires a separate accountability system for all SAP information. It 

establishes the minimum required inforrriation for an accountability log and the 

requirement to conduct a 100-percent inventory annually. However, FD did not have 

separate _accountability systems for collateral Top Secret and SAP information. Instead, 

the TSCOs and their alternate TSCOs only maintained one accountability log for 

classified documents, including Top Secret and SAP. In addition, the FAOs were not 

following FD internal security standard op·erating procedures .requiring accountability 

of all hard copy documents classified above Unclassified//For Official Use Only and 

Handle via Special Access Channels Only. Based on a review of documents in.the safes, 

we identified classified documents that were not logged for accountability. For 

example, the 1•f•f'Uffl1Nf Branch Office safes contained documents above 

Unclassified//For Official Use Only that were not logged and accounted for. In addition, 

the FD internal guidance for accountability was outdated and not in accordance with 

DoD policy. For example, FD Instruction 5210.S did not include the guidance in DoD 

Manual 5205.07, volume 1, requiring a separate accountability system for collateral Top 
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Secret and SAP information.Zs The DCAA Agency Security Officer needs to update 

internal guidance for accountability in accordance with DoD policy. 

(U//fQ�Q3 Accountability control logs at the FAOs did not contain the minimum 

information required by the DoD Manual 5205.07, volume 1. DoD Manual 5205.07, 

volume 1, requires the classification, originator of the item, title and description, 

custodian, custodian assigned, date of product, control numbers maintained in 

consecutive sequence, page count, and internal, disposition and date, destruction date, 

and external receipt records be included in the log. For example, at thelfM'f1!ifiW 

Branch Office the controJ logs did not contain the originators of the document. Also, the 

titles and descriptions of documents were vague, page counts were incorrect, overall 

classification of the information was mismarked, and control numbers were not 

maintained in consecutive sequence. The DCAA Agency Security Officer needs to 

develop a standard accountability log for FD designated accountable material, collater�l 

Top Secret, and SAP material that contain the required information. 

Property Accountability (U} 

(U//� FD did not maintain accurate accountability of its equipment. DoD 

Instruction 5000.64 requires that FD maintain 100-percent accountability of its 

equipment at all times. However, property accountability personnel at the 1'f'f'UfiMU 

Branch Office did not have administrative authority from January 2015 to 

February 2016 to update their property records. We identified errors in those property 

records, indu<ling a lack of equipment location, variations in equipment identification 

numbers (DCAA identification number, serial number, part number), and empty data 

cells (location and personnel assignment data). 

"(U) FD Instruction 5210.5, "Document Control Procedures," February 1, 2012. 
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(U //P8�H�, We reviewed the 1'f2t/Nff Branch Office property file consisting of 490 
pieces of equipment and noted that 92 listings did not include property locations. In 

_ addition, at the 1'f'f'/Pl11Pf Branch Office we conducted a non-statistical sample of 
accountable property to inventory and observed that the equipment locations were 
inaccurate. We also identified that equipment was moved to other field offices without 
notifying the property accountability personnel. As a result, FD property officials do not 
have accountability of all equipment. The Director, DCAA needs to make certain all 
property accountability officials are authorized to update property accountability files. 

Properly Disposing of Accountable Property (U) 

(U) The FD did not properly manage and dispose of its damaged and excess property.
DoD Instruction 5000.64 states that "all persons entrusted with the management of
Government property shall be responsible for the disposal or disposition of all property
to include directing the appropriate disposition of property." We identified excess,
damaged, and unused equipment at the following FAOs:

• (U) li)lftlfll'l!t11 Branch Office;

• 

• (U) "f'f'/IT119'1 Branch Office; and

• (U) 1'f'f'1\1INU Branch Office.

(U //FQHQ3 The FAOs also did not properly dispose of excess!llllequipment and 
other accountable property. For example, at the!WIMl'f't11 Branch Office we 
observed!III equipment and other damaged property stored in the server room, 
hallways, and in unused work spacesWfilW.was terminated in August 2014; however, 
FD leadership has allowed excess equipment to remain in the FAOs for more than two 
years. DCAA needs to promptly dispose of damaged and excess equipment. 

(U) Secur1ty Training

(U //� FD personnel did not complete required DoD security trainin_g. DoD 
Directive 5205.07 requires DCM to maintain a designated cadre of SJ\P trained 
personnel to provide audit support of D?D contracts. According to DoD guidance, an 
individual is considered SAP trained after that individual completes the Defense 
Security Service Academy SAP Orientation Course. Although FD leadership did not 
maintain training records before the termination 01\ililfl!ilwe identified FD personnel, 
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includil)g a general SAP security officer, who did not complete the required orientation 
course. 

(U//F8M"8) FD personnel also did not complete mandatory annual SAP awareness 
training. We reviewed a non-statistical sample of. records for FY 2016 and 
determined that 100 percent of the sampled FD employees did not complete mandatory 

annual SAP awareness training, required by DoD Manual 5205.07, volume 1. According 
to the FD Director of Security, mandatory annual SAP awareness training had not been 
conducted for at least two years because DCAA leadership decided to offer generic 
information security training instead of the tailored FD training. DoD Manual 5205.07, 
volume 1, states that the general SAP security officer is responsible "to establish, 
conduct, and document initial, event-driven, and refresher training for all SAP-accessed 
individuals." Additionally, the FD Regional Director was not aware that Defense 
Security Service SAP initial and refresher training was a requirement. Further, the FD 
Annual Security Refresher training provided to FD personnel did not include the 
mandatory topics required by the DoD 5205.07, volume 1. For example, the training did 
not include any modules on the protection of classified relationships, operations 
security, program threats, and types and categories of SAPs. Therefore, FD employees 
are not adequately prepared to protect SAP information and might be unaware of the 
procedures to address security ind.dents in their offices. The DCAA Security Officer 
should rriake sure FD has an adequately trained SAP workforce and that mandatory SAP 
training is annually completed and tracked. 

Corrective Act o ot Ta e to Addres taff 

Assi ta c Visi Deficiencie (U) 

(U //F8H8) FD leadership did not provide effective oversight of security-related issues, 
including taking corrective actions to address deficiencies identified during the DoD 
SAPCO Staff Assistance Visit formal compliance inspection in May 2012. The Staff.
Assistance Visit identified seven areas of concern in FD. We identified similar security 
deficiencies because FD had not taken corrective action in response to the DoD SAPCO 
recommendations, including: 

• (U) creating an accountability system for Top Secret and SAP holdings,
including computer media;

• (U) following up and closing out 27 open security incidents or violations;
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• (U) updating the FD security standard operating procedures in

accordance with the DoD Manual 5205.07, volume 1;

• (U) providing the FD TSCOs and alternates with access to all information

to properly account for the material; and

• (U) documenting and validating the completion of security training.

(U) The FD Director of Security stated that she was not aware that the Staff Assistance

Visit recommendations were part of a formal compliance inspection.26 In addition, the

FD Regional Director stated that she was not aware:

• (U) of any corrective action taken by the FD Director of Security in response to

the recommendations, and

• (U //F8H83 of the specific 27 open security violations or incidents identified in

the Staff Assistance Visit.

(U) The Director, DCAA needs to review and evaluate the leadership and performance

of the Director, FD and report on what, if any management action has been taken;

designate FD security duties to a qualified security official, and implement the

recommendations in the 2012 DoD SAPCO Staff Assistance Visit report. The DoD

SAPCO, in conjunction with the DCAA Security Division, should conduct a risk

assessment on all lost security incident information. The DoD SAPCO should also work

with the DCAA Security Division to prioritize security vulnerabilities for remediation

and establish timelines for completion.

onclusion 

(U //� The FD Director must take immediate corrective actions in the FD security 

program to reduce its risk of DCAA (b) (7)(E) 

DoD establishes requirements, restrictions, and other safeguards necessary to prevent 

the unauthorized disclosure of SAP information and necessary to control disclosure of 

classified information. However, oD OIG (b) (7)(E) 

- In addition, FD personnel were unaware of polenlial violations and

infractions CAA (b) (7)(E) . We acknowledge 

26 (U) On February 20, 2016,
by the Director, DCAA. 

 oD OIG (b) (6) 
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the efforts made by the BPIT team to identify facility accreditation documentation and 

determine SAP accesses. CAA (b) (7)(E) 

. The FD Director needs to work with DoD SAPCO; the 

Director, DCAA; and the DCAA Security Officer to address the specific recommendations 

in this report. 

Management Comment o the ind·ng and ur 

Re pon (U) 

Management Comments on FD's Compliance With Security 

Policies (U} 

(U //F8H83 The Director, DCAA, did not agree with certain parts of the finding, 

specifically, that FD did not comply with any DoD directives, policies, and guidelines for 

safeguarding and protecting classified information and that FD policies and procedures 

that incorporate the DoD guidance was available for review. The Director also did not 

agree that classification reviews of documents containing information extracted from 

other classified documents is required, stating that FD personnel are derivative 

classifiers and follow DoD Manual 5200.01, volume 1. The Director also did not agree 

that FD officials did not DuD OIG (b) (7)(E) 

Further, 

the Director did not agree with the conclusion CAA (b) (7)(E) 

, stating that the report provided no evidence, no recommendation, 

and no examples in the report that FD CAA (b) (7)(E) 

- However, the Director added that based on the audit, DCAA is aware of the

areas where improvementis required. Also, the Director added that some

modifications to the wording in the report would resolve DCAA concerns with the

finding.

(U) The Director agreed that DCAA does not have co-utilization agreements at all

locations. She stated that DCAA has a current co-utilization agreement for the Regional

Office and The

Director noted, however, that in April 2016 DCAA submitted 

CAA (b) (7)(E) 

RO (b) (3), 10 USC§ 424 

The Director also stated that FD does not have detailed information· on security 

incidents. As a result, in January 2016 FD developed and implemented a standard 

operating procedure for reporting, tracking, and investigating FD security incidents. 
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The Director agreed that not all corrective actions were addressed from the May 2012 

Staff Assistance Visit conducted by DoD SAPCO. 

Our Response (U) 

(U / �) Our findings and conclusions were based on observations made and 

analysis conducted throughout the audit. Our finding that FD did not comply with DoD 

security guidance was based on multiple instances of non-compliance. For example, the 

Director agreed that the FD lacked co-utilization agreements and detailed information 

on security incidents. Before the audit began (November 5, 2015), we requested copies 

of DCAA's internal guidance, such as security policies and standard operating 

procedures to determine whether these aligned with DoD guidance. Our review of 

DCAA's guidance showed that it had not been updated when DoD security guidance was 

revised on June 18, 2015. 

(U) We do not agree with the Director's position that classification reviews are not

necessary when documents contain information extracted from other classified

documents. Specifically, FD personnel were not following DoD Manual 5200.01,

volume 1, which requires derivative classifiers to analyze the material they are

classifying against the security classification guide or contact the originator of the

source document if the source document is not sufficient to make a classification

determination. As stated in the report, FD officials acknowledged that they did not

always receive security classification guides. In addition, source documents do not

always provide sufficient guidance related to the compilation of information.

(U / /Ji'QWQ) Our conclusion that the FD DCAA (b) (7)(E) 

- was based on the examples cited in the report. CAA (b) (7)(E) 

CAA (b) (7)(E) 

oD OIG (b) (7)(E) oD OIG (b) (7)(E) 

also constitutes DCAA (b) (7)(E) 

is 

defined by DoD Manual 5205.07, volume 1, as 

Management Comments on Adequacy of Protecting Classified 

Information (U) 

(U) The Security Director, DoD SAPCO, responding for the Under Secretary of Defense

for Acquisition, Technology, and Logistics Special Access Program Central Office stated
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that in over four years of working with DCAA FD he has never received a clear answer 

on what SAP information is required for each type of audit FD conducts. The Security 

Director added that this is important in identifying who needs access to SAP programs, 

where they need to access SAP data, and if any SAP data is required for processing or 

retaining at FD facilities. 

Our Response (U) 

(U) We agree with the Security Director, DoD SAPCO, and made recommendations to

address his concerns (see Recommendation A.3.h). 

(U) Recommen�atfon , Managemen Comm nts, and
Ou e pon

{U) Revised Recommendation 

(U) As a result of comments from the Under Secretary of Defense for Acquisition,

Technology, and Logistics Special Access Program Central Office, we revised draft 

Recommendation A.1.b, to include the results of the risk assessment to satisfy 

Recommendation A.1.a. 

{U) Recommendation A.1 

(U / /P8ff8� We recommend that the Under Secretary of Defense for Acquisition, 

Technology, and Logistics Special Access Program Central Office: 

a. (U/ fFWQi Conduct a risk asse�sment on the all missing Defense

Contract Audit Agency security incident information.

Under Secretary of Defense for Acquisition, Technology, and Logistics 

Special Accec;s Program Central Office Management Comments (U) 

(U) The Security Director, DoD SAPCO, responding for the Under Secretary of Defense

for Acquisition, Technology, and Logistics Special Access Program Central Office, agreed 

with the recommendation. The Security Director instructed the Chief of Security 

Oversight and Compliance Branch to conduct a risk assessment of all missing FD 

security incident information ant provide a preliminary report within 90 days, 

provided DoD SAPCO receives support from DCAA to conduct the risk assessment. 
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Our Response {U) 

(U) The Security Director, Doi? SAPCO, addressed all specifics of the recommendation;

therefore, the recommendation is resolved. We will close the recommendation once we

receive and review the results of the risk assessment.

b. (U) Upon completion of Recommendation A.1.a (above), work with

the Defense Contract Audit Agency Security Officer to prioritize

security vulnerabilities for remediation and establish timelines for

completion.

Under Secretary of Defense for Acquisition, Technology, and Logistics 

Spr'cial Access P o I om Centraf .Office Management Comm nts (U) 

(U/ /� The Security Director, DoD SAPCO, responding for the Under Secretary of 

Defense for Acquisition, Technology, and Logistics Special Access Program Central 

Office, agreed with the original recommendation. The Security Director stated that only 
oD OIG (b) (7)(E) 

Also, the Security Director stated that he has waited 

more than two years for FD to provide the requirements for SAP facilities and 

information technology systems and has not received any information. Therefore, the 

Security Director has instructed both FD and its customers to use existing customer SAP 

facilities and not bring SAP information into unapproved facilities. The Security 

Director stated th�t during the risk assessment DoD SAPCO will identify any.
information that has been brought into non-accredited facilities. 

(U) Our Respon P

(U /�)The Security Director, DoD SAPCO, partially addressed the 

recommendation; therefore, the recommendation is unresolved. The action initiated by 

the Security Director only addresses oD OIG (b) (7)(E) 

The response does not prioritize 

the other security vulnerabilities, suc_h as co-utilization agreements, security 

classification reviews, security incident reporting, SAP accesses, document 

accountability discussed in the report, or establish timelines for DCAA's completion. 

Therefore, we request that the Under Secretary of Defense for Acquisition, Technology, 

and Logistics Special Access Program Central Office prioritize all security vulnerabilities 

for remediation and establish timelines for completion. We will close the 

recommendation after we verify that security vulnerabilities have been prioritized for 

remediation and actions have been completed to correct the security vulnerabilities. 
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Recommendation A.2 {U) 

(U) We recommend that the Director, Defense Contract Audit Agency:

a. (U) Review and evaluate the leadership and performance of the

Regional Director of Field Detachment, and report on what if any

management action has been taken.

b. (U) Designate Field Detachment security duties to a qualified

security official.

c. (U) In coordination with the Defense Contract Audit Agency

Security Officer develop and implement a formalized program

access request process to initiate, approve, debrief, and maintain

personnel accesses.

d. (U) Authorize property accountability officials to update property

accountability files.

e. (U) Dispose of damaged and excess equipment.

f. (U //F9�9) Initiate corrective action to the 2012 Under Secretary of

Defense for Acquisition, Technology, and Logistics Special Access

Program Central Office Staff Assistance Visit report.

Defense Contract' Audit Agency Comment. (U) 

The Director, DCAA agreed, stating that: (U) 

• (U) the FD Regional Director was reassigned in November 2016,

• (U) all security functions were centralized under the agency Security Officer

effective January 1, 2016,

• (U) beginning February 1, 2017, DCAA implemented a formalized PAR process,

including a new PAR form and standard operating procedure that will be issued

by June 2017,

• (U) all FD trained and certified property custodians are now authorized to

access accountability files and property systems, and all FD property custodians

received property management training in May 2016,

• (U) during FY 2016 and 2017 every FD FAO had removed all damaged and

excess property in accordance with DCAA Instruction 5000.17, and
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• (U) in February 2017, DCAA established a team dedicated to addressing the

audit and security requirements for FD. When this team completes its work in

December 2017, audit and security policies and procedures will be established

to ensure compliance with DeD directives, policies, and guidelines fer

safeguarding and protecting classi fied informatien.

(U) In addition, the Director stated that DCM requested another face-to-face meeting

with the audit team to receive clarification on the findings and that meeting never 

occurrei. 

Our Response (U) 

(U //FSH� The Director, DCAA, aidressed all specifics of the. recommendations; 

therefore, Recommeridations A.2.a, A.2.b, and A.2.d are closed and A.2.c, A.2.e, and A.2.f 

are resolved. We will close Recommendation A.2.c when we review and verify that 

DCAA has developei ana implemented a formalized PAR process, including a new 

staniard operating procedure, and updated PAR form; Recommendation A.2.e, when we 

receive a listing of all damagei and excess property that had been turned in and 

destruction records; and Recommendation A.2.f, when we receive a listing of all new or 

revised audit and security policies issued and the corrective actions completed 

addressing the 2012 DoD SAPCO Staff Assistance Visit Report. 

(U) In aidition, we do not agree with the Director's position that a meeting on

clarification efthe findings never occurred. We met with the FD Regional Director and 

her staff on April 20, 2016, and September 20, 2016, the Director, DCM, on April 22, 

2016, and the Deputy Director, DCAA, on December 14, 2016, to provide clarification on 

the findings. 

{U) Recommendation A.3 

(U) We recommend that the Defense Contract Audit Agency Security Officer:

a. (U/ /F8tf8) Identify and complete all required co-utilization

agreements for the Defense Contract Audit Agency Field

Detachment.

b. (U//�) Update internal guidance to require classification

reviews from the customer program security officer for audit work

derived from classified information.
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c. (U/,'FQWQ3 Develop and implement an incident response plan,

including updated policies and procedures, for reporting, tracking,

and investigating Field Detachment security incidents.

1. (U) Restrict non-security employee access to incident logs.

d. (U) Update the SF 700s with the required information and limit

access to the special access programs 

to those who are approved for access. 

DoD O!G (b) (7)(E) 

e. (U) Implement the use of authorized access lists and visitor logs in

Defense Contract Audit Agency Field Detachment computer server

rooms.

f. (U) Appoint its general special access program security officers in

writing.

g. (U//FQWQ3 Complete special access program facility accreditation

documentation for the Defense Contract Audit Agency Field

Detachment locations.

h. (U / /�) Worlc with the Under Secretary of Defense for

Acquisition, Technology, and Logistics Special Access Program

Central Office to identify all Field Detachment personnel special

access program accesses.

i. (U) In coordination with the Under Secretary of Defense for

Acquisition, Technology, and Logistics Special Access Program

Central Office, develop and implement a formalized automated

process to request, initiate, approve, debrief, and maintain

personnel special ac:;cess program accesses.

1. (U) Debrief all personnel that do not l1ave a valid need-to

know, are not clearly and materially contributing to the

oversight of the special access program, and no longer

require access to the information.

2. (U) Develop and maintain a special access program master

list, and provide site specific access lists to the Field

Detachment security managers.

UNCLASSIFIED// FOR OffICil\15 Y�� Ol>JbY 

DODJG-2017-092123 



UNCLASSIFIED/ f FOR OFFICIM, USE OPdLY 

3. (U) Require security managers to destroy the old document

when theyreceive an updated list.

4. (U) Inform the Under Secretary of Defense for Acquisition,

Technology, and Logistics Special Access Program Central

Office of all updates to DoD accesses. OCi\i\ (b) (7)(E)  

j. (U) Update, complete, sign, and disseminate security policies and

procedures.

k. (U) Develop a separate automated accountability systems for Top

Secret collateral and special access program material. The

accountability system must be standardized and include the

minimum required information found in the DoD Manual 5200.01,

volume 1, "DoD Information Security Program, Overview,

Classification, and Declassification," February 24, 2012.

1. (U) Work with the Under Secretary of Defense for Acquisition,

Technology, and Logistics Special Access Program Central Office to

identify and grant access to the Top Secret Control Officers,

alternate Top Secret Control Officers, and the designated

disinterested persons responsible for the accountability system.

m. (U) Require all Defense Contract Audit Agency personnel

performing audits of classified and special access program

contracts receive mandated training and track all training.

n. (U / fFQWQ� Initiate corrective action based on the Under Secretary

of Defense for Acquisition, Technology, and Logistics Special Access

Program Central Office risk assessment.

Defense Contract Audit Agency Comments (U) 

(U) The Director, DCAA, responding for the DCAA Security Officer, agreed with

Recommendations A.3.a, A.3 .c, A,3.c.1, A.3.d, A.3.e, A.3.f, A.3.g, A.3.h, A.3.i, A.3.i.1, A.3.i.2, 

A.3.i.3, A.3.j, A.3.k, A.3.1, A.3.m, and A.3.n. The Director cited a number of specific actions

that had been initiated in response to these recommendations. For the full text of the 

Director's comments, see the Management Comments section of this report. The 

Director, DCAA, requested that the audit team provide clarification on the finding as it 
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relates to physical .security and the protection of classified material currently located 

within a SCIF (Recommendation A.3.g). 

(U) The Director partially agreed with Recommendations A.3.b and A.3.i.4. Specifically,

the Director did not agree that classification reviews of documents containing 

information extracted from other classified documents was required. The Director 

stated that FD personnel are derivative classifiers and not original classifiers and the FD 

supervisors validate that documents are appropriately classified by using the source 

document, consulting with the originator of the document, or consulting with the 

agency security office. If a document is not appropriately portion marked, the 

supervisors will direct FD personnel to coordinate with the customer Program Security 

Office. The Director, DCM, did not agree that FD. should provide DoD SAPCO with 

information and requested further clarification from the 

audit team on the policy requirements for providing DoD OIG (b) (7)(E)  to the DoD 

SAPCO. 

Our Response (U} 

(U) The Director, DCM, addressed all specifics for Recommendations A.3.a, A.3.c,

A.3.c.1, A.3.d, A.3.e, A.3.f, A.3.i, A.3.i.l, A.3.i.2, A.3.i.3, A.3.j, A.3.k, A.3.1, A.3.m, and A.3.n;

therefore, these recommendations are resolved. We will close the recommendations 

when DCAA provides: 

• (U//FQWQ3 verification that all co-utilization agreements have been approved,

• (U //FQ\JQ3 copies of security incident standard operating procedures, security

incident forms, and training certificates,

• (U //FQWQ3 results of the Security Office's review of Standard Form 700s,

• (U //FQWQ3 copies of all general SAP security officer appointment letters,

• (U//F8el8� copies of the access roster and a sample visitor log for FD computer

server rooms,

• (U//� verification that the Security Information Management System will

be used to maintain a log of SAP accesses,

• (U//FQHQ3 confirmation of total personnel debriefed from SAPs and copies of

destruction certificates for outdated access rosters,
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• (U / �) copies of all updated security policies and procedures,

• (U //FQHQ) notification that Security Information Management System has been

fully deployed and is the system of record for maintaining accountability logs for

Top Secret collateral and SAP materials,

• (U //f8r18) a listing of all primary and alternate Top Secret Document Control

Officers and copies ofrosters or training certificates completed for mandatory

annual and refresher security training, and

• (U / �) results of the risk assessment performed with the DoD SAPCO and

corrective actions completed from that assessment.

(U //� The Director, DCAA, did not address all specifics for Recommendations 

A.3.b, A.3.g, A.3.h, and A.3.i.4; therefore, the recommendations are unresolved.

Regarding Recommendation A.3.b, we disagree with the Director's position that 

classification reviews are not required and that FD supervisors are validating that 

documents are appropriately marked. During our site visits, FD personnel stated that 

instead of requesting a classification review from the customer program security 

officers, FD conducted the review. DoD Manuel 5200.01, volume 1, requires derivative 

classifiers to analyze the material they are classifying against instruction provided in a 

security classification guide or contact the originator of the source document if the 

source document is not sufficient. Relying solely on the classification of the source 

documents does not always take into account compilation of information. Therefore, 

the DCAA Security Officer should provide comments to the final report addressing 

actions she will take to ensure classification reviews are conducted by the respective 

program security office. We will close the recommendation after we review and verify 

that DCAA classification procedures include coorpination with the appropriate program 

security office. 

(U//FQloJQ3 Although the Director agreed with Recommendation A.3.g, she did not 

address the specifics of the recommendation. The DCAA Security Officer should ensure 

that SAP audits are performed in SAP accredited facilities. Performing SAP audits in 

SAP accredited facilities will address our observations CAA (b) (7)(E) 

. For example, we 

observed that FD branch offices were accredited oD OIG (b) (7)(E) 

Therefore, we request that 

the DCAA Security Officer provide comments to the final report addressing actions she 
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has taken or will take to obtain SAP accreditation for the DCAA FD offices. We will close 

the recommendation after we receive and review the updated SAP facility accreditation 

documentation for all FD locations. 

(U//F81'83 The Director partially agreed with RecommendationA.3.h. However, we do 

not agree that the BPIT team has identified all FD personnel SAP accesses (incluc..ling 
DoD O!G (b) (7)(E) ). Our conclusion that the BPIT did not identify all FD accesses was 

based on specific examples cited in the report. For example, the Director stated that the 

BPIT team used the J ointAccess Database Environment to identify accesses by person; 

however, the database does not account for theDoD O!G (b) (7)(E)  . Without 

knowledge of both oD O!G (b) (7)(E) 

Therefore, the DCAA Security Officer should 

provide comments to the final report addressing actions she will take to identify all 
DCAA (b) (7)(E) . We will close the recommendation once we verify that the 

Security Officer has identified the SAP accesses of all DCAA staff. 

(U/,'F8l!!H�3 The Director, DCAA, did not address all specifics for Recommendation 

A.3.i.4; therefore the recommendation is unresolved. FD should provide DoD SAPCO

with the unclassified program identifiers for all oD O!G (b) (7)(E) that reside in DoD

facilities and the FD personnel briefed to those programs. As the Cognizant Authority

for DCAA, the DoD SAPCO has responsibility for providing security oversight, facility

accreditation, and support functions regarding DCAA SAP efforts. That information is

also required for FD to obtain co-utilization agreements for FD sites. 1f DCAA chooses to

not provide the information to the DoD SAPCO and stores information DoD OIG (b) (7)(E) 

- in-, it would prevent DCAA from obtaining approval of the co

utilization agreements. Therefore, the DCAA Security Officer should provide comments

to the final report addressing the procedures she will implement to inform the DoD

SAPCO on a recurring basis of all for DCAA staff. We will close the

recommendation when we review, and verify, that the DoD SAPCO has been informed of

the DoD OIG (b) (7)(E)  of DCAA staff.

UNCLASSIFIED// FOR OFFICIM USE O�H�.Y

DOl)(G-lOl 7-092 I 27



UNCLASSIFfED/ f FOR OFFICI!tb USE ONI::.Y 

rinding B 

Finding B (U) 

FD Did Not Effectively e Personnel and Facili ies to 

Support S P Contract Audits (U) 

(U) DCAA leadership did not effectively use FD personnel and facilities to support

classified and SAP contract audits. This occurred because:

• (U) DCAA leadership placed a priority on non-SAP contract audits;

• (U) FD leadership did nofhave a process for identifying SAPs to perform

audit planning and oversight of classified and SAP contracts; and

• (U) FD did not identify a classified automated information system for

conducting classified and SAP a dit assignments and reports.�

(U//F8W8� As a result, oD OIG (b) (7)(E) 

-

Manag m nt of Fleld Detachment Personnel and 

Facilities to Support Classified and SAP Audits (U) 

(U //F8W8) DCAA leadership was not effectively using FD personnel and facilities to 

support classified and SAP contract audits. According to DoD Directive 5205.07, the FD 

will maintain a sufficient group of personnel who are responsible for conducting audits 

of SAP contracts. However, a majority of FD cleared personnel and secure facilities 

were not being used to support classified and SAP contract audits. 21 

(U //F8W8) F AO branch managers, supervisors, and personnel stated that unclassified 

incurred cost audits and demand work makes up at leastlif"f'HTHhl of FDs 

27 
(U) For the purposes of this report, FD and DCAA personnel with Top Secret and sensitive compartmented

infonnation access are called "cleared," and staff without those accesses are caUed "Uncleared." 
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assignments. 20 We observed cleared FD personnel only working on unclassified 

assignments (including unclassified disclosure statement audits, direct cost and 

proposal audit). In some instances FD personnel have not worked on classified or SAP 

assignments in over three years. In addition, we also observed that FD personnel at the 

branch offices and regional office are on regular telework schedules. Therefore, FD 

personnel cannot work on classified and SAP contract assignments while teleworking. 

Specifically, FD personnel we intervi.ewed are allowed to telework from one to four days 

per week. DCAA needs to identify and include FD mission requirement for conducting 

audits of classified and SAP contracts into the annual planning process and reassess the 

use of regular telework schedules to ensure adequate personnel are available to audit 

classified and SAP contracts. 

oD OIG (b) (7)(E) 

{U) 

oD OIG (b) (7)(E) 

Requiring personnel to review the DD Form 254, "DoD Contract 

Security n alert the uncleared auditor that the contract involves 

classified information CAA 

Classificatio ," will 
(b) (7)(E) 

-· 
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29 (U) The DoD Form 254 identifies the level of classification the contractor will require in performing the contract. 

28 (U) Demand work Includes customer requested assignments; proposal audits; forward pricing rates; terminations; claims; 
and other time-sensitive requests. 

29 Reviewing the DD Form 254 is also a mechanism to verify FD is aware of 

and conducting oversight of classified and SAP efforts in accordance with its mission 

and DoD guidance. DCAA must require personnel to review the DD Form 254 as part of 
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the audit program plan before performing a review, and notify FD if the effort is
classified.

FD Fad/fly II <l.lJ (LI J 

(U//FQWQ3 We identified SCIFs maintained by FAQs that were unoccupied at the same
time cleared personnel were permanently working in unclassified facilities (known as
"tank space"). For example, the 1'f'f'Uf Pf branch manager decided to permanently
locate cleared staff in an unclassified facility because the staff did not always work on
classified or SAP audits. According to the branch manager, the unoccupied SCIFs are
used when a cleared person needed to work on classified information. We reviewed the
SF700s and determined that the SCIF spaces were rarely opened and cleared personnel
only entered the SCIFs to log into their global wide area network accounts to keep the
accounts active. As result, FD SCIFs are not being used for their intended purpose and
FD personnel cleared to Top Secret/ /Sensitive Compartmented Information are
working primarily in unclassified facilities, on unclassified projects.

(U//F9W93 As part of its duties, the BPIT identified.CIFs to close. We commend the
BPIT for the proactive steps taken in this instance. However, the process the BPIT used
to identify unused SCIFs was not based on established criteria, such as workload or
cleared personnel. Therefore, FD should conduct an assessment of all FD facilities
based on specific criteria to determine whether the facilities are being used for their
intended purpose.

Non-SAP Aud·t Priorities ( U) 

(U / /fQUQ3 DCAA leadership was not effectively using FD personnel and facilities to
support classi�ed and SAP contract audits because DCAA leadership placed a priority
on conducting non-SAP contract audits. For example, the DCAA FY 2015 and FY 2016
annual planning guidance set the DCAA's focus on reducing the backlog of incurred cost
audits because those audits require the greatest amount of resources. The planning
guidance stated that incurred cost audits are the DCAA's highest overall priority
workload. The planning guidance did not identify FD classified and SAP audit efforts.
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0 ers1gh ( } 

CU//fQ\H�3 FD leadership did not have a process for identifying SAPs. Specifically, FD 

1eadership did not coordinate and plan for performing and overseeing audits of 

classified and SAP contracts. 

Coordination and Planning of Classified Contracts {U) 

CU //fQWQ3 FD leadership did not adequate1y coordinate and plan for identifying and 

performing oversight of classified and SAP contracts. FD identifies SAP contracts when 

a customer requests audit services, such as signing vouchers. Without notification from 

the customer, FD is not aware that the classified and SAP efforts exists. However, FD 

should not rely on voucher reviews or customer notification because FD personnel are 

aware of customers who have not been forthcoming. For example, FD personnel are 

aware of customer vouchers that are reviewed directly by the contracting officer and 

not reviewed and processed by FD. WfWMIP Branch Office personnel are aware of a 

large SAP contract that was not part of the DCAA annual plan. 

CU//F8'18� In addition, FD personnel have also identified SAPs during mandatory 

annual audit requirement [MAAR] 6 revit:;ws that are not part of the DCAA annual plan. 

The FD Regional Director stated that she cannot guarantee that FD had identified all 

classified and SAP contracts. Instead, FD leadership relies on the customer to notify and 

identify classified and SAP contracts to conduct oversight. FD cannot perform audit 

oversight of potentially high risk contracts without knowledge of all SAP contracts. FD 

needs to establish a process with customers for coordinating and planning all classified 

and SAP efforts on at least an annual basis or more often if needed. This information 

should be used by FD leadership to plan audit oversight efforts for classified and SAP 

projecls. 

Access to SAP Pruw·ams (U) 

CU//� FD leadership and branch managers did not request access to the SAPs· for 

which they are responsible for conducting audit planning and oversight. The FD 

Regional Director stated that she and FD leadership did not have the SAP accesses 

necessary to identify SAP efforts. However, it is FD leadership's responsibility to 

coordinate with the customers, identify the SAP, and contact the DoD SAPCO for access-. 

Therefore, without access, FD cannot conduct classified discussions and review 

customer data to conduct audit planning and oversight. In addition, FD is not providing 
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adequate supervision and oversight of SAP audit assignments in accordance with 
Government Auditing Standards.Jo Government Auditing Standards state that 
supervisors must review the audit work performed. We determined that at the!illl 
� Branch office and other Fi\.Os only one person was briefed and working on a SAP 
and the direct supervisor or the branch manager did not have access to the SAP to 
provide supervision and oversight. FD needs a designate a group of FD leadership and 
branch managers and coordinate with DoD SAPCO, to receive access to SAPs to conduct 
planning and o'versight of SAPs. 

Classified Automated Information System {U) 

(U //FQHQ) FD did not maintain a classified automated information system for 
conducting classified audit assignments and reports. 

DoD OJG (b) (7)(E) 
(U} 

(U //fQHQ) FD used 1111 until 2014 to conduct work on all unclassified, classified, and 
SAP audits. In August 2014, officials at the National Reconnaissance Office, the system 
authorizer, found thatllll no longer complied with tht;! terms and conditions of its 
system authorization. Specifically,111iwas only authorized to process sensitive 
compartmented information in the National Reconnaissance Office. However, FD was 
processing unclassified, classified, and SAP information from multiple customers on 
1111 Accordingly, the National Reconnaissance Office terminatedlilt1I As of 
January 2017 FD leadership had not identified a replacement classified automated 
information system for conducting classified audit assignments and reports. As a result, 
FAQs have reduced the number of classified audit reports and have withdrawn requests 
for classified assignments. 

(U //� The FAOs have reduced the number of classified audit reports issued since 
the termination oflilt1I According to FD supervi�ors, they have withdrawn requests 
for classified assignments because the lack of a classified automated information system 
would require that the work be done manually and maintained in hardcopy format. In 
addition, FD personnel attributed the reduction in the number of classified documents 
the FA Os received to the lack of a classified automated capability. When 1111 was 
operational, FD personnel could receive classified data electronically. However, FD 
personnel must now print all classified documents from the customer and contractor 

' {U) GA0-12-331G, "Government Auditing Standards", 2011 Revision, section 6.54. 0 
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facilities. FD personnel stated that printing documents increased audit wait times and 
they do not have the space to store the documents. Consequently, FD personnel are 

Security oj A11£ltt Data (U} 

Conclusio ) 
(U//F9�9) FD has responsibility for the overall planning, management, and execution 
of DCAA contract audits of classified programs and SAPs. FD is not effectively us1ng 
cleared FD personnel and facilities to audit classified system and SAP contracts. FD 
cannot provide adequate oversight of contractor financial and accounting records which 
leaves DoD vulnerable to inaccuracies in financial statements and reporting. As a result, 

oD OIG (b) (7)(E) 

Mana ement Comments e F1 ing and Our Audit 

Response ( ) 

Management Comments on the Use of FD Personnel and 

Facilities to Support Classified and SAP Contract Audits (U) 

(U //H�HH�3 The Director, DCAA, did not agree with the finding, stating that the report 
did not identify any security or audit concerns that substantiate the finding. The 
Director also did not agree that DCAA leadership did not effectively use FD personnel 
and facilities to support classified and SAP contract audits. The Director stated that 
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DCAA leadership does not place priority on non-SAP contract audits and that all 
contractor work must be audited to provide the necessary audit advice on classified 
contracts. She also stated that classified contracts are prioritized the same as non

classified contracts. The Director stated that the DCAA's planning guidance does not 

separately identify classified work as a top priority; rather the DCAA's top priorities are 
applied to FD's audit work. In addition she stated that the DCAA leadership does have a 

process for identifying SAPs and cited Federal Acquisition Regulation (FA!l) Part 4, 
"Administrative Matters," Subpart 4.2, "Contract Distribution," which requires 

contracting officers to notify DCAA of contract awards. Other methods of identifying 
SAP work cited by the Director included notification by the contractor, Financial Liaison 
Advisors, submission of contactor vouchers, contractor incurred cost proposals, 
customer meetings, mandatory annual audit requirements [MAAR], and the annual SAP 

report to Congress. 

(U //F8t;8) The Director stated that the system FD used to conduct classified audits was 

shut down in August 2014, at the direction of the National Reconnaissance Office. 
According to the Dire�tor, FD currently relies onltl'lmiW!aPPfOVed classified 
systems and was in.the process of obtaining access to additional systems at all 
appropriate locations. The Director did not agree that a majority of FD cleared 
personnel and security facilities were not being used to support classified and SAP 

contract audits. She noted that all contractor work must be audited to provide the 
necessary audit advice on a classified contract and that it may be more efficient for a 

cleared auditor to perform the complete audit based on the type of audit and the steps 
required. The Director did not agree that FD is not providing adequate supervision and 
oversight of SAP audit assignments in accordance with Government Auditing Standards. 

The Director stated that there are cases where an employee's immediate supervisor or 
branch manager does not have access to the SAP to provide supervision and oversight 

due to several factors such as limited a·vailable security billets, sensitivity of programs, 

or audit efficiency. However, in those cases, the Director stated the audit work was 
supervised by a different person who has the proper accesses. According to the 

Director, if supervisors do not have the proper accesses for adequate supervision, the 
supervisor disengages. 

Our Response {U) 

(U//FQ:WQj Our findings and conclusions were based on observations made and 

analysis conducted throughout the audit. During our site visits we were repeatedly 
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informed by FD personnel that the DACC's highest priority was unclassified incurred 

cost audits. In addition, the DCAA FY 2015 and 2016 annual planning guidance focused 
on reducing the backlog of incurred cost audits because those audits require the 
greatest amount of resources. Jn addition FAR Part 4 only requires DCAA be notified of 
contract distribution, not whether the contract contains any classified or SAP elements. 
Although it is important to reduce back.logs of audits, doing so should not increase the 

risk of not conducting audits of the Do D's sensitive programs. 

(U//� Our finding that FD did not identify a classified automated information 
system for conducting classified and SAP audil assignments was based on 
documentation and discussions with the FD Regional Director. As of May 2017, FD 

leadership still had not identified a replacement system for conducting classified audit 
assignments and reports since the August 2012 termination ofltll In addition, FD 

ersonnel notified us that the were • 

(U//� We disagree that FD is providing adequate supervision. For example, we 
note in the report an instance where only one auditor in FD had access to a SAP. The 
auditor's supervisor or branch manager or another supervisor did not have access for 
any of the reasons the Director cited (limited available security billets, sensitivity of 
programs, or audit efficiency). It is not clear how the audit is being adequately 
supervised in accordance with generally accepted government auditing standards. 

ecomme da io s {U} 

Recommendation 8.1 {U) 

(U) We recommend that the Director, Defense Contract Audit Agency:

a. (U) Ensure special access program contract audits are included in

Defense Contract Audit Agency annual planning guidance.

(U) D {i nse Contract Audit Agency Comm nts

(U) The Director, DCAA, agreed stating that the DCAA's yearly staff allocation and future
plan guidance addresses all of its unclassified and classified workioad. DCAA's guidance
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does not separately identify classified work as a top planning priority. Rather, it 

identifies types of audits that are prioritized, which FD uses to plan the audits for 

contractors under its cognizance and to coordinate completion of the direct cost audits 

of classified and SAP contracts with the cognizant Regional FAO. The Director stated 

that it was not in DCAA's control to know all of the classified contracts issued. She 

stated that it is the Contracting Officer's responsibility to notify DCAA when a classified 

contract is issued; however, FD personnel have many processes to identify SAP work. 

Our Re ponse (U) 

(U) The Director, DCAA, did not address all specifics of the recommendation; therefore,

the recommendation is unresolved. According to the DCAA audit plan the highest 

priority is placed on conducting non-SAP contract audits. The DCAA FY 2015 and FY 

2016 annual planning guidance set DCAA's focus on reducing the backlog of incurred 

cost audits because those audits required the greatest amount of resources. This was 

reflected in the type of audit work FD personnel predominately conducted. In addition, 

during our site visits we were repeatedly informed by FD personnel that the agency's 

highest priority and workload was incurred cost audits. This included audits that were 

not part of FD's normal work load. FD needs to focus on classified and SAP work in 

accordance with DoD Directive 5205.07. Therefore, the Director should provide 

comments to the final report describing the percentage of FD's classified and SAP 

workload and how DCAA plans to meet the intent of the DoD Directive 5205.07. We will 

close the recommendation after we verify that DCAA fully addressed the 

recommendation. 

b. (U) Notify all DCAA employees that the Field Detachment is

responsible for performing all audit assignments involving

classified and special access program contracts.

Defense Contract Audit Agency Comments (U) 

(U //� The Director, DCAA, disagreed stating that the report implies that cleared 

people must perform all audits that may impact classified and SAP contracts. She stated 

FD is responsible for performing the parts of the audit assignment involving access to 

classified information. Also, uncleared auditors are aware that FD is the organization 

that must be contacted if clearances are required to appropriately complete an audit 

step or perform an audit. The Director stated that FD leadership will brief all DCM 
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management on FD's mission and responsibilities in the June and July 2017 Agency 

supervisory workshops. 

Our Response (U) 

(U//P8�83 The Director, DCAA, did not address all specifics of the recommendation; 

therefore, the recommendation is unresolved. We disagree that DCAA personnel are 

aware that the FD is responsible for performing classified and SAP audits. For example, 

FD staff told us that DoD O!G (b) (7)(E) 

FD staff also perform audits that impact classified contracts . CAA (b) (7)(E) 

. Therefore, the Director should provide comments t<;> the final report 

and describe what actions will be taken to DuD OIG (b) (7)(E) 

. We will close the recommendation after we 

review, and verify, procedures implemented by DCAA to notify staff of the mission and 

responsibilities of FD and verify that cleared FD staff are performing audits that impact 

classified contracts. 

c. (U) Establish an agency wide process requiring auditors to review

the DD Form 254, "DoD Contract Security Classification

Specification," as part of the program audit plan before performing

a review of the contract.

Defem.e Contr ct Audit Agency Comm ntt (U) 

(U) The Director, DCAA, partially agreed. The Director did not agree that the existence

of a DD Form 254 automatically means a cleared auditor is required to perform the 

audit. The Director agreed that the DD Form 254 indicates potential contracts that 

require further review by cleared personnel, but that all auditors are aware that FD is 

the organization that will perform audit work that requires clearances and that this 

would be a topic during DCAA 's supervisory workshops. 

Our Respon� (U) 

(U //� The Director, DCAA, did not address all specifics of the recommendation; 

therefore, the recommendation is unresolved. We agree that the existence of a DD 254 
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does not by itself mean a cleared auditor is required to perform the audit. However, 

reviewing the DD 254 as part of the audit plan will alert the uncleared auditor that the 

contract involves classified information DCAA (b) (7)(E) 

The Director, DCAA should provide comments to the final report 

addressing actions she will take to require auditors.to review the DD Form 254 for 

potential classified or SAP contracts. We will close the recommendation after we 

review and verify the procedures implemented to notify auditors of the need to review 

DD Form 254s for potential classified audit work. 

d. (U) Based on the results of recommendation B.1.c (above) notify

the Field Detachment of all classified, sensitive compartmented

information, and special access program related efforts.

Defi nse Contmct Audit Agency Comments (U) 

(U) The Director, DCAA, agreed, stating that DCAA will prepare training for all

supervisory auditors on what to do when classified contracts are identified dudng an

audit. This training will be given during a supervisory auditor workshop in June and

July 2017.

Our Re pon, (U) 

(U) The Director, DCAA, addressed all specifics of the recommendation; therefore, the

recommendation is resolved. We will close the recommendation once we review and

verify that the training addresses the requirement to notify FD of all dassified and SAP

efforts and verify that the training was completed.

{U) Recommendation 8.2 

(U) We recommend that the Field Detachment Regional Director for Defense

Contract Audit Agency: 

a. (U) Perform an annual assessment of Field Detachment staffing and

facility requirements for audit oversight of classified and special

access programs operations based on established criteria.

1. (U) The criteria must include the volume of classified and

special access programs workload at each site; the number

of cleared personnel; and future audit requirements.
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2. (U) The group should include involvement from Defense

Contract Audit Agency Security Division and staff of

equivalent responsibilities and authority.

3. (U) Identify and grant access to those Field Detachment

employees designated to perform audits of classified and

special access programs.

(U) De/en Contract Audit Agency Comme, t'5

(U) The Director, DCAA, responding for the FD Regional Director, agreed, stating that FD

has always performed an annual assessment of staffing and facility requirements to 

adequately perform its mission. The Director added that FD recently established a 

program access response team, which includes the Agency Security Division, to address 

future facility requirements and sensitive compartmented information/SAP needs for 

auditors. The team is expected to complete its review by December 2017. 

(U) Our Response

(U) The Director, DCAA, addressed all specifics of the recommendations; therefore, the

recommendations are resolved. We will close Recommendation 8.2.a, 8.2.a.1, 8.2.a.2, 

and B.2.a.3, when we receive the results of the program access review team and verify 

that the FD facility requirements meet the sensitive/SAP needs of the audit staff. 

b. (U) Establish and implement a process for annual planning and

coordination with customer program security officers and Field

Detachment supervisors to identify classified and special access

programs.

(U) Defense Contract Audit Agency Comments

(U) The Director, DCAA, responding for the FD Regional Director, partially agreed,

stating that it was part of FDs planning process to identify and audit contractor 

processes and claimed costs impacting classified contracts. FD has a process for 

identifying SAP contracts, employing many techniques to identify classified workload. 

The Director stated that having to coordinate with every customer program security 

officer would place an undue burden on DCAA since it supports hundreds of programs. 

According to the Director, FD leadership has placed emphasis on meeting the 

customers' needs in many ways. For example, FD has established six customer-centric 
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audit teams to address the audit needs of the command expediently. FD leadership has 

assigned Financial Liaison Advisors at many of the commands with classified work. 

Those Advisors expedite the communication and planning between the program office 

and the auditors. The Director added that DCAA will coordinate with the DoD SAPCO to 

explore the possibility of coordinating with individual SAPCOs of major DoD 

components to assist in identifying contracts. However, she stated that ultimately it is 

the contracting officer's responsibility to notify DCAA of contract awards as stated in 

the Federal Acquisition Regulation. 

Our Re pons (U) 

(U) Although the Director, DCAA, only partially agreed, the comments addressed all

specifics of the recommendation; therefore, the recommendation is resolved. We will 

close the recommendation when we review and verify the results of DCAA's 

coordination with the DoD SAPCO regarding identifying classified and SAP contracts 

with the individual SAP security offices. 

1. (U) Work with Defense Contract Audit Agency Security

Officer and the Under Secretary of Defense for Acquisition,

Technology, and Logistics Special Access Program Central

Office, to designate a group of Field Detachment leadership

and branch managers, to receive access to special access

programs to conduct planning and oversight.

Defense Contract Audit Agency Comments (U} 

(U//� The Director, DCAA, responding for the FD Regional Director, disagreed, 

stating that designating a group of FD and branch managers to receive access to SAPs to 

conduct planning and oversight is contrary to direction of the DoD SAPCO and the 

National Reconnaissance Office, Director, Office of Security and Counterintelligence, to 

limit accesses and secure facilities. 

Out Response (U) 

(U / fFQWO) Comments from the Director did not address all specifics of the 

recommendation; therefore, the recommendation is unresolved. DCAA leadership 

cannot adequately plan for oversight if it does not have access to the SAPs. We are not 

recommending that all FD personnel be provided access to SAPs to conduct planning;· 

however, the FD leadership team, the Director, DCAA, and Deputy Director, DCAA 
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should have access to facilitate adequate planning. Designating a group to receive 

access is not contrary to direction received from the DoD SAPCO. Therefore, the FD 

Regional Director should provide comments to the final report addressing what actions 

will be taken to designate a select group to receive access to SAPs to conduct planning 

and oversight. We will close the recommendation after we verify that designated 

individuals have received accesses to SAPs for the purposes of planning and oversight. 

2. (U) Conduct annual planning to identify Field Detachment

audit oversight efforts for classified and special access

program projects.

Defen ,e Contract Audit Agency Comm ntr (U) 

(U) The Director, DCAA, responding for the FD Regional Director, partially agreed,

stating that the comments provided to Recommendation B.2.b., in which she stated that 

the DCAA will coordinate with the DoD SAPCO to explore the possibility of coordinating 

with individual SAP security offices of major DoD components to assist in identifying 

contracts, applicable to this recommendation. 

Our Response (U) 

(U) Although the Director, DCAA, only partially agreed, her comments addressed all

specifics of the recommendation; therefore, the recommendation is resolved. We will 

close the recommendation when we receive and verify the results of DCAA's 

coordination with the DoD SAPCO regarding the identification of classified and SAP 

contracts with the individual SAP security offices. 

3. (U) Reassess the use of regular telework schedules to

ensure adequate personnel are available to audit classified

and SAP contracts.

De/en e Contract Audit Agency Comments (U) 

(U //� The Director, DCAA, responding for the FD Regional Director, did not agree. 

The Director stated that she believes the recommendation stems from the audit team's 

belief that all audit effort performed at a contractor with a classified contract means 

that it is classified. Unclassified audit efforts exist even though the contract may have 

some classified parts. The Director stated that DCAA employees are eligible to telework 

when their positions have some duties considered portable that can be performed at 
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the alternate location and their performance and conduct meet the criteria required by 

the DoD and DCAA instructions. In determining portable work, the Director stated that 

the auditor and supervisor must consider the classification of the information required. 

For example, information obtained from a contractor's accounting system is often 

unclassified which allows the auditor to perform analysis, sampling, and testing at 

alternate locations. 

Our Response (U) 

(U) The Director did not address all specifics of the recommendation; therefore, the

recommendation is unresolved. We are recommending that the use of telework be

reassessed, not eliminated, based on the results of Recommendation 8.2.b. The

telework schedules for the FD staff should be based on the amount of classified and SAP

audit work. The FD Regional Director should provide comments to the final report

describing what actions will be taken to adjust telework schedules of FD staff based on

the determination of the classified and SAP workload. We will close the

recommendation after we review, and verify, the FD Regional Director's adjusted

regular telework schedules for FD staff based on the amount of classified and SAP

workload.

4. (U) Determine annually whether classified, sensitive

compartmented information and special access programs

are receiving adequate audit oversight.

Defense Contract Audit Agencv Comments (U) 

(U) The Director, DCAA, responding for the FD Regional Director, agreed and referred to

the comments provided in Recommendation B.2.b, she stated that it is part of DCAA's

planning process to identify and audit contractor processes and claimed cost impacting

classified contracts.

Our Re ponse (U) 

(U) The Director, DCAA, addressed all specifics of the recommendation; therefore, the

recommendation is resolved. We will close the recommendation when we review and

verify the results of DCAA's coordination with the DoD SAPCO and individual SAPCOs to

identify classified and SAP contracts.
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c. (U) Acquire and use a classified automated information system for

conduc.ting classifiecf audit assignments and reports.

Defe11 e Comra t Audit Agency Comm nts (U) 

(U //� The Director, DCAA, responding for the FD Regional Director, did not agree, 

stating that DCAA needs to perform a cost benefit assessment of the feasibility of this 

recommendation. The Director stated that DCAA will work with the DoD SAPCO to 

perform this assessment. According to the Director, the report indicates that FD 

personnel are creating audit working papers on a contractor's system, which is not 

correct. The Director stated that DCAA does, in some cases, have direct access to 
oD OIG (b) (7)(E) . However, she stated that the 

information is read only DoD OIG (b) (7)(E) She added that 

currently, FAQs are using DoD OIG (b) (7)(E) 

. The Director stated that DCAA does not 

believe that utilizing oD OIG (b) (7)(E) 

Our Re pon e (U) 

(U //F9W9) The Director, DCAA, did not address all specifics of the recommendation; 

therefore, the recommendation is unresolved. We disagree with the Director's 

comments. Once DCAA's use ofltllwas terminated, DCAA relied DoD OIG (b) (7)(E) 

The SAP audit work has required not only 

read-only capability, but also the ability to perform analyses and create audit working 

papers. Until DCAA obtains its own dedicated system for performing classified and SAP 

audits, oD OIG (b) (7)(E) 

The Director, DCAA, should provide comments to the final report 

describing what actions will be taken oD OIG (b) (7)(E) 

. We will close the 

recommendation after we review and verify the plan for acquiring the system. 
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Seo .n M ·tho ( ) 
(U) We conducted this audit from September 2015 through March 2017 in accordance
with General Accepted Government Auditing Standards. Those standards require that
we plan and perform the audit to obtain sufficient, appropriate evidence to provide a
reasonable basis for our findings and conclusions based on our audit. We believe that
the evidence obtained provides a reasonable basis for our findings and conclusions
based on our audit objectives.

(U) We performed site visits and interviewed personnel at the following locations:

• (U) The· Under Secretary ofDefense for Acquisition, Technology, and
Logistics Special Access Program Central Office, Arlington, Virginia

• (U) DCAA, Fort Belvoir, Virginia,

• (U) FD Regional Office,  Virgini�,1111,

• (U) National Reconnaissance Office, Chantilly, Virginia,

• (U) RO (b) (3), 10 USC§ 424 

• (U) FD Branch Office, ll!'O®il 0 (b) (3), 10 USC§ 424 

• (U) F0 Branch Office,:tfiHTHh1111  RO (b) (3), 10 USC§ 424 

• (U) FD  Branch Office,1tfiHTHh1l1f  RO (b) (3), 10 USC§ 424 

• (U) FD 1  Branch Sub-Office,tfiHTHh1l1f

• (U) FD 1  Branch Sub-Office, and tfiHTHh111f

RO (b) (3), 10 USC§ 424 

RO (b) (3), 10 USC§ 424 

• (U) FD Sub-Office, oD OIG (b) (7)(E)  RO (b) (3), 10 USC § 424 

(U) We reviewed applicable guidance, including Federal regulations, and DoD
directives, and instructions. We selected a non-statistical sample of. employees at
the FD Regional,lfflifHIUf1t1f,ltfiHTHh1111 and'tfiHTHhMI Branch Offices and
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(U) reviewed their SAP training records. We conducted a non-statistical sample of the
safes, document tracking logs, and property inventory listing to review the property and
document accountability at thelmeell'f't11,ltl·IWT,:tl'liliMP anct

1tnTiMU 
Branch offices. We also reviewed DCAA FD security standard operating procedures and 
PAR records. The documentation was dated from June 1993 to December 2015. 

Use of omputer·Proce sed Data (U) 

(U) We did not use computer-processed data to perform this audit.

Pr10 Coverage (U) 

(U) No prior coverage has been conducted on FD during the last 5 years.
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(U) Management (:omments

(U) DoD Special Access Program Central Office

UNCLASSIFIED 1"9A QFJ,f@htzh W8E 8flel t 

ClFFICI\ OF Tl IE SECRET H \' OF DJWEl\'SE 
_\�011 f)F.:FFNS� rr::,,.. T.\l1t\ J 

W,\NIIIN(il\ IN, l)C. :cnOJ-it(t 

Apr 7, 2017 

MEMORANDUM FOR OFFICE Of DEPUTY DEFENSE INSPECTOR GENERAL FOR 
JNTELLlGENCE AND SPECJALPROORAMS ASSESSMENTS 

SlJBJF.<.:T: Rcsponsc lo Dmn Rq1011 lor lhc Au<lil ofll,c Dcicnsc AuJil Agcnc) Ficl<l 
Dcluchmcn\ (Project No. D2015-0lSPAJ-0248.!IOU) (U) 

(lJ) I npprcciatc !he work 1hal wcnl into completing lhis report. In over fom years or 
worki11g wilh IX'AA I h11w 111:wr rcccivc<l a ckur 1111s\\cr 011 whul SAi' i11fommlio11 is rcqui,cd 
for c:ich lypc of mulil I hat l)CAA1M) cnnclucts. This is impnrllml in icicntilying whn 111:crls 
ncccss; where do they need 10 occcss lhc SAP d11t11. nnd if nny SAP duln is required for 
processing or retention i:1 DCAA focilitics. 

(lll�) Rccommcndt1li11n A.l.11. I ugn.-c \\1lh thll rccom111cndutin11 mid I \\ill inslrltCI · lhc ChiefofSccurilv Oversi •hi, n I Co 1 · 111 lo conduct II risk 
usscssmenl on :tll lh� • • 111d provide: tt preliminary 
report within 90 days provided we get suµporl from LX'.AA to conduct \he risk nsscssmcnl. 

(U//�) Ret!o1111ncndation A.1.tll!'Hffl?bcAA facilil�'is currently upprovc<l lbr 
SAP �torngc 11ml lhcy huw 110 1111;1111s lu process SAP i11lorumlion in 11ml foci lily or nny lacilily 
for over three years. For over lwo years we have wni led for I X.:A/\11• I J lo provide lhc 
requirements for SAP focilitics and IT nnd to date lm1:c not received nn�· infor111atio11. This is 
trouhling givcn lhc foci thal we provided over 4 fi11l time cquivnlcnt (FTE) ,nan years· worlh of 
sccmily mimpnwcr support to IJCAA/FD from 2012-2015. 

(U//�) My action ofliccr for sup Xlrt lo wur onicc on lhis effort is my Chief of 
Sccurit�· Oversight 11111] Compliance Brmtch. . who 1111,y be 
cnntnclcd al or 

oD OIG (b) (6) 

DoD Special Access Program Ccntml OJlice 

--==-** REDACTED DY wG 
DoD SAPCO.6-12-2017 
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(U) Management Comments

{U) Defense Contract Audit A ency 
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111A DEFENSE CONTRACT AUDIT AGENCY 

8725 

DEPARTMENT 
JOIIN J. KIN(; li\N 

OF 
ROAD, 

DEFENSE 
SUIT£ l1J5 

FORl'DF.l,VOIR, V.\ 2!0(.0-6119 

� 

April 10,2017 

MEMORANDUM FOR PROGRAM DTRECTOR, READINESS AND CYRER OPERATIONS, 
OFFICE OF THE INSPECTOR GENERAL, DEPARTMENT OF 
DEFENSE 

ATTENTION: Mr. 

SUBJECT: DoDIG Proposed Report. Audit of lhc Defense Contract Audit Agency, 
Field Dctncluncnt, Project No. D2015-D!SPA3-0248.000, dated March 2, 2017 

Thank you for the opportunity to provide comments to the subject proposed report. 
DCAA acknowledges areas that need improvement and have developed a corrective action plan 
to address the noncom liances. Overall, however, none of the no�complianccs!•\RtfNil p

Enclosed is our comprehensive response lo the subject report. Our response contains two 
enclosures. Enclosure I is our response to the Findings identified in the report. On October 7, 
2016, we provided your office with u comprehensive response that addressed several factual 
discrepancies in your discussion draFt report. It does not appear that our response was fully 
considered in this proposed report. 1 bclic:vc several of the findings that we disagree with stem 
from a misunderstw1ding of the Field Detachment audit operations. Once you have reviewed the 
DCAJ\ response, we would like an additional meeting with the DoDIO to further explain the 
DCAA operations and our audit coverage of classified contracts. 

Enclosure 2 is our response to the Recommendations identified in lhc report. We ure 
providing n response lo all the Recommeridntions that apply to DCAA. 

If you have any additional questions or concerns, please address Lhem to me at -
Thank you for your cooperation. 

Anita F. Bales 
Director 

Enclosures: 2 
I . Response to the findings 
2. Response to the Recommcndutions 

ENCLOSURES I (5 PAGES) AND ENCLOSURE 2 (12 PAGES) \VERE REDACTED BYl·l·NTPii?M,, DOD 
SAP CENTRAL OFFICE FROM 11r1mooe TO THE APPROPRIATE HANDLING CAVEAT ''FOUO, 

UNCLASSIFIED/l<Oll Oli'Sl"I t I f lff 0)11 l' 
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(U) Defense Contract Audit Agency (cont'd)

UNCLASSIFIED//Jx8ft 8HI9I:\ls @fill! 8Hlff 
UNCLASSIFIEDl 

OlG Dran Report- Project No. U20 15-D1SPA3-0248.00. 1'Aucli1 ot' Defense Conlract Audit 
Agency Picld Detachment," March 2, 2017 

(U/�) 

(U/ FD did not comply with DoD directives, polil.'ics, and guidelines for 
�afeguardlng and protecting classified Information. Reporl, page i, Fi11di11g.r: 

(U) DCAA Comment: DCM does not ngree with this finding. The DoD IG 
implied lhul we do not follow any DoD directives. policies and guidelines for 
safeguarding und protecting classified infonnalion: FD has policies and procedures that 
incorporate the various DoD directives, policies, and guidelines. These have always 
been available for your review upon request. We believe some modifications to the 
wording would resolve our concerns with this finding. Based on your audit we arc now 
aware of some ureas where improvement is required. 

• (U/ DoD IG Finding: FD offidals did nof have co-utilization 
agreements for all loca,ions, perfom1 classification reviews of documents 
containing information extracted from other classifletl documenh, 11nd have 
detailed records of security incidents, 

(U) DCAA Comment: Co-utilization Agreements 

o (U) DCAA agrees with this finding that we do 1101 have co
utilization agreements at all locations. As stated in our 
response to discussion drnfl, FD has n current co-utiliznlion 
agreement for the Regional Ofiice 1• 

This co-utilization agreement covers • • • Branch Ollice 
oD OIG oD O!G (b) (7) tflllll -· I I Branch 

DoD�, JboD OIG (b) ttnch Ollice • • • 
,and••• Branch 

in addition to the regional office. 

o (U/�) In April 2016, at the request of the AT&L SAPCO 
0 (b) (3), 10 USC§ 424 

• 

(U) UCAA Comml.'nl: Classification Reviews 

o (U) DCAA does not agree that classiticntion reviews of 
documents containing information extracted from other classified 
document is required. As slated in our response to the discussion 

Enclosur� I 
[Response tu Findings) 

Page I ofS 
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(U) Defense Contract Audit Agency (cont'd)

UNCLASSIFIED I/Fell erlil@Ltb �!Hl 8ULY 
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DIG Draft Report- Project No. D20 I 5-D1SPA3-0248.00, "Audit of Defense Contruct Audit 
Agency Field Detachment." Mord12.2017 

druft, FD auditors are not original clnssifiers, we are derivative 
classifiers. Since DC AA is not the Originator, we do nol have a 
FD Security Clossification Guide. Th� DoD Manual 5200.01, 
Volume I dated February 24. 2012 states: 

When il/f:01porari111:, 11t11·"J1hrasi11�. restari11g. or gc11cra1i11g 
clmsifietl il1.fi1rma1Jrm /11 "new form nr dot:11111e111 (i.e .. 
deriw,rivl'iy class/ficd i11/im11a1io11) 11 1//h/11 rile Dcpanme111 of 
D�fe11se nil cleared per�·o1111el, who ge11em1e 'or create material 
thar Is to he derlvatlve(v t:lassified, .\'hall ,•11s11n: that the 
di•rivlllfre classijicotlu11 /.v accomplished i11 accordam•t• with thi.1' 
c11clo.wre. No spet:ijic', i11divid11al delegat/011 of authority Is 
required. DoD officit1/s ll'ho sig11 ur 11ppruvu derivut/ve/y 
clas.1'!fied doc11me11/s haw pri11cipal respo11slhility nfthe qua//ty 
of the derivarive classijictl. 

o (UJ As derivative clnssifiers, we follow DoD 5200.01 Vohtme 
I under Procedures for Derivative Classificution that s1otcs: . 

a. 1Jerivati1•e C/nssijiers shall caref11/�11 analyze the mmeri,,/ 
they are i:lassifj,i11g lo <lr1er111/11c wlwr i11for111111io11 ii co111aim or 
reveal.v 1111d shall eva/rwte /he i,ifon1101/01111gai11sl the i11s1r11ctio11 
pmvlr/ecl hy the cla.1·.1·/ficat/011 g11i<la11t:<' or /he marki11g mr 
source doc11111e11ts ... 

e. l.f exlrac//11g i11for111ar/o,1 frnm a doc11111e111 or section of a 
doc11111,•11r clan'ijled byco111pilatlon. rile der/vmlve class{fier 
shall ca11.1·11/11/re expla11mla11 m, 1he source ,!oc1m1e111 lo 
de/er111i11e /he appropriate cla.v.vijicarion. l.fthal does 1101 provide 
s11/Jicle111 g11/da11ce. the derivative c/assijie1· slm/1,'oll/act thl' 
urigi11a1or 0/1/Je source dt1c11111e11/ far assi.s/a11ce, 

(U) DCAA Comment: Security Incidents: 

o (U) DCAA agrees with 1his finding. Prior to August 2014, the 
security incident log was maintained on the FD 1'ffl'l'11W1Pih1Qti

is no longer being utiliied; 
therefore, that dota is uilavailnble. Between August 2014 and 
January 2016 FD maintained un informal incident log on the 
Regional shored drive. 

o (U) In January 2016, the S implemented a new process and a 

Enclosure l 
(l{e;ponsc 10 flndlngs) 

!'agt: 2 ofS 

UNCLASSIFIED/ 

UNCLASSIF1ED//F8R 8liFI9IAL "1BB 8llli£ 

·uNCLASSIFIED/ / POR OPPIGIAb ygg O�JbY

UODJG-2017-092 I 49 



UNCLASSIFIED// FOR OFFIClAL USE ONLY 

Manae-ement C:ommentc; 

(U) Defense ontract Audit Agency {cont'd)

UNCLASSIFIED//MR et fllelid! "Ml 6!4tl 

UNCLASSIFrnD/ 

DIG Drati Report- Project No. 1120 15-DISPA'.l-024R.OO, "Au<llt of Defense Contrm:1 Audit 
Agency Field Detachment," Murch 2, 2017 

stnndnrd operating procedure (SOP) has been developed and 
implemented for reporting, tracking, m1d investigating OCAA 
security incidents. Only the Security office has access to lhe 
security incident database. Copies of the SOPs and the security 
incident form are nvnilnble upon request. Notification has heen 
forwarded to the affected employees. A<lditiounl training will be 
provided on April 27.2017 to all FAO Security Control Ol'flcers 

____ (SCOs). 
(U//� 

• DoD IG Findin FD official� 1tmm11TJTr 

(U) DCAA Comment: Accountability: 

(U) OCAA docs not ngrce with this finding. Although SAP and 
Top Secret infom1ation was not accounted for separately. DCAA 
has always performed an annual inventory of all classified 

. Is. The inventory documentation was maintained on 
- 111il August 2014. Since then we nre using a manual 

process to track and control classified muterinls. The CS is in lhe 
process of updating the pcilicies and procedures for document 
nccountnhility which includes utilizing an automated system thnt 
will he centrally mainllline<l by Security. 

(U//� 
(U DoU IG Finding: FD lacked ade11uate policies and procedures and did 
not take adequate corrective actions to address the finding in the May 2012 Staff 
Assi�tance Visit conducted by the Under Secret11ry of Defense for . 
Tccbnolo and Lo istics S ecial Access Pro ram entr I Office • ..,..• 

Report,page ,, ,n mgs) 

(U) DCAA Comment: DCAA does not ree with the IJoD IG conclusion that FD 
1·M·11UTPihM 

7 The DoD IG provided nn 
evidence. no recommendatinn and no exam les in lheir report thal ['D had 
1•MtIIJCTPlhI1! p

(U) DCAA does ugree that not all corrective actions were address in the 2012 SAV 
report. In response, the SAPCO provided assistance by detaillng Lwo Program 
Security Officers (PSOs) to DCAA lo assist in implementing corrective actions. 
Actions were taken to identify the corrections necessary and in 2015 f'D established 
the BPJT te1m1 to address several remaining sccurily i�-sues not previously r¢solved. 

Enclosure t 
(Rcspo1w: 10 Fi11Jlngs) 

rage 3 or 5 

UN<;:LASSJFIED/ 

UNCLASSIFIED//FOP OPFICI O I I ISP ObH Y 

UNCLASSIFIED// fQR QffICIAb lJbE Q�JbY 

DODIG-2017·09£ ! so 



UNCLASSIFIED// f0H OFFl�IAb USEi ON� 

Management Comments 

(U) Defen Contrac Audit gency (cont'd)

UNCLASSIFIED//P@lft 8PPl81Als i!'SI! 8t1Wf 

UNCl,ASSIFIED/ 

OIG Drufi Report- Project No. 020 I S-D1SPA3-024H.OO, "Audit of Defense Contrm:t Audit 
Agency field Detachment.'' Murch 2.2017 

In Febnmry 2017. thc FD Deputy Rcgiol)ul Director established a team deJicut .. "tl to 
address audit and security rc11uircments for the Field Dctuchmcnt. Al the cnJ of this 
team'$ USScssmcnt. audit unJ security polities and procedures will be established lo 
ensure compliance with DoD directives, policies. 111td guidelines for safeguarding and 
protecting classified infom1atinn. In our opinion, once cum11lctcd all the SAV issues 
should be resolved. 

(ll) While DCAA agrees thut we have 1101 tuken com:ctivi: uclions to address ull thc
lindings in the SAV, lhc I.WIT team addrcs�cd several of the recommendation� and
the current program ucccss response team is uddrcssing the remaining
recun11m:11d11tions.

(U) 

( Dul> IG Findin11: DC AA leadershlr did not effc!clh·ely u�c l'D 
personnel 11nd facilities to supporl classified and SAi' contract audits. (Re,wrt, pugt 
;, Fl11di11gsJ 

(U) DCAA Comment: DCAA docs not agree with this linding. We attemplcd to
explain to the OoD IG DCAA 's mission and operations and provided a detailed rebuttal
to the discussion draft. We request disc1��sions with the Doi) IG to have an opportunity
lo further explain DCAA 's operations. As stuted in our response to the dis..:ussion draft:

• (lJ) DCAA lcudership docs not place priority on non-SAP conlruct
audits. As explained previ1iusly, 11II work 111 the contractor must be
audited to provide the necessary audit advice on classified contra..:ts.
Classified conlracts arc prioritized the same as non-classified
contracts.

(U) The Agency's planning guidw1ce does not separately identify
classified work as a top planning priority; rather the Agency's 111p
priorities uro: applied lo FD's audit work.

• (U) DCAA leadership docs have a proces.� for iden1il'ying SAi's.
FAR Chapter 4.2 requires con1ructing officers to nolify OCAA of
contract awards. In addition, FU employs other methods to idenlify
SAP work such .is:

Notifkati1111 by contractor.,; 
FLAs; 
Submis.�ion or contracwr vouchers; 
Contractor incum:d cost proposals (Sch 11); 
Customer meetings; 
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Mandatory Annual i\udit Requirements (MA A Rs): and 
Annuul SAi' report to Congress, 

• (lJ//�) Prior to August 2014, FD .had la to conduct 
cl ossified audits. Upon direction of the NRO, the system was shut 
down in August 2014. Currently FD relies on1•1'l•lh.
- classified syste111s and is in the process o/ tJbtaining 
nccess Lo ndditional systems at oil appropriate locations. 

• (U) DCAA does 1101 agree with the statcmcnl supporting the finding that, 
"a majority of FD cleared personnel and security facilities were not being 
used to support classified nnd SAP contract audits." All work at the 
contractor must be audited 10 provide the ncccssury oudit advice on a 
classified contract. TI1is work may include audj1s of unclassified clements 
(ex. indirect costs) and audits classified in nature (ex. direct consuhanls). 
Management nmy detenninc that it is more efficient for a cleared auditor 
to perfonn the complete audit hused on the lypc of 11udi1 and the steps 
required. 

• (U) DCAA docs not agree with the statement supporting the finding 1ha1. 
"FD is not providing adequate supervision and oversight of SAP audit 
ussigruuenls in uccordancc with Government Auditing Stundards." There 
are cases where an employee's immediate supervisor or hranch manager 
did not have access lo the SAP to provide supervision and o crsighl due lo 
several factors such as limited nvnilable security billets, sensitivity of 
certain programs, und/or audit efficiency. I lowever, in these cases, the 
audit work is supervised by a different person who is pcrlorming the 
supervision and who has the proper accesses. lfwe do not have the proper 
accesses for adequate supervision, we disengage. 

(U//� 
�nding: As II result, classified and SAP contracts arct•m•1•uoou 
............ (Report, page i, Fillllfogs)

(U) l>CAA Comment: We disagree with this finding. The DoD IG did nqt identity 
any security or audit concerns that substantiate this limling, 
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(V) Doll IG Recommendation: We recommend lhat lhe lllrecll1r, Di:fense
Contract Audit Agency (IJCAA): (Report, puge 18, Recomme11datio11 A,1)

11. (U) Review and evaluate the leadership 1111d performance of lhe Re2ional
llircctor of FD, and report 011 what, If any m11na�cment 11ction has been taken. 

(U) DCAA Commrnt: DCAA concurs with lhi� recummcndRticm. On
November 18, 2016. which was durilll! lite course of)•our audit. the DCAA Direc1or made a 
Jccision 10 reassign the fD Regional Dircclor to pcrfom1 a special project and lhe FD Deputy 
Regional Director was appoin1ed us Acting FD Rei1io1111l Director until such time as the 
position is lilied on a permanent basis. nnd of your ol'ticc were 
infom1cd ofLhis decision by the Aeling Regional Director via email on November 22, 2016 
and this was subsequently discussetl with you al ii 11ic:c1ing on December 14, 2016. 

b. (U) DesiRnatc FD stcurily duties to a qualincd security official.

CU) DCAA Comment: DCAA concurs in principle with this
rccommcndution. DCAA FD has always maintained a highly craincd and qualified cadre of 
security specialists. Effective January I, 2016, oil security functions were centralized under 
Lhc Agency Security Oflicer who rcpons to the Hunum Capital unJ Resources Ma11agcment 
Directorate. On April 22, 2016, the Ll<.'AA Agency Security Ollicer received n let,ter from 
the SAPCO appointing her as the DCAA Govcmmcnl Special Security Officer (GSSOJ. 

c. (U) In coordination wich the Ddcnsc Coolract Audit Agency Security
Office dcvcl•11 and Implement a formalized projlrRm uccess rcqueal proc11H to 
Initiate, approve, debrief, and maintain prnonnel accencs. 

(U) DCAA Comment: DCAA concurs with this rtcommendation.
Effective February I, 2017. Security fonnalized the PAR process to initiate, approve, 
debrief, and maintain personnel accesses. This includes a new PAR fonn which is already 
being used and a standorJ operating procedure (SOP) which we plan to issue by June 2017. 
On April 27, 2017 CS will brief all FD management on the new prciccss. 

d. (U) Authorize properly aceount11bllily officials to update property
accountability m,,.

(U) IJCAA C:omme11t: l>CAA concurs with this recommendation. All PD
trained and certified property custodinns ore currently authorized to access accountability tiles 
und J>ropcny systems. FD complies with DCAA lnslrnction 5000.17, DCAA Properly 
Mnnagemcnl Program previously provided lo your oflice. In Mny 2016, all l'D property 
custodians received property management training. ·mis training included bow to 

Enclosure 2 
(Mnponw IO kcc"ran1,ndalioo1J 

Pagel of 12 

UNCLASSIFIED/ 

tTNCJ ASSIFIEDIIF98 @PSI t I PEP OW Y 

UNCLASSIFIED// FOR OFFICIAl::i USE 0� 

Management Comments 

(U) Defen e Contract Audit Agency (cont'd)

UNCLASSIFIED// FOR OFFICIAb U�e OWLY 

DODIG-2017-192 I 53



UNCLASSIFIED// FOR OFFICIAL USE OMLY 

Management Comments 

(U) Defense Contract Audit Agency (cont'd)

UNCLASSIF1ED//F8fl 8FFf@fflL M8:e: 8HJ>.Y 

lJNCLASSIFIF.D/ 

OJG Druf1 Report- Project No. D20 15-D1SPA3-0248.00, "Audit of Defense Contmct Audit 
Agency Field Detachment," March 2, 2017 

appropriately utilize DPAS and ensure data input i� accurate. DCM was advised by your 
office that we would be given the opportunity lo meet face u, foce to gel clari Ii cation of the 
findings. This meeting never occurred. 

c. (U) Dispose of dam11ged and excess equipment.

(lJ) DCAA Comment; DCAA concurs with this recommendation. During 
GFY 2016 and 2017, every FD FAO removed all dumuged llllll excess property in 
accordance with OCAA Instruction 5000.17. 

(U/� 
f. (U loiliatc corredi�c 11clion to the 2012 Under Secretary of 

Derensc for Acquisition, Technology, 11nd Logistics Special Access Program Central Office 
Staff As�istnncc Visit report. 

(U DCAA Comment: DCAA concurs with this 
rccomrncndntion. FD Security provided u response on Au�usl 6. 2012 lo the above referenced 
SAY. In response, the SAPCO provided !L��istani;e by dctniling lWl' l:'rogrnm Seci1rity 
Officers (PS0s) to DCAA to assist in implemeniini: corrective actions. ;\ct ions were taken to 
identify the corrections necessary and in 2015 FD established the Business Process Integration 
Team (BPIT} to address several security issues not previously resolved. In February 2017, we 
have established a team dediea1ed to address aui.lll und security requirements for Field 
Dctnehmcnl. At the end of this team's assessment, to be completed December 31, 2017, uudil 
and security policies and procedures will be established to ensure l'ompliancc with DoD 
directives, policies. and guidelines for safeguarding illld protecLini,: classified infonnation. 

(U DoD IG ltecornmcodation: We recommend that the DCAA Security 
Officer (Report, page /R-20, Recomme111latio11 A.J); 

(U/� 
a. (U Identify 11nd complete all required co-ulillzntion agreements 

for the Defense Contract Audit Agency Field Detachment. 

(U) DCAA Comment: DCAA concurs with this reconimendalinn. In
2014, FD started conducling assessments to dc1crn1inc the need for co-utilization 
ai:rcements at our various lm:ations. TI1cse assessments were Jone in conjun�tion with 
SAl'CO personnel detailed to the FD Security Ol'fice in response lo the Mey 2012 SAV 
report. FD has a current co-utilization agreement for the Re ional Ol'fice and il1J 

, S ccifkHlly. this 
Rranch omce11 • • , Branch Office 

Brnnch Ollice 1 '� ), l'iti{'IIW!a 
Branch OITiee • • • ) in addition io 1he 
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b. (UI Update internal guidance to require clauificatioo review, 
from the customer prugrum security orliccr for audit work derived from d1Usificd 
information. 

(U) DCAA Comment: DCAA concurs in pan wilh this recommendation. 
DCAA does not agree that classificution reviews of documcnts"containing information 
extracted from other clnssilied documents is required. This report mischarncterizes the 
DCAA pro�ess. The DoD 10 did not provide any evidence or example of uny documents 
1hat were not appropriately marked. FD auditors are not original classifiers, we are 
derivative cla.�sifiers. DoD Manual5200.0 I, Volume I dated February 24, 2012 slates, 

Wiren im:orpurati11g, puraphrasi,rg, l'C$lating, or f.!l!nerarlng classified 
informatlm1 in a new bf rm or document (i.e .. dcrimtively dussijled 
informatim1) ... Withi111hc Depanment of Dt!}en e all c/earecl personnel. 11'/JO 
ge1wrci1e ur create material that is rube cleril'llfil'l!iy class(fied. sl,a/1 ensure 
that f/,e di•rivative clas.1·ijlcmio11 is ac:comp/isl,c:d in accorduncc: w//1, /his 
enclos,we. Nu speci}lc. individual dclegalion of mrtlrori(y Is required. DoD 
official n•lw sign or approve derivlllil'ely classified documents hm•e principal 
rcsponsihilily of tl,e quality of /he. tlcril'llli1•e c/(l.lsi/ied. 

(U) 111e FD supcrvisor/nuuiager v111idules that DC/\/\ documents ore 
appropriately classified hy using the source docum�nl. consulting with the originator of the 
document or consulting with the Agency security otlice. 

(U) As derivative classifiers, we follow DoD 5200.01 Volume I under 
Procedures for Derivative lassification that states: 

a. Der/l>utive Class/jier.1· shall care/111/y analyze the material tlrcy arc 
c/assijj1i11g to determine what h1fi1rmatio11 it cm11aim or rl!Vt'Ols and shall 
evaluat,i /he iliformatlun agaimt the /11st1"11ct/u11 provided hy /he 
class//icatio11 guidance or lhe marking 011 su11rcc clocrmw111.1· ... 
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e. ({extracting i11fi11watio11fro111 a document or section ofa cloc11111e11t 
c/a.1·sijied by co11111i/ation. the derivative classijicr shall consult the 
l'Xfllanation 011 the source dornment to deter111i11e tire appropriate 
cla.1'.1·/fication. ({that does not p1-r,vide s11.l]irle111 g11itlu11ce, the dcril•mi1·e 
dcmijier shall comact the originator o

f 

the source dornme/11 for 
assi.1·tm1ce. 

(U) We agree that if'u document is not appropriately portioned marked we will 
direcl our auditors lo counlinate wilh the customer l'SO. We will updalc our procedures 10 
include this step and reiwratc the importance to contact 1he apprupriale PSO if they have any 
questions concerning the classification of a document. 

{U/� 
c. (U// Develop and implement an lnchlenl response plan, including 

updated policies and procedures, for reporting, tracking, and im•esligaling Field 
Detachment security incidents. 

(U) DCAA Comment: DCAA concur wilh this recommendation. Prior to 
August 2014. the security incident log was maintained on fD DoD OIU (b) (7)(E) 

is no longer being utilized, therefore that data is unavailable. Between Au ust g2014 W1d January 2016, FD maintained an infomial incideni log 1'/ffltfflM 1 

(U) DCAA Commenl: In January 2017. the Security Office (CS) 
implemented a new process and a Standard Operating Procedure (SOP) has been developed 
for reporting, tracking, und investigating DCAA security incidents. Only the ccurity oftice 
ha� access tu the security incident database. Copies of the S0Ps and the security inciden1 
form are available upon request. Notification has hecn forwarded to the affected employees. 
Refresher training will be provided on April 27, 2UI 7 10 all FAQ Security Control Officers 
(SCOs). 

d. (Ui Updnle lhe SF 7U0s with the rcc uired informallon and limil 
access lo lhe s11eclnl access programs 11@'f'lfflPM! • lo I hose who are 
approved for nccess. 

(U) DCAA Commcnl: DCM concurs with this recommendation. A 
·memorandum was forwarded to each imlivldual FAO on October 7, 2016 for corrective 
action on this recommendation. By D�cember 2017. we plan 10 validate that this has been 
completed. 

(U) DCAA Comment: The Security Office will rc4uirc all FD I' J\Os to 
complete and submit updated SF 700s by December 2017. Additionnlly, the Security Office 
will conduct a review of the SF 700s annually. 
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e. (U/ Implement the u�c of authorized access lists and visitor logs 
in Defense Contract Audit Agency Field Detachment computer server rooms. 

(U) DCAA Comment: DCAA concurs with this recommendation. DCAA has 
n long range project to consolidate servers which will address !his recommendation. In the 
interim, DCAA plans to implement the utilizntion of access lists and visitor IO!c[S in our current 
server rooms/cages by December 2017. 

f. (U) Appoint ib Government Special Security Officer (GSSO) in writing. 

(U) DCAA Comment: DCAA concurs wi!h this recommendation. On April 
22, 2016, the DCAA Agency Security Oflicer recci vcd a letter from the SA l'CO appointing 
her Elli the DCAA Government Special Security Olliccr (GSSO). An Allcmatc OSSO will be 
appointed in writing (U hy the OSSO by April 30, 2017. 

g. (U Complete special access program facility accrcdltntion 
documentation for the 

//�
Defense 

) 
Contract Audit Agency Field Detachment locallous. 

(U/� DCAA Comment: DCAA concurs in principle·wi1h this 
rccommtmdation. DCAA docs not have accreditation authority however; each locn!ion has u 

• site folder which contains occrcdita1ion documentation. -
,wcplan 

(U/� DCAA Comment: We arc requesting the DoD 10 provide 
clarification on the finding a.� it relates 10 physical security lllld the protection of classified 
material tha! is currently localed within a Sensitive Cnn artmc111cd Facility (SCIF). We an: �
aware of the Co-Utilization Agreement requiremeni'il§Q2Pl'ff11ftf 

but we are 1101 clear as to what uddilionnl physical security 
enhancements are required for our SCIF locations. 

h. (U/ Work with the Under Secretary of Defense for Arquisifion, 
Technology, and Logistics Specllll Access Program Ccntrul Ofnce to Identify ult Field 
Detachment personnel special access program acceucs. 

111 two 
This da!abase is available vicw-on.iy \o FD mana(c\cment. "Inc 
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Security O!fo:c is assessing the capability lo utili1.c Security lnfonna1ion Management System 
(SIMS) to maintain this database. We will complete this action by January 2018. 

(U) DCAA Comment: DCM will continue lo review and determine SAP
access requirements. Security is working with the SAPCO to utilize JADE at ullenmte 
loc.ations until 
wil

the'"jfffillD@jj SCIF is nccn:ditcd. Until such time. the security staff 
l continui.: IP up ate JADE when available. 

i. (U/..- In coordination with the Under Secretary of Defense for
Acquisition, Tech� Logistics Special Access Program Central Office, devclo(l ood 
implement a formalized automated process lo request, ioilialc, approve, dehricf, and 
maintain personnel special access program accesses. 

(lJ) OCAA Comment: DCAA concurs with this n:commendation. 
1·:ffective Fehruury I, 2017, Security tom1alized the l'/\R process to inilinte, approve, 
debrief, and maintain personnel accesses. This includes n new PAR fom1 lllld a Standard 
Operating Procedure (SOP). We believe this new process will be finalized hy December 
2017. DCAA is currently working with the DoD S/\PCO on reviewing and updating JADE 
lo ensure the appropriate SAP accesses ore reflected. 

l. (U/1 1 Debrief all personnel that do not bQvc a valid nccd-tu
know, arc nol'clcorly nod mnterl11lly contributing to the oversight of the 
special access program, and no longer require 11cccss lo the ioformption. 

(U) DCAA Comment: DCAA concurs with this recommendation. As of 
March 2017, we removed approximatclyg accesses l'rom JADE. We will complet� the 
unulysis by Scptcmhcr 2017. We will continue to conduct debriefs and update JADE when the 
system is available. 

2. (ll� Ocvclup and maintain n special access program master
list�dc site specific access lisr to the Flcld n�rachment security
managers.

{U/�) DCAA Comment: DCAA concurs with this 
recommendation. We have developed and are currently maintaining a transitional database 
f•f "if1j�-· of all DCAA accesses. 1:hclill list is nvuiloble on the 
s arc nve tor the field Audit Office (FAO) Managers. 

(U) DCAA Comment; Security is in the development phase of utilizing 
on outomated system (i.e. SI MS), which will enable Security to run repnt1s that will provide 
sik specific accesses to OCAA FAO Managers. We will c(lmpletc this action by January 
2018. 
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3. (UI Require security nrnnagcrs lo deslroy the old document 
when they receive an updakd llsl, 

(IJ) llCAA Comment: Field visits arc planned lo validutc that FAQs are 
using the: most current JADE repons and are appropriately destroying outdated reports. We wlll 
complete this action b)• September 2017. 

4. (U) Inform the Under Secretary of Defense for Acquisition, Technology, 
and Lwstic ccial Access Program Central Office of all updates to sSJ!
DoD 1•/.ffl=!i accesses. 

(U) DCAA Comment: DCAA purtiully concurs with this 
recommendation. DCAA concurs that DoD program ucc�sses for DCAA personnel \I/ill be in 
JADE and the SAPCO is involved in the current approval process for new DoD program 
accesses under their cogniznm:e. DCAA does not concur that providing infomrntion,i,l�i=iltwf�l"'

1
•-• 

to unauthoriied individuals is appropriate. We request funher clari,1ca11on 
from the DoD 1G on the policy r.:quirements for providinglfmlfll accesses to SAPCO. 

j. (U) Update, complete, sign, and disseminate security policies and 
procedures. 

(U) DCAA Comment; DCAA concurs with this rccommcndntion. 
DCAA 
will 

ls in the processes nf developing and updating security poli.cies and procedures. We 
complete this action by March 2018. 

k. (U) Dc\lclop a separate automated accountability systems for Top 
Secret collateral and SAP material. The aecount�billty system must be stand11rdl.ud 
and Include lhe minimum required information found In the DoD Manual 5200.0U, 
volume I, "DOD Information-Security Programs, Overview, Classification, 11ud 
Ucelassification, February 24, 2012." 

(U) DCAA Comment: DCAA concurs with this recommendation. 
D AA is in the process of deploying SIMS. SIMS has the capabilities to maintain and rcpon 
accountable nnd controlled classified material. We pla.n to complete this task by January 2018. 

I. (U) Work with the Under Secretary of Defense fnr Acquisition, 
Technology, 1111d Logistics Special Access Program Central Office to idenlify and grant 
access to the Top Secret Control Officers, al1ernatc Top Secret Control Officers, and the 
designated disinterested persons responYiblc for the accountability systems. 

(U) DCAA Comment: DCAA concurs with this recommendation. 
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Security and the Program Action Response Tcnm will c:m1duct a review of 1hc classi lied 
holdings. TI1e feedhac:k from this review will <kh:nnine the requirement IO <li:signate a 
TSCO/ATSCO at specilic locations. DCAA's Sccurily Office is developing TSCO training to 
he delivered to the designated TSCOs by Deccmher 2017. 

m. (U) lkquire all Defen�e Cootracl Audit Agency personnel performing
audits of clas,lfled and �pedal access pro�ram eonlracts rctclve mnndated training and 
tri11:k all training. 

(U) l>C:AA Comment: OCAA concurs in printiple with this
rccummcndation. In the past DCM l'D personnel did plll'licip11lc in the thrce-duy Defense 
Sl'l:Urily Service SAP lntrnductinn Course which is designed tbr the GS-OkO Sccuri1y 
Specialist series. However, this course was designed for security professi<•nals nnd wus not 
bcnclicial to DCAA 11uditors. Therefore, DSS tailored the course and provided the training to 
FD persnnnel; however, ii was discontinued a few ycar11 ago. 

(U) The DCAA Security Office is developing SAP orientoliun lraining
which will be incorporated into the Agency's learning management system. DCAA will 
implement refresher trninin� upon m:eipt from the S1\l'('O. We \�ill complete this project 
by December 2017. 

n. (U) lnitinte corredive action based on the 1Jn4et Secretory or Defense for
Acqubition, Tethnology, nnd Logistks S11cchll Accl'H Program Central om�e rL�k 
assc:nmcnt. 

(U) DCAA concurs with this recommendation. DCAA will pnrticipalc
in ,my risk assessment pcrfom1ed by the SAPCO. Complclion of this recommendation 
will he hased on lhc dates the corrective actions are received from SAPCO. 

(U) DoD JG l{ecommcndatlon: We recommend that the Director, Dden5e Cancraet
Audit Ageney(l>CAA): (Report.page 26-27, Recommemlatioi, B.I)

a. (ll) Ensure �pcchd acceu program eontruct audits are included in
Defense Contract Audit Agency annual planning guldunce. 

(U) DCAA Comment: DCAA concurs in principle with this recommendation.
The: Agency's yearly stair 11llo�utio11 and future plan guidance addresses all of DCA/\'s 
unclassified and classilied workload. It docs not separately identify classified work us a lop 
planning priority; rather identifies lypes of priority audi1s whkh Fl> uses to plan the audit cffor1 
for conlractors under its cogni;,.ancc und coordinate the complclion of the direct cosl uudits of 
SAP/SCI cnn1racts with the cognizant Regional DCAA FAO. In fncl, it is not in our conlrol to 
know :111 classified contracts issued. Ultimately, it is tile conlracting oflicer's respon.�ihility Ill 
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notify DCAA of contract awards as stated in f AR chapter 4.2; however, FD employees have 
many processes to identify SAP work. 

b. (Ul Nolify all DCAA employees that the llleld Detachment is responsible
ror performlog 1111 audit assigomeols involving classllicd and special access program 
conlrRcts. 

(U) DCAA Comment: DCAA docs not concur with this recommendation.
The DoD 10 is implying thal cleared people m11st perform all audits that may impact classified 
and special access program conlracts whether the audit ctfort is unclassified or classified. We 
request another meeting with the DoD IG to further explain our operations. We attempted to 
explain to the DoD 1G the infcasihility of this rcc1>mmcndation during our previous meeting to 
the discussion draft. FD is responsible for performing the parts of the audit assignment 
involving access to classified infonn11tion (i.e. direct cost}. Uncleared auditors are aware that 
FD is the organization that mu.�t he contacted if clearances arc required to appropriately 
complete al) audit step or perform an audit. To reiterate DCAA's policy, FD leadership will 
attend scheduled supervisory workshops across the Agency where we will brief all 
management on FD's mission and responsibilities in June and July 2017. 

c. (U) EJtabllsh an Agency wide process requiring auditors to review the DD
Form 254, "DoD Contract Security Claulficatlon Specification," as part of the program 
audit plan before performing a review of the contract. 

{ll) DCAA Comment: DCAA partially concurs with this recommendation. 
DCAA does nol agree that the existence of a DD Form 254 automatically means a cleared 
auditor is required to perform the audit. 1 lowevcr, DCM agrci:s the DD Ponn 254 indicates 
potential contracts that require further review by cleared personnol to make a determination. 
All auditors are aware that FD is the organization that will perform audit work that requires 
clearances. This will he a lopic during the supervisory workshops 11S discussed as discussed 
above. 

d, (U) Based on the results ofrecommendation B.J.C (above) noURos lhe 
Field Detachment of all classltled, sensitive compartmented Information, and special 
program related effons. 

(U) DCAA Comment: DCAA concurs with this recommendotion that FD
should be notified of all classified, SCI and SAP contract efforts. We do not believe that 
reviewing II DD Fann 254 solely nccomplishi:s this effort. We will prepare training for all 
Agency supervisory auditors on what lo do when classified contracts are identified during an 
audit. This training will be given al supervisory auditor work11hops in June and July 2017. 
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(U) DoD IG Recommendation: We recommend that the Regional Director, 
Defense Contract Audit Agency (DCAA) Field Dctachmenl (FD}: (Reporl, page 27-

28, Recom111e11datio11 8.2) 

a. (U) Perform an annual assessmenl of Field Detachment staffing and facility 
requirements for audit oversight of classified and spec lo I access progroms operations 
based on established uitcria. 

1. (LI) The criteria must include: the volume of classified and special 
access programs workload ot each site; the number of cleared 
personnel; 1rnd fulure audit requirements. 

2. (U) The team should include involvement from Defense Contrncl 
Audit Agency Security DiviNion and staff of equivulcnt rcsponsihilitics 
and authority. 

3. (U) ldenliry and grant access to those Field Detachment employees 
designated to perform audits of classlfled and spech1I access 
programs. 

(U) DCAA Commcnl: DCAA concurs with this recommendation. FD ha.� 
always pcrfonncd an annual assessment of stnfting m1<l facility requirements to ude4uately 
perform their mission. Recently FD established a pmgram access response tcwn which includes 
the Agency Security Division, lo address future facility requirements and SCI/SAP needs for 
auditors. This team is cxrected to comrlete its mission by December 2017. 

b. (U) Establish nnd implcrucnl o process for annual planning and coordinalil,1n 
with customer program security officers and �'kid Dct11chmcnl supervisors to identify 
classified 11ntl spcclol access programs, 

(U//� DCAA Comment: DCAA wncurs in principle with this 
recommendation. FD does have a process for identifying SAP contracts. FD employs many 
1eclmiqucs to identify clussitied workload nnd having to coordinate with every customer program 
security officcf would place 1.m undue burden on DCAA since we support hundreds ofprogrruns. 
FD leaders as placed emphasis on meeting the customers' needs in many wuys. FD has 
established,' ' ustomer-ccntric audit tenms 10 address the audit needs oflhe commnnd 
expediently. · leadership hns assigned Pinancinl l.iaison Advisors (FLAs) at many oftbe 
commands with classified work. The Fl.As expedite the cunwamicutiun and plmming between 
the program office and the auditors. We will coordinate with lhe AT & L SAPCO 10 explore the 
possibility of coordinating with individuul SAPCOs of' major DoD components lo ohtain 
infnnnatio11 that would assist us in identifying contrn�ts. however. ultimately it is lhe contrncting 
oniccr's responsibility to notify DCAA of contract awards as stated in FAR chaptcr4.2. 
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1. (U) Work with l>erense Contract Audit Agency Security Officer and
the Under Secretary of Defenae for Acquisition, Technology, and Logistics Spet'lal Acccs5 
Progran1 Central Office, to designate II gr11u11 of Field Detachment leadership and bn1m:h 
managers, to receive access to spedal aeceu programs to condut't planning 11Dd oversight. 

(lJ) DCAA Comment: DCAA docs not concur with this 
recommendation. This is contrary to the direction of the SAPCO and the NRO, Director, Ollicc 
of Security and Counterintelligence. tu limit SCI/SAP accesses and secure facilities. We 
rc:commcnd that the IG, AT &L SAl'CO and DCAA meet to resolve this issue since it would 
significantly increase the numher of accesses through<1ut FO. 

2. (U) Conduct annual planning to Identify Field Detachment audit
u\'Cnleht efforts fur classified and special access programs projects. 

(U) See b. ohove.

3. (ll) Reassess the use of regullllr telework schedules to ensure adequate
personnel are nailable to audll classified and SAP contracts. 

(lJ) DCAA Comment: IJCAA does not concur with chis 
recommendation. We believe this issues stems from the DoD (G's believe lhut 1111 audit effort 
performed 111 a contractor with a classified contract is also classilied. Unclussificd uudit effort 
exists even though the c11n1mct mny have some classified contracts. A DCAA employee I� 
eligible to telework when his/her position has some duties considered portable that can he 
performed al the alternate localion und his/her performance and conduct meet the criteria 
required by the DoD and DCAA instructions. In determining portable work, 1he auditor und 
supervisor must consider the classitication of the information required. for exumple. nl\,m limes 
information obtained from 11 contractors accounting system is unclassified and allows the auditor 
to perform wudysis, sampling and tesling at ultcmatc locations. 

4. (U) Determine annually whether classified, sensitive comriartmented
information and special 11cceH programs are receiving adequate 11udit oversight. 

(lJJ DCAA Comment: DCAA concurs in principle. As slated in part b., 
above it is part <1f our planning process to identify and audit contractor processes and claimed 
costs impacting classiticd contracts. 
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c. (U) Acquire and use a classified automated information system for conducting 
clnssilicd audit nssigom£nls and reports. 

(U) DCAA Comment: DCAA does not concur with this recommendation. 
DCAA needs to pcrfonn a cosl/benefrcial assessment of the feasibility of this recommendation. 
We will work with the SAPCO to perfonn this assessment. However, your draft report indicates 
that DCAA personnel are creating audit working papers on a• • wbicb is not 
correct. DCAA does in some cases have' 

. This infonnation is ead o ly • 
. C rr nil ,, offices are using• 
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(U) Acronyms and Abbreviations

BPIT Business Process Implementation Team 

DCAA Defense Contract Audit Agency 

FAO Field Audit Office 

FD Field Detachment 

PAR Program Access Request 

SAP Special Access Program 

SAPCO Special Access Program Central Office 

oD OIG (b) (7)(E) 

SCIF Sensitive Compartmented Information Facility 

TSCO Top Secret Control Officer 

UNCLASSIFIED// FOR OFFICIAb U5� O�JbY 

DODJG-2017-092 I 65 



UNCLASSIFIED// FOR Of'f'ICl:A:b USE O�•LY 

Whistleblower Protection 
U.S. DEPARTMENT OF DEFENSE 

The Whistleblower Protection Enhancement Act of 2012 requires 

the Inspector General to designate a Whistleblower Protection 

Ombudsman to educate agency employees about prohibitions 

on retaliation, and rights and remedies against retaliation for 

protected disclosures. The designated ombudsman is the DoD Hotline 

Directo1: For more information on your rights and remedies against 

retaliation, visit www.dodig.mif/programs/whistleb/owe1: 

For more information about DoD IG 

reports or activities, please contact us: 

Congressional Liaison 

congressional@dodig.mil; 703.604.8324 

Media Contact 
public.affairs@dodig.mil; 703.604.8324 

For Report Notifications 
http://www.dodig.mil/pubs/email_update.cfm 

Twitter 
twitter.com/DoD _IG 

DoD Hotline 
tlodig.mil/hotline 
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