Inspectors General Checklist

PHYSICAL SECURITY 5530	 
This checklist is applicable to Battalion/Squadron and higher Commands.

Functional Area Sponsor: PP&O, Security 	Name of Command
Subject Matter Expert: SSgt Michael A. Toops	Date
(DSN) 222-4272 (COML) 703-692-4272	Inspector
Revised: 24 September 2018	Final Assessment	Discrepancies:      Findings:    
Overall Comments:  Place Here            
Subsection 1 – PHYSICAL SECURITY PLANNING
0101	Has the Commander appointed in writing a security officer to plan, 	implement, manage, and execute the organization’s physical security 	program? 	Reference: MCO 5530.14A, 4b(7)(b)
Result	Comments 
0102	Has the Command developed, implemented, and maintained an 	organization specific physical security plan that supports the host 	installation physical security plan? 	Reference: MCO 5530.14A, 4b(10)(c), par 2000
Result	Comments 
0103	Is the command physical security plan reviewed annually? 	Reference: MCO 5530.14A, par 2002
Result	Comments 
0104	Does the command physical security plan address, at a minimum: 	Access Control 	Material Control 	Personnel 	Restricted Areas, 	Barrier Plan	Electronic Security Systems (ESS)	Security forces 	Reference: MCO 5530.14A, par 2002 and Appendix D
Result	Comments 
0105	Has the command developed a security education program that encompasses physical security, law enforcement, and crime prevention including those specifically related to AT/FP? 	Reference: MCO 5530.14A, 4b(10)(d) and par 2007
Result	Comments 
0106	Have all personnel (military and civilian) received initial security instruction? 	Reference: MCO 5530.14A, par 2007
Result	Comments 
Subsection 2 – SECURITY MEASURES
0201	Has the commander identified in writing, all designated restricted areas? 	Reference: MCO 5530.14A, 4b(7)(c) and par 3003
Result	Comments 
0202	Have all restricted areas under the commanders purview received a 	physical security survey within the last 12 months? 	Reference: MCO 5530.14A, par 3001
Result	Comments 
0203	Has the command provided a corrective action report to the installation 	Provost Marshal for any discrepancy identified in the physical security 	surveys (within 90 days of receipt)?	Reference: MCO 5530.14A, par 3001
Result	Comments 
0204	Do Level I restricted areas meet the minimum required security	measures? 	Reference: MCO 5530.14A, par 3003
Result	Comments 
0205	Do Level II restricted areas meet the minimum required security 	measures? 	Reference: MCO 5530.14A, par 3003
Result	Comments 
0206	Do Level III restricted areas meet the minimum required security 	measures? 	Reference: MCO 5530.14A, par 3003
Result	Comments 
0207	Is the command properly submitting for waiver and exception through the chain of command for deviations from physical security requirements? 	Reference: MCO 5530.14A, par 3001 and MarAdmin 039/16
Result	Comments 
0208	Has the commander appointed in writing, an access control officer, 	directly responsible for all security-related key and lock control functions? Reference: MCO 5530.14A, par 3005
Result	Comments 
0209	Has the head of each major functional area (e.g. department, directorate, 	etc.) within the organization designated in writing an access control  	custodian who will be responsible to the unit access control officer for all 	keys controlled by that functional area?	Reference: MCO 5530.14A, par 3005
Result	Comments 
0210	Has the command established an access control program which includes 	all keys (e.g. Personal Identification Number (PIN), combinations, Common Access Card (CAC), and physical keys), locks (e.g. digital, 	mechanical push-button, padlocks, or locking devices) used to protect or 	secure restricted areas, activity perimeters, security facilities, critical 	assets, classified material, sensitive material and supplies? 	Reference: MCO 5530.14A, par 3005
Result	Comments 
0211	Are duplicate keys, key blanks, padlocks (key and combination type), and 	key-making equipment stored in a central key room or security container constructed of a minimum of 20-gauge steel? 	Reference: MCO 5530.14A, par 3005
Result	Comments 
0212	Are access control registers, inventories, and records maintained for three years? 	Reference: MCO 5530.14A, par 3005
Result	Comments 
0213	Has the command established a system for daily after hours security 	checks of restricted areas, facilities, and/or containers to detect any 	deficiencies or violations of security standards? 	Reference: MCO 5530.14A, par 3005
Result	Comments 
Subsection 3 – SECURITY FORCES
0301	Has the command established a security force order? 	Reference: MCO 5530.14A, par 4006
Result	Comments 
0302	Has the command established a training program to address minimum 	security force training requirements?	Reference: MCO 5530.14A, par 4007
Result	Comments 
0303	Have all personnel assigned to security force duties completed the training program prior to assumption of duties? 	Reference: MCO 5530.14A, par 4007
Result	Comments 
0304	Are security force personnel equipped with communication devices?	Reference: MCO 5530.14A, par 4008 
Result	Comments 
Subsection 4 – BARRIERS AND OPENINGS
0401	Has the command developed, implemented, and maintained an 	organization specific barrier plan? 	Reference: MCO 5530.14A, 4b(7)(h) and par 5010
Result	Comments 
0402	Is the command barrier plan coordinated with the host installation barrier 	plan? 	Reference: MCO 5530.14A, 4b(7)(h) and par 5010
Result	Comments 
0403	Does the barrier plan address at a minimum: maintenance, movement, 	equipment, support personnel, and staging/storage area requirements? 	Reference: MCO 5530.14A, par 5010
Result	Comments 
Subsection 5 – ELECTRONIC SECURITY SYSTEMS
0501	Does the command utilize the Marine Corps Electronic Security System to protect assets requiring an intrusion detection system?	Reference: MCO 5530.14A, par 6003
Result	Comments 
0502	Is an armed response force capable of responding to an ESS alarm within the prescribed time limits? 	Reference: MCO 5530.14A, par 6003
Result	Comments 
0503	Is the electronic security system tested at least semi-annually (with the 	exception of AA&E storage areas, which will be tested quarterly)? 	Reference: MCO 5530.14A, par 6005
Result	Comments 
0504	Do automated access control systems (installed after June 2009) support 	the common access card (CAC) as the primary access control token? 	Reference: MCO 5530.14A, par 6009
Result	Comments 
0505	Do automated access control systems (installed after June 2009) support the Military ID Card (TESLIN) for dependents, retirees, and inactive 	reserve members or third party locally produced access control token for 	all buildings, facilities, and controlled spaces?	Reference: MCO 5530.14A, par 6009
Result	Comments 
0506	Are all inhabited buildings, primary gathering buildings, and billeting equipped with a mass notification system linked to the MCESS?	Reference: MCO 5530.14A, par 6010
Result	Comments 
Subsection 6 – CRITICAL ASSET PROTECTION
0601	Has the Provost Marshal published a flight line security order? 	Reference: MCO 5530.14A, Execution, sect 8,10(n)
Result	Comments 
0602	Has an access control program for the flight line been established? Reference: MCO 5530.14A, par 7002
Result	Comments 
0603	Has the commander appointed an access control officer, in writing, to 	manage the unit’s flight line access roster? 	Reference: MCO 5530.14A, par 7002
Result	Comments 
0604	Has the command access control officer submitted an access roster to 	the Provost Marshal that identifies personnel authorized unescorted 	access to the flight line restricted area? 	Reference: MCO 5530.14A, par 7002
Result	Comments 
0605	Is access to the flight line restricted area limited to designated access 	control points manned by security force personnel or controlled by an 	automated access control system? 	Reference: MCO 5530.14A, par 7002
Result	Comments 
0606	Are flight lines, aircraft, aircraft parking areas, and hangars provided surveillance after normal working hours? 	Reference: MCO 5530.14A, par 7002
Result	Comments 
0607	Has an access control program for Bulk Fuel storage areas been 	established? 	Reference: MCO 5530.14A, par 7003
Result	Comments 
0608	Are Bulk Fuel storage areas fenced in? 	Reference: MCO 5530.14A, par 7003
Result	Comments 
0609	Has the command established a waterside security that limits personnel, 	vehicle, and vessel access to areas under their control?	Reference: MCO 5530.14A, par 7005
Result	Comments 
0610	Does the command have the ability to respond to waterborne threats or 	has coordination been established with local authorities to address 	waterborne threat response?	Reference: MCO 5530.14A, par 7005
Result	Comments 
0611	Are selected sensitive inventory items coded “Q” and “R” afforded the 	appropriate security measures?	Reference: MCO 5530.14A, par 7007
Result	Comments 
0612	Has access control been established for storage areas or containers containing selected sensitive inventory items coded “Q” and “R”?	Reference: MCO 5530.14A, par 7007
Result	Comments 
Subsection 7 – SECURITY OF ARMS, AMMUNITION, AND EXPLOSIVES (AA&E) 
0701	Has the commander appointed in writing, an AA&E Officer responsible for all AA&E accountability and security matters? 	Reference: MCO 5530.14A, Execution, sect 9(g)
Result	Comments 
0702	Has the command AA&E officer established a training program for personnel with AA&E related responsibilities to include: inventory and accountability procedures, physical security requirements, off-station/on-station movement procedures, AA&E shipment accountability procedures, weapons handling/clearing procedures, and instruction on the use of force? 	Reference: MCO 5530.14A, par 8002
Result	Comments 
0703	Has the commander appointed in writing, a Commissioned Officer, 	Warrant Officer, Staff Non-Commissioned Officer, or civilian equivalent 	(GS-09 or above) as the AA&E screening officer?   	Reference: MCO 5530.14A, par 8002
Result	Comments 
0704	Have all personnel with AA&E duties (custody, maintenance, disposal, distribution, and/or security of AA&E in the performance of their duties) screened annually using the AA&E Screening Package? 	Reference: MCO 5530.14A, par 8002 and Appendix I
Result	Comments 
0705	Have all personnel assigned duties in AA&E facilities and storage areas qualified with their assigned weapon(s)? 	Reference: MCO 5530.14A, par 8002
Result	Comments 
0706	Are armory personnel armed upon the deactivation of the intrusion 	detection system? 	Reference: MCO 5530.14A, par 8002
Result	Comments 
0707	Are daily sight counts conducted upon the initial opening and final closing of the unit armory? 	Reference: MCO 5530.14A, par 8003
Result	Comments 
0708	Are 100 percent physical inventories of Category II, III, IV arms conducted monthly at the unit level, semi-annually at the installation level, or annually at the depot level by a disinterested third party not in the inventory chain of command?	Reference: MCO 5530.14A, par 8003
Result	Comments 
0709	Are records of all sight counts, inventories, inventory assignment letter,	letter of discrepancy form inventorying officer, supply officer endorsement, and copies of supporting documentation maintained on file for three years?	Reference: MCO 5530.14A, par 8003
Result	Comments 
0710	Do AA&E facilities/modular vaults meet the minimum required construction criteria? 	Reference: MCO 5530.14A, par 8005, 8006, Appendix J, FED SPEC AA-	V-2737
Result	Comments 
0711	Are AA&E storage facilities secured with the appropriate locking devices?	Reference: MCO 5530.14A, par 8005 and 8006
Result	Comments 
0712	Are CAT II, III, and IV arms stored in banded crates, standard or locally 	fabricated metal arms racks or Class V GSA-approved weapon 	containers/safes?	Reference: MCO 5530.14A, par 8005
Result	Comments 
0713	Are major parts for CAT II, III, IV arms (such as receivers, barrels, and 	major subassemblies) provided the same protection as a functional CAT IV weapon? 	Reference: MCO 5530.14A, par 8005
Result	Comments 
0714	Is Aircraft A&E (CAT IV Cartridge Actuated Devices (CADs) and pen 	flares) secured in a ready service locker, on an operational aircraft within a level II restricted area, or in a seat shop/re-work shop appropriately?	Reference: MCO 5530.14A, par 8006
Result	Comments 
0715	Are proper clear zones established and maintained around all AA&E 	restricted area perimeter fencing (20 feet exterior and 30 feet interior)?	Reference: MCO 5530.14A, par 8008
Result	Comments 
0716	Has the Commander designated in writing, personnel with unaccompanied access into AA&E facilities and storage areas? 	Reference: MCO 5530.14A, par 8008 
Result	Comments 
0717	Are AA&E facilities equipped with an approved Intrusion Detection 	System? 	Reference: MCO 5530.14A, par 8009
Result	Comments 
0718	Do AA&E storage areas have two separate and distinct forms of 	communication in order to summon a security force response? 	Reference: MCO 5530.14A, par 8013
Result	Comments 
0719	Are entry points to structures housing classified AA&E equipped with a 	class 5 or 8 vault door?	Reference: MCO 5530.14A, par 8020
Result	Comments 
0720	Are (historically significant) heritage assets properly displayed by 	the Command? 	Reference: MCO 5530.14A, par 8022
Result	Comments 
0721	Is demilitarized AA&E displayed and safeguarded in armories or display 	cases? 	Reference: MCO 5530.14A, par 8022
Result	Comments 
0722	Are DEMIL certificates maintained on site for all demilitarized weapons? 	Reference: MCO 5530.14A, par 8022
Result	Comments 
0723	Are secure holding areas for CAT I and II AA&E under constant	surveillance?	Reference: MCO 5530.14A, par 8024
Result	Comments 
0724	Has the Commander provided written policy/guidance for the control,	storage, and accountability of personally owned weapons and ammunition in the unit armory? (Only required if Commanders have authorized personally owned weapons storage in their respective armory)	Reference: MCO 5530.14A, par 8029
Result	Comments 
0725	Are personally owned weapons stored in the unit armory registered with the installation Provost Marshals Office? (Only required if the Commander has authorized personally owned weapons storage in their respective armory)	Reference: MCO 5530.14A, par 8029
Result	Comments 
0726	Are personally owned weapons and government owned weapons stored 	in separate containers? (Only required if the Commander has authorized	personally owned weapons storage in their respective armory)	Reference: MCO 5530.14A, par 8029
Result	Comments 
Subsection 8 – CRIME PREVENTION
0801	Has the command published guidance for the turnover of found or 	abandoned property to the Provost Marshal’s Office?	Reference: MCO 5530.14A, par 9007
Result	Comments 
0802	Has the command coordinated and conducted unit crime prevention briefs with the Provost Marshal’s Office? 	Reference: MCO 5530.14A, 4b(10)(o)
Result	Comments 
0803	Does the command have crime prevention material posted on unit bulletin boards? 	Reference: MCO 5530.14A, 4b(10)(p)
Result	Comments 
Subsection 9 – REPORTING REQUIREMENTS
0901	Is the command properly reporting MLSR incidents?	Reference: MCO 5530.14A, par 10001
Result	Comments 



This checklist outlines the general elements needed for the day-to-day administration and operations of this function area. Additionally, this checklist provides guidelines for internal evaluations and standardized criteria for the conduct of inspections. Commands must also fully comply with all applicable references. 
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