Inspectors General Checklist

OPERATIONS SECURITY 3070	
This checklist applies to all U.S. Marine Corps (USMC) units, activities, commands, directorates, and organizations (active and reserve) that prepare, sustain, or employ Marine forces throughout the spectrum of warfare. The application is not limited to operational units, and applies to active and reserve U.S. Navy (USN) units employed by, detailed to, or assigned to the USMC.
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Overall Comments:  Place Here            
Subsection 1 – TRAINING AND APPOINTMENT – Applies to all USMC units, activities, commands, directorates, regional installation commands and organizations.	
0101	Show a copy of each of the OPSEC Manager’s and/or Coordinator’s signed appointment letter/s. 	Reference: MCO 3070.2A, par 4a(2)(a) 	(Authorized signees are the CO, XO, CoS, or civilian equivalent)
Result	Comments 
0102	For all OPSEC Program Managers and Coordinators, show completion certificates for OPSEC fundamentals training.	Reference: MCO 3070.2A, par 4c(3)(d) 	(Training should be completed within 30 days of appointment)
Result	Comments 
0103	For all OPSEC Program Managers and Coordinators, public affairs officers, contracting support staff, Deployment Readiness Coordinators, webmasters, and any other personnel authorized to review and release information for public accessibility; show completion certificates for “web” OPSEC training.	References: MCO 3070.2A, par 4c(3)(f)1 and DoDD 5205.02E Encl 2,11.l	(Training should be complete within 90 days of appointment and is not waivable)
Result	Comments 
0104	Show supporting documentation that unit-specific OPSEC training (orientation) is provided to all new joins upon accession to command.	References: MCO 3070.2A, par 4c(3)(d); and SECNAVI 3070.2, par 4h
Result	Comments 
0105	Show supporting documentation that all command personnel completed annual training. Annual training will include threats to the unit’s mission, vulnerabilities, critical information and indicators, and measures and countermeasures. 	Reference: MCO 3070.2A, par 4c(3)(c)	(Acceptable documents are sign-in sheets and print outs from MarineNet, TWMS [dated and with percent completed] and from local training venues)
Result	Comments 
Subsection 2 – OPSEC PROCESS ANALYSIS – Applies to all operating forces, supporting establishments, Marine Forces Reserve, and their subordinate units. Also, applies to all Marine Corps regional installation commands, bases, and camps that have tenant organizations, training facilities, and air stations that they provide installation support to.  An OPSEC analysis must be conducted prior to all operations, exercises, and activities.  The OPSEC analysis must also be conducted on a regular, reoccurring basis as missions change.	
0201	Show unit Critical Information and Indicators List (CIIL) for all operations, exercises, and activities (updated at least annually or as the threats, missions, and/or vulnerabilities change)	References: MCO 3070.2A, par 1c, par 4c(7)(c), Encl 2 and 3; MCTP 3-32B, Appx B, C and Q, JP 3-13.3, Appx B; and DoDD 5205.02E, Encl 2, par 11a (Critical Information Value Matrix is located in Encl 4 of DoDM 5205.02-M)
Result	Comments 
0202	Define the unit OPSEC indicator characteristics created by friendly detectable activities that an adversary may exploit; Signature, Association, Profile, Contrast, or Exposure.	References: Joint Publication 3-13.3 Operations Security, Appendix B; MCO 3070.2A, Encl 3; and MCTP 3-32B, par 3-3, 11-5, and Appx D
Result	Comments 
0203	For analysis of threats, show source document(s) from intelligence data, counterintelligence, and open source information, such as All Hazard Threat Assessment or local Law Enforcement products, used to determine adversary(ies) collection capabilities they will likely use to collect and exploit unit and friendly information.	Reference: MCO 3070.2A, par 1c and 4c(7)(c)
Result	Comments 
0204	Based on your current Threat Assessment, for each item on your CIIL, list the adversary’s collection methods used to obtain the unit’s critical information or deduce indicators.	Reference: MCO 3070.2A, par 1c and 4c(7)(c) 	(Provide copies of worksheets used to determine the threat associated with operations, exercises, activities, research development test and evaluation in garrison and deployed environments. Use the Threat Value Matrix located in encl 4 of DoDM 5205.02-M)
Result	Comments 
0205	Based on vulnerability analysis, show list of all vulnerabilities to the unit’s critical information associated with the adversary’s identified collection method.	Reference: MCO 3070.2A, par 1c	(Provide copies of worksheets used to determine vulnerabilities. Use the Vulnerability Values located in encl 4 of DoDM 5205.02-M)
Result	Comments 
0206	Based on the risk assessment for each item on your CIIL, what are the risk levels prior to application of measures/countermeasures?	Reference: MCO 3070.2A, par 1c 	(Provide copies of worksheets used to determine level of risk. Use the Risk Assessment located in App to encl 4 of DoDM 5205.02-M)
Result	Comments 
0207	Identify possible OPSEC measures/countermeasures that will be implemented reduce the risk to identified vulnerabilities.  Show which measures/countermeasures are in place to either eliminate or mitigate the collection methods used by your adversary(ies) or which may reduce the risk to mission to the commander’s acceptable level.	References: MCO 3070.2A, par 1c and par 4c(7)(c) and Encl 1, par 6 and Encl 4	(Work with your security manager to de-conflict any conflicts of interest)
Result	Comments 
0208	Based on your completion of the OPSEC process, show a memo signed by the Commanding General or Commanding Officer that indicates their acceptable level of risk.  For Reserve commands the Inspector-Instructor (I-I)/Site Commander will be the signatory determining their acceptable level of risk.	Reference: MCO 3070.2A, Encl 1, par 5	(For General Officer level commands the Chief of Staff can be the signatory)
Result	Comments 
0209	Show what methods are used to test the performance of measures/countermeasures that are in place?	References: DoDM 5205-02E, Appx 2, par 6; MCO 3070.2A, Encl 1; JP 3-13 Ch II, par 6.c
Result	Comments 
0210	Show what methods are used to test the effectiveness of measures/countermeasures that are in place?	Reference: MCWP 5-10, Marine Corps Planning Process, Appx E
Result	Comments 
0211	Show a signed copy of the Command’s OPSEC Order/policy/SOP.	Reference: MCO 3070.2A, par 4b(17)(c)1 and 3	(Authorized signees are the CO, XO, CoS or civilian equivalent.  For Reserve commands the signees can be the I-I/Site Commander, Selected Marine Corps Reserve (SMCR) CO, XO, or CoS).
Result	Comments 
0212	For commands that conduct planning for OPLAN, CONOPS, EXORDs etc., show copies of Tab C. Operations Security to Appendix 3, Information Operations to Annex C. Operations. 	References: MCTP 3-32B, Ch 11 and Appx D; and MCWP 5-10, Marine Corps Planning Process, Appendix K
Result	Comments 
0213	Show documentation or in the command’s OPSEC plan the measures and plans used to manage signatures in the electromagnetic spectrum.	Reference: SECNAVINST 3070.2, par 4c	(This can be included in Tab C and/or Command’s OPSEC Order/policy/SOP)
Result	Comments 
0214	Provide supporting documentation of quarterly review of command sponsored social media and official websites. 	Reference:  MCO 3070.2A, par 4b(17)(c)6 4b(1)(g)2, 4c(4); MCTP 3-32B, par 6-1
Result	Comments 
Subsection 3 – PROGRAM OVERSIGHT – Applies to Regimental/Group    level commands and higher to include all activities, directorates and organizations that have subordinate structure.	
0301	Provide a current list of all subordinate commands’ OPSEC practitioners two levels below. 	Reference: MCO 3070.2A, par 4b(15)(b)	(Ensure these are updated to account for turnover)
Result	Comments 
0302	Show inspection results from the past 3 years. This includes annual inspections conducted on subordinate commands.  Provide copies of the annual command level and subordinate command’s annual inspection results.	Reference: MCO 3070.2A, par 4b(15)(d) and par 4c(7)(b)2	(All records should be managed according to National Archives and Records Administration as per SECNAV M-5210.1)	
Result	Comments 
0303	For all program managers and coordinators at the Regimental/Group level and higher, to include supporting agencies/activities, show completion certificates for resident OPSEC training.	Reference: MCO 3070.2A, par 4c(3)(e)1 	(Training should be complete within 90 days of appointment) 
Result	Comments 
Subsection 4 – SECNAVINST REQUIREMENTS – Applies to all units, activities, commands, directorates and organizations, and regional installation commands and organizations.	
0401	Provide a copy of the working group minutes from the last four working group meetings.  Minutes should include, at a minimum, a list of participants, agenda, and date of meeting, date of next meeting, and tentative agenda for next meeting.	Reference: SECNAVINST 3070.2A, Enclosure (4)
Result	Comments 
0402	Do 2-star and above commands have either an 0-3 and above or a GS-12 and above appointed as the command’s OPSEC Program Manager? Must be a full time OPSEC Practitioner; not performed as an additional or secondary duty.	0402 - Reference: SECNAVINST 3070.2A, Enclosure (3)
Result	Comments 
0403	Show command review procedures for information intended for release into the public domain.  Does it include requirements for review by a designated, trained OPSEC professional?	Reference: SECNAINST 3070.2A, par 4j
Result	Comments 
0404	How is the unit’s OPSEC Practitioner involved in the contract review process?  	Reference: SECNAVINST 3070.2A, 4c, 4n and Encl 4, par 10t
Result	Comments 
0405	Show the process contracts undergo for OPSEC review to ensure controlled unclassified information is not inadvertently revealed (e.g. critical program information and command critical information and indicators) and that contractor OPSEC responsibilities have been incorporated as requirements?	Reference: SECNAVINST 3070.2A, 4c, 4n and Encl 4, par 10t
Result	Comments 
0406	Describe the commands process for reporting violations and potential violations of command OPSEC policy and/or disclosures of critical information to include how the command mitigates disclosures of critical information.	Reference: SECNAVINST 3070.2A, par 4c
Result	Comments 
0407	Show how deploying personnel and families receive additional OPSEC training that reduce vulnerabilities and indicators?	Reference: SECNAVINST 3070.2A, Par 4c
Result	Comments 



This checklist outlines the general elements needed for the day-to-day administration and operations of this function area. Additionally, this checklist provides guidelines for internal evaluations and standardized criteria for the conduct of inspections. Commands must also fully comply with all applicable references.

Page 1 of 6
