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Results in Brief: DoD Efforts to Protect 
Critical Program Information: The Army's 
Warfighter Information Network - Tactical 

What We Did 
This is the Jirs1 in a series ass~ss.ments LO 
determine how OoD prote{.."ti; ct'itical pl'ogram 
inforrnation (CPI). The Army's Wartighicr 
lnfonnation Network - Tm.:Lical (WfN-T') is tJ1e 
first of three acquic;1tion category lD programs or 
record to be us(.:d as a case study to assess the 
Depattment' $ effectiveness in protecting CPL ~Ve 
conducted this uss~sm~nl 111 cotJrdinarion wirl1 
l)ol) research. developmeh1, acquisition. 
countcrinlclligcnct (CJ), and securitJ subject 
rnatter experts. We analy7ed ke'.l issue- areas 
related to program protection. s:pecifically: the 
abi l1ty to identify nnd pmtect CPI; manage the: 
fore1gn vi,$Jf program; apply program protection 
horizonutlly: lTain its workforce in progrnrn 
protection~ and optimize intelligence, Cl, and 
securi ly re:.m1rce~~ threat.data, and policies ro 
g11ide p.rogram protection efforts. Because the 
\VlK T progrntn has no foreign involvement that 
issue area w~s no, rclc",ant. We also as-:;e&<,ed 
DoD program pr()tect ion eff01ts for 
standard17..ation of protection pnJcc::;s~-s and their 
application, oversight of protection processes an<l 
re-sponsil)i lity for prntcc:Hon ciforls. 

or 

What We Found 
We fourid tlwL while DolJ and Army policy to 
pmtect CPI has progecssc<l in recent :years. tnere is 
still a m:cd for impmveme1lt. l'he Army has a 
good prnces~ in place for idcnti tying CPT through 
integraccd product teams and the AJ'my Research 
and Te0lmology Protection Center. However, 
Army efforts to pc\:,tcct CPI arc not integrated a11d 
synchronized Lo Lhe greatest exreot possible, ,md 
they are not optimizing the ability Le, provide 
uniform wse.irch and technology protection across 
the Arm). 

program pr0tcc1ion -.;ffort.s; Jmweve1:, 1nn1'e 
coordinatlon is tteedcd among program, 
inLelligencl:!. Cl, and ~ecurity persormel -
especially with Defense Securhy Service 
personnel - in order to optirnin• thei,· efforts. 

What We Recommend 
The Under Secre-tarie-5 of Defense for Acqulsitio1L 
l echnology~ and Logi&Lics (USD(A T&L)) imd fm· 
Inlclligi.mce (USDt 1)), the As~istant ~ecrerary of 
Defense for \Jetworks and 1nformaliun 
lntcgnuion/DoD Chief lntbrmation Officer (ASD 
(NI 1) /DoO ClO). and the Depttly Under Secretary 
uf Ddcnse for H UCvtl I\ I , C'oul\terintclligcn~t", 
a.nd Sei:;l.lrity (DUSD{HCT&S)) ~hould develop 
polit:ie.s related to C'l'I protection ir) the a,rca~ or 
anti-tamper; commercial of'f-lhe-shelf 
compommts'. model co11,t.ract language; 
st.anl;J;.:ii-dized goi,ln1,cc Jor training, securit;v· 
rc<iuircme-nt;:; for contractors processing CPl un 
contrac,tor information systems. and the hosr for 
the horizontal prntection database. The Assistanl 
Secretary of the J\rm)' for Acquisition, Logistics, 
and Technology (ASA(AL I')), the Commanding 
Genel'al, Army Materiel Command (CG. A \tlC). 
and the D~puty Ct1ief ofStaff(DCS). G-2 
( lnte ll igenccJ sh,)uld <l~tennine the most effective 
means LO optimi7.e Army research And technolo~ 
pt·orectlon efforts. The USD(l), should provide 
guiuam.:e on model fang_u~ge and use o f th~ OD 
form 254 to cnst1rc ace~~ to and ove1-sight of 
con\roll~d undassified CPT 111 defense 1ndmmy . 

Management Comments and 
Our Response 
While comments from USD(A'I &!.); bSD~ l). 
ASD/1',iH. DtJSD (HC l&S), ASAU\LT}. Annv 
Deputy Chief of Staff, G-2 (lntelJfgence) and ('0 
AMC gencm.,lly com;:ur.red \Vt{h our 
recommendations, many of the co,nmcnts. were 
only partially rasponstve bocau::.e Lhey Jacked 
either a descriplion uf actions for accompJtshing 
the r<:cumrnendattoas. a. date, and in s()me 
instances both in @!Cling the imem of the 
r·ecummcndaliuns. Please see th~ 
rt:commendations table 011 th~ b~ck of 1.his page. 

111 addition, program ollrclals \\ere a\-vare of 
horiwnLal prn1ection but had some reservations 
about the security of the data; anti the ,-vm-kforce 
ba(l received lraining in progrnm pro1cttion. bm 
training needs to be more uiHorcd. Al.s0. prl>grnm 
personnel used intelligence. Cl. and <;ecurity 
rcsot1rccs. thre-at data, and pol ides to guide 

ffj}t SJTJ@LUs n;F. 8KfsTj 
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Recommendations Table 

Under Secretary of Defense 
(Acquisition, Technology, and 
Logistics) 

Under Secretary of Defense 
(Intelligence) 

AssisLant Secretary of Defense 
C,'Jetworks and Information 
lntegratJon)/DoD Chief 
Tnfom1alion Oftit.:er 

Rccom mcndatio~s 
Requiring Com mcnt 

Bl-l , 131-2, B2-1, B-3. 85-1 

Bl-1 

Dep uty Under Secretary of 
Defense (I-{UtvfJKT. 
Counterintelligence, and Security)

R2-2, B6 

 

Assistant Secretary of the Anny 
(Acquisition, T .ogistics, and 
Technology) 

Commanding General, Am1y 
Materiel Command 

i\rmy Deputy Chief of Stan: G-2 
(lntclligcncc) 

Please provide comments by August 13, 2010. 

FOP OFW«s'\JJi, rsrli Qlt'kY 
11 

July2I,2010 

Ne, Additional Comments 
Required 
Bl-1, Bl-2, B2-1, B3, R5-1, 
88 

Bl-1 , B3J B5-l, BS 

131-1 , B3, B5-1, BS 

B2-2, B6 

A 

A 

A 
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Introduction 
Prnlt!clmg ~rit1caJ program infonnatioo (( Pl) i~ unpcr'dll'c io nnh:r i01 the U.S toJ 
mairmun the {C('hnologicall:,,-<le['l~ndem cuning edge ofits weapon system, Cnt1ca1 
pn,gram mfomu1lion is definl!d as ckmcms orcomponenl" of a rcse<arch. devi:lopmcm. or 
..icqui.i,itfr,a {RDAJ prog_n1m thm, rl 1.:<impwmisl.!d. could c-ause sigJl.ificant dcgrad~tior1 in 
1niss;1cm eflecti,·enel::JQ; sho1ten ;J,e exp~ctcd combat-effective lif(! <1l the system~ t'cducc 
teclmologtcal advanlagc,~ sigr,i licantlv allc.r program direction: or enable an aJv~rsul'y t9 
i.left'at. ct>unte-.r, copy, or rcvcrsc-cng,fni.;1:L the technology ot capability. Critical program 
information includes infom1ulHm ubm.lt ~ppllcatioc1s, capabilities. prc,cc!,!si!:.. umJ. t:nd 
itt.·ms: elements or components crittc~J lO a rrnlilnr:, systerri · :s or nt:'rwork· 1) 111bstC>n 
effectiveness: and i:cchnulog._: lhaL \,uult! reduce th.e U.S. rcchnofogrc:al n<lva.rimge if it 
came und~r f mcihrn co11 t roL 

Objective 
The ohjedive oFtbis program proh.cllon a,,;t!.,..ment pi101 was m d.:h.·rminc hi,m 
eftectiVd)i DoD iden!illl:i!-. a11J pnlle.."ts CPI $pt""Cific:ul:,. \~~a. -.;~,;ed the folio,\ i~ 
l.'1ght key are<L" critical to effeclj\'\; program protc:ttion~ 

• ahifoy to identify C'iJI: 
• cffcctivcncs~ m tlc, ~lopm~pmd in1pkn1cming a probrram pmll"rtion plan: 
• lrain i-11g .~fforts fol' the PfL'llCCLi1111 ,i I' CPT~ 
• llSC of rcsO)m'cs !hr CPI: th~ protccti.011 c:,f 
• ti flective11ess. of poli('Ll'S tp proL<:.;t C'Pl; 
• ability of coumtlri1it~ll ig~l1\.(;, ~upp1J11 thi: 

pt\1Lection of CPl; 
imdligc.ncc, and ~eturity to 

• diccrivcncss of forei~n vtsit program0 and Lh~ 
• application of .. rrot~c1icm·· of hortzontal CPL 

Ou u~'-cmber 12. 200K. lhe Doi> Offi~ of th.:: ln~rector General. Dc!puty lns~ctur 
ucn\..r,11 lor Tmelligence and the Dcpul) IJnucr ~cretar) of Dcfunse (A"7quibllttln and 
f ccht1olog) 1 cosigned a ll'!llt'r ;1nnounciug th~ conecpl or this pmg:ram pmt ction 
1s~\s~mt!nL The goal of 1bc proj..:;ct \\l\., Ln enndUCT three asscsshlcnL-- to t!\:ilunie ho'" 
eOC'cthely DoD and each Mihtary Oepm,mem idcmif} and pr\Hect C!JJ. l ll~ Wadigh1.t:r 

1 lnfom.111t1t1n Netwmk- T~1ical f\VlN-J 11" the lin>t acquisition catcg.Of) 1AC'~ n 10
Jm)gr.1111 of record assessed d.., purl of t.h1: pilot Sec ,\ppendh A for n discu~~1on 01'1hc 
scOpl· anJ methodology. 

\ , .11.w ,lI,m C~tcgory f prog.mns. Jrc: 1uu.ju• Lx:kn~~ ,1,.q111"tion progr.:tm1t. A m.aJ1>r Dde 1s,: ;1<:qu1sili,m 
~'·~!'!Im is ;i prog.mm L."!)limdlc:J h'J lh\" IJSL>lA f & L ttu require e,·erirual e>ipe11Jlrure lltr t\."'>1- i1r1.h 
ck~ .fonment. te-51 • .at\J ewlu;,lton L,t- more ,b.:io • 6~ 1mlhon or ruo.::ttrenT~nt of rnon: rtLJn ~1 1 f.i hi I hon. or 
th,~ ,.t..: igrr.ned ~ the USO('\ T~I > 111 be m,,j'-~' Dt1c1~~ ... r-qui~itiuo pr,1gams c,r >l)c-.ial mt~T\.-S: 
pru!V3ffis .\cqut'inion rat~Ot) t pN1,·nim,. h--.c f\\ o ~ubcar~O! ie,.: Th..: Hr,t <.ulx;,te~ory b AC:AT I JOf 

"1tlfC:h llte 111lle!i1on~ 11.-ci~ion ;111fl".c,li[) t.: Utt OoO C11111ponen1 fleau or if ddu~1uJ. tht · ('I llpondW 
:\1,;Q1ntjtic,n [xecuTiH:. f1.: S<..'C,md ~uhc.1tet'.or:, ti ACA f ID. fc,,- \\-hich li1c milc~wn • Ji:ci~1nn ,11th, rlt) 1s 
111..- l !-.~AT&I J Th;! Defense Ac~u1i.lllitn Al>ard JdVLSe-!> rhe 1.JSD{AT&l.) a1 m:1iA1 decisl'1n pmnL,. The 
U ·01. \ r&I) d1:;..1grmes programs ~Al'r\T ff> 111 \CJ\ T IC 

FQQ Ql 'fl<'! t P !If.lil QMk>· 
I 



Background 

\Varliglrter fuformation Network-Tactical. WIN-Tis; a high-:.pce<l ancl bigh
ejpa.i:ity ~ommunj<:a1io1"1S n el\\'Ork de:,igned to be the Ai:my·s tact.ical lntctr}et \.VIN-Tis 
intended to provide rcl1ablc, secure, anJ seaml~s.,i.; communictit3ons for theateJ' and below 
initially Ll> 111QduJar3 brigade combat reams {and eventtialLy to Future Cmnhat Sy5hm1s 
brig.ado combat reams). WIN-Tis beirlg <levelvped and fielded in four increments that 
will bui ld on one another: 

• lncrement 1 is the former )oint Nct\:i.;ork Nodc-l\ctwork program - st.ationary 
.networking, wh1cJi enables the- exchange of voice, video. c.iata0 and imagery 
lhn1ugbuuL th~ LactiL·al ba.ttldield using a satellite-based network 

• lncrement 2 - networking on the move, provitlt'.s co111m'-'nd ~n(l conti:ol on th.e 
n'IC've <lo..vi, lo th~ l'.(linpa11) level for maneuver brigades Md irnplt"menLs lhe core 
neu.•fo1·k capability~ 

• In-crt-me11t?. - l'ull nelworki11g ou the mon~. provides full mobility command ;ind 
conn·ol, to include Future Combat Syst<:!m supJ1<ll"I... ror divisions and bdow: and 

• Tricren'lent 4- protet.:ted satellite conununications on the move, indu<les access w 
the next ge11~ration of protected .:;atdliles while 1-etaining all ptcv1oits on the move 
c-apuhili Lies. 

Researcfl and Technology Protection Oversight in the Army- The Asrny r nspcctor 
Gcncnll :uu1 the Army Audit A~ency. lnrough 1L:5 Tecfo,it:a11n.spections and 
Jntolligencc Over5ight division~. ~hi;! Am1y lnspector Genera.I prO\ ides the Arn1y's input 
10 Lhe annual summary report~ of inspccttons on security. Lechnolog.-y protection. and 
counrerintclligcncc practice5i at n~search, development. test. and cvalLiation ( RDT &E) 
facili ll~s. The inspections focus 011 RDT &I: facil iti~5 or m~tal Jations \\-i1l1 RD r&u 
tenants. iach.iding Gm,cnurk~nl-own~d, contractor-operated and contractor-tlv,.:ned. 
contractor-nperated c,1peratjoJJS. The i.nspcct1ons cheu.k f~lr cmnplim1ce with Arruy 
gui<.bn-ce and identify for Ariny lead.er.ship w~ys to iinprove programs and facility 
sccudr) and disseminale be~t prac.iJces. Dy fo011sing on Lhd inspetttcm resuhs, the Arm) 
Tn&1Jector General heightens .a.varencss a1.:ro~~ the community and cffcctivel> addre::,;ses 
sccuriry vulnerabi litie.8 in Am.1y laboratot'ics and acros:;; all .A.m1y programs, 

At tbc request of the Secretary of the Army. the .Army Audit Age11c) auc,l.ite.d the Army' s 
rese,nch -and technology protection (R rP) program_ i!)suing five re:porrs between Ma)' 
2008 and April 2009. 'Keither Lhc> Wattighter lntonnation Netv.,ork -Tactk'1111or its 
prngram exccuLJve office ·was audited by the Anny Audit Agency. However, the Am1y 
Audit Agency ,1ltdits ent:ompas~ed 1m1ltip]e loc~tions and l~')tuse<l OTI t..he adequacy of 
procedures t~c><l h.> identify and protect CPT at Army pr{,grmu e1\."ecutivc offices. a focii.s 
diret:tl:-, reJated to our asscs:m1cnr e(fon.s. 

1 V1od1Jti\l'Li) is a majo1 rcsirul:Luring onne e11c:ire Anny. tnvolYing !he Cfi.<1.Lt1>n ,1fArigade c:ornbat team~. 
fi-cm1 a Oh 1sion-based force. l'Jtr.: foum.l1:1Lion of the modular fl:wce Is iii~ creation o I' stap:dardi7ed 111odul a1• 
cornhat 81igades designed to be smod-alOHc, ;i,c] l~i.uffa:iem uni~ thrit are m@!'e rap Idly <lL·ployuhlt and 
be!Lc.:r ablt. l<'• l.:'tmd;.;ct j111n1 operatfons tba.n dtviswns. 
~ Prep,ved by thi:: DoD omcc oflhe ln:,vector General. Office 01 the Deputy lit$J1ector General for 
fotelligen~. based 011 a requ_est b) the Deputy Secretary of Defense to ensure impl!!1Tientariou of a ,tttifornl 
s>•stcm urp~riotlic rev11;1'\''S rhrougli the existfilg agcnu_~ a.ml Servtce inspc.ction processes for (.'~m,pliat)ce 
with Jirtclivc; l'irntllmrng security, rechn.olo~ i:>mt<:clim1 .. and c9umeri'nreJIJgencc praclH'.Cs. 

iQla Qili'JCI t Is I Jfliii ~NhY 
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· e Army Alt H /\gi.:n\.'.)' 1.1lsn 
r~~cummcndcd is~uing polil:1e~ u.nd proc~, mes for providing prmecli~,n guidunce to \1scrs 
of ~11J items with CPL and having lhc \\ orl. it1g grllUp bd ng established to dc\\;1111" an 
Arm) rcgut:itiun lo 1mplcm~n1 OoD lnstmction 5200_39 ad~~ the ,swe~ idcntlCic-d in 
rhe dur.iu. 

Criteria 

OoD Policy and Implementation Guidance 

It ,., De.in J'l,1lic} to proVlde lmcompn.1mi:-1,:J o111d ,ecure military system to thl' \\.Jrrighter 
by pc1 torm.ing cornprch~nsiv~ pmkction L•f C l'l through lht' integn.Ht."J .md :>') 11chi\1nw:-J 
.lpplil.·ution of counterintelLltcncc. 1ntdhg.c11c~. security, systems onginc,.mng_, ,truJ ,ithc:r 
defensive coumcrrucasures to mitigu1t' risk. h1ilure 10 apply CPn~1!'>lt:llL r,1·otce1km cu CPI 
m~y n:sull in the loss of confidentirdit). illlc~rily . m- ..ivailabilicy of CPl, rc,:mldrt14 in tlii:: 
irnpuirment of the '\-Yariighrc-r'i-. caJ)abi li ty amt UoD's technological i,,up~1fority. 
J\dditiom-1.lt)- il is OoD policy c0 tu.ltlgati.: Lh~ c>-ph)ilu-tiOJJ crJCPI; extend Ehl.' urK·ratwnal 
efl'c~tiveness of militat} syslc-1ns 1hr,>ugh urplication of appropriau: risk m:1nagemcnr 
.stn'llcg1cs: employ Lhe most effectlvr l't"OtC'-!lion meaz,-urei;. co include S} slcm ll)t....,U1 unl.!e 
.u,J miti-1.umper: conduct c,•mparutl, t." dn.11 ysis of dc·fonse S} sLems • h:dm,1lnticc. aud in 
,.mkr that l PI pmteclicm 1s a1ign<=d horiz\.lntull) thn1ughour rhe DoD. d~1cumL'nt 1he 
m~a,ur~ in a program pri.:>rccuon plun Funhennore. DoD polie} re4u,res thut conrmctS 
upponing RDA pn1g:rams \\hett'Ul CPI hu!, hi.~n identified sh3ll contni.o cuntr.ictu.tl 

h:ml. requiring the coutractor to prill~..-l th~ f·Pt to DoD standanh, 

OoO ln,trurtion 5200.39 ··Critical Prujtr~m Tnfonnation {Ci'l) Prot ~ction ,, Jtlun 
tbe Otparnnent ofDef~mu~.'· .Jul> 16. 2008 defines v.hat oon.s1hu1cs ( JJJ: .:i11~hlisne., 
r,ofo.~) l \ff the: pmtection of CPJ. cmd u~-;JfP'IS r~spDnsibilities fot cow1termtdligt;nce-, 
inlelligence, se:curit}. and ,.;ysL~s c:ngmee1•ing support for lht: 1Jen11fica1]0J1 and 
prot~ction ()f CPL f urt.h~rn,ore. it dct::ub 1·csponsibillties relating to the iu~11Ldicutitm of 
l PT und lhe implementation of pmynun prutectii;m plans to DoD C'omponcms: ;,,11d 
lmpkmc111~ rel t:!vanL par~s of DoU Dirccti vc 500().01 . "The DcfoHsi: !\cqui:•d11nn ~ystcm.·' 
OoD rnstn.tction 5000.02. ··operation ,)I the Dd1;nsc AcqL1isiLion Sysh:01;·· Doccmbcr ~t 
2008. r111d continue.:; LO authori-r.e the tt:S~ uf DoD 520().1-\.1. "Acquis.itmn "iysl(.'m.; 
Protc\!u,m Program.,. March I ~>94 ll> :-.c!J\t: us implementation guulante. \lso. OoD 
fo~truction 5:!00.3() suppltm1e.11ts ~~1St1.0g poltc1cs and guidanc-e tdCttC'-0 ll, lhc ·c:curit) of 
()oD pcr:.-1mn~'- informmion rc~uurc~s. in,t,tllmions. and operatioris LO 1ndudc l)oD 
c«.'ntrn~tors performing \-.or\. nr '!>Upponing DoD RD.\ eForts. 

I forrmntal protet.'llon ensure-; tn1r crn1t:1l l.kk1nt' t..:t hrn1Jngi~ ,nclud-ng. v lu; al fll'''....,m mfomumo,'1 
.i • .,e,1:m·d With mor~ than ,me RD\ f1-l"l'W11111.Ui:- pro~C\.'.lcd u; ~ .:..1med~g.ee o~ [Al] i twulvd'.I r>iJO 
tlili, 1hc~ It 1:; DilD pt:1licy ro co11dud i.:••mJ1dr.tt,,.,~ ll11:il}s1s of Dc:foft!,c -,_y.,t..m~ re~hnologks nrtJ align 

('ll11cal program mft1rmatio111woleC'tiou ilt lh.1 k, h11m-x,111nl1~ tlll'ougbouLDoD_ 
filQR in It I OzL I JC)s 81mY , 
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DoD [n~'tn.H:tion 5000.02 ••Operation of the Det~nse Acqujsition S-ystrm," 
Decem ber 8 , 2008 csh,bllsbcs with in DOD acqu1sitiun policy tbat dw:ing, the technology 
development pn~t! Lhai the tedmolo:gy development strategy shall document ,1 listing of 
CPI a11d potential countci:umasurcs. such c!S anti-hnnp~r, in orJer to inform program 
protec,L1011 plmming and dest,6711 incegratioL1. Funhct. CPI shall be i d.ent31ied as e0rly as 
puBsiblc, and .4hall infom1 Che prepunHion ofrl1e program l)l'otcction plan. Additioriatly. 
during tJ1e 1mginccring and rnaflLtfacturing development phase it states that tJ1c protect.ion 
or CPJ is implen:iented by applying, appropriate system engineering ~nd !>ecw·ity 
1cd1nit1ues, such as anti-lamper. M\)reove1\ DoD Instruction 50U0.02, l::.nelosure. 4 details 
"Sttttutory an.d Regulatoty lnforrmuion and Milestone Requirements'' t1mt apply10 all 
acquisitil"m programs: and cletail.s each miJeStone and decision point senirtg lorLh 
mandamry requirements releYan.t to the 1.dcntifi.cation and prntection of CP1 

DoD 52(10.J-M HAcquisiHon Systems Protection Program; 1 l\ihtrch 1994 prescribes 
stai1da1'ds, criteria. and methodology fr1r the i<lentificalio11 and protection of CPI 
(descrih~d a, F..ssenLial Program tnformatio11. fcchnologhc:;. atic.lfor S} sl~ms w11Mn tJug 
Manual) within DoD ac.qulsirlon programs. The prolection '>tandards and guidance 
cles.criocd within this Mmrn.c1.1 are required to prevent foreign irt1el1igence collection and 
tmauthoriz~d disclosure of csscm:ial pn)gtam inl·omiation, technologies and/ot systems 
dl!l'tng the DoD acquisilion prOCl":SS. 

l)ef ense Acquisition Guidebook, Cl,apter '·lntclligcnce.. Cottnlcri11telJig.ence, and 
Security Support:' addresses actions required rn,ce CPI is identified within an .acqwsilion 
program and identities Lnc L'ritical elements in a comprchens1ve a1.:ttui~itio11 protection 
~Lratcgy. incl udjng: 

s. 

• \he respo11sibilities of program manager~ (PM) in the prevemion ofinad-.ertent 
rrnnsfcrs or Jual-use and 1eading-edgc mi!i1ary tt\i..:bnolt)gies llsed in defe11sc 
platforms: 

• the availability or intelligence, counte.rimcJligl.j11c~, and security $t1pport fol' 
acq_uisilicm programs and the rcqLtircment tn use them: <1nd 

• guidance and descriptions $Uppon avai11bk for ptotoctini L~chnologies. or 

Army Policy and lmplementation Guidance 

Army Regulation 70·1~ "Arm) Acquisition Policy," December 3 1. 2003 implements 
DoD Directive 5000.1, DoD ln.strucrion 500U.2, and governs. ROA and life-cycle 
manageme1u of Aimj materiel within A tm) acquisition programs. This reg.u1ation is \:'he 
first order of precedence t(,r mm,agh,g Army acquisition programs following the Federal 
Acqu.isiL1un Re.gula.tioi1. Defense F cdcr.al Acq ui!;ition Regula1ion Supplcmenl, Do D 
reguladon direction and :'\nny f ederalAcquisiiion Regulation . upplen1ent. it assigns 
rc.sponsihility for ~ecurity, 1ntelligc.c1cc, arid coun(e11n1,el1igeJ1ce. policy for the Anny· s 
acquisition ptoccss ru:id for .:;ecurity_ intelligence and cc>unlerintel l igence support lo Army 
acquis11inn 1:irng_rarns with CPL 

Department of the Army .l'amµhlet 70-3, '4Arm,y Acquisition Pt·ocedurcs;' 
,January 28, 2008 pto, ide.s gui<lanc.e on ma1erid acquisition management and is ttse<.l in 
co1tjuno1ion with Don Oirective 5000.0 I. D0D lnstruction 5000.02, and Anny 
Regutatton 70-1. lt contains infom,alion relevant 1o RDA artd ]ile-..:ycle managemcm ol 
Arm~ matcrtcl tt) :HtLi~f)' approved Artny rcquitcment::;:. Tt deta.iJ& timcJincs .and 
procedures for CP r ide.ntit1catiou, the devdoJ~ment of a pt'ogram prote~ti<.>n pJan, and 
obtaining threat products. Adt.liLi()n(1l ly, it provides guideline~ for informatlon sccttrity 
involving c011tro1le<l 1,mclassified information lo foreign entities. 

F8Jt 8FFl@h1ll: ll!;r (H8sY 
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Army Regular loo JtlU·J o. '·For-eign Tfoiclusurc and Contact!\ " 'ith Foreign 
RcJlresentati\'es:~ ,June 22, 2005 irnplemcnt$ th1. national po liq. 1md procl.!dures lbr th~ 
disclosure of cl:1sc:.i ficd military iT1 forrt1ari<.m to foreign govcrnr11c11i:,; Ut'lc,I hnemational 
organizmjtm:s. J., detailed m DoD Dfrcctivc~ 5230 11 and 5::!J0.20 and in Oun Trn.;LnJctiou 
2040~02,' Lh1.: l'CRttlHl11m addresses th.rec :.ll'l.!a~: 

• gcncraJ diM:fo-.url! pvliciel), rhe authorir) to diRdo~- and 1h~ kkgacion of 
authorit): 

• mode:. mctht•Js, and channels tor di. do:.~s of classified nulitar} mfon112tion: 
and 

• the Army's ,~~hnology J>rntect1on ptog1R1u 

RdaLive tl1 Ci'l, the r¢gt1lati<111 deLails the establishment an<l c;ompusition of a technolog) 
control panel Ld t~vic:w and dcvdop polic) 1·el1.ued tothcA.1·1I1y's cnL1t:1.1 l 1ec:l111olog.ics . 

. .\xmy R~gulution J8 1- l 1. ·~JnteIJigence Support to Capa l>ility Development," 
,January 26, 2007 pn)\ tdc. poh1.,"11::s. t~p. •1~ib1Uc1cs. and proccth.u-crc: lo cru;tm:: that thrd~l 
considerations .an.' 111curpomted into thL D ll'ns~ :lCQrnsition proc1.: and the Joint 
Capabilitie$ lmci;nilion anJ Dc-velopme-nt ) ~ten?. Th~ regulation prm id~ tlet.ailt::d 
i.mplcmcnt.ation ,ll'in1elligeoce acthiti~!> thul '->Uppon CPl idcnliticuuon; the dcvdopmEmL 
of threm products. i.t• Syl.tem Threat A.ssessmcnt Rt'pt1r1. T\h1l1idisrirlin~ry 
Couo1crintclli~l!ncc.- Threat Assessment. Lhm suppo r1 research ~ml lt;clmology prnrection, 
ru,J. lhreign disclosure detc1mina~ions. 

Summary of Report 

\Ve organii'~U the resuhs of this ass~ ...... mtm imo t\\O fintlings_ Frn<.fing A discus.st!-...;; tl1t: 
policies and ~tru\.'ture ol the Army 10 prol~c1 CPI and detalls ho,, Lhc Ann)·, efli"rtS 1o 
pmt<XL CPI could be s1rcng1h~ned Lo better protc1..I Ann) _r~t:arch .:and t..:chuolo~ 
prog.rams and activnk!I 3Crnss the Ann~. 111 Finding R. we use\\ 11\-T a · u case sn,d_y to 
assess the dgtn il'<::;U4t m-~;is. \\-'e addre" ~ch issue area scrara1d~ focusing on 
~tamla11J1zation of pmicct,on process~ and tlic1r appHcution~ oversight ot' lht! protecuor1 
processes. and rt:.spcnt!..lblliry for1hc pmtc::ction. W.: assess whe1.hc:1 the rmbltshe-d 
gw<lanc.:e tin thl' IJl'<:>\N·tjon or CPI i11 ead) lS)ll~ area was relevant 011d v. hetht!r prog.t:am. 
in:telligcn.cc. couritcrinLelligence. and security personnel adhcrc<l 10 thd !,.'11id:mcc, In 
lh.o~e i nsUJ.nct-:- where cffons m pn>LecL CPL could be strengthened. we make..: 
rccommcndatimts tor improvements. Wr.; u.1.,,, t1cne best practice!. . 

. non Dll'c'tll\e> 5.23(• 11 '"'01 d~-,sl/T~ of(U.»llil!J Mtht 1ry lntorrnat,un I,• <in\(mlllClll l!ld Ju 1.'m31inna! 
Orgii!li7.iltlClO.<;, Jou~ lb. l':'92. Do0 Oirero,c ;;nuio .. VML-- ,ma ASStg,1 ltlCllb ••• Fc1rc\g,l Natloo:tb.
JUM' 2~. :W0.5· .,nd Oof> Jnsn'1.1ttll)II :-o .. m_o:: " lnr~lllltOfl3l I ran .. rer .. ofTe~htNJl<ii)I', An de,,, .md 
~ervices:· Juty I I) :Mi; 

JiQlilzt@'l 'fl r t t I UY:I! Qi> 'hi\ ' 
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Finding A, Army Policy and Structure Need 
Improved Integration for Maximum 
Protection of Critical Program Information 
(CITTent research a.nut ·chnolng) prott:<:tion (RI PJ dfrwt-; of the \rm, d,, not pro, ide lhe 
most e-ll'ident Jnd comprehensive lt.'Chn<,log} prot~ction The th1~c:- ei., panicipanL-; in 
the Anny s R1 P ph1w~, are the Ass1~twll · ~crclilr) <'f the Ann} C,\cqu1~11 on. Logistics. 
an<l T c:chnolos~ I ( \' \ ,~\11): the Comm.mdrng Gcfu.·•ra.L Ann) \.lar<;tiel <..ommarul: and 
the Deputy l'hi1.lf oJ ",tall G-~ (fnieUigc11cc)~ hm"ever. 1hefr effort!'i arc nol n,1egrated and 
S)'llc1uoni/.e<l tu the !,!Tearesr extent possihl~. ond they arr 001 ~)pttmiiing the abil1I) to 
provide standnrdiz.cc.T efforts Lo protect Am1y l'C~\.!areh aud t.echllology pmgrums or 
actj vi ties m,Tfli:-s Hw AJ'lny. 

Policies Establishing Rotes for Research and 
Technology Protection 
OoD and the .\nn} 1.;"onnnuull) seek ways t,1 dtal ,i.ilh the cornph:x1u1:: \lf progrom 
protccli<m hecau s~nchronizatfrrn a~mss sci man~ eommands and functiona1 JTeasis a 
challenge, 

Department of Defense Policy 

DoD fn~Lrµi:1 ion "20D.39 establishes the t'C'spuns1hililies of the Lt1tlt:r Sc!crettif) of 
DefeUS-c (AcqubilhHl. Ti;chnology. and l.t'gl-.1 ics) ( USO(A T &r n for tbc prot\!CL:iun or' 
CPf jn D<lD Jcquismon pmgrums It instructs lht;. l'SD(AT&L) to kotl in 1.he 
esmblish.m~nl ol a cnnw;tem proc~ lnr the 1Jentltka1ion anJ pmt«:i:tion c,f CPI and to 
rcquin:: a pmgr,un prot~ctH'm pl311~ 7ur RU \ program .. in ~ilicb CPI hu~ ht:~n identified 

As the milest,,m., de1;;.is1on aurhon!~ to, maic•r dcknse acquisition pro~rtm1). lhe 
I ·sDlAT&L) abo ha~ th~ lead ill cstablishin~ prot.:edurcs outHning program pnnection 
pl.an devdopm!!nt and apprcwal in coll,1borat1on \,\.ith 1he Under Sccrt.'W~ tl l. Defense 
(fotelligencc). thi: ;\ ~si-;lunr Seen.nary or Dtde.nse (J\~n:vorks a11<l lr1fonnation 
lnt~gration ),Oo [) Ch.icfJ nformaLion Office!'. ti lC Under Sec1·etary oJ DI! lt:rn,e ( Po lie~ ). 
and w1th-l)ol) Comr,cm~nts, 

Th.: program pt'CIIC:Cltun i,bm •~ dt:5tgned as ii d\.nam1c plmming cool h. upu.~ •I\ a ~,nile Jocumcnt tfa• 
mosr effeclh c ,1,~an, tC1 rrmeci CPT from un11uth01 lz~d r~,ri:,gn collection acth ltei:;-, ""J unlluthonzed 
Jisclosun:;; and 1c, d¢Vc:k,r, ih1>'>\! rrnrection mea~un:, 1 hat "ill ensure a cum hut ~}'~tt•nt' ~ d)CL.Livcn~~s 
1hrougho1H ilk l,fccyc:li.:. Whell a dercrm,natinn of<.. l'l ls n111di.:. a program p1·otci.:1i1,n pllrn t'> reqtti~d for 
mllt:~t(mt' decision m1tho1 ii~ review and approval AL 311 rnilestMes. rhe pro~an, pmtecrlp11 phm i:. 
reqliired 10 acldtc:-~ Lhc.: I nrt:t!!,n collection threat 10 tht ( ~I tliat lm$ been 1de1111fie<:1 b)· l111el ilgeo~e nnd 
couut~int<:llig1:nc.c i1gtncie-s.. Witbin the Mmy LO" l'M 1 .. required to devdop 1hi.: pt\~w-am oruc~cl.i1Jn r,lilII 
fo this ,;nd. Ille .-~1 i, ,upnnrted ~ - Ute Depl.ll) Ch1,c "' '-raf( (,-2· · '\rm} f(e~arda 1mJ T ~chnol~ 
Proteai0n C\.'fltet", .md lht .Ann} Mercrit!I Cornm:inJ, \:i-~ Rased upon rlK' IJ1-1tOh(: 1110n of t'l'l tht.- P\ t 
ubw~ ,alid.neJ lhre:,i proc.luc1' irom me J\rtit) Cuun1crt11~llige1.1~ Cenu'T .ind <hC' ">km 1hrea1 
nc;~~em lror 1 U14! N1monal Gro·.md lm~lligrnce Cemtr m urdcr to de\elop ln:u,MI!. c:n~ tffeccivc -i_}~em 
cugin~rcti ,ecUJ 1() ,u,d ('(}unll'mu--i1s11res. 

P~M t9¥Pl@IAL t!.Jts t\!ft:t 
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(n atlc.litfon. Dou lnstnlCtlOU 5100 3<> aulhllTl/t!S lhe l1SDIA1&L) to rro,,J~ cl1rc:e1ion 
and management 0\ er sight thr Lh~ ,d1.-nt1 tlc:.uion and protecLiun nf CPI for programi'> 
und.:r tht' l'.llPJlF-Unce of tbc L ·01 \ l'&Lt 

Army Policy 
1 In 1mpkmenL 1l1e requirement:. to pr<it~.:1 ( 'PI. A m1y Regulation 70-1 e:-.lahhi.ht:d an 

Arm) Re:.~rch and T et:hnolollY Protection C~11ler (ARTPC) under the auspicci; of Lh~ 
I )ept1t)' Chief of SrarT, G<~- The i.\ l{TP ' v.us c!'eatcd 10 .,;upport a1:c.1uisitkm rrograrus 
nver wlm.-b tl1e Army has cognizance hy 11llttgr1:tting. and synchronizing, sc~un1} . 
intel!igcoco.. countcrintelligtm~t:. lc.11'C'i_gt1 disclosure. and sectrriLy t:oun1t:rn1e,1sut·c support 
hl RTP ;.At;tivities Artn}'·\\idc-. 

Arm) Reguhukm 381-ll tasks.-thc :\ ·\<J\1 T) to ensure that rhct(' MC :,uilic1tm1 
inrdligencc rl!soun:~5 t\J ~upporl lcmg rungc planning and lhal plans rc!fll:\. the thNa.l 
Arm} Ri.!~ulation 38 t-1 I also re,wil\."'S lhc \SA(AT T) t<' obtain and fttull 
muhidhcaplmarY mrclHgenel! '>upp,111 t~,r RDA requi.a'Cll1coL,. A_.., th~ Ann) Acqu1:;i1ion 
£.\\.'.Ct.1ti \ ~- tht' .\SA( 1-\ (Tl set'\ cs ~ the. m, lt:~ll>ne ""ecision amhor1t) t°<lr nu11or A mt) 
.icqui-.,uon progmm.s and ha..o.; ~pprm ul .authonty for co~-pondm~ .u .. qui,i1k,n program 
prot ·ct1on plan:. . 

. \rmy Rcgwation 38 l -11 reqmr~ the 1\ rm> l\h.ttl!-nel Command to dct(.:m11m: 1nt<!lhgcnC'.: 
"UJipon requil"e.illents for thr~at..<, tu cr.1-puhHity dc-vclopment under Army MalcticJ 
Cormrn.rnd pLrrv1~' and to provide 1-cqursik thn.!al support in collabora1ion v. ilh mher 
thrc;u .suppurl activities and the 0-:puly C'h1d' nf Staff, G-2; provide Jlirl!ign int el ligcnci: 
~lflicers ~t th~ app:opriate Li le C"lcle Mtmt~gcr11c-nt O.n:nmands, .Research, l)ovc!cipmc:mt. 
n.11d F 11g1m:ermg Conunands. an lahurattmt!s w sel'Ve as the pt'tmary Kt1l1ri;e1; f.'t 

1rnilttdisciplir\ar}' int1;.lligei1i=e suppor1 to program o:!.xt'culhe officcsiPMs ltnd kl!hnh;.il 
a11d l.uborotmy tlirectors: coordinate \.\ uh prugrnm executive or)ic-e....,. PMs und the DcptU) 
Chief of raff. G-2. to ttn,ur~ ~pprl'.>priinc funding i~ prm ided for multidisciplinul) 
imcJLigcnc~ -iuppon of Army .1llJA rr~~orum.s~ :,<n e as the i\.nh) pom, of conmct for 
cunr<linatiou of inpur to lhe m1ht.J1} c::ri11cal tcchnoln~ bst, provide multid1:ic1pljni1r., 
intdligcnce :-uppon and ywd.111cc (1..) tc~hn1)ll.>-=-1) ·base-d program~ . .mt! pro\ idc th.rear input 
1t, flT,lgram management dt1L·umc.!nts 

Wht!rc mtdlig_ence _gaps exist. tbt: Regulation re.qtt1r{;s the Anny ~1tm.•nc-l l'<1mm,md to 
prepare .uid _ u.bmiL Tequireme'nts foi !W\, mtdligem;e: provide t~chnnlng, assessmcots m 
suprurl nJ'iJm:rnarional coopt•r.t{j\< \')fOgf::tffiS, foreign COmparaLive t~tJll£.. \\!ChJto]Og) 
protection. and c"'pQrl e<mtrol ocdvittos: aud 1d1:ntify .md -submit commnnJ 111~cl)iuence 
SL1ppon n:.:4-uiren1ents. -

\f rlte mne ..\cm~ Regulat1Qn 7t•-l was ~\t,blh,l,1.1J non T>u:crive 5.:.'W JQ, .. ~.:!:'uni)' ln1elU2cnc1: and 
l ountenmelh~ncc ::,upport li, Ac1.:p11~l:1rtr1 l-'1\1#0111 Pmtl'dlllfl •· ~epcember 1 o. IQQ7 \Vll\ 1he c-;,.11.ttl!lg 
g11tct11n~ 111r t.h~ pr'lrection of CPI. tio,1l'v~r: l)nO lniim1c1io11 52{)0.39 w11, r,nblish~d 111 .oo~ nnd 1,1n\11des. 
thl" n1rit1ll _gwdant·1; for the p,tortcrio11 of Cl'l 

f@I .. CH rf ( I Ith t;f]s 8tiLlz' 
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The Army•s Research and Technology Protection Program 
l he t\m,~ ·s IU P program was "~l,lhh)'lhl·<l "' ptm·ide milored. lifc-.:yck \;Omf1Tehens1vc 
I{ IP to DoD acquisition prugram-; \\1th L Ill. and ro Rescarch. Dc,el~)rm~nl und 
Fn1.?inl!~nm! Centers where critical ri:'scarch i~ oo:idu~lt,d. The acqui,;ition. sccmi1-.. 
rn1cl11gcucc. a.ad coun1eri1udligcm.:t: c.:om1nunmes work rogcrncr 10 t1..:,\!'top an mtegmted 
appro:.u ... h to protecting the sop'.!iit:1tic:ltl.!d kchnolo~')' in Defense system~. 

Urldc:r this prograrrl, the ASA(AI ·n ha~ t'''t!tu.H responsibility for protcct1nn nl.' n:,t!urch 
and technokigy. To support th..;sc prntccti('li cflhrts, the 1\m1,y M}tteriel Command has 
J 1f1.:-cyck proLeotit')n responsihiliti~s~ mid tbe Ucputy Cbicfof StafC CV:!. provides 
,;cc\trfly. inteUlgencc, and cowncrint.elH~cnct -.Lipport. 

The! A .;A< l\L 1 ). in coajunc1io1:1 \\ ith r\!~senWlJ\•es from the~ Malimd Command 
nod the Uepmy Chier or Stall Cr-2 ,~ Jevcloping RTP polic~ for the \ ml) Tht 
·\~Al A.I.TI ,mticipates that th.: poliC\ ~ill b~ '-'omplt!Led by nect:mber l5. :?OJ 0. 

Players and Roles 

Armis Defense- Industrial Base8 Cyber Security Office 
rlt1. \m1y Def"ttnse fnJlliitrial Uasc t'yb~r S'°c.:urit~ 01 lice, fonnerly tll<: .\rmy Dd~n~c 
lndu~n'ial Base Cybcr Scc1.1rity Ta,k Fon:~, was created .u1 thc ASA{ AT T} Lo uddrcss rwo 
key trends facing progr.am protcc1ion in the d1.•fon:..c 1ndusuial base: t I } di~Hal11alil)r1 of 
information and ('2) globaliY.alilH'l of i:c:,,nonuc uctiviry. 

• Digira1izarion of infor1mulon has introdiiccd greater risk of l,-c,m,rromiSc: of OoD
controHed unclas.sified informntil)ll, h~ ld h) Lhe defense industru'll bo)lc. that i-. 

used in tbc-d~vcfo , znt:11l <)I \Hi.rll!!htit1" s ·stems. durimi. th~ wx uisltuin lite cvtk. 

• OASAALT (b)(4) 

• 
• 

T hc:i,t' mmds necessitate a much 111C'h': cumptche11sh c appruu.ch to u1,;q u i.sLtion ri81< 
inanagemt"rtl lhun lws tr.iditionnll} h~cu l!ilcn 

1 ( h~ J.:rl'.'n'"- ,nr.lu_,rrial t,~~ i11cJudc, hu11un.:u., nl 1h11u · niis of oomestic IUIJ <u t'1gn '-"n11t1ts .11,d 1h~11 
11bco11mc.-to~ pzrfurming \\ttrk fo, OoD :md all\(•1 h.1t.kr.;I J.gencies. o.e:·e115c-re!JI~ pn,d1.11.:1 aM 
~·rv1c1-~ rrovided b)< rhe defense i11ilU'iln;1I h.t,e ~quip, Inform. muhil~.1c d~lC1y. an 1 ~u~, 1111 lorcc• 

c11nJui:lin~ m1lit:ny operorio11s. 
fOll llFFlf''·'' :Wsil i!J:lsY 
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Because no single otfa:e e>.isle<l withm the /\rm) Lo manage 1he!>e and other ei'\1e.rgi1ig 
risk::_ Lhc ~SA(.\l T) crc~cd the Dd't-11'.>~ Industrial 13a:£e Cybt>r i;;~i:uri1y Oftlcc. which i« 
rcspcmsiMe {br l1rg.m1z.in~ and coordmaling Ann} l;!fiorts ro m.itigat1.. r1,l~ tr> .\nny 
acquisition pro~ronh. The: Delense- lud\l.strial lhs..: C)-h~ Sc:cunt~ Ot1kc- f'1Cuse~ on 
countennu c'91ber cxtmcuC1n of controlled unclassified infonnation frHm tldense industnal 
b3se nnda.ss,tiL-J ncl\\.Orb. For more information on the A.nu, Ddcn:.c Industrial Ra....;e 
C> her s~writ) Offo.:~. sec_ \ppcndi, E • 

Army Materiel Command 
The Am1y Materied Command _is the Anny·~ pri:)cipal matc.ric1 dev~lup~r ~nd is the 
Anny's Excc\1livc Agent fhrRTP 0.\."1'0SS the mat~riel lifecyde. Ln till: Arm~ ·s 2009 
crunpaign plan the Anny tvlatctid Comm.mt! \\as wsked ro. in conjum.:lmn with the 
.\SA, Ail I and lh\! f r41ning and Oo(.;triuc l\,mmnn,.L &wlop a.uJ field a,:h ~ ncdtl 
t~chnolob.t\ l\l pr<.wide mrucrict sollltton~ tn the cum:m and tuture l1tr..:c: im I 10 cstabll!JJ 
s.:tfeguards fur 11~,,l) Jevdoped and ~Xbting l~('hnnfog.icS through cffoc11vt: technolog} 
protection progru111s. 

I ltc mis~ion ol lhe Anr,y Materiel Cotnnta11J, G-2 (Imdligcnce) ,., lo ptotect scnsiti\t! 
programs and iuformation, identify threats to currnnt capabnities and t..:du1ologies under 
development, !ind prov1dc intcJligC'nce and securlry support i<) Am,~ Mut1:nd Command 
strategic plans ancl opm-atiom;_ 

TI1e mi -~ion of rh~ \Im! Materiel Command. G-l's Techm, lugy Pwc~ction 01' 1::..ion is cc, 
1de-.nrif} and pr,'ll~i ( Pl from The carlic.~t pninl NSSibk iQ mitigate lhe ri'!ik of 
comprorn1s~. fhi'- as accomplished through d .. vclC\ping_ tmpleme-nting and -0, cn.eeing 
pnlldes i'!nd pro~m~ tl• t'O:)llre rhcir rck\.am:\t ,.mJ effectiveness L11rnu~hm11 the 
commands: thmu~h ensuring that th~ rcs~J_1ch and techoolog~ pro1:tn11n i~ ma.instrt'u:n1cd 
by the RDA coannuinity: and Lln-ough p1cwiding comprehensive countennl~lltgencc 
support to i\011} \i1:.1teriel Command rt!quiri:me11ts. 

I be Army Maltmd Command also ha., u Technology Prot~ction Officer Jocatc<l a l !bur 
Life Cycle Mnnnscn11:rH Commands to pro, i<ll,.'. e,pert. sutltol'ita11, c. multidisciplinary 
S('Clll'lt). prugl'dm protection. and pc.1lic) ~d, 1cc: conducl mt1lli<hsdplinuC\ pr01co:tion 
pl.uming oh'iCJp,.Jns "" -aenv. programs.. Mtl ptuJect.,~ and prov1dc Jik-4:yclt: prorectfon 
-,uppon to prt!·..t~u1s.iuoo and acqms1tiun ph>C'rai.ns. ~hclber m <le,.dopmcnt or lidded. 
The tcehnolog) pro1cet1on officer c.,nduct~ ut-1..koth lr!chn(.,logy nsscssmcnt.s an<,! system 
Jf;composiriotl of RnT&f: ~nd acquisition prof:rrams ro idc111il) CPl 

The Technology Pn,t.:ction Officer orchcxlt.i\u~ und syncbroni:1_e-. pm1ttAm prottct1<m 
support actn ities, inch,,Un.g sec~rily, _progm.rn prom~twn, progrnnl r,m tcctHJ11 tr:aini11g, 
clas~i fi cation tn!'l 11agcmll11l, industrial sec un ty, oper~tions sC'curi l) . puh.Jic ofthlrs, sy.·te111 
srcumy cngtnec:nng, threnr data requiremt:n.h. count'1.rintdlige11ce. ,~chnk~I intelligence. 
llffei'gn disck,st1rc, ruui-Lamper measures. u11J •~~hnologytransuion. 

i)ga Q(:'l JC I a I S"\;:X Q_Dt'kl' ' 
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Th~ Tech1ml,)gy Protection Officer intl:!brr.aks requirements for !.hr~al m1elligence. risk 
asseSsrnents. Vllln!!r:-tbilit} (Illalvsis. progrum protection plun:..1 t~~hnology comrol phms, 
and couru~tLll~~1.-iu1 t: i111p!e111entation. J hi.: T uclmo lugy Protection O llicc.:1 also manages 
f ssu~s :-31.1cl, vs natiom:1! disclosure polky. n,1·dgu rclarions, commt!rci::i l and dt1aJ-usc 
commodities. and t!Xpc.,rt 1:ontrols. 

During our \.ln site \isit to taJkwith WIN-T progrnm. CE.COl\l L1fl.' t)clc Mam1geml'nt 
Com.mand . .:,.,unh:rinldligence. and Ddcn~ " ~tunt~ Senice offi ials. f~ tedmolo~') 
rrotection officer had relocated m .\herdeen Proving tir,)m1d. tvm. w~ disc\)\~rcd thai 
th~ f echnolt,g~ flr11tr:c\1on Offic~r wtts 1. •' n 1l rc-presenred on tbc \\ IN-T mtcgrated 
product team pro ·css 

The Army Deputy Chief of Staff, G-2/and the Army Research and 
Technology Protection Center 
I he concept or lh!.! ~ RTPC. 11nde1· rhc Ocput) ("bid' of Staff. G..:~. C'\'Oh~d m August 
2000. whtm the Chief of S.taff of-the- A mn asked .. Ho\v wil 1 w~ ~J'l'5lll e when we field 
re~ [l\nure Comhat S~stem]'Objecthc i om. that tht' technoJog1wl ovcnm1u:h 
d~ignoo-in i.-. proh:cted'!" lbat que: tmn \\d., 1fu: impetus for :m .s: sc:s ml!lll of hov. che 
Anny prorcns rcse&rch anJ h~chnology I h ... d.' t..'ssmenl identified lhc folhming 
protection nhs1JL 1('1. nnd deficiencies 

• AccounUth1e otTidals lacked k11nwldge 11bout protection plunntng. 
• P<.ilicie~ wc:r.: patol:hial. ambiguotis. or ~oi1tra<lictory. 
• Comnsh,•ncy in meetitlg proccctiori re~1uinm,ents was Jacking. 
• Ko of _ufficie11c.y exi 10 ovt::rprokr.:1 ion 01· und~r<ilettion. surndard i1.ecl. lcoding 

In -re~pm_.;e. th~ A1·m, ~ought to t.''itabti"th a ~onsist~nl proce~s and srand1m1 tor 
rec-.hnolOC'a) pn11e-c11,1n h) -

• pro,·idln~ lull-1ime.. ~killed tecbnoic)11.> prntect1on suppon: 
• a.,,11;.,"ninJ:1 T cchnology PmLecLH.>t1 L ngu\c<."r:. acqm5ition nC'd~s: u, 
• providing on!'>1h! or ··011 requcsl1' ~llpr,m to PMs: 
• 1n1.c:gratfog nnd coordinating l~chnol1'9,)' protection efforts o:t nO,i.:rs: 
• continuing mission area analysis l<I cnahlt continuous rmprm~mcnt; and 
• as-semhling ftmctiooal expertl) in program pt0lechon, tlm:at mo11ng<-"rl1ent.._ rbre1gn 

disdosut\:. ~1.:t.11-ity. vulaerabilit). r-m<l 1,11lky: T echnolog) Pm1~1:11011 [11grnccr1s-: w 
1 and proaram fH'Otcction arehiltxts· 

J h1:J Dckn.,c ~c.:uiir) "ire. assi'ib Dl>D r omront-01 cou11ter1ntd1ig1:ne1.: t lememi in .:oor.::l1n.ahng the 
i?"<ecmion of a Ct•unt1:nn1~·lh~ence suppon phu1 dJ i:h.:l\r~t1 Defcn~ coi)Lrtti.:11,r-. with C Pl dt'\dop~ th,d 
mnd11~tS tmi11ltltl for oor, and Defen~e contructor wn1r1t~· rerc;o11uel reg&rJir1g cr1111111,::crion actividcs· 
and .luring th~ 0011dt1n of r,·guh:irly schedl1lerl sec11r1ly ,n~r,cctions IU tleared Or.ll"'"'•\! 1.1.,11iracrnr fadl1L[C!:>.. 
derermim~ iJ Lht.:r" .Hi! nn} ~oau·~,clually fmpm,1.1d rrortcrion tnca~ur<$ for (fl'l rtl.icell 10 dmsiticd coimacts 
m rhese locntiwis 
11 T echnol~ prC1lt"t1un cngrneers have 1he lolhhHn~ l)JI~"' of rs;:chni.cal cJt11.\J.1Jt111 m,J e,;perie11c1.:: 
~lt:ctTicaf e~_;!mecrw~ 111..:duini,:d engme~nn;2.. lu.lill.trial \.'flgineerin~ 5) stem ~"l.'U.tlf~ c:n~r,~nng. 
'l>l.lltw,;.n: t."ngineenn • acronautirill cn~ineerinP nucftJr o,gin1:cnng IDforwaucw 1cr.hm1l11gy, ph~sics. an:! 
cl\em,stP 
U Prngr,anl P(Ott~10n 11,fdlil<.'\.h h!!"e the foJlv\\ lllg J}r..:.\ ( lt terhnk-.J ed.rdll\JO ~nd C\J)ent"J.CC:S.. ~WU) 

tntl.'!lfgt:nce. nnd l;m enlor(cmcnt backgroonds· i-rogr.i_m pwiec1ion. i.ofol'Ultllion o:i.:,mC\ mformat.ion 
,e1t etrtJ@tAts t JfJ P! ertt:Y 
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T" cstnbhsh cons1s.tcnc) and lo standwd11e CPI 1demir1~1il)!) and pmtc,tfon .nny-widc-. 
the \RTPC \\,h ~-stablisheJ b~ chc Lkpul~ Chi~l \f SLL{T, G-~ in Octobrr 2()02. Th~ 
~ RTPC's purpc,se Lj to cn~un: that thl.'. RTP plmrning proccs~ a.chit'\ l'~ the i,,dl of 
protecting the Arm~·~ CPl. TI1e A ~A(. \L J ) issued a me:rnorandum 1hat c:ncnur Ages 
Ann) :ic-qu1sition programs 1n us~ thl! .\RT re jn identifying CPJ rn 1he11 pw~r,un5-. Io its 
i.:IToiit. 11, ..,uppor! Army RTP dfods.. the ARTPC hm.adopted a 360~dq_1.r~r rrotccli1m 
approach, consisting Q[ 

• sec;uri Ly classification guides. 
• deJegatioa of dlsdosur\! ;.iuthoi'ily lt:itets, 
• a ..:c1mmunkat1ons strategy. 
• contracts. 
• patent.e. 
• opermions (.including t~LJ11g_). 
• opcrmions :;ecuriL). 
• CPI identification. 
• program pml~t'.lion pl.m~. nnd 
• te~hnolot?,y prorcctfon plani,. 

1 lw \RTPC takes u. best practice lppwai.:h in composing it~ Rf P t~am.'i. ll integrmos 
t~luwlogists. cngiuccrs. and ~curil} t.!~pi!11s t" assist in the two most impommt a~pe.cl:-i 
ol R rr: itientifo:atiou of CPL :tncl 1111r,kt11c!l)l-cl1io11 of COlIDl\JmlC:l.'<;llJ't'l{ (<l J')J'OICCt CPL 
ThnT rhe AR1PC has engin(!~r'i Llll<l tech.nologiM~ who are Lrnined iD cot1mcm1tdligi::nc~ 
nw.l s0curily, as opposed to cotu)tcrinLdligtmt~ and secmiry pro f'css1011uls whn r~ccivc 
rrt1i11ing. in cngir1ccring tu1cl lechnologics, hclps them better understand c:utti1tg-c<.l,ge 
Li.:\lhntilngii;:., and the threats to th~~~ t~chnologies -espcciall ) in tlt>v~loping and 
implcmcming eountem,easim:'3 to count~,· thes\.l lhreat$ as earl) in the proi..1...,.., u..., po~sible. 

Areas to Improve Integration, Synchronization, and Optimization for 
Maximum Protection of Critical Program Information 

l'o lughligfu ,,he-re lhe prog.ra.c\ prob:cl1on :;Lrucrure is UilC\Ctl. lhe D!!pu~ Chicl ofStalL 
(i.~·" ~RTPC has a gpod blenJ LIi lc:chnieal and prngram ;:,;ecunfl profcs:,,illn,,ls. 
l>ov,o!\'~r. th~tr ml~ i;,:; limited io rhe fociht,1ti1111 t\l'CP1 identifkmicin ond cc,rresponding 
cu,mlemiea.•mre developmcnL 

Th· Am1) ~fofeJ'ial Comman<l ha!!! life-..:ycl1: CPI prOl{'C'tion~~_pons1b1ljtn,•~ but the. 
iech.nolog~ protc.cuo-n office1· was not 1 r1tcgrut~J into the W Ll\l-·J imcgrat1.1d produt•t team 
nro~s~, and ahhough rhc Progrn.1,1 F c>e1tLive Office for Command, Control, 
C'omnrnnica,ions Tactical has 1.."'0mprd1c11~ivc program protecrion pJan 11,"J'llen,enrririoH 
guiclruicc. Lhe lfat. of program prokcl1\m Leam represctuat1011 does no1 1nclutk tlir 
lt:ch1,olog.y protcctiot1 uJlicer. The Army Mutl.'nd Command·s Jifc-cycle pmkr..:t1011 
etforts would he aihancf.'d by bdng mvoheJ tn all aspects of_pn1grom t'l'Otcctinn. 
<-.p~dally sustainment and Liem ilit.lriz,111011. 

issuion:~. d~,1fii:3tio11 manugemem, pl1)\1"31 !..-"'\.'Un{} -3peranons .se.::uril). counimnrelhi::cnce tt1n:a1 
:im1l),1s. ~111lterirw;lli~ .. 11cc "reranons. hum:m 1mdllgcnce bw enforc:emcr,L ,-pc-c1.1I a~'°" 111ogri:im 

'('tlJML} , rc:r.~rinnel .;;ecunt),. fo11:lf,!11 t.l 1-.dn~111t.: t}Olicy, i1:.:1,1~tnbl wr."l!Ttt), nn11-1e1 rori 111 th1u1 annl) sis 
1:tctlcnl lmtlhgenec, operarional illtell ,~c:110<; ~1r~h;.11c; imetl1gem::c. ,;1nd ao;,,..et 1)ro;ectlvt1. 

J?QR 01'1 IC I \l fiGK QrkJi' 
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Above aJ1. the \S .\(AT T •· primanlJ through n.-. program execut1, c omces :md r \Js.. has
re punsihilil) fbr an aspects of pn')gr..1m exec111io11, tc, irlclud.: sei:uril)' . B) cnsunng 
progrnm execu1lvc unic~ .. anJ P~f:s ar~ cogn1~u1t of standal\iized rwo1ccuon pn1c~sses 
aod tJ1eir uppl 11.'.uticm, oversc.cing the prnlt"cthm r.roccsscs. and kncni; ing tllt.:ir 
mspnnsibility for nnd kvemg:ing protection 1:frort~, iL will gre<1tly Sllt>rurt the program 
goals of cost scht:t-hile. oud perfotrnam.:~ ,~ hem making sccurily~rt>latt:d decisions. such a, 
the ap.plication of coui11enne.Jst1res lik~ ami .. 1;m1pi:r, tl1e associa,cd cu~\s, ~md l he 
subsequenr efrecth cm: ... ,, of those count~rmcnsur~c. 

Although the al?<lvt Jl()lide hig.Wighr th~ difkr~nl roles and respow,1b1h11e~ for 1he .\.rmy 
hl protd:t its C'PI. th polici~s do not fo~u.s on tout! UJtc-grati )TI uf ~~~urity imdl1gcoce_ 
.1nd cou01crin1cll1grn1.'t" t'hroug.hout ~ pro_grum·s lift~t.:de. lo ,ts April .19. 2009 report 
"Anny R~sec.1rch t1nd rcchnolog) Pmtt:clion Program: Onice nl th~ I\:, i,tant Secre.tar) 
of che Army ( !\ell ws11im1, Logistics, and T i.:chm11t,gy r· Andh Report No, A-':?009-0094-
Z.BL tht' Am1y ALidit Agcn~y rccQmrnt>mh:d rhar the /\SA(ALT) i:-sui.; g,iidancc h.J 
program e1\ecuti1,~s t0: <locum~nt determina1ion~ that :.)'~t~1ns do nol comain CPl : obt.aln 
protcctiort guiJanc\l lrnm other programii lhuL pn.>\ ide items wtlh C Pf • ..t!l'-ign 
n.!$pl,nsihiltt)- for implcm~nting pn>brram pl"OtC<'h<>n plans: t1nsure 1h01 ~1akmcnL-. of \'>Ork 
clearly dcscriht> lhe reqmremems for contr.ictor..; lo implement program protcci:ion plan~: 
Jevdop ::i trad..in~ system to mom tor the impkru ntation -.tatus Clf counti..:mtea.-.ures: 
JeveJop aud b! u~ pc•liC) ;md procedur~ lor pro\ iJ1ng protection gwJ.anc.-e to users ot 
end items \\1th C Pl: ru1d jmo:)t irnpmumtlyl CIBl1r~ Lhat 1he v.orking gmur ht'ing 
established to de,dup .iu .\rmy rcgul-atwn lCI impkme11tDoDJn1,lJ111:1u.,n 5100.39 
aJdr~S;:, 1lle issues idcmilicd in Lhe audit. l'hc I\SA( AT T) agreed aml is ,n Llie process oJ 
implementing th~ r~commeildatio.n:;, 

A.s rhe lead for d0,clup111g RTI1 polic) for the Anny. rbc J\SA(Af TJ, it, conhrnctfrm with 
Lh.e Ami) Mntel'icl C..omntand_ and the Deputy Ch1d • 11' Staff G~:! can en;-ure that ilic 
.\rmy·s ncf\ Rl P poti..:) ::;ttmdardLZcs RTP ellhns, as ,,ell a:; d~.u-ly dclinC!llc 
rcsponsihilih~s lt' 1nh:!Jrt1I~. ~ynchroni7e. flJl,1 opLimLle .\nny ,:r3dlc.-10-g.m,e cffons ro 
l'ITT)l~1 CPJ, lh.c \~A(ALT). rhrougb 1hh, pro.:es-. • .:ao also en urt' th~t \rm) ctl'ons to 
prot:CCT CPI an.• tlu;;.el~ alignoo \\tth OuO efforts Md gutJ;Jnce. 

Conclusion 
Protccti<'1n ut.i.lvitics spt1n Ylilitary T>epaiimcnts. Don agencies. and hl:yond. coordinatior1 
and imegratiun l)I RTr ,el.fuil'es Dcpartmt!nl-levc! ~mphasis aml itwolvcmcm. A.ligning_ 
f\.rmy RTP efforts wilb ongoing Don R l P cCfi.m:.. a!:- outlined in DPD rm,Lruction 
5'200.39. ·will aUo,\ g.r~ti~r integration anJ ~~m:hronization acrns., Lh~ \mi) aml D\)0. 
Pohcy. lrnmmg ,mt! ovcr,;tghr should be: .. ) n hrom/c<l l.o a11C'w th(' n \l.sl dle~tive use of 
RTP perso1mcl nud l 1 ~n:-.ure proper c,ccum1n C\fprog.ram pmtedi(.lJI pl, 11:,. from L'~m\.epl 
ro J~militarizu11on 

Additionally. t.hl! .\~AIAL n appoinLti 1he .l'\1. who is respousibk tor all :..tspects of 
program e~ec\11iori, tucluJingjts seeurit) A-., 1he cemral pankipm)t foi pl'Og.ram 
protection, th~ PM shmild J1ave a complete.: u11dcr!'ila11ding of the cari1hl l1 ti~ thanhc 
scctnity~ 111telligcncc. ar,cJ C()Unteritltc1ligct11.;t t.lommurutics cm1 provide. 

B-c..-:a11.'it:: th~ AJ{ l PC lal,~s a hest prncticl! aJ1Tlmach in tbc-1bm1ula1i<.in cif its RT f> t~ams. it 
ro-eatly enhan'"'-c-.1h< team · abilii) lu pr11\i<le nssisuu1Ct! in the mo ruo l 1m1Xlrtam 
nspeecs ot RTP - idcn11ticarion of CPI and u,1pl,:menwtion of counlt:1mcasurcs ro prol-xt 
CPl 

P8ft 8if'PJt2lAL lf!lt§ 8Nrn 
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lntegrared produce teams could ~n~fit immeasurab!) from lht! uni'lu~ pa-spf!ctih ,,t" 1he 
ARTPf' 111c ~RTPC cou~ep11:. ,lho 1n1qmJ t1, an) command·; function." fi,r ~xecu1ing 
RIP· integration anJ :--)nchmnuaunn "f CPl countcnne:Burl!s lnnn c)~dlc- 10 i;,ravc 

As the ~rmy·s mai.ericl dcvdupcr. th~ Aml} MmerieJ Command ha."' n:..,p011 ... 1b1Lit} tor 
R rP support to an .A. nn> \.lrgmtlzatiom, ~xc~uting RD A acrnss the- matcrid Ii lee) \,;l~ 
\1cnc:o,cr, with the dedicat~c.l RTP ~t1pport provided b> 1be ARTPC ~H1J the /\rnl) 
\IIMl'riC!l Cornman~ G-2,._ spt:citicnl ly w11h lhl! T edmology Pro't~ctiory l:!1~int~r!S imd. 
1~clumlogy prot-ect1t,110J 11cer~. lht: f'M oo,jJd ensure lhaL th1::y an: opt1m12.1ng lhl.! ~wuilahl<! 
RTP :mpport to the grcaiest eMe11t po-.;siNe 1 Tow~cr, th.is doe$ not nc.:cur in~ ~ollccrtcd 
tind deliberate manner. Tt,e ASA(AL l'I. 1\nny MaLetit>l Command. ru-1d D~r1.11y ('hief' of 
C::tarr. G---2 must ensure that their' RTP t:t'fo11s. po lie:,.•. and trainirig ur< r111i:g1·ac~d. 
~y,1ctwni~d and {)plimizt:d, um1 Ot\: a.ligncd ..,.. ilh Don efforts. 

Recommendations, Management Comments, and Our 
Response 

. \.\'t recommend that me A \~httm t. CCl'Cl::t ry of rhe- . .\rm) for \cqni 'don. 
Lo~islirs~ and T eehnulog) . in c:on.iunctlon \\ ith rhc-Command1nt tncrul, \rmy 
M11tc.:rict Command, and tJie rmJ Ocpu() Chief of Staff'1 C-:!. r(.''l'ilm aud de, ... •lop a 
Jllan of :1tlioa that will rcsuJt in tile mo'it efficient and efl'tcth e m~an" rt• mrcgrate-~ 
!lynthroni7.c, aort optimize re-"'t:l'.1r~h 1rnd tecbuoJog_v prt>tcetion effort tor the Arm~. 

Management Comments 
C?n. h-~h.fl.lf ot~ ~he Commandi_ng Oer,\ct'r-tl. ,\rm} Matedel Con1.1nan~ ~11~d th~ Ai:my Dc,r.mty 
l. h,cJ ,)I Slall, G-2. the Assistant SL:i.:r<:lury of the Army for A.!qw!-.1t10n .. Log1S11cs. i.lJ)d 
T ~c:hm) log) concurred v, i th th~ r~com.mcncl,11ion. The AS!)'istam Sccrclat~ ill the: A rm) 
tor Acqui~ition. Logistics. and l'cchnolo~. 1,-1,hh input from th~ Ami) Dcput) Chi~r 1•f 
~l!1t'I. G-;, the A.rmv Rest!arLh and I e\..hnolc12,v PrukLtion Center. a1'1\l he .\rmv M&.1~ricl 
ConunauJ G-2 are developmg an ,\rm~ n:1:,.'ll°fu'liLlTI rhm \\'ill add.re~ .. rc,~,111.:h nnd 
l~hnnlogy protection rcsponiohilitic- ICl c11S\1rc- _\rm) pn-..grams properly idt!nltl~ 1.:riricaJ 
ptos-.mm intomi3tion an<l implement .;ountcm1~::t:\.ur~s m effc<'.ti\d} pr~t:m comprom1s~ 
of cm1c-J.I pro~trJm informatillfh Tilt! .\s:1,;tnnt Sccrctar) ,lr Lne A.nny for .Ac~u1,ilion, 
[ ngmic~ and TechnoJ,,in 4!-xpccrc to puhli-.h the reguJatlon b~ Dcc~mbtr 15. 2UJO 

Our Response 
J he con!'.ufolated comments or th1; A~si"UJnt 'ecrctar) ur1.he Army for Acqt1J~llH)ll. 
l l>gbtic-s. and Technolngy. tbe fomrnand1ng (i~ueraL 1\.rruy Maknd f'omnr;:ind1 and Lh <:' 
Army Otiputy Chiefof ~rnft: t J-2 are iesrnnslvc and meet tl1e intentof thl.' 
I ucm11me1,dacion. Please pro\'i<lt:. 1..1s a drnft ot lhe rt!gulation prior TO bsuarl<.:e:: 

I ~H 8 Pf'I@if.\& t<iJF. ~PffsY 
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Finding B. The Army's Warfighter 
Information Network - Tactical Program's 
Efforts to Protect Critical Program 
Information 

\ViLhin tne framework of tl10 l;!ight issue areas, we assessed prOgtf!Jll proll!Ctiun em,rrs for 
standardizatinn ofCPf protcction pro~e:;~es and rlwir appli:cmion. ovtrsight of the err 
rrotection p1occss rmd fr, implc:mentatio.n. and rc!.-.ponsibility for rhc ruotection of CPL 
using thi: Ami)· s 'W'l:'K-1 as a prognun of rGcord case stud~ . Recc:nt DoD is..~Cl!!'t ,u ll 
as DoD !n.scrncLion 5100 39. were me pritnat) ussessn1em too! for thi, pilot and have 
cstab)u,hc<l ..s i;,)<.ld framework. for RTP. Ho,vevcr. and in spilt" of demonsmncd rie,;t 
pmc:Li1.:t:s, ~fforts arc not !ul I) ink grated. S) 11clmmi1:t:d. and optimi.Gcd Le, che greatest 
exten t possible and do not pt'ovidc standardizt:d efforts to prnlt:i.:t CP I across the 
Dcpari1T1e11L We fow1d the tbllowing: 

• Ar~cb of existing is:suanc~ need to be cohanced: new guid3llcc nt-eds to be 
crnftcd. such as guidance for anti-tampc:r measures: and the: OoD CPI prolc~tion 
manual containing d~tml~d measures for RTP should be promulgated. 

• Guidance should ht esrablisbcd for id~ndfyi..ng comm~rdal 1-"lff·the-
shd f/govemment off-thi!-:-.h~l f components as critical program infbnnatior1, tw 
include assessrnen1 tools and training. 

• Stum.fardized guidance rhr training in CP r pn,,tection should h~ c.leveloped for Lt~e 

by rhc RTP C(m1munity. 
• Gui<lance should be prr" id~d on model conLrncL language In support of p1·ogrom 

protection planninf! Lo DoD and Cumponc:nt R 1 P officiuh .. 
• t,uidance should be d~, duped that dcscri~~. 

o what car, anJ should be cont.a,ntd in the DD Fonn ~5-+, ··Dcparlm~nt n1 
Defense Contract s~c;u,Thy Classificati()n Specificatio11:· for ~he protec1fon 
of conttoJlecl Lill<.: lnssifiod C Pl. 

o how prvgratn prOl~cLion .:;J,ould be implemented at the level of 
subcontractors. and how to .. ~ri l} contractor compliance ~vith the 
OD Form ~54 and the rrogram prorecuon plan 

• S.:cunt~ requircrncnts lor contra tor. pm~essing CPJ on non-DoD informalion 
sysrcmg should h~ dcvdop.:-d and published. 

• Th~ ~ppropriatcncss u.;mg the Sccn::t lntemet .Proroc('ll Router network t.ts Lhe 
host for the hori:tNltnl pro1cctfon databas<' should he tktermincd. 

or 

Issue Area One: Ability to Identify Critical Program 
Information 
We assessed this issue are· tu de(~nnine whcth~r published guidance fonhe
idcnt1licatio11 of CPJ is reJ~"aT'lt ro And adhered to b}· program, s~curfry. intdhgence .. and 
counterintcllig~nce perso1rncJ. We also so-ught 10 detem1ine whcth~1 there was 3 
working-leYel integrated prnc.h1ct team to a."lsii:;t whb and collabor.1te on the identification 
of CPI. If so. we wu11ted to assess how the mis!,mn_ composition, ancl ~ffecth'cnc....,H nf the 
·working-level imegratcd pr~1<.1uc1 team contributed to rhc idt'nl\lication of CPT and 
wh~the1 rhc working-lc!vel integrated product ream ~rfonned a tunc,i1.mal decompv ... ilion 
of the program or :,ystem. Wt:. Jelennined that lht: WL'\-1 program offkc had an 
effccli, ~ _process for idrnlil~ ing CPJ. 

Fi.A ilTleJ/1'.ls lAti ~HiF.Y 
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OoD lnsm1cuon 5'.W0.3Q :,.tut~ thut the l l ~.l)(A 1 &L) should; 

• l~nd the cffon. in c0Hahi,rallon ~ith 1he Under Secrctar} nl D~hm!s~ ( lmelligen.ce) 
artJ the Assistant St!Gtttal) n1 lkfons~ (N.:tworks imd Tnfotmation 
rmegratio111, DoD Chkf lnfonn.1\ ion Office1. 
th,;- i<k.nlific1:1tion and protection l,r ( 

to establish .1 i:1)n~1!->lcnl rroctsi, for 
Pl that i.ak~s into account th~ rorc thaL 

rl?search, Jevelovrn~nt. ucqt1lslti{'ln. cotmtcrLtHe1ligem.:c:. in1e:m~c:nco. security, and 
systems ~ngineerfog pc:r:-;cm,wl pt:l'form: 

• p1'0vfde direction and mam1g...:m1;11L oversight for rhe identificati~;n and prot~ction 
c,f CPI for RDA prn~rram.; under rhc cog,n.ltancc or oversight of 1 hf! l '':oilJ(A r&Lt 

Uc~aos..: of the currem ddiniLmn 1 )f CPl in DoU lns.truction 520(U9, ~11h.ion~~ that 
danlit:--. th;it CPT can be ehhcr critic-Lil hJChnulo!a!:\' ur func-tiona.litv. wi -1 c.hd mn 
i<lcntify ( Pl ar ihc- outscl. but r~c~ntl) iclemit1ed'CPI in its lab:.:-t 'CPr i~n1ificn11011 
,m~:?rak<l pruducl lea_m prn-ce'i'5. 

\i\ arfif!bter Information 'it t\Hu·k - Tactical Integrated Product eam. 
\\ 11\-1 program manag_t!m~n c,rlk-:- pe1-sonncl. SCI'\ ing Jn an intepated prod\11."11carn 
with 1t!prcsentanves from me AR I PC. rrimc unJ subcont~tor.., the l\ut1onul firound 
lntetltllJ .. :nce Cerna, and 901nJ \11 lh.1ry lntcllig<:"n~ Groltp_ 1"" ctmJuc1ed a l Pl al)s~~mt'nt 
1.11 1J1c \VIN-T Increments~ and 3 b-.·ginoir1g .Janua11· ~O and cndt11g_ JafluUI)' ~IJ . .!(IOQ. 
1 be tcrun compri,,;e<l sy~L~1~ engineering.. infotnh1twn a.>~urnnce. enginecri11g 
1rntrm1{emenl, and softwa1-c- cngin~cl"i n ~ i:xpi:rW:>. We did not find lliat ,io,l'ilm<.:t: 1,1nd 
lt·dmology expertise was reprl;! ·cmwd on rhc team. The ARTPC foc11itatcd lhi..' pmu~s~, 
thc~i-.1ng (lll Lh.e WIN-'l nerwor1-_·s lu11cl11,malit} and atchitccture .u1J on Lhe design 
tno,iiflcations rcquir~d lo imph:-01e111 rhi! \.VfN-T ne1 ..... ork integn1tion of comm1.:1 i:1al olT
thi:-shel r Govem:ment off-thc-,hd I um.J c~1stom it~rns. n1e integmt~<l fH"l)uuc1 team 
J.s\essed all items conli~ur~d unJe.r \\'IN-1 lr1crl'men1s ~ md .,. usjnt.! thi: AR r Pl' CPI 
luol J - -

On l cbruar} I 1. 2009, rhe \cttng 1\S,\(Af,TJ published a memorandum. ultfonciticatfon 
um.I Pf111ecnon of Critical Pmgrum f nf01motion ((Pl>.'' 1.aring that P'\ls " 'Ill \ISC 
im~t!!d producr team-. comprising pro;r.trn. lt'chnicaL systems cng.inc.:l.'nllg. 
count\.'rinldhgence.. intel11gcncc. and sl.!1.:unr; experts to assisl in i<lentif) mg CPJ. 

TI,e WTN-T prowrun l'!scd a cw:s.,..J1~1plmc uuegratcd product h!~m rbat inc!Lidcd 
S)'S.tems cng1nocrs> dtimunsm11ing thttt rhc 0,)0 ll1-.tructio1) 5200.39 n!t)tuNflH~lll l'o1· 
crnMH.l1-;dpH11e te{l.mS is alrcad) pr1),mg c:lrectJvc. However. lh~ t1:'!~tH1 tor Jock of 
'-l: lt:ltce and tcchno log_y parlicipH\1~H1 , hmlid be uxplorcu a.nd rectified. oithc1 lh1'nugh 
l· lari f'ic:nicm in the fonhcoming program pnllt:ctfon inamrnl or through lrai riing cit' 
~1..iidtmc~. 

u 11~ c-,02w ~1ilrt.ar. 1r.relli~eJl(t \.iroup ml ~11,,n;1l Ground lntelUgenc.: c~f't.:r ;11,:: -l~mcn,~ c.f h: t . .S 
\m,l fnt:.lligeuu~ .ar,d SL,' lm~ CMmna11d. \\lt1d11 ulung \\1th rhe <\Rt PC.~ -::Lm1.hh nt d1i: tJ:5 A.mi) 

fkf'Ul'v l""•ef orSt:tff for Jnll".;lhgcncc 1Ct-1\ 
I h~ A Rf PC tool is a survey roo, tJ1a1 ~ul1.kl< th .. u <!l' fhs-ou~h a series 01' uuc~Li111r, to MCt1 ritlo w11.:Vur 

•lit- proi:;r21111 potcmlall_y l.'{Jnh11ll'.\ crnicnJ pro~m 1nlormJ1i11n. 

128ft Qfffi?I.\L n;s 8?iMI 
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\Varfighter Information Xch\ orl" - Tactical and Anti-ta mper. The ~lareh 
.}004 Go\'etUJJll.'.'nt , \<.·ct,unlahili,~ Office Ri:pt,11. ··OllD Neoo-: to Rtltc:1 ~uppon Program 
Managers' t mplt!mi:ntatioll of Anti-1 ampe, Pro(cction:· idemi±ird dcfinmg ..;ri\.ical 
tr:ch11ology as the fin-a step and the hasis for· dcLcrl\'JJning Lhe netd foJ ~llti-campcr14 

counte.rmi.!asures. 1 he o.ntl-tamper sectfon (, I' Chapter 8 of I.he De lbns~ Acq uisit.io-n 
Guidebook sttitc.'S 1ll.ai PL\ f:s $ihould develop Ami i.inplcment anli-1,11np~r mcns\lt~s to 
proLecL CPI rn l l ~ dl!tcnse systems d~veloreu using co-dcvcloptticnl ..igrt<:me-ius: sold to 
fnrdi:rn !!<Wi:rnme.n1~: ~lr removed from r, t ;,,; conlrol Lhroui!h theft l.lr hanle Im.~. . · · 

In its January ~008 J'Cf)Ol'L .. DepaTh-net1tv,1idc l)in:.·01int1 is ~eeded tor lmple mcntulion of 
Ami- rrunpcr Polic) ," <he Gov·ernmrnt Ac.cnunt.ibiliry Office reconrn::i1::1itletl th~1,' thc
Senei.ary of De fens<· direct the tTnder Sectcml') of De.lens~ (Acquisilitit\, rc(;hn1)logy. 
and Logistics) in r.llt<•rdination with lhi: i\nu-T.1mper tixccuthc ;\~~m umJ the Lndct 
Sccrrlmy of n~fcn!)C lmdligence). l<> i. we d~par1Dknl-~~1de direc.t.ion fo, application nl 
i1, amt-rampcr rx1hc) that pre~ribes Jto,\ 1,1 u.lf1') out the po lie} and \;. tuhhshes 
definition, for cn1i~1l pro~ram informaunn u.nd crincal tcchnolo1!1e.;:· 

1n its rc~-ponst. n(,D ,on-coneu.rrcd. !>Laln1~ thar .. J h~ LSD([) 1~ llu~ ufftc~ of primar~ 
rt:spon1:,ihility for L)o1JD1ircctive] 5101.lJ~t ··security, lntc.llige11cc and 
Co\mterintclhgum.'t! Support ro Acqui!'>iti11n Pm~rmn Protection." a11d it:. successor, 
DoDJ[nstructionJ 5.200.39 ... Cnlii.1.1! Prngrnm lnfom1i,ttlon (CPJ) .Ptotccliqn within the 
IJcpartment ul'Dcli:r1s~:· L SD(l) 1::-. ctuTt:ntly coordinating an updnh: tn tbc dirctli\t:.. 
The t\nt1-Iam~r ~"\CCullv~ A.gent hos prop,)!-1.!J the incorpcnnion ol .u,ti-tamper policy 
in this tc\;-is,un The considered polic} r~)r unti-taml)l:r mandate, ·Fm ~nticaJ 
k'dmoJog.y ~ pe ('J'l. ~mph,~ appmpriah! runi-ro.mper during the- Rl.) pn ce~ unless 
~ahed in \\nting b) MD.\ or ~ui"ulcnt - Followmg the i:.~uanc.:~ of the updated Ol1DI 
5200.3Q. the f)~panmcnl \\1ll r~, rse t'le OoD 5~00 1-\4, ··Acq11isition 

r\,r 
..,,~1~m 

Prmcctlon.-· tht! imr,1.:m~ming n1anual lh~ directive which proviJt>\ lhe execution 
$tandard-. ,md g11 ideli11t's t<' meet lht: Dl,Dl 5200.39 pollc) . TI1e Anti· l !ttnp~r F.xe~utive 
Agent's plan L~ to i11d1L<le a new section 1n Lh~ manual tlia1 is explicilly for mm-t:ctniper_ 
J'his.w1ll clestribe how 10 implement mui-mmp~r Ii,) protect reclmology Cf>J for U.S. -only 
cases, fordgr} mihtrn y sules:direcl comnierc,aJ sales, and scicnct! and lt:chnology 
programs-.•· 

.a Anri-;:imper m.:a 1r:.-s n."l..:r 10 ~he s_ySie.ms i:11~10.:crmg t'll9rues inrcn ... 'ct.f lQ rn1-.~n\ or dtla> cAplo1mtion 
,,( c.rilil11l 1.:.:hnP1o,1ct u1 l , •.\capon_, -,y.;rem, I hcsc -.u \'1l11.--:. ,m,ofv~ ·be 111,r~ 1,ri:~1cte of ~)'S1c10:. 
acquisltio1~ inctudhli; re:.~,,rch, design. J~ loJlml!tn, 1111pk1n.:1HJtion, and rei.tinl:l t\ :lirf\1-~amper meastltt'S 

Ji'@U ijfflf'b'cL FfiE: ~PifisY 
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Hl)W~Vt:"r. [n-.111JCf lC1ll 5200 . .:N WJ:, uh lished in 2.UOS with hill~ 
!Utidance. • 

n.,n 

\Varfig,bter Jnformatiou r\etwork - Tacticnl and Commercial Off-the
SbelfA,o, r1·nm~nt Off-the-Shelf 

\nm]ic·t h,sut> \\a:-. ~omrnercial C'ff•th\.'·sh~ f c,,mpone.n1:s as CPI candn.l,ucs Xo guidance 
,in cmTimer~ial 1,tf-t-h~->h1:"lf components nnJ ~'01Tc.s1-xmJrng protecuou mcd1a1u:.ms 
appt'ars ,n D<)D TnslrtH.lioo 5200.39 or J11 t:hup1~r eight oft-he DcJem,~ ,\ct.1ulsi1iou 
Guidebook. Crit icnl program inforrn.ilion :isscssment tools: guidnncc. n11cl trai111ng 
should bi.: r~ , Lt:w~u ~nd modificationll sh11ulJ be consider!:>,el to aJ<l1~ss iuen1ificatlot1 of' 
(;ummei1cia l off-th1.:-shclf components us Ct>J. 

The guid.m1ce ~ho\lld aUo\, th .. • pos.iibilll> llmt commercial off-thc:-shdf component-. ate 
CPl or that lhl.! c,,mme1daJ off-me-shell' t·ump<int:nts· t1mcuooaJ1h 1, ..,o crillca! to rhc 
CPI function(llir; trun lh1.: countcrm~asurc- ( rot example.. anl1-wmptr packagjng l"lr ·uppl) 
..:hain risk ulihg&lionJ i, 1'cST applied to 1h t.onun~rc,al oif-thc--shelf \.l1mponent. 

The USD(Al &L) and 1he Under Secrctar} Mndense (lutclltgcm:;1..•}11re lci1dmg workfog 
gmups (~ee ~ppendix D) on i11iiiatives to imprm c Lhe protc:ction of CPI ::111d develop-a 
standardized prul.!c:,,s fo r identifying CPJ ttn<.l U'itH)ciated cow1tenn~a.;1.m:s. to [nclttde anti
tampcr. In audition, th1: Under Secretary of Dcf~1t~c (ln Lellig<nce} is leading effo1is to 
ensure a CPL idcnl1 licaLfon toor is being in~1rpt>Tated 1n ::1 forth1::om1nt1, (' T"I protection 
manual. S~ndnr<li,fog chc proces-; for iJi::ntif) ing CPl will ullirnatd} miuim12.e 
,ubjectivit). 

Conclusion 
\Ji'TN-T program ~,ffke- ,laffhad an effcctlH' proce~s for idem.if~ ;ng CPL lb~ proci::si, 
used an mLc.>gr11tc:d product 1t.~m and t.ht' AR L Pl' f h? lJ _ Dt A 1 &L) and lhc Under 
Si:.'Cretary of lJckns~ (lnte!ligencc) arc l~;i<lin g workin.G groups (se~ Appendix D) fonned 
tO 101prove thd prot¢Ction o( CPI h>·, among Olhct thing~. developing a st~mJunlized 
:process for idcntlfvbig r r1 

Critical pmgrl1Jll i1\tonniilit111 a.s;sessn1ent 1o<"I,;-,, guidm,ce. m:id rrarmng ... hould be 
revievYed, and mod11iea1ions should be t:<H1si<i~1·ed1 to addl'l:!s~ it.lt!ntificatk)n or 
corruncrc1al un:.1he-sbclf <iompont:nts es CP l rl'li! guidance sbuukl al lc,w the possibilitv 
Lhat commerc1al 011:.the1-s.helf compo_ncms un: CPI or cJ1al t.ht' commi.:rcial uff-Lhc-sl1df • 
compone111· -. ruri~ tL011,llit~ is ,ot.Titiciil to 1h1.. CPI functionalih lhal lhe ~onntertnca:sure 
( for exampk. .u11Humper packaging or ~uppl) 1:hain risk mit.igation is best :1pplied ro the 
corruucrcial oIT-the-..:hclf componenL 

fi8R 8FFltl.t:b t'ff8 8?T.ls!t 
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Recommendations, Management Comments, and Our 
Response 
81-1. We recommend that the Under Sccr·ctury of Defense for Acqoisilion1 

Technoloi,y, and Lo~i. tics, in consultatiou wirh. the Under Sccn:tary of Defense for 
Intelligence, the A-i~i~taot Secretar, of Oortn/ilc (~etwork~ aud hl -formation 
[otcgratiou)/DoO Chitf Information Oflict•r. and Componenl R1 t> officials 
promalg11te 11nti•t1.unper policJ th.at ensure tbnt anti-tamper touurermeasures _arc 
considered carh in the idonti.flcation 11r111:cs1>, are standarduetl. »ncl cnn be 
integrated rhrouehdut the DC'partment, 

Management Comments 

Our Response 
fht! comm~t !hi." ndcr . ecretm:, of l)cti.:n...e for -\cquishion. l.!c.:hnulob'). mid 
logistics~ th ... Undt'f t"cretary of Defense! for fnteUigcncc. and the · istanr ecretar) of 
DclenSI! (l\dwork, :and Lnfonnatiun lme\!J'ation, DoD Chief lntot1U3Ul'•' Oni1..er arc 
pa1 ti.llJy respon~.t~ ~ in me-et1n,g the intcnt\)J thc:- recommcndatmn A hJmugh thr drall 
lJoD I\fanuaJ 520(1.JQ.J\t ··Proccrlutt!~ for C1j1ical Proi:(ram fnfornunlo11 Prolittfon 
Within lhc Depal"tll1Cl1l ol o~rense.~ is in the! fll1Tl'\AI coordinat,qn "ta~c. throughout this 
report organirntum~ mnkc rcfcrcrn.:e to th~ draft mtmuul ~ contalni11g th~ resolution to 
nur reconnnendations. As the propo11c-nt Jor ti,~ 1nmrnal. the lfo<l~r Secrctf.l.1"V of' Delense 
fo1 lnrcUigenc~ "h11t1ld provide a <late whi:n thi.· ~rrnn. manual \\111 be compleL~d. 
Adtliliooally. i.t rhc L llc.it.'r Sceretary of Dl!l~n,;t (or Acquisition. Tc:i:hnology. and 
Logisti~ beh~, ~ \h.:1 1hc formal coNdin.-ition procc~~ for the dmft mru\u<1I \\ ill prevent 
timd) gUtdancc frQm ,eachlng progmm prvl~clion officials. lh~n ,11:ps :;hould be takc>n t,, 
provide int"-rim !!lJiJJnce. such ::is ft policy lcncr or diredive rypc mcmor-J11<lum. m ensure 
nmd~, ddi,·t:r) 1,f antMampcr guidanc~ (JUtdJncc that provides 1.;lln•n,tency across me 
Ocpartmenc and C'llsltrl!~ unti-mmpcr i, <:on,,,,dt'rt'J earty v.m ah,o ·Jv._• monc} h, 
lHcviaiing tht: need to pa) for co~Ll) anh~hllllp~r l!nuntenneasures k,11:r i11 tile program'~ 
develop1nem. 

"r u r 
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Ul-2. \\- e recommend that the t inder Secretilt) of Defense for· Acqui ition. 
Tcchno1ng)- . and l.ogistics t-stabfub }?.Ui<luncc for idc.ntifying commercial orf-tht.'
hdf/government off-the-shelf compononts ns critical prognm informattiou, to 

include u-.ses-sm.ent tools and training efforf!I. 

Management Comments 
l bl! Under Sc.ctcfar) ofDefrn!i~ tor Ac4uisition, l'ccbnology. and L~1gi~nc~ concut·rcd 
w1th the recommendation. 

Our Response 
1'h\! .:ommenl$ ,Jf the Under Secret&) oJ Dden~t! for Acquisition, rcchnology, ~md 
T ogistics are partially tcspon~iH:: 111 meeting the intcm oflhe rect1mmendution. l he 
Under Sccr~tary of Ddense for Acq'l1isition. 1 <Chnolo_g). and Logistics shoulJ prt)\ 1c..lc 
an action plan and a dat:c for cst.ablishmg the guidance for idcntil~ing commerc1al off. 
thc-shdf'ga,,,ernm~nt nff--lht:--shelf components ru. critical program information. 10 
m lud~ .1.-;~ssment tool5 and aswc1a11:d lruining eff011s. 

ron ijffl@IAl's UU% 8HEfr 
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Issue Area Two: Effectiveness in Developing and 
Implementing a Program Protection Plan 
We .issessed this area 10 det.:m11ni: whether published guiuam .. -e for the planning \,r 
prngrn.m protection is relevant and ,ldhcr~d ln hy program. intdlig.cn~c 
i;o1mlerin1elligence . .and security ~sonnet und to ensure- fha1 prt>gram prmcction 
planning was in accordance\\ itb DnD ln'-lruction 5200.39. BecaLtSe tht: WIN· I program 
olfo.:e liad 1101 completed its program r,roteclkm JJlan~ we arc unable LO as..,ess 1he pfons 
effectiveness. 

DoD lnstniction 5200.39 ~talt's lluil it is OoD polic} to reyuire ilrnt contracb •nippl>rting 
RDA programs where C'Pl lms he'-''' idcnLilied con-min lang.uagc requiring the ... ontrJcror 
~o protect 1hc CPI to DoD ~L:mrJards. DoU lnsuuction 5200.39 also states lhal Lhc 
USD(AT&L) ">hould. 

• require a progrnm protection rl:ln ror all Rn.\ prng.rams with CPI within the 
puryic:wofthc l: SD(A T&f } .md esmbhsh proc~dures outlining the pro!;r..un 
protl"Clion _plan development and appm\aJ process iil coordinalmn with lhc Under 
Secretary of Defense ( lnLdlig~ncl! 1. th~" \ssisliml Secretar~ of Ddi-n~c (Net '"orks 
anJ Jnfommtion lntegration)IDoD Chi~rTnfonmuion Officer. the Under . c-crcrary 
of Defense (Policy). and Lhc and noD Components. 

• lead t:he co llabonition with the Ass1st'1nl Secretarv of Detens~ ~ em,orks and 
lnformation Jntcgration 1/Don Chicf!nfonnation ·ol'ficer and the DoD 
L'omponenl;; for review of m~jor Dd~nse acquisidon programs· prngmm 
_protection plans for sul'fit:iency before their Defense Acquisition Board milesrone 
dccrs1on re\>iews and nr major l"tcqui~ilio11 strategy npdalt:s. 

The program prote~1ion plao ls us~d to develop t.aflored proi:cc1ion guidunc~ for 
db=-eminmion and iroplcmcntatiC'ln t.JmiughC1ut the prograrn for which it is crcatoJ The 
la} cring and integration of Lhl.::' sl.!'lecr~d protccrion requiremems doctuncnh:J in a program 
protccLi<'m plan provide for d1c mlt!gr.1ti,m and S) uchronizat-ion of CPl prolcc1fon 
activici~ The following are cunsidcr~d key ~lanc"nts of a program pr\H~c,ion plnn and 
ere tailored m mcc-l the requircm1:hl~ of u Rn A. program: 

• tedmology and projt>ct d~-.cnp1ion or sy~tem and program description, with an 
crnphaisis <.m whm is uniqll\!, Ii.'> 1he foundarion for iuentif)·ing. CPI, 

• lis1 of CPJ to be pwLl!t:lc;'d in the progr..1111 (this genem.11:y dcscnb~~ dassificd CPr 
In an LLill:.lassified manner tu\d is nm suitable for ltorizonLal protccti(H\ anal vsis l,r 
the preparation of a nnmlerintclligencc assessment); " 

• 1hrcat~ LO CPT; 
• lhrei 1.m thTeats: 
• a sm~mary of the cC1unL~nr,1t'l I ige11cc asscssnicmt ( Lhc full rcpon ts a11 imuchmcnt 

ro rhc plan); 
• 'vu[n~rabilities of CPI LU itl~ndtit:d threats: 
• coumcnneasures (all disdplini:s. 11..-.: :.ippropriacc): 
• counterintelligence support phm: 
• anti ·tamper anne,: 
a operat1on.s security plan. 
• sv;1em assurance: 
• cechnology assessmcm/control y,lan: 

P8R Afl'lff.\ls !Il!I! A?JfsY 
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• classifkmion euid~:.. 
• -OTOll"l'lH'U 1.:0,1~· arid 
• Po llow-,>11 \lpport 

The F ebruur~ I I. 211oq mcmorandu-m, ·'Ti.lent 1fit:iltion and Protection ,, f' rritknl Progtrun 
Tnfor.rrunion (CPI )." puhfoihed by rhe Actlng \~At ALT), :.Lat~'- thor p1\)gl1\ll1 
management oflices ..;hot1fd seek th~ servic~~ .~n1:rd<l b} ihe ARTP( 10 Je,1:lopiog 
pr0tection count~rme.1..~ur~~ 

We recQmmt:nd the t\.ttn) Audit A.gen~)·, April :!9. 2009,,_ rept•n ·· ~ml) Rl!scruch and 
Technology l1rot1.-cuon Program: Oftk~ of lhe \ ,i~tnnc Secmnl) ot the \nnJ 
l.\cquisition. I 1>1.!t'\tk • and l echnolo ~ 1 •• Audit Ri! on ~o, A-2009-009-1-ZllL to 

ro~ram office crsonud. 
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J'ubli1!.h1-ng gwdan~t' thut provides model i.:<mlr<itl language wouJd make 11 cu..,1~r r~lr 
progr,1ms 10 co.mraci: for CPI pnHt.:elmn. Program maoagcrn~nt ~,Jfo:~--s '>hoL1ld do th~ 
rollmving: 

• provide the Uefcns~ Secutil} <;~r\'lc.e with 1he _pJ-Ogram prott:crjo11 plJn and the 
rmgr!illl urtice·s specific li.:quiri.;mcnL-i !hr the cleared comracwr un<l Lhc: r'<!fored 
dooumcnrs fot th~ pmt~,:tim, ,,f ('PL a list oflhe rebled l'OUntcrintcUlgcnc~ antl 
sl'.curit~ nsk::; to the conttJCtor :111<l u cop~ of 1he relevant countt:nnlc:l ligencc 
supporr pian: 

• cn:-1.m' that c<JJ1tracts reqmr~" me primt: c{'lntractor IO particip-.111: in the: 
1Jenrifkation of CPI ~\JlJ tu 1mpl~1T1em counicrmtiasurc:. .. lnr ide,ul fit\l CPI c1l 
i,:omractor facilities: 

• \.'JbUrc' contrncts .ind DO 1 omts 25~ mcludc dmtse-s authon1.m2 c~rtl111 

Guverruncnr p~rsonnel ..it:cf! ~ to prim~ conlrutlm- UJ1d ~"Ubcontractor 1adlil1t's ln 
;;onJuct surveys.. assessment.... 1m,11~c1fons, and mvcstigatitm!'.'> ai. 11c.::c~.ssmv to 
mnke sur~ CPI is proJk:dy prot.:ctcd: arid 

• mclude language fn contract~ th!tl Llu~ rri111e contractor muse 
0 comm1.micat1.:: pn,gmm pnncction rct1uirern::nts subconlml.llori. ll1:u Vv1LI 

hi:lve access to or will be r,rovidlqg CPl. 
w 

(J rcqui're subcor1trac1ot$ 10 continually monjtor protc·ction 01(;:iisurc:s. and 
monitor the stibconl!1ldor:-: performance rnonitrning 

Conclusion 
Um;e 1he \\ ll\ -1 program prtllt!CLiun phm is compll'le, and as omlincd fo lh1:. \rm) Audn 

gen~~ r'"P11rts and Pmgnim \ecmivc Oll'ict: Command, ControL Cnmrmm,c,Hlons 
~act.ical', Proh'Tam Protccm·m Plan p«1lic) .md impJcmentalicm guidru1c~. the: \\ 1"-T r~ I 
houJd fi1U~ 1mplt!llli!nt cow1termca:ure~ articu1'1tt!d in the program p111L1.1et ion plan. 

mc:c:tinl.! sped fie milestone datl':-, for tht:ir impkmcnL11ion: d..-:wlop .i tra.;king ') ,tern for 
m,mitorm:g rhc implcmentauon '1f the countem,~asures; conduc1 sitt: "'"it.$ 10 a~es.s the 
cvnirnctor' s implemen~tion of thi: u,,untermeasurcs: and u;-.c Lhe results ot 1h!! ... rn: v1sih 
lo l!\'Hhinre rhe cffccth\!nt:s~ c•fthe c,mn1cn11cusurt::S. The Wl~- J' PM shouhJ also 1'1.'qltlIX' 
thl' com.racLor to prepare a pmgram pmleltion implcmentalit.m phm to intol'm thl' WN-T 
J1l'ot2,rom managcmenL nffo.:e how th~ ~ot1tn11:l<lr 111tends to protect crt und impl~mc·111 the 
counh!11'11~tl.'\Ures articulated Jti th<.: pm~r.irn protcctioit plan. Providing contnici language 
in g1.mhmce would make it 1;:a~i~r fo1 tile JWOgJ'tHn management office to c1mlnwt fhr CPL 
['Ut'itcction Defonl)e Sccurit) bc-rvicc r~nmnnd were not aware lhul C'PT r~::idod \-\"t thin 
the prim~ c:011tracto( 5 and suhumt1'<1c1ors faciHtie:-. bel!ause CPI was tlf\l 1J~r1litied in !he 
l)l) 1 otm 254- rrovidt!d 10 cleared ~ont:n.11.:tor~. The Defense Securit) ~crvic-.: i:.~rnuld h~ 
prov1de<l u cop} ofth~ progrum protection plan aml thc.> progrrun oflic~·<. sp~ifi<: 
n:quiremcnts for th~ ddan;>d comtac'lOr a.nil th~ related document-. for the- protection of 
CPI .md 1hi: DD form ~54 ~hould rdkc1 the [ofurmaL1un needed u, pwtt.:c.:t ( PL 
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Recommendations, Management Comments, and Our 
Response 
82-1. \Ve recommend tlrnt the Undor Secretnr~ of' Defens<.' for Acqui~Won, 
TechnoJogy. 1tnd Logistics provide guid11ncc on model contract luoguugc in support 
of program protection planning to Dol> nnd Cotnponent RTP offiehll; .. 

Management Comments 
n1~ lindt!r s~c~t..iJ: ot lletense for ..\1.:qu1 1t1on I echnolog_ . JnJ l ,,~·hu~~ oncum'd 
witli \he reronun1.:nd.~tion 

Our Response 
I-he com.mcrH.s ol thti Cndc:r Secretary or Dt•fon:,i: for Acquisition. Toc.:hno logy. and 
Logistic.-; are. pattlt-11 ly rcspon:.i\e in mtt!ting ,he tmcn1 of the recornmcndacion. The 
U11der Secrctar~ of Odense for Acqmsiuo11 r ~~lmulogy. and Logt~Lic:s :.hould pt'Ovidc 
au acrion plan anJ .11..ku~ for cst.a.bfo,hlng Ilic guidance- on m~)Ji:I ctmlr:tct language in 
support of program pml.t!cticm planrnng 

A.~ ar~sult ot mana.s~ment comments. \\C. n!dir~..tc:d Re<onunendation 1-32<.' from the 
Dirtttor. De1i!nsc ~~curity Sc-rvict:- lll Lht.! Oc:pun Under Secr~lar) oftkfcnsc for 
UU\1.Il\ J. Cow1h.11ntelligence. and SccunT) 

l32-2. We re~ommcnd t'hat the Dc[>uty Under Secretary of Ut,fense for Ht.lMTNT, 
C ountcrintolltgenrt, a.ml Security pro\ride guitlancc on model lnnguugc in the DD 
Forltl .254, in urdcr to provide the Defeo c 'ccurity Service witb tbe infot'ffludon 
they need to protect critical pro~raru iofMmi1tiou. 

Management Comments 
The Dq,ut) l rt<l~r s~cret~ry af Dcti.'.rb~ lu1 flT_'~ljj'\ 1. Ct'unl.tmntdligco~e. and . et'.'urit) 
~om:urrtd with 1hc ri:cotnmt>ndat1on to pr,w1dL gu,dam.-e on modc:J htnguuge 10 tl1e DD 
r orm 254. i.n or<l~r lo provide 1hc Dct 1.'11~t' ~~l.'.urH} Scrvk~ wLLh th 1: information they 
aced tu prott'cl 1.:ri1h.ril program inronnation. J he Deputy Under Secretary <if Defense for 
HlJlvfTNT. Co11n1cl'inklligencie, and Security 1,1,ill revisc latltt.agt'.' in 1ht: drnft DoD 
_\.tanuaJ 5200 39-\1. to address boLh classified amt 1.rnclass.ifled CPt b) rn~lru<.:Ling user~ LO 

complete the DU hmn :!-54 to eraurc Lhtu ~on1rac1ars arc ad"i:,;ed b) the Pmgmm 
Manager and I hat the Ocfcttse Sccunt) ~~rvicc 1~ infimned of unc!O.."'liili~J C'P1 residing 
at~ contraut tai:ility. 

Our Response 
I he co1nn1c-nL-. of the Deputy [ ndn Secr~tary r,f Utfl."n~e tor llU..\111' J. 
Coun1erinLt1Hgt:nci!. and ccurity are partial!) respunsive inmcct.ing lh~ imem of the 
recommcnd.atio1\ Tht' Oeputy L.ndcr 8~ctttury of Defcn<;c fur TIUvll t\ J. 
CounterinLeJligcncc:. und Security ~ho\lld 1,wvi<le .i date for providing nwciel languag~ in 
the DD 1 ·onn 254 thr,1ugh revisior1 or the language in the umA. Doi) Mnnu.11 5200.39-M. 
lfthc-Dcpul) Cinder 'ccrcmr) 1)fDefonsc for Hl l~f'NT.Coumcnnldhgence. ~u1d 
Sccurit) believes rllut lh~ foTmal coord1nu.Lmn precess for- Ult' <lr.uft muoual well prevem 
amely guidaru:~ fi um reaching pmg.rdm pro1~ct 'ion ,,mciats. rhcu h.:p ~houtd be ta.k.~11 r9 
pnl\;de interim guidanc~. 'iuch as a polic) l~ltt!l' or ditecti\ e typ~ incmotrtn<lum_ LO ensure
timely dcfo-c1) or <;hanges ro 1he DO F«Jml :?54. 
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Issue Area Three: Training Efforts for the Protection of 
Critical Program Information 
\Vi: ass~s~ed this issue area w detennh,e whether p·ul')lisheJ guidance foi ualri ir.ig Lo 
idi:!'ntify and p_rofcct CPI ls relev~mt to and adhcr~c.l to by progrant. inLcll1gun(~, 
cottn1c-tit'tt<;::lligt:ncc::, ,H\U 5ecurit} persunntl. Wt: dcterJ'nined t.hw truininy nnd education 
for the proteccfon \)l CPI wru; not tailored 

DoD lustn1c-t1un :5~i10 W st.ates thm tl11: l \Of~ T&L > will ..:oHabor.d~ v.i 1h the Lndcr 
. ecretary of Oefon.,,: (Jntclhgcnc:e) and the \s~1st;.l!ll Si:crcrary o~· ocfous~ (~ktwmkli nnd 
information lntegr .. 11iun}(D0D C.rucflnform,muo Officeno rc,quire th~t ..1ppropriarc 
train;ng be a, aHablc to RDA pt!rsonnel rcgardir ig th~ 1dentiflcmion and f)rot~ction of CPL 
I 1'3.ining shouJ<l rnclude tile roles tha1 R nA. ,mi1ainmcnt llogist1l'.i-. muuncnance. repair . 
... upp.ly), test111g, co1,11Hl'nntel ligence. i.n t.elligcncc. -;ecuri ty, systems cngint:eri ng. <lncl 
information system~ "ecurit) enginccrtng p!!l'H(11111el pi:1forrn to iJt:ndfr 011d pt'otcct CPL 

While the arncu.nL ul' ~ pcrience -var1~d. the: inujl,rity of th~ p~r:mnnd interne-wcd hm.1 
many years of e-xpcnc11cc on ma;nr v;cc:1po11 s~ ~,~m al'quisition p~rorns Howe\c:T, the 
leYd oft.mimng relutc::J tl1 CPI proccc1 1on \ari«:J There were pe~onnd wnh no crainin~ 
tho:i.c "ith lr.1inlflg o~qu1r~ on Lhe joh. ~d oilier:," ilh auernfance ut rraini.ng ollered by 
the RDA program urport ot ganiz:nio11. 

The level I and 2 ac~uisinon courses al th~ Oi:1ense Acquisition 1 Jmv~rsity minimallj, 
address coL1nkdn1e ll1gcncc. imelligc11ce. ~~nd scetirit) i;upport to R l P. Hnwever. ro 
ensure that pro1~1·cu11 personnel have a bctt\."r undersmnding of RTP xL1p po1t. the .>\RTPC 
offcts and cnnJ'uc:15 pcquisltion prot;ram protcctlon trarning for Lts 1-c~1:iarch and 
h:chnology commw,il} The rrainiug cnw, b u r~view of the pn)grJtll pro1ccriort prn1..:~:.;s., 
incfoding the C Pt assessment mid the gen<:tJUvn ,)1 the teehnolog) ,iroll:ctmn plan and 
program pro1cction pl..in The OefoclS\:' \:c;unl) ~trvic-e is dcsiJnint,, .a CPI course for 
DoD co11L.rac1or~ an<l G,wemmcnt ~curit, om~·rS- thm is schoo.uled robe r?ad, 3l the 
~nJ ur 201 0 . • 

The Joint Count~nnicllig1.:ni:e Tra111fog .\clldl.!my oflt'rS countcrit1tdhg1:m:e supporuo 
RTP training aJl(.J prnvftles odvru1ccd coun1~rh1Lc,lligcncc training t~t T>cfcusc 
cotU'lterin telligc:nc~ component~. Thie Acadctl1)· tlli-o provides training Lo 11 ll1er 
intt:lligencc ,:-01nrnui1it> personnel on a Hmitc::d basis. Howevt:r. th~ ~ou11tc(inLdlige11ce 
~upport tv RTP training 1:s nOL :llnu.:ruJed tor nnn--t:uunterintclligc11~ p<hl)ntiel. who 
typicaUy provide u l~rge share ofth~ RTT> -.uppon tu PM~ 

Conclusion 
I here v.'35 no tJ1l(1r~ ( Pl protection 1raming. lntclligence ;ind securiI)-rdateJ inuning 
for the protection ol C?T is uneven. 1 miuin~ Lai lored to partic1panl!>. a,lc.-s need~ Lob~ 
developed and maJ~ ~v.1ilnbk b)- thl'. urganinnion most al,te LO rlelJ\CI it dk:ctively and 
cfficient1 . !{(:search. 1 dcvdoptne1u. and acqui.'\irion program sup~od ,w~;mii:ations, 1lle 
Defense Acqmsihon l m \fersiry, and thi.: n~tense Security Servit:e should be con13jdered 
delivery m\!duinisms for trajning. 
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Recommendations, Management Comments, and Our 
Response 
83. We recommend that the Under Serretary of Oeftose for Acquisition, 
T echnology, and 1,(tgistics, lo collaboration with the Under Secretary ,,f Dcfen.s£ for 
lntelligence, attd the Assis ta nt Seci'eta~ of Defense (Networks and lnt'ormatioo 
lntegration)/Dl)D Chicf Tnform~tion Officer develo p staodardi:,:ec.J guidance for 
trajning .in CPI prot~ct ion fo r u.sc hy the RTP community. 

Management Comments 
The Under Secretary of Defense- for Acqmsition, Tedu1ology. and Logrstics partial!) 
concurred. while the Under Secremry of Dcfons~ for f t1telligencc, antl rhe Assistan1 
Secretary of Defense (Nctworl<'.S and b1fonnati011 {11.tegrntion).DoD Chtcf lnfom1ation 
Officer concun-ed \~·iLh the rec<.1mmendarion to develop SlandarJize<l g\lidance for \raining 
in CPT pr0tecrion for use b) rhc RTP COTnnumiLy_ The UT1deJ' Secrcrnry of Defense for 
Acqu.isiti011. Technolog) i i:lnd T ,ogistk-~ agreed to develop Slandanli~~d guidance ,.md 
Lrninin~, inclusive of a broader scape- of prmection for Lhe program protection 
commu11ity, not only the RTP c.:nmmltl1ity. statfog that RfP docs nor utcludc::: the new 
req uirements to pl'o te-ct elements or componems cnti<:;al to net,vork or mission 
effect'ivcncs~ in DoD Instruction 5200.39. 

Our Response 
rhe comments ortl1¢ Under Secretary ofDtfcr1sc lt,r Acquisition, lechnolo_gy, an<.l 
Logistics. the L nder Secretary ol'OcJe.nse fur lntelltgcncc. and tht> Assisumt Secretary of 
DE.'fense (Nclworks <tncl Informarion lntegration)/DnD CMeflnfonnaiion Officer a.re 
partially responsive ln rneetfr1g the iTitent of the recommendation. The Under Secretary 
o[ Del~nS<! lc)r A..:quisition. fechnology. and Logistics shCJuld provide a daw fur 
developing standardized guidance Im lrainh,g in CPl protl"ction for use h)· the program 
pr01cction community. 



Issue Area Four: Use of Resources for the Protection of 
Critical Program Information 
We assessed this iS!)llC area t(.) dett>miin~ ,vl1ethct' prngram, intolhgt:nl!~. 
cow1.terin1e1Hgencc:, and security pcrsorn1cl l,ssigncd LO protect CPI ar~ ttppmpnalely 
\1SCd. 

vor the W lN-T ('lmgnu,, , il appeared thai 1.hc D~puL} C.hid of Staff. Ci -~. pnwided 
uikquale suprort tlu-011gh lhc 90'.21'.r MiHtury lnrdllgencc Group. th~ Amn 
Counterituclli<2cnc1.: C<.nter_ the NatiC1nfll urllund lntclli!!cnc~ Center. anc.f Th.: ARTPf'. 

I II" I U.-\SA ALT - b 

Conclusion 
~T\-T did nut ttad,: tt.'p()n program prot1:ct1tin ,,r security-rdatt .. -d ~:'l:pt:nditures. 
I r-.icl.ing anJ repcirting. th~c C\.-pend1tur~:-. assist program manugem~nt 01fic~.:. "1th 
budget proJe..;tions for :.l'~urit)' Lhn.,ughout the prugram and with mcasunng the remm on 
tho: sccurit) e~p~nd11ures. 

c.r 

< )AS.-\ ALT - ( h )I 5 1 

Bcr-.mse t'f th 1: m,m_y organr-.lal1,,m; "'e \'isucrt ~ ['bn r Ll11s broad a~~~,~·m~L and the 
le, el of depth 

"°' 
n1:(:c.ii:d l\, fu I) assess l1'11!- 1:-... u< .. ~a: and bccau'-~ \\,e .1re cot\ductmg '111 

asscssml!nt tlc:tcrmil'}C ho\, the Dt:p:.nmcnr tlt\~ks ~uril} costs. we O\..Lkt: n11 
,~mnmendatton, !hr 1lw, J'isue area. 

r 
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Issue Area Five: Effectiveness of Policies to Protect 
Critical Program Information 
We assessed th.is bsuc urt'a. li') Jetenniue whct1i~r pttbfo.,hed gui.dacce for chc 
idcntificat10n und protection of CPI t!'. reh.:vun1 Lo and adhered ro by rw~nnn. 
intel ligence. coLmtcrtmelligem ... -c. and :;~i.:ul'ity ,~~rsonncl. We pritTU1rily asscss~<l RTP 
cftons u:-;ing Orin lnstrnc1ion 5200 39. h1,wt:vt:r many issuances. cm~ring mun~ subjcci 
area-;. t1nd C\)ruirlS Jrom marl) a~ndes. thar :tddrcss RTP Tht!rt urt' l 4S policies tha1 an 
acquisititm pm~c:1m nm~ need to comply wilh 1hc: vast amounts <ll pulic~ relaced to 
program protcrucin 1\ h:,perlinked-111 ML \ ""~ion ,,fa chan. de\·elop..:d b~ tht.> OOiCc' of 
Systems ~nJl} •-1s. in the Sysrcms Engin~~ring Directorate. O\ ~r'\1:l.!n h) thc: Director oi 
Defense Re~ar~h 11.nd Engmeerin_:r in the officeo ,,f ll1t' L-SDU\ T&Ll, depicting Lht' 
policit!S t:an b~ found o.t bnp://\"\'\\'\.., .acg.~1sd. mil, -i.Sclaocsiacq•sccLltlh •mlhC):

wol/index,h.tml. 

Because the uumb\!1 ol policies fs ~o vast, they tt:quir~ a moJe in-dcput CUh)lys1s than-this 
ltmited !>cope pmg111m protcctiot1 as!>l!S~l1l~l'll pt 101 offered. As ex_pluh,~J in findlllg A_ 
the Anny .\udjt •\gen~~ t...,und Lh~1 lhe .\rlnr did net hav~ a re!:,1ttla1ion go,cming RTP. 
I he ,\rm) 1s <lt:,dnp1ng guid&ncc on RTP It ha., esrubJisucd a wod.sng group that would 
implcmem the guidancl! containe<l 1~ OaD lJ\Sln.tction 5200.39 0n RTP. us well ~ 
implement lhe rccummc:ndations in the Ann) ~uJit Agcnc) attdit rdalt:d l-1.--, procecting 
C"Pl 

(hJidancc 011 this 
-.u ~ecf t 1at 1s rckn.·nrc m o J nstruction __ ( . as yetto be prc1n,u\gated . 
. Enclosure :2, pa.r.:1g.r..iph 4.b. tasks rrre A-,...,hL,mt ccrccary or Dt'f'~n,~ (Ncl'\vorks ru,tl 
1nfonnation 1.ntc-gration)IDoD Chief [nfom11:11ion Ollker to ··idi:utif, 1111mmum 5ecurity 
req11iremcm~ lor 1.:onlr~I.Jor owned ar1J 

>~ 
1)p,.."n11~J rnformat10n >)'Sl~h t~> the protection ol 

CPl ~ DiTecthe-1 .\ikmoranuum OS-02"'. "!)tx--urit) oflfndas•-i1icd DoD Inlc.mnation 
on ~on-DoD ln1orn1a111n Sy'-tems.-- Jul~ JI 20fl9. addresses sc ur,l) requirements for 
comracmrs prnc:e~ing Uol) iafonnatmn vn non-JJoD infomullion systems and ma~ 
prtwide a modd fur tlus. hut it does 1101 uddri:-,s the protection of l Pl :-.p~d fa:ally. lhc 
appt-opriak gu;dam:e ~an be-dcvclope<l a11J in<.C'll'poratcd in the Ll(lt!l,mitlg l'Pl prol~c1irm 
manual or Nhcr R'l P-rola1c::c.l iss1.1au.ces. 

Conclusion 
Since D{:'c~mhcr :wo . 1he Ann} has ,ing,1ing efforts t~ dcvdop guidan"c on RTP. ft has 
t!'.~tablished a \\Orking group to 1rnplemC'ut the guul:m ~ con.tamed tn 0,)0 f P'ilTUction 
5200.39 or RTr. us \\CII ,s iroplemem the re('ommcndatiun." m th~ <\.rm} .\ut.lit 
\gene~'~ -\pl'il 29. :woq repMl ·- l\fl11) RC:SC:\S'Ch and T echnolog) Prt.n.:clion Progrnm: 
Office of the. \..:.i:.tc.1,1t ecrernry of the . \mi) ( A cquisniou.. Logisht:li and r echoology) ·• 
Guidance ha:- not hec:-n de, doped lhul ~_recificnlly ad<lrt'.sM!.\l the protc~t io.11 require1nents 
for CPT on comractor-11\\tned and -optrall..'u rnlhmuiiion syst~r11s. 
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Recommendations, Management Comments, and Our 
Response 
05-1. \\ e _recommend lbal tht: A..-. ... istunt Sccr~rary of Defense (~eh\ orl,.;. onJ 
lnfotmuticm Integration)/DoO C'hi~f W ormalion Of'ficer, in coordination \\ ,ith Ute 
l·ndcr Secretary of Defense for Acquisit ion. Tcchnol-0gy1 and Log.islic'i , nntl 1hc 
L ndel' Ser1·ernry of Defense fot" lnttHl~~DC'e, de,elop iotnt.l puhli~h ~c:curity 
rctiuircmcnts for contr.aetors procc~Ning CPT on contractor-owned and -cunfrollcd 
inforrm1tion :system~~ 

Management Comments 
Tti~ A~~i,nrnt Secretnrv of Dcfcns1. I i\1:twurl~ ,mu Jnformatioo lnt~rnuonJ/f )\10 ( hid' 
lnformauon omcer. the Cnd.t!r s~,..r~ta.r) of Ol:lims.e for Ac4uis1tio1i': 1 edrnolo~n. umJ 
t og,.,l.lcs. and the under !'.tec.retnn t't 01.!li:n'>t'. for lnrelligencc c011cum:d,... rlh tht 
1~conune11d:mon to de, dop am! publish ~"Curily r~quiTemenG for ~omroctors pruc~:,-... mg 
CPJ m \;\lntractor---0wned ruiu -conlmlle<l inf( rmation systems through u comhina11on of 
th~ issuance 01 Dire<.:Lht! T~r~ i\temorandurn OK-01.,_ DoD Tn$lntd1on S205. B. ··o~re.nse 
lnJm,triul Ras~ ( DIB) Crber Sccurit., lnfum1:.ition .\ssurance tC~'L \, A~lh 1ti1.> ·• 
JamiaJ') :!9. 2010, t ·11Jer Set,·wtut) of Oeft11se for Acqtu~itiL>n. T cdmolog), and Log1stiC!-i 
memuran<lum . .. C yber Securit~ in Ocrcn~l' ,\cqui;;ition.Progmrus;· 1'0\ i.:1nhc1 18. 20u8. 
and DoD Fc-dcraJ Acqui!.1liu11 Rc:guL~tion uppJcment c~~ 2.00S-D028. '"~afcguftrding 
(;nr;la~:,;ifled foformation." which will pmv,Je thi: speci fic gl1idance w conlruc.:ting. 
ot11ccrs aud associ:He<l duu.-1e~ to implcmcm i:hc Dtr.Jctivc: Type \ift!mO!'i'lJldUm l11 
COLltrUt;t:-.. 

Our Response 
Th~ .:oinments to t.hc rocomrnt.m<lt.uiun .ire: pnrtiaLiy rc~J'.)onsive m T11reting rhc. l1lli:n1 or 
th~ r,:coum1e11clauun. The l nder <sect~lf\f) ol 01.!!ense for Acquisit1on. J'l.xh1mJ11g). und 
ln~1'-l1c, -hould provtde a dah. h.1r lh1..• "01npletion of OolJ 1 ·rocral A\.'.qui ici<,n 
Reguhmon ~upplcmenl Ca..,~ 2008-l>0:?8 ··,akguarding Unclai.s,fied lntormt11tl n." 
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Issue Area Six: Ability of Counterintelligence, 
Intelligence, and Security to Support the Protection of 
Critical Program Information 
We assessed this issu~ L'lrCJ. to determine v.J1cthc1 published guidancl.! to -.:nablo 
cotU1tcrintdli~~r1ct: intelligence, and s~cm1l1 pi:rsonnel and prog:rarw, In suppontne 
prMc:cLion or C'PI is rckvant 1,1 aml adhenid to t,~ program. u1telligen~c. 
coumcrintellig~nct: ln l security personnel \\e Je1ennined thm cuunt~nlelligence and 
security were kno,'"n JL1 \VfN-T program staff and Jic.J pro,·ide required 
~ountt'rinl.dligc ,~~ .ind intdligenct: ,upport unJ threat-rclattXI 1.IBta. I fo,,..cver. a 
Technology lor£1..'ltng R1~k Assessmem had nc,t ~ctm requ~ed, \\ 11'.-f pn1gran1 staff 
\\ c1·1: ni)I a, ..... at~ ,.,l l)cfousc Sccurii y St'~ i cc perso1111c:J. and De l~n~t tcuriry Sctv1cc wu~ 
not aware of the cxistcnc~ of''wTK-T CPJ1 uor ... ,as lhe existence of CPI <ir l.l r,rogra1n 
polnt of conLuct l~)l' rcpo!'ting violations u11t'1tl latcd on the DD Fn1111 254. 

DoD Inslrnc,lion 5200.)9 smt~ rhallhi: Pnder Secretary ofD~feTI$C-([ntellig1rmccJ ,viii 
1s~ue policy guidance ll1al ~quire".; the hendr. ol Dr,D Componems; with 
cmmtcrintell1ge11cl! d~ments and orgrun,aliun, to develop and 1mplc:mi:iu tailored 
cnunterintelligcn",. support rhms at nll DoU 

\,r 
rc~~arch and developm"nt focihlui·~- for all 

Rl>. \ progr.un~ ,, 1th cr1. ~md ac facilt111.:'- dt'twed Defense contr.1<.:mrs wnh C'PJ~ 10 
1;.;.sue polic~ g.md:inc~ 1hm requires tlie heads of DC\O Compon~nts \\ i1h imdhgen(;e and 
counterintcltigcm:c ..trial~ tfcaJ cemcrs to prn~ ,c.Je ussessmems rcgar<l,ng rordgn 
Jr'llelligence 1~qujremcn1 s for anc.l tart}ertng of Cl'J: DoD Comp.oneut i11td lige-ncc 
analytical cct1tcr-;, in tD,,peration wit}1 llw O~li:m<:<e lmd1lgcnc-e Agl:'nty. to provide 
1e-chnology T'zirg.erlJlg Risk Aii~essment-;f~ TO as ii:;~ RDA programs with m11ig~1ing the 
risk of CPl cornpromi~e and to support C\tur,tt!rimelugencc orgamn.,tlon::; with dcvd(lping 
counterin1dlige11cc assCs$menLo; ot' CPI: and dlrl!ct... t=1>unterintclli1:;~nc' un.tl} Lical center::. 
ro provid~ c,,urminnldhgence asSL-s~mt!nb, h1r Rl>A program:-. wilh { Pl. 

C ounterimclli~~ 1\~~ -.uppnn personnd \, ~-r1: knl,,Yn ro WJJ\ -T pmgr.1m managcm.?'nt 
oflice pen-onnel. parcidpaI~d in lh~ Cf'l itkntificatmn process, and prcp,m:J a 
1:ount~i-imeJHgctm.: supplln plan. fhe colmknnldhgence suppon p!.m i:ontaincd 
sufficiem dt!lail fo1• \\ I l\ ~ l program mam1g~mcm offic~ persnn11el to umlcrstanJ the 
suppod that the} cuultl ~xpect to rocci,·c- (wm C(1tmtcri.n:tclligcnec Sllj>pmt personnel. 

Security ptr,;01rncl from CF..C0\1 Lifo lydt M:.magement Commanc.l, 0-:?., although mH 
embedded in lh~ WfJ\- I program manag~rn.em office. wt'rc kncmu w program ,tuff and 
hc1d subuutteJ ri:quirl.!ment:; for tlu-e-ac dat~1 \\ ill\ the exc~ption uf tilt" Ttdmolo::n 
targeting Ri~l... ~sscssmcnt The CFCOM Lifo lydc' iranagemcm (mnm.anJ. G-L had 
ul-.o promulgated tlt\.' ';_ ~tern Threar Analysis Repon 

'' Cuunlry-by-col11tt1)' tls~i.:s:.nic.mls conrlucted b>1 lh<l l,)dl•111,e in1elligel\ci.: commu111l)I Ihm qua11dfy risk;:. m 
.::ritic~I progrow 1ul'brmati"n and reh:ited 1.:11ablln~ 11.1elu1olo~J1Jr. for ,w~ron~ sy~1eu1~. f\llva1w1..>d 
Lcchr,-0loi1es 01· prugt1m1' and f.~ilities such u .. luh<m!lor1e.s. fu.cm,ie;,,. rc~arcf1 mid ,l01,clopmL-nt -1ites (ttti 
re,,g.:~ e,t' 1. and 1nfll1ur) imlallJtions lhe t l-..hn,1li1!,;) T,~<!011g }li.,J.; A-.scso:ir,e1u c\alu,w..::-. ti,·e 
1nJ1:p.c-nd~1 Ti~I.; f,,CTOh. ~Jt;h (J( ~\hich rornrtb.!lc... IU un ,111ffllll risk facle)r rt-,1;c h\c: rir~:\S r,'Blua.t ... -d .mr: 
ech11olog) \.'.C)mpi!ICni;:t:, n..,1100.,I k\ol'• ot iNeTe.St, ,W,.: or 1~~ITTIH"llC\g} Jr11etsw,t. at-.Hih m .t~sfmiln~. and 

!edmolog} prot",l.ion n k TI,,:> l~dinowg:. T~r!tlll\e ltht.. .As .. .::.,"1Tl~m ilnd coun1cri111dh~t:11~ 
a,,L..,~tnent ptQ\ 1dr- labonth1r, ted1111ca] d&re1.-tim. nJ f't\of s w1tll u1fomrati,1n rcqu 1rt'd tl" ~~rahh'lll a 
comprd1ensii.e si:c11rlt) pr,,gr-im for th; protec1,i.111,1f 1Jt.:nrit'ie.i ctt1jc--<.1l pnigr-J1n Ull4~rm 11cm. 
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ln accordalJCC \\ itl1 J ofJ lnstruction 5200 J\J, th 1. Delen:,.e Securit) Scrv1c\!' ~hall t1Ss1sL 

D~1D Compon<:111 c1.:i\1J1tcrintdligence demc:nl~ in coordina1ing the it,~c~tlon of 
cotintcrintc,lligci,c~ ~uppol't plans at the focil11ic~ or deured defonsi;! co111raotot$ wilh 
t lassilied CPL I llc c,ontract's DD F'orm 25~ should indicaw Lht! e.:-. ist.:rice of CPI so that 
the Defcr1se Sc:curity c;:t:rvice will kno\\ what art:as need enhanced kvd~ M protection. 
The OD Form 25 ... also ni.:..:ds Lt> i<l~ntff) dc,m.:d J.:-fonse conLrac1t11 s fk:rforming on anJ 
cmpJiJJces' 3L"{'~S to lhe locations ,,·here clO'.'l'-lfit:J CPr Of unclassifoxl CPf rdal.in~no 
da:;:;i lied .:0111ra'-1~ n:~idt: fh~ Dd~n~t: <.ecurit~ ~mice h: de-, during prv~edttres. 10 
ccntrafiz:.: lh~ rc:l·c:1pt, nnaJysjs. a.nd dis~,nmution l)t' suchiniorm.1tiN1 in u. m,mner that 
permits maximum t:onlrot and use. Defen~ PMs mu~L prnv1de thi: Defons.: S('.(UOt~ 
St!n.1ce a cop} nf1he program protc:ction phm ,md couuterintdlig~nc;;I! ,.,upport phlu to 
.;dequateiy provide o, crJappmg cnu11terimclllgcoce suppon to prntet.:t CPJ. tdcm1ficat11m 
of all subcontrac:tnr:. ptrfor111ing on spociti~ program~ wifh dassifo:J CPl ,>r unchissified 
(Pl 0T1 c.:lassifie<I programs would improve the prL)tcctioo M CPL 

Th~ n~ft'ni;e Secmit) ~~tvice v.as not 111formcd of the cxisLtn~~ of WIN-r CPI. TL wa., 
not oontai.nc.xl rn tht: OD Fmm .,5.J. aad thi.:r" ,, iL, 1,0 <.;:ommnnic3tio11 ~tv,·~en the 
Dc:lc::nst! ecwily l'\'tcc aud VilN-T program oft1cc staff. Th~r~ l(hc.1uld be bcnct 
conmm1ucanun tid,,\.~'D lhc Defense Securil~ t.'r\ ll:c and the prtnic contractor 
Mt>reoH!r. Lh~re 1c; no pbcc on lh~ DD fc,rm .,, ... 10 sm1c \.\hjch 'iuhcontrocTors pos~ 
critical program wlbnn.tl1on. Tt a program ~ DO Form 254 specified th.:"' x1st~nce of 
uncl:1s.,i11ed cnttc:11 prC1g1-run infom1,1.Lit\n and the protection rn..-:a~-utt!'- n:qmrcd,. thc 
Defense Sccmity S(;rvic:e tonld include CJ'llktll pmgJ'"tUl'I inforimuion rnite,tii.m in its 
facility inspectfons. l lw DD Fo1111 254 sf1ould also include a pl'tjgram point orcmna1:t for 
reporting scc:unLy violations cmd col.Jlltl!1'inttdli~t1tce: concerns. \Vl11l~ the Wc-.i-l CPL is 
uncfa ... ,;;~11ietl, DS~ dt1ring the condui;t of rt:gt,larly scheduled s~curit) iusp~clion::.- al 
cleared l)cfcn .. cuntmcl11r fucilities dctcm1mt!, If 1I1e.re are :.Ui) Nnlr~c:tuul I) imposed 
proredion m~a~urcs tor CPI rdalt!d ti1 c:'lassificd cont~is at thus~ lo'-'.luoo::. 

Conclusion 
~ttpl)orting coun1cdnrclHgi.!ncc and s~i;uri1y pcrsonnd were kn(m n to \VI -T prngrn.m 
mnnag.emc-m u.flit:c JH:r:-;llnn.el However. the Odellse Security Ser\ ti-:1: ,,u~ "ot informed 
oftl1e t'Xi!<h:nci: of ('Pl. and the- ex.istem:e 11f CPI \-.ns also n()L wrim.·n ir,to 1hc DD Fom, 
:54. U is uaclcar how lower-tier subco1'\Ln1.clrn·~ uccornplish progl'am pn1iccdon and. 
furth~r, hc)w v~rilic.uion of contrach.>rcClmplinucc \\ilh DO Pcwm }54 bclov, the prime 
comractor level ,~ J.ccnmplished. fhc DD F,,rm 154 shouJd lnclu<lt: u. progiam point ol 
contact for rt'p.Jning S<'curil) violation, and count nmellig~nce ~onc('m~. Whil.! the 
WDi-1 t'Pl 1;. u da.,,11cd. DSS durini th~ 1.;lmduct of rc~ularl~ ~chedulcd se unt~ 
in:.11ecuon~ at clc.;~m . .:d Defense wntrac1or t~c11ilici. J~termioe.s ifthctc .ti\! 1m} 
conrrocwatl) .mpoM.•J rn,Lecrion meas1.11\.·, lor CPI related IO cla ... ,ifo:d cnntmcrs a1 iho.:it

locations. 
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Recommendations, Management Comments} and Our 
Response 

A:> a 1 "sult of manaRcmertt L-c,mm<nt ·• ,, t' redirccred .Rccurruncndatic,n Rt, lrorn lh:: 
Diu:~~l}I', Defense Se.curity S.crv1c1.: l~) the' DepUl) Under Secretary Ol DcfCJl!>~ l~)! 
l lUMINT. CoumerinteHigehct:. JmJ s~c11riry. 

U'1. We recommend that the J)oput') Undtlr Secretary of Od em,{' for tHfVIJI\ r, 
Counterintelliience, and Securil~· prcp,arc written guidauce to determine: 

a . wbat can and houhJ be contained in th~ DD l orm 254 for fhc protection 
or cootroHed uncla.s~ificrl Cf'l; nnd 

1

b. how program protection bou.ld be implffllented at the kn·I of 
ubcourractors. and b<m lo, ~rit\ cnntr~ctor compliaoee ,tifh the 

OD Form .25~ anJ thl' progra m pro rection pla n. 

Management Comments 
n,~ Deput) l-11der Secretary of 0~11.:n!\~ li ,r Hl · MINT. Ctnmterintemg..:nci: 11nd '~i.:uri1y 
C1.H1~\mcd with the rcL"onlmt.!n<lalion lhe IJeput) Under Secrew) olTit'f~n~e fol' 
H l 1M(NT. C<tuntcrinteiligencc. aud Scl'UrH) "' il l d<ld CPT as a sl!paraci: line item to he 
c,,1,~idcrcd wbl!ll completing lh~ l~m,,, udd instructions for Pn1gTa.m M,mager:,; to iucludc 
SJ')L'C1Etl CPI in.structious. req\ifr" till' primu ccmlril,tor to mafot-ain and pwvid\! t1u Lht1li/ed 
c!Ovcmmem official-:; with up<latt!d Ii ·t \.,fall subcontracLors pl:J.rticipati11g hi their 
contrnct!prn~am anJ indLca.tc which rcqu1 1-...:s a~c~~ to dassffied CPI ram.1/(Jr rt~quir~ 
,.ir.:et:ss to the CPI at 0L11t:r lo1.:ahot1·~) in 1,:unjunction with the p~rtonnu1H.:~ of t11..:ir 
subcontr.J.L.'.L'i.. id~ntif.. central to1:atfo1b :ti the De fonsc SecuritY Sen ice for lht: Prngrum 
OITke to pr,widc program Pt\)LC'\:lton phm mformJtion m the applicahl~ lickl ,,fficcs for 
prime and subconm .. u;tors .. indicale whether commclor. nee<ls 10 implement specific 
h:~hr,olu~} prcHectioo mcnsuros at their lu\.'.1l1l1e~ The Depot) L ndcr \!CR:laf: t•f 
l)cLens~ for Hl1'1f.\"T_ Cl,unknntelli~cnce. and !:i~uril~ will al,,, tncludc thii. gmch:utC(! 
,, nhm F.ndosure _ "Re3ponsibilitie~ ' unu F..ndosure 6, 'Contract Rcquir~mt;."n's.." ot the 
draft l>oO .\,1anual 5.200.39-M. 

Our Response 
J he ctimmenl~ oftheDeputy UJ\dl!l' Sccn.!lu11· ol'Defense for HUMJ\IT, 
Co1mtcrintcUig.cnct',, and Seq1ril) iire pa11inlly ro~ponsi"1e in meeting 1hc lntl'rll ol' the 
l'~tornm~n<lation. The Depury Uritk:r Sc1:rt'Lary of Defense for HUMl'\IT 
t ·ounlerinteiligencc. and 5ccunly ...twuld provide a date for imrlcmenting the changes lll 
the DD Forni 254 d~c1·ibed in 1-cspoMc to rnLT rt!t:ommendation if thl! Dcp111\ T ind<!r 
Sl!~reuir> of .Defense for Hl1MI.NT, C ,,ut1terlntelllgcnC'i.:. Md Sei:-unty ndi~vc~ thal t.he 
fo!'msl coordination pn,c~s fl1r 1li~ Jrafi manual will prevent rimely ~mdam:c Jh,w 
r~achin~ program protection olli<.'iulo;;, Lhcrn sh:p5 should be taken lu pro ,di:: int~rim 
gtlidancc, ~u\!h ii.'> a poli~> ldh:r or dil'~th-c I) p<:: memorc!Jldum. ro ensu~ timt. I, ~hanges 
tu th~ DD f om1 ~5-1. 
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Issue Area Seven: Effectiveness of the Foreign Visit 
Program 
\\ c..• a:.~'-\Cn rhi:; is-sue are-a to dct~rmln1: \'11L:thcr puhfi~hed ~wda11cl! for foreign ,;isit.s is 
relevant to and adhered 10 h~ r1 ".bTum int~l ligence. cC1umerinrdlig,cHcc. aml -.ci;un1, 
pcn.onn~L We assessed ihis issL1c :m.:a h-: Ult$..: 1n a poli9 1ett~r. ·"Acc1.1unrnbilitJ of 
l)cpartmc1lT of Defense tDoD) SpLtnM,rt:J ~oreigo Persoilllel in the l Jnit.:d ~L:Jks (lJ.~.};· 
Muy 18. 2(104, the Deputy Secrc1sry t'lf Dcfcnst: requires all lm,pectors uoncrsl to v~n1) 
eompl innct' v.iLh tl,~ sponsm·l!'d fo1·cl~1 pcrso1mcJ pl)! tcy through their insp~ction 
1-1roce~scs. We also assessed U1is i~!-.U~ artu l11 ~nsure that decision:. to grnm t<-11c1gn 
1\1\lionals l.lt;cess to classified and ~t,nrrollcd unclassified 1nfnm1ation Juri1ht thdr visits to 
Doll Component and cJcarell crn,trt11.:1t1r li.Ldlities are consistent with I.he se~uril) .tmi 
ton!i~n pnhcy interests of the L'nltcd 'tote~ and o~,o Oirecli\ es 5230.1 L 5~0 . .20. ttntl 
~"30 1 1

' If there 1s to b~ for~il(ll hn ol \ emi:nt in an~ aspect of a program llr ron:,gfl 
,ICCt",s w the sySle111 or ilS related mfonn~tiC'n, lht: progr:im proti;:ctiou plan ~h,)uld 
Ct"n\tlin provisions 10 den~ ina<lv~rtcn1 or unouchorizcd accc.ss. 

fhc: \\ U\- l' program manage01t:.nl t1ftice ..:urrentl:· doe:; not hm 
0

• • ; (ln 'nvo \'I!" " 

Conclusion 
Bcc,u1 -~ the ~ t'l- f program manag~mc:nt ofilc.: doC's 1101 ha\c 1m ol ~mcm by any 
f; 1rc1 gn ~,wi!rnrne'Dt or i mernationnl Mgani..caLion in ct .;ooperstin· Jc, dur>menl 
urr.u~emem ar rliis time. \\I! mfil..t!' no rc:c-0nun.::ndf1tfo.ns for lht'!'i hsv~ are.i 

I 04,0 OiTecrive "~o.,, ... L>LSCJl..15.UN uf. 111 ... \,flU!cl M11i1.iry Information Ii> fr,rt"i~n Gt.w~mmMli 1111U 
illlc!marlouaJ Ot!!aomtti,>n.,:' h.me It,. IQQ;?; OoU Dlr~L'U'wL 5~3(1.20. "Vlsns ana ,.\,)t1m1111:n1:. 11t'fnre1en 
Nanot,nl;.' June~ 22. 1Q05· 1md OuO Otn:rnve ',c; ,OJ.' lt1llmatiotta1 ,\greemel1t>, J1,;1c: 1 I I Qin 
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Issue Area Eight; Application of Horizontal Protection of 
Critical Program Information 
\\ e 6
prn1ccrion 1s releYMl to and lldh~~u t11 hy p11l~nnn. se.curlty. imrlligcJlCC. anc.l 
cul.mtcnni.elligem;e per.sonneL We oss.e..,scJ this 1ssut:.' an:-'.l to ~n.'iurt: lh~L cr1 IH.:nl Oefcnsc 
1~1:hnologies. ro include CPI. OS.SL)Cii.Hl'J w,(h nwre than one ROA progm1n nre nrnt~deJ 
1,, the same degree by all involv~d UoU acdvitieh. DuD [n$truclion 5200.J9 states that it 
1s DoO policy tu e1.mduc1 conipkm~1ive a.not~ sls of defense S) stems lecl1m1k1gic:~ imd align 
LPl proccctiot1 activities horimnlal ly thm11ghoul OoD. ltalso states thn11h-.: Unckr 
~cl'rd:.u·y 01·netense (Imel lige11c.:e). in coordLnation with the l~S01 AT &J ) nnd rhe 
Assistant ::,ccr~raryof Delen~e C\Jt:lworl,\unu [nformarion lntcgration)/ l)f, i) C'hit: I 
T n 1hm1alion Officer. will ~i..rire the i:!itnbh~uncnl of a <latab~c fo1 RDA nrgani21t11ons 
10 record and uark CPJ for hc,ri.1,mlul pmtectron, compmmisc. and anal.} 'ir~ puTTJ()'i~" 

Jlo.sco.;sed 1his issue urea ro d tcrtnmc "hclh~r puhlished uidanct! for horizomal 

J be -\cqpisilion ~"'Cutit: DaUlb~e, u honmnwl prote-ction database originn!I) ~realt:d h) 
the I • 1a,) ~ L,m pTO\ide 1he R 11> ~orM1u11il) wnh greater a~c~~ tu C Pl. J lowevcr. 
the .\cquisicion SecurJ{) Dnta~as~ t!> not u~J h:,; c:tH Oerens,;; RUA co111pon'-'n1s 11w Air 
1•on.c had dc\doped it~ o\,n ht1rizilnuu protection database. L'~ nl J hur,.,onwl 
rrnHeclwn Jatarose by the ROA comruunit) '"ouh.l repre.en1 ~m nnpo11am st-.p tav.aru the 
protcc1 ion of DoD 's CPI. Om:t! lhtt RD A. cmnmuniry is populating a hori1t,nl,1l 
rmit~clio11 datab:1se. RlP practitioner:;" ill ht> ahlc tl) view all prograrm, ,,trh ~innlar err 
to help ensure consistenL RTfl suppcm. 

f@n ~f fU?J.tce F§l.9 81~1 
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TheDoD 
lnst1\1ction 5200.39 requ1r~mem Chat a hori~o1Hu.J protection database shoul<l be 11.$Cd in 

_ _ I I • • It.'! 2 U 
I )_--\S_--\ _--\LT-11'1(~\ 

Recommendations, Management Comments, and Our 
Response 

As a result of managcrncm comn1cn1s. we redirected the lead for Recommendation BR 
from the Cn<ler Sec:reLary of Defense for lmelligcncc to cbe Under s~crdary ofDefen~ 
ror Atquisitiou. fechnology. and Logistic~. 

B8. We recommend that tile Under Secreb1ry vf Ddcn~c for Acquis ition, 
Technology, nnd Logi-stics, in coordination with the Li nder Seertitary of Defense for 
TntcUigcncc and the Assistant Secretary uf Defense (Networks- and lnform~,Lion 
lntegration).~ /DoO ChiefTnformatfon Officer, dete-rmine the a ro riateucs~ of using 

Management Comments 
The Under Secl'etary of Defense for Acquisilfon, Te1:h11olog.y. and Lo_gistics, tlw U11,<ler 
Sectetary of Defense for fntelligence_ afld the Assistant Sccretar.> or Defen~e (Netwo.rks 
and Information Jntegration)/Dob Chief Lnformalior1 Officer cm1t-i11Ted "vith the 
rec· nnnenda · - · - ~~ i . • () • • 

0wever_ t 1e n er 
Secreurry of Defense for lntcJJigcnce non-c.:oncurred ·Nith the lead being under their 
cognizance. bm instead s lated 1he recommendation should 1-Je !!rttlcrthe cognizance of the 
Under Secretary of Defense foJ· Aoqui-:,ilinn, Technology. and Logistics as the data 
own~r. rhc. Under Secrl:ltary or'Defense for Acqllisition, Technology. and Logistics 
agreed Tn compliance with OoD lnstmchon 5200.39. the Under 'ccret..iry ot· n.etense for 
Acquisition_ Ted1nolo rv. and Lot?istics chtullPh a memonm 1m f J · o ,· h 
lhe K~vl •· · · 

Our Response 
The comments arc responsive and meet the inrent of the rcoornmendation. 
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Appendix A.  Scope and Methodology 
 
This assessment was conducted in accordance with Quality Standards for Inspections.17  
Those standards require that we plan and perform the assessment to obtain sufficient, 
appropriate evidence to provide a reasonable basis for our findings and conclusions based 
on our assessment objectives.  We believe that the evidence obtained provides a 
reasonable basis for our findings and conclusions based on our assessment objectives.  
We conducted site visits and a majority of the interviews for this assessment from March 
2009 through September 2009, with additional clarifying interviews extending to the 
publication of this draft report. 
 
The overall assessment scope was broad, encompassing DoD counterintelligence, 
intelligence, security, and program personnel to protect CPI.  We did not assess research, 
sustainment, or demilitarization phases, nor did we include special access programs in the 
scope of this assessment.  Our scope did not include Section 254 of the FY 2009 National 
Defense Authorization Act, “Trusted Defense Systems.”  Section 254 requires the Office 
of the Secretary of Defense to conduct assessments of selected acquisition programs to 
identify vulnerabilities in the supply chain of each program’s electronics and information 
processing systems that potentially compromise the level of trust in the systems.  The 
Offices of the USD(AT&L) and the Assistant Secretary of Defense (Networks and 
Information Integration)/DoD Chief Information Officer led a detailed effort, in 
conjunction with other DoD elements, to conduct the vulnerability assessments and 
reported to Congress as required. 
 
For our methodology, we issued an overarching announcement letter to the Department 
on June 18, 2008, “Assessment of DoD Efforts to Protect Critical Program Information” 
(Project No. D2008-DINT01-0242.000), which encompassed the eight key issue areas.  
The eight issue areas related to CPI identification and program protection planning 
evolved from a series of inspections conducted by the Service Inspectors General and an 
overarching integrated process team chartered by the Deputy Secretary of Defense in 
2000.  The overarching integrated process team identified 27 tasks that would enhance 
the Department’s ability to identify and protect CPI, the effectiveness of the foreign 
visitor program, and the effectiveness of counterintelligence and security support to 
RDT&E facilities and the acquisition process.  We categorized these 27 tasks into the 
eight key issue areas that are the objectives of this pilot and the subsequent assessments.  
Within the framework of these eight issue areas, we specifically focused on and assessed 
standardization of protection processes and their application, oversight of the protection 
process and its implementation, and responsibility for protection.  The eight issue areas 
are the cornerstone issues of RTP and will be the focus of our future oversight efforts. 
 
On December 12, 2008, we forwarded a letter co-signed by the DoD Office of Inspector 
General, Deputy Inspector General for Intelligence and the Deputy Under Secretary of 
Defense (Acquisition and Technology) to the Service Acquisition Executives informing 
them of the program protection pilot and the need to assess how well the Department 
identifies and protects CPI and the attendant program protection planning process.   
 
 
                                                 
 
17 The standards were published by the President’s Council on Integrity and Efficiency and the Executive 
Council on Integrity and Efficiency, which the Inspector General Reform Act of 2008 combined in creating 
the Council of the Inspectors General on Integrity and Efficiency. 



ln conjtmction with lhe Office: of rhc Deputy Under Secretary of Delense lAcq1tisition 
tine.I Tet:hm,lc>g) ), w..;; selected a statistical sa111ple or 17 ACA T IO programs of rccot·d 
from the major defense acqLri~iLion program list to participate in an initial questicninaire 
1Jhase for this program pr0tcction pilot assessment fn a ~uh8et1uc:.nt pha~e. we selected 
three programs of reconl, nm: i'r()m each Service" for in-depth assessme.nL 

fo ensun: that the DoD Ofiioc ot'lnspx::ctor General e-ii.b.anc.es -it~ fl.bilit), to prov1de 
oversight of compohe11t Inspi;ctors General audil<:.: eval Ltatiol'ls, inspections, and la,v 
enforcement activiLies - and bcea\tsc it was ..-:s.sential to uain a !:>olid under!;;landini,! ul' ho\.\ 
e ifoctivcl)' th.;; Dcpanment protect~ CPI in order Lo m1tintain cur technological adv~mtagc 
and deliver unct)mprotniscd weapon systems to the warfighte;r--we pJanned and 
pe:rforrncd this a~e~s11Je11L in c.:onnlinalfon wi1h SUQjcct martcr experts fl'om 1!1e Offices of 
Lhe Cnder Sectctarics of Defense for Acquisi1ion. Technolog.>- and l.ogis1ics_ for Polic-y. 
~nd for fntel] igente; Lhe Assi~tant Secre1.2ry of Defense (Networks and Information 
Integrmion)/OoD Chief Information Officer, and the Defense Se-eurily Service. All hough 
the-subje..ct nrnHer exrerLS ~ontrihuted m i.his prqjcct, chc- pr~jccr results ~nd 
,,~commendations ar"2"1hose of the DoD Office ofinspeclor General. 

\V~ wanted to assess a program ofrecor<l tha\ was in lhe earl) stage~ one thal was almo~l 
at ,he conclusion. -antl one Lhal haJ t:t>mplcted program protccrion planning, l his 
metho<lotoiz.v \VOLllu rovidc us- ""ith m1 evoludomu· ' ers )ective of rogram rot~t;lltm 
olunni n. • · · · 

Use of Computer-Processed Data 
We did not use. compuLer-proccsscd data to perform 1hls assessment. 
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Appendix B. Prior Coverage 
During Lhe last 10 years.1hc Government Accountability Office (GAO) und the 
Depart\11enr of Defenl..{e lnspeclor Generttl (DoD 10) hav~ i!';sued 11 reportil discussi11g 
DoD and Army cffons t0 protect critical progrnm iuformaHon. Unrestric~ed GAO repNts 
L~an l:,e ae:ces$e.tl ove1· the Internet at hUp://wv.w.~ao.!lov. Unrcsc.rictcd DoD lG reports 
em1 be accessed at .hrtp://v.:y,,,-,v.dodlu.nlil/Ir/reports. 

GAO 
GAO Rep<lrl }fo. GA0-09-271 , '"GAO High-Risk Series -An l ~pdate." .Jro11.mry 2009 

GAO Report No. GA0-08-467ST\ ··As~essmenls orSe1ected Weapons Pnigrarn~ ... 
\.la.rch 2008 

GAO Report No. GA0~08-91. ··oepa1tmentwlde Ditecti.on is Needed for J..mplementatjo11 
of the Anti-tamper Policy:' Jamtary 200~ 

GAO Reporl 1\o. GA0-04-302, ··noo Needs to Better Support Program Manager~· 
implementation of Anti-Tamper Protection:' March2004 

DoDIG 
DoO TG Reptm No. O&-lKTFL-091 ··ReJmn on FY '2007 SumnwTy Repo11 of fnspec,;nons 
on Security. TechnoJogy Protection, and Counterintelligence Practices al DoO Research. 
Develo-pment. Test and Evaluation Facilities.'' June 23, 2008 

OoD JG R1;.port No. OS-ThTF.1 ,-041 ··Jnspection Guidelh,es for DoD ResearcJ, <':Ind 
l'cchnology Protcci;i:on. Scc'tlrity and C.oturtcrintdligcncc for 2008;' ApriJ L 8. 2008 

DoD 10 Report 1'0. 07-lN lEL-11. "'J:y 20U6 Summary Re po.rt of lnspcctions ou 
SecuriLy, Teclmolog.y Protection. and Counterintelligence Praclice:s al Don Resea.n,;h, 
Developrnent. Test and Evaluation f ~cilities , ~ 1 Augl1st 31 t 2007 

DoD lG Repo1i No. OG-IXIEL-14. ·~FY 2005 Sllmmaty Report.ot-lnspcctions on 
SccuriLy. Technology Protection, and Counterintelligence Prnctit:es at OoD Research. 
Development. Test aud Evalua1i01J Pacilitles.-· September 20, 2006 

.UoD 10 Report No. 06~1N fEl-OJ . .. lnspection Guidelines for DoD .l{cs.ca.rd1 and 
T ~chnulogy Protection, SecmiLy tmd Counterinlelligence for 2006, .. Fehruary 28. 2006 

DoO 10 Report No. 05-JNTEL-14, ''FY 2004 Summary Report of Inspections on 
Se<..'1l!'lty. Teclmolog_y Protectjooi and Counterintelligence Practices at DoD Research, 
Devdopmenl. Test and Evaluation Fac!liries/~ May 27, 2005 

UoU JU Report >lo. OO-OlR-05. ··Measures to Prurect Against the Jllicil Tmnsl'er 1Jl' 
Sen:;flive T~thnoh>g.>." March 17, 2000 
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Appendix C. Additional Background 
Information 
~i~torkal Perspective. h1 cruiy 1999, the DepuLy Secretary of Defense dil'cctcd th.c 
SeJvice lnspectors General to smvcy rhc cow1tcrintcll igence Ltnd security programs .i1 

more th<-1n 60 RDT &E facilities, TI1e teams idemified a. mm1bel' of recommendations 
re late ti to the spcci fie si tcs. A1:. a result or the~e erforts. the Deputy Se<:reta1·y of Defense 
charter¢d an Overarching !ntegrated Proces~ l earn ro better ftamc lhc reC1.)rnmcnuatio11s 
ar)d to o versee their implementation. FTOm Febrl.lury 12 w May l2. .2000. the Deputy 
Secremry of Defense signed a toml of 7 memoranda conr.aiuing 27 tasks. a1mecJ at 
enhai1cing the DcparLtne11l':. ability co identify ~md protect CPL implement an effective 
foreign visitor program. and provide cffcctl vc cmmtetinte!ligence and senlrity support to 
RDT&E facilities artd the at.:qui1';1 l,on prvces~- On Peb1uury l 7, 2000. d1e Deputy 
Sectet-ary of Defense signed a memorandum requesting the DoD Inspect0r General t1.., 
ensure 1hat DoD Comp()n.enls irrrplemtmt a tmifcmu system of periodic revie1,ys through 
their existing_ age11cy ru1d Service inspection processes for compliruicc with din:ctives 
oonCA!t.!llng. security. technology -pro1ectiof1, ttnd co1.mteri11Lellige11ce praclices. These 
reviews wen:- lo assi~L wilh tl1e protl!cc-ion of the cutting edge t:i:dutology of L.1.S. weapon 
systems. The Vcbmary 17. 2000 memoralldum al~t) req_uesletl that tbe DoD lnspectm 
Gencn.tl develop inspect ton list guldelin..e.s for all Dcpartmcn:t Inspectors Gt'Tieral ~o 
enhance consisrcncy, The DepLLl,Y Secr1:·1:ary (1 r Defen~e~s requests to the OoD lnspcctor 
Genaal are also ouLlined in DoD Tn51ruction 5200.39, 

On May 8.1002, the Inspector GeueraL DoD~ 1be DcpUly l :r1der Secretary of'Defense for 
Laboratories and Basic Sciences~ tJ,e Director, Ope.l'ational !'est and Evaluation: du; 
Servke l nspectors General: and ihe bircctor, Program lntegralion. Tntemal Managem.ent 
Review (formerly lntcmal Ass%ssmenls)~ ""Nlis~ile Defense Agency. signed a 
memorandum ol' umlerslanding on security, technology p.rotccti:on, and 
counterintelli_gence inspections. The mcmotai1tfom of um.Jei:;1.~nding require5 
pa1·ticipi\iing In~pecu~ Gt'neral to prep'1re and forv.rarcl 10 the DoO Office. orTnspecLOr 
General any significant findings and rccom.rflcnd,Hi(ms at the encl of each jnspec-tion. The 18 DoD Office of Inspector Genera.1 i~sues a sumJTlar)' repoii on inspections of sccurit) . 
lednrnlogy protection, ~nd counter1ntcl1igcncc pt'acticc:-; at Don RDT &E fudHties. 

~ Since th~ origfo-11 re{Juesc by the Deputy Secrc:litr) v r Dele.n~e. the Office of rhe Depul) l u~peetor 
C"rcn11ral lbr lnrnl li~e-nce. in the DoD Office of lm,µectoc Gcm.•ral, has !)uhlii:;heo U1e annunl summary rcporL, 
J1igh ligbu11_g St·rVi<;tt !ind milestone rle,;1sio11 i1 l1th.oricy tnspec1ion:. and t1-Csl pmctic.:>.,. We also ptJbfish the 
1:r.ri.deli11es bienniaTI> , wirh lnpllt from Department 1mcl rnmp(1\1eni counverinte[ligence. itHdligi!ncc. 
:-.cc:uriLy, :ind fnspectors Geuernl elemenrs. 
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Appendix D. DoD Organizations and Efforts 
to Protect Critical Program Information 
1.!stabtish.ing a co-usistcnt pn1cei,,i.; lbr iden I i+:,.ing C P 1 and conductfog program pr()tecti 011 
plunning, a process trun takes into acooLmt 1he rofe research. (,ie'Velopment, acquisitiotr. 
counLerintelHgence. intdligence:, security. and systcrns engineering pers(mnel pt!xfonn, is 
critical for ensuring that DoD can protect CPJ. In December ~008. DoD csta~Hshed nine 
working groups ro address CPI idcmification and program prote<;tion pfaru.ting. J'hc 
working group process 1~ <.:()-led by the offices of the L'SD(AT&l) and the Cnder 
Secretary of Defense Unrdligcnoc_). £ach working group i:; t:haired by eithe1· a DoD ur 
Servite repTtsentati ve with e'<pertise in the protection of CPL DoD ha.~ agreed tl1at there 
sho1lld be an overarching sct of progr·am protetti<m produc.t.s {for example. p1'0c1::s.s. 
gu.iutmce. tool:1) aml thal tl1ese would be extended and amplified by the Servi~es and 
agencies to serve their needs. One of the goals of Lhese "vork ing groups is for tbc 
Sctvioes and agencies Lt1 assess the sufficiency of resmu·ccs m~ilable Lo support pTc_)gnnn 
protection when the program prorec1icu1 process~::; are sufficiently mnrure ro fonn a basis 
for such an asses.smen1 

Program Protection Working Groups 
Ucfrnition,s Working Group. l'hi.s working grnup will expediendy afffrm atld documenl 
r.hc CP!, program prowclion. :,ystems assurance. and software assurance lt'1111s nnd 
associated hierarch? of relationships. Completion of Lhi~ w,wking gl'Ou p was described a~ 
being necessary to 1r1itia1e the olher \,\Orting groups. 

CPI Identification P ro(!ess \Vorking Group. nus worl.:ing grollp ii; Lo establish the 
minimum !>tandards. fi)J' the process t~scd by DoD lo idenli!)r CPL Services and agencies 
will be allowed to extend rmd amplify to suit their Service or agoncy rtee<ls. A !';;e<.:ond 
rroJucl wi1l he a method of t1ssess.ing the woLs used b)· various Sen ices and agcucil.!S 10 
identify C'Pt. lhc WOl'king group will w;e. as appropriate, the results from n!her grnups. 

Program Prote ction Planning Content, FQrmat, and Review '\'orking Group. This 
working group wiJI de\ elop L wo products. rl1e first product wi II be gui<funce on 
preJJ•lling program protection plans. Tht> sec-cmd product will doc\lmCr)l I.he ptogram 
protcctill>rt pl.a.11 Te\'ie-w process and stakeholders. The prog:rurn protection plan rcvic\.\' 
process will detail .tnilcstone requfremems (with cl1ecklists) for di.::veloJ1me11t, review. and 
appro,al: s1akeholders incltide Service component;,, uui l ;SD(A T&L). the U.tidcr 
Secreta.t) of Defense (lntclligcnc~). an<l .1-mbject matter expc.tis for applicah1e 
countcrrnc·asure~ S1.tt.h as anti-tamper measures, and Defense trusted hitegt'ared circmits. 
The first draft of the pl'ogtam prCltection plan review process was based on the S)'~lems 
engineering p1ar1 19 proce_s.., and wil l be revised in a Six .Sigrna workinggroup. 

II> Thi." :'\yslerm, engineering phrn is rhe olttc-prinl li,r tJ1~ 1.txe<;tJrion. management ru td cunliol L,r I he 1ech.11ical 
aspects of an acquishio11 pr()gram frClm conception to disposal. Systems ~ngineeri11g tr.mslntes optrarnmul 
rcquirnmcnts into configured sysrems, im~grtitt's Lct:hni<'!ll mp1m, ofth,e emire- de!iign ll!arn, mi.m~e)'; 

imerfaces, {"hamcte-rize~ urltl ml!nagc!s technk,1 l risk, il"m1slrior1s Lcctirwfogy 1;·()m 1he tecl1nolog) base into 
pre>grartt sp~·dJic<1.:rtmt!;, and verifies mar desJ_gni. rncct opcrational ne~ds The,sy:m~ms cugine,~rmg p lan is 
a ·'hvrni( documem t11at caprnres a program'.'> cum.."flt i>t1<1 evolvini sysr~m~ engineering .smi.te~· iind Jts 
tehuionshif.' witl1 Lhc pvcntl I pmb,r:m, mnnitgeme1t1 ~ffort. 

PflR ~£fl@I.1ets @fiH~ M7iLY 
39 



A<;quh ition Polic) and Guid~ occ for Program Protection \Vorkino- Group. Thi~ 
working group will a id in the development ol'1xogram prMection gui6mce to be 
documented m the upcoming D(,D 5200.391vfairual. l'be working gtoup will build on all 
orlwr wor~ing group outpurs ru1d ensure consistc!wy ',\·1th 1hc DoD ln:.truction 5000.02. 

Training and Transition WoJ'l.cfag GrouJ). J'his group \~ ill de.vdop a ,ompetency 
model lbr prugrmn protet..'tion roles. Dascd on tbc prdiminar~ work done lJy 1he Program 
f>rotection Wc)rking GT<)up, thi~ wt1rkfog gr\Hlp mil ccmfirm the required skiHs. define the 
cout·se content to -serve the ueeds of the various flrnotiormr areas ( acq L11si lion, engineerin.g. 
oountcrinrelti_genre, criminal investigati ve servi(,:e. an.d the like). and estimate the number 
of courses required per year to accomn10<1a1e the tn11ning or the work fore~. This worki.J.1g 
gmup will al!-o develop and in1plern~ut a pl.fln ro train service pcrsorutd and iransition lo 
the revised pwgram protection process and policy. 

lforizontal Protection Process 'Wot•king Group. Thj.~ w,)rking gro up will define
ptoces~ ll ov..·, r<Jle~. re.$JJ('llsibiHt.ies. <U1d poficy to execute horizontal protl'Gt1on from 
before milestone A tlumigh sustaituncnt The first (ask ,,m he tQ determi1Je lhe need for 
a standardi/..eJ securfry tla:-.sifit.:~lkm guide for prt)gralll protection. n1c work of this 
team will be submitted to the Under Secretary of Defense ([rnelligenc::e) lbr c(m'Sidewtiou 
1n the de, efopmt!nt of L11~ nexl version ofDoD 5200.1 ·R. ""Information Sccllrity 
Pmgrarn. ·• the- cutre11t version of w hich is dated January l 997. This group ·will also work 
to provide input 10 r.h.e Acquisilii.,n Set:urfty Database Configuration Control Board und lo 
inc<..1rp01-ate 1he Acquisition Secudty Database within Service policy and processes. 

lVfanpnw~r Studies )Vorkiug GrouJ>. l•ormation of d1is working gmup will J~pend on 
each Sc-rvicc making a dt:tem1ination whether or 11ot to acr. 011 the proposal of1he 
Pro61Tan1 Protection ·worl<lo,g Group to conduct rnar1power stm.Iies Lo asse$:-- the 
sufficiency and avallabili ty of resoun..:es lo 5upp01t the program protecti01l process. 

Criticnlity Asse.ssmeni \\'orking C rou(l. This w<.1rking grO'up ,vill develop 1he p,oci.::ss 
requirt"d lO impletnent system security engineering in progrnm protection pla1ming. 
'.Vlembershlp v.ill include primarily system!) engineers mid iudivL-duaJs familiar with 
progrnm ri~k m1tigation as c1,Jrre\1tly implemented hy programs. 

Vulnerability Process Wotking Group. This working grnup will define tl1c pm(;esi:: 
and criteiia for the vuh1crnbility assessment step in tl1c program I>n>Lec:tion proc~!is. J h¢ 
.scope of the vulnernbilitics assessment will include Llie acquisition development and 
manufa(:,lUring t?nvimnme11ts, $upp}y chain. operational cm·iranmcnt. and :,;~stern design. 

Under Secretary of Defense for Intelligence 
Tl:lc Under Se<.:reta.1) (.lf Defense for tnrelli~cncc began. pron\uJgatmg pvlicy fbr 
counterin.tellig,ence support in 20()9 to the RDA l'()mmunity. The policy will implemenl 
the relevant sections of policy established iJ1 DoD lr1s1tuct1n11 520(1.39 for 
counteifotelJigencc support to the prolec:ti011 of CPI; DoD Instructio11 2040.02. 
··lfltematirmal Transfers l>f Technology. i\.rticlcs, and Setvict:>s." .July t 0, 2008, for 
~oumerJntelligcnce sl.l pport to international lr:111.sfors t)f tedu1olog.y, articles, anJ Services; 
artd DcpLtCy ~e<-Tclary 1.,f' Defense Direcrivc-l'ypc .Mcm(want.lum 08-048, -~supply C11ai11 
R isk Managemem(SCR.Vt) to Jmprovethe Integrity 0fC0111ponents Us...xi iu DoD 
~ystcms," February I g. 2009. for <:ciuntel'intelligcncc Sltpport l<) su11ply~ch:.ihnisk 
m,magemenL. 
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rhc ne"'l policy w1H establish a requirement for au intelligence asses:smenl oH)oD ROA 
progr'dtt)S to [)l'Ovide baseline scct1ril} n:.:qui1·t:menl.? against foreign i11telligenct' 
colkcdon. Jt ,vill als,1 integraLe u 1echnology threat risk assessment will, the appropriate 
tuunterfotelligence analyricai product ro infr1rm RDA programs of tfu.~tsto CPI froru 
fol'cign Lntc1ligcnc8 entities. It i:::. cun-ently in 1he fortnal coordinr:i.Hon -process. 

fhc U.ndc!' Sl.}CI'{!(ary of Defense (lntell.igence) 1s ~bo in the process offt.naHzing DoD 
vfornial 5200.39. "Procedures for Critical ProQ.ratn lntt)1marion (CPl'i Protection \1lirh.in 
lhe Depanment () f'Der-ense.. '' wh:fi;h ,vii} pro, ide the gtiidan.cc for the implcrllentalion or 
program protection 1ncasurcs. It i'.;; currcntl_y in the formal coorclination process.. 

Defense Intelligence Agency 
rovides risk assessment orodLtcts on loreion Lhre;.ii.s 

Defense Security Service 
U.S. i11dus1ry develops aml prnduces the majority of our ~ation' s defense 1cc11nol!1gv, 
much of v.1lich is classified . and tims play$ .1 significant role in creachlgfilld protecting 
the i nfotn'lat ion that i~ "it.al to t)ur Nation 's securtty. The- National lnd tl~trial SecuriL_y 
T'roh•·ram was est<lbtished hy J::x:ccurlvc Order 12829 t.o 11Mw·e lhat cleared U,S. faci lities 
safeguard the classil1ed in[om,a1io11 rn i-heir possession while performing \·vork un 
~ontr<-1cts, programs. bids, or resl.°!arch and <lcvclopm~nl effuns. The Defense Sectu·tty 
Service-administers the- ationat ln<l.uslriaf Secnritv Pro!:'.tam on behalf of'DoD aud 23 
ofher Federal agem.:ies. Defense Security Service Jtas responsi'hilit) tbr c.wer 13.00() 
active. cleflrcd -fucilitfos in the National Industrial Security Program , 

The. Defonsc Sccu6ty Service ~upports 11ati~nw1 security and the wait1ghtet. scCL~res !he 
1\auon·s Lechnolog1taJ base, and o-,..·ersees the pt·otcction of ll.S, a11d roreign classified 
infurn1atioL1 in the hands of tndustry. The Delense Secl.irity Service accomplish.es chis 
mission by perforr111ng :.-rix mis-sio11-essential tasks: 

• ckanng indLL~Lrial fac"ilitit!s. personnel, ~md aecrediting assoc1at~<l int'crrrn"tion 
S)'$lems: 

• countcdnteHrgcrn:e supporL LO c lei]red lndustry and referral of counlerintellig.~nce 
relevant intcmnati on t.o applicable Ct}Unterintell igence community mc111bers and 
law cnforc<'menL ageTicie.s: 

• n,~mgin_g foreign ownership. control. and influence ln cleared industrial fac.:ilili~s: 
• providing- ad1.,1ce aml tJvcrsigJ1t--to indl1stry: 
• delivering educanon {raining; anJ. tiecu.rity and 
• conducting mission suppon QperutiC111s. 

fQR iiil--f1'5'V,k l lfii! t!J?fl:sY 
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Tt> ai.:complish this mission, the D~lense Sel'.udty Service bas approximately 270 
industrial sccuril_y representatives and ~ppmximat:el)- 50 field l!Otmlerintelligenc<: 
i;;peeiuli.sts spr~acl across the L 11ircd States. Tht!)- provide oversight ruid assist<:1.nce to 
cleared c1)ntracl01· racflilies and assist the organlzatrnn'~ managt:ment and fa.:i lity 5ccurity 
officers ii1 ensuring the prmecticm or n(.!(ional security information. 
TI1e Defense Industrial SeC'l11'ity Clcararice Olftce proce~!>e~ r~quests for industrtal 
pen;onnd sel:u1iLy ilwestigations and provides c1igibiliry or c.leanlnce <letermiuacions for 
cleared indusrry pcrsonneJ under the National Industrial Security Prograrr1 

J'llc Defense Security Service: Academy delivers. securiD, education and ,raining to DoD 
civilians~ inilital'y, and other L. .S, Govumrnem persnnrn~l; Na1io11al Tndusrrial Security 
Ptogra1.n oonttactor:... .. mid spqn:·mred 1·epresematives of foreign government~. 

rhe Defense Security Service C,)unlerinLelligence Directorate provides 
counte1'in1c:ll 1gence l"u11cLiom1 I services in support of DoD RDA,. as described below. 

• Delen~e Securiiy Service identifies unlm-\·fuJ penetrations Lo facilities cleared in 
toniunction with 1hc Nafamal Tntlush·iaJ Security Program. 

• Defense Security Se1·vice countmnteJl igence p1•eparcs and providi.:-s relevan L 
Lhreal in/htrnatiou~ irwareness bridin.g!-.. a11d 1ai!(1rt:!d a1,alytical products to dcar.;)J 
defense con.tractorn -a~ Jetennine<l ne.cessa1y based on prio1itiLed ,-j~k levels :md 
spe{:i Jit_ requests from cleared defense l10nLi-aeLors. 

• n1c Defense Security Service cuumeri ntelligence office produce!:o:i an annual 
reporl. 'l'fargeLing r.;.s. fechnoJogics! A T1·en<l Analy'>1~ of Re])Ol'ting. from 
Defense f.J1dnstry /' The DeJ~<:~ Secu1ity SeJ'vice encourages cleared defense 
contracur~ lo use this ill.formation for sccurily ,tw.anmess ,md education program~ 
.at their fac.i l ittcs. 
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Appendix E. Army Organizations and Efforts 
to Protect Critical Program Information 

902nd Military Intelligence Group 
The 9()211d i'vliltta:ry Inielhgence Group\ leelmo]ogy proteclion llll.SSion is to detect. 
identify. n~utralizc. and exploit fo-r0ig11 imcltigcnc~ service throats t{) Anny technologies. 
TI1e nrou1) itlcmi fies investigali ve. and operation a 1 opportunities within the acquisition 
and RD'l &L communities while providing for ihc sccLtrc fielding of Army Let:hnologies , 
tapa.biliL1es and \vec1,17on ~ystem~. The 90:t0 \ifilit<iry lntelligeuce Group employs 
counterimeHi_gence 

1 

covering agent support to acq\1isition PMs and Army re;:;earch 
fi.1.ciliiit:s 10 er1sure deta, lec.l famifonity wiH, lhe Slipporte.d element 's l"perations. 
persound. security. and vulnerabilities, ln rnrn. the Group 

ror 
provides the elemt:nt v. ilh u 

point or con Lu.ct. repptting maLLl!J1.i of 1:01.-mierin telli.geuce intei-est. The Group 
augments covcrjng agents wjth tcch.i1ical, analytical. investigaG ve., an<l operaliom,il 
resourc-c:s to neutrali7e or expJoit foreign Lutelligence tlu~ats. 

Army Counterintelligence Center 
The Armv Counterintctlii.!,e.ncc C"cntet is che Armv ·s counlerintdligt=nc.:e analvsis and 
production t.:t:nler. The An11y Counterintell igence Center's misston is to provide timely~ 
accurate. and effective multidisciplinary c:ountcrinteHigence .analysis it, suppcwt of the 
lJ.S. Arm} 1:omb~l111g temiri!'!m pl'Ogrum, ground system iechnologies. and 
i:ounteri.ntclligence investigmfons, opcmtiotls, and ,,H.!ti, itics. Th~ Anny 
Countctintdligence Cenler µto,11des the muHi<li~c.;iplinary counterintelligence 1hrcat 
asscssu,em ~o A1my program offices to asslst Wttb the cvaJuation or rL'ik, based on threats 
to the program' s CPL The Centor supporls Am,y. DoD, and non-DoD customers. 

National Ground Intelligence Center 
J'he mission of lhe Nahonal Ground lmellf.gence Center is to p1·0vidc science and 
technic.:u int-;lligencc and general military intelligence on foreign ground forces. The 
Ccntct supports the warfighting t:ommancle,s; force and material devdo crs! and 
De. artmen1 of tbe Am:iv·. Uo.D. and uatjortal decision n'll.\l(crs. • ' 
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Army Defense Industr ial Base Cyber Security Office 

The Army DeJ~ns~ fnJ1.11,trial Rase Cyber Secwiry Office works acmss the Anriy lt; 
integrate the rcquircmcms to pn.)tect CPI identified in Don lnst,rnction 5200.39 througli 
iL1terface with Anny program cxccu1ive: offices and their respective prligrif.m/product 
ma,1ager.s and with th~ Am,y Mat~rid Co111111und to ensrn-e synchronization of Amt) 
priorities aud rcquircmems ~31.ablished for RTP and critical in {r1J.1;l.rur.:ture prot~ctiou 
programs. Also, "Ylien tedmologies similar to those used by the Army arc found in other 
MilitaJy Scr\lice tcscatch aod development. prC>gtam):; and weo.pun sy!'tems. the Army 
DeJensl:' T11dusL1ial Rase Cyber Security Office coordfaatcs with the USD(AT &L) am] the 
other Service acquisition authorities m ensun! likt! technologie:s are afforded the same 
level of-protettion. 

The A1111) Defense Tudustnal Base Cyber Security Office 1~ leading Compunenl'- or the. 
Offi<:~ ofrhc Secretary of Defense in a t-ri-Serv-it:e. cyber s.ecurity acquisition i.nitlativc 
thal is i.ntend1;:d ro provide DoD with an crnp1rtca! basis i1'cluding viable e1'l1:1tra01 
language. btidgctar} ramification:-: and De ('crn,I'! Federal Acquisition Reg11la1ion 
Supplen,em/ Federal Acquisition Regulatiori rcvision:;- to evaluate potential solutions for 
protecting controlled unclassified i11flmm1tion on defense industrial base nctv,·urks. 

l'he Army Defense .l.n.dustrial Base Cyber Securit) Office is coordinating ru1 imcmgcrtc) 
pjfol prngram t() asse~s inrormatiou comp.romiscd through compuLer intrUl>ion~ ag;~inst 
defense industrial base comructor system~ to tletem1ine whether there .rrn'ty have been 
eompromi~es of data on cu.rrent and future Army weapons prograrns, !iCitmLfl'k and 
research projects, and warfighling capahiliti~s Lhat cc>11Jd cause a Joss of technological 
adHmtag-e again~L poLenti<ll ~dversaries. 

The Am,y Defense fodustriul Base. C'yber Security Office ts w0rking w1Lh element~ of the 
Office of the Secretary o[Dcfotise. induding Lhe USD(A1 &L}. the Assistant Sccn:•tar) ol' 
D~fensc Networks and Tnfonmition 1ntegmtfon)/Do0 Chief lnfonnali~n Officer. and 
othel's, to develop policy to rnanagt> Lh~ ri~k that adversaries mjght inscn con·upted or 
,naliciou · Ltc;hno.logy into components - .sornc of 1,vhich may (;ome fmm Ol1tside the U.S. 
defense indu5;t11al base - lhal ~ bound for DoD critical systems to later gain 
una~thorize-d access to data, alter dma. or sabotage com rnunkatio.ns. The focus of the 
Army dfon will be 01'l Cfm1pm1ies in the- command. control, communicaticms, 
intelligi':nce, surveil laiwe, and recoonais.sancc categoric.>s. and m, technologies that affocI 
_t\.rmy modernization cftons ot tl1e $er.."UriLy orR DT&E facilities, prngram office~_ or 
supply cha.in~. 

rt1c Army Defense f n<lustrial BHse Cyber Secm·ily Office-has developed cooper~tive
relationships acrosnhe Army and DoD. To stat'l<lunli£~ RDA activfties and to ensure it 
incorporates be~l prat.:ti<-'e'> fi-om across the Army. rhc Ddemc lmlusuial Ras~ Cyber 
Security Office bas taken the ic.ad withi11 an Am,y IV\1rking group to draft a rcgulati0n 011 

protecting CPl 
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OFFICE. Of"THE DIRECTOR OF 
0£1"1tN$E ~£.ARO I ANO t-"'GfNii;;E:RiNG 

~ DI-SE f'<'"..t'TAOON 
WAS!<INtl°lQN JC zn:11>1.-0tO 

MEMORA~t> 1 rOR OEP"Ul ... A.>1>11>. A'l\T 0.::- :£C-OR uf);;!:.RA~ 
MELLlCfiNCE EV Af IJA TIONS l)olJ!G 

HlROUGll OJI\.ECTOR ACQL'l.StrlON Rf:SUURCESANV i\:,iALYSf~ 1't,\~\\I'.) 
5l:""BJECT ~espoa,..-e 1,1 O,,D!G Oran :\~o:t cm Do0 .Efforu I• Prr,ucl Cnt '"' P:-ogram 

1.nlom!a1lon The A.rm_y·~ W,1rfigh.x:r Jr,liinnnrion Nelwor~ - Tl\ctt.:.:I 
(l 'l'l,jeci No. 02008°1)TN'l(}r 024'4.00J) 

A, ~icv.-d, I aw pcundi[l,a! N ~= !4' 1be te:n¢n1 ~~l ;isill 
tt-:<"mm('.OOl\ri< ,n.,_ cuntall'lcd Ul !he ,.u_bj~l tcport. 

1t-e~11tng1~1:1dcit19n lH • l: 
We re;;{'mm~n.J th.,:. t~ 1 rn1,ou 'kc't"l.:&r? "'T'kteo..e (J\u,u1swon Ttdi...nol~. ,m.t 
Loci~sc..< Ill ~IW1otl .... ,th the ... :Mkr~A) of Ot'.'eftse {fr11dli~-~e), II t' 

Au~t $C'l;tCUU)' oft.>cfCJli,c; G-lc.,.,.m~, and liuumution lnt~Jltl'?lllon)/DvD Ch:4'1 
Jnfonn i omccr. ilod Cr,m OnMtR ['Jl ... 

A:ul•. •Jl.tf--"'lA TJ Policy r.o-, '~ ix: Oof' tr-..... trodi<>D $:°"-.,9· t.n '""'" 
Propm llr.o"ffl~on (Crt ~ct,011 Wn."'" the 0qJ11mnant o1 Ot:trn.st, /1.11!',' 16. 2008 
t1/ld DcD ltunruction 5000,(12, ''Opem1 11>11 ofllu: O~t)ure Acq,.dutlon Sj-stc:m," December 
8, 2008. In 11u.clltlon. an !'\.ml- fnn1pW .1pp~cli..x re.sidl.!>J wHhl:l thi.: <lmfi DoD \.f uiuat 
., .,1)'1 39-M. -tJ,c~a:. ror Cili~ f"':'Q~,a:i· fu(~;atior. (CPI I Pro1.:cnon ~ ,cJ m I/IC 
l}c:p--~Jl"-L'fll oi lklt:r~e,· ,, h.'Gh i$ OIJJffilY m COQ\JTicn\ l!iljud'x: hJfl h) tl:c 
Ur.~sca'\'tlley ofDcreMe rnr lnrelliiencc 

The AT fcxc:cothc ~nt (A~J p11blisbe-d Lhc: 5cco::id ... cr\loc t1f jc.,. cln~llit.-rt 
~H:Rc--r AT c, •!defLOc:,, l\!Ueh C\)llt.\il: I c-ocnmoc ·~., mC'lh~ !ml g\:!des 

Office of the Under Secretary of Defense for Acquisition, 
Technology, and Logistics Comments 
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iR.t,jf,!OU,~ : 
Coom1ii ~ t , IJOt' ino \r3CI I~ .!& 111 siqpp 
1;1 pro~ m l'l!l:l!e tlun pl ,ing:to D I d CQm~Ol\~T I TJl' offii:1, I , in ac 1mlant:e with. 
Do!J Cw,tniotfon S 0,.39 rmd FAR t111l,lp.!h11. l.S,W./.. l. 

Jru rJM:. 00,,9 rutiu r ili.';'t nu-~,e;;;; ~uppomn R A p, 1r m:,; \ c~ 
l:!•! has 11,1: !l int'm tJl'itid s}mlJ co1:1ra11i conm:ioµi~I Lerm$ ogufr:i.ag th13 ~ F:1ttr1tlWr tap 01.ect 
l}1 CPI 1, H1.~ s.tamJ,!J.1~ r-1 • la.led;: I 1 !I!:>~ uo:m.. n.-:.,; i'flillMI le :i 

Office of the Under Secretary of Defense for Acq,uisitian 
echn,olagy 1 and Logistics Co,mments 
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~:ti.,g Pme,rnm l>rnti'..'tlll'n .rcqt11n:men'!.S wnUt"C Ul'ICI tM «>nlr!Kt. Cui.ci:in.-.:: nn P.r"l:I 1m 
i:'roicction requt~,nr ~ge forCJ>j Pmtuuon i, and~r d,;H·,eprtH.'DI 

FAR subpM1 I 5.204. I spc-~fies ,!1.: for;naL l!ltC: COHICfll uf RFI> solici~tion..~ l\l'ld 
contJa.;ts. T111: .RPF> Jni:1.udei the i"rms and conditior,! tbatwiH h~ in the ti.mi.I t1ooltJi;1 

R!comn1end1tt9n n .l : 
V,'-c rccommc:m.l 11-i,. Hk U,,t!-a Sc-::el.ill'j of D(ir~ tNqwa-11kn. fecb..,ol-ogy ami 
I.o~isdC$). m colr.abomn ·n with 1b: ~ Q( Dcrente \ln:rllig~nc.;) . ..ir.d !ht 
"'~ti1r,1 S~1cC,:Y o! Oie~n,c f.'Tc:'.':wko u.d I r1io?ut!lion (m..~1iM T>o:> C:Eer 
21IQfJl'XIOl'l Otfitci' d~cJ,cr.,. !'~~ !?.W.C1.JllCC im 1N1n1~ in CPI j:1:'0'.ttl.Co for w 
~ mt' RIP .. ••mm• IUI)' 

R~pon~r: 
Partial Conq1r, USO(/\ r &l.) wi1 Ju <:olh1bcmli100 Wtlh IJSl)(l) llld A$1)(NllJ1t.)ol) 
c:ro, develop , 1n,,cl.,1rhl~d ¥Uid:i.nc¢ for m.inlng Ill (,.'J'J J)l'l'l\c:tliQn. for 1$e by me prr,griM/ 
protec:.lton cc•mm1u111>' rlOI onlythc R.TP commuuil) lt<:.\C-&reh and 'I cchnol~y 
Proteetiuli rem•lm t crl!lcal ponion of Progr;1n1 rr(Jlc<:Ji!'n Pllll!1.iiig, oait tt-0es n..» 1r...:ludc 
tlte r.~W re-~ul"'ment.t,. to ll'O.eCl cleuients or c"mpc,11c:i11.t. ,m111:aJ to netv,ork vr llll..Q.JOII 
i:ff"ec11v~t:t., J1Cf Oo[) fn~lruvmm 52C0.,9 raiuiui tMcl\11~ ~HI r~flec-~ tte ,u .. ~ to 
ai!&t:s.i_ 1h1$ b:v.lde r ~OP<' ol protection. ftauli~ mocu ltt \\ iU be ~l t:lo}xd cm..~ 
l'SO(AT&.L.), •fl '°1.lnbo-n11.~ "itll l!S!)(i} • • ~D\'NrT)IOc-0 C[O, '!nd-ho? Cornp1t1 1l 
C$l3tmh~ ~t.'id.111:c "11 Cl'I ><.!-:mitkii:Jcr: ,:nd p~c:Uu')n 

R.eeomm~ndati99 B~l: 
Wen:comlill:'tlCI tl,11. Ult' ~:sist!ttt Secretary ot iktrnse 1~1:tworb and lr.fu:m1,1wn 
tmegrollon)fD1.1D ('/ilct l!lform~tion Offiocr. 111 ruordin1tlCIO \~jlh tht Under Sccre11'tt~ 
oiu.:fc.'llSC tor A,<,uhitlon, Tecnnolc,gy, artd ( o.glstlc~ 1mcl f"or hlldl.igcnce. develop And 
publish s~~mlty I eq1,iln::mcm.s foe contracttlfi prm:c~~IJ'III <.;.Pl on conC'actor owned and 
C()Oll'Oll.:.d 1.11fon-n:L1lot1 ~YJHcrn~ 

Respou~e:: 
Co:icur USD(AT &1 ; wilt ~ntinUce to suppim ongoin cIT,;,r:-.! oy the: A$0{Nf'}il),,l) 
<.JO ill ...:wrd&oN \1tlh DoO !nst.--uciioaJ205'.l.3. 'Dcrcn.w fn4usmal Bzst 1rml, Cy • 
S<'ICl.!ril) IJn.cffl'.:lK':'1 .-\tr..lr'" .... ~CC (~ Lt\J A"-1h1~ 'Jarn;ury 19, .2() J(/. /lt-d U<: U "\f & 
~~c:mor.:..,dum "'f..)'l>rr ~«ur~ i:i Dcf(:r.se A.qat 'litiCIU Plotfl:DU."lw.•erex-r !li, lW~ 

R.e<"Ommt-ndlri,Op 88; 
We recmnrr\.'111J Ul.:l1 lh~· Under S«m:tarr or Dc-fc:nsc (lrltelli&tr.ce), in coordln-:tinr1 •Htil 
me Under S1:ec~tllJ) 01 l)efcn.~e {Aoqu1s.~on. lcehnolua..\·, ~6 Loi;istt~}. ar.d 1htt 
Assist>.m( SccrctM)' or'Dt:f'en-se (Networks and ln.formlthm fo1tara Jor,Vr> r. i • • 
h1f0nrutliou OttktJ, <fcrcr,nme roe II ro ria~noe.s~ of u.c1 • 

Office of the Under Secretary of Defense for Acquisition, 
Technology, and Logistics Comments 



Ch,<tfiait1on Re--i:ew: 
l.Jl.'1-CUr m~ L'I<: far Ofliet!I 1 ,c On!~ mi'1. in~ LJTI th\" s-.JbJIJt? r .. port_ 

rt~coruzct DoO OIG - (b)(6) 

Jdi:!•iion.tl info::r.etton u :equued 
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OFFICE OF TH!: U NDER SECRETARY OF CEFENSE 

9CXl(> OU~A8 POfTAGOH 
WAlllH Jl'la't~. CX: 20301 5000 

ME MORA l)UM FOR INS.?ECH)R GENI:.R •\L OF rue DF.PARTMC::-n ()f 
DEr:.:.'-iSt 

!A 1""rK· DoD OJG - (b)(6) 

Stit{Ji;CT ltuvic\, <>I Draft Rep,,I'\ Do() 1'1!~1;, to l'ro1~ct Cr1tk;il t>rvgron1 
lntomtmM Tne \rm 's Wr. IJIIC lni.-t111'"'10C ~tt\\M - Tet1ical 
(I'rojcct ~o 020(1S. QINTil!-Cf:!41.00? I 

Alt,,c;hmcol 
A;~t~ 

DoD OIG - (b)(6) 

--:r~L 
~.,_, iev l ~ams 
Uir1:c;~r of Stcun1) 

Ill 
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R.tCOMME''<mA TION Ill 1. W.,.ruo,r,,ier.d rr.m tl:.r 1 ~t>r :;, , rct..i,y bf Dt;tr~ 
(Arqi1i.i'WrJ11, T11rltrro!og;i. and lcgi.sli~s}, 111 cons11f1<1tfu11 wlrh lhc UM!cr S(c:rttnry ef 
!)f[on.re (lnt~fltgml!f), the Aitt..ttcJn.t .t:;f:('r~l<try of Definrr (NeJ'liU>rk.~ ond {11fbtmattm1 
/nit•Jra.tW1>J/DoD Chief lmarlfrtlUon Office,, and l:Dlflp(1tlett.i RT/' Q[ncwls , · · · 

Rl"<'OMMF.N ll .\ TlO N ~3 Wueconmmr:i i}o.aj J/1< (Jrrd~r S,•,retury of Dt/11' t,: 
IAcq>ii!rllitm , <'C.'m,:,u,g o•i.1 l(Jglslrro, •• ,'Olio~, non wf1Ji 1h# I r.du St'c:r J.tr1 c._r 
D(j=~ (!r.t"lligut-"£}, r.J.J 11•t1 A~ &"t,.:fDQ' of i)tji!:nse (1,.'e:r,,,or~ ar.d fnJ<ir1no110,, 
Jm<rgr(J.Jl1Jn)'D0D C)t{rf lr;/nn,un!c.,: 0/)Tu~ rln>e(op JICndwdized ;,,uw'anr11 Jot 1ra/111r.g 
In CPI prol~ction for ii.~ bv the l<TP comtt11-111Jcy 

Mfo.l!li'ONSL < O~C't.R. Doi)( Sl00 )~ ""Crlti.-:..tl Prq.wi In tfflUUC!.'\ Pi\>t i;l,M 

... ,:n,nlhc Ot<p.utmCttt o(Dd'cnse.•· n,qulres that '1'Pr'fr,prll\\t 1T31ll1~ ne made a,-a,luk 
10 CQW'JCt:l'mtclhr;~ce. intollij~,,ce, seem it)'. isnd RDA pc.rson;id rc:e1miln8 the: 
1<11:nrification llnd protectitJ11 l'}f Cl'l .l!tlcl~Ur¢ 2 of the insm.mlol\ 1mwi.ti:1> gmc!elincs 
o.-,D Slandat.:J_._ fo~ CPT khm11lkaLi~n ltld D~"CtiOO n.rc undi:: dt:\.'1r:9m.:nt 111 tm. R TI 
..ommua:,) Al 't)ae ~ ~ t:~111L'lg. and · pcnfic C'OUIK ,,ir, (..!nt "'ill I><! 
Jt-v;,:loped. Cun'Cl\11)', th, Jo1r1.1 C.:>11m:trillto:lliy,mi~ T1111 ... ,ng A.1,lldcmy offer& a 
~oui,11:rin.1.1;illjenee Support to llDA w11r~-t for cou1m:rtnte!l19~ncc profoisi~1md~ 

ftM .. 'OM.MEi."<iD,t, T tO"i BS-I '+er4'~om .,e,ui rho ,,~ Aum,1" ~WT)")J L rmse 
•""IWOrkl mia lr,frJmtalwn It il'gtt1l1on1/DaD Cr.fefl1{1.>r1riatwn tJ(flur, IJ; <:()()rd/J1titl,:,n 
,,,itf, t/lP, llttJl'r Sl!,-r.aarles ll,{Def11ns11/or AcqUi$ilhlfl r.•c.lmo!<>gy and Loglsl1c.r ardfor 
Mt1llr1r,M,!' dtva!op and r,ttl;li.slr se-ew,uy ret;ulr~,r.tltJJ 1i>r couzm.:.tc,rs proce.r$f•,'Jf CPI 
,,, Ccm.traelt1r•(»l,11~ ar.J l'tJ"-Tr<>lkd P1JJNft';C:ltlP! ~1Jl1 1lS 

11ESPO 'S~: CONClJ I{, lH.:~O(l) prOV'idcd :11'.tvil;o 1.md g11ldMcc l(} lhc 
UASDrN!J)/t)l.ll) CTO durioi 11.~ d<:,c!opmcm and pr11mulr;atic,n ur u:rcttiv.-T)pi: 
M~..nduro :>&-i ... - ~,.a,, r qft r.c ct~ nfkd DoD l'!fO'n1tJJJot1 o. Vo,t-DoD 

Office of the Under Secretary of Defense for Intelligence 
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u 
Jnferr,.utu,n System," .md Doi.)! 52(>5.ll, ''lk/c•l.f~ Jr.di.1rriaJ BtJs,,(lJfBI (\-l;n 

&curitytJr.•ortnaJ~tm ,hn,ron"' {CStlA 1 •a.m:~~ Th~ 1Jsu.1moc:. proYidt' ~uidm1;e 
rni the control <>f U110Jassi:tied lnfonnatJ(ln, to iui.:lmte CPI thllt resid~ on C(mlrUtOr

""' ried lllld -<..'Oiltrollcd 1.1fu~1on 5} ~ G,nu;.,.nce t,-r the comro1 t,f ~i.a»ific:d CPl 
•~led o.a ,Offll'!:t<1f•l'Wn.ed and -contNllcd 1nform1nion s~·,tem& tS &0\/tmel,l b) Doi) 
3220 22-~I. "Na1umal lnduitrtal &cttf'lty Opera/mg M t11Ul!Ji •• 

I 

lU'CO.:\IMJ!NDATIOJ\ 8 8. We r.,r;o1111M11d /i,(lt lhe l./mJ,.r Secr1lnryof Defmse 
(/nf111ligt.!11C'tJ). Jr. coordinatinr• llfith 1h, Ul/41!r ~crrt4YY o/ J)dmse (A(Qui1nt/(}t1 

, «'hl'.bhr ,ma L 0£L•:ia). .mtl J~ ,'JUl/.mr ~crt.La,y of ~r.P.: w,~J..· ll)Q 
Jrifomwtf,,r, In.rerua1,rm,1VQJ) C>:ief /,;format1c1i Ol/rc;er, drt~m, th~ t1~ ro ;fat21111s 

Qf urinr, 0 
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OFFICE OF THE UNDER SECRETARY OfC OEF'E.NSE 
5ClOO Dc,FENSE' PEr.'TAGON 

VIAGlilNGl'ON. OC 203,Q 1 ·5000 

JUN 1 'l Wm 

MEMORANDllM FOR TNSP1;5CTOR GENERA£~ OF The Dl:.f'AR'rMENT Oi
Df;;H.?-iSE 

(ATJ'N: DoD OIG • (b)(6) 

St.ffiJECT: Ddensc SecL1dfy Strvi,.;i:, (D~S) Respc,n.st to Don 10- J),afi Repori: LloD 
Effort, to J'mtect Cdlical i't'ogr.am 1nfomiatic-.u: n,c Anny's Warfith.t.:.-r 
lnfom1~ t1<>n Nt.1,~ork - l'ac!ic~t (ProJoc, No. D20U~-Dl'iTOl-ro4~.00I )."' 
April 2, 20:0 

concr,c i:llld provide the ncrai:-hed ¢0.rtl.ment~. My p0int of w ntac1 is OoD OIG • (b)(6) 

Atlachmc{\r: 

AS Sllite-0 

Office of the Deputy Under Secretary of Defense for 
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AAC0,\'1.,1E;\'DATLON B2-2: fl't 1qtr1m111~t-d 1/,ol /lu, D1rt~tr,,, 0.-f,:,".r~ .Stcttf'i(J 
,fi,.,,, ,a p•'lJ\ldt• gu,lktr.c .. .m >r1ud~f ,angu.-rt" ,,, tl1U ()fi F vrm ];j../ 111 ord,u m pru vr{fe 

th,• t:kfaw~ ~W:4• St>rlllu II u.h IN ••1t.J•>n r,n I •.• m:.:-d It'> "routs C,¢-':Q, Pru~"'"'" 
/nJiJ •m.:: 1011 

l>SS JU:SPOXSE In ~c.ccr04!:ccv,i1bt11C OtitC( c.11hc ~.ll) ll~ Sett~ of 
0crcnsc w. Hl.J~m.7. Ci &'Id Stt11.r1l~ (01,,}~D iHClf.'~)\ 1, rt.~1>:,;; fo. pohq 
•11,cmieg ~r:p..~o!"tilc DDF~2,S4 notltil:Dl\'cH>r O?fenY- s«>"'~ ~ {t. 

D->'.> .c~~.c.ts lllAl Ol.SD(h<,;J&S) rclHU. n"',s in rJ."\" lltat\l)oD ~2t.ll ~9 '.\! 10 

.1~J.lrCS1 C)('lj. classifica llru1 1.1.ncl:u5Jl11.'(f Crl V.. l:ttC IMlfUCllnJ!. lh~ 14 .:.om;i,c:.e lhi: L>O 
I (}rtr. l~ 10 a5IJrC 1he «nll.l'6.m•<i uc ,Mh1s:d b) 1:~J'.11'\'lfl&nt mMit1;cr ..ttd cnu OSS •• 
tomu,l .1functass.ill~ C'Pl re'i1di:1311t., CoCllfll,1 Gt,•lt,l) 

OUSO(t} Il£SP0~S£: CONCUR.. W~ ~011,;1,r ~~ l1b 1h~ re!pnn~c provid~d hy DSS .. -. .. 
1he or11'¢ of primary res1,ons1bi liti' for lndu~hl~l Secud1y p,11tcy. pte-iLrm&i>ly, thi-i orrk.c 
,s uliu r1;spon~1t,Jc; fo, gll, cming l(u1iu.:Jc c1f•hr OD form 254. •-o.,111ttlt"! Sc;;e1riry 
C'las~1ficminn Spc~ificmion. f)cp:.mn\"111 ,1J ncfoll 'I!·• fhe icxom.mer1dcd l::n,:i,J;<.> DSS 
pru1•v~J \\,II b .. incorpcrol~'<l In l;nc;loiu:e. 2 'R, '["'mlbd,11,.•1 of 1t1t ~i.ttrer,c dntl' 
,.~r-:11J,t Cit DoD Manunl 51\ltJ.3~ M 

9.EC0!\11(1.ll'Xl)ATIO:-. R& a-, rttvCIJ1t~~,11<J: ''"' I) r«,o~. /)£ <'•t:U ~ll'{(I 

Str\ ~ ae11r,r,i,:,u::nd prq,c;;~ lll71fle,, ,c;td,, ,c ,., • 

,, w.i...a, ~.:na.'fd •isolild i>tccstuUYd fl! tJt, 0!) Farm 2Sl c,.-.1>;~ JITO!'!!llnMCJ 

r •lka w:c.asuf#Li ('.Pl ofld 

OASA ALT (b)(5) 

l)SS RESPONSE: As s1.atedm our r~pCmh 111 Ill·:? the T>OSD tilCJ&5,) and not DSS 
I\ rc,pons:bl(J lb:r-polic;y chM~es ~la1t11iJ Co Ule 00 flilm :~<1 

Bl1J..J, JO. add C.PT ,,.,. a 11..'fl.ll~Lc ho<.: l\,;r.t I,() I;; 1.'U:lS!,ltn"<lO Wht,n comrll?Jtr;z (h,e 
r\Jfm 

Office of the Under Secretary of Defe.nse for Intelligence 
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- lt::i.tructlon, o bkr:I..~ l:i IIDll 14~buu d m~lfll<U IH<e pn)l.'fem Tl'll'Mf,t'tt01t11.bldi.' 
$J)("C1.u Cl'"l 111\llu,1,o~ \1.e. l'rogl1!.l11 Pro1cu1011 l'l;1n (:'P.P). Class1li.:.iuc,n vutdc, 
clq. 

Inc pr•111< wou ,1.;h-,r mus1 m,,i.ma1t1 .inLI p1 ,1,ldc ~\ltt.•lr,1 . .id government uffli.iiils 
wi1h 1,pJ.ar~rl 11,c >f ·,U ~ubco:11rar10r: pu.ruc1p.i•1ne m 1hcir cor\ln'l(ClprQ:g.t.irr and 
imll~tc wh1,h 1eqllir1'~ a:;c;e5.-. ~o <:1=1liee1. CPI(,,, ,J ·oc requin: !!CCCSS 11> the CPJ 
;.; oth':t' l.:>0.1,pu,) Ir cOnJt!I:cttoJn w,lh p-:rfomu):,~ t1l t.•,,ar wbcom.~c~ 

!'1,mhf; ttlitl'iil lv,..."llhM., ~: DSS ~ Ibo: l>ro,pl!l\ Ouice !,) pr~.a P?r 
w.fore,1110:, (RC\11:\' ~w.lef.;OO Of appli:abk tnl,nm..lli)!'I .'.nd t=.<::i ~j)Cl111C' 
"Sln\111 1M It) th •-,;,lli:lbl.c li!e!d .iJfjca 10. p:nno O JUO::wl.rl!.C~Of> b) is:O 

- II.a~: .. ptcc: tor IClllltlOC ol nss ccnlrlll Pl'i> h i os,1,,1, ;,~ "'\:tl -~ ,J\e-;;d~ ... ~ ()[' 
ti\H'ISlllllllll L>SS Field Office,. 

- Tnthcut~wh~lMI tontin,1101{$) ,,1:~(itto bL irr111l~111cr11 ipectf1c ;-0-<:h._'10!<1g) 
pro1~~ll01I rneo:i>urc:, ;i( ll~1c facihl}·(i~; 

OlfSD(l1 JtESP0/1,Sl'; CO"ICLR. .:)SS 5 rt-«'!lllT!Cl'dl:\I >Cll.)f1S wm :)C appcopt-..itcly 
ad~d ~1th1r f~ ~..-m;., ~sponstbJ/ilro k ·• 1uiu Cno.:I°""" 6, ~ctm:rae: 
R~q-.tirt•r:tna. · c.'f rlr/11\ ()()0 :,.1~1.:.11 >.:!00.3~-~. '*.'>r:xid1;ru !6, C1:ri«1! Prcgra.,n 
b','or"'ouor. J>rq,tl'. IM W t>:,11 ~ 0,panr.p,,! c;I ~k11rt 

Office of the Deputy Under Secretary of Defense for 
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Ol"'P'ICE OF TH!:: ASSISTANT !>t.CiU'TARY OF' DEFENSE 
COO()Dg-<J-;;'f_ i'Ol,l'IIQO-. 

WASH!t~N. o.c 20~1'6000 

MEMORAl'IDUM fOR DEPUT\" ASStSTANT INSPECJ'Oi<. tiENERAL!"'OR 
lNI1:LL!GENCE fNALUAflON:. 
Dv0 INSPECTOR Gii~liRAL 

SUBJl!CT Re., c ru IG IJrA.'1 ~ Xo OlQOS.D1..,'ll"U.1l-Ol42,00I "DoD L~CJ\S to 
J'rote(;l Crif.ieal Prosnim mfo:mano:i. 1111: Army's W:ir%}i!CC" 1nfo:m:1i011 
Networl.: - Tftt.ti.-al~ 

nus 1s In rdponse tt'I yNtrmcmora.ndnm of Aptil 9, 20 IO tl:(JLtesli.ng com menu 
pertaini!tg !Q the su~•ieet dta ri n:pon' s re<:om.tltesi<lu Lion.,. 

Wi:h ~taro, 10 ?cconuncnc.t;itio:is Bl-1, ll•J, and l:3·8, we ;igrr:.:-witb the 
.~-conmumdotions. ln those z~onlll'.ei;datlo;is ASD(NI1J'Do0 ClO ii id~ntlfied z.:. pr0'1di.11 
.iUP'J)Ott. For =b l)r U\CS(' rccoinm:endations OMO(llA) I tommittec lC provide 
:::o~~,;i,{r,tiol'l .uid $t!pp:m .-~ ~.erl by~ !e.d Ill& :l:li7AIIOQ;. 

With ttttlllli lO J«CftlllleJt6tic:n BS-I. we~~ \\1~ tbe recom...:~d!UOG. Our 
a.-:tio;i 011 U11.1 rcconur.~oti w,1s ::ol!lJ!!e:e.d 'lllih the 1nuan« of Dirct':..'>.,_ T ff.C 
~.temor&.nellm cDnf) OR.0:!c ~cun~·<lrt:ncla.~"lfiC>ll DoD lnto~:ion on 'Jon•Du0 
Jnfa.--;nation S stt!WA" ,m H Ju\y 2009 Il:us 1-swim~ ~4tfr~,c:$ thr; pro1~tion or cnti~l 
prog.rtm t.nionntJ.JoD n11 N)11irac:Loc ,.-ystems. The DTM W11!1 t'UO?dum(ed with USO(AT du.> 
ant.I USD(I) tluouaa ,.bt: SD 106 process. In c()r1<:crt wit.II the on.r. USD(AT&I...) tnitJEi.Cd 
Col> Federal Aequ1$itlon Rt:l')lation Supplement {DFAR.S) C3se 200S-D028 "Saf~~.m!in, 
Uotlassifted lnfonn.allM.'' which witr provide; lhc ~J)':Cllic gu[danC<" to contracting cflkers 
and associated dau,e1 to lropll!m;:nt rhe: DIM in c.ontn,..;1s. 

0 

Office of the Assistant Secretary of Defense (Networks and 
Information lntegration)/DoD Chief Information Officer 
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OEPAATld!:oITT OF TI-If Am·v 
Gn'l'C'eOnrE,___~ .... "fT,...:'1~Nl'CO ~ .. ,. ... y 

~':'!OIi ...,.,":G.!;~ICS »iD T£i:f-~OM 
lsD A31.1Y PEKl.t.¢011 

11,•1.Sli '«llOII. Dt ~11b-6 l)J 

SAAl·ZL 

11:Et.fOFWJJUM Fon OEP\JTY INSPECTOR GENERAL FOn INTELLIGENCE 

Sl>&lECT. A~s;,ons. to Oral! DoD Jqs~or Cerwmr A~ Prcject No. 0200&-
0IN r0-1-<r.11.2.001 

Toe et~ ~•111 ooolaios Iha U.S Amiy'~ ii>ly ena ccmmems to tl'le 
drafi fSllOrt, Ae-J.llltJ tl't Brio I OoO i;1-1c11s iO Ptcl-ocl Ctll'Cfll t'<ogram lrforrnatio:l. rt> 
Almy's Wari,Rtm;ir lt1forl'l\at ,on Ncrv.•ork • T~cacal ~ha or,.,,., of 11:!e Asslslant Soc:ouiry 
of ine Army 'or Aoquiitelon, Log1&t1cs ana Technology concu,t v,1th 1he finding_,; arm nttnt 
the er.closed oomment& 1o clanfy points made m fhe dr~h •&pon 

~~~~-1,...v point of c:oninc! ,._ 
lif ... OTliJhu$.~rmy,mll 

DoD OIG - (b){6) 

Consolidated Army Comments 
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Cl · IT. ' "~ . 5 ' 

I )o1) I C'l)et'tO! General r,oj:,.:1 No. D2lll>l<-J)IN rQl -014? 00 l 

Objtctive 'tide• lte~µ,ts f.n3nc! D.>D le 11'1111, 1 , P11,rn.11.1i11-.1.I !'rn_-:nm l11fum,atir,o: U1e 
~,,,,... , ,hrtii!fl:er lniornl3l.ion 'ld1< ,k:. T,i.;1!,JI 

t 1111Un~ A ....... mn poh~ ,uul ~r11cturl' m.,-d tnipi"' iJ f ltf!:r.uru•, 11 .. rb:ronmmon. :u1d 
cp.Umibrul.a l'llr n1i1um11m IW)lt'\:ti11Q of .:nlh ii l'l\lfrl!U donn;i1io11 !Cfll.. 

tnt lo:: h~ >\ '"" r:o..-0,,,111,c~ ~AM~iul ~cc1.11yt'11f:; .\ff!IY(~uon. 
lo.,t, i..~ Tc:c!:oo~ l.\!>A<Al1)i. n tOC1}11C1.f1C.ll \\ 1h ll'trt ,mr.,;mmn,:i G=. t\tmJ 

11111:tlal l r-:r..n,,t..J. a1.J1t1C' 4ml) lr-!"lllt hlc:l'c,f'-t,1fr.G.';.rc,1r~.'3r.<l .:..-.·d~.ipwtc!' 
cfion 1h11 "'ill 1>aul: ir. iheni.,tt d11tknt~ tlt«'1v~ me-,1 1<' 1r1~gn1!c'. s)nc:trvau.:c l!NI 

,,pl ml?C :dca,,t, ~::.ct t~cl 11•.1 ''10 r-ulc<.110, ~""'' r r l , Arre) 

All~I\ Rt•<lf0:'.\!i£· Ci~necr•-..iThi. mrr.eru. Thli ltaconsolldAt.-J/\SA(A:..TJ HQOA OC~. 
(1.2. Anny Uc,;.~" !J1dTc.:lln~lOi;} r•cvtt1~\11m (ft1111t• ( ~I? I Pl ) ailll l\lo.tc t-r 1 re,po,m I b~ 
A.::OA(Al. 1 l!L).tfl!u<;e laJuslrll!J Btl.!>c L.1 tll'l 1\1·~1111 II~ r)(flc:.11' (f>l l,C.$0), HQDA D{.S, G-2. 
/\RTP(. 1111LI Clir, AMC G-2 cnmlnuc 14, COll,lb(lfflle IHI monc,l'( 1llJ1t itllpt\CI pru,tC:e!tllll <If Ad'n) 

t'PI. PrO\l>{'C10-n of Anny Cl'I isgoi·e.meJ b)' f\H. "If/ I CM 1' \1',110-l.lJld /\~ }8l-l 1. whid1 
v111l,t1, 1h11 ,pec.ifi~ ,e~ponsihllitte, M 1h., ARTr'C ~nJ A.M( (1·2 ASA(AL TI. witn input rM.trt 

l!QDA C•2, J\RTPC. mm AMC G 2 l'l dc<11\'l11r-1n • nn 1111~ lti-e .. ula1 ,w I.Ml will edJ~, lh~ 
c<~1,01b:litie:,; li1· .lcp1r.1u e~r(' .l\m>)' l'l'rJ1ll'lltlu 11ti>p,;rlv i<.11n:ii) CPI .l:nci unpl;rncnl. 

CN1merme3.,u~s co ,;{k~i-..c:[1 ptc.c:rn c:v11•pt'Om:t" 1,;f «.;Pt ,SA1 Al 1 1 ~'<pt<:tS l~ !Jllt)h'rtl th.? 
rmj R~iul.1J.1i1L i,,. ,5 o~,,1.•tt 'lllO 

1ndtn<: n.. TI10: AnD) ·~ Warf1t,lm1r Jafonuatl.on ~''"'"'" • t ~t,k'I.I P~,-am',- Ulan•,., 
l'r"tkf Cr'ilk.Il'~ lnfomttt11,J1, 

ll'll~t' A, .... Ont!! Abifll\ w t1!nilll, criflcat 1"'11"",. ,stonner-'11 

Bl-I \\e ~c')lnJr.Clld-u'>inbc IJnc!cf'\f.'LNc'.kr; \•l w1cn,1: 1~,1~ !•1>11 lc..baol£>t'..) ·'"f 
Lui:iftic,;) (l ,t){A'I &L)) N1C:nn olt:,,,.,r, _.,,h 1t,c lied~ ~r.:111ry()f'l)..,-fcnsc 
(11111.ll1,1;<-1wi:), [h~ A!i'SiSian' Sctrnur) ,11 Dcre111c (1':rrworkt ,inJ !n.om1atio~n ........... ._ 
ltiic:i;mi"n)'DoD Chbt' h11t>r1r,1111oh Ou.le.it. 1nil Co "l'~'"C''ll !UP Olllcwl,if~'fi'fllP 
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131-~ W" rtco1'rl11·cr1tf !f1 I th,: l,ndcr ~::..rctn.~ ,1 !111111..:,~f\t.quj,;itl:,n, Tccnnolri'' .iuJ 
L.o:ii~t , •) ,M11bh•;fl i,:ulda11ce for idcmif!;i~ c~inntcl'l:i.11 o!Y'-tlic,-sJic.tsovcmm¢nt vll
rhc•,,hclt ,,,,11ponllnl> a,- <·dtical !nthim~tinn III h ,c,11111,. ,i.~cumc:nl 1.C<.ol~ and lminini; 

Ill I 1\, ~-JIii tl'.ll w VC(kr ~m o!'Ck'tcnM" l .\r,qui--Jtio..'l. T~· ~. 
-r.iJ !~I t,o.)111n,·lde i;11~,ce.:,n model~• bin 1i.,er, 11uppot1 o;pmg<.,,r.:i 
,'n->Q.'.:ll(,d !Jlr,r n "Ii' .:i VoC, sol! Cwnpc>," t>I RTr um, 11, 

ARM)' ID "il'O:\-Sr, c .. r..,111 w1tl1 c<>1runc11t l>ol) f.qecl.ln& eoinmcnl~ fron1 
CJ01·ernmer\l :rnd fndtmcy on po1cniial th~i~c~ 111 die l)tl<-1~ l'odcr,11 AC,qw1sihoH 

Rcs11IMio1l ~upplorncnc 1Df'AJl.,S) m JJdd,.,.,•~ ,,.q11I~ 11tllh, Jnr !htt ,afcg,1a:6ing nr 
uncl11s1.ltcd ,n101111"1,o,1 »tlhin in:ll!Str} 

~~-::.. We rce,,r.tr,~n.:1 ll~r 1&..: DiretlO'r. ~:,er '-"u 11\< ""rY ... ~ pt.:,\'..!.: ,i,,.d., ~,,. '" 
~I li&:i,ua,e , ihc L)O fo:n:. "25-'. ,n .~,lk> r,, Je • "lktc:ise S~i,} Str-i.;c 
"''" •~•nfonrii ,•~ey ~1.,,tll'(JkctcnlcdJITCiJ'lln• ~~ 

Ait\l~ Rr:'.)P0,"5.l ~ ... 1ttOJ;J:1m= fAU Cbuk£! __ .z,s_-o; ·~ 
Ritq..,.,...rll':III. b..., • I(' ,o:unc:o, ,.., ir.ccl Ultl SO.Ml ~· ,~quimn~ 1'1C!l1.itiN m tl',c 
:o-;.,:w:1lll I ·.du~1,&.J ~ :n-il} Mt:nL!Af (l\11ST'OM) ~1t1 Hlnh~r~ho D!> fom: 15·~ .,hnll h 
'.JS:d 1or «'nlr.ict$ ,1, •• fi.id u1 {~ <.:nnfitJ~tr1 •Q !'!ecrct n,r 1 ().., ,:cr,.1 level. u,, .. ,i;c~ It. 
l·AR J,m.,UAl,\'e ttnlJ p<•lt. \ wil l b~ re.quired to SUflf>(lrt Ul1',,1s,;ilkd ,•v::tracts cunia n)11a 

CPI. 

U3 Y.: r~\lfflmccJ ttu· 11:: l:n.;;,Se.;n:~ tll Ur'"~ (,\~on. -:i.dnuk•~ ;nd 
I r-.;1t11:1 ), 1 cvlt.ibc:lr.lluc v,1,1h ,r~ l"!llk-5«-:&al) .,1 llc!er.ic (Trl.;'.ii;~cm:e). 7•Ut~ 
,~, ,~~W> 1 o.r~ns: (Xn~i...s:ind ~·l\m:•Wf, lnt.,:rtf--,a !k.o ch~r 
l11fo~::ntf tw1 01 ll: '1 ,1-.v.clc~ SWldslrJa.:d ~idan.-"' Jori ru,n~ i. U' I 11,. ,!<'~ti m focu<e 
llj tl11: R11'( ,1n111111 it'1 
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DoD ln,Jl(c1or General ?rojm>lo. DWOS·D[NTOl -0242.u01 

h$uc 1\rt.a Five-: Rt'fcctivenc;es or l'olid~i: to Pro1t,ct Crili"111 l'n:,grnm toflmnncion 

l'l5·l We re:ommend 1ho1 ib~ A,~sQint Sccrew.rv i'.>fO;_.f.-.n~<'- (t\'?1v.-n,k~ nM 
lnfbrnmion lmegr~tionYl)ol) Chier lntbrm.'lti·~ll Officer. ii\ c~rJun~tion with the l,n<:kr 
- ~~n-i~rit~ ufr)tf~,,~~ fo, A,qui~ill<1n, l'ccimok,g~ :.rt<l ! .. 1-tislic~. ~.,,:i fc!l lnlcdligcn~c. 
de, clop and publ;;;ii securi~)' requirements t'.;,r conrrector~ procc.sing CPJ o~ (:.0:'llructl>r

,iwned tmd <J.mtmll~d infomwtfon syil'l:tr~. 

,\~J\'f\' l~lf.:Sf'O.I\St: Concur. DC>U ,s S,1:.:lir,i comn.un1, fo:1111 (:ii.ernmem and 
in<lu~ll') un polc'lt1al ,hangcs to the Oof~n,;; fcdct·al ,\<:quisifion Re<_;u!ath,n Supplcmc11t 
(OFAl'tS) 10 ac.d:re•5 1-cquill!met1ts. for (be sat:.:g1A,irding u.f'ur..:l11s,,ti~(I infoirnation 1111thio 
in,111~H) 

J<suc ,\roa ~ix: Abili~ ofC.:ollntel'i11teH~~nt<:1 Intelligence. and Sccuriiy to $11p))01'I rlte 
Protection of Critical Program (r,(omrntion. 

Ru. We r,;cC>HmknJ thstlhe Director. Od~MC S~cw ity $er,icc, de:emiinc an<;l prcpan; 
wdtten guidance t (l: 

J . What cm\ and sllm1td b~ cont.(Hnc,i -.i1hin lh« DP ;!SJ for tlte pro."Cd1iln of 
eon1m!tcct uncl~ssili(:(\ CPI, 4n,:J 

b. How program !'.'rot~urion ,;l:.oi.lcf he implemc~1led 1111n-.: l~·,c1 cf ~,llx:nncmw .. n:. 
~nd h6w lo vcri fy ennt,~cu,r <:, n1111 lh1 rice with the- DD Form 254 11ne th~ pro_gr1rn1 
l)TOlC,~r ,Oil p [l\ll 

ARMY RESPONSE: Conc!.lr. 

No ~t·t·ommcn:k1uon . 

.tssu~ Area £.ight~ AJl[llilllHio11 or t1<.1rizo11t:il Protecl ion o[ Cntm:i.1 Pr~rnm lnfon11~tio11 

BS. w~ r~cmnmend that die Under S~cn,ti,ry or!.)afon!<c. (lnte lligenceJ, in coor.dinal11111 

with tJie ll nde~S<".ct'<';~ry ,:,f l)cftn.e l/\¢'1t1isi liu11,- T ecluto!n~ and Logi$'tic:s}, ~ml the 
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