10-INTEL-07
July 21, 2010

[nspector (general

United States
Department o/ Defense

DEPUTY INSPECTOR GENERAL
FOR INTELLIGENCE

?',,orts to Protect Critical Program Information
he s Warfighter Informatlon Network -

[' o :: '

v—-‘"""f ...-lv-qrr

coe




Additional Information and Copies

For information and to request copies ol this reporl, conlact the DoD Office of Inspector
General at (703) 604-8841 or (DSN 6b64-8841).

Suggestions for Assessmentis

To suggest ideas for, or to request future audits or evaluations, contact the Office of the
Deputy Inspector General for Intelligence at (703) 604-8800 (DSN 664-8800) or
UNCLASSIFIED fax (703) 604-0043, ldeas and requests can also be mailed tor

ODIG-INTEL (ATTN: Intelligence Suggestions)
Department of Defense Inspector General

400 Army Navy Drive (Room 703)

Arlington, VA 22202-4704

Ta report fraud, waste, mismanagement, and abuse of authority.

Send written complaints e Defense Hotline, The Pentagon, Weshingran DC 203017500
Phone 800424 5068 gamail: hotline@dodigmd - wwwidodigmibhotfine

Acronyms and Abbreviations

ARTPC Army Research and Tedmology Protection Center

ASA(ALT) Assistant Secretary ol the Army (Acquisition. Logistics.
and lechnology

CPI Critical Program Informatiom

P Program Manager

RDA Research, Development, and Acquisition
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MEMORANDUM FOR: SEE DISTRIBUTION

SURIECT: Dob Efforts to Protect Critical Program Information:
The Army’s Warfighter Information Network — Tactical
(Report No. 10-INTEL-07)

We are providing this report for information and use, We considered
management comments on a draft of this report in preparing the final report

DoD Directive 7650.3 and Office of Management and Budget Circular No, A-
S0 require that recommendations be resolved prompily. While management gencrally
concurred with our recommendations, many ol the comments were only partially
responsive because they lacked either a description of actions for accomplishing the
recommendations or a date, and in some instances both. Thercfore, we are requesting
additional comments as indicated in the recommendations table on page ii by
August 20. 2010,

I possible. please send a .pdf file containing your comments 1o
fadodig.mil. Copies of the management comments must contain the
actual signature of the authorizing official. We are unable to accept the /Signed/
symbol in placc of the actual signature. 1f you arrange 10 send classified comments
clectronicallv. vou must send them over the SECRET Internet Protocol Router
Network 10 SRR < dodiz.smil.mil

As a result of management comments, we redirecied recommendations B2-2
and B6 1o reflect the Deputy Under Sceretary of Delense for HUMINT,
Counterintelligence. and Security as the cognizant authority for management
comments and recommendation B-R to reflect the Under Secretary of Defense for
Acquisition, Technology, and Logistics as the lead cognizant authority for
management comments. We received management comments from the two agencies
respectively.

le appreciate the courtesies extended to the sgaff. Please direc setions to
E I o (703) G0Feill (DSN 664 or ‘
{ .

U3 004 nets (DSN 6641

Patricia A. Branmn
Diepuly Inspector General
tor Intelligence
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Report No. 10-INTEL-07 (Project No. D2008-DINT01-0242.001)

Results in Brief: DoD Efforts to Protect
Critical Program Information: The Army’s
Warfighter Information Network — Tactical

July21.2010

What We Did

This is the [irst in a serics of assessments 10
determine how Dol) protects critical program
infarmation (CPI). The Army’s Warfighter
Information Network — Tactical (WIN=T9 is the
first of three acquisition category 1D programs of
record 10 be used as a case study 1o assess the
Department’s effectiveness in protecting CPL. We
conducted s gssessment in coordination with
DoD research. development, acquisition,
counterinielligence (CT). and security subject
matter experts. We analyzed key issuc arcas
telated 10 program protection. specifically: the
ability 1o identify and protect CPl; manage the
foreign visit program; apply program protection
horizontally; wain its workforce in program
protection; and optimize intelligence, CI, and
securily resources. threar data, and policics 1o
guide program protection efforts. Because the
WIN-T program has no foreign involvement, that
issue area was not relevant. We also assessed
DoD program protection efforts for
standardization of protection processes and their
application, oversight of protection processes and
responsibility faor protection cllorts.

What We Found

We found that while Dol and Army policy 1o
protect CP1 has progressed in recent years, there s
still a need for improvement. T'he Army has a
good process in place for identifying CPI through
integrated product teams and the Army Reseatch
and Technology Protection Center. However,
Arimy efforts to protect CPL are not integrated and
synchronized Lo the greatest extent possible, and
they are not optimizing the ability Lo provide
utiiform resedreh and technology profection across
the Army.

In addition, program oflicials were aware of
horizontal protection but had some reservations
about the security of the data; und the workforce
had reecived raining in program protection, but
lraining needs to be more tallored. Also. program
personnel used intelligence, Cl. and security
resources, threat data, and policies to guide

program protection elforts: however. more
coordination is needed among program,
intelligence, CL, and secarity persannel -
especially with Defensc Securily Service
personnel = in order o optimize their efforts.

What We Recommend

The Under Secretaries of Defense for Acquisition.
lechnology, and Logistics (USD{AT&L)) and for
Intelligence (USD{ 1)), the Assistant Secretary of
Defense for Networks and Inlormation
Integration/DoD Chief Information Officer (ASD
(NI1)/1DoD €CI10), and the Deputy Under Secretary
ol Defense for HUMINT, Counterintelligence,
and Security (DUSD{HCI&S)) should develop
policies related to CPI protection in the areas of
anti-tamper: commercial off-the-shelf
compongnts: model contract language,
standardized guidance lor training, security
rcqulrumnt:a Tor contractars processing CPI on
contractor information systems, and the host for
the horizontal pmtectmn database. The Assistunt
Secretary of the Army for Acquisition, Logistics,
and Technology (ASA(ALT)), the Commanding
(eneral, Army Materiel Command (CG. AMC).
und the Deputy Chief of Statf (DCS), G-2
(Intelligence) should determine the most effective
means o optimize Army research and technology
protection efforts. The USD(), should provide
guidance on model language and use of the DD
Form 254 to ensure aceess 1o and oversight of
controlled unclassified CPJ in defense industry,

Management Comments and

Our Response

While comments from USD(AT&.). USD(I).
ASD/NIL DUSD (HCT&S), ASA(ALT). Aany
Deputy Chief of Siaff. G-2 (Imelligence) and CG.
AMC generally concurred with our
recommendations, many of the comments were
only partially responsive because they lacked
gither a description of actions for accomplishing
the récommendations. a date. and 11 some
instances bath in meeting the intent of the
recommendations. Please see the
recommendations table on the back of this page.



Report No, 10-INTEL-07 (Project No. D2008-DINTO1-0242.001)

Recommendations Table

Management Recommendations
Requiring Comment

Under Secretary of Defense Bi1-1, B1-2, B2-1, B-3, B5-1

(Acquisition, Technology, and

Logistics)

Under Secretary of Defense Bl-1

(Intelligence)

Assistant Secretary of Defense
(Networks and Information
Integration)/DoD) Chief
Information Officer

Depuly Under Secretary of B2-2, B6
Defense (HUMINT.
Counterintelligence, and Security)

Assistant Secretary of the Army
(Acquisition, T.ogistics, and
Technology)

Commanding General, Army
Materiel Command

Army Deputy Chiel ol Stall, G-2

(Intelligence)

Please provide comments by August 13, 2010.
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No Additional Comments
Required

B1-1, B1-2, B2-1, B3, B5-1,
BS

B1-1, B3, B5-1, B8

Bi-1, B3, B5-1, B8

BZ "-2 s BG
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Introduction

Prolecting eritical program information (CP1) 18 imperative in order for the U.S, 1o
maintain the technologically-dependent cutting edge of iis weapon systems. Uritical
program mlormation is defined as elements or components of’ a research, development, or
sequisition (RDA) program that, i compromised, could cause significant degradatior in
mission ellectiveness; shorten the expected combat-effective life of the system; reduce
technological advantage: significantly alter program direction; or enable an adversary to
defeat, counter, copy, or reverse-engineer the technology or capability. Critical program
information includes information about upplications, capabilities. processes, and end
itemns; elements or components critical 1o @ mililary system’s or network s mission
effectiveness; and technology that would reduce the LS. technological advantage if it
came under foreign control.

Objective

The objective of this program protection assessment pilot was to determine how
effectively DoD identifies and protects CPL. Specifically. we assessed the following
eight key areas critical to effective program protection:

ability to identify CPI;

effectiveness in developing and implenmienting a program protection plan:
training efforts for the protection of CPT;

use of resaurces lor the protection of CPIL

effectiveness of policics to protect CPT;

ability of counterintelligence, intelligence, and security to support the
protection of CP,

« cifectiveness of the foreign visit program: and

= application of “horizontal protection” of CPL

On December 12, 2008. the DoD Office of the Inspector General, Deputy Inspector
Gieneral lor Tmelligence and the Deputy Under Secretary of Defense (Acquisition and
Technology) cosigned a letter announcing the concept of this program protection
asscssment. The goal of the project was Lo conduct three assessments Lo evaluate how
effectively DoD and cach Mihtary Depariment identify and protect CPL. The Warfighier
Information Netwaork — Tactical (WIN-T) is the first acquisition category (ACAT) ID'
program of record asscssed as part of the pilot. See Appendix A for g discussion ol the
scope and methodology.

" Acquisition Category T programs are major Defense scquisition programs. A njor Defense acquisition
program is a program estimaled by the USINAT&L) w0 require eventual expend|sure for rescarch,
deveiopment, test, and evalustion of more than $363 million or procuremant of mnore than $2 19 billian. or
those designated by the USINATEL) W be major Defense acquisition programs or spacial interest
programs. Acguisition caregory L progrims heve two subgaregories: The first subgategory [s ACAT IC, fow
wihich the milestone decision authority Is the DoD Companent Tead or. if delegated. the Compondnt
Acgusition Execurive. The second subcategory is ACAT ID, for which the milesione decision surhority is
the USD(AT&L). The Defense Acquisition Roard advises the USDIAT&L) at major decision points. The
USDIATEL ) desigmares programs 4s ACAT 1D or ACAT IC.

[



Background

Warfighter Information Network — Tactical. WIN-T is a high-speed and high-
capacily communications network designed to be the Army’s tactical Internet. WIN-T 18
intended to provide reliable, secure, and seamless communications for theater and below
initially 1w modular” brigade combat teams (and eventyally to Future Combal Syslems
brigade combat tcams), WIN-T 15 being developed and felded in four increments that
will build on one another:

¢ Increment 1 is the former Joint Network Node-Network program — stationary
networking, which enables the exchange ol voice, video, data. and imagery
thraughout the lactical battlefield using a satellite-based network,

e Increment 2 — networking on the move, provides command and control on the
move down o the company level for maneuver brigades and implements the core
network capability:

= Increment 3 — [ull networking on the move, provides full mobility commund and
control, fo include 'nture Combat System support. (or divisions and below: and

e Increment 4 — protected satellite communications on the move. includes access to
the next gencration of protected satellites while retaining all previous on the move
capabililies.

Research and Technology Protection Oversight in the Army — The Army Inspector
General and the Army Audit Ageney. Through its Technical Inspections and
Intelligence Oversight divisions, the Army Inspector General provides the Army’s input
1o the ammual summary report’ of inspeetions an security. technology protection, and
counterintelligence practices al research, development, test. and evaluation (RDT&E)
facilities. The inspections focus on RDI&E facilites or mstallations with RD &1
tenants, including Government-owned, contractor-operated and contractor-owned.
contractor-operaled operations. The inspections check [or compliance with Army
guidance and identify for Army leadership ways 1o improve programs and [acility
sceurity and disseminate best practices. By focusing on the inspection results, the Army
Inspector General heightens awareness across the community and cffectively addresses
sceurity vulnerabililies in Army laboratories and across all Army programs.

At the request of the Secretary of the Army, the Army Audit Agency audited the Army’s
research and technology protection (RTP) program. issuing five repotts between May
2008 and April 2009, Neither the Warfighter Information Network -Tactical nor its
program execulive office was audited by the Arnmy Audit Agency, However, the Army
Audit Agency audits encompassed multiple locations and focused on the adequacy of
procedures used to identify and proteet CPI at Army program executive offices. a locus
directly related to our asscssment elforts.

* Modulariey is a major restruciuring of the entire Army, livolving the ereation of Brigade combat teams.
from a Division-based force. The foundation of the modylar farce Is the creation ol standardized modular
combat Brigades designed to be stand-alone. sell-sufficient units that are more rapidly deployable and
better able [0 condiset jomt operations than divisions.
" Prepared by the DoD Office of the Inspector General, Office ol the Deputy Inspector Genelal for
Intellizence, based on a request by the Deputy Secretary of Defense (o ensure implemeniation of a uniform
system ol periodic reviews thrangh the existing ageney and Service inspection processes lor compliance
with direclives concermimg security, rechinplogy pruletion. and counrerintelligence pracuices.

s ok e s

2



| he Army Audit Ageacy stated that -\.:1:.;. program executive offices had adeguale

or

for idennlving CPLIL h = > IMIDIOVEMCILS WETE | led 1n 1ssuing

_:'!.!ui.ll']i.l: 10 prog

oocdures

he Army Audit Agency also
recommended isswing pohcies and procedy u‘o‘- for providing protection guidance to uscrs
of end items with CPL and having the working group hcu*“ stablished to develop an
Army regulation wo implement DoD Instruction 320039 address the issues identified in
the audit

Criteria

DoD Policy and Implementation Guidance

It 18 DoD policy to provide uncomproimised and secure military systems (o the warlighier
by performing uunp]‘uh:n.~:n e protection of CPI through the integrated and \_‘n}Llllt‘TU«.'..'d
application of counterintelligence, intelligence, security, systems cngineenng, and other
defensive conmermeasures Lo mitigate risk, |'atlure 1o apply consistent protection of CPI
may resull in the loss of confidentiality, mtegrily, or availability of CPL, resulting in the
impairment of the warfighter's capability and Daol)'s technological superiority
Additionally. it is DoD policy to mitigate the exploitation of CPL; extend the operational
effectiveness of military systems through .mr‘rhumnnur appropriate risk management
strategics: employ the most effective protection measures. to include system assurun

ant :-ni -tumper; conduct comparative analysis of defense systems” technologies L:mJ i
order that CPI pretection 1s J|-- ned ’ml'.-mul‘ throughout the DoD. document the
measures in a program protection plun. Furthenmore. DoD pohcy requires that contracts

supporting RDA programs wherein CPJl has been identified sh

contain contractusl

CTRIN | uur 1e the contractor 10 protect the CP1 1o DeD stand

DoD Instruction 3200.39 =( rilu‘ il Program Information (CPI) Pruut'linn Within
the Department of Defense,” July 16, 2008 defines whal constitutes CPl; establishes
policy for the protection of CPI; and assigns responsibilities for counterinie I|,:c|!u‘,
intelligence, security, and syslems engineering support lor the identification and
protection of CPL Furthermore, it details responsthilities relating o the identiheation of
(. PTand the implementation of program protection p]am to Dol Components; and
implements relevant parts of Dol Directive S000.01. “The Defense Acquisition System,”
Dol Insiruction 5000.02, “Operation of the Defense Acquisition System;” December 8.
2008, and continues 1o authorize the 1sc of DoD 5200 1-M. *Acquistiion Syslems
Protection Program.” March 1994, 1o serve as implementation gumdance. Also, DoD
Instruction 5200.39 supplements existing policies and guidance related 10 the security of
DoD personnel, information, resources, installations. and operations to include DoD
work or supporting DoD RDA efforts

CONIractors porionnmi

Lionzoenial prolection ensures that ardical Delense weehrologies, inciu | program mtornnanon

wsociated with more than one RODA progmm are protecied w all involved DoD

wiivilies. 1t s Dol policy to conduct comparative snalysis of Defense systems rechnologles and align
eritical program mtormation profection aclivities horizontally pui Dok

i
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DoD Instruction 5000.02 “Operation of the Defense Acquisition System,”
December 8, 2008 cstablishes within DD acquisition policy that during the technology
development phase that the technology development strategy shall document a bisting of
CPI and potential countermeasures. such as anti-tamper, in order to inform program
protection planning and design integration. Further, CPI shall be identitied as early as
possible, and shall inform the preparation of the program protection plan. Additionaily.
during the engincering and manufacturmyg development phase it states that the protection
of CP1 is implemented by applying appropriate system engineering and security
technigues. such as anti-tamper, Moreover. DoD) Instruction 5000.02. Enclosure 4 details
*Statutory and Regulatory Information and Milestone Reguirements™ that apply 1o all
acquisition programs, and delails each milestone and decision point setting [orth
mandatory requirements refevant to the identification and protection of CPL

DoD 5200.1-M *Acquisition Systems Protection Program,” March 1994 prescribes
standards, criteria. and methodology For the identification and protectian of CPI
(described as Essential Program Information, [echnologies. and/or Svstems within this
Manual) within Dol acquisition programs. The prolection standards and guidance
described within this Manual are required to prevent foreign intelligence collection and
unauthorized disclosure of cssential program inlormation, technologies and/or sysiems
during the DoD acquisition process.

Defense Acquisition Guidebook, Chapter 8, “lntelligence. Countermielhigence, and
Security Support,” addresses actions required once CPI is identified within an acquisition
program and 1dentilies the ¢ritical elements in a comprehensive acquisition protection
strategy, including:

s the responsibilities of program managers (PM) in the prevention of inadvertent
transfers ol dual-use and leading-edge military technologies used in defense
platforms:

« the availability ol mlelligence, counteriniellipence, and security support for
acquisition programs and the requirement Lo use them; and

e guidance and deseriptions of support available for protecting technologies,

Army Policy and Implementation Guidance

Army Regulation 70-1, “Army Acquisition Policy,” December 31, 2003 implements
DoD Directive 5000.1, DoD Instruction 5000.2, and governs RDA and life-cycle
management of Army materiel within Avmy acquisition programs. This regulation is the
first order of precedence (or managing Aemy acquisition programs following the Federal
Acquisition Regulation, Defense Federal Acguisition Regulation Supplement, DoD
regulation dircction and Army Federal Acquisition Regulation Supplement. It assigns
responsibility for security, intelligence, and countenntelligence. policy for the Army’s
acquisition process and lor security. intelligence and counlerintelligence support 1o Army
acquisition programs with CPL

Department of the Army Pamphlet 70-3, “Army Acquisition Procedures,”

January 28, 2008 provides guidance on matericl acquisttion management and is used in
conjunction with Dol Directive 5000.01. DoD Tnstruction 5000,02. and Army
Regulation 70-1. I1 contains informatinn relevant to RDA and hile-cvele management ol
Army matericl 10 sutisfy approved Army requirements. Tt detuils timelines and
procedures (or CPT identification, the development of a program protection plan, and
obtaining threat products. Additionally, it provides guidelines for information security
invalving controlled unclassified information w foreign entities.
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Army Regulation 380-10, “Foreign Disclosure and Contacts With Foreign
Representatives,” June 22, 2005 implements the national policy and procedures [or the
disclosure of classified military information to foreign governments and international
orzanizations, us detailed in Dol Directives 5250.11 and 5220,20 and in DoD) Instruction
2040-02," The regulation addresses three areas;

. Egjlfml disclosure policies, the authority to disclose, and the delegation of
authority:

o modes. methods, and channels for disclosures of classified military information:
and

s the Army’s technology protection program.

Relative to CPI, the regulation delails the establishment and composition of a teehnology
control panel to review and develop policy retated to the Army's critical technologies.

Army Regulution 381-11, “Intelligence Support to Capability Development,”
January 26, 2007 provides palicies. responsibilities. and procedures to ensure that threat
considcrations are incorporated into the Defensé acquisition process and the Joint
Capabilitics Integration and Development System. The regulation provides detailed
implementation of intelligence activities that support CPI identification; the development
ol threat products, i.¢. System Threat Assessment Report. Multidisciplinary
Counterinteiligence Threat Assessment. that support research and teclmology protection,
and (oreign disclosure determinations.

Summary of Report

We organized the results of this assessment into two findings. Finding A discusses the
policies and structure of the Army o protect CPI and details how the Ammy's efforts to
protect CPI could be strengthened Lo better protect Army research and rechuology
programs and activities across the Army. In Finding B, we use WIN-T as a case study w
assess the cight issue areas. We address each issue area separalely, focusing on
standardization of protection provesses and their application, oversight ol the protection
proccsses. and responsibility for the protection. We assess whether the published

idance on the protection of' CPT in each issuc area was relevant and whether program,
intelligence, counterintelligence. and security personnel adhered 1o the guidance, In
those instances where efforts 1o protect CPL could be strengthened, we make
recommendations for improvements. We ulso note best practices.

* DoD Divective $230.11. “Disclaswre of Classilied Military Infoemation to Government and Iremstional
Orgunizanons, Juns 16, 1992 DoD Directive 5230 20, “Visits and Assignmients of Foreign Natlonals ™
June 22 2005 and Dally Instuction 202002, “Tniernations| Transkers of Technology, Articles and

Services,” July 10, 2008.
5



Finding A. Army Policy and Structure Need
Improved Integration for Maximum
Protection of Critical Program Information

Current rescarch and technology protection (R'1'P) efloris of the Army do not provide the
most efTicient and comprehensive technology protection. The three key participants in
the Army’s RTP process are the Assistant Secretary of the Army (Aequsition, Logistics,
and Technology) (ASA)ALT): the Communding Gencral, Army Materiel Command; and
the Deputy Chict of StalT, G-2 (Intelligence); however. their efforts are nol integrated and
synchronized 1o the én'eatest extent possible, and they are not optimizing the ahility to
provide standardized efforts Ly protect Army research and technology programs or
activities across the Army.

Policies Establishing Roles for Research and

Technology Protection

DoD and the Army continually seck ways to deal with the complexities of program
pratection because synchronization deross so many eommands and functionul areas isa
challenge,

Department of Defense Policy

DoD nstruction 5200.39 establishes the responsibilities of the Under Secretary of
Defense (Acquisition. Technology. and Logistics) (USD(AT&T )) for the prowetion of
CPl in DoD acquisition programs. It instructs the USI(AT&L) to lead in the
establishment of a consistent process for the identification and protection of CPl and to
require a program proteetion plan® for RDA programs in which CPI has been identificd

As the milestone deciston authonty for major defense acquisition programs, the
USD(AT&L) also has the lead in cstablishing procedures outlining program protection
plan development and approval i collaboration with the Under Secretary of Defense
(Intelligence). the Assistant Secretary ol Detense (Networks and Information
Integration)/Dol) Chief Information Officer, the Under Secretary of Defense (Policy).
and with Dol Components.

" The program profection plan 15 designed as a dynamic planming rool to caplure in a single document the
most effective means to protect CPI from unautharized forcign collection acrivities and unsuthorized
disclosure; and to develop those protection measures thal will ensuréa combat system's eflectiveness
throughout its lifceyele, When a determination of CPI s made. a program protection plan is required for
milestone decision authority review and approval ar all milestones. Vhe program protection plan is
required 1o address (he foreign collection threat to the CP1 that has been idenrified by Inwelligence and
countesintelligence pgencies. Within the Army, the PM is required to develop the progeam protection plan
To this end. the PM is supported by the Deputy Chief of Staff, G-2's Army Research und Technology
Protection Center, and the Army Meateriel Command, G-2. Based upon the (deatification of CPL the PM
ubtains validated threal products from the Arniy Counterinrelligence Center. and the svstem (hreat
assessment from the Nanonal Ground Inwlligence Center in order to develop credible, cost effective system
engineered security and counlermensures.
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in addition. Do Instruction 5200.39 authorizes the USDIAT&L) to provide direction
and managcment oversight for the identification and protection ol CPIl for programs
under the cogmzance of the USDIAT&L).

Army Policy

I'o implement the requirements to prateet CP1, Army Regulation 70-17 established an
Army Research and Technology Protection Center (ARTPC) under the auspices of the
Deputy Chict of Stall, G-2. The ARTPC was created 1o support aequisition programs
aver wineh the Army has cognizance by integrating and synchironizing sccunty.
intelligence. counterintelligence, foreign disclosure. and security counlermeasure support
lo RTT activities Army-wide.

Army Regulation 381-11 tasks the ASA(ALT) to ensure that there are sullicient
intelligence resourees s:?;xgm long-range planning and that plans reflect the threat.
Army Regulation 381-11 al: requires the ASA(ALT) to obtain and fund
muludisciplinary intelligence support for RDA requircments. As the Army Acquisition
Executive, the ASA(ALT) serves as the milestone decision authority for major Army
acquisition programs and has approval authority for corresponding acquisition program
protection plans.

Army Regulation 381-11 requires the Armyy Materiel Command to determine intelligence
support requirements for threats 1o capability development under Army Materiel
Command purview and Lo provide requisite threat support in collaboration with other
thrent support activities and the Deputy Chief of Staff. G-2: provide loreign intelligence
officers at the appropriate Lile Cyele Management Commands, Research, Development.
and Engineening Comumands. and laboratones 1o serve as the primary sources of
multidisciplinary intelligence support to program executive offices/PMs and technical
and laboratory directors: coordinate with program executive offices/PMs and the Deputy
Chief of Staff, G-2. 1o ensure sppropriate funding is provided for multidisciplinary
intelligence support of Army RDA programs; serve as the Army point of contact for
coordination of mput 10 the military critical technology bist; provide multidisciplinary
intelligence support and guidance to technology-based programs: and provide threat input
Lo program management docurments,

Where intelligence gaps exist. the Regulation requires the Army Matericl Command to
preparc and submil requirements for new intellifgancc; provide technology assessments in
support ol international cooperative programs, foreign comparative testing, technology
protection, and export control activities; and identify and submit command intelligence
SUPPOr requirements.

" At the ngie Army Regulation 70-1 was published, Dol Directive 3200 29, “Security, Intelligence. and
Coumerintel ligence Support (o Acguisition Program Protection,” Sspiember 10, 1997 was the existing
guidance for the protection of CP1L howeyer. Dol Instvetion 5200.39 was published in 2008 and provides
the eurren guidance tor the protectian of CPL

7



The Army’s Research and Technology Protection Program

n‘ \lu‘ -_QUIE‘T! !\l[..j‘_'!

wWds U '|‘|I:' L\""-'-\cL1 I '.'r.._( !l:T\"._.\_,_L Lll][.'_,lfi".\l'
'.-‘.H‘ : i--lhn.}u SHION Programs wi lq'l and 1o Rescarch, Development, and

Engineering Centers where ¢ritical rescarch 18 conducted. The acquisition. security
mtelligence, and coumenntelhgence ulllrl.H]I\\['L."i work together 10 develop an imlegrated
approach to protecting the sophisticated technology m Defense systenis

nder this program. the ASAIALT) has overall responsibility for protection ol resgarch
and technology, To support these protecuon efloris, the Army \-'];li-cria‘l Command has
Jife-cyele protection responsibilities: and the Deputy Chicef of Stafll (3-
SECUrity,

E'rlll'\hl(.“-
intellizence. and counterintelligence support

e ASA(ALT). in conjunction with :'._'}"I'\'HL'T'I['J.LI es from the Army Materiel Command

and the Depury Chaet ol Stalll G-2. 15 developing R'TP policy

ASA(ALT) anticipates that the policy -~.;l be completed by T

for the Armmy IThe
Yecember 13, 2010

Players and Roles

Army’s Defense Industrial Base® Cyber Security Office

[he Army Defense Industrial Base Cyber Security Olfice, formerly the Army Defense
Industrial Base Cvber Sce urily Task Fore ', was created i the ASALAT T) 1o address two
key trends lacing program protection in the defense indusiral base,

(1 y digitalizanon of
information and (2) globalization of economic activity.

¢ Digitalization ol information has introduced :__'u. ater risk ol compromise of Dol)-
controlled unclassified information, held by the defense industrial base. thal is
used in the development ol warfightine svstems durine the acguisition life cyele

-

pa OASA ALT - (b)(4)

Ihese trends necessitate a much more comprehensive approach o acquisition risk
management than has oaditionally been taken

ork For 1)

, ense indusinal hase equip, inforai mobilize, deploy
conducting military opetations




celing CPL

elinitions, responsiiies. and roles tor prot

Because no single otfice existed within the Army 1o manage these and other emierging
risks. the ASACALT) created the Defense Industrial Base Cyber Security Office, which s
responsible [br organizing and coordinating Army efforis to mitigate risks 1o Army
acquisition programs. The Defense Industrial Base Cyber Security Office focuses on
countering cyber extraction of controlled unclassified information from defense industrial
base unclassified networks. For more information on the Army Defense Indusinal Base
Cyber Security Office, see Appendix E.

Army Materiel Command

The Army Materiel Command is the Army's principal materiel developer and is the
Army’s Exceutive Agent for RTP across the materiel lifecyele. In the Army™s 2009
campaign plan, the Army Matericl Command was tasked to. in conjunction with the
ASA(ALT) and the Tramning and Doctrine Command. develop and field advanced
It.t.hm‘t*lg\ lo provide matericl sohaions 1o the current and future forees and to establish
safeguards for newly developed and existing 1echnologies through clfective technology
proteclion programs.

[he misston of the Army Materiel Command, G-2 (Intelligence) 15 (o protect scnsitive
programs and information, identify threats 1o current capabilities and technologies under
development, and provide intelligence and security support o Armmy Materiel Command
strategic plans and operations.

Ihe mission of the Army Matenel Command, G-2"s Technology Protection Division is (o
wdentfy and protect CPI from the carlicst point possible to mitigate the risk of
compromise. This is accomplished through developing, implementing and overseeing
policies and programs w ensure their relevance and effectivencss lhwu.».',huu! the
commands: through ensuring that the reseurch and technology program i1s mainstreamed
by the RDA community; z‘md through providing comprehensive countermielligence
support to Army Maleriel Command requirements,

| he Army Maleriel Command also has a Technology Protection Officer located st fouy
Life Cyele Management Commands to provide expert, authoritative, multidisciplinary
security., program protection, and policy advice; conduet multidisciplinary protection
planning of weapons systems. programs, and projects: and provide life-cycle prorection
Support W pre-scquisition and acguasition programs, whether in development or lielded,
The 1echnology protection olficer conducts in-deplh technology assessments and system
dcwmposm{m of RDT&E and acquisition programs 1o identify CP1

The Technology Prolection Officer orchesirates und synchronizes program protection
support activities, including security. program protechon, program protection fraining,
classification management, industeial seeurity, operations security. public affairs, syslem
security engineering, threar data requirements, counterintelligence, technical intelligence.
foreign disclosure, anti-tamper measures, and technology iransition.



The Techmology Protection Officer integrales requirements for threal intelligence, risk
assessments, vulnerability analysis, program protection plans, technology control plans,
and countermeasure implementation. li:‘ Technology Protection Officer also manages
issues such as national disclosure policy, loreign relations. commereial and dual-usc
commodities. and export controls.

During our on site visit 10 talk with WIN-T program, CECOM Life Cycle Management
Command, counlerintelligence, and Defense Secunity Service officials. the technology
protection officer had relocaled to Aberdeen Proving Ground. MDD, we discovered thal
the Technology Protection Officer was also not represented on the WIN-T integrated
product team process,

The Army Deputy Chief of Staff, G-2/and the Army Research and
Technology Protection Center

I'he concept of the ARTPC. under the Deputy Chiel of Swaff, G-2, evolved m August
2000, when the Chief of Staff of the Army asked “How will we ensure when we ficid
FCS [Future Combat System}/Objective Foree that the technological overmaich
designed-in is protected?” That question was the impetus for an assessment of how the
Army protects research and technology, The assessment identified the followmg
protection obstacles and deficicneies.

Accountable officials lacked knowledge about protection planning,

Policies were parochial. ambiguous, or contradictory.

Congigtency in meeting protection requirements was lacking,

No standard of sufficiency existed, leading to overprotection or underprotection.

In response, the Army sought 1o estabhish a consistent process and standard for
technology protection by:

providing [ull-time. skilled technology protection support:

assigning Technology Protection Engineers 1o acquisition nodes:

providing onsile ot “on request” support 10 PMs:

miegrating and coordinating technology protection efforts of athers;

continuing mission area analysis 10 enable continuous improvement; and
assembling functional experts in program protection, threat mapagement. [oreign
disclosure, security. vulnerability, pnd policy: Technology Protection Engineers:"
and program profection architects:'

" The Delense Security Service: assists DoD Component cotnterintelligence elements in coordinaing the
exgcution of a counterintelligence suppon plast 8l clesred Defense contractlors with TP develops and
conduets mraining for Dob and Defenze contraclor security persomnnel regarding CPI protection activities;
and during the conduct af regularly scheduled securily inspections ar cleared Defuornse contractor facilitics,
derermine il thure are any contractually imposed pratection measures for CPT related 1o classified contracts
at these locations,

" Technology protection engimeers have the following types of rechnical cducation and experience:
clectrical engineering, mechunical engineering, Industrial engineering, system socurity enginesring,
software engineering. seromaulical engineermg, nuclear engineermg. sxformation echnology, physics, and
chemistry.

"' Program protection architects have the following types of technical education snd experiences: sceurity,
intelligence, and law enforcement backgronnds: program profecrion, information security , information

=z o i o op
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To establish consistency and w standurdize CPl identification and protection Anmy-wide,
the ARTPC was established by the Deputy Chiel of Siaff, G-2 in October 2002, The
ARTPC’s purpose is to ensure that the RTP planning process achieves the goal of
proteeting the Army's CPL The ASA(ALT) issued a memorandum that encourages
Army acquisition programs 10 use the ARTPC in idemifying CP1 in their programs. [n fts
efforts 1o suppurt Army RTP efforts, the ARTPC has adopied a 360-degree protection
approach, consisung of:

security classification guides,

delegation of disclosure authorily leters,
A communications strategy,

contracts.

patents.

operations (including testing),
operations security.

C'Pl identification.

program protection plans, and
technology protection plans.

® & &8 & 8 & " & %0

Ihe ARTPC takes a best practice approach in composing its RTP teams. 11 integrates
technologists, engincers. and secunity experts to assist m the two most important aspects
of RTP: 1dentification of CPL and implementation of countermeasures (o protect CPIL,
That the ARIPC has engineers und 1echnologists who ave trained in counterintelligence
and security, as opposed to cnuntcrinlﬂlli%eﬂce and security prafessionals who receive
training in engineering und technologies, helps them better understand cutting-cdge
technologies and the threats to those lechnologies — especially in developing and
implementing countermeasures to counter these threats as early in the process as possible.

Areas to Improve Integration, Synchronization, and Optimization for
Maximum Protection of Critical Program Information

I'o highlight where the program protection structure is unéven. the Deputy Chief of Stall
(i-2"s ARTPC has a good blend of technical and program security professionals;
however, their role is limited to the facilitation of CP1 identification and corresponding
countermeasure development.

The Army Material Command has life-cycle CPI protection responsibilitics. but the
technology protection officer was not integrated into the WIN-T integrated product team
process, and although the Program Fxecutive Office for Command, Control,
Communications Tactical has comprehiensive program protection plan implementation
guidance, the list of program protection team representation does not include the
technology protection officer. The Army Materiel Command’s life-cycle protection
efforts would he enhanced by being imvolved in all aspeets of program protection,
especially sustainment and demilitarization.

assurance, classification management, physical seeunty. operations securily. counterintelligence threg
amlysis, counterintelligence operations, human inteltigence, Taw enforcement spocial access program
security. personnel security. forcign disclosure policy, industrial security, anti-terrarian, thres analysis,
tactical intelligence, operational intelligence, strategic intellizence. and asset profeciion.
P ST TP e Y
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Above all, the ASA(ALT), primarily through 1ts program executive offices and PMs, has
responsibility for all aspects of program execution, to include security. By ensuring
program executive offices and PMs are cognizant of standardized protection prucesses
and their application, overseeing the prolection processes. and knowing their
responsibility for and leveraging protection eftorts, 11 will greatly support the program
poals of cost. schedule, and performance when making security-related decisions, such as
the application of countermeasures like anti-tamper, the associated costs, und the
subsequent effectiveness of those countermeasures.

Alrthough the above policies highlight the diflerent roles and responsibihties for the Army
to protect its CPL, the policics do not focus on total integration of security, intelligence.
and counterintelligence throughout & program’s lifecyvele. In us April 29, 2009 report
“Army Research and Technology Protection Program: Office of the Assistant Secretary
of the Army (Acquisition, Logisties, and Technology).” Audit Report No, A-2009-0094-
ZBL the Army Audir Agency recommended thar the ASA(ALT) issue puidance
program executives 1 document determinations that systems do not comain CPT: obtain
protection gwidance (rom other programs that provide items with CPI. assign
responsibility for implementing program protection plans: ensure that statements of work
clearly describe the requirements for contractors to implement program protection plans;
develop a tracking system (0 monitor the implementation status of countermeasures:
develop and issue policy and procedures [or providing protection gudance to users of
end items with CPL; and |most importantly] ensure thal the working group being
established to develop an Army regulation o implement DoD Instruction 3200,39
address the issucs identified in the audit. The ASA(ALT) agreed and is in the process of
implementing the recommendations,

As the lead for developing RTP poliey for the Army. the ASA(ATT), in conjunction with
the Army Materiel Command. and the Dc'gn Chigl of Staff, G-2 can ensure that the
Army s new RTP policy standardizes RTP elforts, as well as clewrly delincawe
responsibilities o mtegrate, synchronize, and optimize Army cradle-to-grave efforts o
protect CPI, The ASA(ALT), through this process, can also ensure (hut Army cfforts 1o
protect CP1 are closely aligned with DoD efforts and guidance.

Conclusion

Protection activities span Military Departmemts, DoD agencics. and beyond, coordination
and integration of RTP requires Department-level emphasis and involvement. Aligning
Army RTP ¢fforts with ongoing DoD R1P efforts, as outlined in DoD Instruction
5200.39, will allow greater integration and synchronization across the Army and DaD.
Policy, training, and oversight should be synchronized to allow the most effective use of
RTP personnel and 1o ensure proper execution of program protection plans. from concept
to demilitanzution

Additionally. the ASA{ALT) appuints the PM. who is responsible for all aspects of
program execution, including its security, As the central participant for program
protection, the PM should have a complete understanding of the capabilities that the
security, intelligence, and counterintelligence communitics can provide.

Because the ARTPC takes a best practice approach in the formulation of its RTP teams. it
greatly enhances the leams” ability to provide assistance in the two most important
Esgfcts of RTP - identificanion of CPl and implementation of counlermeasures 1o protect

e A L e s s
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Integrated product teams could benefit immeasurably from the unique perspective of the
ARTPC. The ARTPC concept 1s also mitegral 10 any command s functions [or executing
R1TP: integration and synchronization of CPL countermeasures from cradle 10 grave.

As the Army's matericl developer, the Army Materiel Command has responsibility for
R1P suppont 1o all Army organizations executing RDA across the mareriel lifecycle.
Maoreover, with the dedicated RTP support provided by the ARTPC and the Army
Materie! Command, G-2, specifically with the Technology Protection Engineers und
technology protection officers, the PM could ensure that they are optimizing the available
RTP support to the greatest extent possible. Tlowever, this does not oecur in a concerted
and deliberate mamner. The ASA(ALT), Army Materiel Command, and Deputy Chief of
Stalf, G-2 must ensurc that their RTP efforts, policy. and traiming are integrated,
synchronized and optimized, and are aligned with Dol efforts.

Recommendations, Management Comments, and Our

Response

A. We recommend that the Assistant Sceretary of the Army for Acquisition,
Logistics, and Technology, in conjunction with the Commanding General, Army
Materiel Command, and the Army Deputy Chief of Staff, G-2. review and develop a
plan ol action that will result in the most efficient and effective means to integrate,
synchronize, and optimize research and technology pratection efforts for the Army,

Management Comments

On behalf of the Commanding General, Army Materiel Command and the Army Deputy
Chiel of Swlt, G-2, the Assistamt Secretary of the Army for Acquisition. Logisties, and
Technology concurred with the recommendation. The Assistant Seerctary of the Army
for Acquisitinn. Logistics, and T'echnology. with input from the Army Deputy Chiel of
Staff. G-2, the Army Research and Technology Protection Center, and the Army Materiel
Command -2 are developing an Army regulation that will address research and
technology protection responsibilities to ensure Army programs properly identify eritical
program information and implement counfermeasures to effectively prevemn compromise
of ¢ntical program information. The Assistant Sceretary of the Anmy for Acguisition,
Logistics. and Technology expects 10 publish the regulation by December 15, 2010,

Our Response

I'he consolidated comments of the Assistant Secretary of the Army for Acquisition.
Logistics, and Technology. the Commanding General. Army Materiel Command, and the
Army Deputy Chief of Staff, G=2 are responsive and meet the intent of the
recommendation. Please proyide us a draft of the regulation prior 1o issuance.



Finding B. The Army’s Warfighter
Information Network — Tactical Program’s
Efforts to Protect Critical Program
Information

Within the framework of the eight issue arcas, we assessed program protection efforts for
standardization of CPT protection processes and their application, oversight of the CPI
protection process and its implementation. and responsibility for the protection of CPI,
using the Army’s WIN-T as a program of record casc study. Recent DoD issuances, such
as DoD Instruction 5200.39, were the primary assessment tool for this pilot and have
established a good framework for RTP. Towever, and in ?ite of demonstrated best
practices, efforts arc not fully integrated, synchronized, and optimized to the greatest
extent possible and do not provide standardized efforts to protect CP[ across the
Department. We found the following:

e Areas of existing issuances need to be enhanced: new guidance needs to be
crafted, such as guidance for anti-tamper measures: and the DoD CPI protection
manual containing detailed measures for RTP should be promulgated.

* Guidance should be established for identifying commercial off-the-
shell/government off-the-shelf components as critical program information, to
include assessment tools and training.

« Standardized guidance for training in CPI protection should be developed for use
by the RTP community.

o (Guidance should be provided on model contract language in support of program
protection planning to DoD and Component RTP officials.

¢ Gudance should be developed that describes:

o what can and should be contumned in the DD Form 234, "Department of
Defense Contract Security Classification Specification,” for the protection
of controlled unclassificd CP1,

o how program protection should be implemented at the level of
subcontractors, and how to verily contractor compliunce with the
DD Form 254 and the program profection plan

o Security requircments for contractors processing CPI on non-DoD information
svstems should be developed and pubEshcd.

e The appropriateness ol using the Secret Intermet Protoeol Router network as the
host for the horizontal proteciion database should be determined.

Issue Area One: Ability to Identify Critical Program

Information

We assessed this 1ssue arca to determine whether published guidance for the
identification of CPI is relevant to and adhered 10 by program, security, intelligence, and
counterintelligence personnel. We also sought to determine whether there was a
working-level integrated product team to assist with and collaborate on the identification
of CPL If s0, we wanted to assess how the mission, composition, and effectiveness of the
working-level integrated product team contributed to the identification of CPI and
whether the working-level integrated product team perfonmed a functional decomposition
of the program or system. We determined that the WIN-T program office had an
cffective process for identifving CPL

14



DoD Instruction 3200.39 states that the USD(AT&L ) should:

o lead the cffort, in collaboration with the Under Secretary of Defense (Intelligence)
and the Assistant Secretary of Defense (Netwaorks and Information
IntegrarionyDoD Chief Information Officer, to cstablish a consistent process for
the identilication and protection of CPI that takes inta account the role that
research, development, scquisition, counterintelligence. intelligence, security, and
systems engineering personnel perform;

» provide direction and management oversight for the identification and protection
of CPI for RDA programs under the cognizance or oversight of the USD(AT&L):

Becanse of the current delinition of CPL in DoD Instruction 5200.39, guidance that
clarilies that CPT can be either critical wechnology or functionality, WIN-T did not
identify CPI at the outsct, but recently identified CPI in its latest CPT jdentification

integrated product team process.

Warfighter Information Network — Tactical Integrated Product Team,
WIN-I program management office personnel, serving on an integrated product teanm
with representatives from the ARTPC, prime and subcontractors, the National Ground
Intelligence Center, and 902™ Military Imelligenee Group. ™ conducted a CPl assessment
ot the WIN-T Increments 2 and 3 beginning January 20 and ending January 29, 2009,
The team comprised sysiems engineering, informanon assurance, engineering
mangagement, and software cngineering experts. We did not find that science and
technology expertise was represented on the team, The ARTPC facilitated the process,
tocusing on the WIN=T nerwork's lunctionality and architecture and on the design
modifications required to implement the WIN-T network integration of commercial off-
the-shell. Government off<the-shell, and custom items. The miegrated product team
aﬁsTsScd all items configured under WIN-I Increments 2 and 3, using the ARTPC CPI
tonl.

On Febroary 11 2009, the Acting ASA(ALT) published a memorandum, “Identification
and Protection of Critical Program Information (CP1)," stating that PMs will use
integrated product teams comprising program. technical, systems cngineering.
counterintelligence, intelligence. and secunty experts 1o assist in identifying CPL.

The WIN-T program used a crnﬁs—disciglinc intcgraied product team that included
systems engineers, demonstrating that the DoD Instruction 5200.39 requirement l(or
cross-discipline teams is already proving effective, However. the reason for lack of
science aug technology participation should be explored and rectified, either through
cv}q:;:;ﬁc-mi om 1 the forthcoming program protection manual or through training or
puidangce,

¥ The 902* Military Tntelligence Group and Nutional Ground [ntelligence Conter ars elements of the 1.5
Army Inrelligence and Security Cammand, which, glong with fhe ARTPC. arc clements of the U.S, Anny
Deputy Chief of Staff for Intelligence (G-2).
Ve ARTPC 100l 3 2 survey toal that guides the user through a series of Guestions 1o ascermain wheiber
the program potentially contamns crinieal progeanms in lrmagion.

R B S P T T AR
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Warfighter Information Network — Tactical and Anti-tamper. The March
2004 {‘ll-'l'h'-:']'l'l‘l'k'l" Accountahility Office Report, --13,11"; \";:.‘c‘t_ih (o Better Support Program
Managers’ Implementation of \niti-1: amper Protection.” identified defimng critical
icr||3u_1h_1:-‘ as the first step and the basis for determining the need for anti-tamper
countermeasures, The anti-tamper section of Chapter 8 of the Delense Acguisition
Cruidebook states that PMs shouold develop and implement anu-tamper measuies to
prolect CPHin ULS. detense svs rL_[ 15 den \‘[f"\.| using \_\_I"‘,\‘\\lﬂg“‘ltln Nk Sgresmen D1 10

or removed from control throueh

In its January 2008 report “Departmentwide Direetion 15 Needed for lmpleme: mumn of
Anti- lamper Policy,” the Government Accountability Office recomme mh,\s that” the
Secretary =.1' Defense Ju'.-\" the Under Secretary of Delense (Acquisition, Technology,

and Logistics), i coo |:.,.[rur- with the Anli- Famper Lxccuty ve \gent and the Under
Secretary of Defensc 1y 1ssue depariment-wide direction for application of
S e i 10w 1o carry out the policy and cstablish

cl Critii 10N dnd €1 | fechnologies

In 1= r-.':pun‘-; Do non-concurred. stating that = 1The USD(I) 15 the pffice of primary
responsibility for DoDDjmrective] 5200.39, “Secunty. Intelligence and

L \-Ufm,rm1LH~ SUnCe *-mvj"nn: 0 4 \.L guisilion Program Pfutum " and its successor,
DoDI [T‘l‘lelLHurll 3200.39_“Chritical EJJ-' 2 IAM lllIuI"]ﬂ_i!]-.‘lr‘ (CPL Protection within the
Deparmment ol Delense.” L Sl_')fh 18 L‘.”"_“]!‘l coordinating an tp»LM to the directive
The Anti- lamper Executive Agent has proposed the incorparation ol anti-lamper pnm y

in this reviston I he e«

I dnti-tamper r:‘.;-..tjd‘:',_« For critical

A CPl Afti-lampes
vaived r Followiny
3200.39, the Department will 1 the Dob) 5200. |
Protection.” the implementing manual [or the directive shich provides the exceuiion
sta ul-;r Is and guidelines to meet the Dal] 5200.39 pa.-m__\ The "l’fi-l amper Executive
gent’s plan 1§ 1o imclude a new section n the manval that 18 explicitly for anfi- iLU"zi]‘\t"r'

*"J—

his will deserile how 1o tmplement ¢ nti-ramper 1o protect technology CPI for ULS -only
cases, foreign mililary sales/direct commercial sales, and science and technology
nrograms.’”

T | v TCIEr 10 The SYSIERS SAgineermyg alnviTies inrencet! iy prey
1% |l S, Weapons systems | Hese mcuvilies myvadve toe enfire I
mciudimyg researca, di development, i plemoniation, Enc estin i &l




OASA

dinn on ALT (b)
®

Warfighter Information Network - Tactical and Commercial Off-the-
Shelf/Government Off-the-Shelf

\nother 1ssue was 'commercial off-the=shell components as CPl candidaies No guidance
on commercial offsthe-shell components and corrcspondmg protection mechamsms
appears in DoD Instruction 320039 ar in chupier eight of the Defense Acguisition
Guidebook, Critical program information assessment tools. gwidance, and training
should be reviewed. and modifications should be considered to address identification of
commercial off-the-shell components as CP1

I'he gudance should allow the possibility that commercial oll-the-shelf componenis are

c " + L 514 N - —— F
CP1 or that the commercial of g-sheil componenls unctionalily 18 S0 enhc
CP1 lunctiona

' .
Lsv rk il o 3y e ape— L ; e ol o §F " T Tl =T
ility that the couniermeasure (for ¢ Kampic. -LEmper packag

ic=-shell component.

chain risk mitieation) s best ;:{??_‘-!_--;1'. O e commercial oir-

The USD(AT&L) and the Under Secretary of Defense (Intelligence) are leading working
groups (see Appendix D) on imtiatives to improve the protection of CPl and develop a
standardized process [or identifying CPl and associated countermeasures, to include anti-
tamper, In addition, the Under Secretary of Defense (Intelligence) is leading elTorts to
ensure a CPL identification tool is being incomporated in a forthcoming CP] protection
manual. Standardizing the process [or identifving CPI will ultimately migimize

subjectivity

Conclusion

WIN-T program otfice statl had an effective process for identifving CPL. 1The process
used an integrated product team and the ARTPC, The USD(AT&L ) and the Under
Secretary of Delense (Intelligence) are leading working groups (see Appendix D) lormed
o Improve the protection of CTPT by, among other things. developing 4 standardized
process for identilving CPT,

Critical program information assessment tools, guidance. and traiming should be
reviewed, and modilications should be cansidered, to address \dentification ol
commercial olf-the-shelf components as CPL The guidance should allow the possibilily

that commercial ofl~the-shelf components are CPI or that the commercial oll-the-shelf
contponent’s functionality 1s so entical to the CPI functionality that the countermeasure
I dwot

(lor example, anti-lamper packaging or supply chain risk mibgation) 15 best applie

i S il I s ehalt o~/ r o iy
conmmcicial oll-the-sneir component



Recommendations, Management Comments, and Our

Response

Bl-1. We recommend that the Under Sceretary of Defense for Aceqguisition,
Technology, and Logistics, in consultation with the Under Secretary of Defense for
Intelligence, the Assistant Secretary of Defense (Networks and Information
Integration)/DoD Chiefl Information Officer, and ('nmpnllcnt RTP officials
promulgate anti- tamper policy that cnsures that anti-tamper countermeasures are
considered early in the identification process, are standardized. snd can be
integrated throughout the Department.

Management Comments

The Under Seeretary of Defense for Acquisition, Technoloay. and 1 ogisties, the Under
Secretary of Defense for Intelligence, and the Assistant Secretary of Defense (Netwaorks
and Information Integration)/Dob) Chiel Inlurmation Officer concurred with the
foat BRI /.52 ALT - (b)(5)
recommendation Lo

ymments of the Under Secretary of Delense for Acguisition, [echnology, and
ics, the Under Secretary of Detense for Intelligence. and the Assistant Secreta \
(Networks and Informanon Integration)’DoD Chief [nformauon Oficer are
iy responsive in meeting the intent of the recommendation. Although the drall
DUD fanual 3200.39-M, “Procedures for Critical P rogram Information Protection
Within the Department of Defense.” is in the formal coordination stage, throughout Uiis
report organizations make reference (o the draft manual as contaning the resolution 1o
our recommendations. As the proponent for the manual. the Under Secretary ol Delense
for Intelligence should provide a date when the drall manual will be completed
\dditionally, if the Under Secretary of Defense (or Acquisition, Technology, and
Logistics believes that the formal coordination process lor the draft manual will prevent

timely guidance from réaching program protection offictals, then steps should be 1aken (o

provide intenim guidance, such
timely delivery of ann=tamper guidance. Guidance that provides consistency across the
I"l—n:_rlm:n' and cnsures ant-tamper 18 considered early will also save money by
alleviating the need 1o pay for ¢ l."'\l]l. ant-tamper u'u?'ll rmeasures Jater i [h._ t}[t_‘“_;-f‘a-.rt'.'_.‘
dev L‘:[\_Jp"ﬂL nt

. ;
as 4 paOncv ICHCr Or durecuve tvpe memaoranausm. 1o ensure
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B1-2. We recommend that the Under Secretary of Defense for Acquisition,
Technology, and Logistics establish guidance for identifying commercial off-the-
shelf/government off-the-shelf components as eritical program information, to
include assessment tools and training efforts.

Management Comments

The Under Sceretary of Delense for Acquisition, Technology. and Logistics concurred
with the recommendation.

QOur Response

The comments of the Under Secretary of Defense for Acguisition, Technology, and
Logistics are partially responsive in meeting the intent of the recommendation. The
Under Secretary of Defense for Acquisition, Technology, and Logisties should provide
an action plan and a daic for establishing the guidance for identifying commercial off-
the-shelf/government ofi-the-shelf componcnts as eritical program information, 10
include assessment tools and associated training efforts.
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Issue Area Two: Effectiveness in Developing and

Implementing a Program Protection Plan

We assessed this arca 1o determine whether published guidance for the planning of
program protection is relevant and adhered 1o by program, intelligence,
counterintelligence, and secunty personnel and to ensure that program protection
planning was in accordance with DolD Tnstruction 5200.39. Becuause (he WIN-T program
office had not completed its program protection plan; we arc unable to assess the plans
effectiveness.

DoD) Instruction 5200.39 states that it is DoD policy to require that contracts supporting
RDA programs where CPI has been identilied contain language requiring the contractor
to protect the CPIwo DoD standards, DoD Instruction 5200.39 also states that the
USDIATEL) should:

& require a program protection plan tor all RDA programs with CPI within the
purview of the USD(AT&I.) and establish procedures outlining the program
protection plan development and approval process in coordination with the Under
Secretary of Defense (Intelligence), the Assistant Secretary of Defense (Networks
and Information Integration)/DoD Chief Information Officer, the Under Secretary
of Defense (Policy), and the DoD Components: and

» lead the collaboration with the Assistant Secretary of Defense (Networks and
Information Integration)/DoD) Chief Information Officer and the DoD
Components for review of major Defense acquisition programs’ program
protection plans for sulliciency before their Defense Acquisition Board milestone
decision reviews and at major acquisition strategy updates.

The program pratection plan is used to develop tailored protection guidunce for
dissemination and implementation throughout the program for which it is created. The
layering and integration of the selected protection requirements documented in a program
protection plan provide for the integration and synchronization of CPI protection
activities. [he following are consigcrcd key elements of a program protection plan and
are tailored 10 meel the requirements of a RDA program:

e technology and project description or system and program description, with an
emphasis on what is unique, as the foundation for identifving CPI,

e list of CP! 10 be protected in the program (this generally describes classified CPI

in an unclassified manner and is not suitable for horizomal protection analysis or

the preparation of a counterintelligence assessment);

threats o CPT;

foreign threars;

a summary of the countenntelligence assessment (the full report is an attachment

to the plan);

vulnerabilities of CPI 1o identified threats:

countcrmeasures (all disciplines, us appropriatc);

counterintelligence support plan;

anti-tlamper annex:

operations security plan:

system assurance;

technology assessment/control plan;
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Publishing guidance thnt provides model contract language would make il casier for
programs to contract for CPI protecton. Program management ollices should do the
fallowing:

e provide the Delense Security Service with the program protection plan and the
program office’s specific requirements [or the cleared contractor and the related
documents fﬁur the protection of CPL a list of the related counterintelligence und
secuny risks to the contractor, and & -u-p- of the relevant counterinte Hl_n..‘u

upport plan;

e cnsure that contracts require the prime contractor o participate in the

asures [or wdennfied CPI at

eyl
identification of CPl and 10 implement countermes

contractor facilities;
e ensure contracts and DD Forms 234 include clauses authorizing certain
Government personnel access 10 prime contractor and subcontractor facilities o
onduct surveys, assessments, mspections, and IVeshizalinns as necessary 1o
|11.:h sure CPI is properly protec ted; and
e include language m contracts that the prime contractor musl
communicate program protection requirernents to subcontractors that will
have access to or will be providing CPL,
require subcontractors 1o continually monitor protection measures, and
monitor the subcontractors’ performance monitoring

Conclusion
Once the WIN-1 program profection plan is complete, and as outlined in the Army Audnt
Agency reponts and Program | \\.\.Llll\.l,, Oflice Command, Control. Communications
[actical’s T“I':._. At Pit.‘-.u_u‘. Plan |‘>' ey and | !p:u!'s-“l;nl.im" mndance, the WIN-T PM
should fully implement countermeasures articulated in the program protection plan
mectmy -]Wc‘\_'ﬂﬁ- nilestone dates [or their I.'“IJ_"L]I‘», nianon: J*‘*“ls-g" a tracking system o
monitoring the implementation of the countermeasures; conduct sile visits 10 assess the
contractor’s implemeniation of the counlermeasures: and use the results of the site visits
(o evaluate the cffeciiveness of the countermeasures. The WIN-1 PM should also require
the contractor (o prepare a program protection implementation plan to inform the WIN-T
program management office how the contractor mtends to protect CP1and implement the
countermeasures articulated in the program protection plan. Providing conttact language
m guidance would make it easier for the program management office 1o contract for CPIL
protection. Delense Security Service personnel were not aware that CPT resided within
the prime ¢ 'nntr:’.ctor's and subcontractors” facilities because CPl was not 1dentified in the
DD | w‘rtl 254 provided to cleared contractors, The Defense Security Serviee should be
r~ rovided a copy of the progrum protection plan and the program office’s specific
qm'-'r ients for the cleared U-rmm.h r and the related documents for the protection o
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Recommendations, Management Comments, and Our

Response

B2-1. We recommend that the Under Secretary of Defense for Acquisition,
Technology, und Logisties provide guidance on model contract language in support
of program protection planning to Do) and Compaenent RTP officials.

Management Comments

e Under Secretary of Defense for Acqusition, Techaology, and Logistics concurred
with the recommendation.

Our Response

The comments ol the Under Secretary of Delénse for Acquisition, Technology, and
Logistics are partially responsive in meeting the intent of the recommendation. The
Under Secrctary ol Defense for Acquisition, Technology. and Logisties should provide
an action plan and a date for cstablishing the guidance on model contract language in
support of program prolection planning

As a result of management comments, we redirected Recommendation B2-2 from the
Director. Delense Security Scrvice 1o the Deputy Under Seeretary of Defense for
TTUMINT, Countenntelligence, and Sceurity.

B2-2. We recommend that the Deputy Under Secretary of Defense for HUMINT,
Counterintelligence, and Security provide guidance on model language in the DD
Form 254, in order to provide the Defense Security Service with the information
they need to protect eritical program information.

Management Comments

The Deputy Under Secretary of Defense for [TUMINT, Counlenntelligence, and Security
concurred with the recommendation to provide guidance on model language in the DD
Form 254, in order o provide the Delense Security Service with the information they
need 1o protect eritical program information. 1he Deputy Under Sceretary of Defense for
HUMINT, Counterintelligence, and Sceurity will revise language in the draft DoD
Manual 5200.39-M, 1o address both classified and unclassified CP1 by instructing users 1o
complete the DI Form 254 to ensure that contractors are advised by the Program
Manager und that the Defense Security Service is informed of unclassilied CPI residing
at a contract facility.

Our Response

I'he comments ol the Deputv Under Secretary of Defense for TTUMIN T,
Counderintelligence, and Security are partially responsive in meeting the intent of the
recommendation. The Deputy Under Secretary of Defense for THUMIN'T,
Counterintelligence, and Security should provide a date for providing model language in
the DD Form 254 through revision of the language in the draft DoD Manual 5200 39-M.
if the Deputy Under Secretary ol Defensce for HUMINT. Counterintelligence. and
Security believes thal the formal coordination process for the draft manual will prevent
timely guidance from reaching program protection ollicials, then steps should be taken to
provide interim guidance, such as a policy letter or directive Lype memorandum, (o ensure
timely delivery of changes to the DD Form 254,
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Issue Area Three: Training Efforts for the Protection of

Critical Program Information

We assessed this issue area 10 determine whether published guidance for training 10
identify and proteet CP1 is relevant to and adbered to by program, intelligence,
counterintelhigence, and security personnel. We determined thal training and education
Tor the protection of CPI was not tailored.

DeoD Instruction 5200,39 states that the USD(AT&L) will collaboraie witli the Under
Secretary of Defense (Intelligence ) and the Assistant Secretary of Defense (Networks and
Information Integration)/DoD Chief Information Officer 10 require that appropriate
training be available to RDA personnel regarding the identification and protection of CPL
I'raining should include the rales that RDA, sustainment (logistics, maintenance. repair,
supply), testing, counterintelligence, intelligence, security, systems engineering, and
information systems security engincering personnel perform o idemity and proteet CPL

While the amount ol experience varied, the majority of the personnel interviewed had
many vears of experienice on major weapon system sequisition programs. However, the
level of training related 1o CPI protection varied. There were personnel with no training,
those with trainming acquired on the job. and others with attendance at training offered by
the RDA program support organization.

The level 1 and 2 acquisibon courses at the Detense Acquisition University minimally
address counterintelligence, intelligence. and securily support to R1P. However. 1o
ensure that program personnel have a better understanding of RTP support, the ARTPC
offers and conducts aequisition program protection traming for its rescarch and
technology community. The rraining entails 4 review of the program protection process,
including the CPI assessment and the generation of the technology protection plan and
program proiection plan. The Defensc Security Serviee is designing a CPI course for
DoD contractors and Government security officers that is scheduled 1o be ready at the
end of 2010

The Jomt Counterintelligence Training Academy oflers counterintelligence support 1o
RTP maining and provides advanced counterintelligence aming o Defense
counterintelligence components. The Academy also provides training (o other
intelligence community personnel on a limited basis. However, the counterintelligence
support 1o RTP training 18 not structured for non-counterintelligence personnel, who
typically provide a large share of the RTP support to PMs.

Conclusion

Lhere was no walored CPL protection training. lntelligence and security-related training
for the protection of CPIis uneven. Training uilored to participants” roles nceds 10 be
developed and made uvailable by the orgamization most able to deliver it effectively and
cfficiently. Research, development. and acquisition program support organizations, the
Defense Acquisition Unmiversity, and the Defense Seeurity Service should be considered
delivery mechanisms for training.
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Recommendations, Management Comments, and Our

Response

B3. We recommend that the Under Secretary of Defense for Acquisition,
Technology. and Logistics, in collaboration with the Under Secretary of Defense for
Intelligence, and the Assistant Secretary of Defense (Networks and Information
Integration)/DoD Chicf Information Officer develop standardized guidance for
training in CP1 protection for use by the RTP community.

Management Comments

The Under Seerctary of Defense for Acquisition, Technology, and Logistics partially
concurred, while the Under Secretary of Defense for Intelligence, and the Assistant
Secretary of Defense (Networks and Information Integration)/DoD Chief Information
Officer concurred with the recammendation to develop standardized guidance for training
in CPT protection for use by the RTP comnumity. The Under Secretary of Defense lor
Acquisition, Technology, and Logistics agreed to develop standardized guidunce and
training. inclusive of a broader scape of protection for the program protection
community, not only the RTP commumity. stating that R 1P does not melude the new
requirements Lo protect elements or components entical o network or mission
effectiveness in DoD Instruction 5200.39.

Our Response

The comments of the Under Secretary of Defense (or Acquisition, Technology, and
Logistics. the Under Sceretary of Defense for Intellipence. and the Assistant Secretary of
Delfense (Networks and [nformation Integration)/DoD Chief Information Officer are
partially responsive in meeting the intent of the recommendation. The Under Secretary
of Defense [or Acquisition, Technology. and Logisties should provide a date for
developing standardized guidance [or training in CPI protection for use by the program
protection community.
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Issue Area Four;: Use of Resources for the Protection of
Critical Program Information

We assessed this issue area 1o determine whiether progeant. intelligence,
countenntelligence, and security personnel assigned o protect CPI are appropnately

used

For the WIN-T program. 1t appeared that the Depuly Chief of Staff, (-2, provided
adequate support through the Y02™ Military Intelligence Group. the Arm

ellies Center, the National Ground Intelhivence Center. and the AR

DASA ALT - (b)(4), (b}5)

Conclusion

WIN-T did not track or
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Issue Area Five: Effectiveness of Policies to Protect

Critical Program Information

We assessed this issue area 1o determine whether pubhished guidance for the
identification and protection of CPI is relevant to and adhered to by program.
intelligence. counterintelligence. and security personnel. We primarily asscssed RTP
cfforts using Do) Instruction 5200.39; however, many issuances, covering many subject
areas, and coming from many agencies, that address RTP. There are 145 policics that am
acquisilion program may need to comply with the vast amounts of policy related 1o
program protection. A hyperlinked-11I'ML version of'a chart. developed by the Office of
Systems Analysis, in the Systems Engineering Directoraie, overseen by the Director of
Defense Rescarch and Engmeering. in the office of the USD(AT&L), depicting the
policies can be found ar http:/www.acg.osd. mil/sse/docs/acg-securily-policy-

tool/index hinl,

Because the number ol policies is so vast, they require a more in-depth analysis than this
limited seope program protection assessment prlot oftered. As explained in Finding A.
the Army Audit Agency found that the Army did not have a regulation governing RTP.
I'he Army is developing guidance on RTP. [t has established a working group that would
implement the pguidance contained in DoD Instruction 3200.39 on RTP, as well as
implement the recommendations in the Army Audit Agency audit related to protecting
CPl

OASA ALT - (b)({4)

ance on this
subject that 13 reference ) Instriuetion 3200.3Y has yet to be promulgated.
Linclosure 2. puragraph 4.b, tasks the Assistant Sccrcnn of Defense (Nerworks and
Information [ntegration Do Chief Information Officer fo “identify ninimum security
requirements for contractor owned and operated information svstems for the protection ol
CPL"™ Directive-1yvpe Memorandum (08-027, “Sccurity ol Unclassified DoD Information
on Non-DoD Information Systems,” July 31, 2009, addresscs sceurity reguirements for
contractors processing Dol information on non-DoD information systems and may
provide a model for this. bul it does not address the protection of CPI specilically, The
appropriate guidance can be developed and incorporated in the upcoming CPI protection
manual or other R 1'P-related issuances,

Conclusion
Since December 2008, the Army has ongoing efforts to develop guidance on RTP. Tt has
established a working group to imiplement the gundance contained 1n DD Instruction
3200.39 an RTP, us well as implement the recommendations in the Army Audit
Agency's April 29, 2000 report “Army Rescarch and Technology Prowection Program:
Office of the Assistant Sec retary of the Army Acquisition, LU_&:‘I'\[IL‘-\ and 1 cchnolou\«_]
CGuidance has not been developed that Hpt‘ulﬁ(‘ﬂ”\* addresses the proteetion requitements
for CPI on contractor-owned and -operated inlormation systems.



Recommendations, Management Comments, and Our

Response

B5-1. We recommend that the Assistant Sccretary of Defense (Networks and
Information Integration)/Dol) Chief Information Officer, in conrdination with the
Under Secretary of Defense for Aequisition, Technology, and Logistics, and the
Under Secretary of Defense for Intelligence, develop and publish sceurity
requirements for contractors processing CPI on contractor-owned and -controlled
information systems.

Management Comments

The Assistant Secretary of Defense (Networks and Information Intecgration )/ Dol Chiet
Information Officer. the Under Secretary of Defense for Acquisition, Technology, and
Logisties, and the Under Scerctary of Defense for Intelligence concurred with the
recommendation ta develop and publish security requirements for contractors processing
CPI on contractor-owned and -controlled mlormation systems through a combination of
the issuance of Directive Type Memorandum 08-027. DoD) Instruction 5205.13, “Defense
Industrial Base (DIB) Cyber Sceurity/Information Assurance (CS/IA) Activities,”
January 29, 2010, Undet Secretary of Defense for Aequisttion, Technology. and Logistics
memorandum, “Cyber Security in Defense Acguisition Programs,” Novemnber 18, 2008,
and DoD l'ederal Aequisition Regulation Supplement Case 2008-D028, “Safeguarding
Unclassified Toformation.” which will provide the specific cuidance o contracting
ofticers and associated clauses to implement the Directive Type Memorandum in
contracts.

Our Response

The comments to the recommendation are partially responsive in meeting the intent ol
the recommendation. The Under Secretary of Delense for Acquisition, Technology, and
Logistics should provide a date for the completion of Dol Federal Acquisition
Regulation Supplement Case 2008-D028, “Safeguarding Unclassified Information.”
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Issue Area Six: Ability of Counterintelligence,
Intelligence, and Security to Support the Protection of

Critical Program Information

We assessed this issue area Lo determine whether published guidance 10 cnable
counterintélligence, intelligence, and secunty personnel and programs Lo support the
protection of CPl is relevant 1o and adhered to by program. intelligence,
counterinielligence, and security personnel. We determined that countenntelligence and
security were known (0 WIN-T program stafl and did provide required
counterintelligence and intelligence support and threat-related data. However, 3
Technology Targeting Risk Assessment had not been requested, WIN-T program staff
were nol aware of Defense Scecunty Service personnel. and Delense Security Service was
not aware of the existence of WIN-T CP1, nor was the existence of CPI or a prograin
point ol conluct for reporting violations annotated on the DIX Form 254,

DoD Instruction 5200.39 states that the Under Secretary of Defense (Intelligence) wil
issue policy guidance that requires the heads of DoD Components; with
counterintelligence elements and organizations to develop and implement tailored
counterintelligence support plans at all Dol rescarch and development facilites, for all
RDA programs with CPl, and at facilities of ¢leared Defense contractors with CPL: 1o
issue policy guidance that requares the heads of DoD Components with intelligence and
counterintelligence analytical centers to provide assessments regarding foreign
intelligence requirements for and ma]eting of CPl: DoD Component intelligence
analyvtical centers, in c-tmperation with the Delense Intelligence Agency, to provide
Technology Targering Risk Assessments'™ to assist RDA programs with mitigating the
risk of CP1 compromise and to support counterintelligence organizations with developing
countermmlelligence assessments of CPLL and direers counterintelligence analytical centers
to provide counterintelligence assessments for RDA programs with CPL

Counterintelligence support personnel were known to WIN-T program management
office personnel, participated in the CPI identification process. and prepared a
counterintelligence support plan. The counterinielligence support plan contained
sufficient detail for WIN«I program management office personnel 10 understand the
support that they could expect to reccive [rom counterintelligence support personnel.

Security personnel from CECOM Life Cycle Management Command. G-2, although not
embedded in the WIN-T program management office, were known to program staff and
had submitied requirements for threat data, with the exception of the Technology
largeting Risk Assessment. The CECOM Life Cycle Management Command, G-2, had
also promulgated the System Threat Analysis Report.

> Coumtry=hy-cainry assessments conducted by the Delinse intelligence community that quantify risks 10
critical prograw information and related enabling technologles for weapons systemus, advanced
lechnologies or progrums, end facilities such us leboratories, factorics. research and development sites (test
ranges, ete.), and millary installations. The Tochnivdogy Torgeting Risk Assessment evaluates five
independent risk factors, each of which contributes (o un overall risk factor. The five areas evaluated ure
rechnology competence, national level of interest, risk of fechnology diversion, gbibity o assimilare, and
tecimology protection risk. The Tedhnology Targeting Risk Assessment and counteriniel igence
sssessment pravide faborstaryechnical directors and PMs with informmation required 10 catablish 2
comprehensive secunity program for the protection ol idemified critical progrem mformotion.
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In accordanec with DoD Instruction 5200.39, the Delense Security Service shall assist
DoD Component counterintelligence elements in coordinating the execution of
counterintelligence support plans at the facilities ol cleared defense contractars with
classified CPL The contract’s DD Form 254 should indicate the existence of CPI so that
the Defense Security Service will know what areas need enhanced levels of protection.
The DD Form 254 also needs 1o identify cleared defense contractors performing on and
employees' aceess o the locations where classified CPI or unclassificd CPI relating to
classified contracts reside. The Defense Security Service is developing procedures 1o
centralize the receipt, analysis. and dissemination of such information in & manner that
permits maximum conlrol and use. Defense PMs must provide the Defense Secunty
Service 4 copy of the program protection plan and counterintelligence support plan to
adequately provide overlapping counterintelligence support 1o protect CPLL Identfication
of all subcontractors performing on specific programs with classified CP1 or unclassified
CPT on classified programs would improve the proteetion of CPL

The Defense Security Service was not informed of the existence of WIN-1 CPL Tt was
not contained in the DD Form 254, and there was no communication between the
Defense Security Service and WIN-T program office staff. There should be better
communication between the Defense Sceurity Service and the prime contractor.
Maoreover, there is no place on the DD Form 254 1o state which subcontractors posscss
critical program information. 1f a program’s DD Form 254 specificd the existence of
unclassified critical program informalion and the protection measures required, the
Defense Scourity Service could include eritical program information prolection in its
facility inspections, |he DD Form 254 should also include a program point of contact for
reporting sccurily violations and counterintelligence concerns. Winle the WIN-1 CPI is
unclassilied, DSS during the conduct of regularly scheduled security inspections at
cleared Defense contructor facilities determines if there are any contractually imposcd
protection measures for CPI related to classified contracts at those locations.

Conclusion

Supporting counterintelligence and security personnel were known to WIN-T program
management office persomnel. Towever, the Delense Security Service was not informed
of the existence of CP. and the existence of CP1 was also not written into the DD Form
254. ltis unclear how lower-tier subcontractors accomplish program protection and.
further. how verification of contractor compliance with DD Form 254 below the prime
comtractor level 1s accomplished. The DD Form 254 should include a program point ol
contact for reporting security violations and countenintelligence concerns. While the
WIN-T CPI is unclassified, DSS during the conduct of regularly scheduled security
inspections at clearcd Defense contractor facilities determines if there are amy
lconﬂpcmaﬂy' imposed protection measurcs for CPI related to classified contracts at those
QCatons.
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Recommendations, Management Comments, and Our
Response

As a result of management comments, we redirecied Recommendation B6 frum the
Director, Defense Security Service 10 he Deputy Under Secretary of Defense for
HUMINT, Counterintelligence. and Security.

B6. We recommend that the Deputy Under Secretary of Defense for HUMINT,
Counterintelligence, and Security prepare written guidance fo determine:

a, what can and should be contained in the DD Form 254 for the proteetion
of controlled unclassified CPI; and

b. how program protection should be implemented at the level of
subcontractors, and how to verify contractor compliance with the
DD Form 254 and the program protection plan.

Management Comments

The Deputy Under Secretary of Defense for HUMINT, Counterintelligence, and Security
concurred with the reconmendation. The Deputy Under Secretary ol Defense for
HUMINT, Counterintelligence, and Sccurity will add CP1 as a separate line items 10 be
considered when completing the furm, add instructions for Program Managers to include
special CPT instructions, require the prime contractor to maintain and provide authorized
government officials with updated lists of all subcontractors participating in their
contract/program and indicate which requires access to classified CPI (and/or require
decess to the CP1 at other locations) in conjunetion with the perlormance of their
subcontracts, identify central locations at the Delense Security Service for the Program
Office to provide program protection plan information to the applicable field offices for
prime and subcontraciors: indicate whether contractors needs 1o implement specific
technology protection measures at their facilities. The Deputy Under Secretary of
Defense tor HUMINT. Counerintelligence, and Secunity will also include this guidance
within Enclosure 2, "Responsibilities,” and Enclosure 6, "Contract Requirements.,” of the
draft DoD Manual 3200.39-M.

Our Response

The commente of the Deputy Under Secretury of Defense for HUMINT,
Counterintelligence, and Security are partially responsive in meeting the intent of the
recommendation, The Deputy Under Secretary of Defense for HUMINT.
Counterintelligence. and Security should provide a date Lor implementing the changes o
the DD Form 234 described in response 1o our recommendation 1f the Deputy Uinder
Secretary of Defense for HUMINT, Counterintelligence. and Security helieves that the
formal coordination process for the draft manual will prevent fimely guidance [rom
reaching program proicetion officials, then steps should be taken 1o provide interim
guidance, such as 2 policy letier or directive type memorandum, to ensure timely changes
to the DD Form 234,
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Issue Area Seven: Effectiveness of the Foreign Visit
Program

We assessed this 15sue area to determine whether publs idance or foreign visiis 1s
relevant to and adhere program, imelligence, counterintellipence. and securty

personnel. We assessed this issuc arca because n a policy letter, “Accountability of
Department of Defense (Do) Sponsored Foreign Personnel in the United States (ULS.),”
Muy 18, 2004, the Deputy Secretary of Defense requires all Inspectors General w0 venty
compliance with the sponsored foreign personne! policy through their inspection
processes, We also assessed thig issue darea 1 ensure that decisions to grant foreign
nationals access to classified and controlled unelassified inlformation during thelr visits to
Dol) Component and cleared contractor facilities are consistent with the security and

-9

tareign policy mterests of the United States and DoD Darectives 3230,11, 3230.20, and
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Conclusion

Hecause the have involvement by any
t yerative acvelopmenl
mmendanions lor this 155ue ared
DoD Directive 3230.1 1, “Disclosure of Clasafied Militar weien Liovermunents and
intermational Oreameations,” June 16, 1992; Dol Directive Assiunments of Foreéios
Nanonals, " Jupe 22, 2005: and Do Diveetive 55503, “latemationa June 11 108




Issue Area Eight: Application of Horizontal Protection of
Critical Program lnformatlon

W e assessed this 1ssue ares

termine whether published gaance 101 norizonmal

d¢

10 a1 d u1 ¢ . intelligence, and
r.-u:'.:|lL'r“j1':._u_I|1__‘c'1'|u— nersonnel, We asse ..-kul this 1ssue area 1o ensure that eritical Defense
technologies, 1o include CPI, associated with more than one RDA program are protecied
1o the same degree by all involved Dol activities. Dol Instruction 5200.39 states that
v DoD pohey w eonduct comparative analysis of defense systems lechnologies and align
CPl protection activiues horizontally throughout DoD. It also states that the [nder
Secrelary of Defense (Intelligence), in coordination with the USTHATEI. ) and the
Asgistant Scerciary n‘i'[lclcnw' (Networks and Information Integration)/Dol) Chiel

i

Inlrmation Officer. will require the establishment ol a database for RDA organizations

to record and rrack CP1 tor horizont: l protectio, {.IZ![:1[.."1:t_-!h_!:~k‘_ ind .-|'|-:|:. SES PUrpOses

| e Acquisition S¢ &l | tally created by
e LIS N t’ . lloweyer

the Acgquis S I fenis he Aar

Foree had develoned 1is own honront LS ] VAl I N]

protection e RDA commumty would represent an mmporaut step 1oward the

protection of |1 CPI. Onee the RDA community 1s populating 4 horizonial

protection database. K1P practitioners will be able to view .;I'. programs with sinnlar CP

1o help ensure consistent RTT support

! he Dol) [nstruction .\JJH 9 requirement that a horizontal P l\llt‘LllUH database be used n
' - (Pl appears to be effective VIN-T program
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Recommendations, Management Comments, and Our
Response

As a |‘:‘5uh of management comments. we redirected the lead for Recommendation B§
from the Under Secretary of Defense for Intelligence 1o the Tinder Secretary of Defense
for | hqumnun l'echnology. and Logistics.

B8. We recommend that the Under Secretary of Defense for Acquisition,

T'echnology, and Logistics, in coordination with the Under Secretary of Defense for

Intclligence and the Assistant Secretary of Defense (Networks and Information

Integration)/DoD Chief Information Officer, determine the appropriateness of using
1l

Management Comments

The Under Secretary of Defense for Acquisition, Technology, and Logistics, the Under
Secretary of Defense for Intelligence. and the Assistant ‘sccruthr\ ol Defense (Networks

and h!’n-mmim.l Iachw H'un
[ECON] z

L)ul) Chief llitu*ﬂrﬂu n UFllLt.’T \.\NL.HH“E*J with the
4 : b)(3)

Wever, the
Secretary uT Detense for Intelhigenee non-concurred with the lead being under their
cognizance, but instead stated the recomunendation should be under the cognizance of the
[Inder bccrtu;r}' ot Detense for Acquisition, Technology, and Logistics as the dala
owner, 'he Under Secretary of Defense for _\Louiiﬂitm [Ldmmnu\ and Logistics
agreed. Tn comipliance with DoD [nstruction 5 2003 the Under Secretary ol D o ense for

Acquisition. Technoloay, i of

the Navy

and Logisfles thiouah a memorand

Our Response

Ihe comments arc responsive amd meet the intent of the recommendation.



Appendix A. Scope and Methodology

This assessment was conducted in accordance with Quality Standards for Inspections.*’
Those standards require that we plan and perform the assessment to obtain sufficient,
appropriate evidence to provide a reasonable basis for our findings and conclusions based
on our assessment objectives. We believe that the evidence obtained provides a
reasonable basis for our findings and conclusions based on our assessment objectives.
We conducted site visits and a majority of the interviews for this assessment from March
2009 through September 2009, with additional clarifying interviews extending to the
publication of this draft report.

The overall assessment scope was broad, encompassing DoD counterintelligence,
intelligence, security, and program personnel to protect CPl. We did not assess research,
sustainment, or demilitarization phases, nor did we include special access programs in the
scope of this assessment. Our scope did not include Section 254 of the FY 2009 National
Defense Authorization Act, “Trusted Defense Systems.” Section 254 requires the Office
of the Secretary of Defense to conduct assessments of selected acquisition programs to
identify vulnerabilities in the supply chain of each program’s electronics and information
processing systems that potentially compromise the level of trust in the systems. The
Offices of the USD(AT&L) and the Assistant Secretary of Defense (Networks and
Information Integration)/DoD Chief Information Officer led a detailed effort, in
conjunction with other DoD elements, to conduct the vulnerability assessments and
reported to Congress as required.

For our methodology, we issued an overarching announcement letter to the Department
on June 18, 2008, “Assessment of DoD Efforts to Protect Critical Program Information”
(Project No. D2008-DINT01-0242.000), which encompassed the eight key issue areas.
The eight issue areas related to CPI identification and program protection planning
evolved from a series of inspections conducted by the Service Inspectors General and an
overarching integrated process team chartered by the Deputy Secretary of Defense in
2000. The overarching integrated process team identified 27 tasks that would enhance
the Department’s ability to identify and protect CPI, the effectiveness of the foreign
visitor program, and the effectiveness of counterintelligence and security support to
RDT&E facilities and the acquisition process. We categorized these 27 tasks into the
eight key issue areas that are the objectives of this pilot and the subsequent assessments.
Within the framework of these eight issue areas, we specifically focused on and assessed
standardization of protection processes and their application, oversight of the protection
process and its implementation, and responsibility for protection. The eight issue areas
are the cornerstone issues of RTP and will be the focus of our future oversight efforts.

On December 12, 2008, we forwarded a letter co-signed by the DoD Office of Inspector
General, Deputy Inspector General for Intelligence and the Deputy Under Secretary of
Defense (Acquisition and Technology) to the Service Acquisition Executives informing
them of the program protection pilot and the need to assess how well the Department
identifies and protects CPI and the attendant program protection planning process.

7 The standards were published by the President’s Council on Integrity and Efficiency and the Executive
Council on Integrity and Efficiency, which the Inspector General Reform Act of 2008 combined in creating
the Council of the Inspectors General on Integrity and Efficiency.
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[n conjunction with the Office of the Deputy Under Secretary of Delense (Acquisition
and Technology ). we selected a statistical sample ol 17 ACAT 1D programs of record
from the major defense acquwisition program list 1o participate in an initial que \Tmlmuin.
phase for (his program protection pilot assessment. In a subsequent phase. we selected
three programs of record. one Irom each Service, for in-depth assessment.

[0 ensure thal the DoD Office of Inspector General enhances its ability to provide
oversight of component [nspectors General audils: evaluations, inspections, and law
enforcement activities - and because it was essential to gain a selid understanding ol how
effectively the Department protects CPT in order 1o mamtaim our technological advantage
and deliver uncompromised weapou systems 10 the warfighler--we planned and
performed this assessment in coordmation with subject matter experts from the Offices of
the Under Secretarics of Defense tor Acquisition. Technology. and Logistics. [or Policy.
and for Intelligence; the Assistant Secretary ol Defense (Networks and Information
Inlt-gmlmn}.’L}o]_) Chief Information Officer, and the Defense Security Service. Although
the subject matter experts contributed to this project, the project results and
recommendations are those of the DoD Office of Inspector General.

We wanted to assess a program of record that was in the surly stage. one that was almost
at the wmhmcm. and one thal had completed program protection planning. Lhis
methodotogy would provide us with an evolutionary perspective of program prolection

Use of Computer-Processed Data
We did not use computer-processed data to perform this assessment




Appendix B. Prior Coverage

During the last 10 years. the Gavernment Accountability Office (GAO) and the
Department of Defense Inspector General (DoD 1G) have issued || reports discussing
DoD and Army efforts 1o protect critical program information. Unrestricted GAO reports
can be accessed over the Inlemet a hitp: Iwww, 2a0. pov. Unrestricted DoD 1G reports
can be aceessed at http ;

GAO
GAQO Report No. GAO-09-271_“GAQ High-Risk Seres — An Update.” January 2009

GAD Report No. GAO-08-467SP, “Assessments ol Selected Weapons Programs.”™
March 2008

GAO Report No, (GAO-08-91, “Departmentwide Direction is Needed for limplementation
of the Anli-tamper Policy.” January 2008

(GGAQD Report No. GAO-04-302, *DoD Needs to Better Support Program Managers
Implementation of Anti-Tamper Protection,” March 2004

DoD IG

Dol 1G Repont No, D8-INTEL-09, “Report om FY 2007 Sumunary Report of Inspections
on Security. Technology Protection, and Counterintelligence Practices at DoD Research,
Development, Test and Evaluation Facilities.” June 23, 2008

Dol IG Report No. 08-INTEL-04, “Inspection Guide]ines for DoD) Research and
Technology Protection, Security and Counterintelligence for 2008, April 18, 2008

DoD 1G Report No, O07-INTEL-11, *I'Y 2006 Sumimary Report of Inspections on
Security. Technology Protection. and Counterintelligence Practices al Dol Research.
Development, Test and Lvaluation [Facilities,” Auvgust 31, 2007

DoD ItG Report No, 06-INTEL-14, “F'Y 2005 Summaty Report of Inspections on
Security, Technology Protection, and Counterintelligence Practices at DoD Research.
Development. Test and Evaluation Facilities.” September 20, 2006

DoD 1G Report No. 06-INTEL-03, “Inspection Guidelines tor DoD Research and
Technology Prolection, Securily and Counterintelligence for 2006, Fehruary 28, 2006

DoD 1G Report No. 03-INTEL-14, *IFY 2004 Summary Report of [nspections on
Security. Technology Protection, and Counterintelligence Practices at DoD Research.
Development, Test and Evaluation Facilines,” May 27, 2005

DeD 1G Report No, (0-O1R-05, “Measurces to Protect Against the 1lieit Transler ol
Sensitive Technology.™ March 27, 2000



Appendix C. Additional Background
Information

Historical Perspective. In early 1999, the Deputy Secretary of Defense directed the
Service Inspectors General to survey the counterintelligence and secunly programs al
more than 60 RDT&E facilities, The teams identified a number of recommendations
related to the specific sites. As a result ol these elforts. the Deputy Secretary of Defense
chartered an Overarching [ntegrated Process |cam to better frame the recommendations
and 10 oversee their implementation. From February 12 10 May 12, 2000. the Deputy
Secretary of Defense signed a total of 7 memoranda containing 27 tasks aimed al
enhaneing the Department’s ability to identify and protect CPL implement an effective
foreign visitor program. and provide cffective caunterintelligence and security supporl to
RDTAE lacihties and the acquisthon process. On February 17, 2000, the Deputy
Secretary of Defense signed a2 memorandum reguesting the DoD Inspector General Lo
ensure that DeD Components implement a uniform system of periodic reviews through
their existing agency and Service inspection processes for compliance with divectives
coneerning sceurity, technology protection. and counterintelligence practices. These
reviews were (o assist with the protection of the cutting edge rechnology of U.S. weapon
systems. Lhe February 17. 2000 memorandum also requested that the DoD lnspector
General develop inspection list guidelines for all Department Inspectors General to
cnhance consistency, The Deputy Secretary ol Defense’s requests to the Do) Inspector
General are also outlined in DoD) Instruction 3200 .39,

On May 8, 2002, the Inspector General, DoD: the Deputy Under Secretary of Defense for
Laboratories and Basic Sciences; the Director, Operational 1est and Evaluation: the
Service Inspectors General; and the Director, Program Integration, Internal Management
Review (formerly Internal Assessments). Missile Defense Agency, signed a
memorandum of understanding on security. technology ptotection, and
counterintelligence inspections. The memorandum of understanding requires
patticipating Inspectors General to prepare and forward to the DoD Office ol Tnspecior
General any significant findings and recommendations at the end of each inspection, The
DoD Dffice of Inspector General™® issues a summary report on inspections of security,
lechmology protéction, and counterintellipence practices at DoD) RDT&E facilities,

* Since the original request by the Depitty Secrelary of Delense. the Dffice of the Deputy Inspecior
Creneral for Intelligence. in the DoD Office of Inspector General, has published the annual sammary regort,
highlighting Service und milestone decision authotity Inspections and best praclices. We also publish the
auidelines biernially, with wpur front Department und Companent counrerintellicence. intelligence.
seeurity, and mspectors General elements.

i i
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Appendix D. DoD Organizations and Efforts
to Protect Critical Program Information

Iistablishing a consisient process lor identifying CPl and conducting program protection
planning, a process that takes into account the role research. development, acquisition.
counterintelligence, intelligence, security, and systems engineering personnel perform, is
critical for ensuring that DoD can protect CPLL In December 2008, DoD established nine
waorking groups to address CPI identification and program protection planning, The
workimg group process is co-led by the offices of the USD(AT&L) and the Under
Secretary of Defense (Intelligence). Each working group is chaired by either a DoD or
Service representative with expertise in the protection of CPL. DoD has agreed that there
should be an overarching set of program proteciion products (for example, process.
gudance. tals) and that these would be extended and amplified by the Services and
agencies to serve their needs. One of the goals of these working groups is for the
Services and agencies Lo assess the sufficiency of resources available Lo support program
proteciion when the program protection processes are sufficiently mature fo form a basis
for such an assessmen!.

Program Protection Working Groups

Definitions Working Group, [his working group will expediently affirm and document
the CPL program proteclion. systems assurance, and soffware assurance erms and
associated hierarchy of relationships. Comnpletion ol this working group was described as
being necessary to tnitiate the other working groups.

CP1 ldentification Process Working Group, ['his working group is to establish the
mmnimum standards for the process used by DoD to identify CPI. Services and agencies
will be allowed to extend and amplify (o suit their Service or ageney needs. A second
product will be a method of assessing the tools used by various Services and agencies 1o
dentify CPL. The working group will use, as appropriate. the results froin other groups,

Program Protection Planning Content, Format, and Review Working Group. This
working group will develop two products, The fiest produet will he guidance on
preparing program protection plans, The second product will document the program
protection plan review process and stakehiolders. The program protection plan review
process will detail milestone requiréments (with checklists) for development. review. and
approval: stakehaolders include Service components, the TUSD{AT&L), the Under
Secretary of Defense (Intellizgence), and subject marter experts for applicahle
countermeasures such as anti-tamper measures, and Defense trusted integrated circuits.
The first drafi of the program protection plan review process was based on the systems
engineering plan' process and will be revised in a Six Sigma working group.

" The systems engineering plan is the blueprinil lor the exepution, management, and control of the technical
aspects of an acquisition program from conception to disposal. Systems engineering translates cperational
reguirements into configured systems, integrates lechnical inputs of the emire design leam, mundyes
inerfaces. characterizes und manages technieal risk, fransitions lechnology fFrom the rechnology base o
program spevilic efforts, and verifies that designs meel operational needs. Thesystems enginecring plan is
a “hiving” document that captires a program s current and evolving systems engincering strategy and its
relationship with the overall program management effort.

ity
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Acquisition Policy and Guidance for Program Protection Working Group. This
working group will aid in the development ol progrem protection guidance m be
documented m the upcoming DoD 5200.39 Manual. The working group will build on all
other working group outputs and ensure consistency with the Do) Instruction 5000.02.

Training and Transition Working Group. 'his group will develop a competency
muodel for program protection roles. Based on the preliminary work done by the Program
Protection Working Group, this wirking group will confirm the required skills, define the
course content to serve the needs of the various functional areas (acquisition, engineering,
counterintelligence. erinnnal mvestigalive service, and the like). and estimaie the number
of courses required per year to accommodate the training ol the workforce, This working
group will also develop and imiplement a plan ro train service personnel and wransition 10
the revised program prorection process and policy.

llorizontal Protection Process Working Group. This workmg group will define
rocess low, roles, respousibilities, and policy to execute horizontal proteécuon from
gefo_re milestone A through sustainment. The first task will be to determine the need for
a standardized secunty classilication guide for program protection, Lhe work of this
team will be submitied to the Under Seeretary of Defense (Intelligence) lor consideration
in the development of the next version of DeD 3200.1-R. “Information Sceurity
Program.” the current version of which is dated January 1997, This group will also work
to provide input 1o the Acguisilion Security Database Configuration Contrel Board and o
incorporate the Acgquisition Security Databasc within Service policy and processes.

Manpower Studies Working Group. L'ormation of this working group will depend on
each Service making a deternumation whether or not to act on the proposal of the
Progranm Protection Working Group 1o conduct manpower studies 1o assess the
sufficiency and availability of resources to support the program profection process.

Criticality Assessment Working Group. This working group will develop the process
required to implement system security cngincering in program protection planning.,
Membership will inelude primarily systems engineers and individuals familiar with
program risk miligalion as currently implemented by programs.

Vulnerability Process Working Group. This working group will define the process
and crilena lor the vulnerability assessment step in the program protection process, |he
scope of the vulnerabilitics assessment will include the acquisition development and
manulacturing environments, supply chain, operational environment. and svstem design.

Under Secretary of Defense for Intelligence

The Uinder Secretary of Defense for [ntelligence began promulgating policy for
counterintelligence support in 2009 to the RDA community. The policy will implenient
the relevant sections of policy established in Dol Instruction 5200.39 for
connterintelligence support to the prolection of CPL; DeD Instruction 2040.02.
“lnternational Transfers of Technology. Articles, and Services.™ July 10, 2008, for
counteriintelligence support to intemational lranslers of technology, articles, and services:
and Deputy Secretary of Defense Directive-1ype Memorandum 08-048, *Supply Chain
Risk Management{SCRM) 10 Improve the Integrity of Components Lised in DoD
Systems,” February 19, 2009, for counterintelligence support Lo supply-chain risk
management.
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['he new policy will establish a requirement for an intelligence assessment of oD RDA
programs fo provide bas¢line scourity requirements against foreign intelligence
collection. 1t will also integrate a technology theeat risk asscssment with the appropriale
caunterintelligence analytical product o inlorm RDA programs of threats to CPI from
forcign intelligence enlities. Tt s curmently in the fortnal coordination process

I'he Under Seerctary of Defense (Intelligence) 15 also in the process of finalizing DoD
Manual 5200.39. “Procedures for Critical Program Information (CPI) Protection Within
the Department ol Delense.™ which wil] provide the guidanee for the implementation ol
program proteciion measurcs, It is currently in the lrmal coordination process,

Defense Intelligence Agency

reney provides risk assessment vrodueets on loreien threals

coordinares with Dol Component countennielligence

elemenis on horizontal protcciion in support ol the protection of CPl. The Defegse
Intelhgence Agency produces the Technology Tarpeting Risk Assessments and
DIA-(b)3: 10 USC.§424 = |

Defense Security Service

LS, indusiry develops and produces the majority of our Nation’s defense 1echnology.
much of which is classified, and thus plavs a significant role in creating and protecting
the information that is vital 1o our Nation's security, The National Industeial Securily
Program was established by Lxecutive Order 12829 10 ensure that cleared U.S. facilities
safcguard the classified mformation in their possession while performing work on
contracls, programs. bids, or research and development efforts. The Defense Security
Service administers the National Industrial Security Program on hehall ol Dol and 23
other Federal agencies. Defense Security Seryice has respomsibility for over 13.000
active, cleared tacilitics in the National Industrial Security Program,

The Defense Security Service supports national security and the warfighter, sceures the
Nation's iechnological base, and oversees the protection of 1.8, and [oreign classified
information n the hands of industry. The Delense Security Service accomplishes this
mission by perlorming six mission-essential rasks:

e cleanng industral facilities, personnel. and acereditine associated mlovvmation
syslems:

» counterintelligence support W cleared industey and referral ol counterintelligence

relevant imformation to applicable counterintelligence community members and

law enforcement agencies:

managing forcipn ownership, control. and influence in cleared industrial (acilities:

providing advice and oversight to industry:

delivering security education and trammng: and

conducting mission support operations.
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To accomplish this mission, the Defense Security Service has approximaiely 270
industrial sccurity representatives and approximately 30 eld counterintelligence
specialists spread across the United States. They provide oversight and assistance 10
cleared contractor [acilities amd assist the organizalion’s management and facility security
officers in ensuring the protection ol national security information.

The Defense Industrial Security Clearance (iTlice processes requests for industrial
personmnel securily mvestigations and provides eligibility or clearance determinations for
cleared industry personnel under the National Industrial Security Program,

I'he Deftnse Security Service Academy delivers security education and training to DoD
civilians, military, and other LS. Government persomnel. National Industrial Sceurity
Program contractors, and sponsored representatives of foreign governments.

I'he Defense Security Serviee Counterintelligence Directorate provides
countennielhgence functional services in support of DoD RDA. as deseribed below.

= Defense Security Service identifics unlawful penetrations to facilities cleared in
conjunction with the National Industrial Security Program,

e Defense Sccurity Service countenmielligence prepares and provides relevant
threal inlormation, awareness bricfings. and tailored analytical products to cleared
defense contractors as determined necessary basced on prioritized nisk levels and
specific réquests from cleared defense contractors.

e lhe Defense Security Service counterintallipence office produces an annual
report. “Targeting [1.S. Technologics: A Trend Analysis of Reporting from
Defense [ndustry.” The Delfense Security Service encourages cleared defense
contractors 10 use this information for security awareness and education programs
at their facilities,



Appendix E. Army Organizations and Efforts
to Protect Critical Program Information

902nd Military Intelligence Group

The 902" Miliury Intelligence Group's lechnology protection mission 18 1o detect.
identity. nevtralize. and ‘_\,‘lult foreign intelligence service threats 1 Army technologies.
The Group identilies investigative and np-::uh.m.]l opportunities within the acquisition
and RD' 1 &L communities while providing Iw the seeure helding of Army technologies
capabilities, and weapon systems. The 902" Military lmeilmuh Group employvs
counterintelligence covering agent support to dcquisition PMs and Army rasearch
[acilities 1o ensure detarled Idm.hgﬂt} with the supported glement’s operations,
personnel, security. and vulnerabilitics, In turh, the Group provides the element with a
pornt ol contact [or reporting matters of counterintelligence interest. The Group
augments covering agents with technical, Lirmlxmal investigaove, and operational
resources Lo neutralize or exploit foreign 1||rr:ltm ¢ threats.

Army Counterintelligence Center

[he Army Counterintelligence Center is the Army s countenntelligence analysis and
production cenler. The Army ( nm:}em“le]ll"enu Center’s mission is to provide umely.
accurate. and effective multidisciplinary counterintelligence analysis in support of the
LS. Army combaling lerrorism program., ground svstem technologies. and
caunterintelligence mvestipations, operations, and aetivities. The Ammy
Counterintelligence Center provides the ]T'ILlIliL:i'-}LIpHHfH"\. counterintelligence threat
assessment 1o Army program offices to assist with the evaluation ol rigk, based on threals
to the program’s CP1, The Center supports Army. DoD. and non-DoD) customers.

National Ground Intelligence Center

I'he mission of the National Ground Intelligence Center is to provide scierice and
technical intglligence and gencral military lIlLL[lI"LI ce on [oreign ground mrq.ea The
Center w:ppmh the warlighting commanders: force and material

Department of the Arv. DaD. and national decision makers.




Army Defense Industrial Base Cyber Security Office

The Army Delense Industrial Base Cyber Security Office works across the Army to
integrate the requirements to protect CPT identified in DaD Tastruction 3200.39 through
interface with Army program exccutive offices and their respective program/product
managers and with the Army Maternel Command to ensure synchronization of Army
prioritics and requircments established for RTP and eritical infrastructure protection
programs. Also, when technologies stmilar 10 those used by the Army are found in other
Military Service rescarch and developmenl programs and weapon systems, the Army
Defense Industrial Base Cyber Security Office coordinates with the USD(AT&L) and the
other Service acquisition authoritics 1o ensure like lechnologies are afforded the same
level of pratection.

The Army Detense Tndusinal Base Cyber Security Office is leading Components ¢f (he
Office of the Seeretary of Delense in a tri-Servive cyber security acquisition initiative
that is intended to provide DoD with an empirical basis including viable contract
langnage. budgetary ramifications and Delense Federal Acquisition Regulation
Supplement/Federal Acquisition Regulation revisions-to evaluzate potential solutions for
pratecting controlled unclassilied information an defense industrial basc networks.

The Army Defense Industrial Base Cyber Security Office is coordinating an interagency
piloL program 10 assess information compromised through computer intrusions against
defense industrial basc contractor systems 1o determine whether there may have been
compromises of data on current and future Army weapons programs, scientific and
research projects, and watfighting capabilities that could cause a loss of technological
advanlage againsl potential adversaries.

The Army Delense Industrial Base Cyber Security Office (s working with elements of the
Office of the Secretary ol Delense. mcluding the TSD(AT&L), the Assistant Sceretary of
Defense (Networks and Tnformation Integration)/DaD Chief Inlormation Officer, and
others. to develop policy to manage the risk that adversaries might insert corrupted or
malicious lechnology into components — some of which may come from outside the LS.
defense industrial base — that are bound for DeD critical systems 1o later gain
unauthorized access 1o data, alier data. or sabotage communications. The focus of the
Army cffort will be on companies in the command. control, communications,
intelligence, surveillance, and reconnaissance categories, and on lechnologies that affect
Army modernization cfforts ot the security of RDT&E facilities. program offices. or
supply chains.

The Army Delense Industrial Base Cyber Security Office has developed cooperative
relationships across the Army and DoD. To standardize RDA activities and to ensure it
incorporates best practices (fom across the Army. the Defense Industnal Base Cyber
Security Office has taken the lead within an Army working group to drafl & regulation on
protecting CPL



Office of the Under Secretary of Defense for Acquisition,
Technology, and Logistics Comments

OFFICE OF THE DIRECTOR OF
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Office of the Under Secretary of Defense for Acquisition,
Technology, and Logistics Comments

4 Program Marager ln the establishment of an sppropriate AT zrchifeetura for the
proteciion of TP across the omicety of s program”s ke cle. The ATEA aléo tesches
AT Shor Course, which inclodes content on:

Dol Anti-Tempet policy dirsclives

U process of specifylng, designing and evalpafing AT =ehnoicey

anti-tamper design milestonis and thear relationship 1o the acquisition cycle
models of security, including protection, detgetion, sud régponse approaches
reverse enginecring threats 1o hapdware and sofiware svstems

anti-tsmper techniques including encryption and protected volmines

The Dol AT imepraied Froduct t'eam (|PT). esmblished by USINA T&L) in
008, oversess the DaD AT profrem from 3 sidlegic perspestive. The 12T consiss of
representatives from USDHT), NI: and other OSDr offices, and his been briefed by Anny,
Navy, and Alr Fore anti-tanmiper represcnlatives on culvent st and sanss

T -

idation B1-3:
We recommens that the Under Secretpry of Defonse (acquisition. Technology, and
Logisties) catablish gridance for ideptifving commerctal off-the-shelfgovesnment off-
the=shelf comiponems =5 critical program infomstion, fa inclode assessmas) tools and
trainmg,

Respouse;

Consim. TISD{ATAL ) i ourmently working with USE(L), ASDONITDaD CIO, dod the
Compenents Lo esthblish guidance for the identification of Critical Frogram Information,
tn include elements or companents criticel o perwirk or mission effectivensss per Dol
Tstrogtion 5200 39, These glerments o compoiemis may Be cormercidl aff-1he-
shelffgovernment offahe-shulf and the guidance will allow for identification of those
components ax CPT.

Recommendatign B2-1:

We recormmend that the Under Seeretary of Defense (Acduisition, Techaulogy, and
Logistics) provide puidance on mede) cofitreg) languags i sepport of progrém prodection
planning 10 Dol and Component R1F officials

Respumye:

Coaweny, USINATRL) will provide guidance on the sodel contract languags in Suppor
of program projection plansing fo Dold and componsnt RTP offfcisls in acéordance with
Dl Insiruetion 5200.59 and FAR subpart 15,2041,

Dol Instrienion 3200, 39 requires ther contracts supportny RDA programs where
BT By been ddentified shall conain eanmaetial lerms fequinng the contzactor to protect
the CP1 to'the standards asiicnlaied in the Iostruction. Programs are responsible for
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Office of the Under Secretary of Defense for Acquisition,
Technology, and Logistics Comments

geiling Program Proteclion requrements wrller into the contract. Guidinss an Program
Protection requiremnent language for CPI Protection is onder development.

FAR subpan 15.204.1 specifiés the [urmal and content bf RFP solicitations and
contracts, The RFP includes the terms and conditions that will be in the final pontroct

Recommendation B3:
Ve recommenyd that he Under Secretary of Defanse (Acquisition. Techaology, and

Logistics), in collaboration with ihe Undersceretary of Defonde (Tnselligence), and the
Assistant Secrelary of Defense (Networks 2nd Informstion Integration b T3oD Chief
mformation Officer develop standandized guidance for trdining i CPI peolection for use
by the RTP commuinity.

Response: . )

Parial Concur, USDOATE&L) will, In collabaration with LS and ASD(NILY oD
CIO, dovelop standardized guidunce for rraining in CPl protection for use by the progron
protection cormmunity, not only the RTP community. Research and T echnolony
Protection remains & critical portion of Program Protection Planning, bt does not include
the rgw regquiroments to protect elements or components crtical 1o network or mission
sffectiveness per Dol Instruction 520039, Ttaining modules will reflect tha need to
address this browder scope of prutection. Training modwles will be devaloped once
USD(AT&L), in collaboration with USD(1), ASDINIIVDoD CI0, znd the Compoments.
astablishes guidance on CP Wentificzzion and protestion

Recommendation BS-1:

We recommend thut the Assistart Secretary of Defense (Networks and Tnfammston
integration)/DoD Chief Information Oficer, In coordination with the Under Secretarios
of Defense for Acquisition, Technology, and Logistics snd for Intelligence, develop and
pubfish security reguirements for contractors processing (P on conteactor owned and
controlled information systemss.

Response:

Coneur, USDIAT&L ) will continue 1o suppori ongoing efforts by the ASDINTTVDoD
CIO in accordence with DoD Instruction 320513, “Defense Industrial Base (TNB) Cyber
Secunty/Incomation Amsurancs (CSAA) Acivities” Tanuary 19, 2010, ard LISIHATEL)
Meaorandum “Cyber Security in Defonse Acquisition Prognans.” November 18, 2008,

Recommendation BS:
We recommiend that the Under Secvetary of Defensc (Intelligence), in coordination with
the Under Secretary of Defense (Acquisition, Tochnology, and Tegistics), and the

Assistant Secretary of Defense (Networks and [nformation Integ gt
Information Officer, dewriming the apprapri g

URalm,
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Office of the Under Secretary of Defense for Intelligence
Comments

OFFICE OF THE UUNDER SECRETARY OF DEFENSE
000 CEFENEE PENTAGON
WASHINGTON, DC 2030 15000

T L Gl §

‘ MEMORANDUM FOR INSPECTOR GENERAL OF THE DEPARTMEN| OF
DEFENSI
(ATTN

SUHIECT: Review of Dreft Report: Dald Efforts 1o Protect Cetical Program
Information: The Army's Warfighter Informetion Nerwork — Tacucal
(Project No. D2008-DINTTL0242.001)

Iin response o your Aptil 9, 2010 memarandam, we provide the enached

comments on (he subjeel repars, My point 0f confact |« el

> P -
i —-..d.;-,{_rr‘_‘_‘
i3 , /

. w A f

Sumley L. Sims
Dirgeror of Secmminy

Altachrmel
As stated

&
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Office of the Under Secretary of Defense for Intelligence
Comments

v
gOME Information

RESPONSE: CONCUR SRS

RECOMMENDATION B3

{=asiivition Temhss

RESPONSE: CONCUR,
0 r the Department of
o gounieriniol
ntification and
oD standards for €

prisie
nLJA perso
the instruction provy

nel repardi

DECHON are ur

T IR Bl
Lida f N

leveloped. Currendly, the Joint Coune
Cowrtennielligenee Suppor 10 RDGA ¢

RECOMMENDATION BS.1. We recan

e s Al

Verwnrks arnd o




Office of the Under Secretary of Defense for Intelligence
Comments

n Assurance (CSTA) Actvitie The

for the control of unclassifted infonmation, to melude CPI that resides on ¢

sneid and <controlled information svste Givdance |
gd b nd -controlled information systems is

3220.22-M, "Natienal hdustrial Seciefty Operating Manma!

RECOMMENDAT

(Inielligénce), in cox

10N BB. We recommend thal the [inder Seerelar

spdinmation with the [




Office of the Deputy Under Secretary of Defense for
HUMINT, Counterintelligence, and Security Comments

OFFICE OF THE UNDER SECRETARY OF DEFENSE

LOOO DEFENSE PENTASON
WASRHINSTON, DT 203015000

JUR 17 2010

MEMORANDUM FOR INSPECTOR GENERAL OF THE DEPARTMENT OF
DEFENSE
(T2 BRI DoD OIG - (b)(6)

SUBJECT, Defense Security Servite (DESY Response to Dold [6F Thvaf Report: UeD
Fffurts to Protect Critical Program Information: The Army’s Warfighter
Information Network — Tacticat (Froject MNo. DZUUS-DINTOL-0242,0600),"
April 2, 2010

-

In response o your Juns 3, 2010, request for riview of the subject response. we

cuncue sod provide the attached conuments, My point of conitast is

B DoD OIG - (b)(6)

{1iDoD OIG - (b)(6) SRRl

i o
o %, S { :
i e,

Stanlev [, Sint
Director of Security

ARachmeant:
Ag siated
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Office of the Under Secretary of Defense for Intelligence
Comments

b ER IR M

RECOMMENDATION B2-2: W

Semvice provide puidance on meada! longuage

the D nse Secd SPVIEE Wl Ihe Daior e

[RIOrmaiion

DSS RESPONSE
i ¥

Defense fo

VTLIDCLAES (ki

LSS, As

QUSD{I) RESPONSE: CONCUR. We gonalir with the response provided by

the offlce of primary responsibility for Industrial Security poliey, presumably, this offies

suverning language of the DD Forn 254, “Conirac

15 ulsb rosponsible
4 Specificaton, Departmen! of Dofenud ” The tecommended 12

will be incarparaled in Enclosiza 2, "R

| 520036 M

povasibilties.” of e curter

viersion of Do M

RECOMMENDATION B: #¢

JEFEICe, aelErmine oTid Brepcie wWirillen

OASA ALT - (b)(5)

DSS RESPONSE: &sstewed m our response in [2-2, the DTS
policy changes melatting 1o the DD Form 284

Is responsible b

(S8 recommends

Block 10, add CPI 45 a separate line (em w be car

T

i
Las



Office of the Deputy Under Secretary of Defense for
HUMINT, Counterintelligence, and Security Comments

- lastructions in bieeks 13 and 14 should matmiol Uhe prsgram manages 10 mclude
special CP1 instructions {i.e Program Profection Plan (PPP), Classification Guide,
clc )

= The pedme voplracior must inaiman ard provide suthorized govemment officlals
with updated lists of all subcontraciors participatng m their sonloact/progran and
iodicate which requires acesss fo classified CPI (andior require sctess 10 the CP1
2t other locations) i conjunction with performance of their subconizacts

Identify ceparal looations &1 DSS oo the Program Oifice to provids PPE
snformmtion (Reviow/extract.on ol applicadle information and thea Sxpeditc
dismbulion 1o thes epplicsble Geoid offices for prime end subconiractors by ISF0

- Tavs space (or locstion of 1SS ceatral PPP ropository as well a5 the adtress of
the cognlzant DSS Fiold Gffice.

- Indicute whether contracton(s) need(3) to be implement Spacifie echnology
protection meskures st thar facilive(ies)

QUED{I) RESPONSE: CONCUR. D885 pecommended sctions will 5 appropristely
addressed within Enclomere 2, “Resgansibilities. ™ 1ind Grelosore 6, “Coniract
Requirgments.” of drafl DoD Magusl 5280.39-M, “Procedures for Critive! Progran
fsformuiion Provection Within the Depertment of Defence




Office of the Assistant Secretary of Defense (Networks and
Information Integration)/DoD Chief Information Officer

OFFICE OF THE ASSISTANT SECRETARY OF DEFENSE
€000 DEFENSE PENTAGON
WASHINGTON, DG 26801 6000

B ETWORKS aS
INFORMATY
N RSATIS

MEMORANDUM FOR DEPUTY ASSISTANT INSPECTOR GENERAL FOR
INTELLIGENCE EVALUATIONS,
DoD INSPECTOR GENERAL

SUBJECT: Response i 1G Draft Repost No D200E-DINT01-0242,00] “DoD Bffors o
Protect Critical Program Infonmation: The Army's Warfighter Information
Network - Tactical”

This is n response 1o your memotandum of April 9, 2010 requeesting comments
pertaining fo the subject drafl mpon's recommendulions,

With regardy 1o recomemendations Bi-1, 8.3, and B-8, we agres with the
Tecommendations. o these recommendations ASDINIYDoD CIO is identified v providing
support. For each of these recommendations DASD(I1A) is commitied 1o provide
cansisftation &l support as requesied by the lead organizations

With regards to recommendation BS-{, we agree with the recorenendasion, Our
axBon on this reoommendation was complessd with the Issuance of Dircctive Type
Memorandum (DTM) 08-027 “Security of Unclassified DaD Information oo Non-DaD
Infermation Sysienn” on 31 July 2009, This ssuance addresses the protection of ceitical
program informmtion on conlractor sysioms, The DTM was coordinated with USDIAT&L)
2od USD() through the 8D 106 process. ln concert with the DTM, USD{AT&L) initisied
Dol Federal Acquisition Regulation Supplement (DFARS) Case 20:08-D028 “Safeguarding
Usclassified Information," which will provide the speeific guidance w contracting officers
and associated clauses 1o implernent the DTM in contraats.

We agree that (he dmift teport &= sppropriately classified.

My of for Qﬂ! 515 oD OIG - (b)6)
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Consolidated Army Comments

DEPARTMENT OF THE ARMY
OFrNCE OF TRE ASSISTANT ESTRSTANY OF THE ARISY
ACCWETION LOGISTIES AND TECHNO LOOY
T3 AREY PENTAGOH
WASHNGTON, DC S6210.0153

SAAL-ZL WK 6 700

MEMORANDUM FOR DEPUTY INSPECTCR GENERAL FOR INTELLIGENCE

SUBJECT: Response to Draft DeD Inspacior General Report. Project No. DZ00E-
DINTO1-0242.001

The entlosed documeni conlains the U2, Army's reply and comments 1o the
draft report, Results in Bricl: Dol Efiords 1o Prctect Crilicul Program Information: The
Army's Wadightar Information Network - Taciical Tha Offics of the Assistani Secrotary
of the Army for Acquisition, Logistios and Technslegy concurs with ihe findings and oftor
the enclosed commants ¢ clanfy poinms made in the draft repon.

{Acquisition, Logistios ang Yechnoiogs)
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ol) [sspector Gengral Project No. D2OOR-IMN 1010242 001

Objertive Tigle; Resuirs in Brief Dol Efdey i Proteot Critsenl Prugran Inforation: The
A s Warfistter [Efonmation Network - Tactical

Fimding A. Army policy 2od structere need improved lntegration, synchronization. and
eptimizarion for maximem protection of eriticnl program (nformation {CPIL

Recommesiatios A We recommernd the Assastan] Secretaey of the Army (Asouisstion.

Logisias and Technoiooy) (ASA(ALT )L in con

W08 wish the Lommmands

Muterial Comnmand, 2né the Aoy Depoty Chief of Sl GoZ. review, snd gevclop f plan of
setion thay will resol: in the atbst officient and §ffective means 1o imegrate, synchroaize, s

Ooptimize sesearch and techinlory prolection efforts for the Army

ARMY RESPONXSE: Concur with oomment. Thiv s o cansalidated ASAALT) H0DA DS,
Gi-2. Army Rescaren and Technalopy Prowetion Center (ARTPC) and AMC G2 vesponzs. The
ASAALTDetapse Industeial Base Cylrr Sevu ity Office (CHRCSO), HODA DOS. G-2,
ARTPC, and the AMUC G-2 comifiie 0 collaborsie un mariers that |mpact protectian af Army
CPl. Frotection of Anny CPLiz govesned by AR 701, DA PaM 70-3and AR 381-1 1. which
Uulbine the ppecific responsihilities of the ARTPC und AMC G-2. ASA{AL T}, with fnput fradn
HODA G2, ARTPC. and AME -2 b5 developing an Armmy Repulation that will address these
respongibilities in-depth 10 ensare Anmy programs properdly idensify CP1 and implement
countermeastres o effectively prevent compromise of CPL, ASA(ALT)expects o publish the
Arimy Regulation by [3 Deceraber 2010

Finding B. The Army's Warfighter Information Nevwork - Tagtical Program™s Effaris to
Froteet Critioal Program Information.

Lisue Area One: Ahility 1o hicaiily critieal program fmlormstion

Hecommendad i

Bi-I. We recommend what he Undersecresany of Dolense {Acguisition Tathnolowy g
1 Socrelary of Defease
{lelligence), the Assisiant Scecclary of Defense (Networks and Infomatian

linggration Dol Chist Information Oificer. and Con

Logistied) {USDAT&EL)). i constltution with the Lot

ABRMY RESPONSE: Comcur




Consolidated Army Comments

T e —
Dol tnspeetas General Project No. D2008-DINTO 4242 001

Bi-2. We recommend thatthe Linder Searetary al Do lvise (Acquisition, Tecanology aml
Logisticn) autnblish guidance for identifying commencial off-the-shelfigoversmant off
thiesshell companents as eritical information, 1 inolude assessment tooks ane trsining.

ARMY RESPONSE: Conowr
Issue Area Twe: Effcetiveness in developing 2nd implementing o Program Proteetion Plan
Recommendations.

B2.1, We recommentd that the Usder Scerctiay of Deofense (Acquisition. Technology,
ard Logisties) provide guidanes on model contnel lngusge I suppost oF progeam
protecrian plarning o DoD sad Componst RTP offichals.

ARMY RESPONSE: Cumur with comment, 2ol) Is secking comments from
Gevernment and industry on powntial changes to the Defense Fodedal Acquisition
Regulation Supploment (DFARS) coaddmess requiremients for the safegiarding of
unciassdled information within industey.

B2-Z We recommeni thiat the Director, Deferie Security Service provide gibdapce om
model language inthe DD Form 234, (n ordier fo provide the Defense Security Service
with e information they ased o protect cotical program mformation.

ARMY RESPONSE: Concur with comment. FAR Classe 52.20-2, Seourity
Requirements binds thie contrscior 10 ineet the security requirements identified in the
Naticol Indestrin) Seeurity Mamad (NISPOM), and furlier the DD Form 254 shall be
used fof coniracts classified a1 ibe Confidaniisl, Secret or 1op Szoret level, Changes in
FAR limguage nned policy will be reguired o supportunclassilied contracts cantafning
CHL.

Issue Area Three: Traioiag Efforts for the Pratection of Critival Program Infarmation
Recommensdation:

B3 We recommend thet the Uncer Secretary of Defanse (Acquisison, Technology snd
Logings), In collabortion with k= Under Secestary of Defense (Tnicilizence), and the
Assistant Secretary of Defonse Networks and Infremation [aragration) Dol Chief
Information Officer develop standardized suidance for iminine in CP) protection Tor use
By the RTP comniunity.

ARMY HESPONSE: Concur,

Issue Area Four: Use of Resourees for the Protection of Critical Program Information
e e———
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: e
oD Inspactor Generad Project Mo, DZO08-DINTO1-0242.001

No Becommendations

Issue Area Fiver Effectiveness of Palicizs to Protéet Critical Proaram Information
Recommendstion:

151 We eevommend that the Assistant Sepeatiry ol Defense (Nanaaowis and
Infiwmation Inicgration) Dol Chiet Informarion Officer, in ¢ontunction with the Linder
Seerenirivs of Drefense for Acquisition, lechnelogy snd Lagistics, snd for Tntelligence,
develop and publish seourily requirements for contractors processing CPon contrastor-
ownid and comtrotled information systems.

ARMY RESPONSE: Cohour. Dol is seeking cormmenth from Government and
industry ¢n potentisl changes to the Defense Federal Acquisition Regulation Supplement
(DFARS) 10 address requirements for the saftaunrding al unclissified infomstion within
TSty

lssue Area Six: Ability of Countermtelligence, Intellizeace, and Secority to Support the
Protection of Critical Program Information,

Kecommendation:

B We recammend that the Director, Defense Securily Service, determine and propare
writien guidance to:

a. Whigt can and should be contined withiss the DD 254 for the protection of
cantrolied unelassilicd CPL, and

b, How program prolection skould be implemented ar the lavel of suboontrastors.
gnd how (o werity sontractor samphianee with the DD Forin 235 and the program
proteetion plan.

ARMY RESPONSE: Concur.
Issue Ares Seven: Effectivencss of the Fovelgn Visit Program
No Recommendation.
Issue Area Fight: Applieation of Horizontal Protection of Critical Program Enformation
Recommendalion:

B&. We recommiend that the Under Seerotary of Defise (Intelligence), in coordination
with the Linder Sscretary of Defense (Acquisitivg, Technolozy and Lopistics), and the

TS PP IR e
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